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Ethernet Frame Format

Dest. Source

Preamble SFED VAG R

[4 1

Type DataandPad  FC
2 —~ = H46=- 1500 D

mer—



IEEE 802.10 Frame

Dest. Source

o

1500 Bytes Max



umbo Frame




Layer 2 vs. Multilayer Switches
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MAC Address Structure

Organizationally
Unique Identifier (OUI)

Assigned by Vendor

48-Bit MAC Address




Populating the MAC Address Table

PG #1 PG #2
ARRA.ARAR.AAAR BBBB.BBBB.BBBB

m MAC ADDRESS
HRI AAAA.AAAA.ARAAA

Gig 1/1 BBBB.BBBB.BBBB

MAC Address Table



CAM vs. TCAM

Layer 2 Forwarding

CAM

Security ACLs
Quality of Service ACLs

TCAM

Where should the frame be forwarded?
Should the frame be forwarded?

With what QoS treatment should the
frame be forwarded?




Forwarding Information Base (FIB)

Layer 2 Forwarding

CAM

Security ACLs
Quality of Service ACLs
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IEEE 802.1Q Trunk

- Adds four tag Bytes to each
frame (except the Native
VLAN)

- Native VLAN: The one VLAN
on a Dot1Q trunk that is
untagged.




Port Mirroring

Client

Sniffer



Introduction to Spanning Tree Protocol (STP)
* The time Is the mid 80s.

J,M%&gmr

#GameChanger

cisco.com/go/gamechanger




Introduction to STP
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Radia Perlman
- Working at DEC
- Develops Spanning Tree Protocol (STP)

Institute of Electrical and Electronics Engineers
-1990
- IEEE 802.1D



Issues Without STP




Issues Without STP

No TTL




MAC Address Table Corruptlon

Switch A's MAC Address Table

Port MAC Address

Gig 1/0/1
Gig 1/0/2 .
MAC: AAAA. AAAA AAAA

Gig 1/0/1 Gig 1/0/1

sSwitch B
Gig 1/0/2 Gig 1/0/2

3 N - - h
B % =
LR P .y )
- - - - -
N e X E
' . A

Switch B's MAC Address Table

Port MAC Address

Gig 1/0/1
Gig 1/0/2




Broadcast Storm

Gig 1/0/1 Gig 1/0/1

Gig 1/0/2




Identifying STP Port States

Network Segment 1 (FastEthernet (100 Mbps): Cost = 19)

MAC Address: 0018.b9ad.2d00 | Fg 1/0/1 Gig 0/9 MAC Address: 000d.28e4.7c80
Priority: 32768 Priority: 32768

ﬁ
‘_—
f.__—___’

_’
«—=
—

switch A
Fa 1/0/2 Gig 0/10

Network Segment 2 (Ethernet (10 Mbps): Cost = 100)

Root Bridge: An STP topology has a single root bridge. The bridge (or switch) with the lowest bridge ID
(BID) is elected as the root bridge.

Bridge Priority

(0 - 61440) MAC Address
Default: 32768




ldentifying STP Port States
Port State Description

The port on a non-root bridge that is closest to the root bridge, in terms of 10 Mbps 100

Root Port

cost
100 Mbps 19

, The port on a network segment that is closest to the root bridge, in terms of
Designated Port

Non-Designated Port  Ports that block traffic, in order to preserve a loop-free Layer 2 topology 10 Gbps 2
Disabled Port A port that is administratively shut down

Network Segment 1 (FastEthernet (100 Mbps): Cost = 19)

MAC Address: 0018.b9ad.2d00

MAC Address: 000d.28e4.7c80
Priority: 32768  gum =

Priority: 32768

Fa 1/0/1

Fa 1/0/2 Gig 0/10

Network Segment 2 (Ethernet (10 Mbps): Cost = 100)



STP Practice Exercise

MAC Address: 000d.28e4.7c80 MAC Address: 0018.b9ad.2d00
Priority: 16384 Priority: 16384
= Te 1/0/1 Te 1/011 ===

MAC Address: 0018.c894.1a04 MAC Address: 000d.4cf1.570c
Priority: 32768 Priority: 32768



SIP Convergence Times

Gig 1/0/1 Gig 1/0/1
Gig 1/0/2 Gig 1/0/2

Learning (15 sec)
Listening (15 sec)

Blocking (20 sec)



EtherChannel Basics

e Allows higher bandwidth between switches
e Provides load-balancing
e Creates redundant links



EtherChannel Load-Balancing

_ _ Last Hex Digit in MAC Address: 1
Load-Balancing Algorithms

* dst-ip :
. dst.mac Hex Binary
* src-dst-ip 1 0001
e src-dst-mac o 0101
® Src-ip D 1101

¢ Src-mac



Link Aggregation Protocols

e PAgP: Port Aggregation Protocol
e LACP: Link Aggregation Control Protocol
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Infrastructure Wireless LAN

\"// \\/
Client 1 Wireless Access Point Client 2



Ad Hoc Wireless LAN

Client Client 2



Mesh Wireless LAN

Client 2

Client 1
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Omnidirectional Antenna
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e



Point-to-Point Antenna

um \g ”’.‘.....’. (1))




Wireless Frequencies

2.4 GHz - 2.5 GHz Range

5.125 - 5.875 GHz Range




Non-0Overlapping 2.4 GHz Channels

22 MH 22 MHz 22 MHz 22 MHz

1 2 3 4 5 6 7 8 9 10 11 12 13

Channel

Channel | Channel 6

Channel | |




Wireless Standards

Frequency Maximum Transmission Maximum

SEMMORTY Band Bandwidth Method Range

802.11 2 4 GHz 1 or 2 Mbps DSSS or FHSS 20 m indoors /

100 m outdoors

802116 24GHz 11 Mbps DSSS e ndos |
802119  2.46Hz 54 Mbps OFDM or DSSS ?ﬁomn:“o‘:l‘;:z:s
I G damebning "™ 2somoutdon
> 6 Gbps (with MU-MIMO Similar to 802.11n

802.11ac 5 GHz 0FDM

and multiple antennas) operating at 5 GHz
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IPv4 Address Formatting

2783 7th Street

278 37th Street

2783 7th Street



IPv4 Address Formatting
10.1.2.3

Dotted Decimal

Notation

00001010 00000001 00000010 00000011

11111111 00000000 00000000 00000000

Network Bits Host Bits

¢ 10.1.2.3: IP Address With No Subnet Information
¢ 10.1.2.3 /8: IP Address With Prefix Notation
¢ 10.1.2.3 255.0.0.0: IP Address With Dotted Decimal Notation



IPv4 Address Classes

Address Classful Mask Classful Mask

Class value in First Octet (Dotted Decimal) (Prefix Notation)

A 1-126 255.0.0.0 /8

128 - 191 255.255.0.0 /16
192 - 223 255.255.255.0 /24
224 - 239 N/A N/A

240 - 255 N/A N/A




il W

e L‘Su PRIVATE

Default Subnet =
Mask

10.0.0.0 - 10.255.255.255 255.0.0.0
172.16.0.0 - 172.31.255.255 255.255.0.0

.254.0. .254.255. 255.255.0.0
192.168.0.0 - 192.168.255.255 255.255.255.0

“Public vs. Private IPv4 Addres:

Address Range

-----
-y



Unicast

PC #1 Wants to
10.1.1.1 Receive
Video

PC #2 Wants to
Receive
10.1.1.2 Video

10.1.1.100

PC #3 Does Not
10.1.1.3 Want to

Receive
Video




Broadcast

PC #1 Wants to
10.1.1.1 Receive
Video

PC #2 Wants to
Receive
10.1.1.2 Video

Vi d eo Se rver o e e -
10.1.1.100

PC #3 Does Not
10.1.1.3 Want to

Receive
Video




Multicast

.
ATATETESE == =R )
=i rEmSamisEs==wm,
3

Class D Address:

239.1.1.1
PC #2
10.1.1.2

. fr,f,r'r,r,,r.: T | e 3 ,.\. =
e e e R T R T T T R R TR S S S \ X ‘
I P — | —— | ——————— | S— —— — ] ! \A__\_L < = 4

10.1.1.100
PC #3 Does Not
10.1.1.3 Want to
Recelve

Video

R A g K B B g B e T B e e e e N
/s e T s i s e e LBl e U Y e =

s | So—————————— | S S | W e W, - b Vet

B — e



Converting Binary Numbers to Decimal

10.1.2.3

10 1 2 3

Dotted Decimal
Notation

00001010 00000001 00000010 00000011

Octet 1 Octet 2 Octet 3 Octet 4



Converting Binary Numbers to Decimal

128 64 32 16 8 4 2 1
1T 0 0 1 0 1 1 0

128+ 16 +4 + 2 =150




Converting Decimal Numbers to Binary

Given a decimal number of 167, calculate the corresponding
binary number.

128 64 32 16 8 4 2 1

1

* |Is 167 equal to or greater than 1287
* Yes
* Place a 1 in the 128 column

e Subtract 128 from 167 = 39



Converting Decimal Numbers to Binary

Given a decimal number of 167, calculate the corresponding
binary number.

128 64 32 16 8 4 2 1

1T 0

* |Is 39 equal to or greater than 647
* NoO
* Place a 0 in the 64 column



Converting Decimal Numbers to Binary

Given a decimal number of 167, calculate the corresponding
binary number.

128 64 32 16 8 4 2 1

1T 0 1

* |Is 39 equal to or greater than 327
* Yes

 Place a 1 in the 32 column
e« Subtract 32 from 39 =7



Converting Decimal Numbers to Binary

Given a decimal number of 167, calculate the corresponding
binary number.

128 64 32 16 8 4 2 1

1T 0 1 0

* |s 7 equal to or greater than 167
* No
* Place a 0 in the 16 column



Converting Decimal Numbers to Binary

Given a decimal number of 167, calculate the corresponding
binary number.

128 64 32 16 8 4 2 1

1T 0 1 0 O

* |s 7 equal to or greater than 87
* No
* Place a 0 in the 8 column



Converting Decimal Numbers to Binary

Given a decimal number of 167, calculate the corresponding
binary number.

128 64 32 16 8 4 2 1
1T 0 1 0 0 1

* |s 7 equal to or greater than 47
* Yes

 Place a 1 in the 4 column

e Subtract4 from 7 =3



Converting Decimal Numbers to Binary

Given a decimal number of 167, calculate the corresponding
binary number.

128 64 32 16 8 4 2 1
T 0 1 0 0 1 1

* |s 3 equal to or greater than 27?
* Yes

 Place a 1 in the 2 column

e Subtract 2 from 3 = 1



Converting Decimal Numbers to Binary

Given a decimal number of 167, calculate the corresponding
binary number.

128 64 32 16 8 4 2 1
T 0 1 0 0 1 1

1

* |Is 1 equal to or greater than 1?
* Yes

 Place a 1 in the 1 column

e Subtract 1 from 1 =0



Practice Exercise #1

Given the a binary number of 01101011,
calculate the corresponding decimal number.

128 64 32 16 8 4 2 1

A L)
W
NN
ey
N
coa
.
NS
N
N
NN
N
N
. Y
N
NI
o
N




Practice Exercise #1

Given the a binary number of 01101011,
calculate the corresponding decimal number.

128 64 32 16 8 4 2 1

o 1 1 0 1 0 1 1

A L)
A
NN
ey
N0
<N
GRS
N
LN
NN
N
. kN
. Y
N
s
N
S,

64 +32+8+2+1=107




Practice Exercise #2

Given the a decimal number of 49, calculate the
corresponding binary number.

128 64 32 16 8 4 2

A L)
W
NN
ey
N
coa
.
NS
Y
N
NN
N
N
.
N
SR
o
N




Practice Exercise #2

Given the a decimal number of 49, calculate the
corresponding binary number.

128 64 32 16 8 4 2

o O 1 1 0 0 0 1

* |s 49 greater than or equal to 128? => No => Put a 0 in the 128
ACTICE
* |s 49 greater than or equal to 64?7 => No => Put a 0 in the 64

column.
* |s 49 greater than or equal to 327 => Yes => Put a 1 in the 32
column, and subtract 32 from 49 =>49 - 32 =17
* Is 17 greater than or equal to 16?7 => Yes => Puta 1 in the 16
column and subtract 16 from 17 => 17 -16 = 1
1 greater than or equal to 8?7 => No => Put a 0 in the 8 column.
1 greater than or equal to 4? => No => Put a 0 in the 4 column.
1 greater than or equal to 2?7 => No => Put a 0 in the 2 column.
1 greater than or equal to 1?7 => Yes => Put a 1 in the 1 column.

o o o o
U)U)CDU)




IP Address
(Decimal)

IP Address
(Binary)

Subnet Mask
(Binary)

Subnet Mask
(Decimal)

Network Address
(Binary)

Network Address
(Decimal)

Network Address
10.1.2.3 /8

10 1 2 3
00001010 00000001 00000010 00000011
11111111 00000000 00000000 00000000
255 0 0 0
00001010 00000000 00000000 00000000
10 0 0 0




Directed Broadcast Address
10.1.2.3 /8

|IP Address
(Decimal)

10 1 2 3

IP Address
(Binary)

Subnet Mask
(Binary)

Subnet Mask
(Decimal)

Directed Broadcast
Address (Binary) 00001010 11111111 11111111 11111111

Directed Broadcast
Address (Decimal) 10 295 259 255

00001010 00000001 00000010 00000011

11111111 00000000 00000000 00000000

255 0 0 0




Review

- |IP Address: 10.1.2.3

- Subnet Mask: 255.0.0.0

- Network Address: 10.0.0.0 /8
- Directed Broadcast: 10.255.255.255
- Usable |IP Addresses: 10.0.0.1 - 10.255.255.254




The Need for Subnetting

Address Class Assignable |IP Addresses

16,777,214 (i.e. 224 - 2)

65,534 (i.e. 216 - 2)
254 (i.e. 28 - 2)

Network: 192.0.2.0 /24
Wasted IP Addresses: 192.168.1.3 - 192.168.1.254




The Need for Subnetting

Subnet Mask (Binary)

Subnet Mask (Decimal)

Directed Broadcast Address (Binary)

Network Address  Octet 1 Octet 2 Octet 3 Octet 4
11000000 10101000 00000001 00000000
11000000 10101000 00001110 00000000
11000000 10101000 00011001 00000000
11000000 10101000 00011110 00000000
11111111 11111111 11100000 00000000

255 255 224 0
11000000 10101000 00000000 00000000
192 168 0 0
11000000 10101000 00011111 11111111
192 168 31 255

Directed Broadcast Address (Decimal)




Dotted Decimal Notation Prefix Notation

255.0.0.0 /8 (Classful Subnet Mask for Class A Networks)

255.128.0.0 /9
255.192.0.0 /10
255.224.0.0 /11
255.240.0.0 /12
255.248.0.0 /13
255.252.0.0 /14
255.254.0.0 /15

255.255.0.0 /16 (Classful Subnet Mask for Class B Networks)
255.255.128.0 [17
255.255.192.0 /18
255.255.224.0 /19
255.255.240.0 /20
255.255.248.0 /21
255.255.252.0 /22
255.255.254.0 /23

255.255.255.0 124 (Classful Subnet Mask for Class C Networks)
255.255.255.128 /25
255.255.255.192 /26
255.255.255.224 127
255.255.255.240 /28
255.255.255.248 /29

255.255.255.252 /30



Subnet Octet Value Number of Left-dustified 1s

128 1

224 3

2438 5

254 /




Calculating Available Subnets

Number of Created Subnets = 2°
(where s is the number of borrowed bits)

Example
* A subnet mask of 255.255.255.224 is
applied to a Class C network of

192.168.1.0 /24.
 How many subnets are created?

~ ~

- Network Class?
- C

- Natural Mask?
- [24

- Subnet Mask?
» 225.255.255.224

- [27

- Borrowed Bits?

- 3

- Number of Subnets?
. 23 =8




Subnet
192.168.1.0
192.168.1.32
192.168.1.64
192.168.1.96
192.168.1.128
192.168.1.160
192.168.1.192
192.168.1.224

Calculating Available Subnets

Mask
255.255.255.224
255.255.255.224
255.255.255.224
255.255.255.224
255.255.255.224
255.255.255.224
255.255.255.224
255.255.255.224

Host Range
192.168.1.1 - 192.168.1.30
192.168.1.33 - 192.168.1.62
192.168.1.65 - 192.168.1.94
192.168.1.97 - 192.168.1.126

192.168.1.129
192.168.1.161
192.168.1.193
192.168.1.225

192.168.1.158
192.168.1.190
192.168.1.222
192.168.1.254




Calculating Available Hosts

Number of Assignable IP Addresses in a Subnet = 2"- 2
(where h is the number of host bits)

Why Subtract 27

* You cannot assign the network address,
where all host bits are set to 0

* You cannot assign the directed broadcast
address, where all the host bits are set to 1

- Number of Bits In
Subnet Mask?
- 27

Examp'e - Host Bits?
+ A subnet mask of 255.255.255.224 is applied $32-27=9 )
to a Class C network of 192.168.1.0 /24 : l2\l5um2ber3cg Hosts"

 How many hosts can be assigned in each
subnet?




Calculating Available Hosts

Subnet

192.168.1.0
192.168.1.32
192.168.1.64
192.168.1.96
192.168.1.128
192.168.1.160
192.168.1.192

192.168.1.224

Mask

255.255.255.224
255.255.255.224
255.255.255.224
255.255.255.224
255.255.255.224
255.255.255.224
255.255.255.224

255.255.255.224

Host Range

192.168.1.1 - 192.168.1.30

192.168.1.33 - 192.168.1.62

192.168.1.65 - 192.168.1.94

192.168.1.97 - 192.168.1.126

192.168.1.129

192.168.1.161

192.168.1.193

192.168.1.225

192.168.1.158

192.168.1.190

192.168.1.222

192.168.1.254




Practice Exercise #3

Your company has been
assigned the 172.20.0.0/16
network for use at one of its
sites. You need to use a subnet
mask that will accommodate 47
subnets while simultaneously

accommodating the maximyum
P RAC I I C E number of hosts per subnnet\
What subnet mask will you usy? |
f’“\




A © 00N O O WODN -~ O

\
—

Borrowed
Bits

Number of Subnets Created
(2s, where s is the number of

borrowed Dbits)

Practice Exercise #3

To determine how many
borrowed bits are required
to accommodate 47
subnets, you can write out
a table that shows the

powers of 2. \




A © 00N O O WODN -~ O

\
—

Borrowed

Bits

Number of Subnets Created

Practice Exercise #3

* You want to support 47 subnets.

(28, where s is the number of

~ 0 AN

64
128
256
512
1024
2048
4096

borrowed Dbits)

* Five borrowed bits are not enough.
» Six borrowed bits are more than enough.

» Since five borrowed bits are not enough, you round up
and use six borrowed bits.

* The first octet in the network address 172.20.0.0 has a
value of 172, meaning that you are dealing with a Class B
address. Since a Class B address has sixteen bits in its
classful mask, you can add the six borrowed bits to the
16-bit classful mask, resulting in a 22-bit subnet mask.

* You can conclude that to meet the scenario’s
requirements, you should use a subnet mask of /22, which
could also be written as 255.255.252.0.



Practice Exercise #4
M

Your company has been
assigned the 172.20.0.0/16
network for use at one of its
sites. You need to calculate a
subnet mask that will
accommodate 100 hosts per

subnet while maximizing tke
A I I E number of available subnet
What subnet mask will you us ?‘)/\




Host Bits

» O 00 N O O WD

ercise #4

Practice Ex

1o rmine how
host bits are required to

Number of Supported Hosts (2"- 2,
where his the number of host bits)

2

6

14
30
62
126
254
510
1022
2046
4094

accommodate 100 hosts,
you can write out a table
that shows the number of
hosts supported by a
specific number of h
bits.

N

OS



Practice Exercise #4

* You want to support 100 hosts.

Number of Supported Hosts (2" - 2, * Six host bits are not enough.

Host Bits where his the number of host bits) _

5 5 * Seven host bits are more than enough.

> ° » Since six host bits are not enough, you round up and use

4 14 seven host bits.

3 30

6 62 » Since an IPv4 address has 32 bits, and you need seven

7 126 host bits, you can calculate the number of subnet bits by

8 254 subtracting the seven host bits from 32 (that is, the total

9 510 number of bits in an |IPv4 address). This results in a 25-bit

10 1022 subnet mask (that is, 32 total bits - 7 host bits = 25 subnet
mask bits).

11 2046

12 4094 * Therefore, you can conclude that to meet the scenario's

requirements, you should use a subnet mask of /25, which
could also be written as 255.255.255.128.



Benefits of IPvo

® Increased address space: 5 X 1028 addresses for each person on the planet

e Simplified header
- IPv4 Header: 12 Fields

*.. | | ‘

- |IPv6 Header: 8 Fields "*\ ' ‘

 No broadcasts ‘ N
e Security and mobility features built-in i

 No fragmentation: MTU discovery is performed for each session
e Can coexist with IPv4 during a migration

- Dual stack
- IPvb over IPv4




IPv6 Address Structure

* |Pvb address structure

& X XXX XXX X XX XX XXXXXXXXXXXXXXXXXXXX
(Where X Iis a hexadecimal number in the range 0 — F)

e 32 hexadecimal digits X 4 bits per digit = 128 bits

e Example: 200A:0123:4040:0000:0000:0000:000A:000B




IPv6 Address Abhbreviation Rules

e Leading zeros in a field can be omitted.
e Contiguous fields containing all zeros can be represented with a double
colon. (NOTE: This can only be done once for a single IPv6 address.)

Example

e Full Address: 2345:0123:4040:0000:0000:0000:000A:000B / F
 Abbreviated Address: 2345:123:4040::A:B



Class Exercise: Abbreviate the IPvé Address

2000:0000:0000:0000:1234:0000:0000:000B



Unicast

Destination IPvo Address
2001::2




Multicast

Destination IPv6 Address
FF04::10

N
n 3 — =% 8- %
AT R Rl o ‘~.\\‘ EN -
RS - Y

Multicast Group:

—) FFO04::10

T
===

- e e i e e s v
b S s T e T e ks, M’ e e e U L% \ X
e . e i W S W T W | m— v R -< = 4
A

Video Server

Does Not
Want to
Receive Video

R A K K B B g B e T B e e e e N
/e s e TR T i e e % o
ot | So——————— | S S | S s W, - i Vet R
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Anycast

Server 1

Client
2002::1

.............................
s e e e i e ) e

Server 2
3003::1



Dual Stack

Server 1

IPv4 and IPv6
(Dual Stack)

Client

-
N

Server 2




Tunneling IPvé Through an IPv4 Network

Only needed during a network’s migration to IPv6

Client Server
|

IPvo over IPv4 Tunnel

IPv4 and IPv6 Support IPv4 Support IPv4 and |IPv6 Support
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Selecting a Routing Protocol

- Scalability
- Vendor Interoperability
- Familiarity
- Convergence

- Summarization




Summarization

10.0.0.0 /24
10.0.1.0 /24 10.0.0.0 /22
10.0.2.0 /24

10.0.3.0 /24
3rd Qctet
3rd

Octet
Value

0 0 0 0 0 0 0 0 0

1 0 0 0 0 0 0 0 1

2 0 0 0 0 0 0 1 0

3 0 0 0 0 0 0 1 1

6 Bits in Common in the 3rd Octet



|GPs vs. EGPs
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Protocol Classification
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RIP Characteristics

- Broadcasts

RI Pv1 - No VLSM Support

- |Pvé

- Multicasts (224.0.0.9)
- VYLSM Support
- IPv4

- Multicasts (FF02::9)
- |Pvé

RIPv2

- Hop Count
- Full & Triggered Updates

- Split Horizon RI P N

- Poison Reverse




- 16 Hours of Recorded Live Training
« 4 Hours of Recorded "Office Hours"
CCI}IA - Double CCIE Instructor
Y . Downloadable Videos

MASTER CLASS - Packet Tracer Labs
- Practice Exam Questions
- Course Slides

BONUSES:
- EIGRP Crash Course ($49)

CCN A - 0SPF Crash Course ($49)
- STP Crash Course ($49)

- CCNA IP Subnetting Simplified ($49)
- CCNA Foundations ($197)

That's $393 of BONUS Training

‘ FOUNDATIONS

https://kwtrain.com/ccnabundle

- $50 Discount_

$197

Total Value: $640




