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Module 1
Protocols and Reference Models



Ports and Protocols

Source IP: 10.1.1.1
Source Port: 49158

DeStinatiOn IP 1721612 Web Server
Client Destination Port: 80

Source IP:172.16.1.2
10.1.1.1

Source Port: 80 172.16.1.2

Destination IP;: 10.1.1.1

Destination Port: 49158

o



Protocol Description TCP Port UDP Port

FTP File Transfer Protocol: Transfers files with a remote host (typically requires authentication of user credentials). 20 and 21
SSH Secure Shell: Securely connect to a remote host (typically via a terminal emulator). 2D
SFTP  Secure FTP: Provides FTP file-transfer service over an SSH connection. 2
SCP Secure Copy: Provides a secure file-transfer service over an SSH connection and offers a file's original date and time 59
information, which is not available with SFTP.
Telnet  Telnet: Used to connect to a remote host (typically via a terminal emulator). 23
SMTP Simple Mail Transfer Protocol: Used for sending e-mail. 25
DNS Domain Name System: Resolves domain names to corresponding IP addresses. 53 53
TFTP  Trivial File Transfer Protocol: Transfers files with a remote host (does not require authentication of user credentials). 09
DHCP Dynamic Host Configuration Protocol: Dynamically assigns IP address information (for example, I[P address, subnet 67
mask, DNS server’s I[P address, and default gateway’s I[P address) to a network device.
HI TP  Hypertext Transfer Protocol: Retrieves content from a web server. 80
POP3 Post Office Protocol version 3: Retrieves e-mail from an e-mail server. 110
NINTP  Network News Transport Protocol: Supports the posting and reading of articles on Usenet news servers. 119
NTP Network Time Protocol: Used by a network device to synchronize its clock with a time server (NTP server). 123
SNTP Simple Network Time Protocol: Supports time synchronization among network devices, similar to Network Time Protocol 1013

(NTP), although SNTP uses a less complex algorithm in its calculation and is slightly less accurate than NTP.



Protocol

Description

TCP Port

UDP Port

IMAP4

SNMP

LDAP

HTTPS

SMB

rsh

RTSP

LDAPS
H.323

RDP

SIP

Internet Message Access Protocol version 4: Retrieves e-mail from an e-mail server.

Simple Network Management Protocol: Used to monitor, manage, and configure network devices. An SNMP agent
receives requests on port 161, and an SNMP agent sends traps on port 162.

Lightweight Directory Access Protocol: Provides directory services (for example, a user directory—including username,
password, e-mail, and phone number information) to network clients.

Hypertext Transfer Protocol Secure: Used to securely retrieve content from a web server.

Server Message Block: Used primarily in Microsoft networks for sharing resources (e.g. file resources) between devices.

Remote Shell: Allows commands to be executed on a computer from a remote user.

Real Time Streaming Protocol: Communicates with a media server (for example, a video server) and controls the
playback of the server's media files.

LDAP over SSL: Securely sends LDAP messages over a Secure Sockets Layer (SSL) connection.

An ITU-T recommendation that can setup and teardown multimedia calls (e.g. voice and video calls).

Remote Desktop Protocol: A Microsoft protocol that allows a user to view and control the desktop of a remote computer.

Session Initiation Protocol: A signaling protocol used to setup, monitor, and teardown multimedia calls (e.g. voice and
video calls). Port 5060 is commonly used for unencrypteypted calls, and port 5061 is commonly used to setup
encrypted calls.

143

161 anad
162

389

443

514

504

0636
1720

33389

161 anad
162

445

504

0636

5060 and 5060 and

5001

5001



The 0S| Model

OSI| Model

e Contains seven layers

¢ |[SO = International
Standards
Organization

 OSI = Open Systems
Interconnect

"Routers live at Layer 3.”



The 05| Model's Seven Layers

&= Floor 1



Maximum Transmission Unit (MTU)

The largest frame or packet that can be transmitted or received on an interface.

Don’t Fragment (DF) Bit: A bit in an IPv4 header that
prevents a packet from being fragmented.

I S& ICMP Message

—=>T< Y “Fragmentation Needed and DF Set”

P—

R /

MT MTU

Packet: 1492 Packet: 1500
Bytes Bytes
Frame: 1518 Frame: 1518
Bytes Bytes

NOTE: IPv6 does not have a DF bit, and it uses a "Packet Too Big” ICMPV6
message.
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CSMA/CD vs CSMA/CA

Ethernet
Bus

O
0

252\ W\ Random Back Off Random Back Offf (@255
o/ Timer of 10 ms Timer of 20 ms €\




CSMA/CD vs CSMA/CA

‘Hidden Node” Problem

\// \\/
Client Wireless Access Point Client 2

. 1 ¢
» 0\
2 £ fc® 4 107 -\
- (& =\ R Random Back Off
| e -, B )0 .
vaow /@ Timer of 10 ms
\ @ 0 \.0‘\\ ‘
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MAC Address Table

MAC Address
AAAA . AAAA AAAA

3BBB.BBBB.BBBB

CCCC.CCCC.CCCC
DDDD.DDDD.DDDD

-

/ BBBB.BBBB.BBBB |
/ \ - ‘
Laptop 2 Printer




IPv4 Routing Table

Interface Network
Gig 1 0.0.0.0/0

Gig 2 10.1.1.0 /24
eleel | 192.168.1.0 /24

10.1.1.0 /24

p— —

2100

Switch 1

\
A\
\

— —

Laptop

Gig 2

Router

'l

."J ‘-

Internet >

192.0.2.0 /30

e
i

Gig 3

192.168.1.0 /24

é
e —I—

Switch 2

Server
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Ethernet
Switch
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Ethernet
Switch
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IPv4 Traffic Flows

i TR A R AT A AT A AT AT A AN EN
ror S L S S T | R 3 & \ "
o = S ——

Class D Address:
239.1.1.1

Video Server U n i C a St _____\ == -
10.1.1.100
B rOad CaSt PC #3 Does Not
: 10.1.1.3 Want to
I\/I u Itl Ca St Receive Video




Firewall

Firewall

Switch Router

Internet

Firewall Types

PC
;_, 192.0.2.0 /24

L /
- Packet Filter
Rules - Stateful Firewall
Source Destination Action - Application Layer
192.0.2.0 /24 Any - VolP Permit Firewall

Any Any Deny




DMZ (Demilitarized Zone)

ntranet Web
Server e-Mail S

Internet

Firewall OUTSIDE



DMZ (Demilitarized Zone)

INSIDE DMZ OUTSIDE

Web Server

e-Mall
Server

Internet

Firewall 1 Firewall 2



Intrusion Detection System (IDS) Sensor




Load Balancer

Load
Balancer
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Virtual
Servers

o Servers with identical
content

» Eases the processor/hard
drive demand on a single
server

* Allows Individual servers to
be removed from the load
balancer’s pool of servers
(e.g. for maintenance)

e Allows “elastic” server
capacity when used with
virtual servers

» Could be a dedicated
appliance or a router that
supports load balancing



Advanced Filtering Appliances

Next Generation Firewall (NGFW/Layer 7 Firewall): An
Application Layer firewall with additional features, such as:
Deep-Packet Inspection (DPI), Intrusion Prevention System
(IPS), and encrypted traffic inspection.

Content Filter: Could be software (e.g. used by parents) or an
appliance (e.g. used by enterprises) used to filter traffic thought
to be objectionable.

Unified Threat Management (UTM) Appliance: A dedicated
appliance that combines multiple filtering functions, such as:
Firewall, IPS, Anti-Malware, VPN, and Content Filter.



VPN Concentrator

e [ypically a dedicated hardware appliance
e Can originate/terminate multiple VPN connections
e Handles the encryption/decryption of protected traffic

Accounting
Server

Remote Client

Internet

Concentrator



Wireless Range Extender

Wireless Range Extender
|

Client

Wireless Access Point

v
L = ¢
- =
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Priner



SIP Trunks

e —

o IP PhOne

» Saves on long distance
charges and PSTN
connections

. Allows a PBX and an IP ITSP

Telephony system to co- Private Brancn
exist Exchange (PBX)
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Network Topologies and Categories




Ring Topology

Laptop 1 .




Bus Topology

Ethernet
Bus

S5\ A Random Back Off Random Back Offfy (@555
' : Timer of 10 ms Timer of 20 ms




Logical vs. Physical fopologies

Laptop 1

|
| |
1 i

Server



Logical vs. Physical fopologies

Laptop 1

Server




Logical vs. Physical fopologies




Logical vs. Physical fopologies




Point-to-Point

//ﬁ\

* |Interconnects two devices

» Typically uses a Layer 2
protocol

* Could be a physical point-to-
point connection

¢!

* Could be a logical poirﬁ%—
point connection ‘J/ N




Point-to-Multipoint

Location A




Location D

—

R1

Location A

Relay Cloud

o B
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ny

Location B




Client-Server Network

e Also known as
Client-Server
Architecture

e Clients access a
common server

e Server shares
resources (e.g.
file and printer

resources) with

clients




Peer-to-Peer Network

e Also known as

Peer-to-Peer
Architecture

e Clients share
resources (e.g.
file and printer

resources)

* Not as robust as
using a network
operating

system (NOS)




Local Area Network (LAN)

» High Speed
» Centrally Located

Printer



Wide Area Network (WAN)

» Typically Slower Speed than LANs
» Geographically Dispersed Sites
» Sites Connect to Service Provider



Metropolitan Area Network (MAN)

100 T John Hancock

Center
2. Bk AN
E0 BER AR
ER RER R D

Tribune Towe

Willis Tower
" EEiR B l

» Limited Availabillity
» Very High Speed

Chicago Board of
Trade « Redundant



Metropolitan Area Network (MAN)

A Fach wavelengtn Is
called a Lambda.

»”




Personal Area Network (PAN)

ULTRAHD

 Interconnects Two Devices
« Limited Distance
» Limited Throughput
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Building A 3
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Building C &

Campus Area Network (CAN)

- High speed

» Interconnects Nearby Buildings
- Easy to Add Redundancy
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1 |} Building B
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Dynamic Host Configuration Protocol (DHCP)

I )

Offer

Request

192.168.1.100 /24 Acknowledgement

l
m

-_—

192.168.1.0 /24 =
D — 192.168.1.2 /24 s [0 -
Server

Switch 1

172.16.1.100 /24

Laptop B

Gig 1]192.168.1.1 /24
¢

172.16.1.0 /24

—> -

Router

é
=
-

172.16.1.1 /24 DHCP Relay/ IP Helper

Gig 2

T crra—)

Switch 2




B —— — —= AAAABBBB.CCCC.1234 ———— — 192.168.1.125

DHCP Features POOL1 POOL2

192.168.1.100-199  172.16.1.100-199

- MAC Reservations
Excluded
Pools (a.If.a. Scopes) 199 168 1 1.99
- |P Exclusions " 192.168.1.200-254

172.16.1.200-254

. Scope Options 172.16.1.1-99
- Lease

Scope Options (Examples)
Default Gateway
DNS Server
TTL
Option 150

Lease Time Timers
T1 = 1/2 of the Lease Time
T2 =7/8 of the Lease Time




DNS Services

The IP address of

kwtrain.com is DNS Server
What is the IP 203.0.113.100. Web Server
dd f
Desktop aearess 9
Kwtrain.com?
Computer 192.0.2.10

Internet

203.0.113.100




Hierarchical DNS Structure




DNS Record Types

Record Type Description

A An address record is used to map a hostname to an |IPv4 address.

JAYAYAYAY An IPv6 address record is used to main a hostname to an IPv6 address.

A canonical name record is an alias of an existing record, thus allowing multiple DNS records to
map to the same IP address.

A mail exchange record maps a domain name to an e-mail (or message transfer agent) server for
that domain.

A pointer record points to a canonical name. A PTR record is commonly used when performing a
reverse DNS lookup, which is a process used to determine what domain name is associated with a
known |IP address.

A start of authority record provides authoritative information about a DNS zone, such as: e-mail
contact information for the zone's administrator, the zone's primary name server, and various refresh
timers.



DNS Record Types

Record Type Description

A text record was originally intended to contain descriptive text (for humans to read). However, it's
TXT . . . .
most often used to carry various attributes and their values, readable by the requesting computer.

A Service Locator record can be used to specifty the |IP address of a host providing a specific
service, which is more generic than using an MX record, which points just to an e-mall service.

A Name Server record tells a DNS zone to use specific name servers, for security reasons.



Internal vs. External DNS Servers

Security Concerns
o Attacker could survell inside hosts

| | o Attacker could spoof inside host's IP address
nterna Externa| e Attacker could launch a DoS attack against an inside host

DNS Server

Accounting
Server

Internet

Firewall



DNS in the Cloud

Google Public DNS Google Cloud DNS
« 8.8.8.8
*« 3.8.4.4

=
Enterprise Cloud Provider



Virtual Private Networks (VPNs)

Internet

Location A Location B

Benefits Site-to-Site VPN

1. Can use common broadband technologies (e.g. DSL and cable)
2. Can scale to many connections (i.e. new connections just need Internet access)
3. Can securely transmit data over an untrusted network (e.g. the Internet)



Virtual Private Networks (VPNs)

-

L P—
l-cuo.::
{onoo,.;. DL":

E2 0 »

‘1:00."

POMTY fo

te gwent™ Internet
KM ,./ Sy O

M3 et N
1°u N R1 |

Q-—

Location A Location B

Remote-Access VPN
SSL VPN Options

1. Securely use a web browser (e.g. Clientless Cisco SSL VPN)
2. Install a software client (e.g. Cisco AnyConnect SSL VPN)



IPsec and GRE Tunnels

GRE Tunnel |IPsec Tunnel

R1

R2

Service Provider’s Cloud




- Management — °

' »
N

S Plane

Control Plane

Data Plane

Applications

A

\ 4

\
g
\

V o

Management
Plane

= Control Plane ™

Data Plane

>

Software Defined Networking (SDN)

Terms to Know:

Distributed Control Plane
API

SBI

Centralized Control Plane
OpenFlow

NBI

RESTful APIs

JSON

XML

Management  °

[EEpee—— Plane —

'/" ‘

~ Control Plane

Data Plane




Drivers

* High speed Internet
widely available

 Wi-Fi built into more
devices

LS
- - ee-w > - o

« Growing smartphone
adoption




® It

LS
- - ee-w > - o

e 26 billion connected
devices by 2020

 loT market - $267B by
2020




ings (loT)

Top
Applications

 Predictive maintenance

» Self-optimizing
production

* Automated inventory
management




ings (loT)

Supporting
Technologies

« /-\Wave

* Ant+

* Bluetooth

* Near-Field
Communication (NFC)

* Infrared (IR)

« Radio Frequency
|dentification (RFID)

* |EEE 802.11

e ———




Client 1 NAT

10.1.1.1

Inside Outside

Source IP: 10.1.1.1
Destination IP: 203.0.113.100

Source IP: 192.0.2.101
Destination IP;: 203.0.113.100

Web Server
03.0.113.100

Fa1/0 S0/0

= 10.1.1.100@192.02.100
WI Internet

NATiEnabled Router

Source IP: 10.1.1.2
Destination IP: 203.0.113.100

Source IP;: 192.0.2.102
Destination IP: 203.0.113.100

Outside Global

Client 2 Router R1’s NAT Translation Table
10.1.1.2 Inside Local Address Inside Global Address

10.1.1.1 192.0.2.101
Pool of Addresses:
192.0.2.101-192.0.2.199 10.1.1.2 192.0.2.102

L —




Client 1
10.1.1. PRI

Source IP/Port: 10.1.1.1:41025
Destination IP/Port: 203.0.113.100:80

Source IP/Port: 192.0.2.100:42025
Destination IP/Port: 203.0.113.100:80

Web Server
203.0.113.100

Fa1/0 50/0

- 10.1.1.100@192.0.2.100

PAT-Enabled Router

Internet

Source IP/Port: 10.1.1.2:41050 Source IP/Port: 192.0.2.100:42050

Destination IP/Port: 203.0.113.100:80 Destination IP/Port: 203.0.113.100:80

1C éi?n: 22 Router R1’s NAT Translation Table

Inside Local Address Inside Global Address

10.1.1.1:41025 192.0.2.100:42025
10.1.1.2:41050 192.0.2.100:42050




Client 1
10.1.1.1

Web Server
203.0.113.100

Fa1/0 50/0

p. == 10.1.1.100@192.0.2.100

Nz Internet

Port Mapping Router

Telnet Telnet

Source IP/Port: 203.0.113.100: 42200
Destination IP/Port: 10.1.1.2:23

Source IP/Port: 203.0.113.100: 42200
Destination IP/Port: 192.0.2.100:23

UNIX Server
10.1.1.2



Network Time Protocol (NTP)

Internet

Network devices need
accurate time:

* To help network
administrators
correctly interpret
logs

* To use digital

certificates

» Uses UDP Port 123
» Uses a stratum number to measure the believability
of a time source
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Packet Switched vs. Circurt Switched Networks

Circuit Packet
Switched Switched

* A circuit (or a “call”) is setup before
transmitting

» \oice, data, and/or video is sent over the
circuit

* Examples include:
- Telephone calls
- ISDN

* Dedicated bandwidth

* A connection is “always-on”

* \oice, data, and/or video is encapsulated In
packets and sent through a network

* Examples include:
- Cable modems
- Wireless networks
- LANSs

 Shared bandwidth




Digital Circuits

T1 or E1 Circuit

* T1s and T3s popular in
North America and Japan

 E1s and E3s popular
outside North America and
Japan

* For data use, circuits can
terminate on a Channel
Service Unit/Data Service
Unit (CSU/DSU)

» A Layer 2 protocol (e.g.

PPP) can run over the

circuit

ar=ale)Vileilgat] 1.544 Mbps | 2.048 Mbps | 44.7 Mbps | 34.4 Mbps




Time-Division Multiplexing (TDM)

T1 Circult

Channel 1 0
Channel2 | |
Channel 3

Channel 24 | |



Digital Subscriber Line (DSL) with PPP over Ethernet (PPPoE)

Authentication
Server

Residential DSL DSL Service
Subscriber Provider



Cable Modem

Company



Point-to-Point Protocol (PPP)

PPP Features

* Authentication

« Compression

* Error Detection and
Correction

* Multiple Links




Multiprotocol Label Switching (MPLS) Frame

32-bit
Shim
Header

4

L2 LS




Layer 2 MPLS

Neighborship
LSR

Location A =g N ILocation B

LSR
Service Provider’s MPLS Cloud

CE -

Location C Location D



Layer 3 MPLS

PE (ELSR) =29

LSR

Service Provider's MPLS Cloud

Location C CE CE Location D



Metro Ethernet

Location B

Metro Etherne

Location A

[~ il
~ — e

Gig 0/1 R3

[

Location C



Cell Tower

Cellular Technologies

Service
| Provider’s
LI e g (Ground Station

Internet

e G = Generation

« Standards defined by the
International
Telecommunications Union,

Radiocommunication Sector
(ITU-R)

* Long-Term Evolution (LTE):
Commonly offered as a "4G”
technology. Theoretical

maximum bandwidth: 1 Gbps.

* 5G: Uses millimeter waves (30
GHz - 300 GHz). Theoretical
maximum bandwidth: 20 Gbps.
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