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Foreword

As customers’ path toward the cloud and digital transformation continues, we

see increased complexity in our cloud environments, moving from traditional VM
workloads to cloud-native applications and leveraging an increasing selection of
PaasS services. This introduces new challenges to cloud providers, security vendors,
and security teams who have to familiarize themselves with dozens—or even
hundreds—of PaaS services and ensure each is secured properly, given the correct
context.

Securing these cloud workloads starts with reducing the attack surface by
maintaining the security posture and defense-in-depth. This can be quite a chal-
lenge given the variety and the sheer number of posture misconfigurations and
vulnerabilities found on an average cloud workload. This book goes into detail on
how Defender for Cloud can be used to fully visualize the customer’s cloud estate.
It also helps identify the attack surface across all workload types (prioritizing risks
using Secure Score, guiding customers to which threat to address first, and provid-
ing the customers with at-scale tooling to build cloud-native applications that are
secure from day-1). Lastly, this book helps you enforce the correct set of policies to
avoid drift.

While posture management is a must, it must be complemented with threat
detection capabilities that can detect sophisticated attackers in a timely manner
and assist SOC teams' response by blocking or mitigating these threats. In this
book, Yuri and Tom share their knowledge of how Defender for Cloud identifies
cyberattacks by leveraging signals from across the cloud workload, including
VMs, containers, PaaS access logs, admin activity, networking, and more. And they
tell you how this knowledge can be applied in a modern SOC to respond to such
attacks.

If you are an IT or Security leader, | highly recommend you share this book with
your teams. It is relevant to any organization that needs to protect and defend IT
workloads across clouds and hybrid environments.

Gilad Elyashar,
Partner Director on Product Management
Microsoft Cloud Security
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Introduction

Welcome to Microsoft Defender for Cloud, a book that was developed together
with the Microsoft Defender for Cloud product group to provide in-depth informa-
tion about Microsoft Defender for Cloud and to demonstrate best practices based
on real-life experience with the product in different environments.

The purpose of this book is to introduce the wide array of security features and
capabilities available in Microsoft Defender for Cloud. After being introduced to all
of these security options, you will dig in to see how they can be used in a number
of operational security scenarios so that you can get the most out of the protect,
detect, and respond skills provided only by Microsoft Defender for Cloud.

Who is this book for?

Microsoft Defender for Cloud is for anyone interested in Azure security or mul-
ticloud security: security administrators, support professionals, developers, and
engineers.

Microsoft Defender for Cloud is designed to be useful for the entire spectrum of
Azure users. You will find this book to be a valuable resource, regardless of whether
you have no security experience, some experience, or you are a security expert.
This book provides introductory, intermediate, and advanced coverage on a large
swath of security issues that are addressed by Microsoft Defender for Cloud.

The approach is a unique mix of didactic, narrative, and experiential instruc-
tion. Didactic covers the core introductions to the services. The narrative leverages
what you already understand, and we bridge your current understanding with new
concepts introduced in the book.

Finally, we share our experiences with Microsoft Defender for Cloud, how to get
the most out of it by showing, in a stepwise, guided fashion, how to configure it to
gain all the benefits it has to offer.

In this book, you will learn:

m How to secure your Azure assets no matter what your level of security
experience

m How to protect resources in AWS and GCP

Xix
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Introduction

m How to save hours, days, and weeks of time by removing the need for trial
and error

m How to protect, detect, and respond to security threats better than ever by
knowing how to get the most out of the different Microsoft Defender for
Cloud plans

System requirements

m  Anyone with access to a Microsoft Azure subscription can use the
information in this book. If you are integrating with AWS and GCP, you will
also need an account on each cloud provider.

Errata, updates & book support

We've made every effort to ensure the accuracy of this book and its companion
content. You can access updates to this book—in the form of a list of submitted
errata and their related corrections—at:

MicrosoftPressStore.com/DefenderforCloud/errata
If you discover an error that is not already listed, please submit it to us at the
same page.

For additional book support and information, please visit
http://www.MicrosoftPressStore.com/Support.

Please note that product support for Microsoft software and hardware is not
offered through the previous addresses. For help with Microsoft software or hard-
ware, go to http://support.microsoft.com.

Stay in touch

Let's keep the conversation going! We're on Twitter:
http://twitter.com/MicrosoftPress.
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Microsoft Defender for
DevOps

By GeorGe WILBURN,
PrincipAL PM
DerFenper For DEvOps

ttackers know there is a treasure trove of information in source code. This has turned

source code management systems into an increasingly high-value attack target.
Regardless of whether attackers leverage the source code for initial access or as an
exfiltration point, or use it to harvest valuable data such as credentials, the source code
and systems that house it must now be on the frontline of the defense. Adversaries can
find ways to attack running systems by exfiltrating and examining source code. While the
source code itself is valuable—think ransomware scenarios and corporate infiltration
points—if adversaries can command and control the source code lifecycle, they can
achieve a ripple effect, allowing them to infiltrate customers who install compromised
software.

Preventing and detecting these attacks is high on the priority list of most CISOs and
Security organizations today, and Microsoft is positioned to help its customers protect
these source code assets against this modern threat.

In this appendix, you will learn more about the latest addition to Microsoft Defender
for Cloud services, Defender for DevOps.

Shift left

Source code management systems, such as GitHub and Azure DevOps, are complicated
systems with a lot of moving parts that are difficult to monitor. Developers are constantly
pushing and pulling updates to source code. With the distributed nature of Git, source
code repositories are forked and cloned continuously to other repositories and local
machines. With every software push into source code management systems, builds are
initiated. These builds require build definitions, credentials, dependencies, and more

to get the software ready to push to production. Once built, the solution runs a com-
pany’s Saa$ offering, is deployed as a cloud workload, or is prepared to be pulled down

245
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as updates or patches to existing systems. All this is to say that the software supply chain
comprises a lot of activity that requires monitoring and provides numerous opportunities for
attacks in the software lifecycle. Monitoring all this activity can generate false-positives, and
distinguishing innocuous behavior from malicious behavior is difficult.

The cybersecurity industry recognizes that source code management systems, source code,
and the build and deployment pipelines must be protected. Security operators have frequently
been caught off-guard by the latest attacks on source code management systems and have
lacked comprehensive knowledge of these assets and systems and the ability to trace them
back to a development team or owner. Security organizations need visibility into these systems
and the security of the source code throughout the development lifecycle. Microsoft’s latest
Defender for Cloud product—Defender for DevOps—helps Security Operations gain visibility
into the security of source code management systems and source code. This helps custom-
ers understand—at enterprise scale—whether their code repositories are staying secure and
their software is being developed securely. With this visibility, security teams can take action to
harden the security of pre-deployment systems and assets by shifting security activities left to
uncover security issues before they make it to production.

Microsoft's CEO, Satya Nadella, has asserted that every company is now a software
company. As companies in every industry—from financial services to manufacturing to
healthcare—have become more reliant on software to run their business, they must increas-
ingly rely on their developers to create robust and secure code. However, most developers are
not security experts and need help solving security issues while they code and when code is
checked into source code management systems. Defender for DevOps offers dual-layered pro-
tection by looking for security issues as code moves through the development lifecycle—first,
on the developer's local machine, and then as code is checked into a repository and moves
through the build process. Providing developers with security tools is not new, but it is now a
critical part of the defense-in-depth story that enables companies to protect critical software
assets and ensure security across the development ecosystem.

As security and development teams work together to address the great DevSecOps divide
and connect security, operations, and development, securing the pipeline is where their efforts
converge in shifting security to the left (see Figure A-1later in this chapter). The pipeline is
where the security team implements processes and tools to address security posture and com-
pliance requirements, and the development team passes code through their checks to ensure
software meets operational deployment requirements as code makes its way to production.
Defender for DevOps bridges the gap in this journey toward secure code by helping companies
start from a secure position and helping teams operate securely and efficiently throughout the
code build and deployment lifecycle.

In this appendix, you will learn how to use Microsoft Defender for Cloud (MDC) to monitor
the security posture of your source code management systems, understand new DevOps rec-
ommendations in MDC, configure the Microsoft Security DevOps tools, and find vulnerabilities
in code.

Microsoft Defender for DevOps
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Understanding Defender for DevOps

Defender for DevOps is a new addition to the Microsoft Defender for Cloud family that helps
you discover, monitor, and detect threats to your source code management systems and
source code. The service requires a connection to the source code management systems to
allow it to discover resources such as repositories, organizations, projects, and code and to
initiate assessments of the security posture of these assets.

Defender for DevOps also provides a dedicated dashboard to visualize the discovered assets
and configure additional features such as pull request annotations and analytics about the
source code management system activities. As illustrated in Figure A-1, Defender for DevOps
connects your source code management systems to Defender for Cloud to utilize MDC's rich
security capabilities to shift security left and protect your pre-deployment assets.

Annotations

Y

éHJu [

Azure DevOps €

Recommendations

% Defender
g Bitbucket for Alerts
< Cloud
O
o
GitLab N\

FIGURE A-1 Defender for DevOps connects source code management systems to Microsoft
Defender for Cloud

Defender for DevOps brings the security and development teams together and enables
collaboration between security operators (SecOps) and developers as code is developed and
security issues are discovered and remediated. Let's examine one scenario where Defender
for DevOps can help your organization bridge the division between your security and devel-
opment teams. In MDC, security operators receive security recommendations about issues
discovered in repositories and source code. This new information helps SecOps understand,
locate, and provide guidance to act on DevOps-related issues, though developers must
address these security issues in the code. Now, SecOps can communicate directly with devel-
opers by enabling pull request annotations with information about the issue, location, and
actionable steps to remediate. Developers, in turn, use the same information provided in the
pull request annotations to fix security issues before the code is merged.

Understanding Defender for DevOps  Appendix 247
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Preventing security issues from getting to production is a crucial step in securing the
software development lifecycle. Now, when a security incident arises and SecOps and devel-
opers come together to review and take action, both teams have the same information from
Defender for DevOps, unlocking more meaningful and richer conversations to address identi-
fied security risks.

To maintain the security posture of source code management systems, Defender for
DevOps provides always-on checks, such as ensuring authorization and authentication set-
tings are configured and ensuring good code hygiene is followed in repositories by assessing
whether code, secret, and dependency scanning is enabled. Additionally, assessments are
performed on the security configuration of pipelines, service connections, webhooks, and
many other configurations to ensure the system is operating securely. These posture assess-
ments ensure that developers work in a secure, hardened environment and that their code is
protected from adversaries.

For developers, Defender for DevOps provides the Microsoft Security DevOps (MSDO) tools
that can be configured on every repository. These tools help ensure that, as developers check
in code, the code is secure and free from common security defects, such as secrets left in code,
code security vulnerabilities, Infrastructure as Code (laC) security risks, and container vulner-
abilities. The MSDO tools can also be leveraged from the command-line interface in develop-
ers' local environments to help them find and fix security vulnerabilities before pushing code
to a repository. If desired, the same tools can even be configured to break a build and not allow
code to be deployed to production until developers resolve all identified security issues.

In summary, Defender for DevOps offers new capabilities in three critical areas:

1. Discovery and visibility of source code management systems provide an inventory of
DevOps assets—a known blind spot for security organizations—and enables statistics
about security vulnerabilities and improvements

2. Continuous posture assessment ensures the SCMS is configured securely and pro-
vides recommendations with remediation guidance to address security posture
misconfigurations.

3. Code vulnerability management finds and prevents vulnerable source code, laC tem-
plates, containers, and secrets and helps developers find and address security vulner-
abilities while code is written.

Defender for DevOps unites security operators and developers like never before. It enables
each team to work in the same familiar environments, tools, and experiences that they're
used to—SecOps in Microsoft Defender for Cloud and developers in their chosen develop-
ment environments. It allows each team flexibility in when and where they address discovered
security issues—during development, at the pipeline, and in security operations. Teams can
communicate seamlessly and collaborate across multiple layers of protection, enabling security
organizations to shift left and address security early in the development lifecycle.

248 Microsoft Defender for DevOps
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Connect your source code management system
to Defender for Cloud

To start using Defender for DevOps, you must connect your source code management system
(SCMS) to Microsoft Defender for Cloud. By onboarding your SCMS to MDC, you authenticate
to your source code management system(s), such as Azure DevOps and GitHub, and then grant
authorization to Defender for DevOps to access your repositories.

Start setting up an SCMS connection to Defender for DevOps by logging into the Azure
portal, opening Microsoft Defender for Cloud, and clicking Environment Settings, where
you'll find the Add Environment menu. Next, click a source code management system in the
menu to begin adding your connector. Connecting to GitHub is shown in Figure A-2.

Home > Microsoft Defender for Cloud

!|! Microsoft Defender for Cloud | Environment settings

£ Search (Cri+/) « -+ Add environment | () Refresh & Guides & Feedback

General Amazon Web Services ) 01 a0

O Ovenview & Google Cloud Platform P projects

AWS accounts

€) GitHub (preview)
@ Getting started e ulti-cloud account management page (preview). To switch back to the classic cloud connectors experience, click here.

7= Recommendations Q AzureDevOps (preview)

O Security alerts (2

Environments == All Standards == All Coverage == All
Inventory Expand all

i Workbooks

Name 1y, Total resources 1 Defender coverage Ty Standards ™y
& Community

V& Aure
& Diagnose and solve problems

> (&) Tenant Root Group (1 of 1 subscriptions) 102

A Limited permissions
Cloud s
loud Security O GitHub (preview)
O Security posture O Gt b Comector 7 11 plans
@ Regulatory compliance

O Workload protections

= Firewall Manager

FIGURE A-2 Using the Add environment menu to connect to GitHub

The next onboarding steps require you to give your connector a Name and select a

Region, Subscription, and Resource Group where the connector will be stored, as shown in
Figure A-3.

0 Connector details

Enter a descriptive name for the Defender for DevOps instance, choose a Subscription and Resource Group to store the connection

information.
Name * [ GitHubConnector v
Subscription * (& ‘ scus-management v ‘
Resource group * (O ‘ (New) SampleResourceGroup v ‘
Create new
Region * ‘ East US N ‘

FIGURE A-3 Basic information required to onboard your connector

Connect your source code management system to Defender for Cloud
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The steps shown in Figure A-4 authorize your GitHub account. After granting authorization,
the installation adds the Defender for DevOps GitHub App to your organization and allows the

Defender for DevOps service to access your repositories.

Create GitHub connection

GitHub connection | PREVIEW

o Connector details o Selectplans € Authorize connection

O Authorize Defender for DevOps

Give permission to the Defender for DevOps app to access your resources.

@ Install Defender for DevOps app

Install the Defender for DevOps app on your repositories.

FIGURE A-4 Defender for DevOps authorization and app installation

After onboarding is complete, your source code management system’s connector is
displayed as one of the connectors in MDC's Environment Settings blade, as shown in

Figure A-5. You can change the repositories you selected during onboarding by clicking the

connector.

~+ Add environment O Refresh

A7 Guides & Feedback

S

>0 S0 01 J0
Azure subscriptions AWS accounts GCP projects GitHub accounts AzureDevOps accounts
@ Welcome to the new multi-cloud account management page (preview). To switch back to the classic cloud connectors experience, click here.
[ 2 search by name Environments == All Standards == All Coverage == All
Expand all
Name 1y Total resources 7y Defender coverage T
\/ & Azure

Standards Ty

> () Tenant Root Group (1 of 1 subscriptions) 102

A Limited permissions
N ©) GitHub (preview)

©) GitHubConnector

78 1/1 plans
L ——

FIGURE A-5 SCMS connector in Environment settings

The Defender for DevOps service now starts discovering your repositories and analyzing
them for any security issues. Once discovered, the Inventory dashboard shows the reposito-
ries, and the Recommendations dashboard shows any security issues related to a repository.

Once you have enabled Defender for DevOps, Defender for Cloud continuously scans your
source code management system’s resources and provides security recommendations. If any

Microsoft Defender for DevOps
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security issues are found in repositories, a recommendation is created for each type of finding.
Remediating these issues reduces your attack surface and increases your Secure Score.

Defender for DevOps analyzes your repositories and creates recommendations that help
you harden the security posture of

m Source code management systems, repositories, projects, and organizations

m Source code files, credentials in code, and dependencies in your solutions

m Infrastructure as Code templates

m Container images and Docker files

Defender for DevOps' recommendations seamlessly enhance Defender for Cloud's recom-
mendations by utilizing the same MDC dashboard and the same familiar recommendations
experience. Recommendations can be numerous in large and complex environments, so the
filtering and exemption capabilities in the Recommendations dashboard can help you man-

age your investigations and remediate findings. For example, to see recommendations specific
to GitHub, you can filter by Resource Type to show only GitHub Repositories, as shown in

Figure A-6.
Secure score recommendations  All recommendations
® Azure ® AWS ® Gcp
Secure score O Active items Resource health
e 33 % Controls Recommendations
15/ 70/230 1 Unhealthy (741) Healthy (309) Not applicable (52)

Governance (preview)

Overdue recommendations 0/0 o]
Unassigned recommendation: 1607160 ©
Show my items only (preview): (@) Off
£ Search recommendations Recommendation status == None X Severity == None X Resource type == GitHub repositories >

Recommendation maturity == None X Owner == None X T Add filter

© Name 1y Pote... Ty Status Ty Unhealthy resources Insights.
/' Remediate vulnerabilities +10% Unassigned 59 of 105 resources == -
Code repositories should have Dependabot scanning findings resolved Unassigned ©) 30 of 30 GitHub reposit... E—— []
Code repositories should have Secret scanning findings resolved Unassigned ) 10 of 10 GitHub reposit... — [
Code repositories should have Code scanning findings resolved Unassigned €) 5 0f 5 GitHub repositories T—m—m ]

V' Enable enhanced security features Unassigned 18 of 216 resources Ll

GitHub repositories should have Secret scanning enabled Unassigned € 74 of 179 GitHub reposit... s R <

FIGURE A-6 Recommendations filtered by Resource Type: GitHub Repositories

To see additional details about a specific recommendation, simply click it to see more
information in the recommendation’s context blade. In the example shown in Figure A-7,
you can see the result of the Code Repositories Should Have Secret Scanning Findings
Resolved recommendation.

Connect your source code management system to Defender for Cloud 251
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e e 00461326-0948-5253-3601-19503f7f79fe - a...
Code repositories should have Secret scanning findings resolved PREVIEW

~ Description
¥ Openquery ®

azure active_directory application_secret
Severity Freshness interval Tactics and techniques

Ingh ® 30 Min 1] Initial Access +1

~ General information
D 00461326-9948-5253-3601-19503(775fe
Severity © High
Status @ Unhealthy

~ Description

~ Additional information
~ Remediation steps State Open

 Affected resources URLs Himl URL o
Locations URL &
~ Security checks

Findings
Pl A Affected resources

Name Subscription
) Security check Category Applies tc

DfDDemo CybersecsOC
Secrets Tofdres

Secrets Tofa

Secrets Tofdres
Secrets Tofdres

Secrets Tofdres

Secrets Tofdres

FIGURE A-7 Defender for DevOps Recommendation to resolve secrets found in repositories

When reviewing the findings in this recommendation, you can see that Defender for
DevOps found multiple secrets in the code repositories. Secrets found in repositories can be
leaked or discovered by adversaries, compromising an application or service. All these cre-
dentials should be assumed to be compromised. Clicking each credential displays the context
blade where additional information can be found to assist in your investigation, such as a deep
link to the location of the file containing the credential. To remediate this recommendation, the
credential should be removed from the source code and rotated out of its source system. The
code containing this credential should be refactored to use a secure secret store such as Azure
Key Vault.

Configure pull request annotations

As you learned earlier, Defender for DevOps has new capabilities like pull-request annotations
that help security operators assist developers when adopting security best practices early in
the development cycle. Also, these new capabilities help security operators address high-risk
vulnerabilities quickly and easily before those vulnerabilities make it into production. Defender
for DevOps provides the centralized configuration for pull-request annotations and a way to
keep track of the current status of all annotations across the DevOps estate.

Security operators can enable pull-request annotations so that developers receive security
findings directly on their pull requests to remediate security issues before merging into the
main branch. Developers can then interact with the pull-request annotations to determine
when the issue can be prioritized and fixed or explain why an issue cannot be remediated,
meaning it needs to be dismissed or suppressed until a later release.

This capability facilitates bidirectional communication between security operators and
developers about discovered security issues, recommended guidance to remediate, and which
security issues developers have accepted and fixed, have not fixed, or will fix in a later release.

Microsoft Defender for DevOps
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Discover security issues when developers commit code

Defender for DevOps has a set of static analysis tools called Microsoft Security DevOps
(MSDO). MSDO contains a combination of Microsoft and open-source tools that scan for
security vulnerabilities. These tools scan for credentials left in code files, security vulnerabilities
in Infrastructure as Code templates, vulnerable containers and Docker files, and more. You can
configure the MSDO tools to break a build—that is, not allow the code to continue moving to
the next development step—if any security issues are discovered during the automated scan.
This helps prevent developers from merging un-remediated vulnerabilities into a main branch
and deploying them to production.

As security teams mature their DevSecOps practices, they can set up the MSDO tools to run
automatically when a developer commits code to a repository. This layer of protection helps
find and block code vulnerabilities and prevents them from making it to a production resource.
To add this layer of protection, you need to configure the MSDO tools in your GitHub work-
flows or Azure DevOps pipelines.

For example, you can configure the MSDO tools to run in Azure DevOps on a pipeline. Start
the configuration by selecting a project and clicking Pipelines, as shown in Figure A-8, to cre-
ate a new pipeline.

n FabrikamTravel +

ﬂ Overview

% Boards

Repos

v Pipelines

i Pipelines

& Environments

2 e Create your first Pipeline

M Library Automate your build and release processes using our wizard, and go from
code to cloud-hosted within minutes.

= Task groups

*T" Deployment groups

A Test Plans

{2 Project settings «

FIGURE A-8 Create a new pipeline in Azure DevOps

The YAML code shown in Figure A-9 is an example of how to create a new pipeline.
As shown in the following sample, by including the input parameter break = true, if any
security issues are found, the build will break until all security issues are resolved, and the scan
completes successfully.

After successfully creating the pipeline, you are ready to scan your code for security
vulnerabilities.

Connect your source code management system to Defender for Cloud 253
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# Starter pipeline

# Start with a minimal pipeline that you can customize to b
uild and deploy your code.

# Add steps that build, run tests, deploy, and more:

# https://aka.ms/yaml

trigger:
- main

pool:
vmImage: windows-latest

steps:
- task: UseDotNet@2
displayName: 'Use dotnet'
inputs:
version: 3.1.x
- task: UseDotNet@2
displayName: 'Use dotnet'
inputs:
version: 5.0.x
- task: UseDotNet@2
displayName: 'Use dotnet'
inputs:
version: 6.0.x
- task: MicrosoftSecurityDevOps@l
displayName: 'Microsoft Security DevOps'
#0ptional to break build
inputs:
break: true

FIGUREA-9 Create a new pipeline in Azure DevOps

One of the MSDO tools that security operators have most highly anticipated is the Microsoft
Credential Scanner tool. During the MSDO scan of Azure DevOps, the Credential Scanner finds
secrets that developers have checked in. The increase in attacks on source code management
systems helps your organization find and remediate credential leaks and keep them out of
source code files. Scan results from the MSDO Credential Scanner are shown in Figure A-10.

DevOps, please take necessary actions to enable TLS1.2, as detailed in the blog.

© #20220608.2 Added local.settings.json to /

s All Tools Demo Run

@ This run is being retained as one of 3 recent runs by main (Branch).

Summary  Scans

Y credscan

credscan 2
Path Details T

v CSCAN-AZURE0070 1

(ISearcher)lCSCAN-AZUREOO70
({Code))See localsettings,son line 4 for the code resulting in match
O ocaisetingsjson (Iinfol}Found Azure Storage Account Access Key.

remediation see httpsy//aka.ms/credscan

> CSCAN-GENERALO130 1

Baseline: New (+2)

({Suggest))Validate file contains secrets, remove, roll credential, and use approved store. For additional information on secret

10) Azure DevOps has started rollout of changes to disable communication over TLS 1.0 and TLS 1.1. This change is permanent and if your tools are dependent on TLS 1.0/1.1 for communication with Azure

View retention leases

Level: Error v X

Baseline

New

X

FIGURE A-10 MSDO results filtered for Credential Scanner showing a Storage Account Key found in code
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Discover security issues in Infrastructure as Code (laC)

One of the most requested capabilities is the ability to scan Infrastructure as Code templates
for security issues and security best practices in your CI/CD pipelines. If you would like to run
only laC scanning and not the other MSDO tools, this can be done by enabling the MSDO tools
and configuring them to scan only Infrastructure as Code templates.

The example shown in Figure A-11 has the lines that you should add to your workflow so that
it will only perform laC scanning.

26 # Run analyzers

27 - name: Run Microsoft Security DevOps Analysis
28 uses: microsoft/security-devops-action@preview
29 id: msdo

38 with:

31 categories: 'IaC’

FIGURE A-11  Sample code to scan only laC files

To see the laC scan results in GitHub, after your workflow is configured and runs on your
code, click the Security tab in your repository and then click Code Scanning Alerts, as shown
in Figure A-12.

Overview Code scann ing Add scanning tool

Security policy

Latest scan Branc Workflow Duration Result
Security advisories

4 minutes ago main MicrosoftDevOpsSecurity 1s 5 alerts

Dependabot alerts

Code scanning alerts 10 Q isopen branch:main

Secret scanning alerts 1
O @ 100pen « 0 Closed Toolv Branch~ Rule~ Severity~ Sortw
O Ensure the use absolute paths for your WORKDIR. @ Error nain

O Latest TLS version should be used in your Web App. @ Error

json:64 + Datected 4 minu

over HTTPS. @ Error main

O FTPS only should be required in your Web App. @ Error

on:64 + Detected 4 minut

O Diagnostic logs in App S

b-linuxjson:64 « Detected

hould be enabled. @ Error main

FIGURE A-12 |aC scan results in the GitHub Code scanning dashboard

To see the laC scan results in Azure DevOps, click your pipeline’s Summary tab, as shown in
Figure A-13.
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© #20220608.2 Added local.settings.json to / m

& All Tools Demo Run

(@  This run is being retained as one of 3 recent runs by main (Branch). View retention leases

Summary  Scans

Baseline: New (+2) ~  Level Error (+1) X

templateanalyzer &
Path Details T Baseline
v TA-000025 15
©  SecureApp/laC/Azure/Kubernetes json Kubernetes Services should be upgraded to a non-vulnerable Kubernetes version. New
@ SecureApp/laC/Azure/KubernetesVersions.json Kubernetes Services should be upgraded to a non-vulnerable Kubernetes version. New
© SecureApp/laC/Azure/KubernetesVersions.json Kubernetes Services should be upgraded to a non-vulnerable Kubernetes version. New
Show All
> TA-000001 10

> TA-000017 6

FIGURE A-13 |aC scan results in the Azure DevOps SARIF SAST Scans Tab viewer

Discover security issues during development

The MSDO tools can be configured to run on a pipeline, as explored in a previous section, but
also have a command-line option that can be downloaded to a developer’s local machine to
help find security issues during development.

Let’s look at one of these MSDO CLI tools—the ARM Template Best Practice Analyzer
(BPA)—in more detail. ARM templates are Infrastructure as Code JSON files used to create
Azure resources through automation. This tool analyzes ARM templates for best practices and
security issues. It also helps developers address these issues by providing recommended steps
to easily fix security issues. The Template Analyzer results example in the figure below shows
security issues related to the azuredeploy.json ARM template. The terminal in the lower
half of Figure A-14 shows the Template Analyzer output with these discovered issues from
the azuredeploy.json ARM template being developed in the screen's top half.
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] File Edit Go Run Terminal Help Visual Studio Code DO o3 o x
EXPLORER azuredeployjson X (1) oo
~ DRIFT
~ ClonedRepoFun... M 45 “tags": “[parameters(’'resourceTags')]",
> functions 46 "kind": "functionapp,linux”,
> images 47 "location": "[parameters(’'location’)]",
azuredeploy,json 48 “"dependsOn”: [ =
49 "[resourceld('Microsoft.Web/serverfarms’, variables('hostingPlanName'))]
azuredeploy.parame... . , : ! e
se [resourceld('Microsoft.Storage/storageAccounts’, parameters(’storagedcc
¥ GettingStarted-Func... 51
{} metadatajson 52 { -
® README.md 53 [parameters(’siteName')]",
v ClonedRepoVM M 54 "siteConfig": {
azuredeployjson OUTPUT  DERM TERMINAL  JUPYTER x
I azuredeploy.parame... 1 TERMINAL
v drift-ui A
> src i TA-eeeele: Function App should only be accessible over HTTPS
& gitignore Severity: Medium
o i Recommendation: Use HTTPS to ensure server/service authentication and protect data i
env v

n transit from network layer eavesdropping attacks
© _gitignore M More information: https://github.com/Azure/template-analyzer/blob/main/docs/built-in
-bpa-rules.md/#ta-2ee@18-function-app-should-only-be-accessible-over-https
Result: Failed
> TIMELINE Line: S2

> ARM TEMPLATE OUTLINE

> OUTLINE

FIGURE A-14 MSDO Template Analyzer

Exploiting leaked credentials is a primary mechanism used to breach cloud resources.
Leaked credentials should be remediated before code is pushed into a repository. Another
MSDO CLI tool that helps developers find and address this security issue is the Credential
Scanner tool. This tool scans all files in your code project and notifies developers when it finds
a credential. Figure A-15 shows a code file named GenerateLicenseFile.cs that contains a
general password.

3 File Edit Selection View Go Run Terminal Help GenerateLicenseFile.cs - drift - Visual Studio Code OD&@mioe - B X
EXPLORER C* GeneratelLicenseFile.cs X D
 DRIFT ClonedRepoFunction > functions > € GenerateLicenseFile.cs >
20 var outputbloD = awalt Dlnder.BlNdAsync<iextwriter>(
Vv ClonedRepoFun... M . A .
21 new BlobAttribute(blobPath:$"licenses/{order.OrderId}.lic")
Vv functions
22 {
> gdn 23 Connection = "AzurellebJobsStorage"
configjson 24 b
€ EmailLicenseFile.cs 25
® CammEalEzisaii., 26 outputBlob.WriteLine($"OrderId: {order.OrderId}");
© OnPaymentReceive... 27 outputBloh.wr?teL%ne(s Email: {order.Email}");
& 28 outputBlob.WriteLine($"ProductId: {order.ProductId}");
OlCeLes 29 outputBlob.Writeline($"PurchaseDate: {DateTime.UtcNow}");
> Images 20 /1 daanrnda ienara TncarinaHach: ¢nlasca cnarifu a3 nascan af ionaninag thics
azuredeployjson PROBLEMS ~ OUTPUT  DEBUG CONSOLE  TERMINAL  JUPYTER X

azuredeploy.parame... S T

¥ GettingStarted-Func... A {Info}Found Client Secret / Api Key.

metadata,json {Suggest}Validate file contains secrets, remove, roll credential, and use approved store. For additi
® README.md onal information on secret remediation see https://aka.ms/credscan
[Error] 3. Credential Scanner Error CSCAN-GENERAL@@6@ - File: GeneratelicenseFile.cs. Line: 19.
v ClonedRepoVM M Colum 1
azuredeploy.json Tool: Credential Scanner: Rule: CSCAN-GENERALOO6@ (Found General Password.).

{Searcher }CSCAN-GENERALOOGO
{Code}See GenerateLicenseFile.cs line 19 for the code resulting in match
> OUTLINE {Info}Found General Password.
> TIMELINE {Suggest}Validate file contains secrets, remove, roll credential, and use approved store. For additi

azuredeploy.parame...

FIGURE A-15 MSDO Credential Scanner
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