APPENDIX E

Extending Hardware
Inventory

System Center Configuration Manager (ConfigMgr)’s hard-
ware inventory component queries Windows Management
Instrumentation (WMI) on each ConfigMgr managed client
to gather data about that device. What is queried depends
on the classes that are enabled; these are specified using
client settings. Chapter 3, “Looking Inside Configuration
Manager,” discusses WMI and how ConfigMgr interacts
with it.

CAUTION: BE CAREFUL WHEN EXTENDING INVENTORY

Before extending hardware inventory, confirm that it is
necessary. Application deployment types now handle
many scenarios that previously required extending inven-
tory. Be careful when extending hardware inventory,
understand how it works, and test each modification on a
standalone client, as described in the following section.
Errors could lead to WMI corruption on all clients receiv-
ing the modifications. Modifications to hardware inven-
tory are more difficult to remove than to add. Examine
the existing classes to see if they will meet your needs
before making any modifications.

How to Extend Hardware Inventory

Extending hardware inventory consists of executing the
following tasks:

» Creating a new version of Configuration.mof for test-
ing, and checking and testing modifications to this
file using Mofcomp.exe and WBEMTest.exe.

» Replacing the current Configuration.mof, found in
<ConfigMgrinstallPath> under inboxes\clifiles.src\hinv,
with this new Configuration.mof.

IN THIS APPENDIX

» How to Extend Hardware
Inventory

» Example of Extending Inventory
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» Checking whether your Configuration.mof changes were accepted by inspecting the
dataldr.log file residing on the site server, and confirming that the changes were
executed on your clients by checking the inventoryagent.log file on the client.

> Selecting the classes with their attributes to be inventoried by modifying the
hardware inventory settings, using the default settings at the hierarchy level.

> Enabling the classes and attributes that should be inventoried with custom client
settings.

TIP: USING COMMUNITY TOOLS TO EXTEND HARDWARE INVENTORY

Numerous community-written tools and guidelines address challenges associated with

extending hardware inventory. Although the majority of these focus on ConfigMgr 2007,
the information is still valid, with minimal modifications required for ConfigMgr Current

Branch.

Sherry Kissinger, a former Enterprise Mobility MVP, provides extensive examples of how
to extend hardware inventory, including some that can help solve your hardware inventory
challenges. Sherry blogs at https://mnscug.org/blogs/sherry-kissinger.

Mark Cochrane’s RegKeyToMOF tool can assist in using the hardware inventory feature

to inventory a specific Registry key. The tool allows you to browse for a Registry key and
presents the corresponding sections to add to Configuration.mof and information to import
in the hardware inventoried classes. RegKkeyToMOF is available at http://mnscug.org/
images/Sherry/RegKeyToMOFv33a.zip.

Using tools does not absolve you from understanding what is occurring and how cus-
tom MOF files work before implementing them in a production environment. Test all
your MOF file edits in an offline environment; if in doubt, consult one of the experts
on the Microsoft forums, at https://social.technet.microsoft.com/Forums/en-US/
home?forum=ConfigMgrCBGeneral.

After modifying Configuration.mof and adding the classes using the client agent settings,
use the Resource Explorer to view the new hardware. You can report on this by using
ConfigMgr reporting, discussed in Chapter 21, “Configuration Manager Reporting.”

Example of Extending Inventory

The examples in the next sections show how to inventory several values from the
HKLM\Software\Microsoft\MPSD\0SD key, created during operating system deploy-
ment (OSD) when using Microsoft Deployment Toolkit (MDT) integration. This key
includes information about when the deployment took place and the version of the
task sequence used, captured by setting a TSVersion task sequence variable. Test your
customizations on a test system; use a standalone system, preferably a virtual machine,
to perform your tests.


http://mnscug.org/images/Sherry/RegKeyToMOFv33a.zip
http://mnscug.org/images/Sherry/RegKeyToMOFv33a.zip
https://social.technet.microsoft.com/Forums/en-US/home?forum=ConfigMgrCBGeneral
https://social.technet.microsoft.com/Forums/en-US/home?forum=ConfigMgrCBGeneral
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CAUTION: PRECAUTIONS WHEN MODIFYING MOF FILES

Always open MOF files using Windows Notepad or another script editor. Verify that there
are no special characters. To take additional precautions, modify Configuration.mof offline
and check the file with the mofcomp.exe utility, using the -check switch to check syntax.
This utility is located in %windir%\System32\wbem. You can also use mofcomp.exe to
import the MOF file into the local WMI repository and WBEMTest.exe to verify that the
changes end up in the expected location.

Creating MOF Files Using the RegKeyToMOF Tool

The following procedure shows how to use RegKeyToMOF to convert a Registry key into
MOF files you can import into ConfigMgr. Follow these steps:

1. Download RegKeyToMOF from http://mnscug.org/images/Sherry/
RegKeyToMOFv33a.zip. Start the utility on a test machine containing the
Registry key and its necessary values. The key in this example is located at
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MPSD\0SD, as shown in Figure E.1.

1 Registry Editor == -
File Edit View Foverites Help
| IMAPI ~ || Name Type Data
bl IME ] (Defautt) | REG_SZ (value not set)
-l IMBIP 2] DeploymentType REG_SZ REFRESH
<1 IMEKR 28] InstalledOn REG_SZ 10/4/2016
“1u IMETC 3] OSDAdapterCount REG_SZ 0
by Immersive Bro || 28] gspAnswerFilePath REG_SZ D:AWINDOWS\ panther\unattendiunattend.xml
b ::z;g’ M 28] OSDAnswerfilePathSysprep  REG_SZ
b ‘ t;m o |5 || ElosDBaseVariabizNiame REG_SZ PACKAGES
b InputMethod = ) speomputeriame REG_SZ ALBERT
I~ L Internet Accoy .
o 1) Internet Domal | 5] OSDDiskPart REG_SZ TRUE
- Internet Explor 6] 0SDEnableTCPIPFiltering  REG_SZ false
1 25| 0SDEndTime REG_SZ 2016-10-04 19:47:10Z
b |, MediaEngine
MemoryDisgn || 2% 03DImageCreator REG_SZ
b~ 1i Microsoft ODE || 2% 0SDImagePackageld REG_SZ POT0OTTE
b1 Microsoft SDK || 2E]0SDImageVersion REG_SZ
bl Microsoft QL || 28] 0SDlnstallType REG_SZ Sysprep
b)) Microsoft SOL || 2b]OsDisk REG_SZ [
b ). MicrosoftSQL || 28] OSDPartitionActive REG_SZ 0-1
b ). Microsoft SQL || 26| 0SDPartitionWithDrivelLetter REG_SZ 01,02
I -l Microsoft SQL 2] OSDPreserveDriveLetter REG_SZ TRUE
- Ju MiStreamProv ab] 0SDRandomAdminPassword REG_SZ
b L MMC 28] OSDStartTime REG_SZ 2016-10-05 04:12:17Z
by Mobile 6] OSDStateSMPRetryCount  REG_SZ 3
4-Jy MPSD 25| OSDStateSMPRetryTime  REG_SZ 10
M-SSSI[: 28] 0SDTargetDriveCache REG_SZ DIRTY
b MSD:‘ 25| 0SDTargetSystemDrive REG_SZ D:
';' . MSDRM 28| OSDTargetSystemParition  REG_SZ 0-2
i 13§ wsoTC 2] 0SDTargetSystemRoot REG_SZ DAWINDOWS
b J MSF b| TsApplicationBaseVarible  REG_SZ
X 1 MsLicensing ab| TSVersion REG_SZ 0.3
- L, MsMQ v
< m [ >
ComputerHKEY_LOCAL_ MACHINE\SOFTWARE\Microsoft\MPSD\OSD

FIGURE E.1 Registry Editor showing the OSD Registry key.

2. On the central administration site (CAS), copy Configuration.mof from
<ConfigMgrInstallPath>\inboxes\clifiles.src\hinv to your test machine.


http://mnscug.org/images/Sherry/RegKeyToMOFv33a.zip
http://mnscug.org/images/Sherry/RegKeyToMOFv33a.zip
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3. Start RegKeyToMOF and browse to the HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\

MPSD\0sD Registry value. You can modify the values of Group, className (Which
must be unique and in this case is unleashed), and version, as shown in Figure E.2.
The RegKeyToMOF utility displays the changes to be made to ConfigMgr 2012,
ConfigMgr 2007, and Systems Management Server (SMS) 2003; this example uses
ConfigMgr 2012 suggested modifications, which are also valid for ConfigMgr
Current Branch. Click Save MOF to export the settings specified in the configura-
tion.mof tab and the to import in... tab of the utility.

To add Registry keys for 32-bit applications on 64 bit-Windows, enable the Enable
64bits (for Regkeys not written in Wow6432Node) option and add the following
two lines to the CM12Import.mof file, which tell it to look in the 32-bit Registry on

64-bit systems:

SMS_Context 1(" ProviderArchitecture=32|uint32"),

SMS_Context 2 (" RequiredArchitecture=true|boolean")

17® RegKeyToMOF v3.3 - Nov13 - mark.cochran

CorfMgr12 | Conflgrd7 | SMS03 sms_def mof |

- MiracasiReceiver HIE ~
- MiStreamProvider [JinstalledOn
- MMC (] DeploymentType
[T ~[_]0SDAdapterCount
[]0SDAnswerFiePath
MPSD [0SDAnswerFiePathSysprep =
0sD . ]OSDBaseVaniableName
MpSigStub D ~[_]0SDComputerName
MSEuild []OSDDiskPart
MSDE []0SDEnable TCPIPFitering
MSDRM - []OSDEndTime
S []0SDimageCreator
e []OSDimagePackageld
- [JOSDimagsVersion
MSLicensing - []05DInstal Type
MsMQ []OSDPartionActive
- MSN Apps ~ [JOSDParttionWithDriveLetter -
SOFTWARE \Microsofl \MPSDNOSD Value names with spaces. dashes or parerthesis wil be changed
Group ClassName Version [] Enable 64bis for Regkeys not wten in Wow6432Node)
[Lreoched J [viemhed ‘ [] Dynamic instances (Orly takes feds found inthe fist chic) |

ion mof | 1o import in Ad -

P

// this section tells the inventory agent what to collect
/7 10720/2016 9:58:25 AM

4pragma namespace ("\\\\.\\root\\cimv2")
#pragna deleteclass(“Unleashed”, NOFAIL)
[DYNERCES]

Class Unleashed

{
[key] string KeyName;

String InstalledOn;

String DeploymentType;

String CSDAdapterCount;

String CSDAnswerFilePath;

String CSDAnswerFilePathSysprep:
String OSDBaseVariableName:
String OSDComputerName;

String OSDDiskPart:

// ReqHeyToMOF by Mark Cochrane (with help from Skissinger, SteveRac, Jonas Hetrich, Kent Agerlund & Barker)

FIGURE E.2 RegKeyToMOF utility.

4. Add the content of the CM12Config.mof file (available in Appendix D, “Available
Online,”) to your offline Configuration.mof file, between the added extensions
start and Added extensions End sections.

Adding the content in Listing E.1 to Configuration.mof creates the unleashed data
class in WMI under the root\cImMv2 namespace, which contains the data classes and
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instances. This namespace is used because the root\cIMv2 namespace is selected in
Configuration.mof just before the added extensions section; thus, this namespace is
used to fill values of the unleashed class unless declared otherwise. Data classes can
reside in other classes.

Within root\c1ImMv2, you can access the data class information or use a pointer to
where the data can be retrieved. The unleashed data class will be created on the
machines receiving Configuration.mof, which are all in the ConfigMgr hierarchy.

LISTING E.1 Content to Add from the CM12Config.mof File

// RegKeyToMOF by Mark Cochrane (with help from Skissinger, SteveRac, Jonas Hettich,
wKent Agerlund & Barker)

// this section tells the inventory agent what to collect

// 10/20/2016 9:56:56 AM

#pragma namespace ("\\\\.\\root\\cimv2")
#pragma deleteclass ("Unleashed", NOFAIL)
[DYNPROPS]

Class Unleashed

{

[key] string KeyName;

String InstalledOn;

String DeploymentType;

String OSDAdapterCount;

String OSDAnswerFilePath;

String OSDAnswerFilePathSysprep;
String OSDBaseVariableName;
String OSDComputerName;

String OSDDiskPart;

String OSDEnableTCPIPFiltering;
String OSDEndTime;

String OSDImageCreator;

String OSDImagePackageId;

String OSDImageVersion;

String 0SDInstallType;

String OSDPartitionActive;
String OSDPartitionWithDriveLetter;
String OSDPreserveDriveLetter;
String OSDRandomAdminPassword;
String OSDStartTime;

String OSDStateSMPRetryCount;
String OSDStateSMPRetryTime;
String OSDTargetDriveCache;
String OSDTargetSystemDrive;
String OSDTargetSystemParition;
String OSDTargetSystemRoot;
String 0SDisk;
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String TSVersion;

String TsApplicationBaseVariable;

i

[DYNPROPS]

Instance of Unleashed

{

KeyName="RegKeyToMOF_32";

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|
= InstalledOn")

,Dynamic, Provider ("RegPropProv")] InstalledOn;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|
wDeploymentType")

,Dynamic, Provider ("RegPropProv")] DeploymentType;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\OSD|
= (0OSDAdapterCount")

,Dynamic, Provider ("RegPropProv")] OSDAdapterCount;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|
=OSDAnswerFilePath")

,Dynamic, Provider ("RegPropProv")] OSDAnswerFilePath;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|
w(OSDAnswerFilePathSysprep")

,Dynamic, Provider ("RegPropProv")] OSDAnswerFilePathSysprep;
[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|
=OSDBaseVariableName")

,Dynamic, Provider ("RegPropProv")] OSDBaseVariableName;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\OSD|
= (0OSDComputerName")

,Dynamic, Provider ("RegPropProv")] OSDComputerName;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\OSD|
=0SDDiskPart")

,Dynamic, Provider ("RegPropProv")] OSDDiskPart;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTIWARE\\Microsoft\\MPSD\\OSD|
= (0SDEnableTCPIPFiltering")

,Dynamic, Provider ("RegPropProv")] OSDEnableTCPIPFiltering;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTIWARE\\Microsoft\\MPSD\\0SD|
= O0SDEndTime")

,Dynamic, Provider ("RegPropProv")] OSDEndTime;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTIWARE\\Microsoft\\MPSD\\0SD|
= 0SDImageCreator")

,Dynamic, Provider ("RegPropProv")] OSDImageCreator;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|
= 0SDImagePackageId")

,Dynamic, Provider ("RegPropProv")] OSDImagePackageld;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|

= 0SDImageVersion")
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,Dynamic, Provider ("RegPropProv")] OSDImageVersion;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\OSD|
=0SDInstallType")

,Dynamic, Provider ("RegPropProv")] 0SDInstallType;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|
=wOSDPartitionActive")

,Dynamic, Provider ("RegPropProv")] OSDPartitionActive;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|
wOSDPartitionWithDriveLetter")

,Dynamic, Provider ("RegPropProv")] OSDPartitionWithDriveLetter;
[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|
=OSDPreserveDriveLetter")

,Dynamic, Provider ("RegPropProv")] OSDPreserveDriveletter;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|
= (OSDRandomAdminPassword")

,Dynamic, Provider ("RegPropProv")] OSDRandomAdminPassword;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|
wO0SDStartTime") ,Dynamic, Provider ("RegPropProv")] OSDStartTime;
[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|
= (0SDStateSMPRetryCount")

,Dynamic, Provider ("RegPropProv")] 0OSDStateSMPRetryCount;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|
w(0OSDStateSMPRetryTime")

,Dynamic, Provider ("RegPropProv")] OSDStateSMPRetryTime;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\OSD|
= (0SDTargetDriveCache")

,Dynamic, Provider ("RegPropProv")] OSDTargetDriveCache;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\OSD|
= (0OSDTargetSystemDrive")

,Dynamic, Provider ("RegPropProv")] OSDTargetSystemDrive;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\OSD|
wOSDTargetSystemParition")

,Dynamic, Provider ("RegPropProv")] OSDTargetSystemParition;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTIWARE\\Microsoft\\MPSD\\OSD|
= (0SDTargetSystemRoot")

,Dynamic, Provider ("RegPropProv")] OSDTargetSystemRoot;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTIWARE\\Microsoft\\MPSD\\OSD|
=0SDisk")

,Dynamic, Provider ("RegPropProv")] 0OSDisk;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Microsoft\\MPSD\\0SD|
=TSVersion")

,Dynamic, Provider ("RegPropProv")] TSVersion;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTIWARE\\Microsoft\\MPSD\\0SD|
wTsApplicationBaseVariable")

,Dynamic, Provider ("RegPropProv")] TsApplicationBaseVariable;

i




8 APPENDIX E Extending Hardware Inventory

The unleashed data class is extended with the following instances:

P Keyname as string and as key value
InstalledOn as string
DeploymentType as string
OSDAdapterCount as string
OSDAnswerFilePath as string
OSDAnswerFilePathSysprep as string
OSDBaseVariableName as string
OSDComputerName as string
OSDDiskPart as string
OSDEnableTCPIPFiltering as string
OSDEndTime as string
OSDImageCreator as string
OSDImagePackageId as string
OSDImageVersion as string
0SDInstallType as string
OSDPartitionActive as string
OSDPartitionWithDriveLetter as string
OSDPreserveDriveLetter as string
OSDRandomAdminPassword as string
OSDStartTime as string
0SDStateSMPRetryCount as string
OSDStateSMPRetryTime as string
0SDTargetDriveCache as string
OSDTargetSystemDrive as string
OSDTargetSystemParition as string
OSDTargetSystemRoot as string
0sDisk as string

TSVersion as string

vV V.V VvV V VYV V VYV V V¥ vV VY VvV vV VvV VvV VvV vV VY VvV VvV v vYyYVvyy

TsApplicationBaseVariable as string
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After defining the data class and its instances, the next section in the file fills the proper-
ties. The keyname property is filled with the regkeyToMOF value, and the Installedon
property is filled with the value of the Installed on Registry key under HKEY LOCAL
MACHINE\SOFTWARE\Microsoft\MPSD\0sD, using the WMI Registry provider. The other
properties are filled with other values coming from the Registry.

TIP: DOCUMENTING YOUR EDITS

Document your edits and add them in a well-formatted manner. If you do, when adding or
troubleshooting the extensions, things are easily readable in the MOF file.

Verifying the Syntax of the MOF Files

Importing MOF files into ConfigMagr is risky, so take extra precautions to verify that the
MOF files you create are working as expected. This section shows how to check the syntax
of the files and import them to a test system where you can check the outcome of import-
ing them. Follow these steps:

1. Use Mofcomp.exe with the -check option to check the syntax of the Configuration.
mof file (see Figure E.3):

B¥ Administrator: Command Prompt — O e

MOF file will not be in the new WMI

place the #PRAGMA AUTORECO\

FIGURE E.3 mofcomp -check output.

C:\Mof>mofcomp -check configuration.mof

Microsoft (R) MOF Compiler Version 10.0.14393.0

Copyright (c) Microsoft Corp. 1997-2006. All rights reserved.

Parsing MOF file: configuration.mof

MOF file has been successfully parsed

Syntax check complete.

WARNING: File configuration.mof does not contain #PRAGMA AUTORECOVER.

If the WMI repository is rebuilt in the future, the contents of this MOF
wfile will not be included in the new WMI repository.

wTo include this MOF file when the WMI Repository is automatically
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= reconstructed, place the #PRAGMA AUTORECOVER statement on the first
= line of the MOF file.
Done!

Now use Mofcomp.exe with the argument configuration.mof to import the
contents of Configuration.mof into WMI on the test machine:

C:\Mof>mofcomp configuration.mof

Microsoft (R) MOF Compiler Version 10.0.14393.0

Copyright (c) Microsoft Corp. 1997-2006. All rights reserved.

Parsing MOF file: configuration.mof

MOF file has been successfully parsed

Storing data in the repository...

WARNING: File configuration.mof does not contain #PRAGMA AUTORECOVER.

If the WMI repository is rebuilt in the future, the contents of this MOF
wfile will not be included in the new WMI repository.

To include this MOF file when the WMI Repository is automatically

wreconstructed, place the #PRAGMA AUTORECOVER statement on the first line
= of the MOF file.

Done!

To use WBEMTest to query WMI to verify that the unleashed class was created, open
WBEMTest.exe and click Connect. In the NameSpace field, type root\cimv2 because
that is where you added the unleashed class. Click Connect. Once connected,

click Enum Classes to open the Superclass Info box. Select Recursive and click OK
to open the Query Result box. Browse the query result box to see if Unleashed is
available; it should be situated below stdregprov, as shown in Figure E.4.

CQuery Result

Top-evel classes

| 1174objects | max.batch: 10 |Done

Software Licensing TokenActivationLicense 0

Win32_13%4Controller  {CIM_Cortroller)

Win32_135%4ControllerDevice (CIM_ControlledBy)
Win32_Account {CIM_LogicalElement)
Win32_AccourtSID 0

Win3Z_ACE (__ACE)

Win32_ActionCheck

Win32_ActiveRoute (CIM_Logicalldentity)

Win32_AllocatedResource (CIM_Dependency)

Win32_ApplicationCommandLine (CIM_Service AccessBySAF) ]
<

Add l Delete !

FIGURE E.4 WBEMTest query result.

As discussed in the previous section, data classes do not necessarily have to reside in

root\cimv2; they can reside in other locations within WMI, although root\cimv2 is most

commonly used. See Chapter 3 for additional information about WMI and locations
where data can reside.
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Importing Files into the Configuration Manager Environment

After verifying the correct syntax of the MOF files and importing those files to a test
system, you should be confident that they are working as expected. To import the files
into the ConfigMgr environment, modify the Configuration.mof file and import another
MOF file into the Default Client Settings -> Hardware Inventory section of the ConfigMgr
console. Follow these steps:

1.

Copy your Configuration.mof over the existing one in the <ConfigMgrInstallPath>\
inboxes\clifiles.src\hinv folder.

Open dataldr.log in the log files folder under <ConfigMgrInstallPath> using CMTrace
or Notepad to determine whether ConfigMgr is accepting the change. You should
see the following text:

Configuration.Mof change detected
Compiling MOF files and converting to policy

Confirm that the modification was added successfully by checking for the following:

Running MOFCOMP on F:\Program Files\Microsoft Configuration
Manager\inboxes\clifiles.src\hinv\configuration.mof

MOF backed up to F:\Program Files\Microsoft Configuration
Manager\data\hinvarchive\configuration.mof.bak

Successfully updated configuration.mof in the database.

End of cimv2\sms\inv_ config-to-policy conversion; returning 0x0

. After modifications to Configuration.mof are successfully translated to a policy, ver-

ify that the new configuration is being applied to your clients. Ensure that the client
has received its new policy by manually initiating a machine policy refresh on the
client. To initiate the refresh, open the Configuration Manager Control Panel applet
and select Actions. Select the Machine Policy Retrieval & Evaluation Cycle action
and click Run Now. On the client, open the PolicyEvaluator.log file in %windir%\
CMM \Logs and confirm that the client has received a new policy.

Using WBEMTest, query WMI to ensure that the unleashed class was created, using
the same procedure described in step 3 of the procedure in the “Verifying the Syntax
of the MOF Files” section, earlier in this appendix.

. After verifying that the osp class is created on the client, select it by modifying the

default client settings in the Administration workspace. In the ConfigMgr console,
browse to Administration -> Client Settings -> Default Client Settings. Under
Default Client Settings, open Hardware Inventory and select Set Classes. The
Hardware Inventory Classes box provides two options:

» Import the provided CM12Import.mof file (see Appendix D), provided by the
RegKeyToMOF utility.

» Browse to the classes on a remote machine using the Add Hardware Inventory
Class tool.
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To import the classes using the CM12Import.mof file, click Import in the Hardware
Inventory Classes page, browse to the CM12Import.mof from the MOF snippet, and
click Open. The Import Summary page appears, providing options to import the
hardware inventory classes and settings, or only the settings. Select the option to
import only the inventory classes, as you will enable the classes with custom client
settings later. If the CM12Import file is accepted, a green check mark appears, and
you can click Import to use the MOF file.

Once back in the Hardware Inventory Classes window, verify that the unleashed
class was added to the list. Click OK to close the Hardware Inventory Classes
window and the Default Client Settings window.

Listing E.2 shows the contents of the CM12Import.mof file.

LISTING E.2 Contents of the CM12Import.mof File

// RegKeyToMOF by Mark Cochrane (with help from Skissinger, SteveRac, Jonas Hettich,
wKent Agerlund & Barker)

// this section tells the inventory agent what to report to the server

// 10/21/2016 12:45:36 PM

#pragma namespace ("\\\\.\\root\\cimv2\\SMS")

#pragma deleteclass("Unleashed", NOFAIL)

[SMS_Report (FALSE) ,SMS_Group_Name ("Unleashed"),SMS Class_ ID("Unleashed")]
Class Unleashed: SMS_Class_Template

SMS_Report (FALSE
SMS_Report (FALSE
SMS_Report (FALSE
SMS_Report (FALSE
SMS_Report (FALSE
SMS_Report (FALSE
SMS_Report (FALSE
SMS_Report (FALSE

{

[ ( ) . key]l string KeyName;

[ ( )] String InstalledOn;

[ ( )] String DeploymentType;

[ ( )] String OSDAdapterCount;

[ ( )] String OSDAnswerFilePath;

[ ( )] String OSDAnswerFilePathSysprep;
[ ( )] String OSDBaseVariableName;
[ ( )] String OSDComputerName;
[SMS_Report (FALSE)] String OSDDiskPart;
[SMS_Report (FALSE)] String OSDEnableTCPIPFiltering;
[SMS_Report (FALSE)] String OSDEndTime;
[SMS_Report (FALSE) ]

[SMS_Report (FALSE) ]

[SMS_Report (FALSE) ]

[SMS_Report (FALSE) ]

[SMS_Report (FALSE) ]

[SMS_Report (FALSE) ]

[SMS_Report (FALSE) ]

[SMS_Report (FALSE) ]

[SMS_Report (FALSE) ]

[SMS_Report (FALSE) ]

String OSDImageCreator;

String OSDImagePackageId;

String OSDImageVersion;

String OSDInstallType;

String OSDPartitionActive;

String OSDPartitionWithDriveLetter;
String OSDPreserveDriveLetter;
String OSDRandomAdminPassword;
String OSDStartTime;

String OSDStateSMPRetryCount;
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SMS_Report (FALSE
SMS_Report (FALSE
SMS_Report (FALSE
SMS_Report (FALSE

(

(

(

(

[ String OSDStateSMPRetryTime;
[

[

[

[SMS_Report (FALSE

[

[

[

}

String OSDTargetDriveCache;
String OSDTargetSystemDrive;
String OSDTargetSystemParition;
String OSDTargetSystemRoot;
SMS_Report (FALSE String OSDisk;
SMS_Report (FALSE

SMS_Report (FALSE

String TSVersion;

)]
)1
)1
)1
)1
)1
)1
)1

String TsApplicationBaseVariable;

i

NOTE: MORE ABOUT HARDWARE INVENTORY

When hardware inventory starts, it checks the root\cImMv2\sMs namespace on the
local machine for the reporting classes, which contain entries corresponding to the data
classes in root\CIMV2.

Note that the data classes and corresponding reporting classes share the same name.
The CM12Import.mof file starts with the sMS_Report (FALSE) part, which tells hard-
ware inventory that the block of code containing the unleashed reporting class should
be reported to ConfigMgr. The sMs_Report (FALSE) value is actually the property you
can now control using custom client settings, allowing you to specify whether ConfigMgr
should report on devices in a certain collection only.

Each field also contains a sMS_Report (FALSE) section, which allows you to specify
whether reporting should be enabled for that property field; you can also use custom
client settings to specify what fields to enable.

SMS_Group_ Name specifies the hame of the group displayed in the Resource Explorer;
SMS Class_ID With value Unleashed is the unique identifier for the class, Unleashed,
which stands for the class group. The class Unleashed is the declaration, where the
name of the class must be identical to the corresponding data class, which you created
using an addition to Configuration.mof, or it already existed.

6. You now return to the Add Hardware Inventory Class page. The Inventory classes are
loaded, as displayed in Figure E.5. These classes should now include unleashed if the
policy was received and the WMI extensions were added. Ensure that the Unleashed
check box is checked. You can select Edit to modify the properties so its value rep-
resents a unit that can be Megabytes, Kilobytes, Decimal String, Seconds, Hex String,
or Date String; the default is None.

The units are not modified in this example, so click OK. Notice that the unleashed
class is added and selected. Deselect the unleashed class on the Default Settings
level, if enabled, as you will enable these settings with custom client settings later.
Click OK to close the Hardware Inventory Classes dialog and click OK to close the
Default Settings box.
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1@ Hardware Inventory Classes

Select the classes that will be collected by hardware inventory

unleashed 75 | Filter by category ¥ | | Filter by type ¥ |

\A [Clunleashed (Unleashed) |;
[IKeyName
DDEponmentType
Cinstalledon
CJosbadapterCount
CJoSDAnswerFilePath
[JoSDAnswerFilePathSysprep
[[loSDBaseVariableName
[JosDComputerName
CloSDhiskPart
[[JosDEnableTCPIPFiltering
CJoSDEndTime
Cos DimageCreator
[JosDimagePackageld
[JosDimageVersion
[losDinstalType
Cosbisk
ClosDPartitionActive
C]oSDPartitionWithDriveLetter

m

Import... | | Export... ‘ | Add... | | Delete |

[ ok ][ canca |

FIGURE E.5 Hardware inventory classes.

. With the unleashed class imported, enable it using custom client settings that will

be applied to one of your collections. Under Administration -> Client Settings,
select Create Custom Client Settings from the ribbon bar to open the Create
Custom Client Device Settings page. Provide a name to identify the setting and
select the Hardware Inventory check box. For more information about default and
custom client settings, see Chapter 9, “Client Management.”

Select Hardware Inventory under General on the left side of the page to open

the hardware inventory settings and then click Set Classes to open the Hardware
Inventory Classes page. Select the Unleashed class and select the settings you want
to inventory, as shown in Figure E.6, and click OK to save the custom client set-
tings. With your custom client settings still selected, select Deploy from the ribbon
bar and select the collection where you want to deploy your custom client settings.
Click OK to finish.
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[z Hardware Inventory Classes

Select the hardware inventory classes to enable them for inventory collection. Class properties with grayed checkbox are
defined in default agent setting. Go to Modify Default Agent Setting if you want to disable them.

Search for inventory classes b Filter by category ¥ | | Filter by type ¥ |
4 [M]Unleashed (Unleashed) [«
[vIKeyName
DDeponmentType

[VinstalledOn

Cos DAdapterCount
[JosDAnswerFilePath
[JoSDAnswerFilePathSysprep
[ClosoBaseVariableName
[¥losDComputerName
[JosDDiskPart
[CloSDEnableTCPIPFiltering
[VIOSDEndTime
DOSDImageCreator
[JoSDImagePackageld

DOSDImage\«’erslon H
[CJosDinstalType

[CJospisk
[JosDpartitionActive
[TINSNPartitinniAfith Nriual stter

Import.. | | Export... ‘ Add... Delete

[ ok ][ canca

FIGURE E.6 Enabling inventory classes in custom client settings.

Performing and Verifying Hardware Inventory with the New Settings

After importing the MOF files into ConfigMgr, you can trigger a hardware inventory to
check whether the necessary information is inventoried and is in the correct places in the
database. You will also want to verify that hardware inventory shows up in the Resource
Explorer. Perform the following steps:

1. With the unleashed class enabled in a custom client setting and that custom client
setting deployed to a collection, trigger hardware inventory on a client belonging to
that collection:

» Initiate Machine Policy Retrieval & Evaluation Cycle from the Configuration
Manager Control Panel applet and check the PolicyEvaluator.log file to deter-
mine whether the new policy was retrieved from the management point.

P Once the policy is successfully retrieved, initiate a hardware inventory cycle.
From the Actions tab in the Control Panel applet, select Hardware Inventory
Cycle and click Run Now.
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» Check the inventoryagent.log file in %windir%\CCM\Logs to see whether the
hardware inventory was successful. Search the file for the Unleashed text to
verify that the requested new classes were inventoried and check the lines that
follow in the log file to determine if there were problems during inventory.
Following is an example:

Collection: Namespace = \\.\root\cimv2; Query = SELECT _ CLASS, _ PATH,
= RELPATH, KeyName, InstalledOn, OSDComputerName, OSDStartTime, TSVersion
wFROM Unleashed; Timeout = 600 secs.

2. Knowing hardware inventory was successful on the client, determine whether its site
server is processing the inventoried data. It may take some time for all the data to be
replicated to the CAS if the client is a member of a primary site below the CAS. On
the primary site server hosting the site to which the client belongs, open the
dataldr.log file and locate the Processing Inventory for Machine: <your machine
name> line to determine if the inventoried data has been processed. Following is an
example of information after that line:

Processing Inventory for Machine: ALBERT Version 1.25

= Generated: 10/16/2016 05:33:14

$$<SMS_INVENTORY DATA LOADER><10-16-2016 05:33:27.041+420><thread=6640 (0x19F0)>
Begin transaction: Machine=ALBERT (GUID:954E5F00-31F9-4716-9CFE-4441E5F3F081)
$$<SMS_INVENTORY DATA LOADER><10-16-2016 05:33:27.045+420><thread=6640 (0x19F0)>
~Done with job queueing. $$<SMS_INVENTORY DATA LOADER><10-16-2016
05:33:27.037+420><thread=3944 (0xF68) >

Blocking until completion. $$<SMS_INVENTORY DATA LOADER><10-16-2016
05:33:27.058+420><thread=3944 (0xF68) >

Commit transaction: Machine=ALBERT (GUID:954E5F00-31F9-4716-9CFE-4441E5F3F081)
$$<SMS_INVENTORY DATA LOADER><10-16-2016 05:33:27.138+420><thread=6640 (0x19F0)>
Done: Machine=ALBERT (GUID:954E5F00-31F9-4716-9CFE-4441E5F3F081)

wcode=0 (29 stored procs

in XHPED6F6R.MIF) $$<SMS_INVENTORY DATA LOADER><10-16-2016
w(05:33:27.138+420><thread=6640

(0x19F0) >

3. Verify that the necessary database tables were created by opening SQL Server
Management Studio. Connect to the server hosting the ConfigMgr site database and
open the database. Under Views, you should see a table called dbo.v.Gs_Unleashedo.
Select this table, right-click, and choose Select Top 1000 rows to query the table. If any
information is in the table, it is reflected in the query results, as shown in Figure E.7.

4. Since inventory has occurred, verify that the data is available in the Resource
Explorer, initiated from the ConfigMgr console on the client’s primary site server.
Open the console and navigate to Assets and Compliance, select the collection
you just targeted with your custom client settings, and select the device where you
just ran the hardware inventory. Now use Start -> Resource Explorer to open the
Resource Explorer for that device. As you can see in Figure E.8, unleashed has been
added to the Resource Explorer.
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Aksurksum (82)) - Microsoft SQL Server Management Studio

Window Help

[s=3[ »

cwlfomes ]| Y beate b Deng ® v 33 5] | 50RO

Object Explorer

Connect= %/ %) u 7 (3] .5

MRl SOLQueryd.sql - AR...SEY\ksurksum (82)) %

|y=*#**** script for SelectTopNRows comma<s

 [3 dbo.v_GS_SYSTEM_DEVICES ~
# [3) dbo.v_GS_SYSTEM_DRIVER
# [3) dbo.v_GS_SYSTEM_ENCLOS
® [3) dbo.v_GS_SYSTEM_ENCLOS
# [3 dbe.v_GS_SYSTEMHEALTHZ
# [3 dbo.v_GS_TAPE_DRIVE

i [ dbow_GS_Threats

# [3 dbo.v_GS_TIME_ZONE

# [3 dbov_GS_TPM

® [Z] dbo.v_GS_TS_ISSUED_LICEN
# [3 dbo.v_GS_TS_LICENSE_KEY_
# [ dbo.v_GS_UnknownFile

@ (3 Statistics
# [Z4 dbo._GS_USB_CONTROLLE
# [34 dbo.v_GS_USB_DEVICE
® [ dbo.v_GS_USER_PROFILE
# [24 dbo.v_GS_VIDEO_CONTROL

LI dbn[v GS VIRTUAL APPLIC,
m >

=SELECT TOP 1@0@ [ResourceID]
» [GroupID]
» [RevisionID]
» [AgentID]
« [TimeStamp]
» [DeploymentType@]
» [Installedon®]
» [KeyNamee]
» [0SDAdapterCount@]
. [0SDAnswerFilepatha]
» [0SDAnswerFilePathSysprep@]
W% =< ] e

17

Current connection parameters

ResourcelD  GrouplD  RevisionlD  AgentlD  TimeS

1 [0 (1 1 1 2016

(<]

B =

v

Cennection failur

00:00:00.052
10721720186 12+
ARMADA
Rows retumed 1

Start time 1072172016 12:
State Open

Elapsed time
Finish time
Name

0 "

Cennection name ARMADA (ODYSSEY
onnection [ 3

Connection elaps: 00:00:00.052

Connection finish 10/21/2016 12:05:35

Cennection rows 1

Connection start t 10/21/2016 12+

Connection state Open

Display name___ ARMADA

) | ODYSSEV\ksurksum (82) | CM_CAS | 00:00:00 | 1 rows

Filter.

Name
The name of the connection.

Installed On  Kay Name
4 10/4/2016 RegKeyToMOF_32 ALBERT

05D Computer Name ‘05D End Time
2016-10-04 18:47:70Z 0.3

TS Version

FIGURE E.8 Resource Explorer.
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Creating a Device Collection

After verifying that the unleashed information shows correctly in the Resource Explorer,
say that you want to use this information to create a device collection containing all the
clients with TSVersion 0.3. To create the device collection, follow these steps:

1.

Navigate in the ConfigMgr console to Assets and Compliance -> Device
Collections.

In the ribbon bar, click Create and then click Create Device Collection to open the
Create Device Collection Wizard.

Provide the following information on the General page:
» Name: TSVersion
» Description: Device Collection containing information about TSVersion
» Limiting Collection: All Desktop and Server Clients

Click Next.

On the Membership Rules page, click Add Rule to open the Query Rule Properties
dialog and then select Query rule. Provide a name for the query, such as TSVersion,
and click Edit Query Statement to open the Query Statement Properties dialog.

On the Query Statement Properties dialog, select the Criteria tab and click the
starburst icon to open the Criterion Properties dialog. Click Select to open the
Select Attribute dialog. Select UNLEASHED from the Attribute Class dropdown list.
Select TSVersion from the Attribute dropdown list. Click OK to return to Criterion
Properties page.

Click Value on the Criterion Properties dialog to select a value from the list; select
0.3 if already inventoried and available in the list or provide 0.3 as a value. Click OK
to close this page.

Click OK in the Query Statement Properties dialog to return to the Query Rule
Properties dialog, shown in Figure E.9.

Click OK in the Query Rule Properties dialog to return to the Membership Rules
page of the Create Device Collection Wizard. Optionally select if you want to use
incremental updates for the collection and specify when a full update of the collec-
tion should be scheduled. Click Next to continue.

Verify the settings on the Summary page and click Next. Click Close after the wizard
successfully creates the device collection.
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CQuery Rule Properties

General
Q Name: |TSVer5icr1

| Import Query Statement..

Resource class: System Resource

| Edit Query Statemert...

Query Statement: 5SMS_G_System_lUnleashed on

SMS_G_System_Unleashed Resourceld
=5MS_R_System Resourceld where
SMS_G_System_Unleashed. TSVersion
="0.3"

L Configuration Manager uses the Windows Management

Instrumentation (WMI) Query Language (WQL) to query the site
|database

FIGURE E.9 Query Rule Properties dialog.

The device collection is added. You can now create a ConfigMgr application and deploy it
to that collection.
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