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Template Instructions

This is a template for the Technical Integration Architecture specification. This page should be removed prior to publication of the specification. The template is a guide for the enterprise and should not be blindly followed. The organization should

· Review the chapter in the book that refers to the template to understand its use.

· Examine the template outline and determine what additions might be necessary based on unique organizational needs.

· If absolutely necessary  remove any sections that will not apply. (The authors strongly discourage this practice.)

· Save the template for future use.

· Begin to develop the document.

Guidance is given for preparation of the document throughout the template.

· Text shown as normal text should be used in the document. It may be modified as necessary.

· Text shown in pointed brackets is either instructional guidance in the application of the document or a description of the type of information to be added and should be removed prior to publication.

· Text shown in double-pointed brackets is a placeholder for the insertion of text by the authors.

Headers and footers should be customized as necessary as a final step in the completion of the document.
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1. Introduction

This document represents the technical integration architecture specification that will be used to guide the integration of applications for <<enterprise name>>. This document is to guide all decisions and designs related to integration in the organization to ensure that there is consistency, reusability, and economic benefit to the organization.

2. Scope

<Define the scope of the technical integration architecture. It should address whether it is enterprise-wide or limited to a certain organization or class of applications. Other areas to address include types of integration (data, application, or process), any limitations, and reasons for the limitations. The scope must also describe what types of external applications are covered, for example, applications outside the scope of the enterprise that are candidates for connecting to enterprise applications>

3. Key Participants

<Define the audience and major stakeholders. The audience should include all members of the IT organization; however, it should explicitly list out specific roles or titles that are to apply the integration in the normal execution of their jobs. The major stakeholders should include the IT executives and those responsible for maintaining the document.>

4. Integration Architecture Requirements

4.1. Types of Integration

<The types of the integration to be performed needs to be defined. The data from the prior section is used to extrapolate the requirements for this section. Define which types of integration to determine scope of investment.>

	Internal application integration requirements
	Simple connectivity, intelligent routing, translation and transformation, application interfaces/adapters
	<applications requiring this level of integration>

	Legacy integration requirements 
	Mainframe, custom, or ERP applications
	<applications requiring this level of integration>

	Customer, partner, supplier (B2B) integration requirements
	EDI, custom, or B2B services
	<applications requiring this level of integration>

	Composite integration requirements 
	Composite applications, SOA, new development
	<applications requiring this level of integration>

	Portal integration requirements
	Integrated portal
	<applications requiring this level of integration>

	Information integration requirements
	Batch, real-time, volumes, scheduling, structured and unstructured information
	<applications requiring this level of integration>

	Process integration requirements
	BPM, BAM, workflow applications
	<applications requiring this level of integration>


4.2. Integration Services and Technologies

<Discuss the role of different types of components to the overall strategy. This section guides technology selection for specific projects. Include preferred vendors and solutions and any technologies for which the company has enterprise licenses. List the different types of integration services and the technologies that can be used to implement the service. 

Figure 5-3, which was constructed during the assessment of the current architecture and shows existing products in the organization, is used as the basis for determining whether the preferred vendor or technology is currently installed.>

	Integration Service
	Integration Technology
	Recommended Use
	Preferred Vendor/ Technology
	Currently Installed?

	Adapters and interfaces
	Adapters
	When a packaged adapter is available for target application
	<vendor name, product name>
	<yes or no>

	
	Web services
	For SOA, composite applications, legacy integration, custom application interfaces, B2B integration
	<vendor name, product name>
	<yes or no>

	
	APIs—used with packaged applications
	If nothing else is available
	<vendor name, product name>
	<yes or no>

	
	Screen scraping—used with legacy applications
	If nothing else is available, or for fast, tactical solution
	<vendor name, product name>
	<yes or no>

	Messaging and connectivity services
	JMS messaging
	Java applications
	<vendor name, product name>
	<yes or no>

	
	Proprietary messaging 
	If already installed, or if function is required
	<vendor name, product name>
	 <yes or no>

	
	SOAP 
	XML messaging over the Internet 
	<vendor name, product name>
	<yes or no>

	
	FTP 
	If nothing else is available
	<vendor name, product name>
	<yes or no>

	
	VAN
	EDI, other B2B electronic services
	<vendor name, product name>
	<yes or no>

	Routing
	Integration servers/brokers 
	Used for one-to-many or many-to-many routing, hub and spoke architecture
	<vendor name, product name>
	<yes or no>

	
	Enterprise Service Bus (ESB)
	Used for one-to-one, one-to-many, or many-to-many routing, bus architecture, can plug in other integration services
	<vendor name, product name>
	<yes or no>

	
	BPM 
	High level routing and management of business processes
	<vendor name, product name>
	<yes or no>

	Translation and transformation
	Integration servers—usually have graphical mapping tools
	Used for one-to-many or many-to-many integrations
	<vendor name, product name>
	<yes or no>

	
	Intelligent adapters—translation and transformation occur at the adapter. 
	Scalable distributed computing model. Mapping metadata kept in centralized repository
	<vendor name, product name>
	<yes or no>

	
	XSLT 
	XML transformation
	<vendor name, product name>
	<yes or no>

	Information integration
	EII
	For aggregated data, such as presenting a single view of customer, or federating data across organizational units
	<vendor name, product name>
	<yes or no>

	
	ECM
	For integrating unstructured data including documents, graphics, voice, video, etc.
	<vendor name, product name>
	<yes or no>

	
	Metadata repository
	For creating a canonical format for shared enterprise information
	<vendor name, product name>
	<yes or no>

	Portal integration
	Enterprise and Web portals 
	Providing unified interface to disparate information and applications
	<vendor name, product name>
	<yes or no>

	Composite applications
	Application and Web servers
	Used for building new applications or application components or business services
	<vendor name, product name>
	<yes or no>

	
	Web service orchestration
	Used for “assembling” component-based applications
	<vendor name, product name>
	<yes or no>

	
	Web services
	Used for creating application services to be used in the composite application 
	<vendor name, product name>
	<yes or no>

	Process integration
	BPM 
	Modeling, implementation, and management of integrated business processes
	<vendor name, product name>
	<yes or no>

	
	BAM
	Real-time monitoring of processes and dashboards; may be part of BAM tool.
	<vendor name, product name>
	<yes or no>

	B2B integration
	B2B servers
	Used for integration with partners and suppliers, build on-line community. Integrates with back-end applications via adapters or EAI servers
	<vendor name, product name>
	<yes or no>

	
	EDI
	Used for large partners, existing EDI solutions. Used with VAN
	<vendor name, product name>
	<yes or no>

	
	XML 
	Used for sending messages to partners via the Internet
	<vendor name, product name>
	<yes or no>

	
	Web services
	Used as a standardized interface
	<vendor name, product name>
	<yes or no>

	Mobile integration
	Mobile integration servers 
	Delivers information to different mobile devices from common information and business rules
	<vendor name, product name>
	<yes or no>

	Security integration
	Security integration servers
	Integrates disparate security systems
	<vendor name, product name>
	<yes or no>


5. Integration Architecture Description

<The Architecture Description contains two different views: the conceptual view and the development view.>

5.1. Conceptual View

<The conceptual view shows all of the components and their relationships. This conceptual view can be drawn in a number ways. For example, it could be shown as a layered architecture with the lowest level protocols shown above TCP/IP, and at the highest level the applications and how they connect into the system. Furthermore, the layers could be split to show how the layers fit into the server architecture. For example, the services would be shown on different servers than the adapters or interfaces. Each application would be shown dependent on the servers or mainframes on which they reside. The conceptual view would demonstrate how they fit together and the relationships inside and outside the firewall.>

5.2. Development View

<The development view is a description of how and when each of the different tools and interfaces is used, to guide the development team utilizing the integration architecture. For each and every aspect of the integration architecture, there must be a description of how a developer may apply the architecture. This would include the languages supported and the manner in which services and capabilities are accessed, tools for developing any integrations, and tools for configuration and administration. Additionally, standard interfaces available for use should be defined.>

	Language support
	<list how each language is supported. Describe the form of the access.>

	Integration definition tools
	<list any tools used to create and manage an integration definition.>

	Integration support tools
	<list any tools used to support management and configuration of integrations.>

	Open interfaces
	<list any open interfaces that can be used independent of languages or development tools.>


6. Standards Profile

<This section specifies all standards that have been adopted by the organization that are relevant to the integration architecture. The full specification should also include a governance policy that defines how compliance with standards will be managed, and the process and guidelines for approving solutions that do not comply with standards.>

	Communication protocols
	<industry standard or technology for each type of communication> 

	
	<example: RosettaNet; JMS; etc.>

	Application interfaces
	<industry standard or technology for each type of application>

	
	<example: Web services for x types of applications, packaged adapters for y type of applications, JCA for z type of applications>

	Message formats
	<industry standard or technology for each type of message>

	
	<example: XML for most types of messages, EDI for transactions with large partners, etc.> 

	Process models
	industry standard or technology>

	
	<example: standardize on a tool or a modeling standard such as BPEL>

	Metadata
	<standards for different types of metadata>

	
	<example: metadata about interfaces, Web services, data transformation, etc.>


7. Service Level Agreements

<Service level requirements include availability, integrity, scalability, maintainability, manageability, usability, performance, transaction services, persistence, and directory services.>

7.1. Availability

<There are two types of availability metric: system availability (8x5, 24x7), and availability of integration ( real time, periodic, or batch). This metric defines when the information that has been integrated is available for use.>

7.2. Integrity and Delivery Service

<Integrity of integrated information rests on the integrity of the transmission as well as the integrity of the information being processed. Transmission integrity is ensured by transmission services such as guaranteed delivery, once-and-only-once delivery, and persistent message stores. The integrity of the information processes is dependent upon the validity of the translation and transformation process and the processing of the information by the target system. This metric can be measured in error rates.>

7.3. Scalability

<Scalability requirements determine the type of architecture as well as the technologies selected for implementation, and are a large factor in capacity planning and purchasing. The scalability requirements must be defined for the expected needs of the organization in the short term as well as the longer term. Scalability requirements can be defined by the following parameters:

· Amount of information to be passed

· Transaction rates (time/volume)

· Number of applications to be integrated

· Simultaneous end-user connections

7.4. Maintainability and Manageability

<Maintainability and management requirements can be defined by the following services:

· Monitoring and alerting

· Startup, shutdown, and restart

· Troubleshooting and level of support

· Maintainability of code and use of tools

· Installation and managing release of updates and ability to rollback

· Scheduling

· Integration with existing tools

After determining manageability requirements, we recommend summarizing them for the purposes of enterprise planning. Assigning a manageability requirement rating to each application or project can do this. This rating provides a summary view of all manageability requirements. The following rating can be used:

· Level 1. Startup, shutdown and restart, troubleshooting, scheduling remote installation,

· Level 2. Level 1 plus updates and rollbacks, integrated application repository

· Level 3. Level 2 plus real time monitoring and alerts, full integration of development and management tools>

7.5. Usability

<Usability refers to how easily each type of user will use the system. Define all types of system users, along with the type of access and usability they require. The table below can be modified or expanded as needed.>

	Type of User
	Usability Requirements

	Developers <J2EE, .NET, Web services, legacy, integration specialist> 
	<J2EE and/or .NET programming, Web service programming interfaces>

	Analyst
	<modeling interface>

	Designer
	<modeling and configuration interface>

	Line of business managers
	<browser-based portal or dashboard, real-time alerts>

	Other business user
	<browser-based portal, real-time alerts>

	Operational managers
	<interface to management tools, portal interface of operational status, real-time alerts>


7.6. Performance

<Performance requirements define the level of service the infrastructure needs to provide to support business users, processes, and transactions. Performance requirements are also used in the Capacity Planning View (section 9 of this template).>

	Response time
	<real-time, minutes, hours, days>

	Throughput
	<number of transactions, data volumes>

	Turnaround time
	<seconds, minutes, hours, days>

	Number of simultaneous users
	<subtotals by types of users defined in usability>

	Number of connected applications
	<name all applications that will be integrated>


7.7. Transaction Services

<Transaction services include distributed transaction support and XA standard transaction compliance. This information determines how transactions will be managed and how transactional integrity will be maintained. This section also defines requirements for supporting industry and regulatory standards such as RosettaNet, HIPAA, or other industry standard transactions.>

7.8. Persistence Services

<Persistence is required for improved reliability when recovering from a failure. Being able to re-start a failed system without losing any in-process integrations is the most basic use of a persistence service. Other types of uses for persisted data include the ability to rollback any actions, perform audits of activity, or to use the collected data to analyze activity on the infrastructure. This section defines the requirements to provide storage of the integration data and state information during and after any use of the integration infrastructure.>

7.9. Directory Services

<Directories can provide location transparency by allowing applications to “find” other applications for integration. They can store configuration information on resources or users that can be used by any application or integration process. Finally, a directory can be used to store security information. The table below depicts the types of information to specify for directory services.>

	Component Name
	Component Type
	Location
	Description
	Other Fields

	<component name>
	<component type>
	<location>
	<description>
	<value>

	<component name>
	<component type>
	<location>
	<description>
	<value>


7.10. Service Level Summary Table

<The Service Level Summary Table is useful for displaying an aggregate view of service level requirements.>

	
	<Application Type or Name>
	<Application2 Name>
	<ApplicationN Name>

	Availability
	<real time or batch; 8x5 or 24x7>
	 . . . 
	 . . . 

	Integrity and delivery service
	<guaranteed; once-and-only-once; message stores>
	 . . . 
	 . . . 

	Scalability
	<connections, locations transactions, data volumes> 
	 . . . 
	 . . . 

	Maintainability and manageability
	<Level 1, Level 2, Level 3>
	 . . . 
	 . . . 

	Usability
	<developers, analysts, designers, LOB managers, other business users, operational managers>
	 . . . 
	 . . . 

	Performance
	<response time, throughput, simultaneous users>
	 . . . 
	 . . . 

	Transaction services
	<distributed transactions, XA compliant, HIPAA, other>
	 . . . 
	 . . . 

	Persistence
	<storage of data and integration information for recovery, playback and analysis>
	 . . . 
	 . . . 

	Directory services
	<information about all of the components of the integration infrastructure>
	 . . . 
	 . . . 


8. Security

<Security is a type of service-level requirement, but it is such an important topic and a highly specialized topic that it is dealt with separately. The specification should start by summarizing the top-level security requirements by the categories or types of applications that will be utilizing the architecture. This can be done in a general manner, as shown in the following table, but it is more effective if it can be specifically defined.>

	
	Authentication
	Authorization
	Auditing
	Confidentiality
	Nonrepudiation

	Internal data
	
	(
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	(
	(
	
	
	(

	Customer data
	(
	(
	(
	(
	

	Internal application
	(
	(
	
	
	

	Partner application
	(
	(
	
	
	(
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	(
	(
	(
	(
	(

	Internal process
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	(
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	(
	(
	(
	(
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8.1. Authentication

<Authentication services confirm the identity of a user. A detailed specification of authorization service requirements includes the following:

· List of user types. User types should correlate to the types of applications or services a group would access. Examples include: designers, programmers, managers, line-of-business users, customers, and partners.

· Level of authentication for each type of user or role. Levels of authentication may include: password, password with public/private key encryption, digital certificate, or biometrics.

· Whether unitary login will be supported. Unitary logic defines whether authentication can be performed once for all applications and services. This requires a centralized directory for all services.

· Definition of how user accounts will be managed. User accounts must be constantly created and updated based on the changes that occur in the business. It is important to have a formal process defined on how this information will be kept synchronized.>

8.2. Authorization

<Authorization levels determine what operations a user or process is authorized to perform on a set of data or within an application. This section defines categories for authorization, based on application and/or sensitivity of data. Authorization is usually defined in a CRUD matrix that defines rights to Create, Read, Update, or Delete information.>

	
	<Application 1>
	<Application 2>
	<Application 3>
	<Application 4>

	User Role #1
	<C, R, U, D>
	<R, U>
	<R, U> 
	<R>

	User Role #2
	<R>
	<C, R, U, D>
	<R, U>
	<R, U> 

	User Role #3
	<R>
	<R>
	<C, R, U, D>
	<R>

	User Role #4
	<R>
	<R, U>
	<R, U> 
	<C, R, U, D>


8.3. Perimeter Security

<This section should address how the integration architecture will work with perimeter security and the types or categories of integration that will be required to use the perimeter security features. Perimeter security is the combination of firewalls, encryption, authentication services, and architecture to protect the enterprise from the outside world. The configuration of the perimeter security will dictate the design of the integration architecture as it relates to external usage.>
8.4. Auditing

<This section defines categories for auditing based on the type of application and the sensitivity of the data being processed. Basic categories of auditing are:

· Level 0. Maintain no information

· Level 1. Maintain information on type of interaction and participants

· Level 2. Maintain only instructions for each interaction

· Level 3. Maintain a complete set of information on every interaction

Performance and resource requirements are the tradeoffs in making a distinction between each level.>

8.5. Confidentiality

<Confidentiality refers to the level of privacy that a transmission requires. Confidentiality usually applies to the level of encryption that is applied, but could also be reflected in the communications path that is used.>

8.6. Nonrepudiation

<Nonrepudiation is extremely important for B2B transactions. The specification should define the level of nonrepudiation service required, and which types and categories of applications require it.>

	Type of Nonrepudiation
	Type of Application 

	Nonrepudiated communications sessions
	Simple integrations of applications or the exchange of data between applications

	Nonrepudiated middleware services
	Integrations where the interactions are with an middleware infrastructure

	Nonrepudiated transactions
	Transaction processing

	Nonrepudiated application actions consisting of multiple transactions
	Complex business processes


9. Capacity Planning View

<This section specifies the design approaches to achieving specific application-required responsiveness, throughput, capacity, reliability and availability, and scalability. The information from Service Level Requirements is the input to capacity planning. The goal is to define how all service level requirements will be met.>

	Requirement
	Design Approach 

	Availability
	<back-up and recovery plan, redundancy plan, fail-over, disaster site, etc.>

	Response time 
	<network bandwidth, high-speed access, localized access, optimized human interactions, application performance optimization, database optimization>

	Throughput
	<network bandwidth, high-speed access, application performance optimization, database optimization, storage capacity>

	Turnaround times
	<network bandwidth, high-speed access, application performance optimization, database optimization, real-time alerts>

	Number of users
	<connection management, caching, localized access through redundant stores, optimized human interactions, application performance, database optimization>

	Number of connected applications
	<point-to-point integration, integration server, distributed integration servers>

	Transaction services
	<transaction monitor, transaction services within application, other>

	Persistence services
	<storage systems, recovery and playback capabilities, analytical tools>

	Directory services
	<directory server, administrative tools>


10. Design Constraints and Guidance

<All constraints and specific guidance for architects, designers, and developers should be defined at this point. Some areas to be considered in the setting of constraints and guidance are

· Known performance limitations

· Formatting guidelines for data

· Constraints on metadata definitions and registration

· Preference on use of different types of interfaces

· Special cases of security implementations

· Deviations allowed from the integration architecture>

11. Conclusions and Recommended Next Steps

<Summarize any particular issues or decisions regarding the integration architecture.>

Appendix A: References

<The appendix should list any reference documents used in the creation of the document so that its contents can be traced back to their sources if necessary. This should be broken down into internal documents and external documents. Internal documents are those that belong to the organization. External documents are items such as articles, whitepapers, Web sites or product documentation.>
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