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PCRouter Cisco ASA 5500 Workgroup
Switch

Database

Cisco Nexus
9300 Series

Route/Switch
Processor 

File ServerCisco Nexus
9500 Series

Server FarmVirtual Server

Storage Array Network Cloud,
White

IBM Mainframe

Command Syntax Conventions
The conventions used to present command syntax in this book are the same conventions 
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

QQ Boldface indicates commands and keywords that are entered literally as shown. In 
actual configuration examples and output (not general command syntax), boldface 
indicates commands that are manually input by the user (such as a show command).

QQ Italic indicates arguments for which you supply actual values.

QQ Vertical bars (|) separate alternative, mutually exclusive elements.

QQ Square brackets ([ ]) indicate an optional element.

QQ Braces ({ }) indicate a required choice.

QQ Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Preface
Where does the idea start to write a book?

For me, there were many signposts along the way. Years ago, when I was young, I knew 
that books were my way to see the world and to think in a different way. Without them, 
I would have never ventured from deep in the mountains far from the world outside. I 
was always a natural scientist, experimenting on anything and everything. Taking apart 
most things and putting them back together—well, almost. Writing a book was always a 
thought in my young mind.

Fast-forward many years, I have worked with this group since joining Cisco six+ years 
ago. With them, we have been solving problems, helping people, and making a difference 
every day around the world. To say that this is what drives me is an understatement.

The needs of my customers and my teammates drove me to want to start this effort. 
Understanding the concept of Zero Trust was something I was presenting, speaking, 
designing, and advising about—over and over. Everyone having a varied understanding.

The only way I could think to solve the issue of getting everyone on the same page was 
to set out the concepts in writing. It started as a small idea, and then it kept growing. My 
mentors all said, “You should write a book!” The idea became a reality.

After I approached everyone on this writing team one by one, we formed a tightly bound 
group, strengthened by the need for the information to be put on paper and standardized 
in way that was easier to understand and, most importantly, repeatable.

Thank you to each of my coauthors for making this dream come together. It would have 
never happened without you!

I hope this book helps you, the reader, and makes a difference on your journey.

—Cindy Green-Ortiz

Prologue: Jason Penn, Cisco Director, Customer 
Experience

“Zero Trust is going to be super easy,” said no one ever. While this quote is clearly said 
in jest, the reality is that Zero Trust is a complex topic, dealing with complex technolo-
gies being implemented in complex environments. However, as I tell my children, just 
because something is difficult does not mean that it’s not worth doing and, most impor-
tantly, doing well.

I once had a security executive tell me that the security industry might be the only 
industry where you can buy more and more products but never really feel as though 
you’re achieving better and better results. Even 10+ years later, there is a lot of truth in 
that statement. To me, this is the crux of what Zero Trust really is—namely, weaving 
together a grouping of security technologies to increase your security posture, increase 
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your visibility, decrease your response times, and generally feel as though you’re using 
security tools to get better at protecting your critical corporate assets. Wouldn’t it be 
nice if the tools worked for you, instead of the other way around?

In the modern day of “work anywhere,” cloud-native/hybrid cloud/multicloud, and so 
on, there is a seismic shift in the way we access and consume applications, data, and 
infrastructure. At the same time, the normal adversaries (nation-state, hacktivists, hobby-
ists) are still out there, but getting better and more aggressive. Which is why I believe the 
Zero Trust framework is critically important and should be looked at seriously.

Okay, so you’re clearly interested in Zero Trust as a concept (you’ve made it this far into 
the book anyway). What led you here is probably a common set of questions, such as

QQ What really is Zero Trust?

QQ How and where do we start this journey?

QQ What does success look like?

QQ When are we done?

QQ What do we have in our portfolio already?

QQ What are we missing?

QQ What do we have that is possibly duplicative?

These questions are valid and common, and they warrant real thought and inspection. 
And as is typical with these types of initiatives, the answers will vary from company to 
company based on business objectives, risk tolerances, compliance considerations, and a 
myriad of other variables that are unique to your company, your industry, and your situ-
ation. Which essentially means that you are going to want to create a workable plan that 
addresses your specific needs. Workable being the operative word. A plan that “boils the 
ocean” is no plan at all.

I have spent many years as a security practitioner, specifically helping organizations with 
their current and future states, gaps, and strategic direction. In that time, I have learned 
the value of having a realistic plan that is directionally accurate but also flexible. Not 
flexible to the point where you rewrite it every year, but flexible enough to nudge the 
direction or timelines based on the current situation, whatever that may be.

Additionally, I find great value in a plan that allows more frequent, small victories. A plan 
where it is possible to report forward progress and keep people interested. Hence, the 
earlier comment about not “boiling the ocean”; biting off too much in a single sitting will 
inevitably result in frustration, failure, and eventually a loss of funding.

This book is intended to be a guide on how to navigate the entirety of the Zero Trust 
journey, from concept and planning to a phased approach to execution, across multiple 
different industry sectors. It is written to face the realities head-on and provide practical 
examples that are based in experience and that can be used to enlighten your journey.
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I hope that you enjoy the topic, the guidance, and the love and experience that went into 
creating this book. The authors are truly passionate about Zero Trust, so much so that 
they used their spare time to write a book about it. Talk about dedication!

Foreword: John Strong, FBI Special Agent in Charge, 
Retired

“Change is the only constant in life.” We have all heard this maxim that is credited to the 
Greek philosopher Heraclitus. In my 30-plus year career as an FBI Special Agent, I saw 
many examples that supported this. I learned that if you are slow or unwilling to evolve 
with the changing threat environment, you are eventually going to lose. The threats we 
face are always evolving. In the cyber world, they are doing so at breakneck speed. If 
your organization isn’t recognizing and effectively reacting to these changes, your secu-
rity stance is becoming less effective every single moment—and your risk is growing.

From its start in 1908, the FBI developed over the years into the world’s premier law 
enforcement agency. When I joined in 1990, the Bureau had well-honed training and 
tactics to solve many sophisticated federal offenses. We were good. Some, including me, 
said we were the best. But we were inflexible. Slow to adapt to the growing threat of ter-
rorism. Reactive.

Events like the Oklahoma City bombing and 9/11 were game changers for the organiza-
tion. It was no longer acceptable for the FBI to arrive after the crime was committed and 
solve it. The only stance acceptable to the American people was a Bureau that was proac-
tive and could stop these events before they happened. Since those terrible events that 
occurred over 20 years ago, the FBI has morphed into a much more intelligence-driven 
and proactive organization that is prepared for the dangers we face today. It wasn’t a 
pain-free or linear transformation, but we got there. To keep pace with the cyber, terror-
ism, and traditional criminal threats of today and tomorrow, the FBI has to continuously 
evolve and adapt to meet the challenge.

Likewise, your business security posture has to evolve with the threats you face before 
you have your game-changing event. We have gone from the days of locks, fences, and 
cameras protecting the crown jewels of our organizations to securing them in the cloud. 
The workplace is no longer static. The public health threat posed by COVID-19 put us on 
the express lane to a work from anywhere world where fewer and fewer work from “the 
inside.” The insider threat no longer comes predominately from within. Even hackers have 
changed with the times. We have moved from the destructive teenaged hackers in the 
basement to sophisticated cyber-criminal cabals using commoditized tools and ransom-
ware as well as state-sponsored hacking organizations. Even that difference has become 
blurry, as some hackers working for governments will use those same skills and tools in 
their own criminal endeavors while off duty.

Once someone with authorized access to your systems decides to steal or sabotage, how 
far can they get? A criminal who has compromised an employee’s credentials, can they 
run amok? A hacker who has slipped in through the cracks, are they lurking in the shad-
ows of your systems? Do you know? Are you sure?
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Trusting a device merely because it is within the “corporate fence line” or connected 
through a VPN no longer creates a solid security posture. If you are not implementing 
Zero Trust as part of your security plan, you are leaving doors open, which could lead to 
the loss of your most precious data. Are you ready to secure those doors? If you are, it’s 
probably not too late.

During the last quarter of my career, I proudly served as the Special Agent in Charge of 
all FBI investigations in North Carolina. The Tarheel state is home to many large corpo-
rations, including some high-tech powerhouses. We knew that we couldn’t effectively 
protect the citizens and corporations across the state without the assistance of our pri-
vate sector. We drew upon this wealth of resources and teamed with corporate security 
professionals from across the state in a public-private partnership known as InfraGard. 
That’s where I had the honor of meeting and partnering with dedicated security experts 
like Cindy Green-Ortiz.

Cindy served as the president of the Charlotte InfraGard chapter, where she led the effort 
to share threat intelligence and industry best practices to close security gaps. Being elect-
ed to that position by her peers showed the high esteem in which those professionals 
held Cindy and her leadership. I found their confidence in Cindy to be well-founded.

Cindy not only addressed the concerns of the day. She also had a focus on the future. By 
dedicating her time, talent, and vision, Cindy was instrumental in inspiring and motivat-
ing young minds during the annual, weeklong summer cyber camp for STEM-focused 
high school students cosponsored by InfraGard and the Charlotte FBI field office. Those 
talented young people are part of the next generation to take on the cybersecurity  
challenge. I couldn’t have asked for a better partner than Cindy.

Zero Trust fits today’s work environment and aligns with the principle of least privilege. 
It’s the latest evolution of security for IT infrastructure and data in today’s cloud-based, 
location-agnostic workplace.

How focused is your organization on the management and monitoring of credential 
usage? Four out of five network attacks involve the use or misuse of credentials. Are you 
comfortable that those people and devices that are fully vetted have access to all the data 
they need, yet only the data they need, to perform their jobs effectively? Have you done 
all you can to limit the “blast radius” of malevolent access to your systems?

I commend you for starting your journey toward Zero Trust with this book. Zero Trust is 
flexible in its design and can be tailored to meet unique and specific needs in your secu-
rity strategy and give you robust ROI.

Your attention now will make it much less likely that you will be calling my former  
colleagues at the FBI about being hit by a ransomware attack or some other compromise 
of your organization’s crown jewels. Keep up the good fight!

—John Strong, Special Agent in Charge, FBI (Retired)
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Introduction
The goal of this text is to provide the reader with tried-and-true methods to imple-
ment Zero Trust Architecture throughout an organization based on the combined 85 
years of security and architectural experience across all authors. These architects and 
engineers work together daily across tens of organizations, hundreds across their respec-
tive careers, to migrate organizations toward a consistent and replicable Zero Trust 
Architecture for sites throughout the world.  Throughout this experience and the design 
of a Zero Trust Architectural process, observations of where organizations are most  
successful have been factored into this text. In addition, discussions entailing where 
common mistakes are made, or assumptions made that have been proven, generally, false 
are found throughout.

While there is significant debate throughout the security world regarding the effective-
ness of Zero Trust and how aspects of Zero Trust may differ between organizations and 
their own idiosyncrasies, this text is meant to provide a broad recommendation and guid-
ance to assist organizations, architects, and engineers on their journey toward Zero Trust.  
Considerations made when evaluating these assumptions and mistakes typically include 
an organization’s business behavior, industry, and capabilities. Additional considerations 
also include the best ways to mitigate organizationally unique risks, and analysis that 
can only be done within the organization. This analysis must consider unique facts and 
insights to best align the proper recommendations within the Zero Trust methodology for 
an organization’s specific needs. 

Goals and Methods
This text is meant to be our attempt to articulate what we, the authors, have seen work 
in the hundreds of customers that we’ve worked with over the years who are pursuing 
similar Zero Trust goals. With the continuous changes occurring in the industry related 
to Zero Trust, and the components that are seen as making up the Zero Trust concept, 
this reference serves as a point-in-time baseline for what we believe is the most practical 
approach for most customers.

In a manuscript written to guide customers, the 80/20 rule always must apply. The goal 
pursued here is that methodologies within this book will assist 80 percent of customers’ 
work toward their Zero Trust goals with minimal variation on the methods stated here. For 
the 20 percent of customers who have already gotten to a point in their pursuit of Zero 
Trust that renders much of what is in this text as ancillary to their goals, the hope is that 
this text might serve as a reference model for operations and engineering—specifically, for 
how to continue to improve or operate the Zero Trust Architecture.

Throughout the text, we use a fictional customer made up of use cases from across 
industries, with the names and concepts changed to better illustrate problem statements 
with Zero Trust solutions. Not only do we hope that this method will aid in your  
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learning, but we hope that it will provide a relatable technology and business concept 
definition, while protecting the innocent customers who have made very relatable  
decisions or mistakes.

Many will notice that broader concepts are used throughout the text with some  
avoidance to state the singular be-all-and-end-all technologies that must be present to 
accomplish a goal or milestone. This approach is purposeful. As Zero Trust evolves, and it 
continues to do so every day, products will change, but their functionality and business-
aligned goals will remain the same. This is the pattern we’ve observed throughout tens of 
years in the industry, and with the hope that many of us will have tens of years more.

Who Should Read This Book?
Zero Trust Architecture (Networking Technology: Security) is for network cyber-
security engineers and architects. The primary audience is for network cybersecurity 
engineers and architects who are responsible for creating a framework based on a set 
of principles assuring monitored and managed least-privilege access security controls to 
remediate and mitigate advanced cybersecurity threats. The secondary audience is other 
networking staff members who have interests in mature least-privilege cybersecurity 
access strategies in relation to their specific corporate business environments.

This book should be read and used by intermediate to advanced readers. Because of the 
methods explored in the content, industry experts could reference this book.

Strategies for Implementation of Zero Trust
The key to pulling the organization’s teams together will be an executive sponsor who 
has broad oversight across business units and any areas of the organization that may be 
affected by the application of the Zero Trust journey. The executive sponsor should be 
positioned to influence the participation of the disparate teams required for the proj-
ect and have direct ownership of outcomes. This may entail an executive at the C-suite 
with mandates from the board of directors, may be a team of executive managers, or 
may be a singular senior manager with broad influence and authority. Regardless of 
the person or team, due to the changes in ongoing operations, configurations, and dif-
ferentiated access, the executive sponsor must have the authority to accept changes to 
policy and prevent access to individuals while shielding operations staff. At the same 
time, this executive sponsor must have the influence and connections within the busi-
ness to socialize and gain buy-in from across the organization. Preparing for and driving 
toward the implementation of Zero Trust requires broad support and involvement from 
a wide range of teams within the organization. In addition, programs should account for 
key performance indicators of the business, providing a metric for evaluating how the 
program is working and what improvements will be needed to get the program off the 
ground. Both aspects are critical to the success of the program.
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How This Book Is Organized
Although this book could be read cover to cover, it is designed to be flexible and allow 
you to easily move between chapters and sections of chapters to cover just the material 
that you need more work with.

The book is organized into 11 chapters and one appendix and covers the following topics:

QQ Chapter 1, “Overview for Zero Trust (ZT)”—This chapter starts by providing an 
historical overview of Zero Trust. Next, we provide an introduction into Cisco’s five 
Zero Trust capabilities to present the scope of a Zero Trust security infrastructure. 
Finally, this chapter begins a fictional organization’s use case that will be used as you 
read to give practical examples of each chapter’s discussion topics.

QQ Chapter 2, “Zero Trust Capabilities”—This chapter further defines and explores 
the previous chapter’s introduction of Cisco’s Zero Trust Capabilities: Policy & 
Governance, Identity, Vulnerability Management, Enforcement, and Analytics.

QQ Chapter 3, “Zero Trust Reference Architecture”—This chapter presents the Zero 
Trust Reference Architecture and then breaks down the overall architecture into dis-
tinct practical service area locations. Typical service areas explored in further detail 
includes campus, branch, core network, WAN, and cloud.

QQ Chapter 4, “Zero Trust Enclave Design”—This chapter deals with how the application 
of a Zero Trust model to an architecture will vary in its construct between different 
layers of the network, including branch, campus, WAN, data center, and cloud.

QQ Chapter 5, “Enclave Exploration and Consideration”—In this chapter, we discuss 
and analyze some of the so-called gotchas, or unique attributes, for organizations 
and industry verticals, and call out considerations.

QQ Chapter 6, “Segmentation”—This chapter examines the aspects of communications 
before attempting to restrict objects, which is key to a successful Zero Trust segmen-
tation-based deployment.

QQ Chapter 7, “Zero Trust Common Challenges”—This chapter covers many common 
challenges encountered while implementing Zero Trust.

QQ Chapter 8, “Developing a Successful Segmentation Plan”—As an organization 
strives to develop a plan of how to classify and segment endpoints while maintaining 
business as usual, this chapter helps organizations plan for the future of Zero Trust.

QQ Chapter 9, “Zero Trust Enforcement”—This chapter examines a practical plan for 
how an organization might align with a stepwise approach and ensure that when an 
enforcement mode for a security-based mindset is reached, an organization can have 
confidence that as much due diligence as possible has been done to be successful.
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QQ Chapter 10, “Zero Trust Operations”—This chapter covers the fundamentals of 
what should happen when a Zero Trust environment enters a steady operational state, 
the network and assets are still monitored, and traffic is logged and audited.

QQ Chapter 11, “Conclusion”—Utilizing the five core principles of Zero Trust present-
ed here is a great starting point. However, continuous improvement and reuse of each 
principle throughout an organization’s journey will be key to the ongoing success of 
Zero Trust.

QQ Appendix A, “Applied Use Case for Zero Trust Principles”—This appendix pro-
vides use case examples of an organization’s journey that will be key to the ongoing 
success of Zero Trust.
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Figure 1-2  Discovery Workshop Activities
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Figure 1-3  Practical Top-Down Design Example
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Figure 1-4  Cisco Zero Trust Capabilities
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Zero Trust Capabilities
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Figure 2-1  Cisco Zero Trust Capabilities
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Figure 3-1  Zero Trust Reference Architecture
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Figure 3-2  Zero Trust Reference Architecture Overview
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Figure 3-3  Corporation’s Branch Office Zero Trust Reference Architecture
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Figure 3-4  Central Campus
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Figure 3-5  Network Telemetry
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Figure 3-6  WAN Control Points
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Figure 3-7  Data Center Architecture
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Figure 3-8  Cisco ACI Fabric Policy Model
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Figure 3-9  Cloud Topology
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Zero Trust Enclave Design

Chapter 4
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Figure 4-1  Common Zero Trust Enclaves
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Figure 4-2  Corporate Proximity Services
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Figure 4-3  Cloud Service Models
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Chapter 5

Zero Trust Enclave Design
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Generation Type Percentage Billions of kWh

Fossil Fuel 60.8% 2504

Renewables 20.1% 826

Nuclear 18.9% 778

Source: US Energy Information Administration, “Frequently Asked Questions (FAQs),” www.eia.gov/
tools/faqs/faq.php?id=427&t=3.

Table 5-1  2021 US Generation by Type
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Segmentation
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Figure 6-1  The OSI Model
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Figure 6-2  VLAN-to-Subnet Mapping
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Figure 6-3  Switched to Access Design
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Figure 6-4  Routed to Access
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Figure 6-5  Applied Methods and Considerations for Segmentation
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Figure 6-6  Endpoint Segmentation Plan
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Example 6-1  Various Access Control Lists

! Standard Layer 3/4 Access Control List

access-list 100 permit tcp 192.168.1.0 0.0.0.255 host 10.10.64.1 eq 23

 

! Security Group Tag Layer 2/3/4 Access Control List

cts role-based access-list rbacl1

  permit udp src eq 1312

cts role-based access-list rbacl2

  deny ip log

cts role-based sgt 10 dgt 20 access-list rbacl1

cts role-based sgt 20 dgt 10 
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Chapter 7

Zero Trust Common  
Challenges
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Figure 7-1  Determining Contextual Identity
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Chapter 8

Developing a Successful 
Segmentation Plan
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Figure 8-1  Sample Healthcare Administration Building Segment Mapping
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Figure 8-2  Common Healthcare Endpoint Types
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Figure 8-3  Healthcare Boundary Service Segmentation Service Mapping
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Figure 8-4  Segmentation Model
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Figure 8-5  Policy Decision Matrix
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Chapter 9

Zero Trust Enforcement
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Figure 9-1  Implementation Plan
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Figure 9-2  Common Mobile Device Manager and Its Endpoint Device Abilities
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Corporate Endpoints Contractor Devices Data Center Devices

Medical Endpoints Security Devices Branch Devices

Manufacturing Endpoints Media Devices Quarantined Devices

Research Endpoints Demo Devices Remediation Devices

Lab/Nonproduction Endpoints Network Devices Shared Services Devices

Servers Infrastructure Devices Unified Communications 
Devices

IoT Devices/Sensor Devices Headless Devices

Guest Devices Authenticated Devices

Table 9-1  Endpoint Mapping
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Chapter 10

Zero Trust Operations
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Figure 10-1  Zero Trust Segmentation Cross-Team Alignment
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Figure 10-2  Technology Adoption Life Cycle from Crossing the Chasm  
by Geoffrey A. Moore
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Figure 10-3  Manufacturing Segmentation Plan
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Figure 10-4  Zero Trust Attribution Decision Flow
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Figure 10-5  Policy Maintenance: Where to Look
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Conclusion
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Figure 11-1  Zero Trust Operations: Continuous Improvements
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Appendix A

Applied Use Case for Zero  
Trust Principles

Business Problem
Smart Building Central Inc. (SBC) was embarking on a state-of-the-art building, slated 
to be its new headquarters and be “A place that people would want to work.” The new 
headquarters, deemed Smart Building Central, was slated to be a smart building with 
the goal of making working from the office as close to working from home as possible. 
Every system in the building, with few exceptions, would be connected to the network, 
with the backbone of the building being based on Cisco switching and wireless technol-
ogy. With those endeavors, SBC Inc. also wanted to avoid being the next cybersecurity 
incident headline by ensuring that devices would only communicate in a manner that was 
sanctioned by the system’s owners. This meant developing a secure communication bus 
between interacting systems, ensuring that the communications were mapped, controlled, 
and secured for daily operation within Smart Building Central.

The risk was significant. Smart Building Central’s interconnected campus consisted of 
Internet of Things–based devices, mobile applications to interact with IOT devices, and a 
wealth of applications and middleware to control systems across the building. With this 
goal of creating the ultimate work-from-home experience, and the assistance of Cisco 
Security Services, Smart Building Central began its journey toward “the art of the pos-
sible.” The knowledge that the approach would need to be as structured in its application 
as it was in its goal served as the guiding light toward success.

Goals and Drivers
The goal of Smart Building Central was to make the headquarters building a place where 
employees would want to work but also to show off the technologies to SBC’s end cus-
tomer in a sort of “art of the possible” partnership between Cisco and SBC Inc. SBC’s 
line of building enablement technologies—including elevators, escalators, cameras, HVAC 
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systems, lighting systems, irrigation systems, and security systems—would all be the 
central showcase of Smart Building Central, along with custom-developed integration 
software and brokering systems.

With breaches of recent years top of mind, SBC knew that there would be a need to 
understand how a centralized mobile app could integrate to change environmental factors 
around the individual worker. It would need to be able to locate users within the building 
on the scale of feet, and help them navigate to building services, both in normal times 
and during emergencies. Combined with the expected functionalities of any office build-
ing, including scheduling conference rooms, payment system integration, and even order-
ing from the resident Coffee Shop, smart technologies were meant to link users to ser-
vices in a seamless manner. However, unauthorized communications had to be prohibited 
from high-risk systems, such as HVAC systems communicating with point of sale. The 
largest challenge to be overcome was going to be the flat nature of the network, designed 
for no more than a couple thousand users. SBC Inc. defined new goals:

■■ Priority Goal #1: Understand all devices within an environment or building, their 
users, and network access devices.

■■ Priority Goal #2: Evaluate the ability for all devices to be authenticated and dynami-
cally authorized to the network through testing of sample devices, identified within 
the discovery process.

■■ Priority Goal #3: Determine communications required externally for each device as 
identified.

■■ Priority Goal #4: Determine the internal communications required for each device 
identified.

■■ Priority Goal #5: Ensure that all devices are onboarded into the asset management 
database, providing a single source of truth for devices unable to actively authenticate.

■■ Priority Goal #6: Force authentication for all devices capable of authenticating.

■■ Priority Goal #7: Exchange authentication data with peer systems within the environment.

■■ Priority Goal #8: Apply differentiated policy for actively authenticated devices.

■■ Priority Goal #9: Apply differentiated policy for devices unable to actively authenticate.

■■ Priority Goal #10: Provide metrics to prevent authentications that were not legiti-
mate in nature.

Application of the Principles of Zero Trust
Like many deployments, Smart Building Central was designed by its technical architects in 
alignment with classic networking aspects, aligning with a common “hard perimeter with 
soft, gooey interior.” Their classic design focus had as its key tenet that any device could 
get onto the network and have its communication limited only at the perimeter firewall.  
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All other connectivity internal to the network was allowed with few enforcement mecha-
nisms utilized within the “network trust boundary.” This was described by Cisco’s architects 
as a “connectivity over security” model. Due to the nature of its business, SBC Inc. found 
itself in a position where it would need to align with multiple regulatory requirements, 
including a need for authorized access, understanding of contextual identity, prevention of 
interactions between devices with no business interacting internally, and understanding of 
interactions with external entities. SBC not only had to account for devices interacting on 
behalf of business as usual but also had to plan for periodic review, auditing, and attempted 
exploitation of the devices and network as part of their future considerations.

The first step toward implementation of Zero Trust at Smart Building Central was a work-
shop, as described in Chapters 1–3. In its first attempt to hold a workshop, SBC started 
by inviting director-level talent from its networking and network security teams. As seen 
in Figure A-1, within the greater reporting structure of SBC Inc., networks fell under the 
chief technology officer, while network security fell under the chief information officer.

Figure A-1  Organization Chart of SBC Inc.
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Within the SBC Inc. culture, this hierarchy made for challenging interactions for a  
multitude of reasons. To begin, the two teams had different motivations and definitions 
of success with relation to those motivations. The networking team, which was within the 
same reporting structure as the network operations team, was focused on getting devices 
onto the network. Their primary goal was ensuring endpoints were able to conduct their 
business functions. The burden of doing so was already challenging. The typical process 
for an endpoint that was added to the network was distributed across multiple func-
tions with no definitive process defined for the exact requirements the endpoint, user, or 
department must follow to gain network access. Unfortunately, this presented itself to a 
fair number of additional challenges, short timelines, and removal of any roadblocks that 
prevented a device from getting onto the network for a legitimate business purpose.

The network security team was admittedly often at odds with the networking team. 
Being responsible for audits, penetration tests, incident response, and misconfigurations, 
the network security team was quite a bit more conservative in their approach to allow-
ing connectivity on the network than the networking team. Throughout the policy and 
governance phase of the Zero Trust engagement, it quickly became clear that a singular 
mission statement and some level of personnel to facilitate that mission statement had 
to be defined. So long as both teams conflicted in their view of the definition of “suc-
cess,” no practical progress could be made. SBC needed to avoid the inevitable use of 
timelines alone to dictate the approach to the problem statement of “excessive access and 
connectivity.” SBC Inc. wanted to avoid making the same mistakes by implementing the 
same methods as used in all other architectures. Due to the need to align with regulatory 
requirements that would be unique to Smart Building Central, the same approach would 
fail in its ability to align with these regulatory requirements, causing loss of government 
contracts, manufacturing grants, and in-house payment systems.

The first task agreed upon between the attendees within the initial workshop was a need 
to define the outcomes required for the successful deployment of Smart Building Central. 
This definition of the successful outcome needed to be solely defined as the success cri-
teria, not considering the current processes or governance that existed within SBC Inc. at 
the time. Five goals were determined to define success for Smart Building Central, all to 
be shared across organizations within SBC Inc. These goals included

■■ The ability to definitively identify a device as it was connected to the network, 
resulting in the device being provided only the access it required to fulfill its busi-
ness purpose.

■■ Prevention of unauthorized devices introduced from within Smart Building Central 
to access any key resources within the building or within SBC Inc. data centers.

■■ Minimization of impact of any one device being compromised within Smart Building 
Central or the greater SBC Inc. preventing business as usual within Smart Building 
Central.
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■■ The ability to enable next-generation smart capabilities with devices allowing for 
both comfort as well as health and safety alerting for both administrative and indi-
vidual authorized users within the building.

■■ Metric-based re-evaluation of priorities of Smart Building Central’s implementation 
of these technologies to define whether additional adjustments to tactical approach-
es to solving these challenges needed to be implemented, or whether the charter was 
infeasible for SBC Inc. as a company.

■■ The collective agreement across SBC’s management that these goals were their guid-
ing principles ensured no one entity could dictate the approach or metrics upon 
which the outcome could be measured.

Policy and Governance

The first determination made by attendees to the Smart Building Central Zero Trust 
deployment meeting was that a change in culture had to occur for the implementation of 
any additional restrictions to be introduced. Knowing that conflicts in the past had pre-
vented similar projects from getting off the ground within SBC Inc., leaders within both 
the network and network security teams agreed that changes to the organization well 
“above their paygrade” would need to occur. An understanding of the business impact 
of not doing so would need to be well articulated to leadership within the disparate 
organizations to drive this change. The largest challenge to be overcome was separate 
measurements of success for network and security teams, specifically being uptime for 
business-related applications versus resources spent on responding to threats on the net-
work, respectively. With the requirement to identify, understand, and enforce access for 
identities throughout the Smart Building Central campus being a key success factor for 
the implementation of Smart Building Central, priorities and metrics had to change. This 
change seemed drastic: an evaluation respective to whether security would inhibit the 
goals of the business versus SBC Inc. having the business at all. Without success in the 
form protecting the network from threats, SBC Inc. would lose its contracts to do  
business—the lifeblood of the company.

Throughout introduction to this use case, the term initial has been used in a purpose-
ful manner. With the realization and agreement between network and network security 
teams that decisions to be made had to be made at a higher authority level, the ability to 
succeed without having this charter in place was prevented. Internal meetings, alliances at 
the highest levels, and mutual understanding of success across the business units within 
SBC Inc. had to be accomplished to enable this success. Over the course of three months 
post-workshop, SBC Inc. determined changes that needed to be implemented to ensure 
success of the Smart Building Central project. The first was a move of the network secu-
rity team into the same organization as the network team, falling under a separate leader 
reporting through the chief technology officer. It was determined, based on business 
culture, that having teams report to separate executives with differing metrics of success 

Green-Ortiz_9780137899739_C04-9.indd   56 17/04/24   8:32 PM



From Zero Trust Architecture, by Cindy Green-Ortiz, Brandon Fowler, David Houck, Hank Hensel, Patrick Lloyd, and 
Jason Frazier (ISBN-13: 978-0-13-789973-9) Copyright © 2024 Cisco Systems, Inc. All rights Reserved.

would continue to inhibit success. This success applied to not only the Smart Building 
Central project but also future projects that would be influenced by the technologies 
required to make Smart Building Central a success. With Network Administration, 
Network Security, and Network Operations all reporting through the same executive 
management, a singular authority could provide edicts for successful implementation of 
technologies that would fuel Smart Building Central.

It is important to note that teams concerned with audits, penetration testing, incident 
response, and policies governing each of these aspects continued to report through the 
chief information officer. This alignment provided for an independent body that could 
help influence the technologies and controls required when applying them to the Smart 
Building Central project. In addition, this alignment gave the network and network secu-
rity teams the ability to define their largest pain points that must be overcome to accom-
plish the goals set out before them. Those pain points included

■■ The inability for either team to track, determine, or influence new purchases of 
devices that would require network connectivity.

■■ The lack of any communication to either team on the requirements for a device on 
the network before new devices were connected to the network.

■■ An inability to validate that devices were properly configured or onboarded with 
proper settings to connect to the network.

■■ A culture of consistent exceptions that allowed for the loudest or most influential 
users to connect devices to the network without question as to the merits of the 
connectivity or business purposes.

■■ A lack of visibility into what was currently on the network and, more importantly, 
whether those devices belonged on the network.

A large aspect of Smart Building Central’s success would be overcoming the pain points 
as defined by the network and network security teams. To do so, the collaborative team 
could now present a need for definitive policy to require which devices were provided 
what access and how. This information would be communicated to the newly formed cor-
porate security team. Then, the corporate security team, made up of policy writers, audi-
tors, penetration testers, and incident response engineers, could now act in an advisory 
role to the network team. The team would maintain a separated responsibility of ensuring 
the compliance of users to corporate standards, while the network security team merely 
had to build in the controls to validate that compliance.

The corporate security team, now with this newly defined responsibility, created policies 
aligned with Zero Trust core principles:

■■ All users who wish to partake in network communications with any device, applica-
tion, or username must agree to adhere to policies for the protection and control of 
data flow within the SBC Inc. network.
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■■ All devices must be clearly identified through network discovery means before being 
allowed to participate on the network in any manner. Identification of the device 
must include

■■ Who owns, manages, troubleshoots, and maintains the device, including its 
respective life cycle and vulnerability management techniques.

■■ The type of device, its purpose on the network, and assurance that it adheres to 
the identification policies defined for participation.

■■ The expected location or locations for the user or device when interacting with 
the network.

■■ The expected life cycle of the user, device, or application as it interacts with the 
network, including whether it is constantly connected, or intermittently connected.

■■ The medium that the user, device, or application expects to be connected over.

■■ The expected interactions, ports, protocols, and communication patterns that a 
user, device, or application had regarding other identities within the network.

■■ The exception to this policy is guest users who do not belong to SBC Inc., its 
partners, affiliates, or authorized network users.

■■ All devices that interact with the network must have validation by the owner, man-
ager, or operational technician that the device has been properly onboarded in accor-
dance with onboarding standards for SBC Inc.

■■ Any unauthorized device added to the network will be removed from the network 
with haste, and the responsible owner, manager, or technician prevented from rein-
troducing the device until all previous steps were validated by the network audit 
team to ensure compliance.

These simple but clear policies ensured that respective teams were made responsible for 
devices on the network, as opposed to overloading two teams with responsibilities that 
should be distributed across the company. As a result, these policies also increased the 
collaboration between network teams who would be responsible for ensuring a device 
could get on the network, and network security teams who ensured that control mecha-
nisms were put in place to allow only required connectivity. This collaboration allowed 
for the respective teams to focus on properly onboarding and identifying devices, as 
opposed to auditing and ensuring that repeat offenders or application owners who dis-
agreed with the policies were all held to account. In Smart Building Central, following 
policies would be the only way to add devices to the network.

Understanding the Business

Post-reorganization, Smart Building Central still had one major gap: When it came to the 
devices, users, and even applications that used the network, SBC was reactive in removing 
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unauthorized devices. With regulatory requirements being a net-new addition to the build-
ing, its infrastructure and endpoint management, changes in processes would also need to 
be considered to better identify and act in a proactive manner to remove threats as soon 
as they were identified. The first step in this process was to better understand the business 
of SBC Inc., and specifically how the business was broken down. The understanding for 
which business units, their purpose within the company, and their reliant endpoints, users, 
and applications would ensure each business unit could fulfill its purpose. In the second 
workshop held to plan for the implementation of Smart Building Central, senior leaders 
were invited to participate to work through what their business was responsible for, key 
systems the business relied on, and known interactions for those systems.

Considering the needs of Smart Building Central to be a headquarters building with 
enabling technologies, it was agreed that the leaders from current Corporate Operations 
would be invited to an identity-focused workshop, including business units with allo-
cated space with Smart Building Central. These Corporate Operations departments, 
including Finance, Human Resources, IT, Marketing, and Partner Sales, were assigned into 
the corporate endpoints category, which would later become one of the enclaves used to 
organize and enforce policy. Each department within the corporate endpoints category 
was asked a series of questions:

■■ How do your users typically access resources to do their jobs?

■■ What types of endpoints do you, your employees, and your partners or contractors 
use when they connect to the network?

■■ Through which medium do your users connect when they connect to critical 
resources?

■■ What are the critical resources that you rely on to do your job?

■■ Is your department active only during standard business hours, or do you regularly 
have long shifts? Do these shifts differ per time of year?

■■ Do your employees utilize their mobile devices at work for either personal or profes-
sional reasons?

■■ What systems within your standard working environment could be improved to 
make your use of the office more effective?

As would be expected, these questions, even when provided ahead of time to department 
heads and senior leadership, resulted in a variety of answers. The most common answers 
were small handfuls of application names or IP addresses being provided, especially by 
nontechnical resources. The answer to what could be improved, however, was broad and 
varied. Users needed the ability to present in an ad hoc manner devices that were most 
effective to their working patterns, an ability to easily find available collaboration spaces, 
and an ability to move to collaboration spaces most suited to brainstorming for the proj-
ect at hand.
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It was found that SBC Inc. had standardized on Lenovo laptops for all employees and had  
a stringent exception process to prevent the use of any other brand of laptop accessing  
corporate resources due to exploitation the company had suffered years prior. At the 
same time, other laptops could connect to the wireless guest network while on site 
for Internet access, and data could easily be transferred to them via physical means. 
Employees commonly utilized this tactic to work on laptops with larger screens, less 
stringent requirements on installed applications, or on machines where they were less 
likely to have their activity tracked. This behavior was typical of IT and Marketing users, 
both departments containing technical users who understood workarounds to policies 
that existed preceding the policy rework.

It was also found that most users split their time accessing resources on their corporate 
devices between wired and wireless networks, mainly because those employees who 
were in the office would dock their laptops when at their desk. This activity would cause 
the laptop to prefer the wired connection but switch to wireless when attending meetings, 
sales briefings, or events away from the employee’s desk. The wireless network, being 
solely preshared key authentication, provided a medium over which third-party devices 
could be joined with little control over the owner or purpose on the network. There was 
also significant disregard for hiding the password needed to join the SSID. So little cau-
tion was given to the preshared password that plastic placards could be found through-
out IT cubicles with a “frequently asked questions” list, including the key for anyone to 
observe and use.

Both aspects of security policy limitation were directly contributed to by the lack of 
identification techniques for any resource on the network. Most identification of end-
points was both reactive and done via tribal knowledge or manual lookup efforts. For 
many of the applications that employees utilized to do their regular jobs, there was little 
understanding of how these applications interacted between themselves, with application 
owners having left the company sometimes over a decade ago. With these application 
owners gone, the management of the application was left to no one in particular. If an 
application broke, technicians would log in to it with either default credentials that had 
never been changed, or with credentials that were static and part of a knowledge base 
that anyone on the network could gain access to. The significant risk of these practices 
being common across departments created a renewed sense of urgency with senior man-
agement of SBC Inc. to secure business processes and to identify devices and applica-
tions. Truth be told, senior resources within SBC Inc. did not realize how large of a risk 
the network and its connected devices had become.

The next aspect of the identity workshop for each of the respective corporate depart-
ments was an ask about roadblocks to doing their daily work or encouraging employees 
to come into the office. With Smart Building Central being slated to be an innovation 
forum for new ideas and enablement technologies, SBC Inc. wanted to hear from its busi-
ness units what would encourage employees to want to come into the office, as opposed 
to being remote or working from home. The most desired aspect of working from the 
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office was to network, socialize, and build their relationships with coworkers to feel more 
aligned with the business and the team that they worked on. Many of the participants 
alluded to “conversations around the water cooler” being an aspect that they valued most 
about being in the office but complained that the office was commonly far too noisy 
and distracting. One of the largest asks was to have collaboration areas where employees 
could work together on projects without the need to shout over cubicle walls. However, 
a major aspect of this collaboration was being able to seamlessly share ideas digitally 
without the need to find or schedule a conference room, which was already a very dif-
ficult task. It also was not guaranteed that the collaboration was best suited for laptops 
with standard mouse and keyboard layouts. Many employees noted they would rather be 
able to effortlessly share their tablet or phone screens with each other than to whiteboard 
with smart pens, enabling them to better share, edit, and save ideas for future develop-
ment and expansion. This meant providing areas that could be easily accessed, connected 
to, and collaborated within, without distracting others or needing to clear multiple  
technological hurdles to do so.

With these asks, understandings, and recommendations from those occupying the build-
ing, the company’s innovation engineers were invited to the workshop to illustrate their 
vision for Smart Building Central’s future technology enablement. The innovation team, 
focused on employee experience as well as marketing of SBC’s products, painted a futur-
istic picture of a headquarters that the market leader in smart buildings should provide:

■■ Ensure that there was as little downtime in the workday as possible; this effort was 
mainly a function of ensuring that employees could get to meetings and destinations 
as quickly and efficiently as possible. This innovation was enabled through a vast 
array of technological solutions:

■■ For employees to get to another floor and meeting as quickly as possible, the lon-
gest amount of time spent was waiting for an elevator to climb multiple stories. 
To mitigate this wait, the SBC Inc. innovation engineers had created an applica-
tion that would inform a centralized controller of an employee’s need to take 
the elevator to another floor. This controller worked the same way that rideshare 
services did: an employee could use a web page or mobile application to inform 
the controller that they needed an elevator to another floor. After the employee 
enrolled in this need, location tracking was enabled for their mobile device and 
tracked in relation to distance from the elevator. This location tracking both pro-
vided a GPS-like navigation path within the application for the user to get to the 
closest elevator and their ultimate destination, as well as scheduled one of the six 
elevators in Smart Building Central to arrive with a destination of the employee’s 
floor already programmed in. This location tracking was able to factor in calcula-
tions of where the user was at a given time, their walk speed, and distance from 
their destination for the application to schedule their elevator ride.
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■■ Resembling common coffee shop mobile applications, Smart Building Central 
incorporated a mobile ordering system to the building’s coffee café and cafeteria. 
With full menus provided within the app, employees could order their most com-
mon orders on the way to a meeting without having to worry about whether fresh 
coffee was available or food was provided at the destination conference room 
floor.

■■ Ensure that meetings were most successful and collaborative through seamless inter-
action. Technology was used to ensure that conference rooms were both available 
and easy to use regardless of the technology an employee possessed:

■■ From within the same application as navigation and food ordering, conference 
rooms could be scheduled on demand with a click of a mobile phone button. 
Virtual meetings, provided by Cisco WebEx, were automatically joined as soon 
as the user entered the physical room, as detected with motion-sensing abilities. 
If the user elected to invite others to the virtual meeting, they would be automati-
cally notified of the virtual address for the room.

■■ Conference rooms were outfitted with sharing technology that was compatible 
with all Apple- and Android-based phones, providing the ability to share or mirror 
screens from any device on the building’s Wi-Fi network and display content to the 
series of TVs found within the meeting room they were invited to participate in.

■■ The mobile application, recognizing the owner of a conference room, would allow 
change in temperature, adjustment of shades, change in overhead lighting, and 
volume of the virtual participants on the screen in the room.

■■ For Smart Building Central’s centralized conference space, able to accommodate 
thousands of visitors for the exploration of innovative ideas that SBC Inc. sold, 
audio/visual systems could be used to broadcast to internal television networks 
within Smart Building Central as well as companywide.

■■ Ensure the comfort of all who would visit Smart Building Central:

■■ In conference spaces, thermal imaging cameras were used to calculate the number 
of attendees, determine the ambient temperature, and adjust the conference room 
temperature to maintain consistent audience comfort.

■■ With Smart Building Central being in a sunny geographical area of the country, 
one of the greatest complaints was the temperature and light in other building 
offices. While having a corner office was a privilege, the glare and heat generated 
by windows surrounding the office made it unbearable in the hot summers.  
The same went for conference rooms full of participants in physical meetings. 
Like the temperature-sensing technologies in conference rooms, temperatures 
could be adjusted on a per room basis. This was combined with lumen-sensitive 
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windows that could detect direct sunlight and change the tint of the window 
through electro-chromic glass inserts, saving both energy and time of pausing due 
to glare or heat concerns.

■■ All conference rooms, private offices, and the employee gym were outfitted with 
online music streaming built into the building mobile app.

The ideas presented within the workshop were futuristic, innovative, and concentrated 
on creating an employee focus for Smart Building Central. However, in the spirit of Zero 
Trust, SBC Inc. knew to align with the newly created policies for endpoint participation 
on the network, large changes would need to be made ensuring the security of not only 
critical resources within the SBC Inc. network, but also to maintain the comfort and safe-
ty of employees. The first step would have to be introducing a definitive identification 
mechanism into the building’s infrastructure.

Identifying and Vulnerability Management

To break the massive undertaking of identifying devices on the network into practi-
cal amounts, Smart Building Central first was broken into five Virtual Routing and 
Forwarding (VRF) instances: Corporate, Building Management Systems, Labs, Guests, 
and IOT. For each Virtual Routing and Forwarding instance, 100 VLANs were allocated 
in a fashion that could provide predictability to a device’s initial category on the network. 
For all corporate PCs, tablets, and managed mobile phones, for example, devices were 
allocated to the Corporate VRF. However, how could SBC Inc. be sure that just because 
a device was connected to a switchport that belonged to the Corporate VRF, that it was a 
corporate-provided device?

Smart Building Central deployed Cisco’s Identity Services Engine to identify devices 
throughout the network, while also aligning with new policies that would require that the 
device be definitively identified. For IOT devices specifically, Identity Services Engine 
was complemented by Cisco CyberVision, specializing in operational technology identi-
fication. The greatest advantage that SBC Inc. had working in its favor is a culture of con-
sistent corporate endpoints, all of which were centrally managed. PCs managed through 
group policies were already the standard workstation of choice after the removal of third 
parties that were unmanageable. This allowed SBC Inc. to push new group policies to 
managed endpoints that would enable the device to present its username and device cre-
dentials to the network. These credentials were subsequently verified by Identity Services 
Engine and referred to Active Directory for validation. Once validated, endpoints would 
be actively probed for software installation related to endpoint management agents 
being enabled, anti-malware agents being up to date, and the presence of the Thousand 
Eyes clients was utilized for measuring network response times. The use of vulnerability 
techniques such as “posture checking” verified that the largest portion of devices on the 
network in Smart Building Central, the PCs that users were issued, were validated in both 
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their management status as well as ownership. All PCs that could not be identified or veri-
fied being up to date were prevented from accessing the network, with a resulting need to 
visit IT staff to remediate any management issues.

For applications and servers that had to exist on Smart Building Central’s network and be 
local to the building itself, the initial step in identifying them was via their physical loca-
tion on the network. Smart Building Central had a centralized main distribution facility 
(MDF) within the building where all servers were required to be located. In addition to 
being physically secured from other areas of the network, the MDF contained switches 
only allocated to servers that were required to be mounted in server racks allocated to 
the department. Policy enforcement could therefore consider this physical location as one 
attribute of the contextual identity used to enforce policies associated with these servers 
and applications.

For applications or servers connected to these devices, switches were unable to identify 
themselves using a native supplicant on the devices. As a result, the owner of a device 
had two options. The first option was an acknowledgment from the application owner 
that the device must be added into an asset management database, including properties 
for the device such as its owner, manager, troubleshooting contact, purpose, life cycle, 
interactions, protocols, and ports utilized to fulfill its function. All of these attributes 
were utilized to track the asset and to write strict policies for its interactions on the net-
work. The risk incurred by the application or endpoint owner was that while the applica-
tion may be business critical in nature, its inability to be identified and enforced would 
incur potential impact to SBC’s contracts, and therefore, it would be prevented from 
executing functionality not explicitly documented.

The alternative second option to populating the asset management database manually was 
to provide SBC’s IT department the ability to collect this information automatically using 
an agent installed on the server. This agent, which was part of Cisco’s Secure Workload 
solution, collected behavior from the device’s communications and provided for the abil-
ity to enforce policies or alert on deviation from those policies while not enforcing for 
critical applications. Upon the device’s deployment, initial information would need to be 
populated, including the owner, manager, troubleshooting contact, purpose, and life cycle 
for tracking the device and ensuring it was understood who the responsible party would be 
should the device change its behavior. However, the behavior tracking ability of the Secure 
Workload agent lessened the burden of understanding all protocols and ports and ensured 
that a mechanism to enforce these policies existed as close to the server as possible.

Comfort-sensing devices were classified into the IOT Virtual Routing and Forwarding 
instance. Comparable to devices that would enable other aspects of the business, these 
devices would need to be classified in an equivalent manner to servers, ensuring that the 
identity of the device could be determined in a programmatic way. Ownership of the 
device was documented, and expected behavior of the device was understood. However, 
it was immediately accepted by the owners of the devices, the network engineering 
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department, and the Smart Building Central innovation team that most of these devices 
would not be able to have an agent installed on them. Especially for small sensor devices 
with minimal memory onboard, limited network stacks present, and often a proprietary 
interface required to configure and change settings on the device, there was no way that a 
standard method of deploying an agent or evaluating that the device’s behavior could be 
done local to the device. After accepting this limitation, SBC Inc. created a “tiger team” 
deemed “The Key Masters” inside of SBC Inc. network engineering to overcome the  
challenge.

The Key Masters’ charter was to be an onboarding, analysis, and troubleshooting team 
specifically for IOT devices within the Smart Building Central environment. With the 
newly created asset management database as their source of truth, all devices must be 
onboarded and evaluated by the Key Masters before being allowed on the network. This 
process was tedious but required collaboration with the owner, manager, and trouble-
shooting contact for each device, typically being identical. The device was first connect-
ed within a secured, hardened environment and would need to be connected alongside 
its systematic dependencies. For example, for smart thermostats that were connected to 
the network, the entire system that could influence or communicate to or from the smart 
thermostat would need to be built out within the hardened lab. Much of this knowledge 
came from product owners, who either had already implemented this system in other 
areas of SBC Inc. or were subject matter experts on the product itself and its ability to 
perform functions on the network. Knowing that devices within a system must interact 
for successful functionality, each device was entered into the asset management database 
and categorized into a unique system name, specific to its function, with each device also 
having a role within the system.

The identifying aspect of IOT devices was found to typically be solely in the devices’ 
unique MAC address. The MAC address was therefore used to authenticate the devices in 
a passive manner, given their inability to actively identify themselves. This MAC address 
was documented in the asset management database and then exchanged into Identity 
Services Engine. Utilizing the organizationally unique identifier (OUI) of the MAC 
address, the address was classified into its product and manufacturer category for use as 
part of the applied authorization policy. The device was then passively identified regard-
ing its expected posture, or how the device should look to the network. Aspects of the 
device’s interaction with the network—for example, headers contained within its HTTP 
requests, contents of its DHCP address requests, the hostname either provided or config-
ured for the device on the corporate DNS server, and whether the device responded to 
queries via SNMP—were all considered to create a scoring system for whether a device 
was what it represented itself as.

With a profile of what the device looked like within a controlled and verified environ-
ment, the next challenging task was to fully understand not only the interactions docu-
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mented within the system schematic for the devices but also how these interactions 
occurred between each product in the system. The innovation team for Smart Building 
Central did as much due diligence as they could in determining the systems to be imple-
mented into Smart Building Central, including tracking the system deployment notes 
and documentation from the manufacturer. These schematics were provided to the Key 
Masters for their consideration in their documentation on the expected behaviors. Many 
of the guides offered as documentation additionally included a list of ports and their 
expected usage when a system was deployed on a network. What the Key Masters quick-
ly found, though, is that developers for the software or firmware utilized by most devices 
rarely had a networking background or skillset. This issue became evident through the 
collection of interaction traffic utilizing Cisco Secure Network Analytics and tracking 
the conversations found within NetFlow. What the Key Masters determined was that 
obvious interactions that may be prevented by a firewall (such as access of cloud services, 
shared services such as DNS and DHCP, and even identity services such as Kerberos) were 
documented, as seen in Figure A-2.

However, most manufacturers of devices that would be found within the IOT VRF didn’t 
plan for their interacting systems to be prevented from communicating openly with the 
IOT devices. Smart Building Central’s desired application of validated traffic flows and 
enforcement of any communication outside of those flows was not a consideration. 
Therefore, manufacturers rarely documented the interactions within the system. This 
required that the Key Masters collect and document what equated to 10 times the num-
ber of connections provided by manufacturers, and create records for each of the interac-
tions, protocols, and ports within the asset management database for later consumption.

The documentation of these interactions served two purposes for Smart Building Central. 
The first was to ensure that policies could be written in a distributed manner, across  
multiple enforcement points to prevent communication to or from the device as required. 
The use of TrustSec as a Layer 2 enforcement mechanism between devices that were 
expected to be deployed within the same VLAN resulted in a policy that would be con-
figured within Identity Services Engine. This policy allowed only those communications 
in a protocol and port manner. Devices that would be required to be part of separate 
VLANs could have their VLANs dynamically assigned to them through a RADIUS “push” 
containing the VLAN. Further restrictions were applied in the form of downloadable 
ACLs, also configured within ISE. For devices that needed to interact across VRFs—a 
thermostat to the chiller or heat pump that would cool or heat a room, for example—
policies would be deployed to a firewall. Any devices that would need to interact with 
cloud-based resources could have their policy applied directly to the cloud server they 
were interacting with via the IP tables mechanism modified with Cisco Secure Workload.
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Figure A-2  Elevator System Interaction Diagram

The second purpose of documenting the behavior of each of the devices within each 
system was to develop a baseline communication to understand whether the device was 
behaving differently in the field than what was observed in the lab. This change in behavior 
was thought to potentially indicate some level of compromise. As the Key Masters found 
out very quickly in the testing process, utilizing vulnerability management and evaluation 
tools on IOT devices with limited network stacks can easily, and without warning, cause 
the devices to stop responding to any network communications. The programmable logic 
circuits that control chillers and tell them to turn on for only as long as the thermostat  
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indicates that temperature is incorrect in the room, for example, will stop responding when 
an NMAP or vulnerability scan is run against them. To resume normal operations, the 
device required a reboot, typically predicated by complaints by those in the room that 
was facilitated by the chiller were far too warm or too cold. This was a direct dichotomy 
with the goals Smart Building Central had for the smart systems. Therefore, the traffic map-
ping and interactions associated with each system were tracked with custom-built scripts 
that would fire alerts based on the NetFlow telemetry ingested by Cisco Secure Network 
Analytics. These alerts would indicate to administrators that the baseline communication 
was not conforming with known patterns, or had completely stopped, which would indicate 
a problem. The alerts and information provided could be macro (system-to-system ongoing 
communication) or micro (header content change) in nature.

Application of Enforcement

Even with identification of devices done and mapping of communication baselines being 
complete, the criticality of systems within Smart Building Central caused anxiety across 
all aspects of the business. With demonstrable impact that could be incurred by inad-
vertently shutting down a chiller merely by attempting to evaluate it for vulnerabilities, 
senior management was even more concerned about the balance of business as usual, 
with the ability to adhere to regulations allowing the business to function. Throughout 
the identity phase of the Zero Trust testing, the Key Masters applied varying levels of 
enforcement techniques to each system and evaluated what impacts each would have 
on the system. Knowing that some devices within the building management system 
were never meant to be networked when originally developed, there was a known risk 
to applying authentication at all. This phase yielded an additional discovery into which 
enforcement technique would work best for each system.

For many of the devices that ran building management systems—programmable logic cir-
cuits specifically—the original system was built as a series of components that could be 
easily swapped in and out of their case using PCI ports, some also having USB 1.0 ports. 
The assemblers of the devices, having assembled some of the components in the mid-1990s 
after the initial introduction of PCI and USB to the market, would never have expected 
that wired or wireless LAN cards would be attached via the connection bus. Therefore, 
logic used when sending signals to and from the connection bus was simplistic in nature, 
some devices being found to interpret any level of enforcement or prevention of access at 
the access layer switch port as a disconnection. This result made for a need to work around 
these devices and apply lesser security to the type of device at the initial connection, in 
favor of moving the enforcement technique to a higher layer in the network topology, such 
as the firewall. Key to this understanding and determination was the use of the Identity 
and Vulnerability Management phases, as the device did not present any sort of error to 
the network based on the application of this enforcement. It simply shut itself down and 
stopped responding until it disconnected and reconnected.
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With this need for distributed enforcement in mind, the network security team for Smart 
Building Central designed a plan for application of security across each VRF and throughout 
the network, as shown in Figure A-3. The major components of the enforcement applica-
tion included a series of technologies, including TrustSec for intra-VLAN communications, 
downloadable ACLs for inter-VLAN communications, firewalls for inter-VRF communica-
tions, firewalls for external communications, and DNS policies for external resolution.

Figure A-3  Distribution of Enforcement Mechanisms

Firewalls

The firewall continued to be Smart Building Central’s perimeter security device of  
choice. However, the standard for deploying firewalls for remote sites, regardless of their 
function, was what some would consider far too complex. SBC Inc., being a manufac-
turing company and having several innovation centers throughout the world, had many 
contractors who partnered with the company to administer and update various types 
of devices. Elevator computers, thermostat logic, and sensor monitoring by emergency 
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services companies were major focuses and would be required within Smart Building 
Central. Therefore, agreements were created with vendors to allow set IP addresses and 
sites to access these systems inbound through the firewall. In addition to the inbound 
rules required, some contractors had a physical presence within the SBC Inc. offices, but 
it was unpredictable where these contractors would work from at any given time. Their 
technician responsibilities often brought them to various offices with a working agree-
ment with the contractors to allow them to work from any SBC Inc. building, giving them 
a temporary “home base of operations.”

With this agreement in place, the SBC Inc. standard for deploying firewall rules was to 
replicate the inbound and outbound exceptions for these contractors to every firewall in 
the company’s firewall fleet, in addition to local rules for site-specific business purposes. 
When the initial template was provided for the Smart Building Central application of 
firewall rules, it was found that the sheer number of rules would overload most vendor 
firewalls for the scoped size of throughput and endpoints found within the building. The 
company’s network security team provided 350,000 rules that would need to be popu-
lated onto the firewall for these purposes. Given the burden these rules would have on 
firewalls to be implemented, another approach had to be taken.

The first step in reducing firewall rules was to revisit the Identity phase of the Zero Trust 
principles to identify what rules applied to which contractors and whether some of the 
rules could be removed. Comparable to the realized risk of not having a definitive asset 
management database, each corporate firewall of the SBC Inc. fleet had thousands of 
rules without any identifying characteristics, remarks, or understanding of their purpose 
or life cycle. To reduce the firewall rules and, in extension, distribute the enforcement 
techniques, SBC Inc. had to evaluate which rules were required. Many of these rules 
should have been removed long before and could be applied to endpoints via a different 
mechanism. Therefore, an effort was undertaken to understand firewall rules through a 
series of evaluations:

■■ Each firewall rule was first evaluated against the DHCP scopes internal to SBC Inc. 
to determine whether a suspected owner could be identified. The overall architecture 
of SBC Inc. being distributed branches that must connect back through campus or 
data center sites did provide some identification abilities. DHCP scopes could be 
linked to smaller offices with only a handful of business units. For these sites, and 
the business units identified, team also attempted to identify destinations through 
tribal knowledge, or knowledge that existed within teams already, as opposed to 
relying solely on DNS records.

■■ For connections that could not be readily identified using DHCP scopes specific to 
a site, DNS lookups were performed into the last known endpoint that occupied the 
address that was being allowed access through the firewall. One significant advan-
tage that SBC Inc. had in this regard was a centralized SIEM system that logged 13 
months’ worth of data per corporate requirement, giving them a lookback on the 
activities of any given endpoint or user for the last year.
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■■ For rules that were unable to be identified using DHCP tracing, tribal knowledge, 
DNS lookup, and log analysis, the rule was incrementally disabled on each of the 
company’s four campus firewalls, while remaining active on data center firewalls. An 
expectation that users would complain when they were unable to access destinations 
via one data center but allowed to access it through another was accounted for. The 
effect of disabling the firewall rules only on campus firewalls incrementally ensured 
limited impact to the business while waiting for these complaints. In addition, which 
firewall was disabled could be planned around business priorities, such as the num-
ber of contractors flowing through each firewall on a regular basis.

The result of the analysis completed for 350,000 firewall rules was that only approxi-
mately 125,000 were used actively within the organization. This included removing nearly 
50,000 that were overlapping rules, having little or no effect. As these rules were cleaned 
up as part of the process, the number of rules shrank significantly. Of the 125,000 rules 
implemented and used, it was determined that many were duplicate rules that existed for 
all 175 campuses and branches that SBC Inc. allowed contractors to visit. Most of these 
rules could therefore be simplified and applied on a device category basis with down-
loadable ACLs—a more simplistic and distributed approach.

Identity Services Engine (ISE)

For the firewall rules that pertained directly to overlapping subnets traversing to a small 
number of destinations, Identity Services Engine policies were written to accommodate 
this access. With the age of the firewall estate, it was safely assumed that SBC Inc. did 
not use the next-generation features of its firewalls. Features such as TCP randomization, 
TCP normalization, or even intrusion prevention policies were not applied to individual 
connections. While SBC Inc. had IPS systems deployed separately from its firewalls, it 
was determined this would be combined into the next-generation firewall offering of 
Firepower Threat Defense. This also enabled identity to be directly exchanged with the 
firewall for further policy enforcement.

With this determination made, access control lists were built, allowing access from end-
points outside of the Smart Building Central network into one of 24 jump hosts used to 
permit this access based on contextual identity. The results of this access were rules con-
sisting of a combination of who, what, where, when, and how, and more specifically rules 
could be written that allowed for authenticated contractors’ differentiated access. The 
policy applied looked comparable to the following:

A contractor found within a contractor’s active directory group (who), authen-
ticated via a VPN client into Smart Building Central (how), accessing the VPN 
from outside of Smart Building Central (where), via a laptop running Windows 
or Ubuntu (what), within business hours only (when), could traverse to one  
of 24 sites used as jump hosts for customer devices for administration.  
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This comparatively simple rule, based on contextual identity, further reduced the 
rules to be applied to contractors by almost 10,000 rules, with at least one wired 
and wireless subnet in each of 174 external sites being allowed access to these 
jump hosts.

With firewall rules minimized and well within the quantity of rules that any firewall ven-
dor could accommodate, focus shifted to corporate endpoints, collaboration endpoints, 
and guests. Within Smart Building Central, the innovation teams had a dream of a paper-
less building. All signage was easily updated and presented on screens strategically posi-
tioned within the building to allow information sharing as well as an automated emergency 
function that would change all signs to point to their nearest emergency exit in times of 
emergency. Similarly, when entering the building, all guests were registered on iPads, and 
all badges were reusable and linked to the identity registered on the iPad and were used 
to identify and track users throughout the building. There was an interest in ensuring all 
presentations were digital, files hosted centrally for consumption on mobile devices, and 
presentations done wirelessly to also minimize the number of cords required within the 
building. Both goals played into a clean, conservation-focused, and sustainability goal.

As mentioned earlier in the appendix, Smart Building Central utilized Android- and 
Apple-based presentation products to allow any devices to connect to them and share the 
entirety of a user’s screen or a singular application. The challenge came when this goal 
was applied to both corporate endpoints, as well as guests. It was well established that all 
collaboration endpoints would be part of the Corporate VRF of the network, especially 
given the nature of full-mesh traffic connectivity needs between softphones. A similar 
communication pattern applied to video collaboration devices within the building. But 
the use of Android and Apple presentation devices provided a distinct advantage to the 
collaboration and security solution, because it allowed these devices to be treated as a 
separate input to the collaboration devices altogether. This input was switched to when a 
shared screen triggered the device. These devices therefore existed in a “shared services” 
VRF of the network, with enforcement applied to allow communication to these devices 
via a firewall and identity-based policy for both corporate endpoints as well as guests.

This identity-based enforcement mechanism was a combination function between Cisco 
Identity Services Engine and the inter-VRF firewall of choice, Cisco’s Firepower Threat 
Defense platform. As each corporate user connected to the network, regardless of 
medium, the endpoint was required to authenticate to the network, and an authorization 
policy applied. Within this authorization policy, a TrustSec tag was applied, identifying 
the user as a corporate user on a corporate endpoint. The same procedure occurred for 
SBC-managed mobile devices, with a similar Corporate Mobile TrustSec tag applied to 
the endpoint’s session. Guests were provided with login credentials when they entered 
the network as part of their registration via iPads at the physical security desk. This cre-
dential was then associated with their badge and the device used to log in to the guest 
network.
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Corporate users with personally managed cell phones were treated similarly, just with a 
use of their Active Directory credentials to log in to the guest central web auth portal, as 
opposed to credentials provided at registration. This methodology provided a required 
level of accounting and attribution of behavior for each guest, with the ability to revoke 
access to the guest network should the user leave campus with their badge or take other 
nefarious actions while on campus. Both identities, in the form of tags, were exchanged 
from Identity Services Engine to the Firepower Threat Defense platform. This exchange 
allowed for creation of a rule allowing for corporate endpoints and corporate mobile 
devices, found in the Corporate VRF, as well as guest devices, found in the Guest VRF, to 
communicate through the firewall to the Shared Services VRF based on their contextual 
identities. In addition, this methodology allowed for limitation of any guest or corporate 
device from communicating with others within its peer group, preventing the potential 
spread of malware. This rule similarly prevented communication between corporate end-
points and guest devices to prevent sharing of information between trusted and untrusted 
sources. This rule ensured that while functionality had to be allowed from the three 
groups to perform the same action, the three were prevented from communicating in 
undesired ways.

A similar approach was used for the administration of IOT devices, which were deter-
mined to have a management GUI. IOT devices existed within the IOT VRF of the 
building and typically included thermostats, sensors, IP cameras for both security and 
temperature sensing, and the programmable logic circuits for elevators, escalators, and 
smart glass. Each set of separate systems had to interact with some sort of management 
controller, including the mobile application processing unit, and their respective control-
lers for system functionality. These controllers were all consistently placed in the Building 
Management Systems VRF, which was separated from the sensors themselves by the 
Firepower Threat Defense firewalls.

Like the identification and authorization methods used for collaboration units, endpoints 
that needed to communicate with their management systems were configured with 
credentials where supported and profiled to determine the functionality of the device. 
For devices that were known to not have the ability to actively authenticate to the net-
work with credentials, their MAC addresses were onboarded into an asset management 
database as part of the new responsibilities of the Key Masters post-completion of the 
system interaction testing. If the endpoint’s MAC address was found in the asset manage-
ment database and should have a device profile, or “look” like it should when participat-
ing on the network, it was provided its respective IOT tag. These tags were controlled in 
their interactions with building management systems via the Firepower Threat Defense 
firewall, and only known and validated protocols and ports allowed to traverse.

TrustSec Tags

One aspect of the initial goals that Smart Building Central had for endpoints within its 
network was the minimization of impact for any exploitation that was observed within 
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the network. This meant ensuring that should a device be compromised within a system, 
a series of measures was used throughout the enforcement mechanisms to ensure that the 
potential impact on the rest of the network was minimized. These measures resulted in 
the use of TrustSec tags within the network, assigned to each unique device as it joined 
to the network, and associated with a unique session ID created when the device joined 
the network. However, one common mistake that many organizations will make, as 
noted in Chapter 7, is focusing on all endpoints as unique groups, increasing operational 
efforts through the number of policies written for endpoint interactions. While TrustSec 
tags were used within Smart Building Central, the Key Masters were very careful not to 
overwhelm the network operations team with hundreds of potential tags and settled on 
a maximum number of 10 tags that would be deployed throughout the network. Within 
each of these 10 tags, additional “sub-tags” were planned for, and they were typically 
associated with the separate endpoint groups but were planned to be implemented only 
when absolutely required, and well after Smart Building Central’s go-live date. One aspect 
that had to be considered for the 10 tags to work was the required interactions between 
devices within each VLAN and which communications were considered critical.

Key to ensuring Smart Building Central did not expand beyond its capabilities for 
TrustSec was carving out the exact use cases that would require TrustSec. This plan 
included those which could potentially have endpoints that could be exploited within the 
same VLAN. The ability to control the communication in some other way, such as down-
loadable ACLs, separate VLANs, or a VRF termination on a firewall, was paramount. It 
was determined that the TrustSec tags to be created for Smart Building Central would be 
of the following types:

■■ Corporate endpoints (PCs and managed mobile devices)

■■ Collaboration endpoints

■■ IP security cameras

■■ Printers

■■ Print servers

■■ IOT

■■ Guests

■■ Building management systems

■■ IT

During the identification and traffic mapping phase, the most challenging endpoint that 
the Key Masters had to map out was that of IP cameras. IP cameras were found to serve 
two purposes within Smart Building Central—both physical security, as well as thermal 
imaging and measurement of ambient temperature. While cameras differed in firmware, 
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their behavior was identical when connected to the network: when the device was newly 
connected to the network, it would first reach out to its peer group within the VLAN 
via a multicast message, followed by a broadcast message, asking which network video 
recording system it should connect to for sending its video feeds. Whenever the device’s 
firmware was corrupted due to rapid power on/power off events, or in the event of a 
power surge, the device would reset all information previously configured on it relat-
ing to a statically configured network video recorder and perform the same action. For 
security purposes, it was determined by the SBC Inc. corporate security team that in lieu 
of losing access to physical security cameras and visibility into any area of the network, 
they would much prefer the dynamic ability for cameras to discover their network video 
recorder dynamically and be statically configured after the loss of connectivity than have 
a loss of connectivity until a technician could visit the physical device. A risk analysis of 
this behavior had to be undertaken to determine the best course of action.

On one hand, leaving all IP security cameras open to peer-to-peer communication could 
lead to a loss of physical connectivity within the building if exploited by a device on the 
same VLAN. At the same time, preventing this communication had a similar effect, where 
devices were lost during an event that was determined to potentially happen significantly 
more frequently in nature. It was determined that IP security cameras, needing to com-
municate on port 6668, would be restricted to this port local to their peer group to 
exchange configuration information, as well as multicast and communication toward the 
firewall to communicate to their controller. However, because of the critical role these 
cameras played within the network, and their respective behavior, they were “carved out” 
to be a separate TrustSec tag and have a unique policy applied to them.

Other devices, such as thermostats and sensors, were classified as IOT sensors in a more 
generalized enclave mainly because the loss of configuration for each of these devices 
would result in a need to visit the device, but there was less risk of impacting daily opera-
tions of the building until that visit could be completed. These devices also having a 
limited number of unique ports used to communicate within their peer groups resulted in 
a shared set of ports that would be allowed to communicate on. This result was applied, 
keeping in mind that some devices would be able to communicate on erroneous ports to 
their operation, regardless of whether devices within the group listened on all the allowed 
ports or not.

Most other peer-to-peer traffic flow within Smart Building Central was prevented with 
TrustSec tags, because the need for devices to communicate in this pattern was limited. 
One of the major goals Smart Building Central had, for example, was to change the cul-
ture as it related to communication to printers. To ensure that data loss prevention mecha-
nisms, centralized printer authorization, and ease of use were all implemented for print 
jobs within Smart Building Central, IT operations teams wanted to ensure that any given 
PC could communicate only to a centralized print server. This print server would then 
relay printed documents to the required printer of the user’s choice, which could also be 
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recommended based on location within the building to which the print job was sent from. 
Knowing that PCs, printers, and the print server would all exist in the same VLAN in 
many cases, TrustSec tags were once again the optimum application of enforcement to be 
applied. A policy was implemented with corporate machines able to communicate only to 
print servers and explicitly blocked from communicating with printers directly. Printers 
would then be allowed to communicate to print servers, forcing the print servers to func-
tion as a centralized middleman to printers and PCs for control purposes.

With the need of Smart Building Central to move away from classic networking tech-
niques, such as allocation of blocks of IP addresses to certain types of endpoints or 
departments, the general layout of PCs, mobile devices, printers, print servers, and corpo-
rate devices was to distribute them all within a single VLAN. This further caused a need 
for TrustSec tags as an enforcement mechanism. However, for digital signage devices that 
would utilize static IP addresses for easier management, there was a need to allocate a 
set of IP addresses that would be reachable by IT systems, not reachable by the standard 
corporate system, and unable to infect other digital signage should the device become 
compromised. This need was approached by laying security enforcement mechanisms on 
the endpoint’s session.

The first layer of security was to dynamically assign these devices to their respective 
VLAN so that if they were moved between network ports, especially in the case of a con-
ference where large densities of signage would be required in the conference area, there was 
little to no overhead by operations teams. To do so, digital signage devices would authenti-
cate to the network with a unique credential to the device, be profiled based on its unique 
endpoint attributes, and be applied a VLAN specific to digital signage in a dynamic man-
ner. The switch the endpoint was connected to, having the VLAN existing but not assigned, 
was configured via RADIUS to assign the VLAN to the session. On top of the dynamically 
assigned VLAN, the IOT tag was applied to the digital signage, preventing peer-to-peer 
communication between IOT devices; and finally a downloadable access control list was 
applied, allowing the device to access its two digital signage controllers, residing in the 
building management system’s VRF at two singular IP addresses.

DNS

The final challenge for enforcement that Smart Building Central ran into was the vast 
use across all platforms of cloud services, both internal and external to the company’s 
public cloud. Throughout the Key Masters’ discovery phase and traffic analysis done to 
determine communications, they found that 93 percent of all endpoints within Smart 
Building Central utilized the cloud for hosted dynamic content of some form. Not only 
did popular smart assistant devices rely on the cloud almost exclusively for content that 
was served to them, but on-site gym devices with streaming services, PCs accessing web-
sites within the cloud, IOT thermostats that received updates to their firmware from the 
cloud, and sensors that sent readings to a cloud server owned by SBC Inc. all presented a 
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significant risk to the success of Smart Building Central. The largest concern that Smart 
Building Central had with regards to its systems was that of the potential for a device 
to reach out to a cloud server that was eventually deprecated or no longer available. The 
potential for attackers to re-create this resource to serve nefarious means, including mal-
ware or ransomware, was significant in its potential. While security mechanisms were 
used internally to prevent the spread of this malware, there was still a necessary risk that 
needed to be mitigated around the potential for exploitation from within the cloud.

Smart Building Central, to mitigate this risk, stood up its own DNS servers for the smart 
building, as opposed to relying on the exclusive use of corporate DNS services. These DNS 
servers acted as a subsidiary of corporate DNS services but then forwarded all external 
resolution requests to Cisco Umbrella for resolution. Cisco Umbrella, seeing more than 170 
million DNS requests per day, provided a level of intelligence to DNS resolution for Smart 
Building Central that the corporate DNS services of SBC Inc. did not have. For each DNS 
request being sent to Umbrella, the request was evaluated for a set of criteria around the 
trustworthiness of the website that was being requested. These criteria included

■■ The age of the DNS record as registered

■■ The owner of the DNS record according to its registration

■■ Whether the website presented a secured certificate upon request

■■ The content observed by Umbrella DNS that the website served up

■■ The business relevance of the content being served

The advantage of Umbrella DNS seeing so many requests daily is that it contains informa-
tion on commonly accessed malware and ransomware cloud resources so that they can 
be classified and actively blocked before any traffic even traverses to the site in question. 
For Smart Building Central, this meant the ability to prevent sites that may have been 
spoofed, as well as an enforcement ability within Umbrella DNS to filter out content 
irrelevant to the business while presenting a warning page to the user, such as traffic with 
strictly adult themes, violence, sites used strictly for data sharing, or those that were con-
sidered overtly political in nature. This filter was applied strictly to corporate PCs, IOT 
devices, and other corporate devices and was not applied to the guest or personal mobile 
phones areas of the network.

Analytics

As can be imagined, the distributed authorization and enforcement mechanisms through-
out Smart Building Central made for a massive analytics data set to be consumed and 
utilized, both to influence policy as well as troubleshoot traffic traversal issues where 
dynamically applied controls were present within the network. Smart Building Central 
had a SIEM for consumption of security events, including passed and failed auth, firewall 
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allowed and denied flows, and syslog events for attempts to log in to systems throughout 
the network, but one major gap still existed within the architecture. The management of 
SBC Inc. was very interested in evaluating how well their security was working in rela-
tion to the number of threats that were potentially dangerous to Smart Building Central 
that we blocked. While one aspect of this was the number of devices that were prevented 
from communicating based on being blocked from accessing the network altogether, 
another was the number of flows that were blocked in transit due to the application of 
TrustSec. TrustSec, not being a stateful firewall, will drop communications between  
endpoints within the same VLAN; however, on some network access devices it lacks the 
ability to indicate that this drop occurred. This inability makes for a challenge in both 
evaluating where these drops occurred and troubleshooting when flows that were  
expected to occur were unsuccessful.

To mitigate this troubleshooting and analytical need, Smart Building Central employed 
the use of three products. The first was Secure Network Analytics (SNA). Secure 
Network Analytics, with its ability to collect NetFlow traffic from across the network, 
can indicate where the traversal of traffic, containing a source and destination for the 
traversal, does not make it to its destination. This is based on observing the expected 
path and whether the packet makes it to the final device within that flow. Should a PC, 
for example, attempt to communicate to a digital signage device directly, the flow record 
would indicate that the communication between the two devices was dropped at the 
switch to which the digital signage device was connected due to an unauthorized flow 
occurring according to the TrustSec matrix. This failure could then be logged to the 
SIEM and analyzed to determine whether the attempt to access the device was in error, 
as indicated by a one-time access, or whether it was a pattern of access attempts, such as 
a scan of the network or an attempt to write nefarious information to devices as found in 
the packet contents.

In addition, both the Key Masters and the IT operations group used Secure Network 
Analytics on an ongoing basis. Try as they may to ensure that the culture of Smart 
Building Central was changed, allowing only pre-authorized and approved purchase 
devices onto the network, plenty of resources within Smart Building Central were still 
attempting to purchase or bring devices into the building without getting authorization 
first. In the spirit of adherence with policies written, the device would still be authenti-
cated with the user’s credentials, documentation provided when the device was found to 
be unauthorized, and information provided to IT operations. A device owner would still 
need to provide the type of device and its business relevance to the network, as well as 
justification relating to why the device was never properly onboarded through the proper 
processes. Most of these requests cited “timelines to success” and indicated a slow pro-
cess of changing company culture.

For the first few months of Smart Building Central’s existence, the IT operations teams, 
while attempting to educate staff into the proper processes, would utilize Secure 
Network Analytics to dynamically determine what resources endpoints needed to  
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communicate to while allowing them to remain connected to the switchport that they 
would be allocated. This effort came in the form of statically quarantining devices that 
were unauthorized, providing them minimal access to the network, and then analyzing 
them on the fly to create proper authorization policies for them. This practice was dis-
continued after the first quarter of Smart Building Central’s business-as-usual period due 
to interference with other priorities IT operations held. The result was that users were 
forced to go through proper onboarding processes after the policy was well established.

The second major tool used within Smart Building Central to analyze traffic traversal was 
Cisco Secure Workload. Secure Workload was a requirement within the Smart Building 
Central premises for all physical and virtual servers deployed. The goal of Secure 
Workload was to analyze communications of the servers with endpoints in such a  
fashion that alerts could be generated for interactions that occurred that were outside 
of the expected behavior of consumption of resources from the server. For example, to 
prevent cross-site scripting or command injection into server communications, Secure 
Workload could fire an alert specific to the virtual server in question when such a behav-
ior was observed. Due to the limitations of data center switches within the local main 
distribution facility of Smart Building Central, Secure Workload was also used to apply 
policy directly to the server, without relying on the switch to which it was connected. 
Secure Workload makes use of IP tables present on the server to modify its communica-
tions to those communications that are strictly required as applied from a policy server, 
the Secure Workload Management Center. This made for easy application of policies 
down to the port and protocol level for physical servers within the premises.

The reliance of mobile phones on cloud services for navigation and ordering of eleva-
tors within the Smart Building Central premises was also a major use of Cisco Secure 
Workload. Much of the resources required to be done in building navigation, as well as 
the server-side application processing for interaction with elevators, smart lighting, and 
similar building services, was hosted in a major public cloud provider. While groupings 
based on allowed ports and protocols could be allowed and associated with the cloud 
servers, understanding which devices were interacting with these servers and enforc-
ing policy related to these interactions was a major concern of Smart Building Central. 
Deployment of Cisco Secure Workload provided this visibility, enforcement, and analyti-
cal capability, comparable to physical servers, through the modification of IP tables.

The final analytics engine used within the Smart Building Central deployment was Cisco 
Thousand Eyes. With the building reliant on critical IOT systems that could have an 
impact on the health and safety of occupants of the building, Smart Building Central 
had a major goal of preventing the network administrators’ favorite complaint of “my 
endpoint’s connection is too slow!” Cisco Thousand Eyes was implemented to constantly 
measure the connectivity indicators within the building as well as to the cloud for indi-
cations of high latency and downtime of the application or server. It was also used to 
measure the response time to more easily determine whether the endpoint was prevented 
from accessing the application, whether there was impact on response time, or whether 
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the endpoint should be consulted to determine why it wasn’t reaching out or processing 
information received from the application server in a reasonable amount of time.

Conclusion
With the success of Smart Building Central and the changes made to the organization to 
address limitations exposed in the planning phases of Smart Building Central, SBC Inc. 
decided that the Zero Trust model would be applied to all net-new building deployments, 
renovated buildings, and maintained real estate in that priority. Not all of the company’s 
real estate was smart device integrated. There are, however, significant numbers of 
devices within every building that would not have been known to be connected until the 
identification phase occurred for that building.

By breaking up these steps utilized for Smart Building Central’s success within its Zero 
Trust journey, SBC Inc. was able to create a roadmap and evaluation standard for progress 
and milestones applied to each of its other buildings. As opposed to the question “When 
will the building be secured?” the more value-aligned question “Which phase is the build-
ing at, and how far along?” could be used to determine progress.

Because of the journey that is Zero Trust, no single destination awaits the organization 
that pursues it; removing trust from a network is an ongoing and never-ending process. 
The mountain of Zero Trust, seen in Figure A-4, is most definitely a journey. However, for 
organizations that choose to pursue Zero Trust, a mindset of the value realized through-
out the process justifies the investment and helps validate where the organization is 
within the journey, like a map.

Figure A-4  The Mountain of Zero Trust
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For Smart Building Central, that journey continues with new device onboarding, life-
cycle management of devices that are at the end of support by their vendor, and a need to 
onboard replacement devices, while still providing them the access they require. Luckily, 
the principles of Zero Trust provided SBC with a roadmap of how to do exactly this, 
develop its own priorities for value realized, and maintain operation of one of the smart-
est and people-oriented buildings in the world.

Though the name of the organization has been changed, we hope that this real-life use 
case will assist organizations to understand, rationalize their own use cases, and then  
realize their goals to begin and achieve a successful Zero Trust journey.
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