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Foreword
CCNA Wireless Official Exam Certification Guide is an excellent self-study resource
for the Cisco IUWNE (640-721) exam. Passing the IUWNE exam validates the knowledge and skills required to successfully secure Cisco network devices.
Gaining certification in Cisco technology is key to the continuing educational development of today’s networking professional. Through certification programs, Cisco validates
the skills and expertise required to effectively manage the modern enterprise network.
Cisco Press exam certification guides and preparation materials offer exceptional—and
flexible—access to the knowledge and information required to stay current in your field
of expertise or to gain new skills. Whether used as a supplement to more traditional
training or as a primary source of learning, these materials offer users the information
and knowledge validation required to gain new understanding and proficiencies.
Developed in conjunction with the Cisco certifications and training team, Cisco Press
books are the only self-study books authorized by Cisco, and they offer students a series
of exam practice tools and resource materials to help ensure that learners fully grasp the
concepts and information presented.
Additional authorized Cisco instructor-led courses, e-learning, labs, and simulations are
available exclusively from Cisco Learning Solutions Partners worldwide. To learn more,
visit http://www.cisco.com/go/training.
I hope that you find these materials to be an enriching and useful part of your exam
preparation.
Erik Ullanderson
Manager, Global Certifications
Learning@Cisco
May 2008
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Introduction
Welcome to the world of Cisco Certified Network Associate (CCNA) Wireless! As technology continues to evolve, wireless technologies are finding their way to the forefront.
This clearly indicates the progression from a fixed wired type of connectivity to a more
fluid, mobile workforce that can work when, where, and how they want. Regardless of
your background, one of the primary goals of the new CCNA Wireless certification is to
introduce you to the Cisco Unified Wireless Network (CUWN).
In June 2008, Cisco announced new CCNA specialties, including CCNA Security, CCNA
Wireless, and CCNA Voice. These certifications, released 10 years after the initial
CCNA, represent the growth of Cisco into new and emerging industries. Certification
candidates can now specialize into specific areas of study. Figure I-1 shows the basic
organization of the certifications and exams used to achieve your CCNA Wireless certification.
Figure I-1

Cisco Certifications and CCNA Wireless Certification Path

Take 640-721
(IUWNE)

CCENT Certification

Take 640-822
(ICND1)

CCNA Certified

Take 640-816
(ICND2)
or 640-802 (CCNA)

CCNA Wireless
Certification

As you can see from the figure, a traditional CCNA certification is a prerequisite before
you venture into the CCNA Wireless certification.

Goals and Methods
The most important and somewhat obvious goal of this book is to help you pass the
Implementing Cisco Unified Wireless Networking Essentials (IUWNE) exam (640-721).
In fact, if the primary objective of this book were different, the book title would be misleading; however, the methods used in this book to help you pass the IUWNE exam are
designed to also make you much more knowledgeable about how to do your job.
This book uses several key methodologies to help you discover the exam topics that you
need to review in more depth so that you can fully understand and remember those
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details and prove to yourself that you have retained your knowledge of those topics. This
book does not try to help you pass by memorization but helps you truly learn and understand the topics. The CCNA Wireless exam is the foundation for Cisco professional certifications to come, and it would be a disservice to you if this book did not help you truly
learn the material. Therefore, this book will help you pass the CCNA Wireless exam by
using the following methods:
■

Helping you discover which test topics you have not mastered

■

Providing explanations and information to fill in your knowledge gaps

■

Supplying exercises and scenarios that enhance your ability to recall and deduce the
answers to test questions

■

Providing practice exercises on the topics and the testing process via test questions
on the CD

In addition, this book uses quite a different style from typical certification-preparation
books. The newer Cisco certification exams have adopted a style of testing that essentially says, “If you do not know how to do it, you will not pass this exam.” This means that
most of the questions on the certification exam require you to deduce the answer
through reasoning or configuration rather than just memorization of facts, figures, or syntax from a book. To accommodate this newer testing style, I have written this book as a
“real-world” explanation of Cisco wireless topics. Whenever possible, key concepts are
explained using real-world examples rather than showing tables full of syntax options
and explanations, which are freely available at Cisco.com. As you read through this book,
you will definitely get a feeling of, “This is how I can do this” rather than, “There is the
general syntax I need to memorize,” which is exactly what you need for the newer Cisco
exams.

Who Should Read This Book?
This book is designed to provide a twofold purpose. The primary purpose is to tremendously increase your chances of passing the CCNA Wireless certification exam. The secondary purpose is to provide the information necessary to deploy a CUWN and a Cisco
Mobility Express (CME) network as part of the Smart Business Communications System
(SBCS). The new Cisco exam approach provides an avenue to write the book with both a
real-world and certification-study approach at the same time. As you read through this
book and study the configuration examples and exam tips, you will truly understand how
you can deploy a wireless network, while at the same time feel equipped to pass the
CCNA Wireless certification exam.

Strategies for Exam Preparation
Strategies for exam preparation will vary depending on your existing skills, knowledge,
and equipment available. Of course, the ideal exam preparation would consist of building
a small wireless lab with a 2106 wireless LAN controller and an 1131AP, as well as a
Cisco Mobility Express (CME) 526 controller and 521 AP. You would also need a switch
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and a few wireless clients so that you could work through configurations as you read
through this book. However, not everyone has access to this equipment, so the next best
step you can take is to read through the chapters in this book, jotting notes down with
key concepts or configurations on a separate notepad. Each chapter begins with a “Do I
Know This Already?” quiz designed to give you a good idea of the chapter content. In
some cases, you might already know most of or all the information covered in a given
chapter.
After you have read this book, look at the current exam objectives for the CCNA
Wireless exam listed on the Cisco website (http://www.cisco.com/certification). If you
see areas shown in the certification exam outline that you would still like to study, find
those sections in the book and review them. When you feel confident in your skills,
attempt the practice exam included on the book CD. As you work through the practice
exam, note the areas where you lack confidence, and review those concepts or configurations in the book. After you have reviewed the areas, work through the practice exam a
second time and rate your skills. Keep in mind that the more you work through the practice exam, the more familiar the questions will become and the less accurate the practice
exam will measure your skills. After you have worked through the practice exam a second
time and feel confident with your skills, schedule the real IUWNE (640-721) exam
through VUE (www.vue.com). You should typically take the exam within a week from
when you consider yourself ready to take it so the information is fresh in your mind.
Cisco exams are difficult. Even if you have a solid grasp of the information, many other
factors play into the testing environment (stress, time constraints, and so on). If you pass
the exam on the first attempt, fantastic! If not, know that this is happens to many people.
The next time you attempt the exam, you have a major advantage: You have experienced
the exam firsthand. Although future exams might have different questions, the topics and
general “feel” of the exam will remain the same. Take some time to study areas from the
book where you felt weak on the exam. You must wait a certain period between
attempts, so use that time to make yourself more prepared in the areas in which you
scored low.

640-721 IUWNE Exam Topics
Table I-1 lists the exam topics for the 640-721 IUWNE exam. This table also lists the
book parts where each exam topic is covered.
Table I-1

Exam Topics for 640-721 IUWNE Exam

Book Part(s) Where
Topic Is Covered

Exam Topic

Describe WLAN fundamentals
Part I

Describe basics of spread spectrum technology (modulation,
DSSS, OFDM, MIMO, Channels reuse and overlap, Rate-shifting,
CSMA/CA)
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Table I-1

Exam Topics for 640-721 IUWNE Exam

Book Part(s) Where
Topic Is Covered

(continued)

Exam Topic

Part I

Describe the impact of various wireless technologies (Bluetooth,
WiMAX, ZigBee, cordless phone)

Part I

Describe wireless regulatory bodies, standards and certifications
(FCC, ETSI, 802.11a/b/g/n, Wi-Fi Alliance)

Part I

Describe WLAN RF principles (antenna types, RF gain/loss, EIRP,
refraction, reflection, etc.)

Part I

Describe networking technologies used in wireless (SSID —>
WLAN_ID —> Interface — >VLAN, 802.1Q trunking)

Part I

Describe wireless topologies (IBSS, BSS, ESS, Point-to-Point,
Point-to-Multipoint, basic Mesh, bridging)

Part III

Describe 802.11 authentication and encryption methods (Open,
Shared, 802.1X, EAP, TKIP, AES)

Part I

Describe frame types (management, control, data)

Install a basic Cisco wireless LAN
Part II

Describe the basics of the Cisco Unified Wireless Network architecture (Split MAC, LWAPP, stand-alone AP versus controllerbased AP, specific hardware examples)

Part II

Describe the Cisco Mobility Express Wireless architecture (Smart
Business Communication System — SBCS, Cisco Config Agent —
CCA, 526WLC, 521AP - stand-alone and controller-based)

Part II

Describe the modes of controller-based AP deployment (local,
monitor, H-REAP, sniffer, rogue detector, bridge)

Part II

Describe controller-based AP discovery and association (OTAP,
DHCP, DNS, Master Controller, Primary, Secondary, Tertiary, n+1
redundancy)

Part II

Describe roaming (Layer 2 and Layer 3, intra-controller and intercontroller, mobility groups)

Part II

Configure a WLAN controller and access points, WLC: ports,
interfaces, WLANs, NTP, CLI and Web UI, CLI wizard, LAG, AP:
Channel, Power

Part II

Configure the basics of a stand-alone access point (no lab)
(Express setup, basic security)

Part II

Describe RRM
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Table I-1

Exam Topics for 640-721 IUWNE Exam

Book Part(s) Where
Topic Is Covered

(continued)

Exam Topic

Install Wireless Clients
Part II

Describe client OS WLAN configuration (Windows, Apple,
and Linux.)

Part II

Install Cisco ADU

Part II

Describe basic CSSC

Part II

Describe CCX versions 1 through 5

Implement basic WLAN Security
Part III

Describe the general framework of wireless security and security
components (authentication, encryption, MFP, IPS)

Part III

Describe and configure authentication methods (Guest, PSK,
802.1X, WPA/WPA2 with EAP- TLS, EAP-FAST, PEAP, LEAP)

Part III

Describe and configure encryption methods (WPA/WPA2 with
TKIP, AES)

Part III

Describe and configure the different sources of authentication
(PSK, EAP-local or -external, RADIUS)

Operate basic WCS
Part III

Describe key features of WCS and Navigator (versions and
licensing)

Part III

Install/upgrade WCS and configure basic administration parameters (ports, O/S version, strong passwords, service vs. application)

Part III

Configure controllers and APs (using the Configuration tab, not
templates)

Part III

Configure and use maps in the WCS (add campus, building, floor,
maps, position AP)

Part III

Use the WCS monitor tab and alarm summary to verify the
WLAN operations

Conduct basic WLAN Maintenance and Troubleshooting
Part III

Identify basic WLAN troubleshooting methods for controllers,
access points, and clients

Part III

Describe basic RF deployment considerations related to site
survey design of data or VoWLAN applications, Common RF
interference sources such as devices, building material, AP
location, basic RF site survey design related to channel reuse,
signal strength, cell overlap
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Table I-1

Exam Topics for 640-721 IUWNE Exam

(continued)

Book Part(s) Where
Topic Is Covered

Exam Topic

Part III

Describe the use of WLC show, debug and logging

Part III

Describe the use of the WCS client troubleshooting tool

Part III

Transfer WLC config and O/S using maintenance tools and
commands

Part III

Describe and differentiate WLC WLAN management access
methods (console port, CLI, telnet, ssh, http, https, wired
versus wireless management)

How This Book Is Organized
Although you can read this book cover to cover, it is designed to be flexible and allow
you to easily move between chapters and sections of chapters to cover just the material
that you need more work with. If you do intend to read all the chapters, the order in the
book is an excellent sequence to use.
Part I, “Wireless LAN Fundamentals,” consists of Chapters 1 through 9, which cover the
following topics:
■

Chapter 1, “Introduction to Wireless Networking Concepts”: This chapter discusses the basics of wireless networking along with some of the challenges you may face.
It is intended to be an introductory chapter to what you will be covering in chapters
to come.

■

Chapter 2, “Standards Bodies”: This chapter focuses primarily on the standards
bodies involved in wireless technology.

■

Chapter 3, “WLAN RF Principles”: This chapter discusses WLAN transmissions
along with some of the influences on WLAN transmissions. You will also learn how
to determine your signal strength and determine what may be influencing your wireless deployment.

■

Chapter 4, “WLAN Technologies and Topologies”: This chapter covers the various
wireless topologies that you may come across, from Wireless Personal Area
Networks (WPAN) to wireless LANs (WLANs). It also offers a further look at 802.11
topologies, including Ad-hoc mode and Infrastructure mode. In addition, you get a
look at roaming and some vendor-specific topologies.

■

Chapter 5, “Antennae Communications”: This chapter focuses on antennas. It covers everything from how antennas work to how they are regulated. It even discusses
the different types of antennas that Cisco offers.

■

Chapter 6, “Overview of the 802.11 WLAN Protocols”: This chapter examines
each of the 802.11 protocols, including 802.11a, 802.11b, 802.11g, and even 802.11n.
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■

Chapter 7, “Wireless Traffic Flow and AP Discovery”: This chapter discusses how
traffic flows in a wireless network and shows you the various headers and communications. You will also learn how a client discovers an AP.

■

Chapter 8, “Additional Wireless Technologies”: This chapter takes into account the
other wireless technologies that are seen in the market today, including Bluetooth,
ZigBee, and WiMax.

■

Chapter 9, “Delivering Packets from the Wireless to Wired Network”: This chapter
dives into the flow of a packet. You will actually experience the journey of a packet
as it travels from the wireless to the wired network.

Part II, “Cisco Wireless LANs,” which focuses primarily on configuration and consists of
Chapters 10 through 16, covers the following topics:
■

Chapter 10, “Cisco Wireless Networks Architecture”: This chapter discusses the
CUWN architecture and the devices involved.

■

Chapter 11, “Controller Discovery and Association”: In this chapter, you will learn
how an AP discovers a controller and associates with it. You will also learn what
steps to take to provide controller redundancy.

■

Chapter 12, “Adding Mobility with Roaming”: This chapter discusses how clients
roam, how the controllers are configured to support roaming, and all that is involved
in asymmetric roaming, symmetric roaming, and mobility anchors.

■

Chapter 13, “Simple Network Configuration and Monitoring with the Cisco
Controller”: This chapter is your first configuration chapter that gets into allowing
client access. In this chapter, you will learn how to build a WLAN with open authentication.

■

Chapter 14, “Migrating Standalone APs to LWAPP”: This chapter discusses the
process of migrating a standalone AP to LWAPP using various tools.

■

Chapter 15, “Cisco Mobility Express”: This chapter discusses the Mobility
Express solution for small environments. In this chapter, you will learn how to configure the Cisco 526 controller and 521 AP.

■

Chapter 16, “Wireless Clients”: This chapter discusses the Windows wireless
clients with the Wireless Zero Configuration utility, the Apple Airport utility, and
the Linux Network Configuration utility. You will also learn how to set up the
Aironet Desktop Utility (ADU) and the Cisco Secure Services Client (CSSC). Finally,
you will learn about the Cisco Compatible Extensions Program (CCX).

Part III, “WLAN Maintenance and Administration,” which consists of Chapters 17
through 20, covers the following topics:
■

Chapter 17, “Securing the Wireless Network”: This chapter discusses the various
methods of securing wireless networks. This chapter covers the many EAP methods,
802,.1X, Wired Equivalent Privacy (WEP), and Wi-Fi Protected Access
(WPA)/WPA2.
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■

Chapter 18, “Enterprise Wireless Management with the WCS and the Location
Appliance”: This chapter introduces the Wireless Control System (WCS) that can be
used to manage large deployments with many controllers.

■

Chapter 19, “Maintaining Wireless Networks”: This chapter discusses the management side of things. Here you learn how to perform maintenance tasks, including
upgrades.

■

Chapter 20, “Troubleshooting Wireless Networks”: This chapter discusses troubleshooting techniques for wireless networks using the various tools that are available. You will learn to use the command-line interface (CLI) of the controller as well
as the WCS.

In addition to the 20 main chapters, this book includes tools to help you verify that you
are prepared to take the exam. Chapter 21, “Final Preparation,” includes guidelines that
you can follow in the final days before the exam. Appendix A, “Answers to the ‘Do I
Know This Already?’ Quizzes,” will help you verify your knowledge based on the selfassessment quizzes at the beginning of each chapter. The Glossary helps to navigate you
through the many terms associated with wireless networking. Also, the CD-ROM
includes quiz questions and memory tables (refer to Appendix B and C on the CD-ROM)
that you can work through to verify your knowledge of the subject matter.

This chapter covers the following subjects:
Wireless Frame Transmission: A discussion of
how frames are transmitted on a wireless LAN.
Wireless Frame Headers: A look at the headers
used in wireless transmissions.
Frame Types: Putting together how the frame
types are used in managing and connecting to a
network.
A Wireless Connection:
connection.

A look at a wireless

CHAPTER 7

Wireless Traffic Flow
and AP Discovery
It is not likely that in your everyday activity you will be following the flow of traffic. At
least the hope is that you will not have to. On occasion, however, you will need to analyze
the flow of traffic in troubleshooting network issues. For this reason and just so that you
have a complete understanding of what is involved in wireless transmissions, you need to
understand wireless traffic flow and the process of discovering an AP. In this chapter, you
will learn how a client finds an AP, associates, and sends traffic.
You should do the “Do I Know This Already?” quiz first. If you score 80 percent or higher,
you may want to skip to the section “Exam Preparation Tasks.” If you score below 80 percent, you should spend the time reviewing the entire chapter. Refer to Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes” to confirm your answers.

“Do I Know This Already?” Quiz
The “Do I Know This Already?” quiz helps you determine your level of knowledge of this
chapter’s topics before you begin. Table 7-1 details the major topics discussed in this chapter and their corresponding quiz questions.
Table 7-1 “Do I Know This Already?” Section-to-Question Mapping
Foundation Topics Section

Questions

Wireless Frame Transmission

1–5

Wireless Frame Headers

6–7

Frame Types

8–12

1. What are the three frame types seen in a wireless LAN? (Choose three.)
a.

Management

b.

Control

c.

Data

d.

Contention
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2. What type of frame is used for acknowledging receipt of data?
a.

Control

b.

Reply

c.

Null

d.

Management

3. What frame type is used to send beacons?
a.

Control

b.

Management

c.

Informational

d.

Data

4. To determine if the medium is in use, which of the following are used? (Choose all
that apply.)
a.

Clear channel assessment

b.

Carrier assessment sense

c.

Virtual channel assessment

d.

Virtual carrier sense

5. Which interframe space is used for quickly sending a frame?
a.

UIFS

b.

DIFS

c.

SIFS

d.

PIFS

6. How many MAC addresses can be present in a wireless header?
a.

1

b.

2

c.

3

d.

4

7. Which of the following is a management frame type?
a.

Probe response

b.

ACK

c.

RTS

d.

Null function
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8. Beacons contain information to assist clients in accessing the network. Which of the
following is not in a beacon?
a.

Beacon interval

b.

Capability information

c.

A reference time for the cell

d.

The WEP passphrase

9. A client that connects by hearing a beacon is said to use what type of scanning?
a.

Passive

b.

Classic

c.

Active

d.

Fast

10. A client that sends a probe request is said to use what type of scanning?
a.

Preemptive

b.

Dynamic

c.

Passive

d.

Active

11. A client that sends a deauthentication message must reauthenticate when it returns to
the cell. True or false?
a.

True

b.

False

12. A client that sends a disassociation message must reauthenticate when it returns to
the cell. True or false?
a.

True

b.

False
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Foundation Topics
Wireless Frame Transmission
When people talk about wireless networks, they often say that they are just like wired
802.3 LANs. This is actually incorrect, aside from the fact that they use MAC addresses.
Wireless LANs use the 802.11 frame structure, and you can encounter multiple types of
frames. To get a better understanding, you can begin by learning the three types of wireless frames. Once you are familiar with the three types of wireless frames, you can further your knowledge by taking a deeper look at interframe spacing (IFS) and why it is
necessary.

Wireless Frame Types
Wireless LANs come in three frame types:
■

Management frames: Used for managing a user’s ability to connect to another station. Management frame types include association request, association response, and
reassociation request, just to name a few. (See Table 7-2 for a complete list.)

■

Control frames: Used to help communication between stations. Examples of control frames include RTS, CTS, acknowledgments (ACKs), and power save poll (PSP).

■

Data frames: Frames that contain data and also null-function frames.

Now that you have an idea of what frames are used, it is helpful to see how these frames
are sent. For this, you need to understand a few more terms that might be new to you. Because all the terms meld together to some degree, they are explained in context throughout the next section.

Sending a Frame
Recall that wireless networks are half-duplex networks. If more than one device were to
send at the same time, a collision would result. If a collision occurs, the data from both
senders would be unreadable and would need to be resent. This is a waste of time and resources. To overcome this issue, wireless networks use multiple steps to access the network. Wireless LANs use carrier sense multiple access collision avoidance (CSMA/CA),
which is similar to the way 802.3 LANs work. The carrier sense part means that a station
has to determine if anyone else is sending. This is done with clear channel assessment
(CCA), and what it means is that you listen. You can, however, run into an issue where two
devices cannot hear each other. This is called the hidden node problem. This issue is overcome using virtual carrier sense (VCS). The medium is not considered available until both
the physical and virtual carrier report that it is clear.
Each station must also observe IFS. IFS is a period that a station has to wait before it can
send. Not only does IFS ensure that the medium is clear, but it ensures that frames are not
sent so close together that they are misinterpreted. The types of IFS periods are as follows:
■

Short interframe space (SIFS): For high priority traffic used for ACKs, among
other things
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■

Point interframe space (PIFS): Used for medium priority traffic or when an AP is
going to control the network using the point coordination function (PCF)

■

Distributed interframe space (DIFS): Used for data frames and is the normal spacing between frames

Each of these has a specific purpose as defined by the IEEE.
SIFS is used when you must send a frame quickly. For example, when a data frame is sent
and must be acknowledged (ACK), the ACK should be sent before another station sends
other data. Data frames use DIFS. The time value of DIFS is longer than SIFS, so the SIFS
would preempt DIFS because it has a higher priority.
Figure 7-1 illustrates the transmission of a frame. In the figure, Station A wants to send a
frame. As the process goes, both the physical and virtual carrier need to be free. This
means the client has to listen. To listen, the client chooses a random number and begins a
countdown process, called a backoff timer. The speed at which the countdown occurs is
called slot time. 802.11b uses long slot time, with slots 20 microseconds long, while
802.11a and g use short slot time, with slots that are 9 microseconds long.
1 Select a random timer (29), 28, 27, 26....
2 Listen during countdown.
4 I was at 18; add 45 to that and continue (63, 62, 61...).

Station A
To Distribution

Frame

Duration

3 Send for 45 slots.
Station B

Figure 7-1 Sending a Frame: Part 1
It works like this:
1. Station A selects the random timer value of 29.
2. Station A starts counting at 29, 28, 27, 26, and so on. While Station A is counting
down, it is also listening for whether anyone else is sending a frame.
3. When the timer is at 18, Station B sends a frame, having a duration value in the
header of 45.
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4. The duration of 45 that is in the header of the frame sent by Station B is called a
network allocation vector (NAV) and is a reservation of the medium that includes
the amount of time to send its frame, wait for the SIFS, and then receive an ACK
from the AP.
5. Station A adds 45 to the 18 that is left and continues counting down, 63, 62, 61, and so
on. The total time that Station A waits before sending is called the contention window.
6. When the timer on Station A reaches 0 it listens to the medium. If the medium is still
clear, it can send its frame as illustrated in Figure 7-2.
If Station A sends but fails, it resets the backoff timer to a new random number and counts
down again. The backoff timer gets larger as the frames fail in transmission. For example,
the initial timer can be any number between 0 and 31. After the first failure, it jumps to
any number between 0 and 127. It doubles for the next failure, then again, then again.
This entire process is known as the distributed coordination function (DCF). This simply
means that each station is responsible for coordinating the sending of its data. The alternative to DCF is point coordination function (PCF), which means the AP is responsible for
coordination of data transmission.
5 Countdown is over. Now I can send.
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Frame

Duration

Station A

To Distribution

Station B

Figure 7-2 Sending a Frame: Part 2
If the frame is successful, an ACK must be sent. The ACK uses the SIFS timer value to
make sure it is sent quickly. Some amount of silence between frames is natural. The SIFS is
the shortest period of silence. The NAV reserves this time. A normal silence time is the
DIFS. Again, the ACK uses SIFS because you want it to be sent immediately. The station
that sends the ACK waits for the SIFS and then ACKs with the duration of 0. This is how
the end of the transmission is indicated.

Wireless Frame Headers
Figure 7-3 shows a wireless frame. Each of the fields has been expanded so you can see it
more clearly. It is beneficial to understand these fields and how they play a part in the
sending and receiving of wireless frames.
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Figure 7-3 Wireless Frame Capture 1
As you can see from the capture, a preamble is present, denoted with the Type/Subtype label,
followed by a Frame Control field. The preamble can be anywhere from 76 to 156 bytes. The
Frame Control field is 2 bytes. It tells what type of frame it is. In this case, it is a data frame.
The Flags field indicates that the frame is traveling from the DS (the distribution system, or
the wired network), not toward the DS. This is represented with a single byte. In the figure,
this is a frame that is coming back to the client.
Following the Flags field is a Duration field. The Duration field indicates how long the
medium is reserved while this frame is being sent and includes time for an ACK to be sent
in reply. The idea behind this process is to prevent collisions.
A wireless frame can have up to three MAC addresses following the Duration field. This is
a total of 18 bytes. In the figure, you can see the following:
■

Destination MAC address

■

BSS ID, which is also a MAC address

■

Source MAC address

The source address (SA) is the station that sent the frame. The transmitter address (TA) is
the address of the station that is emitting the frame; in Figure 7-3, a TA is not shown. In
some scenarios, a TA might vary from an SA. For example, if a wireless frame is relayed
through a repeater, the TA would be the radio of the repeater, and the SA would be the
sending device. The destination address (DA) is the final destination of the frame; in this
case, it is the wireless client.
The Sequence Control field (2 bytes) indicates whether the frame is a fragment. Again, in
Figure 7-3, the Sequence Control field is indicated with Fragment Number and shows that
this is number 0, or the last fragment. This leads to an interesting topic—fragmentation.
When and why would you fragment on a wireless network? The answer is that a wireless
frame is, by default, 2346 bytes long. Considering that the frame is going to move to or
from an Ethernet distribution that has a maximum transmission unit (MTU) of 1500 bytes
and can see frames as big as 1518 bytes or slightly larger (depending on the trunking
used), the frames on the wireless side are too big and need to be chopped up.
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Optionally, you can see a fourth MAC address, a receiving address (RA), which is the address of the direct station that this frame is sent to; however, this is not seen in the figure
(in the figure the DA address has already fulfilled this function, so the RA address was not
needed). The frame could be relayed through a wireless bridge or repeater. This additional
address adds six more bytes.
Finally, the frame body follows (not seen in the figure). It can be up to 2306 bytes and references only two MAC addresses, just like any other L2 frame. The frame body is encapsulated inside the last header shown in the figure.
In addition, you might see a 4-byte frame check sequence (FCS) following the L2 frame.
This is common but not required.

Frame Types
For the most part, all frames are going to have the same type of header. The difference is
in the body of the frame. The body is more specific and indicates what the frame is all
about. Table 7-2 shows some frame types.
Table 7-2 Frame Types Table
Management

Control

Data

Beacon

Request to Send (RTS)

Simple data

Probe Request

Clear to Send (CTS)

Null function

Probe Response

Acknowledgment

Data+CF-ACK

Association Request

Power-Save-Poll (PS-Poll)

Data+CF-Poll

Association Response

Contention Free End (CF-End)

Data+CF-Ack

Authentication Request

Contention Free End + Acknowledgment (CF-End +ACK)

ACK+CF-Poll

Authentication Response

CF-ACK

Deauthentication

CF-ACK+CF-Poll

Reassociation request
Reassociation response
Announcement traffic indication
message (ATIM)
Each frame type merits its own
discussion to follow.
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Management Frames
Management frames, as their name indicates, are used to manage the connection. In looking at a frame capture, the Type field indicates Management, and the subtype tells what
kind of management frame it is. As Table 7-2 listed, there are 11 Management frame types.
There are some more-often seen frames that you should be familiar with. These frame
types are discussed in the following sections.

Beacons and Probes
Figure 7-4 shows a management frame with a subtype of 8. This indicates that it is a beacon frame, which is used to help clients find the network.
Key
Topic

Figure 7-4 Management Frame Capture
Figure 7-5 shows a sample network where the AP is sending a beacon frame.

I hear beacons
from an AP.

SSID: CARROLL
Beacon

Wireless
Client

Figure 7-5 Sample Network Using Beacon Frames
When the client hears the beacon frame, it can learn a great deal of information about the
cell. In Figure 7-6, you can see that the beacon frame includes a timestamp that gives a reference time for the cell, the beacon interval, and a field called Capability Information,
which provides specifics for this cell. The Capability Information field includes information regarding power save mode, authentication, and preamble information.
A beacon frame also includes the SSIDs that the AP supports, the rates that are supported,
and six fields called Parameter Set that indicate modulation methods and such.
Another field you will find is Traffic Indication Map (TIM), which indicates whether the
AP is buffering traffic for clients in power-save mode.
When a client sees a beacon frame, it should be able to use that information to determine
if it is able to connect to the wireless Cell. Chapter 16, “Wireless Clients,” covers the
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Figure 7-6 Beacon Frame Details
process of how a client searches channels and displays connection capability information.
For now, just understand that the beacon frame allows a client to passively scan a network.
Sometimes, however, you do not want to passively scan a network. Perhaps you know exactly
what SSID you want to connect to. In this situation, you can actively scan a network to determine if the SSID you are looking for is accessible. When a client actively scans a network, it
uses probe request and probe response messages. Figure 7-7 shows a client actively scanning.

Probe request “Is SSID
CARROLL out there?”

SSID: CARROLL
To Distribution

Client
Probe response
“Here I am!”

Figure 7-7 Active Scanning

As you can tell in the figure, the client is looking for a wireless cell with the SSID of “Carroll.” This client sends a probe request and the AP, upon receiving the probe request, issues
a probe response. The probe response is similar to the beacon frame, including capability
information, authentication information, and so on. The difference is that a beacon frame
is sent on an automated basis (every 100 ms by default) and a probe response is sent only
in response to a probe request.

Connecting After a Probe or Beacon
After a client has located an AP and understands the capabilities, it tries to connect using
an authentication frame. This frame has information about the algorithm used to authenticate, a number for the authentication transaction, and information on whether authentication has succeeded or failed.
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One thing to note is that authentication can be Open, meaning that no authentication algorithm such as WEP is being used. The only reason an authentication message is used is
to indicate that the client has the capability to connect. In Figure 7-8, the client is sending
an authentication request, and the AP is sending an authentication response. Upon authentication, the client sends an association request, and the AP responds with an association response.

1

Authentication
Request
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Authentication
Response

3

2

Association
Request
To Distribution

Client
Association
Response

4

Figure 7-8 Authentications and Association

Leaving and Returning
When a client is connected to a wireless cell, either the client or the AP can leave the connection by sending a deauthentication message. The deauthentication message has information in the body as to why it is leaving. As an alternative, a client can send a
disassociation message, which disassociates the client from the cell but keeps the client
authenticated. The next time a client comes back to the wireless cell, it can simply send a
reassociation message, and the AP would send a reassociation response—eliminating the
need for authentication to reconnect to the cell.

Note: Cisco Unified Wireless networks use deauthentication messages to contain rogue
APs. This concept is a little outside of this discussion but will be covered in Chapter 10,
“Cisco Wireless Networks Architecture.”

Control Frames
One of the most common control frames is the ACK, which helps the connection by acknowledging receipt of frames. Other control frames include the request to send (RTS)
and clear to send (CTS), which were discussed in Chapter 6, “Overview of the 802.11
WLAN Protocols.” The ACK, RTS, and CTS frames are used in DCF mode.
The control frames that are used in PCF mode are as follows:
■

Contention Free End (CF+End)

■

Contention Free End Ack (CF +end_ack_)
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■

CF-Ack

■

CF Ack+CF Poll

■

CF-Poll

These frames are also discussed in the paragraphs to follow.
When an AP takes control of a network and shifts from DCF mode (every station for itself) to PCF mode (the AP is responsible for everyone sending), the AP lets all stations
know that they should stop sending by issuing a beacon frame with a duration of 32768.
When this happens and everyone stops sending, there is no longer a contention for the
medium, because the AP is managing it. This is called a contention free window (CFW).
The AP then sends poll messages to each client asking if they have anything to send. This
is called a CF-Poll, as illustrated in Figure 7-9.
New Beacon
(Stop sending—I am now in control.)
1

2

Client

To Distribution

CF-POLL
(You can send.)

Figure 7-9 CF-Poll in PCF Mode
Figure 7-10 illustrates how the AP might control communication. Here, the AP has data to
deliver to the client (DATA). It allows the client to send data (CF-Poll) and acknowledges
receipt of the client data (CF-ACK).
DATA

CF-POLL

1

2
To Distribution

Client
CF-ACK

3

Figure 7-10 Data + CF-Poll + CF-ACK
Other variations exist, but from these examples you should have a decent understanding
of PCF operation.

Power Save Mode and Frame Types
Another mode of operation mostly seen on laptops is called power save mode. Looking
back at Table 7-2, you can see that a control frame is related to a power save (PS-Poll). In a
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power save, a client notifies an AP that it is falling asleep by using a null function frame.
The client wakes up after a certain period of time, during which the AP buffers any traffic
for it. When the client wakes up and sees a beacon frame with the TIM listing that it has
frames buffered, the client sends a PS-Poll requesting the data.

Frame Speeds
One final item to discuss before putting it together is frame speed. The AP advertises
mandatory speeds at which a client must be able to operate. You can use other speeds, but
they are not mandatory. For example, 24 Mbps might be mandatory, but an AP might also
be capable of 54 Mbps. A client must support 24 Mbps but is allowed to use the best rate
possible, in this example 54 Mbps. When data is sent at one rate, the ACK is always sent
at 1 data rate lower.

A Wireless Connection
Using Figures 7-11 through 7-18, you can step through a simple discovery and association
process.
1. The AP sends beacons every 100 milliseconds, as shown in Figure 7-11.
1 Beacons Every
2 Seconds

To Distribution
Client A

Figure 7-11 AP Beacons

2. Client A is passively scanning and hears the beacon. This enables the client to determine whether it can connect. You can see this in Figure 7-12.

2 Passively scanning.
I heard a beacon and
can connect.

1 Beacons Every
2 Seconds

To Distribution
Client A

Figure 7-12 Passive Scanning

3. A new client (Client B) arrives. Client B is already configured to look for the AP, so instead of passive scanning, it sends a probe request for the specific SSID (see Figure 7-13).
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2 Passively scanning.
I heard a beacon and
can connect.

1 Beacons Every
2 Seconds

To Distribution
Client A

3 I just got here and don’t
want to wait. I’ll send a
probe request.
Client B

Figure 7-13 Active Scanning Probe Request
4. The AP sends a probe response, seen in Figure 7-14, which is similar to a beacon. This
lets Client B determine if it can connect.

4 I will reply with a
probe response.
To Distribution
Client A

3 I just got here and don’t
want to wait. I’ll send a
probe request.
Client B

Figure 7-14 Probe Response
5. From this point on, the process would be the same for Client A and Client B. In
Figure 7-15, Client B sends an authentication request.

6 Authentication Response
To Distribution
Client A
5 Authentication Request

Client B

Figure 7-15 Association Request and Response
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6. Also seen in Figure 7-15, the AP returns an authentication response to the client.
7. The client then sends an association request, as seen in Figure 7-16.

8 Association Response
To Distribution
Client A
7 Association Request

Client B

Figure 7-16 Association Request and Response
8. Now the AP sends an association response, also seen in Figure 7-16.
9. When the client wants to send, it uses an RTS, assuming this is a mixed b/g cell. The
RTS includes the duration, as you can see in Figure 7-17.

AC

K

12

10 CTS for 44 Seconds

D

AT
A

To Distribution

11
9 RTS for 44 Seconds

Client B

Figure 7-17 RTS/CTS
10. Also seen in Figure 7-17, the AP returns a CTS.
11. The client sends the data (see Figure 7-17).
12. The AP sends an ACK after each frame is received (Figure 7-17).
13. In Figure 7-18, the client sends a disassociation message.
14. The AP replies with a disassociation response (Figure 7-18).
15. The client returns and sends a reassociation message (Figure 7-18).
16. The AP responds with a reassociation response (Figure 7-18).
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To Distribution

15
13 Disassociation Message

Client B

Figure 7-18 Reassociation
Again, this process has other variations, but this should give you a pretty good understanding of how to manage a connection.
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Exam Preparation Tasks
Review All the Key Concepts
Review the most important topics from this chapter, noted with the Key Topics icon in the
outer margin of the page. Table 7-3 lists a reference of these key topics and the page number where you can find each one.
Table 7-3 Key Topics for Chapter 7
Key Topic Item

Description

Page Number

Figure 7-1

Sending a frame: part 1

117

Figure 7-2

Sending a frame: part 2

118

Figure 7-3

Wireless frame capture

119

Table 7-2

Frame types table

120

Figure 7-4

Management frame capture

121

Figure 7-6

Beacon frame details

122

Figure 7-8

Authentication and association

123

Complete the Tables and Lists from Memory
Print a copy of Appendix B, “Memory Tables,” (found on the CD) or at least the section
for this chapter, and complete the tables and lists from memory. Appendix C, “Memory Tables Answer Key,” also on the CD, includes completed tables and lists to check your work.

Definition of Key Terms
Define the following key terms from this chapter, and check your answers in the Glossary:
management frames, control frames, data frames, CSMA/CA, CCA, hidden node problem,
virtual carrier sense, IFS, SIFS, DIFS, ACK, backoff timer, NAV, slottime, contention window, DCF, PCF, SA, RA, TA, DA, MTU, beacon, probe request, probe response, authentication request, authentication response, association request, association response, TIM,
ATIM, passive scan, active scan, deauthentication message, deauthentication response,
disassociation message, disassociation response, null function frame, PS-Poll
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monitor mode (APs), 203
monitoring with WCS, 376
multipath, 39
multiple network support, 173

N-O
naming APs (access points), 243-244
NAV (network allocation vector), 118
navigating controller web interface, 235
NC (network coordinator), 137
Near/Far issue, troubleshooting, 410
Neill, Paul, 89
network infrastructure mode (AP), 55
NetworkManager, 304
non-LOS, 138
OFDM, 15, 101
OFDM (Orthogonal Frequency Division
Multiplexing), 12
omnidirectional antennas, 73-74
open authentication, 334
outdoor wireless bridges, 61

P
PCF (point coordination function), 118
PEAP, 344
phase, 12
physical connectivity
troubleshooting, 408
Planning Mode (WCS), 372

Index Level HEading 1 from Recto

polarization, 71
ports, 228
assigning to VLANs, 158-159
power save mode, 124
practice exam
activating, 432
practicing configurations, 434
preparing for CCNA Wireless exam, 431
Cisco Learning Network, 433
exam engine, 431, 435
suggested study plan, 434
probe response messages, 122
PSK (phase-shift keying), 15

Q-R
QPSK, 15
Reconnaissance attacks, 334
redundancy, 202
reflection, 38
refraction, 40
repeaters, 60
resetting APs to factory default, 398
restricting access to APs (access points),
245
Reverse-Polarity-Threaded NeilConcelman (RP-TNC) connector, 24
RF signals, 8-9
RIFS (reduced interframe space), 109
roaming, 57-58, 213
Layer 2 roaming, 215
Layer 3 roaming, 216
mobility groups, 210-212
rogue APs, 253-254, 331
rogue detection mode (APs), 204
RP-TNC connector, 89

RPF (Reverse Path Filtering), 217
RSSI (Received Signal Strength
Indicator), 42
RTS (request to send), 17

S
saving controller configuration, 392-394
SBCS (Cisco Smart Business
Communication System), 280-281
scattering, 39
SCC (Cisco Secure Services Client)
installing, 321
licensing, 320
security
modifying on WLANs, 242
threats
ad hoc networks, 331
management frame spoofing, 332
rogue APs, 331
wireless attacks, 334
WPA, 346-347
WPA2, 348
sending frames, 116-118
service ports, 182
SHF (Super High Frequency), 9
show client detail command, 411-412
show running-config command, 394,
397
Simulation mode (exam engine), 435
sine waves, 34
slottime, 117
sniffer mode (APs), 203
SNMP, community strings, 421
SNR (signal-to-noise ratio), 43
split MAC design, 172
splitters, 90
spread spectrum, 9, 12-15
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SSIDs, 58, 174
STA (station), 56
static interfaces, 229
Study mode (exam engine), 435
suggested study plan, 434
supplicants, 338
symmetric tunneling, 216-218

T
TAC, 422
TDMA, 134
tech support, 422
templates (WCS), 365
threats to wireless networks
ad hoc networks, 331
management frame spoofing, 332
rogue APs, 331
wireless attacks, 334
topologies, WGB, 59
TPC (transmit power control), 106
troubleshooting
ADU, 315-319
CLI, 410
debug commands, 413-417
show client detail command,
411-412
client-side issues, 408-410
connectivity, 408
controller interface, 418-420
Exposed Node issue, 410
Hidden Node issue, 410
Near/Far issue, 410
SNMP, community strings, 421
WCS 5.x, 423
trunk ports, creating, 159-161

tunneling
asymmetric, 216
configuring, 218
mobility anchors, 218
symmetric, 218
TxBF (transmit beamforming), 108

U-V
UHF (Ultra High Frequency), 9
UNII (Unlicensed National Information
Infrastructure), 10, 106
unlicensed frequency bands, 9
UPCS (Unlicensed Personal
Communications Services), 134
upgrading
APs, 391
controllers, 386-391
WCS, 392
uWGB (universal workgroup bridge), 59
verifying
AP
hardware version, 388
software version, 386
controller version software, 386
vertical polarization, 71
virtual interface, 229
VLANs, 153
creating, 156-158
membership modes, 155
ports, assigning, 158-159
trunk ports, creating, 159-161

W
waveforms, 34
wavelength, 34
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WCS (Cisco Wireless Control System),
185, 358
administration options, 360

WLCs
Cisco 44xx series, 182

auto provisioning, 367

Cisco 2106, 184
Cisco 3750-G, 182

configuring, 358-360
controllers

Cisco WiSM, 183

adding, 362, 365
upgrading, 390-391
installing, 358-360
maps, 368, 371
monitoring with, 376
Planning Mode, 372
upgrading, 392
WCS 5.x, troubleshooting clients, 423
WCZ, active null scanning, 300
web browsers, configuring Cisco 526
controllers, 287-288
web interface, 235
controllers, configuring, 238-247
navigating, 235
WEP, 334
Wi-Fi Alliance, 27
WiMax (Worldwide Interoperability for
Microwave Access), 138-139
wireless attacks, 334
wireless cells, 56
wireless connection process, 125, 128
wireless LAN adapters, 307-308
wireless LAN controllers in CUWN
architectures, 182-184
wireless network management in CUWN
architectures, 185
wireless repeaters, 60
WLANs, 53
creating, 240-242
multiple network support, 173
security, configuring, 242

Cisco WLCM, 184
CUWN, 172-173
split MAC design, 172
WMANs, 54
workgroup bridges, 59
WPA, 346-347
WPA2, 348
WPANs (wireless personal-area networks), 52-53, 135
WWANs (wireless wide-area networks),
54
WZC (Windows Wireless Zero
Configuration Utility), 298-300

X-Y-Z
yagi antennas, 82
ZigBee, 135
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