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Dedications
Tim Szigeti:
To my family:

Senna, my pride: Has it really been nine years since you were born (and since 1 first
dedicated a book to you)? I can hardly believe it! Every day you amaze, astonish, and
inspire me with your inventiveness, resourcefulness, and creativity, whether you're
designing cars of the future, building amazing structures from any type of construction
material, or figuring out how to translate collecting chestnuts into a lucrative business
venture. I don’t know yet whether you will be an architect, an engineer, a scientist, a
business magnate, or a full-time volunteer; but I do know that whatever you choose,
you will be phenomenally successful at it! Always remember: the greatest rewards and
satisfaction and joy come from serving others, and as such, may you ever be generous of
your knowledge, your talents, and of yourself. Also may you ever be courageous, choos-
ing the right path, even when an easier one is presented to you. And finally, may you
ever be humble, bearing in mind that we can learn from every single person we meet.

Isla, my joy: Has it really been five years since you were born (and since I first dedicated
a book to you)? I can hardly believe you're beginning senior kindergarten this year!
What a lovely, intelligent, kind, and delightful young lady you're turning out to be! It’s
true, you still have me tightly wrapped around your little finger, but I don’t mind; no,
not at all. T wonder too what you will be when you grow up. Will you be a veterinar-
ian? A dentist? A ballerina? An artist? An equestrian? A volunteer? I'm very excited to
find out. I love that no matter what you do, you put your best and your all into your
endeavors. When trying new things, remember to be patient, positive, and persistent: if
things don’t go quite right on the first try, dust yourself off, try to learn from what went
wrong, and then give it another go. And another. And another...until you achieve your
goal. T know you can do anything you set yourself to!

Lella, my love: Has it really been 19 years since we were married (and 14 since I first
dedicated a book to you)? It’s only when I stop and count the years that I begin to feel
old; otherwise I still feel like the goofy nerd that you married a long, long time ago. For
richer or for poorer, in sickness and in health, I consider myself blessed to have you
beside me through our life journey. You're a true complement. You make me a better
person, husband, and father. Without you, I'd be completely lost; with you, I just lose
my keys, my socks, my patience, and sometimes my mind! But, you always manage to
help me find everything that really matters. For this, and for a million other reasons,

I love you forever.

Dave Zacks:

It is not often that you see a fundamentally new approach to network design and
deployment begin to emerge and take hold. In a career, you may only get to see such a
transition once or twice. It has been my privilege to be involved in just such an exciting
journey with Cisco around the Digital Network Architecture—and my further privilege
to work with a team of outstanding individuals as this transition takes place.
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I dedicate this book to the multitude of people with whom I have shared this quest, and
to the many friends I have made along the way.

Tim, Matt, and Simone—it has been a privilege to write this book with you, and to
count you as my friends as well as co-workers.

Onward and upward! The adventure has really only just begun.
And for a bit of fun:

01001001 00100000 01100100 01100101 01100100 01101001
01100011 01100001 01110100 01100101 00100000 01110100
01101000 01101001 01110011 00100000 01100010 01101111
01101111 01101011 00100000 01110100 01101111 00100000
01100001 01101110 01111001 01101111 01101110 01100101
00100000 01110000 01100001 01110100 01101001 01100101
01101110 01110100 00100000 01100101 01101110 01101111
01110101 01100111 01101000 00100000 01110100 01101111
00100000 01100011 01101111 01101110 01110110 01100101
01110010 01110100 00100000 01110100 01101000 01101001
01110011 00100000 01100010 01100001 01100011 01101011
00100000 01110100 01101111 00100000 01000001 01010011
01000011 01001001 01001001 00100000 01110100 01100101
01111000 01110100 00101110 00100000 00100000 01000001
01110100 00100000 01110100 01101000 01100101 00100000
01100101 01101110 01100100 00100000 01101111 01100110
00100000 01110100 01101000 01100101 00100000 01100100
01100001 01111001 00101100 00100000 01101001 01110100
00100111 01110011 00100000 01100001 01101100 01101100
00100000 01101111 01101110 01100101 01110011 00100000
01100001 01101110 01100100 00100000 01111010 01100101
01110010 01101111 01110011 00100001

...And to everyone else, I hope you really enjoy this book!

Matthias Falkner:

More than three years ago Cisco embarked on a new era in enterprise networking by
developing Cisco Digital Network Architecture. For many of us at Cisco—and probably
for many of you networking geeks—this implied once again a completely new vocabu-
lary of acronyms: DNA, ENFV, SDA, SDW, FB, FC, FE, NFVIS, VNF, LISP, VXLAN,
VNID, PXGrid, ISE, etc. My family and friends were once again completely flabbergast-
ed. I had just barely gotten over traditional networking acronyms (ATM and BGP took a
few years) with them, and I now started to talk about DNA and all of its concepts with a
renewed passion and excitement, completely confusing my non-networking audience in
the process once again.
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So I would like to dedicate this book to my wonderful wife Julia, my fantastic kids Amy,
Caroline, Benjamin, and Christopher, my parents Renate and Kurt, as well as my extend-
ed family who had to endure this whole new wave of acronyms. Thank you for giving
me the time and patience to contribute to this book with my awe-inspiring co-authors,
Tim, Dave, and Simone. I could not have done this without all of you!

Simone Arena:

My favorite artist and rock legend Bruce Springsteen sings in the 1984 song “No
Surrender”: We learned more from a three-minute record than we ever learned
in school.

It’s the passion, the real-world experiences, the new perspective on things that a song can
communicate that strikes the listener. Well, we have tried hard to put the same ingredi-
ents into this book, so I really hope you will enjoy it.

I would like to dedicate this book, and all the effort that went into it, to my whole
family. I have a wonderful big Italian family, so I cannot name them all; but I do want

to mention my wife Giulia, my two princesses Viola and Anita, my mom Laura, and my
father Paolo (I am sure he will be reading the book from up there). They are my strength
and inspiration.

A special thank you, from the bottom of my heart, goes to my wife Giulia because she
simply knows how to deal with me, she has the right attitude and always the right word
for me, at the right time...so that I never give up...“no retreat, baby, no surrender...”

ix
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The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

m Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

® [ralic indicates arguments for which you supply actual values.
m Vertical bars (|) separate alternative, mutually exclusive elements.
m Square brackets ([ ]) indicate an optional element.

m Braces ({ }) indicate a required choice.

m Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Foreword

In the last 20 years, we’ve seen a new kind of business arise and grow: the digital native
enterprise. Companies like Salesforce, Google, Amazon, Uber, eBay, and Airbnb have
leveraged digitization as a disruptive force across a variety of industries. All of these
companies rely on network connectivity for their businesses to flourish. For these
companies, the network is the foundation of the business.

Fly by Wire

A reliance on the flow of data isn’t limited to digital native companies, however. Nearly
every large business or enterprise today relies on continued connectivity among employ-
ees, partners, suppliers, customers, databases, and software services to operate.

United Airlines can’t put a plane in the air if there’s a network outage: Electronic systems
problems, when they arise, are well-publicized reasons for system-wide ground stops.
Amazon is reported to be exposed to over a million dollars a minute of losses when its
servers go offline. And when a cloud service goes down, critical business functions—like
sales—can go with it across industries, as some customers of Salesforce discovered in a
widely publicized outage in May 2016.

For thousands of companies of all kinds, the network is the foundation.
But the network is evolving.

There are converging trends—some technological, some business-driven—that put pres-
sure on businesses’ historically static network infrastructures. For example, the growing use
of multiple cloud-based services for business-critical functions disrupts typically central-
ized security models (while it also enables the rapid provisioning of new applications). The
influx of Internet of Things (IoT) devices into the workplace upends traditional security
models and creates an endpoint environment that is constantly expanding and evolving.

Connectivity is now business-critical and the availability of modern campus and branch
networks must grow to reflect this new reality. The resulting new systems will be, in
many ways, more complex, and they simply cannot be managed the way networks,
devices, and security were run just a few years ago.

Cisco DNA Center and the New Model of Networking

At Cisco, we saw this coming. We’ve known for years that the network architectures
we've been using—that we helped build over the last 30 years, to be honest—were not
what we would need for the next generation. As end devices and applications become
more dynamic, so must the network. We need to be able to instantly reconfigure every
node of the network the second a decision to utilize a new application in the cloud is
made, or even more quickly, based on emerging threat conditions.

For this to work, we cannot expect network operators to continue to program each
network device (each router and switch) separately, nor is it realistic to expect network
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managers of the near future to have to maintain complex access control lists (ACLs) and
VLAN:S as the primary method of separating users and devices, and acting as the first line
of defense for security breaches.

Telling network equipment how to do what we need it to do is getting less manageable by
the day. Rather, we need to tell networks what we need them do, and then rely on them
to handle the heavy lifting of configuring the equipment automatically.

This is what intent-based nerworking does, and what Cisco DNA Center is. It’s the
unified control system that lets IT managers set up and maintain an entire network fabric
by defining rules that span network devices, and that move across the network with users
as they and their devices are in motion.

Cisco DNA Center also provides a feedback loop—Assurance—that can use advanced
analytics to make sure the network is doing what you intend for it to do. For security, for
capacity planning, and especially for troubleshooting, this capability is invaluable, espe-
cially as enterprises’ endpoint and application environments get more varied and dynamic.

Cisco DNA Center puts a coherent management interface on top of an entire network,
including much of the network equipment we'’re using today. In other words, it’s an
abstraction layer on top of current systems. Network operators will be able to set up,
maintain, and optimize business operations on networks without having to know every
CLI on every device and be able to program every device by hand (just as business appli-
cation programmers today rarely have to think about CPU-level microcode). But as we
transition from traditional methods for running networks to a new, directed way to man-
age them, it’s valuable to understand how the old and the new systems interact.

That’s what I hope you get out of this book. Moving to intent-based network manage-
ment is a big shift, and we know that networking experts need to learn to trust it before
they learn to use it. We hope this book helps you understand the how and the why of
intent-based networking in general, and Cisco DNA Center in particular, so you can take
full advantage of this new capability.

The Network as Competitive Advantage

It is our sincere hope that by moving to intent-based network management, we will help
network operators work more efficiently. We want you to spend less time programming
multiple devices to do the same thing, less time chasing ACL configurations, and far less
time troubleshooting.

With this time saved, we believe that network experts can apply their expertise to more
strategic tasks. For every business running on a network (that is, nearly all of them), the
people running the network can be a great lever in helping the business to run faster and
be more dynamic. By focusing more on the value the network can unlock for businesses,
and a little less on the minutiae of how it works, we’ll be able to build more robust, more
competitive, more agile, and more secure enterprises.

—Scott Harrell

SVP, Cisco and GM of Cisco’s Enterprise Networking Business (ENB)
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Introduction

Cisco Digital Network Architecture (DNA) represents the most fundamental change in
enterprise networking in the past decade (possibly decades!).

To enable, facilitate, and accelerate the digital transformations of enterprises and to meet
future business demands of networks (including multi-cloud, IoT, encrypted threats, etc.),
Cisco has taken an entirely new approach to networking: intent-based networking. Thus,
Cisco has re-engineered the enterprise network architecture, infrastructure, and solutions
from the top down to align to this intent-based networking approach, the result of which
is Cisco DNA.

Goals and Methods

The goal of this book is to introduce you to Cisco DNA, highlighting the current and
future value propositions it offers to customers, the philosophy, tenets, and blueprints
of the architecture, its hardware and software components, and the current solutions
enabled by this architecture.

Who Should Read This Book?

This book has been written for four groups of readers:

m Business decision makers (BDMs): This book enables BDMs to see the
impact that DNA can have on their business as a whole, to drive digital
transformation and to gain competitive advantage.

m Technical decision makers (TDM): This book familiarizes TDMs with
powerful emerging technologies and solutions that address their specific
business needs.

m Network architects: This book provides technical details of cutting-edge
technologies to network architects tasked with deploying these solutions,
highlighting recommendations, interdependencies, limitations, and caveats.

m Network operators: This book provides guidance for network operators
running DNA Center in their enterprise, showing them how to use this user-
friendly interface to operate and benefit from powerful new networking
solutions.

The authors of this book are principal and distinguished engineers who are leading the
engineering efforts on DNA and are incredibly passionate about the work they are doing.
As such, their motivation behind writing this book is their enthusiasm to share these
latest and greatest breakthroughs in enterprise networking with any and all interested
parties.



Introduction

How This book Is Organized

This book is organized into 23 chapters in 6 parts.

Note

The number of chapters in this book on Cisco DNA happens to correspond

exactly to the number of chromosomes found in human DNA. As such, both happen to
have 23 “chapters.” This fact, however, is pure coincidence. Nonetheless, it makes for an
interesting, albeit unintentional, parallel.

In Part I, “Introduction to DNA,” readers are presented with business requirements, user
requirements, and technical requirements of the enterprise network architecture. The five
chapters in Part I are as follows:

Chapter 1, “Why Transform Your Business Digitally?”: The goal of this chapter is
to understand the business opportunities and challenges that customers are facing in
digital transformation, setting context for how Cisco DNA addresses these.

Chapter 2, “The Business Value of DNA”: This chapter introduces the concept of
intent-based networking, and provides specific examples and data points of how
Cisco DNA can reduce costs, mitigate risks, provide actionable insights, and increase
business agility.

Chapter 3, “Designing for Humans”: This chapter serves as an intersection between
business requirements and technical requirements by focusing on a third dimension
of requirements: user requirements. It introduces the Design Thinking philosophy
that Cisco employed in its top-down approach to DNA.

Chapter 4, “Introducing the Digital Network Architecture”: This chapter provides
a technical introduction to Cisco DNA by outlining guiding architectural principles
and tenets and introducing various components, including network infrastructure,
network controllers, and network analytics platforms. (Note that the theme of the
next three parts of the book are centered on these respective components.)

Chapter 5, “The Digital Network Architecture Blueprint”: This chapter “peels the
onion” to expose the next level of architectural detail by showing how Cisco DNA
components interact to connect users, devices, and applications. This chapter defines
services in detail and explains concepts such as domains, scopes, and fabrics. It also
offers an abstracted yet detailed blueprint to provide a framework for current and
future elements of Cisco DNA.

Having introduced Cisco DNA in Part I, the next three parts are centered on key
components of the architecture, specifically infrastructure, automation, and analytics.
As such, Part II, “DNA Programmable Infrastructure,” focuses on hardware, software,
and protocol innovations within the infrastructure that provide the foundation for
Cisco DNA. Part II is composed of six chapters:

XXXV



XXXViii

Cisco Digital Network Architecture

m Chapter 6, “Introduction to DNA Infrastructure”: This chapter presents evolving
business needs of the network infrastructure, including the need for simplicity,
continuity, and speed. Additionally, this chapter outlines how programmable hard-
ware, flexible software, evolving protocols, and virtualization address these needs.

m Chapter 7, “Hardware Innovations”: This chapter dives deep into hardware innova-
tions for enterprise switching, routing, and wireless platforms. After an overview of
application-specific integrated circuit (ASIC) design and production, this chapter
provides in-depth details about the Cisco Unified Access Data Plane (UADP) ASIC,
which represents the heart of DNA switching platforms, such as the Catalyst 9000
Series switches. A similar discussion follows on the Cisco QuantumFlow Processor
(QFP) ASIC, which powers Cisco ASR routers. And finally, this chapter details wire-
less hardware to show how it enables new protocols, speeds, capabilities (like preci-
sion location and tracking), and analytics.

m Chapter 8, “Software Innovations”: This chapter traces the evolution of Cisco IOS
software (data plane, control plane, and management plane) and highlights the bene-
fits of Cisco 10S XE software, in particular its cross-platform consistency, simplicity,
flexibility, modularity, and support for containers for application hosting. This chap-
ter also discusses trustworthy systems and the importance of secure infrastructure,
as well as the move to controller-based networking via programmable interfaces.

m Chapter 9, “Protocol Innovations”: This chapter outlines the evolution of network-
ing protocols, beginning with Ethernet protocols and Power over Ethernet (PoE) and
arriving at the movement toward Multigigabit Ethernet (mGig) over copper. It also
provides an overview of the evolution of Layer 2 and Layer 3 protocols and next-
generation networking protocols such as VXLAN, LISP, and TrustSec.

m Chapter 10, “DNA Infrastructure—Virtualization”: This chapter complements the
previous chapters by showing how the network functions enabled by hardware,
software, and protocol innovations can be virtualized. Network function virtualiza-
tion (NFV) enables network functions to run inside virtual machines on standard
Intel x86-based hosting platforms; as such, NFV is inherently software driven. These
functions can be quickly and easily deployed (even on an on-demand basis), provid-
ing network administrators flexibility, efficiency, and cost effectiveness.

m Chapter 11, “DNA Cloud”: This chapter discusses how on-premises infrastructure
can be extended to the cloud. It covers cloud service models, cloud deployment
types and modes, multi-cloud challenges and solutions, and how DNA integrates
with cloud-based service offerings.

Having laid a solid foundation at the infrastructure layer of the architecture, the
discussion next proceeds to a higher layer of the architecture, beginning with Part III,
“DNA Automation.” The three chapters in this part highlight how network operations
can be simplified and scaled using network controllers.
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m Chapter 12, “Introduction to DNA Automation”: This chapter explains the business
reasons driving network automation, as well as the many operational benefits that
can be realized by it. Also discussed are the differences between generic software-
defined networking (SDN) and Cisco DNA Automation.

m Chapter 13, “Device Programmability”: This chapter highlights the limitations of
current tools used for programming—and gathering telemetry from—networks,
and introduces new technologies that enable greater flexibility, efficiency, and capa-
bilities than ever before. These technologies include the Network Configuration
(NETCONTF) protocol, Representational State Transfer Configuration (RESTCONF)
protocol, Google Remote Procedure Call (gRPC) protocol, and Yet Another Next
Generation (YANG) models for configuration and operational data.

m Chapter 14, “DNA Automation”: This chapter discusses the importance of DNA
automation as a major functional block in the architecture, drawing attention to
how DNA automation goes well beyond the automatic configuration of individual
network devices by allowing operators to treat their entire network as a single,
cohesive, programmable system. This chapter explains how standardized network
designs contribute to this objective, as well as how network functions are automated.
The ongoing lifecycle management of DNA network elements is also addressed.

A key function that automation platforms provide is “talking” to the network—that is,
taking the business intent expressed by the network operator, translating this into device-
specific configurations, and then deploying these configurations at scale and end to end
across the infrastructure. While this is an important function, it needs to be complement-
ed by platforms that “listen” to the network, which is the key function performed by net-
work analytics platforms, as discussed in Part IV, “DNA Analytics.” Specifically, the DNA
Analytics platform “closes the loop” by gathering telemetry data from the network and
analyzing this data within the context of the expressed business intent so as to confirm
either that the intent has indeed been delivered across the network or that it hasn’t (in
which case remediation actions can be triggered). Part IV is composed of three chapters:

m Chapter 15, “Introduction to DNA Analytics”: This chapter introduces network
analytics by examining the process of discovering, interpreting, and communicat-
ing meaningful information from raw network data and the business value that such
actionable insights can present. Network analytics is broken down into its subcom-
ponents, including infrastructure analytics, endpoint analytics, application analytics,
user analytics, and policy analytics.

m Chapter 16, “DNA Analytics Components™: This chapter explores the architectural
components required to create an analytics solution, including instrumentation,
distributed analytics, telemetry, and analytics engines. The roles and interrelation-
ships of each component are examined, as well as how they come together to form a
cohesive and comprehensive solution.

m Chapter 17 “DNA Analytics Engines”: This chapter dives into detail on the
analytics engine, highlighting how it can be used for network health monitoring,
performance tuning, capacity planning, security analysis and threat prevention,
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and troubleshooting. To enable these use cases, network analytics engines need to
perform data transformation, aggregation, and correlation, as well as time-series
analysis and network baselining (via machine learning), all of which topics are
discussed in this chapter.

Part V, “DNA Solutions” (arguably the most exciting part of the book), takes the con-
cepts, principles, and components discussed thus far and shows how these are combined
into cutting-edge architectural solutions that are significantly greater than the sum of
their parts. The five chapters in Part V are as follows:

m Chapter 18, “DNA Virtualization Solutions: Enterprise Network Functions
Virtualization and Secure Agile Exchange”: This chapter presents two distinct
use-case solutions of enterprise network function virtualization:

m The virtualization of branch architectures, which focuses on the Cisco Enterprise
Network Compute System (ENCS) and Cisco Enterprise Network Function
Virtualization Infrastructure Software (NFVIS)

m The virtualization of policy-based connectivity to external domains for multi-
cloud architectures, namely the Cisco Secure Agile Exchange (SAE) solution,
which combines virtualization with policy to allow network operators to define
intent-based communication policies to connect employees, partners, customers,
and/or guests to applications hosted in private, virtual private, or public clouds

m Chapter 19, “DNA Software-Defined Access”: This chapter examines one of
Cisco’s newest and most exciting innovations in the area of enterprise networking:
Software Defined Access (SDA). SDA presents an entirely new way of building—or
even of thinking about and designing—enterprise networks. SDA revolutionizes
networking by decoupling the IP address logical-addressing function from policy (IP
ACLs have long been the traditional method of applying policy to users, groups, and
applications, resulting in the IP address becoming overloaded with meaning, leading
to brittle network designs and overwhelmingly complex network policies). SDA uti-
lizes multiple components of DNA, including automation, assurance, and integrated
security capabilities to deliver significantly increased simplicity, flexibility, security,
mobility, visibility, and performance to enterprise networks.

m Chapter 20, “DNA Application Policy”: This chapter presents a first-of-its-kind
solution for intent-based application networking in the enterprise. DNA provides a
comprehensive architecture to monitor, manage, provision, and troubleshoot appli-
cations. Specifically, DNA infrastructure provides powerful hardware and software
capabilities to support granular application recognition—of even encrypted appli-
cations—as well as flexible and detailed application treatment capabilities. In turn,
DNA Application Policy automates the deployment of intent-based application
policies in an end-to-end manner over both brownfield and greenfield networks.
Complementing these functions, DNA also includes application assurance (which is
discussed in detail in Chapter 21) to monitor, report, and remediate (when necessary)
how applications are being treated across the network.
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m Chapter 21, “DNA Analytics and Assurance”: This chapter discusses the role of
analytics and assurance within the enterprise network architecture and introduces
the DNA Analytics platform (an industry first), as well as the unprecedentedly
powerful network monitoring and troubleshooting application that it enables: DNA
Assurance. Most enterprises are bogged down by network monitoring and trouble-
shooting operations, and are challenged to collect data, replicate issues, resolve
issues in a timely manner, and free the network from being blamed (which it often
is, by default). To meet these challenges, DNA Assurance uses a time-series database
(similar to a TV digital video recorder) to monitor the health of clients, network
devices, and applications running on enterprise networks. Thus, IT support staff
are freed from having to replicate issues; all they have to do is go “back in time” to
whenever an issue was manifest, and see the entire state of the network at a given
moment in time, allowing them to troubleshoot the root cause of the issue. DNA
Assurance also expedites the troubleshooting and remediation process by leveraging
contextual correlation, machine learning, and guided remediation.

m Chapter 22, “DNA Encrypted Traffic Analytics™: This chapter presents a solution
to what was (until recently) thought to be an unsolvable problem: how to identify
threats in encrypted traffic. As the majority of enterprise traffic is now encrypted,
cyber attackers seek to benefit from this lack of visibility by injecting malware and
ransomware into the payloads of encrypted packets. However, DNA Encrypted
Traffic Analytics (ETA) presents an architectural approach that combines program-
mable hardware, sophisticated software, automation, analytics, and cloud-based
machine learning to produce a solution that has greater than 99 percent accuracy in
detecting malware in encrypted traffic (with less than 0.01 percent false positives).
This chapter examines two key use cases offered by ETA: encrypted malware
detection and cryptographic compliance.

DNA is the Cisco long-term strategy for enterprise networking, and represents a jour-
ney that has only just begun. In the final part (and chapter) of this book, Part 6, “DNA
Evolution,” the authors share some of their prognostications (bounded by confidentially
and intellectual-property restrictions) of future expressions of this architecture.

m Chapter 23, “DNA Evolution™: In this final chapter, the authors (all of whom serve
as DNA architects) wanted to share some of their thoughts on how they see DNA
evolving over the next few years, thus presenting a sense of where DNA is heading
(without giving away strategically competitive details). Also considered is the role of
the network administrator and the skill sets that will maximize value in the
transitions to come.
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Chapter 1

Why Transform Your

Business Digitally?

The primary goal of Cisco Digital Network Architecture (DNA) is to accelerate the digital
transformation of customers’ businesses. Therefore, before diving into the technologies
within this architecture, it’s important to understand the business opportunities and
challenges that customers are facing, thus setting relevant context for how DNA
addresses these.

This chapter introduces and discusses the following:

m The opportunities and threats presented by digital transformation
m How digital technologies have transformed entire industries

m Case-study examples of how digital technologies are transforming key areas of
business, including:

m Customer experiences
m Employee experiences
m Operations

m Digital transformation and the Internet of Things (IoT)

Opportunities and Threats

Transform or die. It’s really that simple when it comes to digital business. Provide your
customers new experiences, delivering them greater value, personalization, convenience
and satisfaction—or your competition will. Enable your employees new workplace expe-
riences, empowering them to collaborate effectively, and effortlessly, improving their
overall productivity and job satisfaction—or your opposition will. Leverage technology
to reduce costs, make informed data-driven decisions, and reallocate resources from
operation to innovation—or your rivals will.
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Does that sound a bit dramatic? Not according to a 2015 study! of 941 companies
around the world in 12 different industries done by the Global Center for Digital Business
Transformation, which highlighted that roughly 40 percent of today’s top ten incumbents
(in terms of market share) in each industry will be displaced by digital disruption within
the next five years. Furthermore, the same study showed that 43 percent of companies
either do not acknowledge the risk of digital disruption or have not addressed it suffi-
ciently, with nearly a third adopting a “wait and see” attitude. The industries most under
threat of digital disruption are shown in Figure 1-1.

In contrast, companies that have mastered digital technology transformations have
outperformed their industry peers by 9 percent in revenue generation and 26 percent in
profitability, according to the Harvard Business Review Press book Leading Digital.

How real is digital transformation? To answer this, let’s consider some examples of entire
industries that were either significantly disrupted or completely transformed by various
forms of digitalization.
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Figure 1-1 Threat of Digital Disruption by Industry (Image Credit: Global Center for
Digital Business Transformation, an IMD and Cisco Initiative bttps://www.imd.org/dbt/
digital-business-transformation/)

1 J. Bradley, J. Loucks, J. Macaulay, A. Noronha, and M. Wade, “Digital Vortex: How Digital
Disruption Is Redefining Industries,” Global Center for Digital Business Transformation, June 2015,
https://www.cisco.com/c/dam/en/us/solutions/collateral/industry-solutions/digital-vortex-report.pdf.
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Digitally Transforming Industries

Industries such as advertising, media and entertainment, finance, communications,
transportation, and others have been radically transformed by the advent of digital
technologies and processes. Incumbents that adopted “wait and see” attitudes were
quickly displaced, while bold innovators grabbed market share at astonishing rates,

as the following few examples demonstrate.

Digital Advertising

In 1995, Craig Newmark posed an email distribution list to friends, featuring local events
in the San Francisco Bay Area. This list became a web-based service, called Craigslist,

the following year and has since expanded to over 570 cities in 70 countries worldwide.
As Craigslist steadily gained popularity, eventually becoming a top-100 website, it virtu-
ally single-handedly put the newspaper classified-advertising industry out of business in
every city it entered, while earning itself nearly $700 million in annual revenues—all with
only 50 employees!

Similarly, digital advertising for local businesses by applications like Angie’s List, Yelp,
and others have displaced paper-based “Yellow Pages” telephone directories, which held
the monopoly for local business advertising for over 40 years.

Companies that have been slow to adapt to the shift from print advertising to digital have
suffered similar fates. In sharp contrast, companies like Google, Facebook, and Baidu
have embraced digital advertising and transformed themselves into industry leaders in
this $187B? market, earning themselves $19B, $18B, and $10B (respectively) in 2016, and
collectively garnishing 25 percent of the global market.

Digital Media and Entertainment

Apple complemented the release of the iPod in 2001 with its digital music iTunes Store
in 2003. Within five years iTunes became the world’s largest music vendor, earning over
$6B per year in revenue. Concurrently, music retail stores like Virgin Megastores,
HMYV, Tower Records, and others closed up shop en masse.

In the video entertainment industry, scarcely a decade ago Blockbuster ruled as king,
boasting 60,000 employees in over 9000 stores and nearly $6B in annual revenue. In one
of the greatest instances of modern business irony, Blockbuster turned down an offer
to purchase newcomer Netflix for $50M in 2000. Undaunted, Netflix transformed the
video entertainment industry several times over: The first transformation digitalized

the movie-selection process, enabling users to browse for movies online, rather than

at a store (and the movies selected would be mailed to them on DVDs). The second,

and more impactful transformation, was Netflix’s digitalizing the delivery process as

2 Deepa Seetharaman, “Facebook Revenue Soars on Ad Growth,” Wall Streer Journal, April 28, 2016,
http://www.wsj.com/articles/facebook-revenue-soars-on-ad-growth-1461787856.
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well, enabling movies to be streamed to customers directly, anytime, anywhere, and on
virtually any device. Yet another transformation saw Netflix become an original content
producer, as well as distributor. The result of these digital transformations has made
Netflix the world’s leading Internet television network with over 125 million members
in over 190 countries, earning over $11B in annual revenue. In 2018, Netflix, which was
esteemed by Blockbuster as not being worth $50M, reached a market capitalization in
excess of $144B.

Digital Finance

To facilitate the exploding demand of online purchases and transactions, PayPal digi-
talized the payment process. Sending checks and money orders through the mail seems
like an artifact of the distant past now, in contrast to the flexibility, convenience, and
speed of funds transferred via PayPal. Such customer benefits translate to significant
bottom-line results for PayPal, who in 2017 processed over 5 billion transactions for
237 million users and earned $13B in revenue.

Digital Communications

With the advent of Voice over Internet Protocol (VoIP) technologies in the early 2000s,
incumbent telecommunications providers were put under pressure to compete—which
for many proved to be a new experience, having had the luxury of being geographic
monopolies for decades. In the process they lost hundreds of billions of dollars. And the
hemorrhaging continues. For example, a recent study estimates that the telecommunica-
tions industry will lose a further $386B between 2012 and 2018 to over-the-top (OTT)
VolIP applications.?

In fact, a single application, WhatsApp, is threatening the short message service
(SMS) market as a whole, as shown in Figure 1-2. WhatsApp provides users more
flexibility and cost savings as compared to SMS, allowing users to send not only text
messages, but also photos, videos, documents, and other media. And when users are
connected to Wi-Fi networks, they can send and receive their messages and media for
free, avoiding SMS data charges. The value of WhatsApp is recognized by many,
including Facebook, which acquired it in 2014 for $19.3B. In 2016, WhatsApp
surpassed 1 billion users.

Additionally, as the mobile messaging industry is becoming increasingly commoditized,
regulatory changes (such as prohibiting roaming charges in certain markets) are putting
even more pressure on classical business models utilized by telecom incumbents, further
exacerbating their disadvantage to digital transformers, like WhatsApp.

3 Erik Heinrich, “Telecom Companies Count $386 Billion in Lost Revenue to Skype, WhatsApp,
Others,” Fortune, June 23, 2014, http://fortune.com/2014/06/23/telecom-companies-count-386-
billion-in-lost-revenue-to-skype-whatsapp-others/.
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Figure 1-2 WharsApp Versus the SMS Industry*

Digital Transportation Services

In San Francisco, New York, Chicago, and over 600 additional cities worldwide, hailing

a cab is becoming a quaint memory, thanks to Uber, launched in 2011. In just a few short
years, Uber completely transformed the taxi industry by leveraging digital technology.
The Uber app, shown in Figure 1-3, allows customers with smartphones to submit a trip
request, which is automatically sent to the nearest Uber driver, alerting the driver to the
location of the customer, and vice versa. Customers know exactly how long they have to
wait and can watch on a map as their driver is approaching their location. Drivers know
exactly where their customers are and where they wish to go, and can receive Global
Positioning System (GPS) directions to their destination. Transactions are cashless and
paperless, with receipts being emailed to the customers (facilitating easier expense report-
ing for business travelers). Additionally, the Uber app also serves to prevent language
barriers, as can often be the case when communicating with taxi drivers in foreign cities.
Uber also benefits drivers, who for the most part are freelance and use their personal vehi-
cles, saving them significant franchising fees and operating overhead commonly incurred
by taxi operators. In 2017, Uber—still a private company—was valuated at nearly $70B.

4 Satoshi Kambayashi, “The Message Is the Medium,” The Economist, March 26, 2015,
https://www.economist.com/business/2015/03/26/the-message-is-the-medium.
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Figure 1-3 Uber Ride-Sharing Service

Zipcar has had a similar impact on the traditional rental-car industry. Founded in 2000 in
Boston, the car-sharing service operates 10,000 vehicles in over 500 cities in 9 countries
serving over a million users. As such, Zipcar is one of the world’s leading car rental net-
works in its own right. Members can reserve cars with Zipcar’s mobile app, online, or by
phone at any time—immediately or up to a year in advance. Members have automated
access to Zipcars using an access card which works with the car’s technology to unlock
the door, where the keys are already located inside. The Zipcar mobile app also enables
members to remotely honk the horn to locate their reserved Zipcar and unlock the doors
(see Figure 1-4). As such, many urban residents find Zipcar to be a convenient and cost-
effective alternative to buying, maintaining, and parking their own cars.

Note Avis acquired Zipcar in 2013 for $500M, providing a counter-example to
Blockbuster, mentioned earlier. Specifically, Avis demonstrated foresight in adapting to
digital transformation via a strategic acquisition.

Similarly, thanks to advances in digital technologies, bicycle-sharing services have exploded
globally since the mid-2000s. As of June 2014, public bicycle-sharing systems were available
in 712 cities, spanning 50 countries on five continents, operating approximately 806,200
bicycles at 37,500 stations. While implementations differ, bicycle-sharing companies
often include wireless bike station terminals running on solar energy, radio-frequency
identification (RFID) bike dock technology, and smartphone apps that locate and show
the status of bike stations close to the users (see Figure 1-5). Bicycle-sharing systems
aptly demonstrate the significant positive impact that digital technology can have on the
environment as well as on the overall health of urban populations, by facilitating a greener
and healthier transportation alternative.
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Figure 1-5 Public Bike Sharing

Digitally Transforming Businesses

While not every digitally transformed organization ends up reshaping its entire industry,
such companies are—on average—26 percent more profitable than their industry peers,
as has already been noted. This fact alone has encouraged many organizations to examine
areas where they can digitally transform. Some of these key areas include

m Customer experience
m Employee experience

m Business operations
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The following sections provide an overview of each of these areas, along with examples
of industry leaders in each area.

Transforming the Customer Experience

Customer experience matters more than ever. And bad customer experiences can be fatal
to a business.

For example, in 2011 Harris Interactive published a Customer Experience Impact Report
that found that:

B 86 percent of customers will pay more for a better customer experience.

m 89 percent of consumers began doing business with a competitor following a poor
customer experience (up from 68 percent in 2009).

m 79 percent of consumers who shared complaints about poor customer experience
online had their complaints ignored.

m 50 percent of consumers give a brand only one week to respond to a question before
they stop doing business with them.

Additionally, Forrester Research showed that a quarter of American consumers who
had unsatisfactory service interactions in 2010 shared their experiences though social
networks, which represented a 50 percent increase from the year before.

Furthermore, an increasing number of customers are making purchasing decisions based

on what their peers have to say, paying close attention to ratings, reviews, and testimoni-
als on social-media and third-party sites and apps. As such, businesses have incentive like
never before to leverage digital technology to provide superior customer service, as some
of the following companies have demonstrated.

Burberry

In 2006 Burberry was lagging far behind its competitors. The high-fashion industry was
growing at 12 to 13 percent per year, but Burberry was managing only 1 to 2 percent
growth. Burberry’s new CEO at the time, Angela Ahrendts, decided to rebrand the
company and focus on a new market: millennials. As such, Burberry undertook an
aggressive digital strategy to reach this new customer base. It revamped its website and
included an “Art of the Trench” social-media element where anyone could post pictures
of themselves in their classic Burberry coat. Burberry partnered with Twitter to broad-
cast live fashion shows, and likewise partnered with Google to develop advanced

“lip detection technology” so that customers could send digital kisses to loved ones
anywhere in the world.

5

www.forrester.com/North+American+Technologies+Customer+Experience+Online+Survey+Q4+
2010+US/-/E-SUS805
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Burberry also complemented its online digital presence with extensive digital technolo-
gies in its retail stores, such as giant external and internal video displays in all its stores and
by arming all its sales associates with iPads. Burberry’s fusion of digital and retail fashion
is illustrated in Figure 1-6. Burberry even creatively combined RFID technology with its
video displays, such that, for example, when a customer took a garment into a changing
room to try it on, the RFID sensor recognized which garment(s) the customer was trying
on and automatically signaled the video display in the changing room to begin playing a
video of a fashion model wearing the same garment. This particular combination of digital
technologies led to a significant increase in conversion rates to purchases. The net result of
all these new digital customer experiences was the tripling of Burberry sales, as well as its
share price, during Ahrendts’ tenure.

Figure 1-6 Burberry—Fusing Digital and Physical Retail

Starbucks

Starbucks has been well described as “a digital innovation machine.”” It was one of the
first coffee chains to recognize the value of offering its customers free Wi-Fi, along with
content (delivered by partnering with the New York Times, The Economist, Spotify, and
others), which dramatically increased the length of time its customers linger and relax

at its stores, as well as the corresponding number of beverages they order. Starbucks

6 Yousef Khan, “How Burberry Embraced Digital and Transformed into a Leading Luxury Brand,”
Centric Digital, November 9, 2015, https://centricdigital.com/blog/digital-strategy/
digital-transformation-in-traditional-fashion-burberry/.

7 Larry Dignan, “Starbucks’ Digital Transformation: The Takeaways Every Enterprise Needs to Know,”
ZDNET, November 1, 2015, http://www.zdnet.com/article/starbucks-digital-transformation-the-
takeaways-every-enterprise-needs-to-know’/.
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launched its MyStarbucks app in 2009, as shown in Figure 1-7. This morphed into a multi-
purpose vehicle which includes the following:

Personalized advertising and promotions.

A digital replacement for a Starbucks card (and later fully integrated with both Apple
Passbook and Apple Pay).

A Starbucks Store locator.

A reward-management system. The MyStarbucks Rewards program boasts over
20 million members and accounts for over 20 percent of transactions.

A Mobile Order and Pay service that allows busy customers to “skip the line” by
placing their order and paying for it while on their way to a Starbucks and then
having their beverage and food ready and waiting for them to pick up and go. The
Mobile Order and Pay customer experience resulted in a 17 percent increase in
revenues in the first year after its release.

Figure 1-7 Srarbucks—Mobile Order and Pay
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UPS

United Parcel Service (UPS) is the world’s largest package delivery company, delivering
more than 19 million packages per day to over 8 million customers in more than

220 countries and territories around the world. However, customers were often frustrated
to receive notices or emails to the effect that their packages would be delivered on a cer-
tain day between 8 a.m. and 6 p.m., as remaining at home for such a long window consid-
erably inconvenienced most people.

In response to customer complaints, UPS began tracking each vehicle via GPS, not only
to improve route optimizations (resulting in over 8 million gallons of fuel savings per
year), but also to more accurately predict delivery windows, dramatically cutting these
down to one- to two-hour slots. UPS also began enabling customers to monitor these
reduced delivery windows via its mobile app. Customers now can elect to receive alerts
when their delivery is imminent and can even provide the driver instructions directly from
the app. These improvements in customers service via digital technologies have resulted
in a dramatic increase in customer satisfaction and loyalty for UPS.

Transforming the Employee Experience

It’s not only improved customer experiences that have a bottom-line impact on a busi-
ness, but also improving the experience of their employees. Some of the challenges
facing today’s workforce include the following:

m Information overload: Information is still growing at exponential rates and
employees can’t find what they need, even with technology advances.

B The need for speed: With the rapid pace of today’s work environment, employees
increasingly need to work faster and collaborate more effectively to get their jobs
done.

B An aging workforce: As baby boomers continue to retire, they are taking key
knowledge with them, increasing the need to digitally capture their knowledge.

However, meeting these challenges with digital technologies can significantly improve
the employee experience, as reported in a study by Deloitte® that showed increases in the
following areas:

m Employee productivity: Organizations with strong online social networks are
7 percent more productive than those without.

m Employee Satisfaction: Organizations that installed social media tools internally
found a median 20 percent increase in employee satisfaction.

8 Deloitte, “The Digital Workplace: Think, Share, Do,” https://www2.deloitte.com/content/dam/
Deloitte/mx/Documents/human-capital/The digital workplace.pdf.
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m Talent Attraction: 64 percent of employees would opt for a lower-paying job if they
could work away from the office.

m Employee Retention: When employee engagement increases, there is a correspond-
ing increase in employee retention by up to 87 percent.

Some specific examples of companies that have harnessed digital technologies to
improve employee experiences are overviewed next.

Air France

Prior to 2006, each Air France pilot, aircraft, and flight route required a unique set of
on-board documentation that collectively added 60 pounds of paper to each flight.
Furthermore, critical decisions relating to safety and operations were delayed in the
paper-based communications process, including the delays required to type and photo-
copy all the relevant information, as well as the delays in mailing these instructions and
updates to each of the over 4000 pilots and 15,000 flight attendants within the orga-
nization. The collective daily operational information filled entire dedicated rooms at
multiple airports that Air France serviced. To cope, Air France made the key decision to
digitize all such communications. By 2013, all of the necessary information was deliv-
ered to pilots via an iPad app, dubbed Pilot Pad, as shown in Figure 1-8. Now, not only
do pilots have far less to carry (as do the aircrafts, resulting in considerable fuel savings),
but also whenever Air France updates a document in its library, 60 percent of affected
pilots review the updates within 24 hours, thus increasing the safety and efficiency of the
airline’s operations.

Figure 1-8 Air France Pilot Pad
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Additionally, pilots benefit by being able to take training via e-learning modules on their
iPads, rather than trying to coordinate in-classroom training sessions, which traditionally
has been very challenging, considering their extraordinary travel schedules. Also, the app
allows pilots to complete non-flying duties whenever and wherever they want, making
productive use of their time spent waiting in airports. The overall effect for Air France is
the evolution of its flight operations into an efficient and user-friendly process, which has
proved so popular with the pilots that Air France has subsequently rolled out a similar
iPad-based solution for its in-flight cabin crews.

Other airlines have followed suit, such as Alaska Airlines, which estimates that its iPad-
based system saves the company over 2.4 million pieces of paper overall and 25 pounds
of paper per flight (which is critical in some of the remote locations serviced by the
airline).

RehabCare

The 18,000 employees of RehabCare provide rehab and post-acute care services, in
over 1200 hospitals and facilities across 43 states. In such an environment every minute
counts and employees need to track and record every detail, including the diagnosis,
treatment, and when the appointment began and ended. To meet these challenges,
RehabCare equipped its staff with easy-to-use, process-driven applications on iPhone
and iPad mobile devices to provide point-of-care information capture quickly and easily.
Additionally, their cloud-based applications allow access to detailed patient information
anytime, anywhere. RehabCare estimates it is saving millions per year, while enabling its
employees to quickly capture and/or consult critical data in an intuitive manner. Benefits
also extend to the patients, as the app significantly reduces patient pre-admission
screening times.

Cisco

Cisco itself has been recognized for leading digital innovation in the workplace of its
70,000 employees worldwide. As a large and global organization, Cisco noticed the
trends in collaboration and the need for an integrated workforce experience, and as
such implemented various solutions to this effect. For example, it launched a Cisco
video communication and collaboration platform to communicate more effectively, as
well as enterprise social software to facilitate healthy collaboration with personalization
and relevance. These programs include a connected workspace, wiki, and video blogs,
expertise locator, and sales productivity, remote collaboration, and telecommuting
applications.

As shown in Figure 1-9, these platforms connect to each other for an integrated and user-
friendly experience. With the implementation of seven distinct collaboration programs,
Cisco recorded a total of $1.052B in net benefits from collaboration solutions.
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Figure 1-9 Cisco Collaboration Tools

Transforming Business Operations

While digital technologies can increase revenue by delivering new customer experiences
and/or increasing employee productivity increases, profitability can also be increased by
leveraging digitalization to streamline and economize business operations, as the follow-
ing examples demonstrate.

Boeing

There are more than 6 million parts that make up a Boeing 747 aircraft, which all have to
come together at precisely the right times in order to complete production. Furthermore,
since these aircraft are assembled in the largest building in the world, namely Boeing’s
Everett Factory as shown in Figure 1-10, there’s a lot of ground to cover when something
goes missing. The bottom-line impact to Boeing of a misplaced or lost part, toolkit,
machinery, or work-in-progress (WIP) inventory is greater than $1 million per incident.
To reduce such losses, Boeing implemented RFID tracking along with Cisco wireless
infrastructure location capabilities to instantly identify where any key part, tool, or WIP
inventory is at any given time. This digital parts-tracking system reduced production
delays, inventory expenses, and even government fines.
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Figure 1-10 RFID-Enabled Boeing 747 Assembly Line in Everett, Washington

Codelco

Codelco, a Chilean state-owned mining company, is the world’s largest producer of cop-
per. Mining not only is dark, dirty, and labor-intensive process, but is also very danger-
ous, as was amply demonstrated by the events that captured the world’s attention that
unfolded in a (different company’s) Chilean mine in 2010, where 33 workers were trapped
underground for 68 days.

To make mining operations safer, Codelco equipped its immense mining trucks, shown
in Figure 1-11, with digital technologies that allow them to drive autonomously, arriving
at their destinations just-in-time and with fewer accidents than those with human drivers.
Codelco then expanded the application of similar technologies to other mining equip-
ment, making these autonomous as well. Now, many of Codelco’s workers don’t head
down to the mine to work, but rather to the control center in the city. Mining via autono-
mous equipment not only improves safety, but also brings additional economic benefits
to Codelco. For example, removing humans from underground mines allows Codelco to
design them to different specifications, allowing Codelco to dig with less cost and with
lower risk, thus opening up the possibility of exploiting ore caches that may not have
been economically feasible otherwise.
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Figure 1-11 Codelco Auronomous Mining Trucks

BC Hydro

BC Hydro is a Canadian electric utility in the province of British Columbia, and is the
main electric distributor serving nearly 2 million customers. BC Hydro has installed

1.93 million smart meters since 2011 and more than 99 percent of customers now have a
new meter.

Since the installation of these smart meters, BC Hydro has realized over $100 million in
benefits, primarily from operational savings. Customers also benefit, as these meters have
made their bills more accurate, due to reduced manual meter reads and bill estimates.
Customers can also now view their hourly and daily energy use through their online
account, providing them new tools to save energy and money. Furthermore, such new
metering technology has laid the foundation for more widespread use of small-scale,
green, distributed electricity generation including solar and wind power.

Driving Digital Transformation with the
Internet of Things

With the advent of the Internet of Things (IoT), digital transformation is taking place in
virtually every area of our lives. With billions of smart devices coming online every year,
massive revolutions are taking place in the following fields:

® Environmental monitoring: IoT sensors are being used to monitor air and water
quality, atmospheric and soil conditions, the movements of wildlife and their habi-
tats, and even early warning-systems for earthquakes and tsunamis.

m Infrastructure management: IoT devices are being used to monitor infrastructure
resources like bridges, railway tracks, wind farms, and even waste management
systems. These devices can be used to monitor activity, measure structural condi-
tions, schedule repairs and maintenance, and coordinate emergency response.
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B Manufacturing: [oT intelligent systems are enabling the rapid manufacturing of new
products, dynamic response to product demands, and real-time optimization of man-
ufacturing production and supply chain networks. These systems can also optimize
plant operations, energy operations, and health and safety.

® Energy management: IoT devices are being integrated into all forms of energy-
consuming devices (switches, power outlets, bulbs, televisions, etc.) and are able to
communicate with the utility supply company in order to effectively balance power
generation and energy usage. Such devices also offer the opportunity for consumers
to remotely control their devices, or centrally manage them via a cloud-based inter-
face, and enable advanced functions like scheduling (e.g., remotely powering on or
off heating systems, controlling ovens, changing lighting conditions, etc.).

m Medical and healthcare: IoT devices are being used to enable remote health-
monitoring and emergency-notification systems. These health-monitoring devices
range from blood pressure and heart rate monitors to advanced devices capable
of monitoring specialized implants, such as pacemakers or advanced hearing aids.
Additionally, consumer-oriented smart devices encouraging healthy living are
proving very popular, such as connected scales, wearable heart monitors, step
counters, etc.

® Building and home automation: IoT devices are being leveraged to monitor and
control the mechanical, electrical, and electronic systems used in various types of
buildings.

m Transportation: Smart devices are enabling inter- and intra-vehicular communica-
tion, smart traffic control, smart parking, electronic toll collection systems, logistics
and fleet management, vehicle control, and safety and road assistance.

m Smart cities: There are several planned or ongoing large-scale deployments of “smart
cities"—that is, cities that have nearly every element monitored and controlled by
network-enabled smart devices. For example, Songdo, South Korea, the first of its
kind, is a fully equipped and wired smart city, and is nearing completion. Nearly
everything in this city is connected and is streaming data for machine-driven analy-
sis, all with little or no human intervention. Also, Barcelona is a Cisco flagship smart
city which integrates digital technologies to urban services (like smart parking, smart
lighting, location-based analytics, etc.) and solutions (such as energy management,
safety and security, and cloud exchange).

Are You Ready?

New market opportunities and business models, fast-moving disruptive threats, and

an exploding IoT landscape are all driving digital transformation. As such, the relevant
questions are no longer “What is digital transformation?” and “Why should you care?”
but rather “Are you ready?”
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The network not only is at the center of all the users, applications, and devices that are driv-
ing digital transformation, but is also the platform that can most effectively enable it. This
is why Cisco has developed its new Digital Network Architecture to meet these dynamic,
complex, and rapidly evolving business needs, as discussed in subsequent chapters.

Summary

This chapter discussed the “why?” behind Cisco Digital Network Architecture, which
has as its goal the driving of digital transformation. The benefits of digital transformation
were examined (including 9 percent greater revenues versus industry peers and 26 per-
cent greater profits, according to Harvard Business Review), as were the threats facing
businesses that are slow to transform digitally (approximately 40 percent of the top ten
incumbents in each industry being faced with digital disruption within five years).

Various businesses that have transformed entire industries digitally were reviewed,
including Apple, PayPal, WhatsApp, Uber, and others. Also businesses that excelled in
transforming customer experience were discussed, including Burberry, Starbucks, and
UPS. So too were businesses that transformed their employee experiences, including Air
France, RehabCare, and even Cisco itself. Additionally, companies that digitally over-
hauled their operations were presented, including Boeing, Codelco, and BC Hydro.

Finally, the massive revolutionary impact of the Internet of Things was also overviewed,
to illustrate that digital transformation extends far beyond the workplace and indeed is
affecting virtually every area of our lives.

Thus, having discussed the business reasons supporting digital transformation, let’s focus
specifically on the business value of a digital network architecture as the platform to
enabling such transformation.
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LISP as next-generation overlay
control plane, 257

segmentation, 302

multibop path isolation
techniques, 302-303

single-hop path isolation
techniques, 303-304

simplified wireless control plane,
534-538

virtualization, NFV use case,
272-274

control plane nodes, 519, 520-522
supported devices, 522-523

control plane protocols, relationship
with domain controllers, 375-377

controllers, 73-74, 330. See also
automation

automating transport and network
functions infrastructure, 99

Cisco vWLC, 465-466
in the DC, 328
domains, 102-105
EFC, 158

instantiating and maintaining DNA
services, 100-101

leveraging the cloud for, 118-120

maintaining view of infrastructure
functions and connected
endpoints, 100

relationship with service definition
and orchestration layer, 110-111

role in automation, 371-372
WLC, 519

correlation, 406, 638-639
contextual, 634-638

cost, DNA requirements for reducing,
57-58

CPUs, 150-151
Craigslist, 3

current impediments to automation,
364-367

custom applications, defining,
573-574

customer experience, digital
transformations in

Burberry, 8-9
digitally transforming, 8
Starbucks, 9-10
UPS, 11
customers, pain points, 52

D

data collection, 77, 113

data collection layer (Cisco Tetration
Analytics), 444-445

data export, 114-115
data extraction, 113
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data ingestion, 114
data plane, 69-70, 190
in Cisco IOS, evolution of, 191-194
optimized wireless, 538-539
data reporting, 78
data sources of analytics, 405-407
quality of data, 440-441
database, Cisco I0S XE, 203-204
DC (data center), controllers, 328
declarative control, 331-332
deduplication, 432
Define phase for Cisco DNA, 49-53

Define phase of Cisco Design
Thinking Framework, 37-39

definition of analytics, 397-398
deployment models
for the cloud, 312-313
NDP
cloud deployments, 437-438

on-premises deployment,
436-437

VNFs, 293
design of ASICs, 136-143

design thinking, 31-32. See also
Cisco Design Thinking Framework

Cisco Design Thinking Framework,
34-35

principles, 33-34
design workflow in DNA Center, 514

device programmabiity, 337 See also
devices

CLI automation, 338
encoding, 345-346
model-based data, 340-341
protocols, 344-345

SNMP, 340

YANG, 341-344

devices
border node support, 526-527
control plane node support, 522-523
edge node support, 530-531
ensuring identity of, 220-221
fabric enabled, 99
in SD-Access, 518-520, 541
digital advertising, 3
digital disruption
threat of, C01.001700-C01.1727
WhatsApp, 127

“Digital Vortex: How Digital
Disruption Is Redefining
Industries,” 126

Digital Vortex report, 128
digitally transforming industries
advertising, 3
in business operations
BC Hydro, 16
Boeing, 14-15
Codelco, 15-16
communications, 4
in customer experience
Burberry, 8-9
Starbucks, 9-10
UPS, 11
in employee experience
Air France, 12-13
Cisco, 13-14
RebabCare, 13
finance, 4
with IOT, 16-17
media and entertainment, 3—4
transportation services, 5-7

Discovery phase of Cisco Design
Thinking Framework, 35-37

for Cisco DNA, 41
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distributed analytics, 408-411

Distributed Anycast Default
Gateway, 510

application, user, and device
awareness, 59

application policy, 569-570
distributed forwarding, 192 Application Registry, 570-574
distributed on-device analytics, 641 application details, viewing,
distributed systems, 331 573

DMZ, evolution of, 116-118 custom applications, defining,
DNA (Digital Network Architecture), 573574

124-125

abstractions, leveraging to deliver
intent-based networking,
372-375

analytics, 77, 112
“big data,” 407, 424
data collection, 77, 113
data export, 114-115
data ingestion, 114
data reporting, 78
data sources, 405-407
definition, 397-398
feedback and control, 79-80
Instrumentation, 407-408

opportunities and challenges of,
399-400

proactive, 401

reactive, 401

reasons for, 401-402

role of the cloud for, 420-421

traditional analytics approach,
416-418

Analytics Engines, 423-424,
427-428

application development
simplification, 420
data scalability, 419
efficiency, 419-420
reasons for, 425-427
APIs, 83-84

traffic classes, 571-572
Application Sets, 574-576
architectural principles

cloud integration, 65

extensibility, 62

openness, 61

policy-based networking, 63

programmability, 62-63

security, 63—64

software-driven, 64—65
automation, 73

controllers, 73-74

imperative versus declarative
control, 331-332

lowering risk through, 326
moving faster with, 328
network controller, 333-334

network programmabiliry,
332-333

orchestrators, 75-76, 334-335
reasons for, 325-326
reducing TCO, 326-327
role of controllers in, 371-372
and SDN, 330

business requirements
actionable insights, 21-22
cost reduction, 20
intent-based networking, 23-24
risk mitigation, 20-21



business value of, 24-25

the cloud, 315-316
for analytics, 319-322
for applications, 316-318
for automation, 318-319

leveraging for DNA controllers
and analytics, 118-120

cloud-enabled requirements, 60
control plane, 871

control plane-based segmentation,
302

multibop path isolation
techniques, 302-303

single-hop path isolation
techniques, 303-304

controllers

automating transport and
network functions infrastruc-
ture, 99

domains, 102-105

instantiating and maintaining
DNA services, 100-101

maintaining view of infrastruc-
ture functions and connected
endpoints, 100

data plane, 69-70
Define phase, 49-53
design thinking, 31-32
Discovery phase, 41

distributed network analytics,
408-411

ETA, 711-712

evolution of the DMZ, 116-118
expert archetype, 45-47
Explore phase, 53

firefighters, 44

flexible silicon, 152-154

front-line engineer archetypes,
42-43

DNA (Digital Network Architecture)

future direction of, 721-723
infrastructure, 66—67
domains, 67-69

nerwork fabrics, 69-70,
98-99

policy, 72-73

supporting network functions,
96-97

transport, 94-96

virtualization, 70-72
infrastructure solutions

flexible hardware, 130-131

flexible sofrware, 131-132

new and evolving protocols,
132

intelligent feedback mechanism, 59
interfaces, 105-107

key outcome of the DNA approach,
84-85

network analytics, role of, 402-403

network segmentation architecture
nerwork access control, 298
network services edge, 299

network virtualization,
298-299

packet transport, 94-96
planner archetype, 48—49
policies, 905

policy services, relationship with
business intent, 92-93

policy-based path segmentation,
299-302

on-premises and off-premises
agnosticism, 115-116

requirements

to increase operational flexibility,
58-60

to reduce complexity and cost,
57-58
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role of the cloud in, 80-81
for analytics, 82
for applications, 81-82

for automation and manage-
ment, 82

SAE, 117-118

security and compliance require-
ments, 58-59

service definition and orchestration
layer, 107-109

relationship with controllers,
110-111

services, 88-90
policy, 91-92
transport, 90
technology scopes, 102-105
Telemetry, 79-80

MDT (Model-driven
Telemetry), 414-416

UNI, 90
virtualization, 267-268

transport virtualization,
296-297

DNA Assurance, 631-633,
653-655

AppDynamics integration,
678-685

Application Health, 671-678
Client Health, 663-670
context, 633-638

Intelligent Capture, 697-704
learning, 638-639

Microsoft Skype for Business
Integration, 685-688

ML, 704-708

Network Health page, 655-662
Path Trace, 688-695
sensor-driven tests, 695-697

DNA Center, 377-380, 512,

514-515, 519, 542-555
Application Policy

application classification
and marking policies, 602,
621-622

deploying end-ro-end applica-
tion policies, 576-582

enterprise-to-service provider
mapping, 606—-609

bhardware QoS, 624-626
bhardware queuing, 609-611

bardware queuing policies,
614-617

internal system QoS, 612-613,
618-621, 626-628

marking profile, 583

NBAR2, 589-591

queuing and dropping policies,
603-605

queuing profile, 582-583

routing platform requirements,
602

service provider profile,
584-585

sub-line rate bierarchical QoS
policies, 605-606

switching platform require-
ments, 613

translating business intent
into application policy,
586-589

automating the deployment of net-

work elements and functions,
390-394

automation, 377

characterizing wireless LAN profiles,
386-387

device credentials, automating,
384-385



ENFV (Cisco Enterprise Network Functions Virtualization)

device discovery, inventory, and
topology, 380-382

lifecycle operations, automating,
394-395

network design standardization,
388-390

reserving and managing IP address
pools, 385-386

standardized settings for supporting
network functions, 384

standarized service provider QoS
profiles, 386-387

workflows, 514

DNS-AS (DNS as Authoritative
Source), 74

domain controllers, relationship with
control plane protocols, 375-377

domains, 67-69, 102-105

E

EARLs (Encoded Address
Recognition Logic), 146-147

EasyQoS, 585-586

edge nodes, 519, 527-530
supported devices, 530-531

editing a fabric site, 555-560

EFC (Egress Forwarding Controller),
158

EGR (Egress Global Resolution),
168-169

EIGRP (Enhanced Interior Gateway
Routing Protocol), 239

emergence of virtualization, 133

employee experience, digital
transformations in

Air France, 12-13
Cisco, 13-14
RehabCare, 13

encapsulation, 243. See also packet
encapsulation

encoding, 345-346

encrypted malware detection,
719-720

Bestafera, 717

defining the problem, 712-713
IDP, 714-715

solution for, 714, 716-718
SPLT, 715-716

ENCS (Cisco Enterprise Network
Compute System), 451

end-to-end application policies,
deploying, 576-582

enforcement layer (Cisco Tetration
Analytics), 446

ENFV (Cisco Enterprise Network
Functions Virtualization),
453-455, See also NFVIS (Cisco
Enterprise Network Function
Virtualization Infrastructure
Software)

configuring NFVIS hosts, 485-488
NFVIS, 459-463
platform options

Cisco ENCS Series bardware,
457-459

Cisco UCS E-Series bardware,
455-456

VNFs

Cisco Adaptive Security Virtual
Appliance, 464

Cisco Integrated Services
Virtual Router, 463-464

Cisco Prime vNAM, 465
Cisco vWAAS, 465
CiscovWLC, 465-466
NGFWv, 464

sample packet flow, 470-471
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service chaining, 468—469,
471-472

third-party support, 466—468

ENFV (Enterprise Network Functions
Virtualization), 451

enterprise networks. See also
ENFV (Cisco Enterprise Network
Functions Virtualization)

challenges of, 497-499

fabrics, 500-501
network segmentation, 503
overlay networks, 503
reasons for using, 501-505

simplification through,
504-505

underlay nerworks, 503

enterprise-to-service provider
mapping, 606-609

ETA (Encrypted Traffic Analytics),
711-712

encrypted malware detection,
719-720

defining the problem, 712-713
solution for, 714, 716-718
IDP, 714-715
SPLT, 715-716
Stealthwatch, 719-720

ETAB (Enterprise Technical Advisory
Board), 41

Ethernet, 226-227

10-Gbps, 231

25G, 234

cabling, 230-232

frame format, 227

mGig, 231-233
applications, 232-233
speeds, 231-232

performance, 226

PoE, 227-230
future of, 230
wireless standards, 233
evolution
of Cisco 10S, 190-191
control plane, 194-195
data plane, 191-194
management plane, 195-196
of Cisco I0S XE, 198

of Cisco networking software,
196-198

of the DMZ, 116-118
of networking software, 189-190
experts, 45-47

Explore phase of Cisco Design
Thinking, 39-40

for Cisco DNA, 53
extended nodes, 531-532
extensibility, 62

NDP, 653

F

fabric border nodes, 524-525
fabric default border nodes, 525-526
fabric edge nodes, 527-530
supported devices, 530-531
fabrics, 98-99, 102-105, 500-501
editing, 555-560
IP host pools, 515-516
network segmentation, 503
overlay networks, 503
reasons for using, 501-505
simplification through, 504-505
underlay networks, 503
Fast PoE, 229
faulty chip design, 145-146



feedback and control, 79-80
filtering, 432

finance, digital transformation in, 4
firefighter archetypes, 44-45

first-hop reachability protocols,
HSRP, 237-238

flexibility, DNA support for, 58

flexible hardware in Cisco DNA,
130-131

flexible lookup tables, 167
flexible silicon
microcode update, 153
QFP, 173-174
architecture, 176-177
key attributes of, 174-176
packet processing, 177-179
QosS, 180

TCAM and memory resources,
179

use in platforms, 180-181
UADP, 154-163

on-chip micro engines,
161-162

common denominator across
variants, 171-172

EFC, 158
FlexParser, 156-158
IQS, 158
model comparison, 166
NetFlow, 163
recirculation, 159-160
stacking interface, 160-161
use cases, 163-165
versions 2.0 and 3.0, 165-171
flexible software, 131-132
FlexParser, 156-158
floor planning of ASICs, 141

health dimensions in DNA Assurance 739

FPGAs (field-programmable gate
arrays), 131, 151-152

FRA (Flexible Radio Assignment),
183-185

frame format, Ethernet, 227
front-line engineer archetypes, 42-43

functional validation of ASICs,
141-142

future direction of DNA, 721-723
future of PoE, 230

G

group-based policies, SGT, 261-263

gRPC (Google Remote Procedure
Call), 351-352

gRPC Telemetry, 353-354
GUI, for NFVIS, 473-478

guided troubleshooting and
remediation, 645

H

hardware
ASICs
BGA, 143
floor planning, 141
photomasking, 141
synthesis process, 140

for ENFV, Cisco UCS E-Series
hardware, 455-456

faulty chip design, 145-146
importance of, 135-136
QoS, 624-626

queuing, 609-611, 614-617
validating integrity of, 221

health dimensions in DNA Assurance
Application Health, 671-678
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Client Health, 663-670
Network Health, 655-662
high availability, NDP, 438-439

history of network analytics,
400-401

“Holy Grail” classification and
marking policy, 596-598

horizontal-run cabling, installing, 230
host mobility, LISP, 252
hot patches, 211

HSRP (Hot Standby Routing
Protocol), 237-238

hybrid cloud, 313
hypervisor scheduling, NFV, 281-282

IaaS (infrastructure as a service),
312

“IDC CloudView,” 313

IDP (Initial Data Packets) for
encrypted malware detection,
714-715

IEEE 802.3, 226. See also Ethernet

IGR (Ingress Global Resolution),
168-169

image validation and signing, 217

imperative versus declarative control,
331-332

impurities in silicon wafers, 144-145

increasing importance of automation,
362

industries under threat of digital
disruption, 2
infrastructure. See also virtualization

automating transport and network
functions infrastructure, 99

network fabrics, 98-99
scaling, 328-329

supporting network functions, 96-97
transport functions, 94-96

infrastructure component of Cisco
DNA, 66-67

network fabrics, 69-70

policy, 72-73

virtualization, 70-72
infrastructure domains, 67-69
infrastructure solutions of Cisco DNA

flexible hardware, 130-131

flexible software, 131-132

new and evolving protocols, 132
innovation

DNA support for, 58

application, user, and device
awareness, 59

flexibility, 58

intelligent feedback mechanism,
59

FRA, 183-185
Intelligent Capture, 185
in wireless mobility, 182-183

input/output technologies for
virtualization, 283-288

installing
horizontal-run cabling, 230
SMUs, 211-212

instantiating and maintaining DNA
services, 100-101

Instrumentation, 407-408
instrumentation, 640-641
integrity, validating, 221
Intelligent Capture, 185, 697-704
intelligent feedback mechanism, 59

intent-based networking, 23-24,
372-375
translating business intent into
application policy, 586-589



interfaces, NNIs, 105-107
intermediate nodes, 519

internal operation of NBAR2,
592-594

internal system QoS, 612-613,
618-621, 626-628

intuitive networking, 222-223
I10S modification attacks, 215-216

IOT (Internet of Things), digitally
transforming industries with, 16-17

IP address
functions of, 258
stretched subnets, 508—-512
IP host pools, 515-516
assigning to VNs, 561-564

ISE (Identity Services Engine),
512,519

IS-IS (Intermediate System to
Intermediate System), 249

iTunes, 3

K

key outcome of the DNA approach,
84-85

KVM (Kernel-based Virtual Machine),
459

L

Lancope’s Stealthwatch, 79
Layer 2 protocols
STP, 235-236
tunneling over Layer 3, 241-242
VLANS, 236-237
Layer 3 protocols
HSRP, 237-238
tunneling, 241-242

map-servers/resolvers

learning, 638-639
ML, 704-708

leveraging the cloud for DNA
controllers and analytics,
118-120

lifecycle operations, automating in
DNA Center, 394-395

lighting, PoE, 229

limitations of Telemetry protocols,
413-414

LISP (Location/ID Separation
Protocol), 249-251

control plane nodes, 520-522
map-servers/resolvers, 273
need for host mobility, 252
need for host scale, 252-253

as next-generation overlay control
plane, 257

roaming operation, 255-257

logic of “Holy Grail” policy,
598

lowering risk through automation,
326

M

maintaining
DNA services, 100-101

view of infrastructure functions and
connected endpoints, 100

management, role of the cloud for in
Cisco DNA, 82

management plane, 191
evolution of, 195-196

managing applications in DNA,
Application Registry,
570-574

Map-Registration, 251
map-servers/resolvers, 273
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markets of Cisco networking
software, 196-198

marking profile, 583

MDT (Model-driven Telemetry), 411,
414-416

media and entertainment, digital
transformation in, 3—-4

memory
NUMA, 281-282

QFP, TCAM and memory resources,
179

TCAM, 194
metadata, data extraction, 113

MFMT (multi-feature multi-tenant)
VNFs, 293

MFST (multi-feature single-tenant)
VNFs, 293

mGig (Multigigabit Ethernet),
233-234

10GBASE-T, 232

applications, 232-233

speeds, 231-232
microcode update, 153

Microsoft Skype for Business
Integration, 685-688

ML (machine language), 638-639,
644, 704-708

model-based data, 340-341

modern network, picturing, 124-125
Moore’s law, 143

moving faster with automation, 328

MPLS (Multiprotocol Label
Switching), 241

use cases, 208

MRI (magnetic resonance imaging),
32

redesign for children, 33
multicast, SD-Access support for, 542

multicloud strategy, 313-314

multihop path isolation techniques,
302-303

MyStarbucks app, 9-10

N

NBAR2, 589-591
engines, 593-594

“Holy Grail” classification and
marking policy, 596-598

internal operation, 592-594
QoS attributes, 594-596
SD-AVC, 599-601

NCC, 354

Ncclient, 354

NDP (Cisco Network Data Platform),
428-430, 647-649

architectural principles, 430-431
architecture, 650-651

architecture components, 433-435
architecture layers, 431-433

CEP, 650

cloud deployments, 437-438
collectors, 432, 435

contextual correlation and time
machine, 649-650

data store function, 433
data visualization function, 433
extensibility, 653
operation, 652-653
on-premises deployment, 436-437
security and high availability, 438—439
TQ, 430

needs and motivators
of experts, 47
of firefighters, 44—45



of front-line engineers, 43

of planners, 48-49
NETCONEF, 347-350
NetFlow, 163

for encrypted malware detection,
718

network access control, 298

network analytics, 398-399. See also
Analytics Engines; ETA (Encrypted
Traffic Analytics)

“big data,” 407
challenges of, 425-427
data sources, 405-407

distributed network analytics,
408-411

ETA, 711-712

encrypted malware detection,
712-713, 714

history of, 400-401

Instrumentation, 407-408

NDP, 647-649
architecture, 650-651
CEP, 650

contextual correlation and time
machine, 649-650

extensibility, 653
operation, 652-653
phase 1.0, 400
phase 2.0, 400
phase 3.0, 400-401
reasons for, 401-402
role of in Cisco DNA, 402-403
role of the cloud for, 420-421
Telemetry, 411-412

network ASICs, packet processing,
149-150

network controller, 333-334

networking protocols

network fabrics, 69-70, 98-99,
102-105, 500-501

reasons for using, 501-505

network functions, supporting,
96-97

Network Health page (DNA
Assurance), 655-662

network programmability, 332-333
network services edge, 299
network virtualization, 298-299

networking, 148-149. See also
networking protocols

context, 633-638

CPUs, 150-151

flexible silicon, 152-154

FPGAs, 151-152

Intelligent Capture, 185

intuitive, 222-223

10S modification attacks, 215-216
markets, 196-198

wireless, SD-Access integration,
532-538

networking protocols, 225-226,
242. See also routing protocols;
VXLAN (Virtual Extensible
LAN)

encapsulation, 243

Ethernet, 226-227
25G, 234
cabling, 230-232
frame format, 227
performance, 226
PoE, 227-230
wireless standards, 233

gRPC, 351-352

HSRP, 237-238

IS-IS, 249
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LISP, 249-251
need for host mobility, 252
need for host scale, 252-253
roaming operation, 255-257

NETCONE, 347-350

overlay networks, 244-245

PVRST+, 236

PVST+, 236

RESTCONF, 350-351

STP, 235

underlay networks, 244

VLANS, 236-237

VRRP, 237-238

VXLAN, 243-247

networking software, evolution of,
189-190

new and evolving protocols, 132
Newmark, Craig, 3
next-generation networks, 264
continuity, need for, 129
need for change, 126-127
simplicity, need for, 128-129
speed, need for, 127-128

NFV (Network Function
Virtualization), 267-268. See also
ENFV (Cisco Enterprise Network
Functions Virtualization)

benefits of, 268
architecture, 271-272
CAPEX, 268-269
OPEX, 270-271

ENFV, 453-455

hypervisor scheduling and NUMA,
281-282

input/output technologies for virtual-

ization, 283-288

optimizing server configurations,
290-291

oversubscribing the physical
hardware resources, 290

performance, 289-290

selecting the right I/O technique,
291-292

system architecture, 278-281
transport virtualization, 296-297
use cases, 272

branch virtualization, 274-275

control plane virtualization,
272-274

virtualization of multicloud
exchanges, 276-277

virtualization to connect appli-
cations in VPCs, 275-276

NFVIS (Cisco Enterprise Network

Function Virtualization
Infrastructure Software), 133, 454,
459-463

default internal network connectivity,
462-463

device management, 461
functional building blocks, 461-462
GUI, 473-478

host configuration and monitoring,
485-488

lifecycle management and health
monitoring, 460

open APIs, 460-461
service chaining, 460

and standard Linux operating system,
461

VNF requirements, 466—468
web server, 461
ZTP, 459-460

NGFWv (NGFW Virtual), 464
NNIs (network-to-network

interfaces), 105-107
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border, 519, 523-524
fabric border nodes, 524-525

fabric default border nodes,
525-526

supported devices, 526-527
control plane, 519, 520-523
edge, 519, 527-530

supported devices, 530-531
extended, 531-532
intermediate, 519

nonstandard automation tasks,
369-371

NSO (Cisco Network Services
Orchestrator), 357

NUMA (Non-uniform Memory
Access), 281-282

O

open APIs, 26-27, 460-461
openness, 61
operational flexibility

DNA support for, 58

application, user, and device
awareness, 59

flexibility, 58

intelligent feedback mechanism,
59

OPEX (operational expenses)
benefits of NFV, 270-271
reducing, 57-58

opportunities and challenges of
analytics, 399-400

Opportunity Statement, 36-37
experts, 47
firefighters, 45
front-line engineers, 43

planners, 49

packet processing

optimized wireless data plane,
538-539

optimizing server configurations for
VNE 290-291

orchestration in branch
infrastructure, 473

orchestrators, 75-76, 334-335
origins
of Cisco IOS, 190-191
control plane, 194-195
data plane, 191-194
management plane, 195-196
of Cisco IOS XE, 198

of Cisco networking software,
196-198

OSPF (Open Shortest Path First),
239

OTT (Over-the-Top) deployment
mode, 540

outcome of the DNA approach,
84-85

overlay networks, 244-245, 503

LISP, 249-251. See also LISP
(Location/ID Separation Protocol)

oversubscribing VNF physical
hardware resources, 290

P

PaaS$ (platform as a service), 311-312
packaging ASICs, 143
packet encapsulation

in VXLAN, 246-247

scalable group tag support,
248

UDP, 247

virtual network support,
248

packet processing, QFP, 177-179
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packet transport in Cisco DNA, 94-96
pain points
of customers, 52
for experts, 47
for firefighters, 45
for front-line engineers, 43
for planners, 49
Path Trace, 688-695
PEPs, 911
performance
of Ethernet, 227
of NFV, 289-290
Perpetual PoE, 229
PFC (Policy Feature Card), 193
phases
of Cisco Design Thinking
Define phase, 37-39
Discovery phase, 35-37
Explore phase, 39-40
philosophy of design thinking, 33-34
photomasking, 141
picturing the modern network, 124-125
planner archetype, 48-49
PoE (Power over Ethernet), 227-229
Fast PoE, 229
future of, 230
Perpetual PoE, 229
policies, 72-73, 905
hardware queuing, 614-617

“Holy Grail” classification and
marking policy, 596-598

reporting, 91
security, 91
SGT, 257-264

end-to-end transport across the
network, 263-264

for group-based policies,
261-263

policy services, 91-92

policy workflow in DNA Center,
514

policy-based networking, 63

policy-based path segmentation,
299-302

polling, 411
predictive analytics, 708-709

on-premises and off-premises
agnosticism, 115-116

on-premises deployment (NDP),
436-437

principles, of design thinking,
33-34

private cloud, 313
proactive analytics, 401

Problem To Be Solved Statement,
38-39

programmability, 62-63
protocols, 344-345

provision workflow in DNA Center,
514

public bike sharing, 7
public cloud, 313

advantages of, 309-310
Puppet, 356

PVRST+ (Per-VLAN Rapid Spanning
Tree), 236

PVST+ (Per-VLAN Spanning Tree),
236

Pyang, 354

Q

QFP (Cisco QuantumFlow Processor),
173-174

architecture, 176-177
key attributes of, 174-176
packet processing, 177-179




QoS, 180

TCAM and memory resources,
179

use in platforms, 180-181
QoS
attributes, 594-596

internal system QoS, 618-621,
626-628

QFP, 180
UADP, 164
quality of data, 440-441

queuing and dropping policies,
603-605

queuing profile, 582-583

R

RAFA (Run Any Feature Anywhere),
207-208

reactive analytics, 401
recirculation, 159-160
reducing

complexity and cost, DNA
requirements for, 57-58

TCO, 326-327
regular expressions, 339-340

RehabCare, digitally transforming
employee experience, 13

relationship between DNA policies
and business intent, 92-93

release trains, Cisco I0S XE, 209
reporting policies, 91
requirements

of Cisco Design Thinking, to increase
operational flexibility, 58—60

of Cisco DNA, to reduce complexity
and cost, 57-58

of next-generation networks

runtime defenses

continuity, 129
need for change, 126-127
simplicity, 128-129
speed, 127-128
responsibilities
of experts, 46
of firefighters, 44
of front-line engineers, 42
of planners, 48
RESTCONF, 350-351

RFID (radio-frequency identification),
6,9, 14

RIP (Routing Information Protocol),
238

roaming, LISP, 255-257
routed service chaining, 471-472
routing, 191

routing platform requirements for
Application Policy, 602

application classification and
marking policies, 602

enterprise-to-service provider
mapping, 606-609

hardware queuing, 609-611
internal system QoS, 612-613

queuing and dropping policies,
603-605

sub-line rate hierarchical QoS
policies, 605-606

routing protocols, 521. See also
virtual routing

BGP, 239

EIGRP, 239

OSPF, 239

RIP, 238

VRFs, 240-241
RRs (route reflectors), 273
runtime defenses, 217-218
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748 SaaS (software as a service)

S

SaaS$ (software as a service), 117,311

SAE (Secure Agile Exchange),
117-118, 451, 488-489

building blocks, 492-493

motivation for, 489-492
scalability

of Analytics Engines, 419

need for host scale, 252-255
scalable groups, 506-508, 517-518

tag support in VXLAN, 248
scalable storage, 643
SD-Access, 499-500

Anycast Default Gateway, 529

border nodes, 523-524

fabric default border nodes,
525-526

supported devices, 526-527
building blocks, 512
DNA Center, 514-515
capabilities
scalable groups, 506-508,
517-518

stretched subnets, 508-512
VNs, 505-506, 516-517
case study

adding a WLC ro the fabric,
561

assigning IP bhost pools to VN,

561-564
DNA Center, 542-555
control plane nodes, 520-522
supported devices, 522-523
device roles, 518-520

Distributed Anycast Default
Gateway, 510

extended nodes, 531-532

fabric edge nodes, 527-530
supported devices, 530-531

fabric sites, editing, 555-560

fabrics, 500-501
IP host pools, 515-516
network segmentation, 503
overlay networks, 503
reasons for using, 501-505
simplification through, 504-505
underlay networks, 503

multicast support, 542

wireless integration, 532-534

optimized wireless data plane,
538-539

OTT wireless support, 540

simplified wireless control
plane, 534-538

supported devices, 541

SD-AVC, 599-601
SDN (software-driven networking),

148-149, 330

Secure Boot, 218-220, 221
security, 63-64

automation, 364

DNA requirements for, 58-59
ISE, 512

NDP, 438-439

policies, 91

self-healing networks, architectural

requirements, 639-647

analytics engine, 643-644
distributed on-device analytics, 641
instrumentation, 640-641

machine learning, 644

scalable storage, 643

telemetry, 642-643



sensor-driven tests, 695-697
service chaining, 468-469
sample packet flow, 470-471
transparent versus routed, 471-472

service definition and orchestration
layer, 107-109

relationship with controllers,
110-111

service provider profile, 584-585
services, 88-90

policy, 91-92

transport, 90

SFMT (single-feature multi-tenant)
VNFs, 293

SEST (single-feature single-tenant)
VNFs, 293

SGACLs, 262

SGTs (Scalable Group Tags), 257-264,
517-518

end-to-end transport across the
network, 263-264

for group-based policies, 261-263

silicon wafers, impurities in,
144-145

simplicity, need for in next-generation
networks, 128-129

simplified wireless control plane,
534-538

single release train, Cisco IOS
XE, 209

single-hop path isolation techniques,
303-304

SMUs (software maintenance
upgrades)

benefits of, 212
Cisco I0S XE, installing, 211-212

SNMP (Simple Network Management
Protocol), 340

polling, 411

STP (Spanning Tree Protocol)

software. See also Cisco I10S;
SD-Access

CatOS, 193
Cisco IOS
CLI automation, 338-340

origins and evolution of,
190-191

Cisco I0S XE, 198, 199-202
application bhosting, 205-206
benefits of SMUs, 212
cold patches, 211
database, 203-204
bot patches, 211
platform support, 212-213
RAFA, 207-208
single release train, 209

software maintenance
upgrades, 209-210

subsystems, 202-203

VNFs, running, 493-495
networking, evolution of, 196-198
validating integrity of, 221

software-driven functionality of
Cisco DNA, 64-65

solution for encrypted malware
detection, 716-718

speeds, mGig, 231-232

SPLT (Sequence of Packet Lengths
and Times), for encrypted malware
detection, 715-716

stacking interface, 160-161
standard automation, 369-371
Stanford d.school, 32

Starbucks, digitally transforming
customer experience, 9-10
Stealthwatch, 79, 719-720

STP (Spanning Tree Protocol),
236
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stretched subnets, 508-512

sub-line rate hierarchical QoS policies,
605-606

subsystems of Cisco I0S XE,
202-203

SUDI (Secure Unique Device
Identifier), 220-221

supporting network functions, 96-97
switching, 192-194

Application Policy platform require-
ments, 613

bardware queuing policies,
614-617

internal system QoS, 618-621
SXP (SGT Exchange Protocol), 263
system architecture, NFV, 278-281

<

TAm (Trust Anchor module),
221

TCAM, 194

TCO (total cost of ownership),
reducing, 326-327

technical requirements of Cisco DNA
cloud-enabled requirements, 60
operational flexibility, 58-59

security and compliance require-
ments, 60

technology
design thinking, 32

Cisco Design Thinking
Framework, 34-35

principles, 33-34
Moore’s law, 143
networking, 148-149

technology scopes, 102-105

Telemetry, 352-353, 411-412,
642-643

data extraction, 113
gRPC, 353-354
MDT, 414-416
reasons for, 412

third-party support of VNFs,
466-468

TQ (Telemetry Quotient),
430

traditional analytics approach,
416-418

traffic
classes, 571-572
classifying, 599-601
handling
CPUs, 150-151
FPGAs, 151-152

transistors. See also ASICs
(application-specific integrated
circuits); flexible silicon

densities, 143
EARLs, 146-147
faulty chip design, 145-146

impurities in silicon wafers,
144-145

Moore’s law, 143

translating business intent into
application policy, 586-589

transparent service chaining,
471-472

transport functions of DNA
infrastructure, 94-96

transport segmentation architecture
network access control, 298
network services edge, 299
network virtualization, 298-299

transport services, 90

transport virtualization, 296-297

transportation services, digital
transformation in, 5-7



trending analytics, 709-710
troubleshooting

automated troubleshooting and
remediation, 645-647

challenges of, 632-633

guided troubleshooting and
remediation, 645

Intelligent Capture, 697-704
Path Trace, 688-695
sensor-driven tests, 695-697

trustworthy systems, 214-215
attack mitigation, 216

image validation and signing,
217

runtime defenses, 217-218
Secure Boot, 218-220
SUDI, 220-221
tunneling, 241-242

U

UADP (Unified Access Data Plane)
on-chip micro engines, 161-162

common denominator across
variants, 171-172

EFC, 158

FlexParser, 156-158

internal architecture, 618-621

1QS, 158

model comparison, 166

NetFlow, 163

QoS, 164

recirculation, 159-160

stacking interface, 160-161

use cases, 163-165

versions 2.0 and 3.0, 165-171
Uber, 5-7

virtual routing

UDP (User Datagram Protocol),
encapsulation in VXLAN, 247

underlay networks, 244, 503
IS-IS, 249

UNIs (user-to-network interfaces), 90,
105-107

untrusted domains, virtualizing
connectivity to, 488-489

UP (User Priority) values, 623

upgrades, Cisco IOS XE software
upgrades, 209-210

UPS, digitally transforming customer
experience, 11

use cases
for MPLS, 208
for NFV, 272
branch virtualization, 274-275

control plane virtualization,
272-274

virtualizarion of multicloud
exchanges, 276-277

virtualization to connect appli-
cations in VPCs, 275-276

UADP, 163-165

user experience, points of failure
impacting, 632

\'}

validating integrity of software/
hardware, 221-222

viewing

application details in Application
Registry, 573

NBAR?2 protocol attributes, 595

virtual network support in VXLAN,
248

virtual routing, 240-241
MPLS, 241
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virtualization, 70-72, 267-268, 459.
See also NFV (Network Function
Virtualization)

branch virtualization
Cisco DNA Center, 478-485
orchestration, 473

connecting applications in VPCs,
NFV use case, 275-276

emergence of, 133
ENFV, 453-455

Cisco ENCS Series bardware,
457-459

Cisco UCS E-Series bardware,
455-456

in the enterprise, 452—453

of multicloud exchanges, NFV use
case, 276277

NEFVIS, 459-463

default internal network
connectivity, 462-463

SAE, 488-489
building blocks, 492-493
motivation for, 489-492

visualization layer (Cisco Tetration
Analytics), 446

VLANS, 236-237

VNPFs (virtualized network functions),
67,133,267

Cisco Adaptive Security Virtual
Appliance, 464

Cisco Integrated Services Virtual
Router, 463-464

Cisco Prime vNAM, 465
Cisco vVWAAS, 465
Cisco VWLC, 465-466
deployment models, 293

footprint considerations,
292-293

input/output technologies for virtual-
ization, 283-288

multi-tenancy and multi-function,
293-296

NGFWy, 464

optimizing server configurations,
290-291

orchestration, 473

running in Cisco IOS XE,
493-495

selecting the right I/O technique,
291-292

service chaining, 468—469
sample packet flow, 470-471

transparent versus routed,
471-472

third-party support, 466-468

VNs (virtual networks), 505-506,
516-517

assigning IP host pools to,

561-564
VoIP (Voice over Internet Protocol), 4
VPNs, MPLS, 241
VRF-lite, 240

VREFs (virtual routing and
forwarding), 240-241

VRRP (Virtual Router Redundancy
Protocol), 237-238

VXLAN (Virtual Extensible LAN),
67,875,130, 132, 243-249

overlay networks, 245
packet encapsulation, 246-247

scalable group tag support,
248

UDP, 247

virtual network support,
248

reasons for, 248-249



W

websites, Ethernet Alliance, 235
WhatsApp, 4, 127, 127
wireless Ethernet, 233
wireless mobility, 182-183
FRA, 183-185
wireless networking
SD-Access integration, 532-538
multicast support, 542

optimized wireless data plane,
538-539

OTT wireless support, 540

simplified wireless control
plane, 534-538

supported devices, 541

wireless platform requirements for
Application Policy

application classification and
marking policies, 621-622

hardware QoS, 624-626
internal system QoS, 626-628

ZTP (Zero-Touch Provisioning)

WLC (wireless LAN controllers),
273,519

adding to fabric, 561
workflows in DNA Center, 514

Y

YANG (Yet Another Next
Generation), 59, 74, 341-344,
415-416

NETCONEF, 347-350
RESTCONF, 350-351
YANG Catalog, 355
YANG-explorer, 355
YDK (Yang Development Kit), 356
yield, 145

y 4

ZBFW (zone-based firewall), 317
Zipcar, 6

ZTP (Zero-Touch Provisioning),
459-460
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