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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these
conventions as follows:

B Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

®m  [ralic indicates arguments for which you supply actual values.

m  Vertical bars (|) separate alternative, mutually exclusive elements.
m  Square brackets ([ ]) indicate an optional element.

®  Braces ({}) indicate a required choice.

®  Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Introduction

In today’s business environment, enterprise customers are under more pressure than ever
to innovate and adapt to new challenges and market conditions. Enterprises want to
focus their investments on their core business while reducing IT spending.

The cloud offers enterprise customers many benefits, such as lower costs and flexibility.
The cloud’s elastic model enables a company to increase and decrease infrastructure
capacity on demand. The usage-based model offered by the cloud helps governments
and enterprises reduce costs while increasing business agility by moving applications to
the cloud and consuming infrastructure resources from the cloud. This leads to enter-
prises looking at consuming network and IT services from the cloud rather than investing
in in-house operations.

The enabling technology in unlocking the cloud is virtualization. Virtualization abstracts
and isolates the computing hardware and underlying infrastructure into a logical
resource pool, allowing key capabilities such as resource sharing, virtual machine (VM)
isolation, and load balancing. These capabilities provide the fundamental building blocks
for an agile and scalable cloud environment with rapid provisioning, workload sharing,
and increased availability.

The surge in applications and IT service consumption moving to the cloud highlights the
need for evolved technologies and network elements in the cloud that offer security
and visibility to help businesses with performance and compliance verification. Evolved
networks and network services enable the provider to offer cloud services with security,
performance, and availability. The Cisco Cloud Services Router 1000V (CSR 1000V) is a
fully virtualized software router that offers a platform for enterprises to extend the data
center to the cloud and to enforce their policies in the cloud.

The Cisco CSR 1000V provides a transparent solution for extending IT services into
provider-hosted clouds. The solution offers a rich set of features, including VPN, fire-
wall, Network Address Translation (NAT), application visibility, and WAN optimization.
These functions allow enterprise and cloud providers to build highly secure, scalable,
and extensible cloud networks. In addition, the Cisco CSR 1000V supports a rich set of
application programming interfaces (API), providing robust integration into software-
defined networking (SDN) for automated provisioning of these networks and network
services and allowing simplified management and orchestration, which help in driving
down costs further.

Networks inherently carry vast amounts of information, including user locations, device
capabilities, topologies, and end-to-end performance characteristics. When exposed
appropriately through well-defined APIs, such information can be consumed by cloud
applications to fine-tune and customize their efficient delivery. The future holds the
promise of increasingly rich application—-network interactions.

The primary objective of this book is to simplify design aspects and architectural details
in a unified resource, augmenting Cisco’s existing collection of installation and configura-
tion guides for various cloud-related products and solutions. This book covers the key
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virtualization technologies used in the cloud; it provides a concise, accessible presenta-
tion of cloud network services and the different types of operational environments in the
cloud. Cloud networking service and delivery concepts are reinforced with illustrative
examples; architecture of SDN orchestration and its connection to Cisco CSR 1000V
network services are introduced and elaborated upon. In addition, the book reviews the
building blocks of the CSR 1000V, covering its architecture and software design.

This book also explains network design and deployment scenarios for the Cisco CSR
1000V, which influence its pivotal role in the cloud environment. Furthermore, the book
distills how intelligent networks help providers simplify cloud service management and
reduce costs through efficient scaling and optimized capacity utilization. This book
provides architectural knowledge that contextualizes the roles and capabilities of these
advanced networks and network services, along with discussions of design factors essen-
tial for their insertion into cloud services:

m  The book introduces the readers to the cloud and provides an overview to different
types of cloud operational environments, including a prelude to the evolution of
virtual routers.

®  Virtualization is introduced as a pivotal technology in cloud adoption.

m  The book covers the details of the operating systems and hypervisors on which vir-
tual routers run. It provides details pertaining to the operational aspects of virtual
routing.

m  The reader is introduced to the architecture and software design of the Cisco CSR
1000V virtual router. The reader is subsequently introduced to a comprehensive set
of APIs that can be leveraged by SDN.

m  The book focuses on different designs and use cases and configuration examples for
routing, secure extension of enterprises to the cloud, and VM mobility. It illustrates
how the CSR 1000V addresses the challenges that an architect faces in migrating
toward the cloud.

m  This book covers the different management techniques available to simplify opera-
tional and monitoring aspects of cloud services.

Who Should Read This Book?

This book is targeted for a technical audience responsible for architecture, design, and
deployment of data center and enterprise cloud services.

This book also caters to the next generation of cloud network operators to implement
enterprise features in the cloud, leveraging the CSR 1000V.

After reading this book, you will have a better understanding of the following:
m  Key virtualization concepts and cloud models

m  CSR 1000V software architecture and design



®m  SDN and the CSR 1000V platform and API
m  Simplification of data center multitenant design with the CSR 1000V
m  Use cases for the CSR 1000V to simplify enterprise routing in the cloud

m  Operational visibility, management, and control of an enterprise network in the
cloud

How This Book Is Organized

This book is organized into the following chapters.

Chapter 1: Introduction to Cloud

This chapter introduces the concept of cloud computing. It describes the various
cloud models available and how virtualization enables the present-day transition to
the cloud. Multitenant data center designs are illustrated, and the concept of SDN is
introduced here.

Chapter 2: Software Evolution of the CSR 1000

This chapter introduces the software evolution of the Cisco Cloud Services Router
(CSR 1000V). It covers the infrastructure requirements and design considerations of a
CSR 1000V, and it discusses the features that a CSR 1000V brings to the virtual rout-
ing realm.

Chapter 3: Hypervisor Considerations for the CSR

This chapter describes the different hypervisor technologies available on servers to man-
age the hardware resources for virtual machines. Hypervisor technology selection is an
important consideration when deploying the CSR 1000V.

Chapter 4: CSR 1000V Software Architecture

This chapter describes the software design of the CSR 1000V. It details the control-
plane and data-plane design of the CSR 1000V. It also describes licensing requirements,
software implementation, and packet flow related to the CSR 1000V.

Chapter 5: CSR 1000V Deployment Scenarios

This chapter describes the common deployment scenarios for the CSR 1000V. It depicts
these scenarios using configuration examples.

XVii
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Chapter 6: CSR Cloud Deployment Scenarios

This chapter describes CSR 1000V deployments in the cloud and data center
environments.

Chapter 7: CSR in the SDN Framework

This chapter describes SDN components. It also provides an overview of the CSR 1000V
in the OpenStack framework. Case studies in this chapter aim to educate the reader on
using the APIs for user-defined outcomes.

Chapter 8: CSR 1000V Automation, Orchestration, and
Troubleshooting

This chapter provides an overview of CSR 1000V management tools for orchestration,
monitoring, and troubleshooting. It also illustrates the operation workflow for deploying
a CSR 1000V.



Chapter 4

CSR 1000V Software

Architecture

This chapter describes the software design of the CSR 1000V and details the data plane
design. It also illustrates the software implementation and packet flow within the CSR
1000V, as well as how to bring up the CSR 1000V.

System Design

CSR 1000V is a virtualized software router that runs the IOS XE operating system.

I0S XE uses Linux as the kernel, whereas the IOS daemon (I0Sd) runs as a Linux
process providing the core set of IOS features and functionality. IOS XE provides a
native Linux infrastructure for distributing the control plane forwarding state into an
accelerated data path. The control and data planes in IOS XE are separated into differ-
ent processes, and the infrastructure to communicate between these processes supports
distribution and concurrent processing. In addition, IOS XE offers inherent multicore
capabilities, allowing you to increase performance by scaling the number of processors.
It also provides infrastructure services for hosting applications outside 10Sd.

Originally, IOS XE was designed to run on a system with redundant hardware, which
supports physical separation of the control and data plane units. This design is imple-
mented in the ASR 1006 and ASR 1004 series routers. The original ASR 1000 family
hardware architecture consisted of the following main elements:

m Chassis
m Route processor (RP)
m Embedded service processor (ESP)

m SPA interface processors (SIP)

The RP is the control plane, whereas the ESP is the data plane. In an ASR 1006 and
ASR 1004, the RP and ESP processes have separate kernels and run on different sets of
hardware. ASR 1000 was designed for high availability (HA). The ASR 1006 is a fully
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hardware redundant version of the ASR, and its RP and ESP are physically backed up by
a standby unit. I0Sd runs on the RP (as do the majority of the XE processes), and the
RP is backed up by another physical card with its own 10Sd process. The ASR 1004 and
fixed ASR 1000s (ASR 1001-X and ASR 1002-X) do not have physical redundancy of
the RP and ESP.

In the hardware-based routing platform for IOS XE, the data plane processing runs out-
side the IOSd process in a separate data plane engine via custom ASIC: QuantumFlow
Processor (QFP). This architecture creates an important framework for the software
design. Because these cards each have independent processors, the system disperses
many elements of software and runs them independently on the different processors.

Tip The ASR 1000 platform first introduced IOS XE. Multiple products run IOS XE,
including the following:

ASR 1000 family:
m ASR 1001-X

ASR 1002-X
ASR 1004
ASR 1006
ASR 1006-X
ASR 1009-X
ASR 1013

ASR 900 family:

ASR 903

ISR family:

ISR 4321
ISR 4331
ISR 4351
ISR 4431
ISR 4451-X

10S XE retains the look and feel of IOS. However, because 10S runs as a Linux process,
it enables the platform-independent code to reside inside the I0Sd process running on
the Linux kernel. By moving the platform-dependent code (drivers) outside the I0Sd
process, it makes I0S XE a very efficient software delivery model. Different platforms
write their drivers and leverage the existing feature-rich control plane code from 10Sd.

Multiple platforms run I0S XE. However, when understanding CSR 1000V architecture
in this chapter, ASR 1000 is used as a hardware example because it was the first platform
to run IOS XE.
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As the need for smaller form factor ASRs arose, a one rack unit (RU) ASR 1000 was con-
ceptualized and developed: ASR 1001. The ASR 1001 is a 64-bit architecture in which all
processes (RP, SIP, and ESP) are controlled by a single CPU. The SPA interface complex,
forwarding engine complex, and IOS XE middleware all access the same Linux kernel.
This is achieved by mapping the RP, ESP, and SIP domains into logical process groups.
The RP’s process domain includes 10Sd, a chassis manager process and forwarding man-
ager. The ESP process domain includes the chassis manager process, QFP client/driver
process, and forwarding manager.

The architecture diagram in Figure 4-1 provides a high-level overview of the major

components.
RP
10Sd Active 10Sd Standby
Chassis Manager Forwarding Manager
SPA ESP
Chassis Interface Forwarding Chassis
Manager Manager Manager Manager
SPA Driver QFP Client/Driver
Linux Kernel

Figure 4-1 ASR 1001 Platform Logical Architecture
The details on grouping of the components are as follows:
® RP—RP mainly contains the IOS daemon (I0Sd), the forwarding manager for RP

(FMAN-RP), the chassis manager for RP (CMAN-RP), the kernel, and bootstrap
utilities.
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m ESP (forwarding plane)—ESP contains FMAN-FP and CMAN-FP, as well as QFP
microcode and data plane drivers and crypto offload ASIC for handling hardware
assist encryption.

m SIP/SPA—SIP/SPA houses the 1/0 interface for the chassis. It has its own CMAN
and kernel process to handle the discovery, bootstrapping, and initialization of the
physical interfaces.

Virtualizing the ASR 1001 into the CSR 1000V

There are a lot of commonalities between the system architectures of the CSR 1000V
and the ASR 1001, and there are some differences as well. The CSR 1000V is essentially
an ASR 1001 without the hardware. The following measures brought the ASR 1001 into
the software-based design of the CSR 1000V:

m All the inter-unit communication with the SIP/CC was removed.
m The entire SIP/SPA interface complex was eliminated.
m The kernel utilities have been shared across the RP and ESP software complexes.

m The kernel utilities use the virtualized resources presented to it by the hypervisor.

The CSR is basically the ASR 1000 design stripped of its hardware components. When
you compare the two designs, you find that the data path implementation is very differ-
ent. This is because the ASR 1001 has a physical processor (the QFP) for running data
path forwarding. In a CSR, the IOS XE data path is implemented as a Linux process.

The CSR 1000V is meant to leverage as much of the ASR 1001 architecture as possible.
There are places in the CSR 1000V system where software emulation for hardware-
specific requirements is needed. In general, the software architecture is kept the same,
using the same grouping approach as for the hardware components. One of the major
engineering efforts has been focused on migrating the QFP custom ASIC network pro-
cessor capabilities onto general-purpose x86 CPU architectures and providing the dis-
tributed data path implementation for IOS XE. This effort creates a unique opportunity
for Cisco to package this high-performance and feature-rich technology into the CSR
1000V. Figure 4-2 shows the high-level architecture of the CSR 1000V.
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Figure 4-2 CSR 1000V High-Level Architecture

CSR 1000V Initialization Process

This section examines the initialization of a CSR 1000V running on a type 1 hypervisor.
Refer to Chapter 2, “Software Evolution of the CSR 1000,” for details on the 10Sd pro-
cess running on the control plane.

When a CSR boots up as a virtual machine, interfaces are discovered by parsing the con-
tents of /proc/net/dev on the Linux kernel. The gethd (Guest Ethernet Management
Daemon) process performs the port enumeration at startup and then passes the interface
inventory to the guest Ethernet driver within the IOS complex. The I0Sd gethd driver
then instantiates the Ethernet interfaces. This is how the 1/O interfaces provided by the
virtual NIC are managed by IOS.

The gethd process manages the interfaces on the CSR VM. It takes care of addition,
removal, configuration, states, and statistics of the Ethernet interfaces on the CSR VM.

Figure 4-3 illustrates the CSR 1000V initialization sequence.
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( Guest VM Boots Up J

=

( Gethd Discovers Interfaces )

=

Gethd Driver Within I0S
Receives Interface Info

=

( Instantiate Interfaces on 10Sd J

=

Control Plane Programming
Complete

Figure 4-3 CSR 1000V Initialization Sequence

gethd is an important process that handles a variety of interface management functions,
including interface removal/addition. It is an important part of the virtualized 1/0 used
in CSR.

CSR 1000V Data Plane Architecture

Originally, IOS XE QFP data plane design consisted of four components: client, driver,
QFP microcode (uCode), and crypto assist ASIC. Different ASR 1000 platforms pack-
age these components differently, but in general the four components are the same
across platforms. CSR 1000V leverages the same client, driver, and uCode to support

a multithread-capable packet processing data plane, with the exception of the crypto
assist ASIC.

Figure 4-4 illustrates the CSR 1000V data plane architecture. The HW threads men-
tioned in the figure are packet processing engine (PPE) threads. The terms HW and PPE
can be used interchangeably.
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Figure 4-4 CSR 1000V Data Plane Architecture

The following is an overview of the three main components that make up the packet-
processing data plane for CSR:

m Client—The Client is software that ties together the control plane and the data
plane. It is a collection of software modules that transform control plane informa-
tion into various data plane forwarding databases and data structure updates. It is
also responsible for updating the control plane with statistics from the data plane.
It allocates and manages the resources of the uCode, including data structures in
resource memory. The QFP Client is also responsible for restarting the QFP pro-
cess in the event of failure. The Client provides a platform API layer that logically
sits between 10Sd and the uCode implementing the corresponding features. The
Client API is called from FMAN-FP and then communicates with the uCode via
both Interprocess Communicator (IPC) and shared memory interfaces provided by
the Driver. Within the Client, feature processing support can be broken down into
functional blocks known as Execution Agents (EA) and Resource Managers (RM).
RMs are responsible for managing physical and logical objects, which are shared
resources. An example of a physical object manager is the TCAM-RM, which man-
ages allocation of TCAM resources, and an example of a logical object manager is
the UIDB-RM, which manages the micro Interface Descriptor Block (uIDB) objects
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used to represent various forms of interfaces. The data plane (uCode) uses uIDB
objects to see the logical interfaces.

® Driver—The Driver is a software layer that enables software components to com-
municate with the hardware. It glues the software components to the hardware. The
Driver is made up of libraries, processes, and infrastructure that are responsible for
initialization, access, error detection, and error recovery. The Driver has hardware
abstraction layering known as the Device Object (devobj) Model that allows it to
support different QFP ASICs. Below the devobj API are implementations of various
emulation and adaptation layers. In addition to the emulation and adaptation layers
required to support the RMs listed in the Client section, the Driver is also respon-
sible for coordinating memory access and IPC messaging between various QFP con-
trol plane software components and the QFP data plane packet processing uCode.
The driver is completely segregated from the IOS code in an XE architecture, and
this makes XE a very robust and flexible software architecture that offers complete
separation of the control and data planes.

m QFP uCode (packet processing) —The uCode is where all the feature packet pro-
cessing occurs. The uCode runs as a single process in the same VM/container as the
Client and the Driver processes. I0Sd initiates a packet process request through
FMAN-FP. This request is then driven by the Client and the Driver interacting with
the uCode to control the PPE behavior. The QFP uCode is broken up into four
main components: Feature Code, Infrastructure, Platform Abstraction Layer (PAL),
and Hardware Abstraction Layer (HAL). The PAL and HAL are essentially glue for
the portability of software features to different hardware platforms. Originally, the
PAL and HAL were designed for Cisco forwarding ASICs, such as QFP. In order
for uCode software to run on top of x86 in a Linux environment, a new PAL layer
is needed to support the specifics of the CSR 1000V platform. In addition, a new
HAL is introduced for running QFP software on top of x86 in a Linux environment.

The intention is for the CSR 1000V data plane to leverage as much of the existing QFP
code base as possible to produce a full-featured software data plane capable of leverag-
ing the processing capacity and virtualization capabilities of modern multicore CPUs.
One way to minimize changes to the existing QFP software code base is to emulate QFP
hardware ASIC in such a way that the existing Client, Driver, and QFP uCode are not
aware that they are running on a non-QFP platform. However, due to the complexity of
QFP hardware and the differences in platform requirements, a pure emulation is imprac-
tical. There are some cases where we choose to emulate hardware because doing so is
the straightforward approach for code leverage. In other cases, it is best to replace the
corresponding functionality with an implementation that is compatible at an API level
but may be a completely different algorithmic implementation.
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CSR 1000V Software Crypto Engine

Cisco router platforms are designed to run IOS with hardware acceleration for crypto
operations. Like other ASR 1000 platforms, the ASR 1001 includes a crypto acceleration
engine on board to deliver crypto offload and to increase encryption performance. In
this environment, the main processor performing the data path processing is offloaded
from the computing-intensive crypto operations. Once the crypto offload engine com-
pletes the encrypt/decrypt operation, it generates an interrupt to indicate that the packet
should be reinserted back into the forwarding path.

The CSR 1000V runs completely on general-purpose CPUs without an offload engine;
therefore, the software implementation of the IPsec/crypto feature path is needed to
support the encryption function. To that end, the CSR 1000V includes a software crypto
engine that uses low-level cryptographic operations for encrypting and decrypting traf-
fic. The software crypto engine is presented to the IOS as a slower crypto engine. One
thing to note is the software crypto engine runs as an independent process within the
CSR 1000V, and it therefore may run as a parallel process in a multicore environment.
To improve the crypto performance of the CSR 1000V software router, the crypto data
path is implemented to take advantage of the latest Advanced Encryption Standard
(AES) crypto instruction set from Intel (AES-NI) for encryption/decryption operations.

The newer Intel processors, such as the Xeon Westmere-EP family and mobile Sandy
Bridge family, provide instruction sets for enhancing Advanced Encryption Standard
(AES-NI) cryptographic operations performance. These instructions are included in the
CSR 1000V crypto library, along with other cryptographic and hash algorithms for low-
level crypto operations. The crypto library is used by the software crypto engine as well
as by other subsystems within IOS that require cryptographic operations. The inclusion
of Intel’s crypto instruction set allows the CSR 1000V to take advantage of the latest
Intel CPUs for encryption and decryption operations in the data path.

Life of a Packet on a CSR 1000V: The Data Plane

Before we get into the details of packet flow for the CSR 1000V, it is important to
understand the drivers that make it possible for the CSR VM to talk to physical devices
and other software modules. These drivers act as software glue, relaying a packet to and
from the physical wire. We have touched on the different hypervisors that enable the
CSR VM to work on various x86 architectures. Here we discuss packet flow to and from
a CSR VM.

Figure 4-5 shows the virtualization layers of a CSR 1000V VM.



104 Chapter 4: CSR 1000V Software Architecture

CSR VM
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< Software Switch
Physical NIC Driver
\
Physical NIC

Figure 4-5 CSR VM Layers

From Figure 4-5, you can see that the hypervisor presents a virtual NIC to its guest

VM by using a driver. This driver can either be a para-virtualized driver (for example,
VMXNETS3) or a real/emulated driver (for example, e1000). Para-virtualized drivers are
native to hypervisors and perform much better than emulated drivers such as the e1000.
Hypervisors support emulated drivers because they are required for full virtualization.
Recall from Chapter 1, “Introduction to Cloud,” that in full virtualization, guest operat-
ing systems do not require any support from the hypervisor kernel and run as though on
real hardware. Therefore, support for emulated drivers is required. However, the perfor-
mance of emulated drivers is much lower than that of para-virtualized drivers. The CSR
VM supports para-virtualized drivers only.

Netmap I/0

Netmap is an open-source I/O infrastructure package that enables the CSR VM to get
rid of the multiple software layers in the traditional Linux networking stack I/O model.
This results in faster I/O. Understanding the Netmap I/O model will help you better
understand packet flow to and from a CSR VM. This section provides an overview of
the Netmap I/O model and compares it with a Linux I/O model. It is important to under-
stand the I/O model before drilling down to packet flow.
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Netmap is designed to strip down software layers and get the frame from the wire to the
data plane process in user space as quickly as possible. Netmap achieves this through the
four building blocks of its I/O architecture:

®m Thin I/O stack—Netmap bypasses the Linux networking stack to reduce overhead.
Since the CSR data plane runs in the user space, when it wants an I/O architecture to
deliver receive (Rx) frames from the NIC to the user space (data plane) and transmit
(Tx) frames from the data plane to the NIC, it leverages Netmap’s thin I/O stack.

B Zero copy—Netmap maps all memory from rings (pool of memory buffers) in a
way that makes them directly accessible in the data plane (user space). Hence there
is no copy involved in getting the information to the user space. Preventing a copy
operation saves a lot of time in an I/O model, and Netmap’s zero-copy model is
very effective at increasing performance compared to a traditional Linux I/O model.

m Simple synchronization—The synchronization mechanism in Netmap is extremely
simple. When you have the Rx packets on the ring, Netmap updates the count
of new frames on the ring and wakes up threads that are sleeping to process the
frames. On the Tx side, the write cursor is updated as a signal to announce the arriv-
al of new frames on the Tx ring. Netmap then flushes the Tx ring.

B Minimal ring manipulation—In the Netmap I/O architecture, the ring is sized such
that the producer accesses the ring from the head end, while the consumer accesses
it from the tail. (Producer and consumer are terms associated with the process that
tries to initiate the I/O process [producer] and a process that gets affected in trying
to serve the producer [consumer].) The access to the ring is allowed simultaneously
for the producer and the consumer. In a regular Linux I/O scenario, you would
have to wait for the host to fill up the ring with pointers to buffers. When the ring
is being serviced, Linux detaches the buffers from the ring and then replenishes the
ring with new pointers.

An overview of the layers of software involved in building a CSR 1000V VM is illustrat-
ed previously in Figure 4-5. Figure 4-6 compares the Linux I/O model with the Netmap
I/0 model.
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Figure 4-6 Linux Versus Netmap I/O Comparison

Packet Flow

There are three major data plane components:

® Rx thread
m Tx thread

m HQF (Hierarchical Queuing Framework) thread

All these components run on a single process within the QFP process umbrella. Multiple
PPE threads serve requests within this QFP process. The following sections discuss the
flow.

Device Initialization Flow

The following events take place to get the NIC (or vNIC, in a para-virtualized environ-
ment) ready for operation:
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. During boot-up, the platform code within I0Sd discovers all Linux network

interfaces. The platform code then maps these Linux interfaces—etho, ethi, and
SO on—to Gigo, Gigl, and so on. After talking to the kernel, platform code sets
up the interface state (up or down), sets the MTU, sets the ring size, and sets the
MAC address.

. The FMAN process creates the FMAN interfaces and then reaches out to the QFP

client process to initialize the data-plane interface.

. After the QFP process receives the initialization message from the Client process

to create an interface, the QFP process then initializes an interface called micro-
interface descriptor block (uIDB) in the data plane.

. After the ulDB is created in the QFP process, the FMAN process binds this uIDB to

the network interface name.

. The component of the data-plane process responsible for interacting with the kernel

now has to make sure that the interface created with the QFP process is registered
and enabled within the Netmap component of the kernel.

. With the new interfaces registered, the Netmap component communicates with the

virtual NIC driver to initialize the physical NIC.

. The vNIC driver opens the NIC, initiates the rings, and makes the NIC ready for

operation.

TX Flow

The following events take place when there is a packet to be transmitted (Tx) by the CSR
onto the wire:

1.
2.

5
6
7.
8
9

The HQF thread detects that there are packets to be sent.

The HQF thread checks congestion on the transmit interface and checks the inter-
face states.

If the transmit interface is not congested, HQF sends the frame. HQF can also
wait to accumulate more frames, batch them, and then send them out.

The platform code locates the next available slot in the Tx ring and copies the
frame from the source buffer into the Netmap buffer for transmission.

The platform code flushes the Tx ring.

Netmap forwards the flushed frames to the vNIC driver.
The vNIC driver initializes the NIC Tx slots.

The vNIC driver writes onto the Tx registers.

The vNIC driver cleans up the Tx ring of done slots.

10. The vNIC sends the frame on the wire and generates a notification on completion.

107
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RX Flow

The following events occur whenever a CSR receives a packet to be processed:

1. The Rx thread (the thread that receives frames from the QFP process) issues a poll

system call to wait for the new Rx frames.

2. When a new frame arrives, the NIC (or vNIC, in this case) accesses the vNIC Rx ring

to get a pointer to the next Netmap buffers.

N o a » O

. The vNIC generates an Rx interrupt.

. The vNIC puts the frame onto the next Netmap buffers.

. The Netmap Rx interrupt service routine runs the Rx threads.
. The vNIC driver finds the new frame and creates memory buffers for it.

. The Rx thread pushes the frame to the PPE thread for processing.

Figure 4-7 illustrates packet flow between different XE processes.

10Sd Process » FMAN
Process
QFP Client
Process
PPE Threads
HQF Thread
QFP Process
Rx Thread
A
\ 4

Kernel

Figure 4-7 Flowchart for Packet Flow
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Unicast Traffic Packet Flow
The Tx and Rx flows in Figure 4-7 detail how a packet is transmitted from the NIC (or
vNIC, in a para-virtualized driver) to the QFP process. Now we can look at how the QFP
process handles the packet after it gets it. The following steps examine a unicast IPv4
packet flow:

1.

The QFP process receives the frame from the Netmap Rx and stores it in Global
Packet Memory (GPM).

. The Dispatcher copies the packet header from the GPM and looks for free PPE to

assign. The packet remains in the GPM while it is being processed by the PPEs.

. The Dispatcher assigns a free PPE thread to process the feature on the packet.

. PPE threads process the packet and gather the packets. The gather process copies

the packets into B4Q memory and sends the HQF thread a notification that there is
a new packet in the B4Q memory.

. HQF sends the packet by copying it from B4Q into the Netmap Tx ring, and then

releases the B4Q buffer.

. The Ethernet driver sends the frame and frees the Tx ring once the packet has been

sent out.

. Multicast IPsec packets are recycled from the HQF thread back to the in/out pro-

cessing of the PPE threads.

Figure 4-8 illustrates the packet flow in the QFP process.

< Recycled Packet

Netmap Netmap
> B4Q >

- Tx
QO
Q
P
o

HQF g

Thread 'g IPC

IPC

>

DST Credit Return

Figure 4-8 CSR 1000V Packer Flow in the QFP Process
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Installing the CSR 1000V on a VMware Hypervisor
The process for installing the CSR 1000V on a VMware hypervisor has two phases:
1. Bring up the VM with the CSR 1000V on ESXi.
2. Connect the VNIC with the CSR 1000V.

These phases can be subdivided into the step-by-step procedures described in the fol-
lowing sections. To learn about automated provisioning using the BDEO (build, deploy,
execute OVF), see Chapter 7, “CSR in the SDN Framework.”

The following steps assume ESXi is already installed. Please refer to the VMware ESXi
installation guide for setting up the ESXi if it is not already installed.

Bringing Up the VM with the CSR 1000V on ESXi

Assuming ESXi is already installed, you can now follow these steps in the first phase of
installing the CSR 1000V:

Step 1. Deploy the OVF template:

1. Download the OVF template from software.cisco.com and select CSR
1000V software.

2. Log on to the vSphere client, as shown in Figure 4-9.

(%) 172.27.60.8 - vSphere Client [_[5]
File | Edit View Inventory Administration Plug-ns Help

e * fentory b [ Inventory

Dgloy OVF Template...

Export »

Report [@ll| si201ab-v109-dhcp3.cisco.com VMware ESXi, 5.5.0, 1331820 | Evaluation (60 days remaining)

Browse VA Marketplace...

Print Maps »

What is a Host?
Exit

A host is a computer that uses virtualization software, such firtual Machines A
as ESX or ESXi, to run virtual machines. Hosts provide the <&
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

‘You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance

Host

The easiest way to add a virtual machine is to deploy a

virtual appliance. A virtual appliance is a pre-built virtual

machine with an operating system and software already

installed. A new virtual machine will need an operating

system installed on it, such as Windows or Linux. >

Basic Tasks

i) Deploy from VA Marketplace

&t Create a new virtual machine BB AT
=| Learn about vSphere

Recent Tasks Name, Target or Status contains: ~ Clear

Name | Target | Status | Details | Tnitisted by | Requested Start Ti... < | Start Time | Completed

Kl |

Figure 4-9 Installing the OVF Template for the CSR 1000V
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3. Upload the CSR OVF file you downloaded from cisco.com as shown in
Figure 4-9.

4, Select File, Deploy OVF Template, as shown in Figure 4-9.

Step 2.  Upload the CSR OVF file as shown in Figure 4-10.

@ Deploy OVF Template H[=] E3

Source
Select the source location.

Deploy from a file or URL

IC: \Users\Administrator\Desktop\ultra.ova j Browse... I

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Help | < Back | Next > Cancel

Figure 4-10 Deploying the OVF Template: Selecting the Source

Step 3. When the OVA upload is done, verify the OVF template details on the
screen shown in Figure 4-11.



112 Chapter 4: CSR 1000V Software Architecture

@ Deploy OVF Template =] E3
OVF Template Details
Verify OVF template details.
Source
OVF Template Details ) :
e Lo Product: Cisco CSR 1000V Cloud Services Router
Version: BLD_V154_3_S5_XE313_THROTTLE_LATEST_20140825_180027-ex
Vendor: Cisco Systems, Inc.
Publisher: No certificate present
Download size: 299.4MB
Size on disk: 578.7 MB (thin provisioned)
8.3 GB (thick provisioned)
Description:
Help | < Back | Next > I Cancel |

4

Figure 4-11 Deploying the OVF Template: Verifying the Template Details

The release information, product, size, and so on are received from the meta-

data. Follow the directions for creating the VM.

Complete the following deployment configuration, disk formatting, and net-

work mapping screens, as shown in Figures 4-12 through 4-16:

1. As shown in Figure 4-12, select the hardware profile: Small, Medium, or
Large vCPU and RAM, based on the deployment considerations. Refer
to the hypervisor documentation for the exact small, medium, and large
VM configurations. (You can change this configuration for memory

even after the CSR 1000V is brought up.)
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@ Deploy OVF Template H=] B3

Deployment Configuration
Select a deployment configuration.

Source

OVF Template Details

Name and Location Configuration:

Deploy t Confi for ISmaII ZI

Medium RAM
Large
Large + DRAM Upgrade

Help | < Back | Next > I Cancel |

4

Figure 4-12 Deploying the OVF Template: Selecting the System Memory Profile for
CSR 1000V

2. Select the appropriate type of disk formatting (see Figure 4-13), and
then click Next:

m Thick Provision Lazy Zeroed—With this option, a virtual disk is cre-
ated with the amount of disk space it has asked for. However, the disk
is not cleaned during virtual disk creation. It is cleaned only when you
create the first VM on it.

m Thick Provision Eager Zeroed— W ith this option, a virtual disk is cre-
ated with the amount of disk space it has asked for. However, the disk
is cleaned during virtual disk creation.

® Thin Provision—Choose this option to save space. Initially, the space
allocated to a thin disk is less. However, the virtual disk keeps growing
as memory requirements grow.
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@ Deploy OVF Template =] E3

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: datastore1 (3)

OVF Template Details

Name and Location -

T Available space (GB): 761.1
Deployment Configuration =

Disk Format

¥ Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
" Thin Provision

Help | < Back | Next > | Cancel I

4

Figure 4-13 Deploying the OVF Template: Choosing the Disk Provisioning Format

Note The OVF used here is for version 3.13. You might see variations in the default
settings with later versions. Please refer to Cisco release documentation.

3. On the screen shown in Figure 4-14, specify network mapping of the
source networks (GigabitEthernet) to the destination networks (VM
Network by default) mapping allocation.
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|J!j Deploy OVF Template H=] B3
Network Mapping
What networks should the deployed template use?
Source
OVF Template Details Map the networks used in this OVF template to networks in your inventory
Name and Location
Deployment Configuration Source Networks | Destination Netwarks |
Disk Format GigabitEthemetl VM Network |
:""‘“f"’l'k _”ap"’:"g GigabitEtheme2 VM Network
Ready to Complete
P GigabitEtheme3 VM Network
Description:
Data network 1 ;I
Warning: Multiple source networks are mapped to the host network: VM Network
Help | < Back | Next > I Cancel
Y

Figure 4-14 Deploying the OVF Template: Network Mapping

4. Look over the summary of the deployed CSR 1000V configuration, as
shown in Figure 4-15, and click Finish.
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|J!j Deploy OVF Template H=] B3

Ready to Complete
Are these the options you want to use?

Z?#rimg\ate Details When you dick Finish, the deployment task will be started.

Name and Location Deployment settings:

Deployment Confiquration OVFfile: C:\Users\Administrator\Desktop\ultra.ova

Disk Farmat Dowinload size: 298.4 M8

tetwork Mapping Size ondisk: 8.3GB

Ready to Complete i .
Name: Cisco CSR1000V Cloud Services Router
Deployment Configuration: Small
Host/Cluster: sj20lab-v109-dhcp3.cisco.com
Datastore: datastorel(3)
Disk provisioning: Thick Provision Lazy Zeroed
Network Mapping: "GigabitEthernet1”to "VM Network”
Network Mapping: "GigabitEthernet2"to "VM Network"
Network Mapping: "GigabitEthernet3"to "VM Network"

™ Power on after deployment

Help < Back | Finish I Cancel

4

Figure 4-15 Deploying the OVF Template: Checking the Settings

Step 4. When the deployment of the CSR 1000V is complete, boot the router by
selecting the VGA console from the GRUB menu on the Console tab shown
in Figure 4-16.
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() 172.27.60.8 - vSphere it [_[=]
File Edit View Inventory Administration Plug-ns Help

@ €} Home b g5 Inventory b [l Inventory
0 W@ g & Re k&

e [ 17227608 Gisco CSR 1000V Cloud Services Router
(&3 | Cisco CSR 1000V Cloud Ser

GNU GRUB wversion 8.97 (638K lower ~/ 2619328K upper memory)

CSR 1888V Autodetect (Serial,UGA) Console
CSR 1888V VUirtual (UGA) Console Mo 5
CSR 1888V Serial Console Mon-25-Aug-14-18:08

Use the * and ¢ keys to select which entry is highlighted.
Press enter to boot the selected 0S, or 'c’ for a command-line.

The highlighted entry will be booted automatically in 7 seconds.

| E—| D
Recent Tasks Name, Target or Status contains: v Cle:

Figure 4-16 CSR 1000V Console Tab

Step 5. At the router prompt, enter platform console serial, as shown in Figure
4-17. (This command causes the VM to send console information on the
serial port from ESXi in the later steps.)

(%) 172.27.60.8 - vSphere Client
File Edit View Inventory Administration Plug-ns Help

€] S Home b g Inventory b [l Inventory
Ny 80E G DR e

= @ 17227608 Cisco CSR 1000V Cloud Services Router
(& | Cisco CSR 1000V Cloud Ser

Router#
Router#
Router#
Router#
Router#
Router#
Router#
Router#
Router#
Router#
Router#
Router#
Router#conf
Configuring from terminal, mMemory, or network [terminall?
Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#
Router(config)#pl
Router(config)#platform console ?
auto Autodetect console (Serial,UGA) for I0S output
serial Use Serial console for I0S output
virtual Use UM (UGA) console for I0S output
<cr>

Router(config)#platform console serial
Router (config)¥_

jD— B
Recent Tasks Name, Target or Status contains: ~
Name Target Status Details Initisted by | Requested Start Ti... < | Start Time Completed

¥ Power On virtual mach... (G

@ Completed root 4/1/2015 11:06:25 AM  4/1/2015 11:06:25 AM  4/1/2015 1,

<

Figure 4-17 CSR 1000V Command Prompt
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Step 6.

To add the serial port for console access, access the vCenter web client
and select Virtual Hardware, Network Adaptor, Serial Port, as shown in

Figure 4-18.

1 Cisco CSR 1000V Cloud Services Router - Edit Settings

(2) M

[ Virtual Hardware | VM Options | SDRS Rules | vApp Options ]

+ [ CPU -~ @
» W Memory 2560

{2 Hard disk 1 8 3

SCSl controller 0 (4 New Hard Disk

-

-

S

£ RDM Disk

v

-

Network adapter 3 Network

-

(@ CD/DVD Drive
Floppy Drive
Video card b

s VMCI device
= [ Parallel Port
Host USB Device
USB Controller

-

@) CD/DVD drive 2

-

-

Other Devices

-

SCSI Device
[ PCI Device

SCSlI Controller
SATA Controller

e Select —--- | - ]

New device: [

Compatibility: ESXi 5.5 and later (VM version 10)

S

Network adapter 1 &= Existing Hard Disk | v | [ Connected

Network adapter 2 | v | [ Connected
| v | [ Connected

() CD/DVD drive 1 |+ | [ Conneoted

| + | [ ] Connected

OK

Cancel

Figure 4-18 VM Access from the vCenter Web Client

Step 7.  Shut down the guest OS as shown in Figure 4-19. (Note that this serial port

will be used for terminal access to the CSR.)
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vimware* Vsph [ Actions - Cisco CSR 1000V Cloud Services R

[ Open Console
4 vCenter Power On ud Services Router = Ag
™ Shut Down Guest OS 3 Monit M
onitor anage
. 3 Restart Guest 0S & =
+ [5] SU20E13-2K8-V: ,
[y Amit &5 Migrate...
- .
B 172.27.60 i) Take Snapshot... hine?
M & CSR I Revert to Latest Snapshot software computer that,
[(T-ﬁ Manage Snapshots... g runsan operatlng
& Partner Is. An operating system
ﬂl Partnet aﬁ Clone to Virtual Machine... achine is called a guest
gL Clone to Template...
{1 ssVpnl
Gh Windoy (3% Edit Settings... machine is an isolated
it, you can use virtual
v [l ATTLISP Move To... r workstation
b [J17227.200  Rename... }g environments, or to
lications.
3 @ 172.27.201 (G Assign Tag...
b [2172.27.56, & Remove Tag 1al machines run on
- @ 172.27.60. A same host can run many
arms
& Cisco (
» CTX All vCenter Actions
» Shashi Update Manager
b [l Systest-Bldg20

Figure 4-19 Configuring the Serial Interface: Shutting Down the Router

Step 8.  Select Add New Device, New Serial Port and provide the IP address and ter-

minal port details to access the CSR, as shown in Figure 4-20.
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1 Cisco CSR 1000V Cloud Services Router - Edit Settings (Z) »

[ Virtual Hardware | VM Options | SDRS Rules | vApp Options ]

e [ [0 ) N =) -
b (2 Hard disk 1 8 =)

3 SCSI controller 0 LS| Logic Parallel

3 Network adapter 1 [ VM Network | v ] [¥] Connect...

3 Network adapter 2 [ VM Network | v ] [+ Connect...

3 Network adapter 3 [ VM Network | v ] [ Connect...

» (@) CD/DVD drive 1 [ Datastore ISO File | v] [ Connect...

» (@) CD/DVD drive 2 [ Host Device | v] ] Connect...

» [ Video card [ Specify custom settings | v]

> oh VMCI device

» Other Devices

~ Bl New Serial port [Use Network | v]
Status [] Connect At Power On
Connection Direction [ Server | v]
Port URI: Itelnet://1 72.27.60.8:6767 |

["] Use Virtual Serial Port Concentrator
vSPC URI:

/O Mode [+] Yield CPU on poll v

New device: [ B Serial Port | -] Add

Compatibility: ESXi 5.5 and later (VM version 10) OK Cancel

L J

Figure 4-20 Configuring the Serial Interface: Serting the Telner Address

Step 9.  Go to vCenter and select Setting, Security Profile. Edit security configuration
ports 23 and 1024 as shown in Figure 4-21. This is needed because by default
ESXi blocks console access.
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4 vCenter

O x
| B 8 @
[ (5] SJ20E13-2K8-V2.cisco.com
~ [l Amit
~ [ 172.27.60.32 (ot respondir,
(3 CSR - DC VM Gateway |
5 Partner-CSR3 (disconne|
{5 Partner-CSR4 (disconne|
(3 ssIVpnHeadend (disconr
(3 Windows VM (disconnec
v [ ATTLISP
» [ 172.27.20853
» [ 172.27.208.54
» [B172.27.56.9 (disconnected)
» lgCTX
» [l Shashi
» [l Systest-Bldg20

[ 172.27.60.8 | Actions ~.

Getiing Started  Summary _ Monitor | Manage | Related Objects

( Settings )Nenwarking ‘ Storage ‘ Alarm Definitions. ‘ Tags | Permissions |

N—

“
' Virtual Machines
Default VM Compatibility
VM Startup/Shutdown
Agent VM Settings
Swap file location
~ System
Licensing
Host profile
Time Configuration
Authentication Services
Power Management
Advanced System Setting

System Resource

Security Profile

Yere

~ Hardware
Processors
Memory
Graphics

Firewall

~ Incoming Connections
CIM Server

CIM Secure Server
CcIMSLP

DHCPV6

DVSSync

NFC

cmmds

DHCP Client

DNS Client

Fault Tolerance
ipfam

dt

VM serial port connected over
network

SNMP Server
SSH Server
VMotion
vSphere Client

vsanvp

=v F3
~ 7] Recent Tasks ol
[ Al | Ruming  Faied
+ Open firewall ports N
N @ 17227.608
v Block firewall ports
@ 172.27.60.8
5988 (TCP) Al + Open firewall ports
5989 (TCP) All E| 172.27.60.8
427 (TCPUDP) Al ' Power On virtual machine
546 (TCPUDP) Al @& Cisco CSR 1000V Cloud Serv , ::
My Tasks More Tasks
8301,8302 (UDP) Al
902 (TCP) Al ~ 7 Work In Progress o
12345,23451 (UDP) Al Deploy OVF Template
68 (UDP) Al @1 IxServer 11xCard 1...
53 (UDP) Al (1 testVM - Edit Settings
8200,8100,8300 (TCP,UDP) Al B LMGW2-S2- EdiS..
6999 (UDP) Al
2233 (TCP) Al ~ 7 Alarms o
1024,23 (TCP) Al [ ai@ ‘ New (3) Ackno...
A 17227608
161 (UDP) Al
Host hardware power status
22(TCP) Al
8000 (TCP) Al O 172.27.60.32
Host connection and power s...
902,443 (TCP) All
8080 (TCP) a7 | @ 221825 =

Figure 4-21 Configuring the Serial Interface: Firewall Settings

Step 10. Enable ports 23 and 1024 as shown in Figure 4-22.

IP Addresses

@ 172.27.60.8: Edit Security Profile ?) W
To provide access to a service or client, check the corresponding box.
By default, daemons will start automatically when any of their ports are opened, and stop when all of their ports are closed.
Name Incoming Ports Outgoing Ports Protocols Daemon
[] NTP Client 123 UDP Stopped -
[¥] rabbitmgproxy 5671 TCP N/A
[V rdt 2233 2233 TCP N/A
[] VM serial port co... 1024, 23 0 TCP N/A
[ SNMP Server 161 UDP Stopped
[[] syslog 514, 1514 TCP, UDP N/A v
~ Service Details N/A
Status N/A

+ Allowed IP Addresses Allow connections from any IP address

[V] Allow connections from any IP address

Figure 4-22 Configuring the Serial Interface: Securiry Profile Derail

Step 11. Use Telnet to verify the access from the PC. (It’s a good practice to use SSH
for accessing the CSR VM; however, for the sake of simplicity, this example
shows Telnet access setup.) The EXSi hypervisor defaults the network
connections to the VM Network virtual switch connection. The network
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adapters are mapped to CSR interfaces. For example, GigabitEthernet1 is

mapped to Network adapter 1, and so on. You can verify this by comparing
the MAC address as illustrated in Figure 4-23.

' (31 Cisco CSR 1000V Cloud Services Router - Edit Settings )y Router#

Router#

[ Virtual Hardware | VM Options | SDRS Rules | vApp Options

i | » @, SCSl controller 0 LSl Logic Parallel

| |~ 0 Network adapter 1 | VM Network ~ | ¥ Connected
Wl Status ¥/ Connect At Power On

Adapter Type -

MAC Address oo, c80a =
i - [ Network adapter 2 Cunner:led
B sous [
ki Adapter Type
i MAC Address 00:0c

~ [ Network adapter 3 [ VM Network + | ¥ Connected

Status. [ Connect At Power On
Adapter Type M
H MAC Address 00:0c:29:57:c8:ce

Router#
Router#
Router#
Router#
Router#

ip int bri

IP-Address 0K? Method
YES NVRAM
YES NVRAM
YES NVRAM

Status Protocol
administratively down down
administratively down down
administratively down down

GigabitEthernet1
GigabitEthernet2
GigabitEthernet3
Router#sh int gigl
GigabitEthernetl is adninistratively down, line protocol is down

Hardware is CSR WNIC, address is 000c.2957.c8ba (bia 000c.2957.c8ba)

MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

Keepalive set (10 sec)

FULL Duplex, 1000Mbps, link type is auto, media type is R145

output flow-control'is unsupported, input flow-control is unsupported

ARP type: ARPA, ARP Tineout 4:00:00

Last input never, output never, utpu( hang never

Last clearing of “show interface ters nev

Tnput quete: 0/375/0/0 (size/max/drops/fLushes): Total output drops: 0

Queueing strategy: fifo

Output queue: 0/40 (size/max)

5 minute input rate @ bits/sec, 0 packets/sec

5 minute output rate @ bits/sec, @ packets/sec

unassigned

T ; v 0 packets input, 0 bytes, 0 no buffer
p| | > ©comvpdivet Datastore 18O File 7 Connected Received 0 broadcasts (0 1P multicasts)
_ e 0 runts, 0 giants, 0 throttles
B @coovoumez [Hostoorks £ comeckd S Dot 8 giante. BNOES im0 sgnored
1 0 watchdog, 0 nulticast, 0 pause input
B > Evaeocan g 0 packets output, 0 bytes, 0 underruns
E s 0 output errors, 0 collisions, 0 interface resets
» 5 VMCI device b 0 unknown protocol drops
. i 0 babbles, 0 late collision, o deferred
New device: Soeot ] B lost cafrier) o o carriar, 0 pause ot
. o ovtput bufrer faitures, o outoot huffers svapped out
Compatibilty: ESXi 55 and later (VM version 10) o canc] ]! Router#l|

Figure 4-23 CSR 1000V Telnet Access Screen

Step 12. To remap the network adapters to corresponding vNICs, you should perform
the following steps. From the vSphere client in the Edit Settings window, select
New Device Add, Networking and add vNICs to the CSR as assigned inter-
faces (from the vCenter web client), as shown in Figures 4-24 through 4-27.
(Allow all VLANSs and create a bridgeForVNIC1 label for this connection.)

[E] 172.27.60.8 - Add Networking

1 Select connection type

2 Select target device

Select connection type

Select a connection type to create.
3 Connection settings () VMkernel Network Adapter

The VMkernel TCP/IP stack handles traffic for ESXi services such as vSphere vMotion, iSCSI,
NFS, FCoE, Fault Tolerance, Virtual SAN and host management.

Physical Network Adapter

A physical network adapter handles the network traffic to other hosts on the network.

4 Ready to complete

(s) Virtual Machine Port Group for a Standard Switch
A port group handles the virtual machine traffic on standard switch.

Next Cancel

Figure 4-24 vNICs and the CSR 1000V: Selecting the Connection Type
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1. Select the new vNIC, as shown in Figure 4-25, to create a new standard
switch name.

[J 172.27.60.8 - Add Networking 2
/1 Select connection type Create a Standard Switch
Assign free physical network adapters to the new switch.
+/ 2 Select target device
84 3 Create a Standard Switch Assigned adapters: ‘Wl Properties CDP LLDP
4 Connection settings
2 + X & Adapter Intel Corporation 82576 Gigabit Network N
5 Ready to complete Active adapters Connection
Name vmnic1
@ (New)vmnicl
st -db dapt Location PCI 1d:00.1
andby adapters Driver igb
Unused adapters
Status
Status Connected
Configured speed, Duplex Auto negotiate
Actual speed, Duplex 1000 Mb, Full Duplex
Networks No networks
Network I/0 Control
Status Allowed
DirectPath /O
Status Not supported
@ The physical NIC does not support DirectPath 1/0.
SR-lOV
e
Back Next Cancel

Figure 4-25 vNICs and the CSR 1000V: Creating a Standard Switch

2. Add VLANSs and the network label assigned for the vNIC, as shown in
Figure 4-26.

Q 172.27.60.8 - Add Networking 2

Connection settings
Use network labels to identify migration-compatible connections common to two or more hosts.

+/ 1 Select connection type
+/ 2 Select target device
+/ 3 Create a Standard Switch

4 Connection settings

5 Ready to complete

Network label: bridgeForVNIC1

VLAN ID (Optional): None (0)

Back Next Cancel

Figure 4-26 vNICs and the CSR 1000V: Setting the Connection Settings
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3. Complete the configuration of the vNIC with a VLAN and label attach-
ment that can be referenced in a vSwitch. Click Finish to complete this
step, as shown in Figure 4-27.

E' 172.27.60.8 - Add Networking

M 1 Select connection type

Y4l 2 Select target device

|/ 3 Create a Standard Switch New standard switch: vSwitch1

I/ 4 Connection settings Assigned adapters: vmnic

WY 5 Ready to complete Virtual machine port group: bridgeForVNIC1
VLAN ID: All (4095)

Ready to complete
Review your settings selections before finishing the wizard.

Back Finish Cancel

Figure 4-27 vNICs and the CSR 1000V: Completing the Configuration

Step 13.

Go to the vSphere web client and select Virtual Machine, Network Adapter.
In the Networking tab, look for the new bridgeForVNIC1 label you created
earlier, as shown in Figure 4-28. You should note that this label acts as map-
ping between the CSR interface and the vNIC.

Repeat Steps 12 and 13 to remap additional network adapters to vNICs avail-
able to the CSR.
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1 Cisco CSR 1000V Cloud Services Router - Edit Settings

i

[ Virtual Hardware | VM Options | SDRS Rules | vApp Options ]

» [ CPU

» #l Memory

2\ Hard disk 1

-

-

SCSI controller 0

S

Network adapter 1

-

Network adapter 2

-

Network adapter 3

o

.réy CD/DVD drive 1

-

.ré:) CD/DVD drive 2

-

Video card

-

o VMCI device

-

R Serial port 1

Other Devices

-

8
LS| Logic Parallel

MR

5 (Bes)

VM Network

| v ] [ Connected

VM Network

bridgeForVNIC1

Show more networks...

[] Connected
[] Connected

[] Connected

[ Host Device

| v] [] connected

-

[ Use Network

| v] [] Connected

New device: [

e Select ——---

Compatibility: ESXi 5.5 and later (VM version 10)

OK

Cancel

Figure 4-28 vNICs and the CSR 1000V: Editing the Settings

To map the network adapter to the vNIC created, select the vNIC label cre-
ated in the previous step. The CSR 1000V is now configured and connected

to the physical NIC, as shown in Figure 4-29.
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Standard switch: vSwitch1 (bridgeForVNIC1)

7 % a
© bridgeForVNIC1 0) r ‘v Physical Adapters
VLAN ID: All (4095) I_E (o vmnict 1000 Full

¥ Virtual Machines (1)
Cisco CSR 1000V Cloud... [» @ —[ >

Figure 4-29 vNICs and the CSR 1000V: Interface Summary Screen

Installing the CSR 1000V on a KVM Hypervisor

The process for installing the CSR 1000V on a KVM hypervisor has two phases:
1. Bring up the VM with the CSR 1000V on ESXi.
2. Connect the vNIC with the CSR 1000V.

Bring Up the CSR 1000V as a Guest

Follow these steps to update essential packages on a Linux managed server so it can
work as a type 1 hypervisor and run a CSR 1000V VM:

Step 1.  Install the VM packages virt-manager, gemu-kvm, and bridge-utils like
this:

apt-get install virt-manager
apt-get install gemu-kvm

apt-get install bridge-utils

or like this:

yum install virt-manager
yum install gemu-kvm

yum install bridge-utils

Figure 4-30 shows the installation of packages required for CSR creation.
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- Virtual Machine Manager —ox
File Edit View Heip

'™

=
Name
3 marvind @mon-osl:~

File Edit YView Search Jerminal Help

[roct@men-osl ~}# yum install pythen

Loaded plugins: fastestmirror, refresh-packagekit, security

cetting up Install Process

Loading mirror speeds from cached hestfile

* base: yum. tamu.edu

* epel: mirror.ancl.hawaii.edu

* extras: mirror.syands.com

* rpaforge: kartolo.sby.datautasa.nret.id

* updates: centos.chi.host-engine. com

Package python-2.6.6-52.e16.x86 64 already installed and latest version
Mothing to da

[root@mon-osl ~}# yum install bridge-uti
Loaded plugins: fastestmirror, refresh-packagekit, security

Setting up Install Process

Loading mirror speeds from cached hostfile

* base: yum.tamu.edu

* epel: mirror.ancl.hawaii.edu

* extras: centos.mirror.constant.com

* rpaforge: ftp.riken. jp

* updates: mirror.pac-12.org
Package bridge-utils-1.2-10.e16.x86 64 already installed and latest version
Mathing to do

[root@mon-os1 ~]# virt-marager

[roct@mon-osl ~}#

Figure 4-30 Package Installation on a KVM Hypervisor

Step 2. Launch Virtual Machine Manager, which is the front end to KVM/QEMU
that allows installation and management of CSR VMs, by selecting
Application, System, Virtual Machine Manager.

Note Virtual Machine Manager could also be on a different path for your Linux server.
Figure 4-31 shows the launch of the virtual machine from QEMU. Make sure you have
XDesktop installed. Also note that VMM is not a mandatory requirement for using
KVM/QEMU, especially when a graphical user interface is not present on a desktop.

Click the Create a New Virtual Machine icon, and the dialog shown in Figure
4-31 appears. Click the Forward button.
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- Virtual Machine Manager - (= &
File Edit View Help

New VM

m Create a new virtual machine

Enter your virtual machine details

Name: |CSR-VM|
Connection: localhost (QEMU/KVM)

Choose how you would like to install the operating system
@ Local install media (150 image or COROM)
O Network [nstall (HTTP, FTP, or NFS)
O Network Boot (PXE)
O Import existing disk image

Cancel ] Back Eorward

Figure 4-31 Creating a Guest VM

Step 3. Load the ISO image (which you download from software.cisco.com) for the
CSR 1000V, as shown in Figure 4-32. Click the Forward button.

- New VM x

m Create a new virtual machine

Locate your install media
) Use CDROM or DVD

@ Use ISO image:

|!r00t.’Desktcp.ful tra.iso - Browse...

Choose an operating system type and version
05 type: l Generic 2]

Version: |Generic < |

‘ o N : ack] 5 “ﬂ':r;\'r'ér-dm|

Figure 4-32 1SO Image Bootup for the CSR 1000V
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Note Download the ISO CSR 1000V image to your local hard disk. When you
download it, it is named csr1000v-universalk9.<version>.std.iso, but the file is renamed
ultra.iso in the example shown.

Step 4. Allocate hardware resources for the guest VM as shown in Figure 4-33.
(Refer to Table 2-2 in Chapter 2 for further allocation information.) Click
Forward.

] New VM

m Create a new virtual machine

Choose Memory and CPU settings
Memory (RaM): [ 2500/[Z] MB

Up to 32077 MB avallable on the host

Up to 12 avallable

| gancel | | Back | | Forward |

Figure 4-33 Choosing Memory and CPU Settings

Step 5.  Select hardware resources, as shown in Figure 4-34, and click Forward.

New VM
m Create a new virtual machine

Enable storage for this virtual machine
@ Create a disk image on the computer's hard drive
[ Bo[Z g8
1 Allocate entire disk now Q

O Select managed or other existing storage

l Cancel ‘ \ Back ‘ [ Eurward]

Figure 4-34 Scelecting Hardware Resources
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Note If you do not check Allocate Entire Disk Now, only a small portion of memory
asked for will be allocated. It will keep growing as memory requirements increase.
Checking Allocate Entire Disk Now guarantees that much storage.

Step 6.  Look over the hardware resources summary (see Figure 4-35) and make any
changes needed. Click Finish.

New VM

m Create a new virtual machine

Ready to begin installation of CSR-VM
OS: Generic
install: Local COROM/ISO
Memory: 2500 MB
CPUs: 1
Storage: B.0 GB fvar/ibfibuirt/images/CSRvM.img

& [Customize configuration before install

= Advanced options
|V|nuul network ‘default’ : NAT s
) Sat a fixed MAC addross
|52:54:00:64:84:79 |
virt Type: | kvm ¢ |
Architecture: | x86_64 | ¢ |

| cancel | Back | | Finish

Figure 4-35 Resources Summary Snapshot

Step 7.  To apply changes for the guest VM, select Application, System, Virtual
Machine Manager and highlight the CSR installed in the VMM. Then click

the Show Virtual Hardware Details tab and click the Add Hardware button,
as shown in Figure 4-36.
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2 CSR-VM Virtual Machine =

off Begin nstallation ) Cancel

1" ovenvi N
Basic Details
() Processor
B Memory Mame: CSRVM
3 Boot Options UuiD;  doBl9br2-B691-ebbs-eB2d-S601Sedcdclc
Disk 1 Status: = Shutoff
B NIC6484:79 DES o
) Input
B Display VNC
B Sound: default : "
Detal
& Console Hypery ;ar J
Hypervisor: kvm
B Video "
= Aschitecture: x86 64
I ControlerUsa Emulator: fustfibexeciqemu-kvm
B conroller use
I Contraller USB Operating System

Hostname: unknown

H Controller USB
Product name: unknown

I Applications
I Machine Settings
I Security

Da—

Figure 4-36 Applying Hardware VM Changes

Step 8. To create serial connection access for console access, select Serial, and then
select TCP for Device Type and provide the telnet information, as shown in
Figure 4-37.

- CSR-VM Virtual Machine x

o Begin Installation () cancel

! Add New Virtual Hardware >
rd — o .
3 . .
d [ 20 Serial Device
5‘.:? Network
€ oid [ o) Input Character Device Farnet
g | . used when
B Graphics Device Type: |1'CP net console (tcp) :\,‘ sending data,
A Ll H Sound
& Ing Device Parameters
B Dif 4 Farallel Mode: Server mode. (bind) 3‘
B sof |~ channel Hgstt  [17227.60162 | port: [asss 2
& Col |9 USB HostDevice
B vid 88 PCHost Device Use Teinet: (4
m cof H video
m Col H Watchdog
i co{
m’. Cof |G Smartcard
@ usB Redirection
35 Panic Notifier
| cancel | | Finish
| Add Hardware | Remaove |

Figure 4-37 Creating the Serial Interface
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Step 9. In the Virtual Machine Manager, highlight the guest VM and shut it down (if
it is not down already). (See Figure 4-38.)

= 9 | same - EPU umage

Figure 4-38 Shutting Down the Guest VM

The guest VM goes down, as shown in Figure 4-39.

C5R-VM Virtual Machine

File Virtual Machine View Send Key
— R

Guest not running

Figure 4-39 Shutdown of the Guest VM

Step 10. Access the router from the console, as shown in Figure 4-40. Make sure the
VM is powered up before you try to access it.
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CSR-VM Virtual Mac|
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Copyright (c) 1986-2015 by Cisco Systems, Inc.

Compllcd Wed 18-Mar-15 14:19 by mcpre

=Npr 21 00:35:32,.001: XCRYFTO-6- 1SAKAP_ON_OFF: 1SAKAP is OFF

=fpr 21 00:15:32.302: xCRYPFTO-6-GDOI_OM_OFF: GDOI i= OFF

Router>

=ipr 21 00:;35:45, 049 »UMAN-5-FACKAGE_SIGNING_LEVEL_ON_INSTALL: F8: wman: Facka
ge ' losxe-remote-mgmt  BLD_MCP_DEV_LATEST 20150318 _12302%.0va’ lor service contal
ner ‘csr_mgmt’ Iz 'Cisco signed’ . signing level cached om original install is 'C
Isco signed’

Routery

Routers

=pr 21 00:35:46,295: 3UIRT_SERVICE-S-INSTALL_STATE: Successfully installed virt
ual service csr_mgmt

Building confliguration...

=fipr 21 80:35:46.566: »OMEP_BASE-6-SS_ENABLED: OMEP: Service sct Base was cmable
d by DefaultlDK]

=fipr 21 00:35:49.972: xCONFIG_CSRALXC-5-CONFIG_DOME: Configuration was applied am
d saved to HURAH, See bootflash:scerlxc-cfyg.log for more details.__

Figure 4-40 Console Access to the KVM

Step 11. Use the serial interface command for telnet access: platform console

serial and write mem, as shown in Figure 4-41.

CSR-/M Virtual Machine

File Virtual Machine View Send Key

me rwe- ¢

Router®

Routers

Router®

Router®

Routers

Router®

Router®

Router®

Routers

Routers

Routers

Routers

Router®

Routers

Routerkconl

Configuring from tcrminal, memory, or network [terminall?
Enter conf iguration comsands, one per line. End with CHTL/Z.
Router{config)8ip conb

Router(conf iglapla

Router{config)oplatform ¢

Router{conf ig)@platform con

Router(confl ig)@platform console serial

Routericonfig)e

Routers

=fipr 21 B0:36:36.054: #SYS-5-COMFIG_I: Configured from console by console_

Figure 4-41 Router Console for Telnet Access

Step 12. Access the CSR 1000V via the telnet, as shown in Figure 4-42.
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Terminal
File Edit View Search Terminal Help
to adninistratively d -]
Building configuration...
wn
*Apr 21 00:43:30.239: %SYS-6-BOOTTIME: Time taken to reboot after reload = 385
keconds

*Apr 21 80:43:33.174: %SVMAN-5-PACKAGE SIGNING LEVEL ON_INSTALL: F@: vman: Packa
pe ‘iosxe-remote-mgmt.BLD MCP DEV_LATEST 20156318 123625.ova‘ for service contai
per 'csr_mgmt' is 'Cisco signed', matches signing level cached on original insta
1, signing level allowed is 'Cisco signed
*Apr 21 B0:43:33.313: RVIRT SERVICE-S5-INSTALL STATE: Successfully installed virt
al service csr_mgmt
*Apr 21 80:43:35.859: %ONEP_BASE-6-55_ENABLED: ONEP: Service set Base was enable
H by Default[OK]
*Apr 21 80:43:40.671: %CONFIG _CSRLXC-5-CONFIG DONE: Configuration was applied an
i saved to NVRAM. See bootflash:/csrlxc-cfg.log for more details.%I0SXEBOOT-4-NE
T-SMP-AFFINITY: (local/local): reached 2 minutes limit for broken parity status
%
[LOSXEBOOT -4 -NET-SMP-AFFINITY: (rp/0): reached 2 minutes limit for broken parity
ktatus

Router>
Router>
Router> H

Router=j

Figure 4-42 Telner Connection to the CSR 1000V

Step 13. Ensure that your virtual machine is shut down, and then start vNIC
provisioning by selecting Show Virtual Hardware Details, NIC, as shown in
Figure 4-43.

P == |
- CSR-VM Virtual Machine -ox
File Wvirtual Machine View Send Key
- g m @ v

[Show virtual hardware details -
Basic Details

& rerformance

Name: CSAVM
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45 Boot Options 5*5!1:: | 2 Running
2 IDEDisk 1 Description:
IDE COROM 1

WY NIC 64:84:79

) Mouse o Frepe

ypervisor s
B pisplay VNC
= Dispay Hypervisor: kvm
BN sound: ichs Architecture: x86_64
@ Serlall Emulator: fusflibexec/qemu-kvm
B video
M controlier use Oparating Bystam

Hostname: unknown
M controlier uss e
M contelier use e e
M controlier use I» Applications
B Coruolier i0€ b Machine settings
I Security
Add Hardware

Figure 4-43 Accessing CSR 1000V Network Settings

Step 14. In the Virtual Machine Manager, select virtio as the device model (see Figure
4-44) because it is the para-virtualized driver in Linux. Using virtio is the best
way to exploit the underlying kernel for I/O virtualization. It provides an
efficient abstraction for hypervisors and a common set of I/O drivers.
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-

M controller use
M controller use
M controller uss
M Controller USB

m@: n@®-

CSA-VM Virtual Machine = ox
Send Key
- Add New Virtual Hardware *
Storage Network
L Network
"y Input Please indicate how you'd like to connect your
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Figure 4-44 Sclecting CSR 1000V Network Settings
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Add Hardware
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Select the virtual network with NAT to tie all VMs in the same bridge
domain and NAT it to the outgoing physical interface (see Figure 4-45).
Attach the other NIC to the bridge tap.

CSR-VM Virtual Machine
Send Key

Virtual Network Interface

Source device: [ Host device br0 : macvtap -

Device mgdel: | virtio &
MAC address: 52:54:00:78:1C:46
Source mode: | VERA 2

P Virtual port

Bemave gancel Apply

Figure 4-45 CSR 1000V NIC Settings

In KVM, macvtap is a combination of the macvlan driver and a Tap device.
Here the function of the macvlan driver is to create virtual interfaces and

map virtual interfaces to physical network interfaces. A unique MAC address
identifies each virtual interface to the physical interface. A TAP interface is a
software only interface that exists only in the kernel. You use Tap interfaces to
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enable user-space networking and allow passing of datagrams directly between
VMs instead of sending datagrams to and from a physical interface. The
macvtap interface combines these two functions together (see Figure 4-46).

VM-A VM-B

ethO eth0

moltpt| | | | |

EthO on Host Machine

Figure 4-46 wacvtap Diagram
Step 15. Configure the mapping of the vNIC to the physical interface:

1. Access the directory /etc/network/interfaces/ifcfg-bro on the
Ubuntu host and view the bridge type (see Figure 4-47).

Terminal

"ifcfg-bro* 6L, 70C

Figure 4-47 Bridge Configuration File Output
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2. Access the directory /etc/network/interfaces/ifcfg-eth4 and con-
figure the vNIC to be in the same bridge type, BRO (see Figure 4-48).

File Edit View Search Terminal Help
VICE=eth4

HWADOR=70: 81:05: FF:AS: 0F

TYPE=Ethernet

UUID=48551368 - B180-4637-9d17-75378a141 196

ONBOOT=no

N _CONTROLLED=yes

BOOTPROTO=dhcp

IPADDR=9.1.1.1

NETMASK=255,255.255.0

BRIDGE=hro

"ifcfg-ethd™ 16L, 184C

Figure 4-48 Interface Configuration File Output

To configure the spanning tree mode to promiscuous, use this:

auto eth4

iface eth4 inet manual

up ip address add 0/0 dev SIFACE
up ip link set $IFACE up

up ip link set $IFACE promisc on

Alternatively, access the file /etc/network/interfaces/ifcfg-eth4 and
type this:

PROMISC=yes

This method provides persistent configuration settings for i fcfg-etha4.

Step 16. In the Virtual Machine Manager, select Show Virtual Hardware Details.

Performance Tuning of the CSR 1000V

To improve performance of a guest VM in a hypervisor environment, you improve
availability of the I/O and other hardware resources through para-virtualization. Para-
virtualization allows for a kernel to present a software interface to a guest VM that

is similar but not identical to that of the underlying hardware, thereby improving the
VM performance. If you want to tune the performance further, you need to look at
two components:
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m Hypervisor scheduling
m CPU pining

This section reviews the common tuning practices for an ESXi host. The scheduler for
ESXi is responsible for vCPU, IRQ (interrupt requests), and I/O threads. To provide
equal treatment to all guest VMs, the scheduler provides allocation of equal resources of
vCPU threads for scheduling. Note that you can relax coscheduling of threads to avoid
synchronization latency.

To tweak the scheduling and resource allocation details, you must access the VM setting
using vSphere client and follow these steps:

1. In the vSphere client inventory, right-click the virtual machine and select Edit
Settings.

2. Click the Resources tab and select CPU.

3. Allocate the CPU capacity for this virtual machine.

The Processor Affinity setting (CPU pining) restricts VMs to a particular set of cores
by defining the affinity set. The scheduling algorithm aligns with process affinity for
assigning the resources used for the tasks. Figure 4-49 assumes two tasks: Task 1 and
Task 2. Task 1 has affinity to processor 1 and is using it. When Task 2 needs a resource,
the scheduler uses a second processor. Task 2 then acquires affinity with the second
processor.

VCPU™ V‘->| TASK1 |

Core 1
pCPU 2
pCPU 0 ,l TASK2 |
~
Core 2
pCPU 2

Figure 4-49 CPU Pining
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To tweak these settings, access the vSphere client and follow these steps:

1. In the vSphere client inventory panel, select a virtual machine and select Edit
Settings.

2. Select the Resources tab and select Advanced CPU.

3. Click the Run on Processor(s) button.

You achieve CPU pining in KVM by issuing the following command:
sudo virsh vcpupin test 0 6

Hyperthreading by definition allows a single physical core to have two logical cores; that
is, a single core can execute two threads at a given time. Each process from the guest
VM can be split into multiple threads to a logical CPU, and the CPU can handle multiple
threads of independent tasks. The main function of hyperthreading is to increase the
number of tasks in the pipeline by creating parallel pipelines. By tweaking the process
affinity option, you can restrict VMs to a particular set of cores and unhook the VM
from processor scheduling. Most of the hypervisors use BIOS settings to modify the
hyperthreading feature.

For predictable performance, the following best practices are recommended:

m Ensure that hyperthreading is turned off.

m Use CPU pining to allow the guest VMs to dedicate one or more physical hardware
CPUs for processing.

m For CSR 1000V performance optimization, it is important to understand the
concept of DirectPath I/O and SR-IOV (single root I/O virtualization). These are
driver virtualization and are beneficial for achieving very high packet rates with low
latency. In DirectPath I/O, you can map only one physical function to one virtual
machine. SR-IOV allows an admin to share a single physical device, so that multiple
virtual machines can connect directly to the physical function.

These features are supported in all hypervisors, and it is important to understand the
settings on the hypervisor deployed in order to optimize guest VM performance with
features used on the hypervisor.

Summary

Now that you've read this chapter, you should have an understanding of the CSR 1000V
data plane architecture, as well as packet flow. You should also have an understanding of
the steps for bringing up a CSR 1000V on ESXi and KVM hypervisors.



This page intentionally left blank



Index

A

A9 processor, 1
active/active flow distribution to
cloudburst, redirection access
model, 193
adoption, Enterprise cloud, 29-30
algorithms, scheduling, 60-62
Amazon web services deployment, CSR,
211-215
Amazon web services deployment, CSR
1000V, 216-222
application-centric infrastructure
(SDN), 224
Application Virtual Switch (AVS), 270
architecture, CSR 1000V, troubleshooting,
271-272
ASR (Aggregation Service Router) 1000
router, 41, 96-97
architectural elements, 95
ESPs (embedded service processors),
42-43
RP (route processor), 42
SIP (SPA interface processor), 43
ASR (Aggregation Service Router)
1001, 97
logical architecture, 97
virtualizing into CSR 1000V, 98
ATM (Asynchronous Transfer Mode), 13
attach-device command (virsh), 90
attach-disk command (virsh), 90

attach-interface command (virsh), 90
automation, 247-248
BDEO tool, 248-249
management, 247
NSO tool, 249-251
NFV orchestration with OpenStack,
252-253,260-261, 264-266
versus orchestration, 247
provisioning, 247
availability zones, VPC, 214
AVC (Application Visibility and Control),
CSR 1000V, 52-53
AVS (Application Virtual Switch), 270
AWS (Amazon web services) deployment
CSR, 211-215
CSR 1000V, 216-222

BadUidbSubldx drop type (IOS), 285

Basic Input/Output System (BIOS), 67

BDEO tool, 248-249

BIOS (Basic Input/Output System), 67

BIOS settings, hosts, 276

block-based storage, 3

boot process (IOS), 66-67

BPG route reflector, CSR, 155-157
hierarchical use, 157-162

BgsOor drop type (I0S), 285

branch design, CSR 1000V, planning,

162-168



320 caching memory, Linux

C

caching memory, Linux, 71
Ceilometer project, OpenStack, 205
chunk manager (memory manager), 66

CIM (Common Information Model) system

processes, VMkernel, 77-78
Cinder component (OpenStack), 34
Cinder project, OpenStack, 204
Cisco Domain 10 framework, 22
abstraction and virtualization, 23
automation and orchestration, 23
customer interface, 24
infrastructure and environmental, 22-23
organization, governance, and process,
25-26
platform and application, 24
security and compliance, 24-25
service catalog and financials, 24
Cisco inter-cloud fabric, CSR 1000V
cloudburst, 194-195
CLI (command-line interface)
control-processor output, 282
show interfaces command output, 282
sw-nic output, 288
Client, CSR data plane, 101
clientless mode (SSL VPNs), 147
cloud computing, 1
design, 21-23
on-demand service, 21
Enterprise
adoption challenges, 29-30
connectivity, 26-28
cloud deployment models, 20-21
cloud services
TaaS (Infrastructure as a Service), 18-19
PaaS (Platform as a Service), 19
SaaS (Software as a Service), 20
cloudburst, CSR 1000V, 190
Cisco inter-cloud fabric, 194-195
data synchronization, 191
direct access model, 191-192
network connectivity, 190
redirection access model, 192-193
workload migration, 191
code listings

Changing the Speed of the Interface, 279

Configuration Script Sample, 240

Control-Processor CLI Output, 282

CSR 1000V as a DMVPN Hub, 149-150

CSR as a Remote Access VPN Server with
an AnyConnect Client, 153-155

ESXi NIC Stats, 290

ESXi Port Stats, 292

Example of Using the glance CLI to Add
a CSR 1000V Image, 236

How to Check Throughput Levels and
License Details, 277

Interface Controller Output, 283-285

Interface show Command, 280

ISR as a DMVPN Spoke, 150-152

Kernel Images Available to GRUB Are
Listed in menu.lst, 67-68

LMGW Configuration, 177-179

MS/MR Configuration, 179-181

Programs That Are Executed on the Full-
Multiuser Run Level, 69

QFP Feature Debugging Options,
286-288

R1 Configuration, 159

R2 Configuration, 159

R3 Configuration, 161

R4 Configuration, 161

R5-1 Configuration, 160

R5-2 Configuration, 160

RR1 Configuration, 158

RR2 Configuration, 158

RR-3 Configuration, 160

RR-4 Configuration, 161

Sample Answer File for Packstack,
231-233

Sample Definition of VNF Descriptors,
261-264

Sample NSO Initiation to Understand
Input to Be Used in Service and
Device Model Framework, 253-260

Sample of Installed NED Verification, 260

Sample VNF Instantiation, 264

show Commands, 182

show interfaces CLI Output, 283

Snapshot of BGP Update at R4, 162

sw-nic CLI Output, 288

VM List on an ESXi Host, 289

commands

show, 181-182, 278
show interface, 279



show interface controller, 283
show interfaces, 282
speed, 278
statistics drop, 285
computation, data centers, 3
conceptual architecture, data center
virtualization, 5-6
configuration
CPU usage, 281-282
hardware and software speed, 278-279
hosts, 275-276
interface-to-NIC mapping, 281
memory usage, 282-288
connectivity, Enterprise cloud, 26-28
containers, 8
control planes, LISP, 171-175
controlled resources, 83
core partitioning, hypervisors, 75
CPUs
pining, 138
settings, hosts, 275
scheduling algorithms, 60-62
usage configuration, 281-282
CPU scheduler, VMKkernel, 76
create command (virsh), 89
Create Router dialog (OpenStack), 238
critical priority, ready queue, 65
Critical queue (IOS scheduler), 38
crypto engine, CSR 1000V, 103
crypto maps, IPsec VPNs, 143-144
CSR (cloud service router)
BPG route reflector, 155-157
bierarchical use, 157-162
host configuration, 275-276
hypervisors, 59
LISP (Locator/ID Separation Protocol),
168-169, 175
control plane, 171-175
data plane, 171
ETR (egress tunnel router), 169-170
IP mobiliry, 175
IPv6 migration, 175
ITR (ingress tunnel router), 169-170
MR (MAP Resolver), 170
network-ro-network connectivity,
175-176
network-to-network interconnection
configuration, 176-182

CSR 1000V 321

PETR (proxy egress tunnel router),
170-171
PITR (proxy ingress tunnel
router), 170
OpenStack
instantiaring Neutron plugin,
242-245
tenant deployment, 235-242
public cloud deployment, Amazon web
services, 211-215
as Remote Access VPN server, 153-155
remote VPN access into Cloud, 153-155
secure inter-cloud connectivity, 152
CSR 1000V, 37,95
AVC (Application Visibility and Control),
52-53
branch design planning, 162-164
virtualization, 164-168
cloudburst, 190
Cisco inter-cloud fabric, 194-195
data synchronization, 191
direct access model, 191-192
network connectivity, 190
redirection access model, 192-193
workload migration, 191
data plane, 103-104
architecture, 100-102
Netmap 1/0, 104-105
packet flow, 106-109
DMVPN (Dynamic Multipoint VPN), 53
EEM (Embedded Event Manager), 54
initiation process, 99-100
installing
KVM bypervisor, 126-137
VMuware bypervisor, 110-125
IP SLA (IP Service Level Agreement), 54
LISP (Location/ID Separation
Protocol), 54
MPLS (Multiprotocol Label Switching)
VPN, 54-55
multitenant data center, 185-190
zone connectivity, 188
as Neutron router, 206-209
OTV (Overlay Transport
Virtualization), 55
performance tuning, 137-139
PfR (Performance Routing), 55
private cloud deployment in OpenStack,
195-211



322 CSR 1000V

public cloud deployment, 211
Amazon web services, 216-222
Radio Aware Routing, 56
Redundancy Group Infrastructure, 56
software crypto engine, 103
system design, 95-98
as tenant router, 209-211
troubleshooting, 271
architecture overview, 271-272
debugging packet loss, 276-292
/O configuration, 272-276
virtualizing ASR 1001 into, 98
VM (virtual machine), 271
layers, 103
VPLS (Virtual Private LAN Services), 55
VPN service gateway, 148-153
VPN services, 141
L2VPNs, 141
L3VPNs, 142-148
VXLAN (Virtual Extensible LAN), 56
ZBFW (Zone Based Firewall), 56-57
CSR 1000V routers, 44-45
deployment requirements, 45-47
elastic performance and scaling, 47-48
network extension from premises to
cloud, 51
rapid deployment, 49
routing flexibility, 49
secure cloud VPN gateway, 50-51
segmentation within cloud, 52
CSRV, bringing up as guest, 126-137

D

daemon (I0Sd), 40-41
DAL (Database Abstraction Layer), 202
data, unstructured, 4
data centers, 1-2
computation, 3
distributed servers, 2
evolution, 2
facilities, 3
multitenant, 16-18
CSR 1000V, 185-190
logical diagram, 185
virtual service block design, 186
network fabric, 3
physical hardware, 1
SDN, 224-225

service blocks
deployment, 188
placement, 186
services, 3
storage, 3
utilization, 2
virtualization, 2-5
conceptual architecture, 5-6
evolution, 5
network, 12-14
server, 6-8
service, 15-16
storage, 9-12
data plane (CSR 1000V), 103-104
architecture, 100-102
LISP, 171
Netmap 1/0, 104-105
packet flow, 106
device initialization, 106-107
Rx, 108
Tx, 107
unicast traffic, 109
data synchronization, CSR 1000V
cloudburst, 191
Database Abstraction Layer (DAL), 202
DCUI (Direct Console User Interface)
processes, VMkernel, 77
dead queue (IOS scheduler), 65
debugging packet loss, 276
CPU usage, 281-282
ESXi, 289-292
hardware and software configurations,
278-279
high-level packet flow, 276-277
interface-to-NIC mapping, 281
L2 MTU, 280
memory usage, 282-288
throughput license, 277-278
vSwitch packet drops, 289
define command (virsh), 89
deploying OpenStack, 225-233
CSR tenant, 235-242
deployment models, cloud, 20-21
deployment requirements, CSR 1000V
routers, 45-47
descriptors, VNF, definition, 261-264
design
CSR 1000V, 95-98
branch design, 162-168



hypervisors
core partitioning, 75
microkernel architecture, 74
monolithic architecture, 74
operating systems, 60
physical resource management,
60-62
software access to resources, 62
design, cloud, 21-23
on-demand service, 21
destroy command (virsh), 89
detach-device command (virsh), 90
detach-disk command (virsh), 90
detach-interface command (virsh), 90
device-based network virtualization, 14-15
device-based storage virtualization, 11
device drivers
ESXi hypervisor, 78-79
legacy versus native, 79
device initialization packet flow, CSR
1000V data plane, 106-107
direct access model, CSR 1000V
cloudburst, 191-192
Direct Connect, VPC, 214
Disabled drop type (10S), 285
disaster recovery using cloudburst,
redirection access model, 193
DMVPNs (Dynamic Multipoint VPNs),
144-145
CSR 1000V, 53
overlays, 190
DNS (domain name service), diagram, 168
Domain 0 (Xen), 93
Domain 10 framework
abstraction and virtualization, 23
automation and orchestration, 23
customer interface, 24
infrastructure and environment, 22-23
organization, governance, and process,
25-26
platform and application, 24
security and compliance, 24-25
service catalog and financials, 24
domain controllers, Glance, 202
Domain U (XEN), 93
Domain U PV (XEN), 93
domains, 201

ESXi 323

domblkstat command (virsh), 90

domid command (virsh), 89

domifstat command (virsh), 90

dominfo command (virsh), 90

domname command (virsh), 90

domstate command (virsh), 90

domuuid command (virsh), 89

DR (disaster recovery) using cloudburst,
redirection access model, 193

Driver, CSR data plane, 102

dumpxml command (virsh), 89

Dynamic Multipoint VPN (DMVPN), 53,
144-145

E

EC2 (Elastic Compute Cloud),
Amazon, 211
EEM (Embedded Event Manager), CSR
1000V, 54
Elastic Compute Cloud (EC2),
Amazon, 211
elastic IP, VPC, 213
elastic performance, CSR 1000V routers,
47-48
elasticity, cloud, 21
embedded service processors (ESPs), ASR
(Aggregation Service Router), 42-43
encapsulation, GRE (Generic Routing
Encapsulation), 142
enlightened guests, 8
Enterprise cloud
adoption challenges, 29-30
connectivity, 26-28
ESPs (embedded service processors)
ASR (Aggregation Service Router), 42-43
processes, 98
ESXi
bringing up VM with CSR 1000V,
110-125
mapping, 281
NIC stats, 290
opening screen, 80
packet debugging, 289-292
port stats, 292
VM list, 289




324 ESXi hypervisor

ESXi hypervisor, 75
device drivers, 78-79
file systems, 79-80
management, 80-81
VMkernel, 75-76
CIM processes, 77-78
CPU scheduler, 76
DCUI processes, 77
memory management, 76
VMM processes, 77
VMX processes, 77
ETR (egress tunnel router), 169-170
examples
Changing the Speed of the Interface, 279
Configuration Script Sample, 240
Control-Processor CLI Output, 282
CSR 1000V as a DMVPN Hub, 149-150
CSR as a Remote Access VPN Server with
an AnyConnect Client, 153-155
ESXi NIC Stats, 290
ESXi Port Stats, 292
Example of Using the glance CLI to Add
a CSR 1000V Image, 236
How to Check Throughput Levels and
License Details, 277
Interface Controller Output, 283-285
Interface show Command, 280
ISR as a DMVPN Spoke, 150-152
Kernel Images Available to GRUB Are
Listed in menu.lst, 67-68
LMGW Configuration, 177-179
MS/MR Configuration, 179-181
Programs That Are Executed on the Full-
Multiuser Run Level, 69
QFP Feature Debugging Options,
286-288
R1 Configuration, 159
R2 Configuration, 159
R3 Configuration, 161
R4 Configuration, 161
R5-1 Configuration, 160
R5-2 Configuration, 160
RR1 Configuration, 158
RR2 Configuration, 158
RR-3 Configuration, 160
RR-4 Configuration, 161
Sample Answer File for Packstack,
231-233
Sample Definition of VNF Descriptors,
261-264

Sample of Installed NED Verification, 260

Sample NSO Initiation to Understand
Input to Be Used in Service and
Device Model Framework, 253-260

Sample VNF Instantiation, 264

show Commands, 182

show interfaces CLI Output, 283

Snapshot of BGP Update at R4, 162

sw-nic CLI Output, 288

VM List on an ESXi Host, 289

Extensible Messaging and Presence
Protocol (XMPP), 32

F

facilities, data centers, 3
FIFO (first in, first out) scheduling
algorithm, 60
file systems, VMFS, 79-80
firewalls, ZBFW (Zone Based Firewall), 56
first in, first out (FIFO) scheduling
algorithm, 60
Forwarding Manager (I0Sd), 41
full server virtualization, 8
functions
malloc(), 69
vPATH, 270

G

Generic Routing Encapsulation (GRE)
tunnels, 142

GET VPNs (Group Encrypted Transport
VPN), 145-147

Glance component (OpenStack), 34

Glance project, OpenStack, 201-202

GM (Group Member) device, 146

GNU Grand Unified Boot Loader (GRUB),
66-68

GRE (Generic Routing Encapsulation)
tunnels, 142

Group Encrypted Transport VPNs (GET
VPNs), 145-147

Group Member (GM) devices, 146

groups, 201

GRUB (GNU Grand Unified Boot Loader),
66-68



guest emulator (QEMU), 85-87
guest mode, Linux kernel, 83

H

hair pinning of traffic, 27
hardware, speed configuration, 278-279
hardware hub VPN access, 27
hardware VPN access, 26
Heat project, OpenStack, 205
help command (virsh), 89
high-level packet flow, debugging,
276-277
high priority, ready queue, 65
High queue (I0OS scheduler), 38
Horizon component (OpenStack), 34
Horizon project, OpenStack, 205
host-based storage virtualization, 11
host machines, 272
hosts, configurations, 275-276
hybrid cloud, 20
hybrid kernels, 64
Hyper-V, 91-92
hypercalls, 72-73
hyperthreading setting, BIOS, 276
hypervisors, 59, 71-72, 94
design, 74
core partitioning, 75
microkernel architecture, 74
monolithic architecture, 74
ESXi, 75
device drivers, 78-79
file systems, 79-80
management, 80-81
VMkernel, 75-78
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DMVPNs (Dynamic Multipoint VPN),
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