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Command Syntax Conventions
The conventions used to present command syntax in this book are the same  conventions 
used in Cisco’s Command Reference. The Command Reference describes these conven-
tions as follows: 

 ■ Boldface indicates commands and keywords that are entered literally as shown. In 
actual configuration examples and output (not general command syntax), boldface 
indicates commands that are manually input by the user (such as a show command).

 ■ Italics indicate arguments for which you supply actual values.

 ■ Vertical bars (|) separate alternative, mutually exclusive elements.

 ■ Square brackets [ ] indicate optional elements.

 ■ Braces { } indicate a required choice.

 ■ Braces within brackets [{ }] indicate a required choice within an optional element.

Note This book covers multiple operating systems, and a differentiation of icons and 
router names indicate the appropriate OS that is being referenced.

Reader Services
Register your copy at www.ciscopress.com/title/9781587144516 for convenient 
access to downloads, updates, and corrections as they become available. To start the 
registration process, go to www.ciscopress.com/register and log in or create an account*. 
Enter the product ISBN 9781587144516 and click Submit. When the process is 
 complete, you will find any available bonus content under Registered Products.

*Be sure to check the box that you would like to hear from us to receive exclusive 
 discounts on future editions of this product.  

Introduction
Professional career certifications have been a critical part of the computing IT  industry 
for many years and will continue to become more important. Many reasons exist 
for these certifications, but the most popularly cited reason is that of credibility and 
the knowledge to get the job done. 

All other considerations held equal, a certified employee/consultant/job  candidate 
is  considered more valuable than one who is not. CIPTV1 sets stage with the above 
 objective in mind and helps you learn and comprehend the topics for the CCNP 
Collaboration CIPTV1 exam. At the same time, it prepares you for real world 
 configuration of Cisco’s Audio and Video technology.

http://www.ciscopress.com/title/9781587144516
http://www.ciscopress.com/register


xx  Implementing Cisco IP Telephony and Video, Part 1: (CIPTV1) Foundation Learning Guide

Goals and Methods
The most important goal of this book is to provide you with knowledge and 
skills in Cisco Collaboration solution, with focus on deploying the Cisco Unified 
Communications Manager (CUCM).

CUCM features, CUCM-based call routing, Cisco IOS Voice Gateways, Cisco 
Unified Border Element (CUBE), and Quality of Service (QoS). All of these are  associated 
and relevant to building and maintaining a robust and scalable Cisco Collaboration 
 solution. Subsequently, another obvious goal of this book is to help you with the Cisco IP 
Telephony and Video (CIPTV) Part 1 Exam, which is part of the Cisco Certified Network 
Professional Voice (CCNP) Collaboration certification. The methods used in this book are 
designed to be helpful in both your job and the CCNP Collaboration exam. This book 
provides questions at the end of each chapter to reinforce the chapter’s concepts and 
 content.

The organization of this book helps you discover the exam topics that you need to 
review in more depth, fully understand and remember those details, and test the 
 knowledge you have retained on those topics. This book does not try to help you pass by 
memorization, but truly learn and understand the topics by going in-depths of the very 
concepts and architecture of Cisco Collaboration. The Cisco IP Telephony Part 1 Exam 
is one of the foundation topics in the CCNP Collaboration Certification. The knowledge 
contained in this book is vitally important for you to consider yourself a truly skilled 
Cisco Collaboration engineer or professional. The book helps you pass the Implementing 
Cisco IP Telephony and Video Part 1 exam by using the following methods:

Helps you discover which test topics you have not mastered

Provides explanations and information to fill in your knowledge gaps

Connects to real-world case studies and scenarios which are useful beyond the exam in 
the real life implementation tasks

Who Should Read This Book?
This book is written to be both a general CUCM book as a foundation for Cisco 
Collaboration and a certification preparation book. It provides you with the knowledge 
required to pass the CCNP Voice Cisco IP Telephony and Video Exam for in CCNP 
Collaboration Exams Series CIPT Part 1.

Why should you want to pass the CCNP Voice Cisco IP Telephony exam? The first CIPT 
test is one of the milestones toward getting the CCNP Voice certification. The CCNP 
Collaboration could mean a raise, promotion, new job, challenge, success, or recognition. 
But ultimately you determine what it means to you. Certifications demonstrate that you 
are serious about continuing the learning process and professional development. Today’s 
technology is evolving at a rapid rate. It is impossible to stay at the same level while 
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the technology around you is constantly advancing. Engineers must continually retrain 
themselves, or will find themselves with out-of-date commodity-based skill sets. In a fast 
growing technology like Collaboration; where new solutions are presented and created 
every day, it is most vital to keep to the pace of change.

How This Book Is Organized
 ■ Chapter 1, “Understanding Cisco Unified Communications Manager Architecture,” 

sets the stage for this book by introducing the very central focus of the Cisco 
Collaboration solution—CUCM. This chapter covers the nuts and bolts of CUCM 
architecture and gives an overview of CUCM deployment models.

 ■ Chapter 2, “Cisco Unified Communications Manager Deployment Models,” gives 
an insight to the CUCM deployment models; which help you understand where 
and why you should position a certain deployment model in a Cisco Collaboration 
solution as well as the merits and limitations of each model. This helps you compre-
hend the content not just for the exam but also for real life  customer consulting and 
 architecture definition of a Cisco Collaboration  solution.

 ■ Chapter 3, “Cisco Unified Communications Manager Services and Initial 

Configuration Settings,” gives an overview of the various initial settings that must 
be done to bring a CUCM server/cluster online and make it useable for a Cisco 
Collaboration solution. Some  settings are very critical from a design and  deployment 
perspective while others from a functional perspective and all of these are covered 
in detail.

 ■ Chapter 4, “Deploying Endpoints and Users in Cisco Unified Communications 

Manager,” gives an insight to deploying users and multitude of endpoints in 
the gambit of Cisco Collaboration solution to support small to medium to large 
 enterprise deployments.

 ■ Chapter 5, “Deploying IP Phone Services in Cisco Unified Communications 

Manager,” helps lay a solid foundation of IP Phone services; which in any  successful 
deployment is necessary for offering state-of-art-services to the end users.

 ■ Chapter 6, “An Overview of Dial Plan Design and Implementation in Cisco 

Unified Communications Manager,” describes the various dial plan elements and 
gives an overview of the dial plan pertinent to CUCM. This chapter discusses a 
dial plan from an internal dial plan to a globalized + E.164-based dial plan and lays 
the foundation for call routing.

 ■ Chapter 7, “Implementing Cisco Unified Communications Manager Call Routing 

and Digit Manipulation,” gives an insight to call routing elements such as route 
patterns, route groups as well as cover the basis of digit manipulation both from an 
internal and external call perspective. Call routing and digit manipulation are some 
of the most basic yet complex constructs in a dial plan which are covered at length 
in this chapter.
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 ■ Chapter 8 “Implementing Calling Privileges in Cisco Unified Communications 

Manager,” gives an insight to deployment locks and keys (partitions and Calling 
Search Spaces) which form the basis of allowing and disallowing internal or external 
calling access for the users.

 ■ Chapter 9, “Implementing Call Coverage in Cisco Unified Communications 

Manager,” explains the concepts and implementation of various call coverage 
 mechanisms at play in CUCM based audio and video solutions.

 ■ Chapter 10, “Implementing Media Resources in Cisco Unified Communications 

Manager,” discusses the concept and implementation of various media resources 
ranging from audio media call resources to video call media resources. These media 
resources enable what would otherwise be a very daunting task of mixing audio/
video streams or playing around with a range of codecs, and so on.

 ■ Chapter 11, “Cisco Video Conferencing,” describes the deployment  various 
video conferencing options and tools (platforms) available in Cisco Collaboration 
 solution. The chapter lays the foundation for Cisco TelePresence Conductor, Cisco 
TelePresence Server, and discusses other platforms that enable rich media 
 conferencing experience.

 ■ Chapter 12, “Quality of Service in Cisco Collaboration Solution,” expands on 
the basics of Quality of Service (QoS) and defines the QoS tools, mechanisms, and 
ways in which audio or video calls can be handled in much better way as opposed to 
 non-preferential treatment.

 ■ Chapter 13, “Implementing Cisco IOS Voice Gateways and Cisco Unified Border 

Element,” discusses the very basis of how a Cisco Collaboration  solution  connects 
with the outside world such as PSTN and IT Service Provider. This chapter details the 
various voice and video protocols at play in a Cisco Collaboration solution and the 
role of Cisco Voice Gateways and Cisco Unified Border Element (CUBE). Moreover, 
the chapter discusses the features by which intuitive user and  administrative 
 experience are offered by these platforms.

 ■ Appendix A, “Answers to the Review Questions,” allows you to check the validity 
of your answers at the end of each chapter as you review the questions. 
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This chapter introduces the Cisco Unified Communications Manager (CUCM) 
 deployment models and architectures that ensure redundancy and provide high availability 
for call processing and other services. The different redundancy models explored in this 
chapter can be applied to the different deployment models to provide fault tolerance for 
CUCM and its services.

Chapter Objectives
Upon completing this chapter, you will understand the CUCM deployment and 
 redundancy options and be able to meet the following objectives:

 ■ Identify the supported CUCM deployment options.

 ■ Describe the characteristics of a CUCM single-site deployment, and identify the 
 reasons for choosing this deployment option.

 ■ Describe the characteristics of a CUCM multisite deployment with centralized call 
processing, and identify the reasons for choosing this deployment option.

 ■ Describe the characteristics of a CUCM multisite deployment with distributed call 
processing, and identify the reasons for choosing this deployment option.

 ■ Describe the characteristics of a CUCM multisite deployment with clustering over 
the WAN, and identify the reasons for choosing this deployment option.

 ■ Describe the Cisco Collaboration Edge solution for teleworkers and remote workers

 ■ Explain how call-processing redundancy is provided in a CUCM cluster, and identify 
the requirements for different redundancy scenarios.

Cisco Unified 
Communications Manager 
Deployment Models

Chapter 2
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Cisco Collaboration Network Overview
In a typical Cisco collaboration network, there can be multiple possibilities from  campus 
to remote sites. Figure 2-1 gives an overview of a typical large enterprise Cisco 
 collaboration campus network where the Cisco collaboration services are available in the 
campus (headquarters) network.

PSTN/
ISDN

Internet

Unified CM

Monitoring/Scheduling

Campus

Applications

Media Resources

Conferencing Resources

Cisco
Expressway-E

V

MTP Xcode

Cisco
Expressway-C

Figure 2-1 Cisco Collaboration Solution Campus Deployment in a Large Enterprise

Figure 2-2 shows the campus and a branch (or remote) site; with a subset of campus 
 collaboration services available at the branch/remote site.
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Figure 2-2 Cisco Collaboration Solution Deployment at Campus and Branch in a Large 
Enterprise

As discussed previously, the collaboration network and the associated collaboration 
 services vary from one organization to another. Some of the factors considered are:

 ■ Number of branch or remote sites

 ■ Call control configuration (centralized/distributed)

 ■ Services available for branch or remote sites

 ■ Teleworking options

The following sections cover CUCM deployment models to support various 
 organization/network/service requirements.

CUCM: Single-Site/Campus Deployment
As illustrated in Figure 2-3, the single-site model for CUCM consists of a CUCM cluster 
located at a single site or campus with no telephony services provided over a WAN.
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Figure 2-3 Single-Site Deployment

All CUCM servers, applications, and digital signal processor (DSP) resources are located 
in the same physical location or at multiple physical buildings with local-area networks 
(LAN) or metropolitan-area network (MAN)–based connectivity. LANs are normally 
defined as having connectivity speeds of 1000 Mbps (1 Gbps) and above, while MANs 
are typically in the multi-megabit range. In this model, calls beyond the LAN or MAN 
use the public switched telephone network (PSTN). Besides the voice gateway, Cisco 
Unified Border Element (CUBE) can also be used to connect all PSTN traffic via IT 
Service Provider (ITSP) cloud.

 

Note ITSP-based PSTN connectivity leverages Session Initiation Protocol (SIP), which is 
the most popular and prevalent endpoint and media gateway protocol. SIP is described in 
detail later in this book.

 

Each cluster supports a maximum of 40,000 IP phones. If there is a need to deploy more 
than 40,000 IP phones in a single-site configuration, multiple clusters can be implemented 
inside a LAN or within a MAN and connected through intercluster trunks. Gateway trunks 
that connect directly to the PSTN manage external calls. If an IP WAN exists between 
sites, it is used to carry data traffic only; no telephony services are provided over the WAN.
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Note Cisco Business Unit (BU)-supported configurations are available for mega-cluster 
implementations that can support up to 80,000 devices with 21 servers in a single cluster. 
Such configurations are subject to review by Cisco Account Team and Cisco BU.

 

Design Guidelines for Single Site/Campus Model

To accommodate future scalability, Cisco recommends that best practices specific to the 
distributed and centralized call-processing models be used in a single-site deployment.

Current calling patterns within the enterprise must be understood. How and where are 
users making calls? If calling patterns indicate that most calls are intrasite, using the 
single-site model will simplify dial plans and avoid having to provision additional 
 dedicated bandwidth for voice across the IP WAN.

Because Voice over Internet Protocol (VoIP) calls are within the LAN or campus  network, 
it is assumed that bandwidth is not a concern. Using G.722 or G.711 codecs for all  endpoints 
will eliminate the need for DSP resources for transcoding, and those resources can be 
allocated to other functions, such as conferencing and Media Transfer Protocols (MTPs).

All off-net calls will be diverted to the PSTN (via voice gateway or CUBE) or sent to the 
legacy private branch exchange (PBX) for call routing if the PSTN resources are being 
shared during migratory deployments.

To ensure successful operations, a network infrastructure designed for high-availability, 
fault-tolerant connectivity options should be utilized. In addition, reliable Power over 
Ethernet (PoE), quality of service (QoS) mechanisms, and monitoring services are 
 recommended. When designing a single campus deployment, do not oversubscribe 
CUCM to scale larger installations. A single-site deployment does not always equate to 
a single cluster. If the site has more than 40,000 IP phones, install multiple clusters and 
configure ICTs between the clusters (or provision mega-cluster).

Benefits of Centralized Call Processing Model

A single infrastructure for a converged network solution provides significant cost benefits 
and enables CUCM to take advantage of the many IP-based applications in the enterprise.

Single-site deployment allows each site to be completely self-contained. Calls between sites 
will be routed over the PSTN. Extra provisioning of WAN bandwidth is not needed. Dial 
plans are also easier to provision. There are no service issues in the event of an IP WAN fail-
ure or insufficient bandwidth, and there is no loss of call-processing service or functionality.

In summary, the main benefits of the single-site model are as follows:

 ■ Ease of deployment

 ■ A common infrastructure for a converged solution

 ■ Simplified dial plan

 ■ No transcoding resources are required, due to the use of a single codec
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Multisite Deployment with Centralized 
Call Processing

The multisite deployment with centralized call-processing model consists of a centralized 
CUCM cluster that provides services for many sites and uses the IP WAN to transport IP 
telephony traffic between the sites.

The IP WAN also carries call-control signaling between the CUCM cluster at the central 
site and the IP phones at the remote sites.

Figure 2-4 illustrates a typical centralized call-processing deployment, with a CUCM 
cluster at the central site or data center and a QoS-enabled IP WAN to connect all the sites. 
The remote sites rely on the centralized CUCM cluster to manage their call processing. 
Applications such as voice mail and interactive voice response systems are typically 
 centralized as well to reduce the overall costs of administration and maintenance.

Voice Gateway/
CUBE

SIP/SCCP

SIP/SCCP SIP/SCCP

Cisco Unified
Communications
Manager Cluster

V

IP
WANPSTN

VV

Figure 2-4 Centralized Multisite Deployment
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The Cisco Unified Survivable Remote Site Telephony (SRST) and E-SRST features that 
are available in Cisco IOS gateways provide call-processing services to remote IP phones 
during a WAN outage. When the IP WAN is down, the IP phones at the remote branch 
office can register to the local Cisco Unified SRST router. The Cisco Unified SRST router 
can process calls between registered IP phones and send calls to other sites through the 
PSTN. Figure 2-5 gives an overview of remote site SRST/E-SRST deployment with 
centralized call processing. The same arrangement however, will work if there are dif-
ferent CUCM clusters (distributed call processing or clustering over WAN) with one or 
more remote sites.

Cisco Unified
SRST Manager 

Branch/Remote SiteHeadquarters (Campus)

Cisco Unified
CM Cluster

Cisco Unified CME
Running SRST, or
SRST Router

V

PSTN

WAN

Figure 2-5 Cisco Unified SRST/E-SRST Deployment with Centralized Call Processing

 

Note Topics of SRST, E-SRST, CAC, and AAR are discussed in detail in Implementing 

Cisco IP Telephony and Video, Part 2 (CIPTv2).
 

To avoid oversubscribing the WAN links with voice traffic, causing deterioration of the 
quality of established calls, Call Admission Control (CAC) is used to limit the number of 
calls between the sites.

Centralized call-processing models can take advantage of automated alternate routing 
(AAR) features. AAR allows CUCM to dynamically reroute a call over the PSTN if the 
call is denied because of CAC.
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Design Guidelines for Multisite WAN Model with 
Centralized Call Processing

Consider the following best practice guidelines when implementing a multisite WAN 
model with centralized call processing:

 ■ Use a maximum of 2000 locations per CUCM cluster.

 ■ Use a maximum of 2100 H.323 devices (gateways, multipoint control units, trunks, 
and clients) or 1100 MGCP gateways per CUCM cluster.

 ■ Minimize delay between CUCM and remote locations to reduce voice cut-through 
delays.

 ■ Use enhanced locations CAC mechanism in CUCM to provide CAC into and out 
of remote branches. Locations can support a maximum of 40,000 IP phones per 
cluster when CUCM runs on the largest supported cluster. Another option is to use 
Resource Reservation Protocol (RSVP)-based CAC between locations.

 ■ Choose appropriate platform for SRST support. There is no limit to the number of IP 
phones at each individual remote branch. However, the capability that 
the Cisco Unified SRST feature provides in the branch router limits remote branches 
to a maximum of 1500 Cisco IP phones on a Cisco 3945E Integrated Services 
Router during a WAN outage or failover to SRST. Other platforms have different 
(lower) limits.

 ■ Use high-bandwidth audio (for example, G.711 or G.722) between devices in the 
same site (intrasite), but low-bandwidth audio (for example, G.729) between devices 
in different sites (intersite).

 ■ Use high-bandwidth video (for example, 1.5 Mbps with 4CIF or 720p, to 2 Mbps 
with 1080p) between devices in the same site, but low-bandwidth video (for example, 
384 kbps with 448p or CIF) between devices at different sites.

 ■ Use a minimum of 1.5 Mbps or greater WAN link speed. Video is not recommended 
on WAN connections that operate at speeds lower than 1.5 Mbps.

If a distributed call-processing model is more suitable for the business needs of a customer, 
the choices include installing a CUCM cluster at the remote branch or running CUCM 
Express on the branch router.
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Benefits of Multisite Deployment with Centralized
Call Processing Model

A multisite deployment with centralized call processing saves PSTN costs for intersite 
calls by using the IP WAN instead of the PSTN. The IP WAN can also be used to bypass 
toll charges by routing calls through remote site gateways that are closer to the PSTN 
number that is dialed. This practice is known as Tail End Hop Off (TEHO). TEHO 
is not permitted in some countries, and local regulations should be verified before 
implementing TEHO.

This deployment model maximizes the utilization of available bandwidth by allowing 
voice traffic to share the IP WAN with other types of traffic. Deploying QoS and CAC 
ensures voice quality. AAR reroutes calls over the PSTN if CAC denies the calls because 
of oversubscription.

Cisco Extension Mobility can be used within the CUCM cluster, allowing roaming users 
to use their directory numbers at remote phones as if they were at their home phones.

When the multisite WAN with centralized call-processing deployment model is used, 
CUCM administration is centralized, and therefore simpler, compared with a multisite 
WAN with distributed call-processing model where multiple clusters must be separately 
administered.

Multisite Deployment with Distributed 
Call Processing

The model for a multisite WAN deployment with distributed call processing consists of 
multiple independent sites, each with its own CUCM cluster.

An IP WAN carries voice traffic between the distributed clusters. CUCM Session 
Management Edition (SME) cluster or SIP proxy servers can be used to provide 
 intercluster call routing and dial plan aggregation in multisite distributed call-processing 
deployments. Cisco CUCM Session Management Edition (SME) is the recommended 
trunk and dial plan aggregation platform in multisite distributed call processing 
 deployments. SME is essentially a CUCM cluster with trunk interfaces only and no 
IP endpoints. It enables aggregation of multiple unified communications systems, referred 
to as leaf systems.

Cisco CUCM SME may also be used to connect to the PSTN and third-party  unified 
communications systems such as PBXs and centralized unified communications 
 applications. Figure 2-6 illustrates a distributed multisite deployment.
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Figure 2-6 Distributed Multisite Deployment

Design Guidelines for Multisite Deployment with 
Distributed Call Processing Model

The multisite model with distributed call processing has the following design characteristics:

 ■ A centralized platform for trunk and dial plan aggregation is commonly deployed. 
This platform is typically a Cisco Unified Communications Session Management 
Edition (SME) cluster, although an SIP proxy server (for example, Cisco Unified SIP 
Proxy (CUSP)) could also be used to provide intercluster call routing and dial plan 
aggregation in multisite distributed call-processing deployments.
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 ■ Centralized services such as centralized PSTN access, centralized voice mail, and 
centralized conferencing are available. These services can be deployed centrally, thus 
benefiting from centralized management and economies of scale. Services that need 
to track end-user status (for example, Cisco IM and Presence) must connect to the 
CUCM cluster for the users that they serve.

 ■ The use of high-bandwidth audio (for example, G.711 or G.722) between devices 
within the same site, but low-bandwidth audio (for example, G.729) between devices 
in different sites.

 ■ The use of high-bandwidth video (for example, 1.5 Mbps with 4CIF or 720p, to 
2 Mbps with 1080p) between devices in the same site, but low-bandwidth video 
(for example, 384 kbps with 448p or CIF) between devices at different sites.

 ■ The use of se a minimum of 1.5 Mbps or greater WAN link speed. Video is not 
 recommended on WAN connections that operate at speeds lower than 1.5 Mbps.

 ■ Call admission control is achieved through Enhanced Locations CAC or RSVP.

Benefits of Multisite Deployment with Distributed Call 
Processing Model

The multisite deployment with distributed call-processing model is a superset of both the 
single-site and multisite WAN with centralized call processing models.

The multisite WAN with distributed call-processing model provides the following benefits:

 ■ PSTN call cost savings are possible when the IP WAN is used for calls between sites.

 ■ In this model, you can use the IP WAN to bypass toll charges by routing calls through 
remote site gateways, closer to the PSTN number that is dialed—that is, TEHO.

 ■ Maximum utilization of available bandwidth is possible by allowing voice traffic to 
share the IP WAN with other types of traffic.

Clustering over the IP WAN
Cisco supports CUCM clustered over an IP WAN. Figure 2-7 shows the publisher and 
two subscribers at one location while another pair of subscribers from the same cluster 
resides at a different location. The QoS-enabled IP WAN connects the two sites. Note the 
requirement of a round trip time less than 80 ms between the sites. This requirement is in 
support of database replication occurring between the publisher and all the subscribers 
in the cluster.
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Figure 2-7 Clustering over the WAN

Some of the characteristics of this model include:

 ■ Applications and CUCM servers of the same cluster can be distributed over the 
IP WAN.

 ■ The IP WAN carries intracluster server communication and signaling.

 ■ Limited number of sites:

 ■ Two to four sites for local failover (two CUCM servers per site)

 ■ Up to eight sites for remote failover across the IP WAN (one CUCM server per site).

The cluster design is useful for customers who require more functionality than the limited 
feature set that is offered by Cisco Unified SRST. This network design also allows remote 
offices to support more IP phones than SRST if the connection to the primary CUCM 
is lost.

Design Guidelines for Clustering over WAN 
Deployment Model

Although the distributed single-cluster call-processing model offers some significant 
advantages, it must adhere to these strict design guidelines:

 ■ Two CUCM servers in a cluster must have a maximum round-trip delay of 80 ms 
between them. Because of this strict guideline, this design can be used only between 
closely connected, high-speed locations.

 ■ A minimum of 1.544 Mbps (T1) of bandwidth is required for Intra-Cluster 
Communication Signaling (ICCS) between each site and every other site that is clus-
tered over the WAN. This bandwidth supports up to 10,000 busy hour call attempts 
(BHCAs) within the cluster. The BHCA represents the number of call attempts that 
are made during the busiest hour of the day.

 ■ In addition to the bandwidth required for ICCS traffic, a minimum of 1.544 Mbps 
(T1) of bandwidth is required for database and other inter-server traffic between 
the publisher and every subscriber node within the cluster.
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 ■ Up to eight small sites are supported using the remote failover deployment model. 
Remote failover allows you to deploy one server per location. (A maximum of eight 
call-processing servers are supported in a cluster.) If CUCM fails, IP phones register 
to another server over the WAN. Therefore, Cisco Unified SRST is not required in 
this deployment model (although it is supported). The remote failover design may 
require significant additional bandwidth, depending on the number of telephones at 
each location.

Benefits of Clustering over WAN Deployment Model

Clustering over the IP WAN provides a combination of the benefits of the two multisite 
deployment models to satisfy specific site requirements.

Although there are stringent requirements, clustering over the IP WAN offers these 
advantages:

 ■ Single point of administration for users for all sites within the cluster

 ■ Feature transparency

 ■ Shared line appearances

 ■ Cisco Extension Mobility within the cluster

 ■ A unified dial plan

The clustering over IP WAN design is useful for customers who want to combine these 
advantages with the benefits that are provided by a local call-processing agent at each site 
(intrasite signaling is kept local, independent of WAN failures) and require more function-
ality at the remote sites than is provided by Cisco Unified SRST. This network design also 
allows remote offices to support more Cisco IP phones than SRST (1500 IP phones using 
Cisco 3945E Integrated Services Routers) in the event of WAN failure.

These features make clustering across the IP WAN ideal as a disaster-recovery plan for 
business continuance sites or as a single solution for up to eight small or medium sites.

Collaboration Edge Deployment Model
With increasing focus on teleworking and remote workers, enterprise collaboration 
resources are required to be extended beyond traditional collaboration borders. 
This border between an enterprise Unified Communications network and the outside 
world is referred to as the Collaboration Edge. Collaboration Edge services offer access 
to enterprise network resources from the outside world via multiple mechanisms. The 
users can be teleworkers working from home, mobile workers with LTE or Wi-Fi Internet 
access, or users using collaboration applications such as Jabber to make and receive 
calls to and from the PSTN or enterprise network. Figure 2-8 gives an overview of a 
Collaboration Edge solution.
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Figure 2-8 Cisco Collaboration Edge Solution Overview

The Collaboration Edge solution depends on the requirements of an organization and the 
technology an organization wishes to leverage. For example, the remote collaboration 
client access can be categorized into four main categories:

 ■ VPN-based access: With endpoints capable of supporting traditional IPsec client or 
AnyConnect client.

 ■ VPN-less access: With clients that traverse the firewall without any VPN client, for 
example Cisco Expressway solution.

 ■ Business-to-business communications: Leveraging CUBE for B2B audio and video 
calls/conferencing.

 ■ IP PSTN access: Leveraging ITSP SIP trunks instead of traditional PSTN trunks. 
CUBE yet again plays an important and integral part in connecting the enterprise 
network to ITSP.

 

Note Cisco Collaboration Edge solution using Cisco Expressway is addressed in 

Implementing Cisco IP Telephony and Video Part 2. VPN based access is out of scope 
of this text. For more information on VPN-based access refer to Securing Cisco IP 

Telephony Networks. B2B and IP PSTN access is covered in Chapter 13, “Implementing 
Cisco IOS Voice Gateways and Cisco Unified Border Element.”

 

The next section addresses CUCM call processing redundancy.
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CUCM Call-Processing Redundancy
A cluster is a set of networked servers that can be configured to provide specific services 
per server. Some cluster servers can be configured to provide CUCM services while other 
servers can provide Computer Telephony Integration (CTI), Trivial File Transfer Protocol 
(TFTP), and other media services such as conferencing or music on hold (MOH) These 
services can be provided by the subscribers and the publisher and can be shared by all 
servers.

Clustering provides several benefits. It allows the network to scale to up to 40,000 
 endpoints, provides redundancy in case of network or server failures, and provides a 
central point of administration. CUCM also supports clusters for load sharing. Database 
redundancy is provided by sharing a common database, whereas call-processing  redundancy 
is provided by CUCM groups.

A cluster consists of one publisher and a total maximum of 20 servers (nodes) running 
various services, including TFTP, media resources, conferencing, and call processing. 
You can have a maximum of eight nodes for call processing (running the Cisco 
CallManager service).

For a quick recap, a CUCM cluster has a CUCM publisher server that is responsible 
for replicating the database to the other subscriber nodes in the cluster. The publisher 
stores the call detail records, and is typically used to make most of configuration change, 
except starting with CUCM 8.0 where database modifications for user facing call 
 processing features are made on the subscriber servers. The subscriber servers replicate 
the publisher’s database to maintain configuration consistency across the members of the 
cluster and facilitate spatial redundancy of the database.

To process calls correctly, CUCM needs to retrieve configuration settings for all devices. 
These settings are stored in a database using an IBM Informix Dynamic Server (IDS). The 
database is the repository for information such as service parameters, features, device 
configurations, and the dial plan.

The database replicates nearly all information in a star topology (one publisher, many 
subscribers). However, CUCM nodes also use a second communication method to 
 replicate run-time data in a mesh topology as shown in Figure 2-9 (every node updates 
every other node). This type of communication is used for dynamic information that 
changes more frequently than database changes. The primary use of this replication is to 
communicate newly registered phones, gateways, and DSP resources, so that optimum 
routing of calls between members of the cluster and the associated gateways occurs.



34  Chapter 2: Cisco Unifi ed Communications Manager Deployment Models 

CTI Manager

IDS

TFTP Server

IDS

MOH Server

IDS

SW Conferencing

IDS

IDS

Call-Processing Servers

IDS Database Subscribers

IDS

IDS

IDS

Publisher

IDS Replication

com.exe com.exe

com.exe com.exe

IDS

ICCS

Figure 2-9 Cisco Unified Communications Manager Database Replication Overview

Database replication is fully meshed between all servers within a cluster. Static 
 configuration data, because it is created through moves, adds, and changes, is always 
stored on the publisher and replicated one way from the publisher to each subscriber in 
the cluster. However, user-facing feature data, for example, Cisco Extension Mobility 
features, is writeable on a subscriber and are replicated from an updated subscriber to 
all other servers. All nonuser-facing feature data can be written only to the publisher 
 database and is replicated from the publisher to all subscribers.

User-facing features are typically characterized by the fact that a user can enable or 
 disable the feature directly on their phone by pressing one or more buttons, as opposed 
to changing a feature through a web-based GUI.

As illustrated in Figure 2-10, user-facing features that are listed below do not rely on 
the availability of the publisher. The dynamic user-facing feature data can be written 
to the subscribers to which the device is registered. The data is then replicated to all 
other  servers within the cluster. By allowing the data to be written to the subscriber, the 
 user-facing features can continue to function in the event of a publisher failure.
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Architecture

Subscriber Subscriber

User Facing
Features

• Most data is written in
 database of publisher and
 then replicated to subscribers.

• User facing features can also
 be written in subscriber and
 are replicated to publisher.

Subscriber Subscriber

Publisher

Figure 2-10 User-Facing Feature Processing

User-facing features are any features that can be enabled or disabled by pressing buttons 
on the phone and include the following:

 ■ Call Forward All (CFA)

 ■ Message Waiting Indicator (MWI)

 ■ Privacy Enable/Disable

 ■ Do Not Disturb (DND) Enable/Disable

 ■ Cisco Extension Mobility Login

 ■ Hunt-Group Logout

 ■ Device Mobility

 ■ CTI CAPF status for end users and application users

Therefore, most data (all nonuser-facing feature data) is still replicated in hub-and-spoke 
style (publisher to subscribers), while user-facing feature data is replicated bidirectionally 
between all servers.

Cisco Unified Communications Manager 
Groups: 1:1 Design

A 1:1 CUCM redundancy deployment design, as illustrated in Figure 2-11, guarantees 
that Cisco IP phone registrations never overwhelm the backup servers, even if multiple 
primary servers fail concurrently. This design provides high availability and simplifies 
the configuration. However, the 1:1 redundancy design has an increased server count 
 compared with other redundancy designs and may not be cost-effective.
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Figure 2-11 1:1 Redundancy Design

The other services (dedicated database publisher, dedicated TFTP server, or MOH 
 servers) and media-streaming applications (conference bridge or MTP) may also be 
enabled on a separate server that registers with the cluster.

Each cluster must also provide the TFTP service, which is responsible for delivering 
IP phone configuration files to telephones, along with streamed media files, such as MOH 
and ring files. Therefore, the server that is running the TFTP service can experience a 
considerable network and processor load.

Depending on the number of devices that a server supports, you can run the TFTP  service 
on a dedicated server, on the database publisher server, or on any other server in the cluster.

In Figure 2-11, an Open Virtualization Archive (OVA) template with the maximum 
 number of users functions as the dedicated database publisher and TFTP server. In addition, 
there are two call-processing servers supporting a maximum of 10,000 Cisco IP phones. 
One of these two servers is the primary server; the other server is a dedicated backup 
server. The function of the database publisher and the TFTP server can be provided by 
the primary or secondary call-processing server in a smaller IP telephony deployment 
(fewer than 1000 IP phones). In this case, only two servers are needed in total.

When you increase the number of IP phones, you must increase the number of 
CUCM servers to support the IP phones. Some network engineers may consider the 
1:1  redundancy design excessive because a well-designed network is unlikely to lose 
more than one primary server at a time. With the low possibility of server loss and the 
increased server cost, many network engineers choose a 2:1 redundancy design that is 
explained in the following section.
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Cisco Unified Communications Manager
Groups: 2:1 Design

Figure 2-12 shows a basic 2:1 redundancy design. While the 2:1 redundancy design 
offers some redundancy, there is the risk of overwhelming the backup server if multiple 
primary servers fail. In addition, upgrading the CUCM servers can cause a temporary 
loss of some services, such as TFTP or DHCP, because a reboot of the CUCM servers is 
needed after the upgrade is complete.
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Figure 2-12 2:1 Redundancy Design

Network engineers use this 2:1 redundancy model in most IP telephony deployments 
because of the reduced server costs. If a virtual machine with the largest OVA template 
is used (shown in Figure 2-11), the server is equipped with redundant, hot-swappable 
power supplies and hard drives, and it is properly connected and configured, it is unlikely 
that multiple primary servers will fail at the same time, which makes the 2:1 redundancy 
model a viable option for most businesses.

As shown in the first scenario in Figure 2-12, when no more than 10,000 IP phones are 
used, there are no savings in the 2:1 redundancy design compared with the 1:1 redundancy 
design, simply because there is only a single primary server.

In the scenario with up to 20,000 IP phones, there are two primary servers (each serving 
10,000 IP phones) and one secondary server. As long as only one primary server fails, the 
backup server can provide complete support. If both primary servers failed, the backup 
server would be able to serve only half of the IP phones.
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The third scenario shows a deployment with 40,000 IP phones. Four primary servers are 
required to facilitate this number of IP phones. For each pair of primary servers, there is 
one backup server. As long as no more than two servers fail, the backup servers can pro-
vide complete support, and all IP phones will operate normally.

Cisco Voice Gateways and Cisco Unified 
Border Element

Because connectivity to the outside world is of utmost importance in Cisco 
Collaboration solution, this chapter wouldn’t be complete without an overview and a 
brief discussion of Cisco IOS Voice Gateways and Cisco Unified Border Element (CUBE).

It is important to understand that both traditional voice gateways and CUBE have spe-
cific functions (with some degree of overlapping depending on deployment or design). 
Simply put, a voice gateway terminates time division multiplexing (TDM) signaling and 
transmits it by way of IP into the network or vice-versa. This allows calls to/from the 
PSTN network over traditional PSTN trunks, for example, ISDN T1, E1, and BRI trunks. 
A CUBE on the other hand terminates IP-to-IP calls, with the most common application 
being a SIP PSTN connection broker for enterprise network with ITSP. CUBE can do 
protocol interworking, address hiding, and multiple other functions described in the next 
section.

 

Note Cisco IOS voice gateways and CUBE and their functionalities, deployment options 
and protocols are described in detail in Chapter 13, “Implementing Cisco IOS Voice 
Gateways and Cisco Unified Border Element.”

 

Cisco Voice Gateways

An access digital trunk gateway connects Cisco Unified Communications Manager to 
the PSTN or to a PBX via digital trunks such as Primary Rate Interface (PRI), Basic Rate 
Interface (BRI), or E1 R2 channel associated signaling (CAS). Digital E1 PRI trunks may 
also be used to connect to certain legacy voice mail systems. 

Figure 2-13 gives an overview of an IOS voice gateway connecting the enterprise 
IP network to traditional PSTN network.

SIP/SCCP

SIP, H.323,
MGCP,
SCCP

T1, E1,
BRI

Voice Gateway

CUCM Cluster

PSTN
V

Figure 2-13 Cisco IOS Voice Gateway Overview
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Gateways in a Collaboration network must meet the following core feature requirements:

 ■ Dual Tone Multifrequency (DTMF) relay capabilities: DTMF relay capability, 
 specifically out-of-band DTMF, separates DTMF digits from the voice stream and 
sends them as signaling indications through the gateway protocol (H.323, SCCP, 
MGCP, or SIP) signaling channel instead of as part of the voice stream or bearer 
 traffic. Out-of-band DTMF is required when a low bit-rate codec is used for voice 
compression because the potential exists for DTMF signal loss or distortion.

 ■ Supplementary services support: Supplementary services are typically basic 
 telephony functions such as hold, transfer, and conferencing.

 ■ CUCM redundancy support: CUCM clusters offer CUCM service and application 
redundancy. The gateways must support the ability to “re-home” to a secondary 
Cisco Unified Communications Manager in the event that a primary Cisco Unified 
Communications Manager fails. Redundancy differs from call survivability in the 
event of a Cisco Unified Communications Manager or network failure.

 ■ Fax/modem support: Fax over IP enables interoperability of traditional analog fax 
machines with IP telephony networks. The fax image is converted from an analog 
 signal and is carried as digital data over the packet network.

From a protocol perspective, CUCM supports the following gateway protocols:

 ■ H.323

 ■ Session Initiation Protocol (SIP)

 ■ Media Gateway Control Protocol (MGCP)

 ■ Skinny Client Control Protocol (SCCP)

Cisco Unified Border Element (CUBE)

Cisco Unified Border Element (CUBE) facilitates simple and cost-effective connectivity 
between enterprise unified communications with the PSTN world by leveraging Session 
Initiation Protocol (SIP) trunks to the IT Service Provider (ITSP), also known as the SIP 
Service Provider. A CUBE is primarily an IP-to-IP gateway that helps connect two or 
more similar or dissimilar networks, while offering a host of features that a regular voice 
gateway cannot offer. For example, a CUBE router can connect an H.323 network to 
SIP network or vice-versa, or a SIP network to a SIP provider. The following are some of 
the features that CUBE offers:

 ■ Security demarcation, firewalling, DOS protection, and VPN services

 ■ Signaling, protocol, and media interworking (H.323–SIP, SIP–H.323, SIP-SIP)

 ■ Transcoding

 ■ DTMF relay
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 ■ Media and signaling control and monitoring

 ■ QoS and bandwidth management

 ■ Co-existence/co-operation with TDM trunking

 ■ Business-to-Business (B2B) audio and video communications

Figure 2-14 gives an overview of CUBE playing a role in B2B communications and 
 connecting Enterprises 1 and 2 to PSTN via ITSP.

SIP/H.323
Trunk

SIP/H.323
Trunk

ITSP

PSTN

Enterprise 1 Enterprise 2

CUBE CUBE

Figure 2-14 CUBE in B2B Communications

Chapter Summary
The following list summarizes the key points that were discussed in this chapter:

 ■ Supported CUCM deployment models are Single-Site (Campus), Multisite with 
Centralized Call Processing, Multisite with Distributed Call Processing, and 
Clustering over the IP WAN.

 ■ In the Single-Site deployment model, the CUCM, applications, and DSP resources 
are at the same physical location; all offsite calls are handled by the PSTN.

 ■ The Multisite with Centralized Call Processing model has a single CUCM cluster. 
Applications and DSP resources can be centralized or distributed. The IP WAN 
 carries call-control signaling traffic, even for calls within a remote site.

 ■ The Multisite with Distributed Call Processing model has multiple independent sites, 
each with a CUCM cluster; the IP WAN carries traffic only for intersite calls.

 ■ Clustering over the WAN provides centralized administration, a unified dial plan, 
 feature extension to all offices, and support for more remote phones during failover, 
but it places strict delay and bandwidth requirements on the WAN.

 ■ Clustering provide redundancy. A 1:1 redundancy design offers the highest availability 
but requires the most resources and is not as cost-effective as 2:1 redundancy.
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Reference
For additional information, refer to the following:

 ■ http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collab10/collab10/
models.html

Review Questions
Use the questions here to review what you learned in this chapter. The correct answers 
are found in Appendix A, “Answers to the Review Questions.”

1. What is the maximum number of phones supported per CUCM cluster?

a. 10,000

b. 7500

c. 30,000

d. 40,000

2. How is call admission control handled in the Centralized Call Processing model?

a. QoS

b. H.323 gateway

c. H.323 gatekeeper

d. CUCM locations

e. CUCM regions

3. What technology is used in the Centralized Call Processing model to reroute a 
call to a remote destination if there is not enough bandwidth to accommodate 
the call?

a. Automated alternate routing

b. Call admission control

c. Quality of service

d. Intercluster trunks

4. What technology is used to bypass toll charges by routing calls through remote-site 
gateways, closer to the PSTN number dialed?

a. Automated alternate routing

b. Tail-end hop-off

c. Extension mobility

d. Call admission control

http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collab10/collab10/models.html
http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collab10/collab10/models.html
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5. Which call-processing model requires the use of SRST to provide backup for IP 
phones?

a. Single-Site model

b. Centralized multisite model

c. Distributed multisite model

d. Clustering over the WAN model

6. Gatekeepers are used within which call-processing model?

a. Single-Site model

b. Centralized model

c. Distributed model

d. Clustering over the WAN model

7. What is the maximum round-trip time requirement between CUCM servers in the 
Clustering over the WAN model?

a. 20 ms

b. 150 ms

c. 80 ms

d. 300 ms

8. What is the minimum amount of bandwidth that must be dedicated to database 
 replication in the Clustering over the WAN model?

a. 900 kbps

b. 1.544 Mbps

c. 80 kbps

d. 2.048 Mbps

9. What platform is recommended to be used as a trunk and dial plan aggregation 
 element?

a. Cisco Unified SRST

b. CallManager Express

c. CUCM Session Management Edition

d. Cisco Prime Collaboration

10. True or false? Clustering over the WAN allows for up to 20 sites, each with its own 
subscriber to provide local call control capabilities. 

a. True

b. False
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