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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in Cisco’s Command Reference. The Command Reference describes these conven-
tions as follows:

m Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

m [ralics indicate arguments for which you supply actual values.

m Vertical bars (|) separate alternative, mutually exclusive elements.
m Square brackets [ ] indicate optional elements.

®m Braces { } indicate a required choice.

m Braces within brackets [{ }] indicate a required choice within an optional element.

Note This book covers multiple operating systems, and a differentiation of icons and
router names indicate the appropriate OS that is being referenced.

Reader Services

Register your copy at www.ciscopress.com/title/9781587144516 for convenient

access to downloads, updates, and corrections as they become available. To start the
registration process, go to www.ciscopress.com/register and log in or create an account*.
Enter the product ISBN 9781587144516 and click Submit. When the process is
complete, you will find any available bonus content under Registered Products.

*Be sure to check the box that you would like to hear from us to receive exclusive
discounts on future editions of this product.

Introduction

Professional career certifications have been a critical part of the computing IT industry
for many years and will continue to become more important. Many reasons exist

for these certifications, but the most popularly cited reason is that of credibility and
the knowledge to get the job done.

All other considerations held equal, a certified employee/consultant/job candidate
is considered more valuable than one who is not. CIPTV1 sets stage with the above
objective in mind and helps you learn and comprehend the topics for the CCNP
Collaboration CIPTV1 exam. At the same time, it prepares you for real world
configuration of Cisco’s Audio and Video technology.
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Goals and Methods

The most important goal of this book is to provide you with knowledge and
skills in Cisco Collaboration solution, with focus on deploying the Cisco Unified
Communications Manager (CUCM).

CUCM features, CUCM-based call routing, Cisco IOS Voice Gateways, Cisco

Unified Border Element (CUBE), and Quality of Service (QoS). All of these are associated
and relevant to building and maintaining a robust and scalable Cisco Collaboration
solution. Subsequently, another obvious goal of this book is to help you with the Cisco IP
Telephony and Video (CIPTV) Part 1 Exam, which is part of the Cisco Certified Network
Professional Voice (CCNP) Collaboration certification. The methods used in this book are
designed to be helpful in both your job and the CCNP Collaboration exam. This book
provides questions at the end of each chapter to reinforce the chapter’s concepts and
content.

The organization of this book helps you discover the exam topics that you need to
review in more depth, fully understand and remember those details, and test the
knowledge you have retained on those topics. This book does not try to help you pass by
memorization, but truly learn and understand the topics by going in-depths of the very
concepts and architecture of Cisco Collaboration. The Cisco IP Telephony Part 1 Exam

is one of the foundation topics in the CCNP Collaboration Certification. The knowledge
contained in this book is vitally important for you to consider yourself a truly skilled
Cisco Collaboration engineer or professional. The book helps you pass the Implementing
Cisco IP Telephony and Video Part 1 exam by using the following methods:

Helps you discover which test topics you have not mastered
Provides explanations and information to fill in your knowledge gaps

Connects to real-world case studies and scenarios which are useful beyond the exam in
the real life implementation tasks

Who Should Read This Book?

This book is written to be both a general CUCM book as a foundation for Cisco
Collaboration and a certification preparation book. It provides you with the knowledge
required to pass the CCNP Voice Cisco IP Telephony and Video Exam for in CCNP
Collaboration Exams Series CIPT Part 1.

Why should you want to pass the CCNP Voice Cisco IP Telephony exam? The first CIPT
test is one of the milestones toward getting the CCNP Voice certification. The CCNP
Collaboration could mean a raise, promotion, new job, challenge, success, or recognition.
But ultimately you determine what it means to you. Certifications demonstrate that you
are serious about continuing the learning process and professional development. Today’s
technology is evolving at a rapid rate. It is impossible to stay at the same level while



the technology around you is constantly advancing. Engineers must continually retrain
themselves, or will find themselves with out-of-date commodity-based skill sets. In a fast
growing technology like Collaboration; where new solutions are presented and created
every day, it is most vital to keep to the pace of change.

How This Book Is Organized

Chapter 1, “Understanding Cisco Unified Communications Manager Architecture,”
sets the stage for this book by introducing the very central focus of the Cisco
Collaboration solution—CUCM. This chapter covers the nuts and bolts of CUCM
architecture and gives an overview of CUCM deployment models.

Chapter 2, “Cisco Unified Communications Manager Deployment Models,” gives
an insight to the CUCM deployment models; which help you understand where

and why you should position a certain deployment model in a Cisco Collaboration
solution as well as the merits and limitations of each model. This helps you compre-
hend the content not just for the exam but also for real life customer consulting and
architecture definition of a Cisco Collaboration solution.

Chapter 3, “Cisco Unified Communications Manager Services and Initial
Configuration Settings,” gives an overview of the various initial settings that must
be done to bring a CUCM server/cluster online and make it useable for a Cisco
Collaboration solution. Some settings are very critical from a design and deployment
perspective while others from a functional perspective and all of these are covered
in detail.

Chapter 4, “Deploying Endpoints and Users in Cisco Unified Communications
Manager,” gives an insight to deploying users and multitude of endpoints in

the gambit of Cisco Collaboration solution to support small to medium to large
enterprise deployments.

Chapter 5, “Deploying IP Phone Services in Cisco Unified Communications
Manager,” helps lay a solid foundation of IP Phone services; which in any successful
deployment is necessary for offering state-of-art-services to the end users.

Chapter 6, “An Overview of Dial Plan Design and Implementation in Cisco
Unified Communications Manager,” describes the various dial plan elements and
gives an overview of the dial plan pertinent to CUCM. This chapter discusses a
dial plan from an internal dial plan to a globalized + E.164-based dial plan and lays
the foundation for call routing.

Chapter 7 “Implementing Cisco Unified Communications Manager Call Routing
and Digit Manipulation,” gives an insight to call routing elements such as route
patterns, route groups as well as cover the basis of digit manipulation both from an
internal and external call perspective. Call routing and digit manipulation are some
of the most basic yet complex constructs in a dial plan which are covered at length
in this chapter.
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m Chapter 8 “Implementing Calling Privileges in Cisco Unified Communications
Manager,” gives an insight to deployment locks and keys (partitions and Calling
Search Spaces) which form the basis of allowing and disallowing internal or external
calling access for the users.

m Chapter 9, “Implementing Call Coverage in Cisco Unified Communications
Manager,” explains the concepts and implementation of various call coverage
mechanisms at play in CUCM based audio and video solutions.

m Chapter 10, “Implementing Media Resources in Cisco Unified Communications
Manager,” discusses the concept and implementation of various media resources
ranging from audio media call resources to video call media resources. These media
resources enable what would otherwise be a very daunting task of mixing audio/
video streams or playing around with a range of codecs, and so on.

m Chapter 11, “Cisco Video Conferencing,” describes the deployment various
video conferencing options and tools (platforms) available in Cisco Collaboration
solution. The chapter lays the foundation for Cisco TelePresence Conductor, Cisco
TelePresence Server, and discusses other platforms that enable rich media
conferencing experience.

m Chapter 12, “Quality of Service in Cisco Collaboration Solution,” expands on
the basics of Quality of Service (QoS) and defines the QoS tools, mechanisms, and
ways in which audio or video calls can be handled in much better way as opposed to
non-preferential treatment.

m Chapter 13, “Implementing Cisco IOS Voice Gateways and Cisco Unified Border
Element,” discusses the very basis of how a Cisco Collaboration solution connects
with the outside world such as PSTN and IT Service Provider. This chapter details the
various voice and video protocols at play in a Cisco Collaboration solution and the
role of Cisco Voice Gateways and Cisco Unified Border Element (CUBE). Moreover,
the chapter discusses the features by which intuitive user and administrative
experience are offered by these platforms.

® Appendix A, “Answers to the Review Questions,” allows you to check the validity
of your answers at the end of each chapter as you review the questions.
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Chapter 2

Cisco Unified

Communications Manager
Deployment Models

This chapter introduces the Cisco Unified Communications Manager (CUCM)
deployment models and architectures that ensure redundancy and provide high availability
for call processing and other services. The different redundancy models explored in this
chapter can be applied to the different deployment models to provide fault tolerance for
CUCM and its services.

Chapter Objectives

Upon completing this chapter, you will understand the CUCM deployment and
redundancy options and be able to meet the following objectives:

m Identify the supported CUCM deployment options.

m Describe the characteristics of a CUCM single-site deployment, and identify the
reasons for choosing this deployment option.

m Describe the characteristics of a CUCM multisite deployment with centralized call
processing, and identify the reasons for choosing this deployment option.

m Describe the characteristics of a CUCM multisite deployment with distributed call
processing, and identify the reasons for choosing this deployment option.

m Describe the characteristics of a CUCM multisite deployment with clustering over
the WAN, and identify the reasons for choosing this deployment option.

m Describe the Cisco Collaboration Edge solution for teleworkers and remote workers

m Explain how call-processing redundancy is provided in a CUCM cluster, and identify
the requirements for different redundancy scenarios.
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Cisco Collaboration Network Overview

In a typical Cisco collaboration network, there can be multiple possibilities from campus
to remote sites. Figure 2-1 gives an overview of a typical large enterprise Cisco
collaboration campus network where the Cisco collaboration services are available in the
campus (headquarters) network.
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Figure 2-1 Cisco Collaboration Solution Campus Deployment in a Large Enterprise

Figure 2-2 shows the campus and a branch (or remote) site; with a subset of campus
collaboration services available at the branch/remote site.
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Figure 2-2 Cisco Collaboration Solution Deployment at Campus and Branch in a Large
Enterprise

As discussed previously, the collaboration network and the associated collaboration
services vary from one organization to another. Some of the factors considered are:

® Number of branch or remote sites
m Call control configuration (centralized/distributed)
m Services available for branch or remote sites

m Teleworking options

The following sections cover CUCM deployment models to support various
organization/network/service requirements.

CUCM: Single-Site/Campus Deployment

As illustrated in Figure 2-3, the single-site model for CUCM consists of a CUCM cluster
located at a single site or campus with no telephony services provided over a WAN.
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Figure 2-3  Single-Site Deployment

All CUCM servers, applications, and digital signal processor (DSP) resources are located
in the same physical location or at multiple physical buildings with local-area networks
(LAN) or metropolitan-area network (MAN)-based connectivity. LANs are normally
defined as having connectivity speeds of 1000 Mbps (1 Gbps) and above, while MANs
are typically in the multi-megabit range. In this model, calls beyond the LAN or MAN
use the public switched telephone network (PSTN). Besides the voice gateway, Cisco
Unified Border Element (CUBE) can also be used to connect all PSTN traffic via IT
Service Provider (ITSP) cloud.

Note ITSP-based PSTN connectivity leverages Session Initiation Protocol (SIP), which is
the most popular and prevalent endpoint and media gateway protocol. SIP is described in
detail later in this book.

Each cluster supports a maximum of 40,000 IP phones. If there is a need to deploy more
than 40,000 IP phones in a single-site configuration, multiple clusters can be implemented
inside a LAN or within a MAN and connected through intercluster trunks. Gateway trunks
that connect directly to the PSTN manage external calls. If an IP WAN exists between
sites, it is used to carry data traffic only; no telephony services are provided over the WAN.
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Note Cisco Business Unit (BU)-supported configurations are available for mega-cluster
implementations that can support up to 80,000 devices with 21 servers in a single cluster.
Such configurations are subject to review by Cisco Account Team and Cisco BU.

Design Guidelines for Single Site/Campus Model

To accommodate future scalability, Cisco recommends that best practices specific to the
distributed and centralized call-processing models be used in a single-site deployment.

Current calling patterns within the enterprise must be understood. How and where are
users making calls? If calling patterns indicate that most calls are intrasite, using the
single-site model will simplify dial plans and avoid having to provision additional
dedicated bandwidth for voice across the IP WAN.

Because Voice over Internet Protocol (VoIP) calls are within the LAN or campus network,
it is assumed that bandwidth is not a concern. Using G.722 or G.711 codecs for all endpoints
will eliminate the need for DSP resources for transcoding, and those resources can be
allocated to other functions, such as conferencing and Media Transfer Protocols (MTPs).

All off-net calls will be diverted to the PSTN (via voice gateway or CUBE) or sent to the
legacy private branch exchange (PBX) for call routing if the PSTN resources are being
shared during migratory deployments.

To ensure successful operations, a network infrastructure designed for high-availability,
fault-tolerant connectivity options should be utilized. In addition, reliable Power over
Ethernet (PoE), quality of service (QoS) mechanisms, and monitoring services are
recommended. When designing a single campus deployment, do not oversubscribe
CUCM to scale larger installations. A single-site deployment does not always equate to
a single cluster. If the site has more than 40,000 IP phones, install multiple clusters and
configure ICTs between the clusters (or provision mega-cluster).

Benefits of Centralized Call Processing Model

A single infrastructure for a converged network solution provides significant cost benefits
and enables CUCM to take advantage of the many IP-based applications in the enterprise.

Single-site deployment allows each site to be completely self-contained. Calls between sites
will be routed over the PSTN. Extra provisioning of WAN bandwidth is not needed. Dial
plans are also easier to provision. There are no service issues in the event of an IP WAN fail-
ure or insufficient bandwidth, and there is no loss of call-processing service or functionality.

In summary, the main benefits of the single-site model are as follows:

m Ease of deployment

® A common infrastructure for a converged solution

Simplified dial plan

m No transcoding resources are required, due to the use of a single codec
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Multisite Deployment with Centralized
Call Processing

The multisite deployment with centralized call-processing model consists of a centralized
CUCM cluster that provides services for many sites and uses the IP WAN to transport IP
telephony traffic between the sites.

The IP WAN also carries call-control signaling between the CUCM cluster at the central
site and the IP phones at the remote sites.

Figure 2-4 illustrates a typical centralized call-processing deployment, with a CUCM
cluster at the central site or data center and a QoS-enabled IP WAN to connect all the sites.
The remote sites rely on the centralized CUCM cluster to manage their call processing.
Applications such as voice mail and interactive voice response systems are typically
centralized as well to reduce the overall costs of administration and maintenance.
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Figure 2-4 Centralized Multisite Deployment
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The Cisco Unified Survivable Remote Site Telephony (SRST) and E-SRST features that
are available in Cisco IOS gateways provide call-processing services to remote IP phones
during a WAN outage. When the IP WAN is down, the IP phones at the remote branch
office can register to the local Cisco Unified SRST router. The Cisco Unified SRST router
can process calls between registered IP phones and send calls to other sites through the
PSTN. Figure 2-5 gives an overview of remote site SRST/E-SRST deployment with
centralized call processing. The same arrangement however, will work if there are dif-
ferent CUCM clusters (distributed call processing or clustering over WAN) with one or
more remote sites.

Cisco Unified
CM Cluster
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a— SRST Router
= | S S ="
= N
| Cisco Unified w i | .
SRST Manager ! ! !
Headquarters (Campus) Branch/Remote Site

Figure 2-5 Cisco Unified SRST/E-SRST Deployment with Centralized Call Processing

Note Topics of SRST, E-SRST, CAC, and AAR are discussed in detail in Implementing
Cisco IP Telephony and Video, Part 2 (CIPTv2).

To avoid oversubscribing the WAN links with voice traffic, causing deterioration of the
quality of established calls, Call Admission Control (CAC) is used to limit the number of
calls between the sites.

Centralized call-processing models can take advantage of automated alternate routing
(AAR) features. AAR allows CUCM to dynamically reroute a call over the PSTN if the
call is denied because of CAC.
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Design Guidelines for Multisite WAN Model with
Centralized Call Processing

Consider the following best practice guidelines when implementing a multisite WAN
model with centralized call processing:

Use a maximum of 2000 locations per CUCM cluster.

Use a maximum of 2100 H.323 devices (gateways, multipoint control units, trunks,
and clients) or 1100 MGCP gateways per CUCM cluster.

Minimize delay between CUCM and remote locations to reduce voice cut-through
delays.

Use enhanced locations CAC mechanism in CUCM to provide CAC into and out
of remote branches. Locations can support a maximum of 40,000 IP phones per
cluster when CUCM runs on the largest supported cluster. Another option is to use
Resource Reservation Protocol (RSVP)-based CAC between locations.

Choose appropriate platform for SRST support. There is no limit to the number of IP
phones at each individual remote branch. However, the capability that

the Cisco Unified SRST feature provides in the branch router limits remote branches
to a maximum of 1500 Cisco IP phones on a Cisco 3945E Integrated Services
Router during a WAN outage or failover to SRST. Other platforms have different
(lower) limits.

Use high-bandwidth audio (for example, G.711 or G.722) between devices in the
same site (intrasite), but low-bandwidth audio (for example, G.729) between devices
in different sites (intersite).

Use high-bandwidth video (for example, 1.5 Mbps with 4CIF or 720p, to 2 Mbps
with 1080p) between devices in the same site, but low-bandwidth video (for example,
384 kbps with 448p or CIF) between devices at different sites.

Use a minimum of 1.5 Mbps or greater WAN link speed. Video is not recommended
on WAN connections that operate at speeds lower than 1.5 Mbps.

If a distributed call-processing model is more suitable for the business needs of a customer,
the choices include installing a CUCM cluster at the remote branch or running CUCM
Express on the branch router.
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Benefits of Multisite Deployment with Centralized
Call Processing Model

A multisite deployment with centralized call processing saves PSTN costs for intersite
calls by using the IP WAN instead of the PSTN. The IP WAN can also be used to bypass
toll charges by routing calls through remote site gateways that are closer to the PSTN
number that is dialed. This practice is known as Tail End Hop Off (TEHO). TEHO

is not permitted in some countries, and local regulations should be verified before
implementing TEHO.

This deployment model maximizes the utilization of available bandwidth by allowing
voice traffic to share the IP WAN with other types of traffic. Deploying QoS and CAC
ensures voice quality. AAR reroutes calls over the PSTN if CAC denies the calls because
of oversubscription.

Cisco Extension Mobility can be used within the CUCM cluster, allowing roaming users
to use their directory numbers at remote phones as if they were at their home phones.

When the multisite WAN with centralized call-processing deployment model is used,
CUCM administration is centralized, and therefore simpler, compared with a multisite
WAN with distributed call-processing model where multiple clusters must be separately
administered.

Multisite Deployment with Distributed
Call Processing

The model for a multisite WAN deployment with distributed call processing consists of
multiple independent sites, each with its own CUCM cluster.

An IP WAN carries voice traffic between the distributed clusters. CUCM Session
Management Edition (SME) cluster or SIP proxy servers can be used to provide
intercluster call routing and dial plan aggregation in multisite distributed call-processing
deployments. Cisco CUCM Session Management Edition (SME) is the recommended
trunk and dial plan aggregation platform in multisite distributed call processing
deployments. SME is essentially a CUCM cluster with trunk interfaces only and no

IP endpoints. It enables aggregation of multiple unified communications systems, referred
to as leaf systems.

Cisco CUCM SME may also be used to connect to the PSTN and third-party unified
communications systems such as PBXs and centralized unified communications
applications. Figure 2-6 illustrates a distributed multisite deployment.
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Figure 2-6 Distributed Multisite Deployment

Design Guidelines for Multisite Deployment with
Distributed Call Processing Model

The multisite model with distributed call processing has the following design characteristics:

m A centralized platform for trunk and dial plan aggregation is commonly deployed.
This platform is typically a Cisco Unified Communications Session Management
Edition (SME) cluster, although an SIP proxy server (for example, Cisco Unified SIP
Proxy (CUSP)) could also be used to provide intercluster call routing and dial plan
aggregation in multisite distributed call-processing deployments.



Clustering over the IP WAN

Centralized services such as centralized PSTN access, centralized voice mail, and
centralized conferencing are available. These services can be deployed centrally, thus
benefiting from centralized management and economies of scale. Services that need
to track end-user status (for example, Cisco IM and Presence) must connect to the
CUCM cluster for the users that they serve.

The use of high-bandwidth audio (for example, G.711 or G.722) between devices
within the same site, but low-bandwidth audio (for example, G.729) between devices
in different sites.

The use of high-bandwidth video (for example, 1.5 Mbps with 4CIF or 720p, to
2 Mbps with 1080p) between devices in the same site, but low-bandwidth video
(for example, 384 kbps with 448p or CIF) between devices at different sites.

The use of se a minimum of 1.5 Mbps or greater WAN link speed. Video is not
recommended on WAN connections that operate at speeds lower than 1.5 Mbps.

Call admission control is achieved through Enhanced Locations CAC or RSVP.

Benefits of Multisite Deployment with Distributed Call
Processing Model

The multisite deployment with distributed call-processing model is a superset of both the
single-site and multisite WAN with centralized call processing models.

The multisite WAN with distributed call-processing model provides the following benefits:

PSTN call cost savings are possible when the IP WAN is used for calls between sites.

In this model, you can use the IP WAN to bypass toll charges by routing calls through
remote site gateways, closer to the PSTN number that is dialed—that is, TEHO.

Maximum utilization of available bandwidth is possible by allowing voice traffic to
share the IP WAN with other types of traffic.

Clustering over the IP WAN

Cisco supports CUCM clustered over an IP WAN. Figure 2-7 shows the publisher and
two subscribers at one location while another pair of subscribers from the same cluster
resides at a different location. The QoS-enabled IP WAN connects the two sites. Note the
requirement of a round trip time less than 80 ms between the sites. This requirement is in
support of database replication occurring between the publisher and all the subscribers
in the cluster.

29
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Figure 2-7 Clustering over the WAN

Some of the characteristics of this model include:

m Applications and CUCM servers of the same cluster can be distributed over the
IP WAN.

m The IP WAN carries intracluster server communication and signaling.
® Limited number of sites:
m Two to four sites for local failover (two CUCM servers per site)
m Up to eight sites for remote failover across the IP WAN (one CUCM server per site).

The cluster design is useful for customers who require more functionality than the limited
feature set that is offered by Cisco Unified SRST. This network design also allows remote
offices to support more IP phones than SRST if the connection to the primary CUCM

is lost.

Design Guidelines for Clustering over WAN
Deployment Model

Although the distributed single-cluster call-processing model offers some significant
advantages, it must adhere to these strict design guidelines:

m Two CUCM servers in a cluster must have a maximum round-trip delay of 80 ms
between them. Because of this strict guideline, this design can be used only between
closely connected, high-speed locations.

® A minimum of 1.544 Mbps (T1) of bandwidth is required for Intra-Cluster
Communication Signaling (ICCS) between each site and every other site that is clus-
tered over the WAN. This bandwidth supports up to 10,000 busy hour call attempts
(BHCAS) within the cluster. The BHCA represents the number of call attempts that
are made during the busiest hour of the day.

m In addition to the bandwidth required for ICCS traffic, a minimum of 1.544 Mbps
(T1) of bandwidth is required for database and other inter-server traffic between
the publisher and every subscriber node within the cluster.



Collaboration Edge Deployment Model

m Up to eight small sites are supported using the remote failover deployment model.
Remote failover allows you to deploy one server per location. (A maximum of eight
call-processing servers are supported in a cluster.) If CUCM fails, IP phones register
to another server over the WAN. Therefore, Cisco Unified SRST is not required in
this deployment model (although it is supported). The remote failover design may
require significant additional bandwidth, depending on the number of telephones at
each location.

Benefits of Clustering over WAN Deployment Model

Clustering over the IP WAN provides a combination of the benefits of the two multisite
deployment models to satisfy specific site requirements.

Although there are stringent requirements, clustering over the IP WAN offers these
advantages:

m Single point of administration for users for all sites within the cluster
m Feature transparency

m Shared line appearances

m Cisco Extension Mobility within the cluster

® A unified dial plan

The clustering over IP WAN design is useful for customers who want to combine these
advantages with the benefits that are provided by a local call-processing agent at each site
(intrasite signaling is kept local, independent of WAN failures) and require more function-
ality at the remote sites than is provided by Cisco Unified SRST. This network design also
allows remote offices to support more Cisco IP phones than SRST (1500 IP phones using
Cisco 3945E Integrated Services Routers) in the event of WAN failure.

These features make clustering across the IP WAN ideal as a disaster-recovery plan for
business continuance sites or as a single solution for up to eight small or medium sites.

Collaboration Edge Deployment Model

With increasing focus on teleworking and remote workers, enterprise collaboration
resources are required to be extended beyond traditional collaboration borders.

This border between an enterprise Unified Communications network and the outside
world is referred to as the Collaboration Edge. Collaboration Edge services offer access
to enterprise network resources from the outside world via multiple mechanisms. The
users can be teleworkers working from home, mobile workers with LTE or Wi-Fi Internet
access, or users using collaboration applications such as Jabber to make and receive

calls to and from the PSTN or enterprise network. Figure 2-8 gives an overview of a
Collaboration Edge solution.
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The Collaboration Edge solution depends on the requirements of an organization and the
technology an organization wishes to leverage. For example, the remote collaboration
client access can be categorized into four main categories:

m VPN-based access: With endpoints capable of supporting traditional IPsec client or
AnyConnect client.

m VPN-less access: With clients that traverse the firewall without any VPN client, for
example Cisco Expressway solution.

®m Business-to-business communications: Leveraging CUBE for B2B audio and video
calls/conferencing.

m IP PSTN access: Leveraging ITSP SIP trunks instead of traditional PSTN trunks.
CUBE yet again plays an important and integral part in connecting the enterprise
network to ITSP.

Note Cisco Collaboration Edge solution using Cisco Expressway is addressed in
Implementing Cisco IP Telephony and Video Part 2. VPN based access is out of scope
of this text. For more information on VPN-based access refer to Securing Cisco IP
Telephony Networks. B2B and IP PSTN access is covered in Chapter 13, “Implementing
Cisco IOS Voice Gateways and Cisco Unified Border Element.”

The next section addresses CUCM call processing redundancy.
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CUCM Call-Processing Redundancy

A cluster is a set of networked servers that can be configured to provide specific services
per server. Some cluster servers can be configured to provide CUCM services while other
servers can provide Computer Telephony Integration (CTI), Trivial File Transfer Protocol
(TFTP), and other media services such as conferencing or music on hold (MOH) These
services can be provided by the subscribers and the publisher and can be shared by all
servers.

Clustering provides several benefits. It allows the network to scale to up to 40,000
endpoints, provides redundancy in case of network or server failures, and provides a
central point of administration. CUCM also supports clusters for load sharing. Database
redundancy is provided by sharing a common database, whereas call-processing redundancy
is provided by CUCM groups.

A cluster consists of one publisher and a total maximum of 20 servers (nodes) running
various services, including TFTP, media resources, conferencing, and call processing.
You can have a maximum of eight nodes for call processing (running the Cisco
CallManager service).

For a quick recap, a CUCM cluster has a CUCM publisher server that is responsible

for replicating the database to the other subscriber nodes in the cluster. The publisher
stores the call detail records, and is typically used to make most of configuration change,
except starting with CUCM 8.0 where database modifications for user facing call
processing features are made on the subscriber servers. The subscriber servers replicate
the publisher’s database to maintain configuration consistency across the members of the
cluster and facilitate spatial redundancy of the database.

To process calls correctly, CUCM needs to retrieve configuration settings for all devices.
These settings are stored in a database using an IBM Informix Dynamic Server (IDS). The
database is the repository for information such as service parameters, features, device
configurations, and the dial plan.

The database replicates nearly all information in a star topology (one publisher, many
subscribers). However, CUCM nodes also use a second communication method to
replicate run-time data in a mesh topology as shown in Figure 2-9 (every node updates
every other node). This type of communication is used for dynamic information that
changes more frequently than database changes. The primary use of this replication is to
communicate newly registered phones, gateways, and DSP resources, so that optimum
routing of calls between members of the cluster and the associated gateways occurs.
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Figure 2-9 Cisco Unified Communications Manager Database Replication Overview

Database replication is fully meshed between all servers within a cluster. Static
configuration data, because it is created through moves, adds, and changes, is always
stored on the publisher and replicated one way from the publisher to each subscriber in
the cluster. However, user-facing feature data, for example, Cisco Extension Mobility
features, is writeable on a subscriber and are replicated from an updated subscriber to
all other servers. All nonuser-facing feature data can be written only to the publisher
database and is replicated from the publisher to all subscribers.

User-facing features are typically characterized by the fact that a user can enable or
disable the feature directly on their phone by pressing one or more buttons, as opposed
to changing a feature through a web-based GUI.

As illustrated in Figure 2-10, user-facing features that are listed below do not rely on
the availability of the publisher. The dynamic user-facing feature data can be written
to the subscribers to which the device is registered. The data is then replicated to all
other servers within the cluster. By allowing the data to be written to the subscriber, the
user-facing features can continue to function in the event of a publisher failure.
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Figure 2-10 User-Facing Feature Processing

User-facing features are any features that can be enabled or disabled by pressing buttons
on the phone and include the following:

Call Forward All (CFA)

Message Waiting Indicator (MWT)
Privacy Enable/Disable

Do Not Disturb (DND) Enable/Disable
Cisco Extension Mobility Login
Hunt-Group Logout

Device Mobility

CTI CAPF status for end users and application users

Therefore, most data (all nonuser-facing feature data) is still replicated in hub-and-spoke
style (publisher to subscribers), while user-facing feature data is replicated bidirectionally
between all servers.

Cisco Unified Communications Manager
Groups: 1:1 Design

A 1:1 CUCM redundancy deployment design, as illustrated in Figure 2-11, guarantees
that Cisco IP phone registrations never overwhelm the backup servers, even if multiple
primary servers fail concurrently. This design provides high availability and simplifies
the configuration. However, the 1:1 redundancy design has an increased server count
compared with other redundancy designs and may not be cost-effective.
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Figure 2-11 1:1 Redundancy Design

The other services (dedicated database publisher, dedicated TFTP server, or MOH
servers) and media-streaming applications (conference bridge or MTP) may also be
enabled on a separate server that registers with the cluster.

Each cluster must also provide the TFTP service, which is responsible for delivering
IP phone configuration files to telephones, along with streamed media files, such as MOH

and ring files. Therefore, the server that is running the TFTP service can experience a
considerable network and processor load.

Depending on the number of devices that a server supports, you can run the TFTP service
on a dedicated server, on the database publisher server, or on any other server in the cluster.

In Figure 2-11, an Open Virtualization Archive (OVA) template with the maximum
number of users functions as the dedicated database publisher and TFTP server. In addition,
there are two call-processing servers supporting a maximum of 10,000 Cisco IP phones.
One of these two servers is the primary server; the other server is a dedicated backup
server. The function of the database publisher and the TFTP server can be provided by
the primary or secondary call-processing server in a smaller IP telephony deployment
(fewer than 1000 IP phones). In this case, only two servers are needed in total.

When you increase the number of IP phones, you must increase the number of
CUCM servers to support the IP phones. Some network engineers may consider the
1:1 redundancy design excessive because a well-designed network is unlikely to lose
more than one primary server at a time. With the low possibility of server loss and the

increased server cost, many network engineers choose a 2:1 redundancy design that is
explained in the following section.
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Cisco Unified Communications Manager
Groups: 2:1 Design

Figure 2-12 shows a basic 2:1 redundancy design. While the 2:1 redundancy design
offers some redundancy, there is the risk of overwhelming the backup server if multiple
primary servers fail. In addition, upgrading the CUCM servers can cause a temporary
loss of some services, such as TFTP or DHCP, because a reboot of the CUCM servers is
needed after the upgrade is complete.
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Figure 2-12 2:1 Redundancy Design

Network engineers use this 2:1 redundancy model in most IP telephony deployments
because of the reduced server costs. If a virtual machine with the largest OVA template
is used (shown in Figure 2-11), the server is equipped with redundant, hot-swappable
power supplies and hard drives, and it is properly connected and configured, it is unlikely
that multiple primary servers will fail at the same time, which makes the 2:1 redundancy
model a viable option for most businesses.

As shown in the first scenario in Figure 2-12, when no more than 10,000 IP phones are
used, there are no savings in the 2:1 redundancy design compared with the 1:1 redundancy
design, simply because there is only a single primary server.

In the scenario with up to 20,000 IP phones, there are two primary servers (each serving
10,000 IP phones) and one secondary server. As long as only one primary server fails, the
backup server can provide complete support. If both primary servers failed, the backup
server would be able to serve only half of the IP phones.
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The third scenario shows a deployment with 40,000 IP phones. Four primary servers are
required to facilitate this number of IP phones. For each pair of primary servers, there is
one backup server. As long as no more than two servers fail, the backup servers can pro-
vide complete support, and all IP phones will operate normally.

Cisco Voice Gateways and Cisco Unified
Border Element

Because connectivity to the outside world is of utmost importance in Cisco
Collaboration solution, this chapter wouldn’t be complete without an overview and a
brief discussion of Cisco IOS Voice Gateways and Cisco Unified Border Element (CUBE).

It is important to understand that both traditional voice gateways and CUBE have spe-
cific functions (with some degree of overlapping depending on deployment or design).
Simply put, a voice gateway terminates time division multiplexing (TDM) signaling and
transmits it by way of IP into the network or vice-versa. This allows calls to/from the
PSTN network over traditional PSTN trunks, for example, ISDN T1, E1, and BRI trunks.
A CUBE on the other hand terminates IP-to-IP calls, with the most common application
being a SIP PSTN connection broker for enterprise network with ITSP. CUBE can do
protocol interworking, address hiding, and multiple other functions described in the next
section.

Note Cisco IOS voice gateways and CUBE and their functionalities, deployment options
and protocols are described in detail in Chapter 13, “Implementing Cisco IOS Voice
Gateways and Cisco Unified Border Element.”

Cisco Voice Gateways

An access digital trunk gateway connects Cisco Unified Communications Manager to
the PSTN or to a PBX via digital trunks such as Primary Rate Interface (PRI), Basic Rate
Interface (BRI), or E1 R2 channel associated signaling (CAS). Digital E1 PRI trunks may
also be used to connect to certain legacy voice mail systems.

Figure 2-13 gives an overview of an IOS voice gateway connecting the enterprise
IP network to traditional PSTN network.

SIP, H.323,
// T, E1, MGCP, |/{ 5\ p
BRI Qo™ SCCP HwK sT% /7
AV @\VE
Voice Gateway ‘ ‘ SIP/SCCP

CUCM Cluster

Figure 2-13 Cisco I0S Voice Gateway Overview



Cisco Voice Gateways and Cisco Unified Border Element

Gateways in a Collaboration network must meet the following core feature requirements:

Dual Tone Multifrequency (DTMF) relay capabilities: DTMF relay capability,
specifically out-of-band DTME, separates DTMF digits from the voice stream and
sends them as signaling indications through the gateway protocol (H.323, SCCP,
MGCP, or SIP) signaling channel instead of as part of the voice stream or bearer
traffic. Out-of-band DTMF is required when a low bit-rate codec is used for voice
compression because the potential exists for DTMF signal loss or distortion.

Supplementary services support: Supplementary services are typically basic
telephony functions such as hold, transfer, and conferencing.

CUCM redundancy support: CUCM clusters offer CUCM service and application
redundancy. The gateways must support the ability to “re-home” to a secondary
Cisco Unified Communications Manager in the event that a primary Cisco Unified
Communications Manager fails. Redundancy differs from call survivability in the
event of a Cisco Unified Communications Manager or network failure.

Fax/modem support: Fax over IP enables interoperability of traditional analog fax
machines with IP telephony networks. The fax image is converted from an analog
signal and is carried as digital data over the packet network.

From a protocol perspective, CUCM supports the following gateway protocols:

H.323

Session Initiation Protocol (SIP)

Media Gateway Control Protocol (MGCP)
Skinny Client Control Protocol (SCCP)

Cisco Unified Border Element (CUBE)

Cisco Unified Border Element (CUBE) facilitates simple and cost-effective connectivity
between enterprise unified communications with the PSTN world by leveraging Session
Initiation Protocol (SIP) trunks to the IT Service Provider (ITSP), also known as the SIP
Service Provider. A CUBE is primarily an IP-to-IP gateway that helps connect two or
more similar or dissimilar networks, while offering a host of features that a regular voice
gateway cannot offer. For example, a CUBE router can connect an H.323 network to
SIP network or vice-versa, or a SIP network to a SIP provider. The following are some of
the features that CUBE offers:

Security demarcation, firewalling, DOS protection, and VPN services
Signaling, protocol, and media interworking (H.323-SIP, SIP-H.323, SIP-SIP)
Transcoding

DTMF relay
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® Media and signaling control and monitoring
® QoS and bandwidth management
m Co-existence/co-operation with TDM trunking

® Business-to-Business (B2B) audio and video communications

Figure 2-14 gives an overview of CUBE playing a role in B2B communications and
connecting Enterprises 1 and 2 to PSTN via ITSP.
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Figure 2-14 CUBE in B2B Communications

Chapter Summary

The following list summarizes the key points that were discussed in this chapter:

Supported CUCM deployment models are Single-Site (Campus), Multisite with
Centralized Call Processing, Multisite with Distributed Call Processing, and
Clustering over the IP WAN.

In the Single-Site deployment model, the CUCM, applications, and DSP resources
are at the same physical location; all offsite calls are handled by the PSTN.

The Multisite with Centralized Call Processing model has a single CUCM cluster.
Applications and DSP resources can be centralized or distributed. The IP WAN
carries call-control signaling traffic, even for calls within a remote site.

The Multisite with Distributed Call Processing model has multiple independent sites,
each with a CUCM cluster; the IP WAN carries traffic only for intersite calls.

Clustering over the WAN provides centralized administration, a unified dial plan,
feature extension to all offices, and support for more remote phones during failover,
but it places strict delay and bandwidth requirements on the WAN.

Clustering provide redundancy. A 1:1 redundancy design offers the highest availability
but requires the most resources and is not as cost-effective as 2:1 redundancy.



Review Questions

Reference

For additional information, refer to the following:

m http://www.cisco.com/c/en/us/td/docs/voice ip _comm/cucm/srnd/collabl0/collab10/
models.html

Review Questions

Use the questions here to review what you learned in this chapter. The correct answers
are found in Appendix A, “Answers to the Review Questions.”

1. What is the maximum number of phones supported per CUCM cluster?
a. 10,000
b. 7500
c. 30,000
d. 40,000

2. How is call admission control handled in the Centralized Call Processing model?
a. QoS
b. H.323 gateway
c. H.323 gatekeeper
d. CUCM locations
e. CUCM regions
3. What technology is used in the Centralized Call Processing model to reroute a

call to a remote destination if there is not enough bandwidth to accommodate
the call?

a. Automated alternate routing

b. Call admission control

[¢]

. Quality of service
d. Intercluster trunks
4. What technology is used to bypass toll charges by routing calls through remote-site
gateways, closer to the PSTN number dialed?
a. Automated alternate routing
b. Tail-end hop-off
c. Extension mobility

d. Call admission control
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5.

10.

Which call-processing model requires the use of SRST to provide backup for IP
phones?

a. Single-Site model
b. Centralized multisite model
c. Distributed multisite model

d. Clustering over the WAN model

. Gatekeepers are used within which call-processing model?

a. Single-Site model
b. Centralized model
c. Distributed model

d. Clustering over the WAN model

What is the maximum round-trip time requirement between CUCM servers in the
Clustering over the WAN model?

a. 20 ms
b. 150 ms
c. 80 ms

d. 300 ms

. What is the minimum amount of bandwidth that must be dedicated to database

replication in the Clustering over the WAN model?
a. 900 kbps

b. 1.544 Mbps

c. 80 kbps

d. 2.048 Mbps

. What platform is recommended to be used as a trunk and dial plan aggregation

element?

a. Cisco Unified SRST

b. CallManager Express

c. CUCM Session Management Edition

d. Cisco Prime Collaboration

True or false? Clustering over the WAN allows for up to 20 sites, each with its own
subscriber to provide local call control capabilities.

a. True

b. False
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354

ISDN-QSIG configuration, 354

IT Service Provider (ITSP), 22

ITL (Identity Trust List) file, 85

ITSP (IT Service Provider), 22

IVR (Interactive Voice Response), 3—-4
IX5000, 59

1X5200, 59
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Jabber
overview, 62—-63
URI addressing, 120
jitter, 296-297

key ring and lock analogy (partitions),
173-175

KPML (Keypad Markup Language),
125-128, 337

L

LAN (local-area network)
connectivity speeds, 22

latency, 296-297

Layer 2 marking (CoS), 304-305
Layer 2 overhead, 323-324
Layer 3 marking (ToS)

DSCP (Differentiated Services Code
Point), 307-309

IP Precedence, 305-306
overview, 304-305
QoS baseline, 309

LDAP (Lightweight Directory Access
Protocol)

attribute mapping, 71
authentication, 70-71
synchronization
agreements and filters, 71-73
attribute mapping, 71
DirSync, 69-70
less than or equal to operator (<=), 73
licensing
Cisco TelePresence Conductor, 276
Cisco TelePresence Server, 268-269
line CSS, 177-179

marking and classification

line groups, 196-197
linecode command, 354
lists

hunt lists, 195

MRGLs (media resource group lists),
253-255

route lists
configuration, 141-142
definition of, 105
LLQ (low-latency queueing), 311
Local class, 170
local route groups, 144-146
local-area networks (LANSs), 22

lock and key ring analogy (partitions),
173-175

logic

call routing, 132-133

dial peer-matching logic, 368-369
Long Distance class, 171
longest ideal distribution, 197
lookups (call routing), 124-125
low-latency queueing (LLQ), 311

M

management of media resources, 253

manipulation of digits. See digit
manipulation

MANSs (metropolitan-area networks),
22

mapping attributes, 71

marking and classification
definition of, 300
Layer 2 marking (CoS), 304-305
Layer 3 marking (ToS)

DSCP (Differentiated Services
Code Point), 307-309
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IP Precedence, 305-306
overview, 304-305
QoS baseline, 309
queueing, 310-313
trust boundaries, 301-304
masks

external phone number masks,
149-150

transformation masks, 154-156

matching DID (direct inward dial)
extensions, 96

Maximum Ad Hoc Conference
parameter, 229

Maximum Meet-Me Conference
Unicast parameter, 229

maximum sessions command, 227
MDCX (ModifyConnection), 331
media flows (CUBE), 382-384

Media Gateway Control Protocol.
See MGCP (Media Gateway
Control Protocol)

media paths, 7-9

media resource group lists (MRGLs),
253-255

media resource groups (MRGs),
253-255

media resources
annunciators
configuration, 236
overview, 234-236
conferencing
audio conferencing, 218-220

Cisco Guaranteed Audio Video
Conference Bridge, 223

Cisco I0S beterogeneous
video conference bridge,
222-223

Cisco I0S homogenous video
conference bridge, 221-222

conference bridge
configuration, 223-229

Meer-Me conference
configuration, 229

video conferencing, 218-221
management, 253
MOH (music on hold)
configuration, 242-245

multicast IP address and port
considerations, 246

multicast versus unicast,
238-241

overview, 236-238

MRGLs (media resource group lists),
253-255

MRGs (media resource groups),
253-255

MTPs (Media Termination Points)
configuration, 233-234
overview, 232-233

overview, 215-217

support for, 217-218

transcoding
configuration, 231-232
overview, 230-231

TRPs (Trusted Relay Points)
configuration, 252-253
overview, 251-252

VOH (video on hold)
configuration, 248-250
overview, 246-247

Media Services Interface
(MSI), 319

Media Services Proxy (MSP),
319

Media Termination Points (MTPs)
configuration, 233-234
overview, 232-233



Medianet
architecture, 317-318
overview, 3
QoS (quality of service), 319-321
MediaSense, 4
Mediatrace, 318
Meet-Me conferencing

Cisco TelePresence Conductor,
279

configuration, 229
definition of, 220
numbers, 124
messages
GET, 82-83
H.323 protocol suite, 344-345
POST, 83-85

methods, SIP request methods,
338-339

metropolitan-area networks
(MANS), 22

MGCP (Media Gateway Control
Protocol)

call flow, 333-334

call states, 331-333

gateway configuration, 334-336
overview, 164, 330-331

mgcp bind control source-interface
command, 336

mgcp bind media source-interface
command, 336

mgcp call-agent command, 336

mgcp dtmf-relay codec command,
336

mgcpapp command, 337
mid-call signaling (CUBE), 388-390
midcall-signaling command, 388

midcall-signaling passthru command,
397

multicast MOH (music on hold)

MLPP (Cisco Multilevel Precedence
and Preemption), 235

mls qos trust command, 303

mls qos trust cos pass-through policy,
303

mls qos trust cos policy, 303

mls qos trust device cisco-phone
policy, 303

mls qos trust dscp policy, 303
Mobile Collaboration, 4

mode border-element command,
393

ModifyConnection (MDCX), 331

Modular Quality of Service (MQC),
311-313

MOH (music on hold)
configuration, 242-245

multicast IP address and port
considerations, 246

multicast versus unicast, 238-241
overview, 33, 236-238

moh command, 245

monitoring services, 47-48

MQC (Modular Quality of Service),
311-313

MRGLs (media resource group lists),
253-255

MRGs (media resource groups),
253-255

MSI (Media Services Interface), 319
MSP (Media Services Proxy), 319
MTPs (Media Termination Points)
configuration, 233-234
overview, 232-233
multicast moh command, 245
multicast MOH (music on hold)
compared to unicast, 238-241
configuration, 242-245, 246
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434  Multilevel Precedence and Preemption (MLPP)

Multilevel Precedence and
Preemption (MLPP), 235

multimedia conferencing, 320
multimedia streaming, 320
multisite deployment
centralized call processing
benefits of, 27
design guidelines, 26
illustrated, 24
distributed call processing
benefits of, 29
design guidelines, 28-29
illustrated, 27-28
multisite wide-area networks (WANs)
definition of, 13

multisite deployment with
centralized call processing

benefits of, 27
design guidelines, 26
illustrated, 13

multisite deployment with
distributed call processing

benefits of, 29
design guidelines, 28-29
illustrated, 27-28

music on hold. See MOH
(music on hold)

MX Series, 60

N

NANP (North American Numbering
Plan), 96, 100-102

on net call routing, 121
network control, 320

network convergence, 294. See also
QoS (quality of service)

network services, 46

Network Termination Equipment
(NTE), 337

Network Time Protocol (NTP), 10-11

NFAS (non-facility associated
signaling), 356-357

no digit-strip command, 374
no shutdown command, 227, 354
<None> partition, 173

non-facility associated signaling
(NFAS), 356-357

Nonlinear Ad Hoc Conference
Linking Enabled parameter, 229

North American Numbering Plan
(NANP), 96, 100-102

NotificationRequest (RQNT), 331
Notify (NTFY), 332, 345

NTE (Network Termination
Equipment), 337

NTFY (Notify), 332, 345
NTP (Network Time Protocol), 10-11
number, type of (TON), 354-355
number expansion, 374
numeric addressing
E.164 numbering, 95
implementation, 117-119

NANP (North American Numbering
Plan), 96

URI addressing, 96
num-exp command, 374

O

OAM (ops, admin, management), 320
off net call routing, 121
online resources

call coverage, 212

call routing, 165

calling privileges, 180



Cisco DSP Calculator, 217
I0OS voice gateways, 329, 359, 376
QoS (quality of service), 325

SRND (Solution Reference Network
Design Guidance), 217

Open Virtual Appliance (OVA), 44

Open Virtualization Archive (OVA)
template, 36

Open Virtualization Format (OVF),
44

operators, search filter, 73
OPickUp (Other Pickup), 185

ops, admin, management (OAM),
320

OPTIONS method, 339

Organizational Top Level Domain
(OTLD) parameter, 119

Other Pickup (OPickUp), 185

OTLD (Organizational Top Level
Domain), 119

OVA (Open Virtual Appliance), 44

OVA (Open Virtualization Archive)
template, 36

overlaps, interdigit timeout and,
130-131

OVF (Open Virtualization Format),
44

P

packet loss, 296-297

Packet Voice DSP Module (PVDM),
217

packetization delay, 296

parameters (CUCM)
enterprise parameters, 50-51
service parameters, 52-53

parentheses (), 374

periodic announcements

partitions
call routing lookups and, 175-176
characteristics, 172
CSS configuration, 179-180
CSS example, 175-176
device and line CSS, 177-179
lock and key ring analogy, 173-175
<None>, 173
overview, 172-173
partition configuration, 179-180

passthrough mode (mid-call signaling),
390

pass-thru content sdp command, 394,
397

pass-thru content sdpv2 command,
394

paths

Cisco ClearPath, 270

media paths, 7-9

path selection, 104-105, 361-362
patterns

hunt pilots, 192-195

route patterns, 136-138

transformation patterns

CSS (Content Services Switch),
158-160

use cases, 160-164
translation patterns, 123, 156-158

PBX (private branch exchange)
system, 48

PDVM (Packet Voice DSP Module),
217

PeE (Power over Ethernet), 65

performance and monitoring services,
47-48

Performance Monitor, 319
period (.), 137,373,374
periodic announcements, 207
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phone feature administration, 6

phone service-initiated services,
83-85

Phone URL parameters, 51
phone-initiated services, 83-85
pilots, hunt, 192-195

pipe (l) symbol, 73

plans, dial. See dial plans

PLAR (Private Line Automatic
Ringdown), 129

platform services, 47
plus sign (+), 97, 118,374
PoE (Power over Ethernet), 23
policies, switch CoS trust, 303
policing traffic
class-based policers, 313-315
Frame Relay, 317

GTS (Generic Traffic Shaping),
316-317

traffic policer configuration, 315
policy-map command, 313
port command, 367
ports

CTI (computer telephony
integration), 197

digital voice ports

CCS (common channel
signaling), 349-354

ISDN (integrated services
digital nerwork), 349-350

overview, 348-349

TON (type of number),
354-355

multicast MOH (music on hold), 246

voicemail ports, 124
POST messages, 83-85
pound sign (#), 102, 130, 137
Power over Ethernet (PoE), 23, 65

PQ (priority queueing), 310

PRACK (Provisional Response
ACKnowledgement), 208, 339

prefix command, 375
prefix digits, 151-154, 375-376
Premium class, 171

preserve-codec mode (mid-call
signaling), 390

PRI (Primary Rate Interface)
commands, 352-354
overview, 128
PRI interface configuration, 353-354
T1 PRI configuration, 350-351

pri-group timeslots command, 354

Primary Rate Interface. See PRI
(Primary Rate Interface)

priority
PQ (priority queueing), 310
urgent priority, 131-132
priority command, 313

private branch exchange (PBX)
system, 48

Private Line Automatic Ringdown
(PLAR), 129

privileges, calling
CSS configuration, 179-180
device and line CSS, 177-179
dial plans, 107-108
overview, 169-170
partitions, 172-176
references, 180
sample implementation, 170-171
Profile Series, 60
Progress message (H.225), 345
propagation delay, 297
protocols

CAS (channel-associated signaling),
355-356



CUBE protocol interworking,
381-384

DHCP (Dynamic Host Configuration
Protocol), 11

DID (direct inward dialing),
357-360

DNS (Domain Name System), 12-13
H.323 protocol suite
call flow, 345-346

gateway configuration,
346-349

overview, 343-344
signaling messages, 344-345

ISDN (integrated services digital
network)

BRI (Basic Rate Interface),
350-353

CCS (common channel
signaling), 349-354

definition of, 349
ISDN-QSIG configuration, 354

PRI (Primary Rate Interface),
351-354

TON (rype of number),
354-355

LDAP (Lightweight Directory Access
Protocol)

attribute mapping, 71
authentication, 70-71
synchronization, 69-73

MGCP (Media Gateway Control
Protocol)

call flow, 333-334
call states, 331-333

gateway configuration,
334-336

overview, 164, 330-331

NFAS (non-facility associated
signaling), 356-357

QoS (quality of service)

NTP (Network Time Protocol),
10-11

SCCP (Skinny Client Control
Protocol), 124, 126

SIP (Session Initiation Protocol)
call flow, 340-341
components, 337-338

gateway configuration,
341-343

overview, 22, 116, 336-337
request methods, 338-339
responses, 339-340
TFTP (Trivial File Transfer Protocol),
7-9
Provisional Response

Acknowledgement (PRACK),
208,339

proxy servers (SIP), 338

PSTN (public switched telephone
network)

calling privileges, 170
signaling and media paths, 8-9

Q

QoS (quality of service)
bandwidth calculations
for Layer 2 overbead, 323-324
for video calls, 322-323
for voice calls, 321-322
classification and marking
definition of, 300

Layer 2 marking (CoS),
304-305

Layer 3 marking (ToS),
305-309

queueing, 310-313
trust boundaries, 301-304
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implementation, 300
Medianet
architecture, 317-318

QoS (qualiry of service),
319-321

MQC (Modular Quality of Service)
commands, 311-313

overview, 295

references, 325

single-site (campus) deployment, 23

sources of delay, 296-297

traffic policing and shaping
class-based policers, 313-315
Frame Relay, 317

GTS (Generic Traffic Shaping),
316-317

overview, 313-317

traffic policer configuration,
315

traffic types
call signaling traffic, 299
overview, 297-298
video traffic, 298-299
voice traffic, 298

quality of service. See QoS
(quality of service)

queueing
configuration, 210-211
as option after hunting, 208
overview, 206-208, 310-313
process, 208-210
queueing delay, 297

R

R1 dial peer configuration,
364-365

R2 dial peer configuration, 366

real-time interactive, 320

Real-Time Transport Protocol (RTP),
295

recording calls, 4
redirect servers (SIP), 338
redundancy

1:1 design, 35-36

2:1 design, 37-38

overview, 13-14, 33-35
references

call coverage, 212

call routing, 165

calling privileges, 180

Cisco TelePresence, 290

IOS voice gateways, 329, 359, 376

QoS (quality of service), 325

SRND (Solution Reference Network
Design Guidance), 217

REGISTER method, 339
registrar servers (SIP), 338
registration

SCCP phones, 64-66

SIP phones, 66—68
regular expressions, 370-374
rellxx disable command, 397

Release Complete message (H.225),
345

Rendezvous conferencing
Cisco TelePresence Conductor, 280
Cisco TelePresence Server, 271-274
overview, 220
reports, route plan, 134-135
requests
call routing requests, 123-124

SIP (Session Initiation Protocol),
338-339

resolution of IP addresses, 12-13



resources, media. See media resources
responses (SIP), 339-340

restarting network services, 46
RestartInProgress (RSIP), 332

restore services, 7, 47

restriction, class of. See COR (class of
restriction)

round-trip time (RTT), 296
route filters, 139-141
route groups
circular distribution, 142
configuration, 143-144
local route groups, 144-146
overview, 105
top-down distribution, 142
route lists, 105, 141-142
route patterns, 105, 136-138
route plan reports, 134-135

router configuration (CUBE),
390-393

routing. See call routing
RQNT (NotificationRequest), 331
RSIP (RestartInProgress), 332

RTP (Real-Time Transport Protocol),
295

rtp-ssrc multiplex command, 396
rules, voice translation
configuration, 371-373
regular expressions, 370-374

S

SANs (Storage Area Networks), 45
SBD (Security by Default), 85-87
scavenger service, 321

SCCP (Skinny Client Control
Protocol), 64-66, 124, 126,218

service parameters (CUCM)

sccp ccm group command, 226
sccp command, 226

sccp local command, 226
scheduled video conferencing, 220
Secure HTTP (HTTPS), 85-87
Secure SIP (SIPS), 337

Secure-Service URL field (IP Phone
services), 79

Securing Cisco IP Telepbony
Networks, 32, 225,228

security
IP phone services, 85-87
Secure HTTP (HTTPS), 85-87
Secure SIP (SIPS), 337
Security by Default (SBD), 85-87
security services, 47
Security by Default (SBD), 85-87
security services, 47
selection, path, 104-105
serialization delay, 297
server load balancing (SLB), 87

servers. See SIP (Session Initiation
Protocol); TelePresence Server

service, class of. See CoS (class of
service)

service, quality of. See QoS (quality
of service)

service, type of. See ToS (type of
service)

Service Category field
(IP Phone services), 80

Service Description field
(IP Phone services), 79

Service Information field
(IP Phone services), 78

Service Name field (IP Phone
services), 78

service parameters (CUCM), 52-53
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Service Type field (IP Phone
services), 80

Service URL field (IP Phone
services), 79

Service Vendor field (IP Phone
services), 80

Service Version field (IP Phone
services), 80

service-policy command, 313
services

CUCM (Cisco Unified
Communications Manager)

configuration, 45-48

DHCP (Dynamic Host
Configuration Prorocol), 11

DNS (Domain Name System),
12-13

enterprise parameters, 50-51

NTP (Network Time Protocol),
10-11

service parameters, 52-53
services usage, 9-10

TFTP (Trivial File Transfer
Prorocol), 7-9

IP phone services
configurarion, 78-81
deployment, 85-87
overview, 77-78
phone service-initiated, 83-85
phone-initiated, 83-85

SBD (Security by Default),
85-87

user-initiated, 82-83

Session Initiation Protocol. See SIP
(Session Initiation Protocol)

session protocol sipv2 command,
343

session target command, 367
session transport tcp command, 343

settings. See configuration

Setup Acknowledge message (H.225),
345

Setup message (H.225), 345
shaping traffic
class-based policers, 313-315
Frame Relay, 317

GTS (Generic Traffic Shaping),
316-317

traffic policer configuration, 315
shared lines, 185
show call active voice command, 360

show call history voice command,
360

show controllers command, 360
show dial-peer cor command, 380
show running-config command, 360

show voice call summary command,
360

show voice dsp command, 360
show voice port command, 360
signaling protocols

CAS (channel-associated signaling),
355-356

device control, 6
DID (direct inward dialing), 357-360
H.323 protocol suite

call flow, 345-346

gateway configuration,
346-349

overview, 343-344
signaling messages, 344-345

ISDN (integrated services digital
network)
BRI (Basic Rate Interface),
350-353

CCS (common channel
signaling), 349-354



Suppress Music on Hold to Conference Bridge parameter

definition of, 349
ISDN-QSIG configuration, 354

PRI (Primary Rate Interface),
351-354

TON (type of number),
354-355

media paths, 7-9

MGCP (Media Gateway Control
Protocol)

call flow, 333-334
call states, 331-333

gateway configuration,
334-336

overview, 330-331

NFAS (non-facility associated
signaling), 356-357

overview, 329

SIP (Session Initiation Protocol)
call flow, 340-341
components, 337-338

gateway configuration,
341-343

overview, 336-337
request methods, 338-339
responses, 339-340
voice/video, 320
significant digits, 150-151

Simple Object Access Protocol
(SOAP) services, 47

single-site (campus) deployment
benefits of, 23
clusters, 21-22
definition of, 13
design guidelines, 23
illustrated, 20

SIP (Session Initiation Protocol)

boot-up and registration process,
66-68

call flow, 340-341
components, 337-338
gateway configuration, 341-343
numbering plan types and, 164
overview, 22, 116, 336-337
request methods, 338-339
responses, 339-340
SIPS (Secure SIP), 337

SIPS (Secure SIP), 337

Skinny Client Control Protocol. See
SCCP (Skinny Client Control
Protocol)

SLB (server load balancing), 87

SOAP (Simple Object Access
Protocol) services, 47

social networking, 4
SocialMiner, 3-4
software clients, 62-63

Solution Reference Network Design
Guidance (SRND), 217

specification-based hardware option
(CUCM), 45

sqitchport priority extend cos policy,
303

sqitchport priority extend trust
policy, 303

SRND (Solution Reference Network
Design Guidance), 217

SRST (Unified Survivable Remote Site
Telephony), 25

starting network services, 46

Status Inquiry message (H.225), 345

Status message (H.225), 345

stopping network services, 46

Storage Area Networks (SANs), 45

stripping digits, 374-375

Suppress Music on Hold to
Conference Bridge parameter, 228
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switches. See CSS (Content Services
Switch)

SX Series, 60

synchronization (LDAP)
attribute mapping, 71-73
DirSync, 69-70

system services, 47

T

T wildcard, 373
T1 port

definition of, 349

T1 CAS configuration, 354

T1 PRI configuration, 351-352
T302 Timer parameter, 52
tables (call routing)

entries, 124-125

requests, 123-124
Tag Control Information (TCI), 304
Tag Protocol ID (TPID), 304
tail-end hop-off (TEHO), 27, 100
targets (call routing), 124-125
TCI (Tag Control Information), 304
TDM (time division multiplexing), 38
TEHO (tail-end hop-off), 27, 100
TelePresence, 3
TelePresence Conductor

Ad Hoc or Meet-Me call flow, 279

Cisco TelePresence Server

configuration, 281-282
configuration, 282-287
CUCM (Cisco Unified

Communications Manager)
configuration, 287-289

features, 277
integrating with CUCM, 277-278

licensing, 276

overview, 274-275

references, 290

rendezvous call flow, 280
TelePresence integration solutions, 60
TelePresence MSE 8000 series

Cisco TelePresence ISDN GW MSE
8321 blade, 265-266

Cisco TelePresence MCU MSE 8510
blade, 264-265

Cisco TelePresence Serial MSE 8330
blade, 267

feature blade configuration, 267
overview, 260-261

TelePresence MSE 8000 chassis,
261-262

TelePresence Server MSE 8710 blade,
262-263

TelePresence Server
features, 269-270
integrating with CUCM

Cisco TelePresence Server
configuration, 272-273

CUCM configuration, 273-274
overview, 270
rendezvous call flow, 271-274
licensing, 268-269
overview, 268

TelePresence Server MSE 8710 blade,
262-263

TelePresence System 1100, 60

templates, OVA (Open Virtualization
Archive), 36

Tested Reference Configuration
(TRC), 44

TFTP (Trivial File Transfer Protocol),
7-9

time division multiplexing (TDM), 38



token-bucket system, 315
TON (type of number), 354-355
top-down distribution, 142, 197

ToS (type of service), Layer 3
marking

DSCP (Differentiated Services Code
Point), 307-309

IP Precedence, 305-306
overview, 304-305
QoS baseline, 309
TPID (Tag Protocol ID), 304
traffic
bandwidth calculations
for Layer 2 overbead, 323-324
for video calls, 322-323
for voice calls, 321-322
call signaling traffic, 299
Medianet
architecture, 317-318

QoS (quality of service),
319-321

overview, 297-298

policing and shaping
class-based policers, 313-315
Frame Relay, 317

GTS (Generic Traffic Shaping),
316-317

traffic policer configuration,
315

video traffic, 298-299

voice traffic, 298
transactional data, 320
transcoding

configuration, 231-232

overview, 230-231
transformation masks, 154-156
transformation patterns

UAs (user agents)

CSS (Content Services Switch),
158-160

use cases, 160-164
translation patterns, 123, 156-158
Transport Layer Security (TLS), 87

TRC (Tested Reference
Configuration), 44

Trivial File Transfer Protocol (TFTP),
7-9

TRPs (Trusted Relay Points)
configuration, 252-253
overview, 251-252

trunks
definition of, 105
incoming call support, 164
overview, 123

trust boundaries, 301-304

Trust Verification Service (TVS), 85

trusted devices, 301

Trusted Relay Points. See TRPs
(Trusted Relay Points)

TSL (Transport Layer Security), 87
TVS (Trust Verification Service), 85
two-stage dialing, 118, 357

type of number (TON), 354-355

type of service (ToS), Layer 3
marking

DSCP (Differentiated Services Code
Point), 307-309

IP Precedence, 305-306
overview, 304-305
QoS baseline, 309

U

UAC:s (user agent clients), 338
UAS (user agent servers), 338
UAs (user agents), 338
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UC (unified communication)
endpoints, 12

UCCE (Cisco Unified Contact Center
Enterprise), 3-4, 209

UCCX (Cisco Unified Contact Center
Express), 3-4, 209

UN (Unsolicited Notify), 337

unicast MOH (music on hold)
compared to multicast, 238-241
configuration, 242-245

Unified Border Element. See CUBE
(Cisco Unified Border Element)

unified communication (UC)
endpoints, 12

Unified Contact Center Enterprise
(UCCE), 3-4, 209

Unified Contact Center Express
(UCCX), 3-4, 209

Unified Survivable Remote Site
Telephony (SRST), 25

Uniform Resource Identifier (URI)
addressing. See URI (uniform
resource identifier) addressing

Unity Connection, 3
Unsolicited Notify (UN), 337
untrusted devices, 301
urgent priority, 131-132

URI (uniform resource identifier)
addressing

design, 96

dialing, 8

directory URIs, 119-120, 124

overview, 8, 119-120
user accounts (CUCM), 68-69
user agent clients (UACs), 338
user agent servers (UAS), 338
user agents (UAs), 338

user dialing habits, dial plan design
and, 99

user experience, 4
User Search Limit parameters, 51

user-initiated IP phone services,
82-83

'

variable-length patterns, interdigit
timeout and, 130

verification

conference bridge configuration,
227-228

COR (class of restriction), 380
video conferencing
Cisco TelePresence Conductor

Ad Hoc or Meet-Me call flow,
279

Cisco TelePresence Server
configurarion, 281-282

configuration, 282-287

CUCM (Cisco Unified
Communications Manager)
configurarion, 287-289

features, 277

integrating with CUCM,
277-278

licensing, 276

overview, 274-275

references, 290

rendezvous call flow, 280
Cisco TelePresence MSE 8000 series

Cisco TelePresence ISDN GW
MSE 8321 blade, 265-266

Cisco TelePresence MCU MSE
8510 blade, 264-265

Cisco TelePresence Serial MSE
8330 blade, 267

feature blade configuration, 267
overview, 260-261



TelePresence MSE 8000
chassis, 261-262

TelePresence Server MSE 8710
blade, 262-263

Cisco TelePresence Server
features, 269-270

integrating with CUCM,
270-274

licensing, 268-269

overview, 268

references, 290

rendezvous call flow, 271-274
conference bridge configuration

commands, 226-227

CUCM service parameters,
228-229

Meer-Me conference settings,
229

sample IOS router
configuration, 223-226

verification, 227-228
media resources

Cisco Guaranteed Audio Video
Conference Bridge, 223

Cisco I0S beterogeneous video
conference bridge, 222-223
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