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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

m  Boldface indicates commands and keywords that are entered literally, as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

m Italics indicate arguments for which you supply actual values.

m  Vertical bars () separate alternative, mutually exclusive elements.
m  Square brackets [ ] indicate optional elements.

m  Braces {} indicate a required choice.

m  Braces within brackets [{ }] indicate a required choice within an optional element.
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Introduction

Welcome to the world of Cisco Career Certifications and the CCNP-Security.
Moreover, welcome to the world of access control. Technology continues to evolve the
way we do business, the types of devices that we use, the new threat vectors, and how
we protect our valued assets. Through all these changes, organizations need intelligent
solutions to enforce corporate policy in the access technologies that are deployed.

This book is designed to help you prepare for the Cisco CCNP Security 300-208 SISAS
(Implementing Cisco Secure Access Solutions) certification exam, which is one of the
four required exams to achieve the Cisco CCNP Security.

Goals and Methods

This book will help the reader understand, design, and deploy Cisco’s Secure Unified
Access system. This system will combine 802.1X, profiling, posture assessments, device
onboarding, and guest lifecycle management.

The reader will learn all the items that make up the SISAS 300-208 exam blueprint in a
realistic method using building blocks of information. Each chapter builds on the knowl-
edge learned in the previous chapters.

How This Book Is Organized

Although you could read this book cover-to-cover, it is designed to be flexible and
allow you to easily move between chapters and sections of chapters to cover only the
material you need. If you do intend to read them all, the order in which they are pre-
sented is an excellent sequence.

Chapters 1-23 cover the following topics:

m  Chapter 1, “CCNP Security Certification,” discusses the CCNP security certifica-
tion with an overview and the contents of the SISAS 300-208 exam. It includes a
discussion on how to take the SISAS exam and the exam’s format. Additionally, fea-
tures of the book and exam preparation methods are covered.

m  Chapter 2, “Fundamentals of AAA,” builds a strong foundation for the concepts
of authentication, authorization, and accounting (AAA). Comparisons and examples
of the current AAA technologies and purposes are provided.

m  Chapter 3, “Identity Management,” covers the many identity sources and how they
work as related to secure network access.

m  Chapter 4, “EAP over LAN (also Known as 802.1X),” discusses the IEEE standard
for port-based network access control, its history, its progression, and the current
state of the art.

m  Chapter 5, “Non-802.1X Authentications,” details MAC authentication bypass
(MAB) and the various types of web authentications. This chapter strengthens the
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foundation built in the first four chapters and is reinforced by Chapters 6, 12,
and 13.

Chapter 6, “Introduction to Advanced Concepts,” builds on the strong foundation
and starts to expand the reader’s knowledge base with an introduction into tech-
nologies such as profiling, posture, and BYOD.

Chapter 7, “Cisco Identity Services Engine Architecture,” discusses the design of
Cisco ISE, personas, and general deployment model.

Chapter 8, “A Guided Tour of the Cisco ISE Graphical User Interface,” walks
the reader through the many screens that make up the Cisco ISE graphical user
interface.

Chapter 9, “Initial Configuration of Cisco ISE,” guides the reader step-by-step
through the bootstrapping and initial setup of Cisco ISE.

Chapter 10, “Authentication Policies,” discusses the aspects of authentication
policies, authentication methods, protocols, conditions, and results. The reader will
learn about accessing the identity sources described in Chapter 3 to verify and vali-
date the identity of the user or device attempting network access.

Chapter 11, “Authorization Policies,” discusses the aspects of authorization poli-
cies, attribute sources, conditions, and results. The reader will learn about leveraging
the identity learned in Chapter 11, accessing attributes of that identity, and utilizing
those attributes to form the access control decision.

Chapter 12, “Implement Wired and Wireless Authentication,” discusses the
enabling of 802.1X and non-dot1x authentication and configuring the authorization
policy to send the appropriate results.

Chapter 13, “Web Authentication,” builds on the knowledge obtained in
Chapter 5; this chapter puts the various web authentication mechanisms into play in
the network access policies.

Chapter 14, “Deploying Guest Services,” discusses extending the authentication
and authorization policies with guest lifecycle services, including sponsored and
self-registering guests.

Chapter 15, “Profiling,” discusses the network configuration and ISE configuration
related to profiling and profile data collection. Additionally, the chapter focuses on
the profiling feed service and profile policies themselves.

Chapter 16, “Certificate-Based Authentications,” discusses the use of end-entity
certificates for authentication with EAP-Transport Layer Security (EAP-TLS). X.509
certificates, the signing of certificates, as well as the authentication process are
examined in detail.

Chapter 17, “Bring Your Own Device,” discusses the use of personal devices on
the corporate network, differentiating between corporate and personal devices, and
the onboarding of devices with Native Supplicant Provisioning (NSP). The ISE poli-
cies as well as the network device configuration are examined in detail.



Chapter 18, “TrustSec and MACSec,” discusses the concepts and use of security
group tags (SGTs), as well as the classification, propagation, and enforcement of
those SGTs.

Chapter 19, “Posture Assessment,” discusses endpoint compliance checking, the
agents, and provisioning of the agents. The chapter dives into the posture policies
themselves and integrating posture to the authorization policy.

Chapter 20, “Deploying Safely,” examines a phased deployment approach that

enables the administrator to implement ISE in the network environment in a safe
and staged method using Monitor-Mode before moving a switch or location into
Low-Impact Mode or Closed Mode.

Chapter 21, “ISE Scale and High Availability,” describes how to configure ISE
nodes in a distributed environment, installing ISE patches, using node groups, pro-
motion of secondary to primary roles, and an introduction to the load-balancing of
ISE PSNs.

Chapter 22, “Troubleshooting Tools,” extends the validation and troubleshooting
lessons learned throughout the book by describing and discussing the many trouble-
shooting tools within ISE and the network devices themselves.

Chapter 23, “Final Preparation,” discusses the ways in which to prepare for the
exam, from study methods to what to expect on exam day.
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This chapter covers the following exam topics:

m  Describe Identity Store Options (i.e., LDAP, AD,
PKI, OTP, Smart Card, local)

m  Implement Wired/Wireless 802.1X
m  EAP Types
m  Implement MAB

m Describe the MAB Process Within an 802.1X
Framework

m ISE Authentication/Authorization Policies

m  ISE Endpoint Identity Configuration




CHAPTER 10

Authentication Policies

An authentication is simply the validating of a credential. It is an important step in the
process of performing any sort of secure network access control. When thinking about
authentication, it often helps to relate the topic to something that occurs within your
day-to-day life

Consider when a highway patrol officer has a driver pull his car over to the side of the
road. The officer will walk up to the driver’s window and ask for his driver’s license and
proof of insurance (at least that is what happens in the United States). The driver will
hopefully hand over these documents for the officer to inspect.

The officer should examine the driver’s license and determine whether it appears to

be real. The hologram and watermarks in the driver’s license are there, so it appears

to be real. The picture on the license looks like the driver who handed over the license.
The license hasn’t expired. After going back to the squad car, the officer will perform
a lookup into the Department of Motor Vehicles database to determine whether the
license has been suspended.

All checks have passed. This is a valid ID. The “authentication” was successful.

Authentication policies have a few goals. They drop traffic that isn’t allowed and prevent
it from taking up any more processing power (the officer would immediately reject a
library card because that is not an allowed form of ID for a driver). The policy will route
authentication requests to the correct identity store (North Carolina DMV, or New York
DMV, and so on and so on); validate the identity (was this a valid license for that driver);
and finally “pass” successful authentications over to the authorization policy (was the
driver allowed to exceed the speed limit and run other drivers off the road).

When thinking about authentication for network access, it often helps to relate the topic
to an example such as this one, where it is something that occurs within your day-to-day
life. Typically, the goals are similar, and it helps to understand the difference between
authentication and authorization.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz enables you to assess whether you should read
this entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you
are in doubt about your answers to these questions or your own assessment of your
knowledge of the topics, read the entire chapter. Table 10-1 lists the major headings in
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this chapter and their corresponding “Do I Know This Already?” quiz questions. You can
find the answers in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes.”

Table 10-1  “Do I Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Describe Identity Store Options 6
Implement Wired/Wireless 802.1X 6-7

AV Pairs 7-8

EAP Types 2
Implement MAB 1,4
Describe the MAB Process Within an 802.1X Framework 1

ISE Authentication/Authorization Policies 3,5,9-10

Caution The goal of self-assessment is to gauge your mastery of the topics in this chap-
ter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark that question as wrong for purposes of the self-assessment. Giving your-
self credit for an answer you correctly guess skews your self-assessment results and might
provide you with a false sense of security.

1. Which of the following is required to perform MAB from a Cisco network device?

a. The RADIUS packet must have the service-type Set to login and the
called-station-id populated with the MAC address of the endpoint.

b. The RADIUS packet must have the service-type set to call-check and the
calling-station-id populated with the MAC address of the endpoint.

c. The RADIUS packet must have the service-type Set to call-check and the
called-station-id populated with the MAC address of the endpoint

d. The RADIUS packet must have the service-type Set to login and the
calling-station-id populated with the MAC address of the endpoint

2. Which EAP type is capable of performing EAP chaining?

a. PEAP

b. EAP-FAST
c. EAP-TLS
d. EAP-MD5
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Which of the following choices are purposes of an authentication policy?

a. To permit or deny access to the network based on the incoming authentication
request

b. To apply access control filters, such as dACL or security group tags (SGTs), to
the network device to limit traffic

c. To drop requests using an incorrect authentication method, route authentica-
tion requests to the correct identity store, validate the identity, and “pass” suc-
cessful authentications over to the authorization policy

d. To terminate encrypted tunnels for purposes of remote access into the network

True or False? You must select Detect PAP as Host Lookup to enable MAB requests
for Cisco nNetwork devices.

a. True

b. False

True or False? Policy conditions from attribute dictionaries can be saved as condi-
tions inline while building authentication policies.

a. True

b. False

Which method will work effectively to allow a different Identity store to be
selected for each EAP type used?

a. This is not possible because the first rule to match 802.1X will be used and no
further rules can be used.

b. Create one authentication rule that matches a service type framed for each
of the EAP protocols. Each authentication rule should have one subrule that
matches the EapAuthentication (such as EAP-TLS, EAP-FAST, and so on).

c. This is only possible for the main EAP types. If there is an inner method of
EAP-MSCHAPv2 with PEAP, it must be sent to the same identity store as the
EAP-MSCHAPv2 inner method of EAP-FAST.

d. Create one sub-rule for each EAP type under the default 802.1X authentication
rule that points to the appropriate identity store per rule.

Which RADIUS attribute is used to match the SSID?
calling-station-ID

a
b. source-wireless-ssip

o

framed-station-ID

e

called-station-ID

235
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8.

10.

Which RADIUS attribute contains the MAC address of the endpoint?
a. calling-station-ID

b. source-wireless-ssiD

C. framed-station-ID

d. called-station-ID

What is the purpose of the continue option of an authentication rule?

a. The continue option is used to send an authentication down the list of rules in
an authentication policy until there is a match.

b. The continue option sends an authentication to the next sub-rule within the
same authentication rule.

c. The continue option is used to send an authentication to the authorization
policy, even if the authentication was not successful.

d. The continue option will send an authentication to the selected identity store.

True or False? The Drop option for an authentication rule will allow ISE to act as if
it were not “alive” so the network device will no longer send authentication requests
to that ISE server.

a. True

b. False
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Foundation Topics

The Relationship Between Authentication and
Authorization

What is authentication, and what is authorization? Many IT professionals, especially
those with wireless backgrounds (versus those with a security background), will tend

to confuse these terms and what they actually do. Wireless was really the first place in
the network where 802.1X took hold and is still the most prevalent use case of 802.1X
authentication. With that in mind, the vast majority of wireless environments would pro-
vide a user with full network access as long as their usernames and passwords were cor-
rect (meaning that authentication was successful).

An authentication is simply the validating of credentials. If you were to go into a bank

and request a withdrawal from an account, the teller would ask for your ID. You would _'Fey_
pass your driver’s license to the teller, and she would look the license over, going opie
through a checklist of sorts:

m Is the license from a recognized authority (one of the United States or a
military ID)?

m  Does the picture on the ID look like the person in front of the teller?

Let’s say for conversation’s sake that you handed her a valid ID (authentication was suc-
cessful). Does that mean you are entitled to the money you asked for?

The next step for the bank teller would be to check the account and ensure that the per-
son requesting the withdrawal is entitled to complete that transaction. Perhaps you are
allowed to withdraw up to $1,000 but no more. This is the process of authorization. Just
having a successful authentication does not prove entitlement.

This is why most of the time expended working within a product like Cisco ISE is spent
setting up and tuning the authorization policy. Authorization is where the bulk of the
decisions are made.

Authentication Policy

Authentication policies are the first opportunity for Cisco ISE to interact with the
RADIUS Access-Request coming from the network access device (NAD). The authen-
tication policy has very specific goals, but ultimately the main goal is to process the
authentication request quickly so it can be dropped (if invalid), denied immediately if
the credentials were incorrect, or forwarded to be run through the authorization policies
(if successful).
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Goals of an Authentication Policy
Authentication policies have a few goals:

1. Drop traffic that isn’t allowed and prevent it from taking up any more processing
power.

2. Route authentication requests to the correct identity store—sometimes called a
policy information point (PIP).

3. Validate the identity.

4. Pass successful authentications over to the authorization policy.

Goal 1—Accept Only Allowed Protocols

By default, ISE will allow nearly all supported authentication protocols; however, it
would behoove the organization to lock this down to only the ones that are expected
and supported. This serves a few purposes: It keeps the load on the Policy Service Nodes
down and uses the authentication protocol to help choose the right identity store. For
example, think of a corporation that wants to support only EAP-TLS for its corporate
SSID. When an authentication comes in for a device attempting to join the corporate
SSID, the allowed protocols could be set to allow only EAP-TLS and not waste time pro-
cessing PEAP requests from device that are not configured with a certificate.

Keep in mind that a company is best served to have its security policy dictate which
authentication protocols meet the security requirements of the organization. This is
where the less secure protocols can be disabled, ensuring that any protocol that is more
easily compromised is shut off.

Allowing only certain protocols defines which set of protocols should be permitted as
well as the specific tuning of those protocols. For example, EAP-FAST can be in the
allowed protocol list, but it also configures the options for EAP-FAST such as whether
to allow in-band PAC provisioning or to use EAP chaining.

Goal 2—Select the Correct Identity Store

After the authentication has been accepted, ISE must make an identity store selection
decision; you can even consider it to be an identity routing decision. Based on the attri-
butes of an incoming authentication, it must determine which identity store should be
used. Obviously, if a certificate is being presented, ISE should not try to validate that
certificate against the internal user database that is expecting usernames and passwords.

If your company has multiple lines of business, it can also have more than one Active
Directory (AD) domain or more than one LDAP store. Using attributes in the authentica-
tion request, you can pick the correct domain or LDAP store.
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Goal 3—Validate the Identity

After the correct identity store has been identified, ISE must make sure the credentials
are valid. In the case of password-based authentications, it must determine whether:

m  The username is valid.

m  The user’s password matches what is in the Directory Store.
For certificate-based authentications, it must determine whether:

m  The digital certificate has been issued and signed by a trusted certificate
authority (CA).

m  The certificate has expired (checks both the start and end dates).
m  The certificate has been revoked.
m  The client has provided proof of possession.

m  The certificate presented has the correct key usage, critical extensions, and
extended key usage values present.

Goal 4—Pass the Request to the Authorization Policy

If the authentication failed, the policy can reject the request without wasting the CPU
cycles comparing the request to the authorization policy. Also, if the request did not
match any of the configured rules, should we send a reject message? However, when the
request passes authentication, it is now time for the hand-off to the authorization policy.

Understanding Authentication Policies

Now that you understand the four main responsibilities of the authentication policy,
it will be easier to understand why you are doing the things we are introducing in this
section.

To understand authentication policies even more, we will now examine a few.

From the ISE GUI, navigate to Policy > Authentication. You will notice the default rules
as displayed in Figure 10-1. Basic authentication policy rules are logically organized in
this manner:

IF conditions THEN ALLOW PROTCOLS IN LIST AllowedProtocolList
AND CHECK THE IDENTITY STORE IN LIST IdentityStore

Rules are processed in a top-down, first-match order, just like a firewall policy. So if the
conditions do not match, the authentication will be compared to the next rule in the

policy.
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Figure 10-1 Default authentication policy.

As shown in Figure 10-1, ISE is preconfigured with a default rule for MAC
Authentication Bypass (MAB). MAB is used for a number of things, such as allowing
nonauthenticating endpoints onto the network, guest access, BYOD, and more, that will
be covered in further chapters. For now, we are going to use this rule to dig into authen-
tication rules and how they work. If you have a live ISE system, it can help to follow
along with the text.

Figure 10-2 demonstrates the MAB rule in flow chart format.

Wired_MAB
Or
Wireless_MAB

Allow only these
protocols

Internal
Endpoints

| |

Authentication
Success? OG(;-TO
. 1ons
(MAC known) o

Go To
Authorization

Figure 10-2 MAB rule flow chart.
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Conditions

The conditions of this rule state, “If the authentication request is Wired MAB or
Wireless MAB, it will match this rule.” We can expand these conditions by mousing
over the conditions and clicking the target icon that appears or by looking directly at the
authentication conditions. Here’s how:

Step 1.  Navigate to Policy > Policy Elements > Conditions > Authentication >
Compound Conditions.

Step 2.  Select Wired MAB.

As shown in Figure 10-3, Wired MAB is looking for the RADIUS
Service-Type tO be call-check and the NAS-Port-Type tO be Ethernet. This
combination of attributes from the RADIUS authentication packet tells
ISE that it is a MABs (Service-type = Call-check) request from a switch
(NAS-Port-Type = Ethernet).

Authentication Compound Condition List > Wired_MAB

Authentication Compound Conditions
= Name| Wired_MAB |

A condition to match MAC Authentication Bypass service requests from Cisco Catalyst Switches
Description
Condition Name Expression AND
[Radius:Service-Type L) | [ Equals ~| [call Cheek ~|
v [Radius:NAS-PortT... O | [Equals | [Ethernet |
e JEEN

Figure 10-3 Wired_MAB condition.

Figure 10-4 highlights these key attributes in a packet capture of the MAB
authentication request.
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800 [\ TCPDump.pcap [Wireshark 1.8.2 (§

Eile Edit View Co Capture Analyze Statistics Telephony Tools Internals Help

Beded sEXSE AaeswT i [EE
_Filter: |radius _ _ j Expression... Clea_r___ Apply|
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< Radius Protocol
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0010
0020
0020
0040

O 7| Frame (frame), 290 bytes {| Packets: 252 Displayed: 36 Marked: 0 Load time:

Figure 10-4 Packet capture of wired MAB.

Step 3. Navigate back to Policy > Policy Elements > Conditions > Authentication >
Compound Conditions.

Step 4. Sclect Wireless MAB.
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Authentication Compound Condition List > Wireless_MAB
Authentication Compound Conditions
* Name| Wireless_MAB |
A condition to match MAC Authentication Bypass service requests from Cisco Wireless LAN Controller

Description
Condition Name Expression
‘Rad\us:Sewice-Type | |Equals v| |CaHCheck v|
. ‘Rad\us:NAS-Port-'E.. | | Equals v| |W|rele55 =1 v|
B et |

Figure 10-5 Wireless_ MAB condition.

As shown in Figure 10-5, Wireless MAB is similar. However, it uses a NAS-Port-Type of
Wireless - IEEE 802.11. This combination of attributes from the RADIUS authentication
packet tells ISE that it is a MAB request from a wireless device.

Allowed Protocols

After the conditions are matched, the rule now dictates which authentication protocols
are permitted. Looking at the predefined MAB rule, this rule uses the Default Network
Access list of allowed protocols (which is almost every supported authentication proto-
col). You can create multiple allowed protocols list, using a different one in each authen-
tication policy rule.

Let’s examine the default allowed protocols. From the ISE GUI, do the following:

Step 1.  Navigate to Policy > Policy Elements > Results > Authentication > Allowed
Protocols.

Step 2.  Select Default Network Access.

As Figure 10-6 shows, the list of supported protocols and their options is very extensive. .

This default list is inclusive with the intention of making deployments work easily for _'%‘Vic
customers, but security best practice is to lock this down to only the protocols needed ™, P

for that rule. Be sure to elect the protocols that are consistent with your corporate
security policy, ensuring that the most secure protocol is chosen for each particular
application.
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Allowed Protocols Services List > Default Network Access
Allowed Protocols

Name | pefault Network Access
Description

Default Allowed Protocol Service

* Allowed Protocols

Process Host Lookup
Authentication Protocols
- Allow PAP/ASCI

Detect PAP as Host Lookup
] Allow CHAP

Delect CHAP as Host Lookup
Allow MS-CHAPv1
Allow MS-CHAPvZ
Allow EAP-MD5

gO0O

Detect EAP-MD5 as Host Lookup
Allow EAP-TLS
Aliow LEAP
Aliow PEAP

HOE

PEAP Inner Methods
Allow EAP-MS-CHAPv2

Allow Password Change Relfi&cm (Valid Range 0 1o 3)
Allow EAP-GTC
Allow Password Change Reln'es (Valid Range 0 to 3)
Allow EAP-TLS
- Allow EAP-FAST

EAP-FAST Inner Methods
Allaw EAP-MS-CHAPY2

Allow Password Change Retries (Valid Range 1 to 3)
Allow EAP-GTC

Allow Password Change Retries (valid Range 1 te 3)
Allow EAP-TLS
(8) Use PACs () Don't Use PACs

Tunnel PAC Time To Live Days v

Proactive PAC update will occur after % of PAC Time To Live has expired
Allow Anonymous In-Band PAC Provisioning
Allow Authenticated In-Band PAC Provisioning

Server Returns Access Accept After Authenticated Provisioning

[] Accept Client Certificate For Provisioning

Allow Machine Authentication

Machine PAC Time To Live Weeks | ~

Enable Staleless Session Resume

Figure 10-6 Defaulr network access.

Let’s examine the main authentication (most common) protocols and their uses, so you
will be able to create a more specific list of allowed protocols for your deployment. We
will follow Figure 10-6, from top down:

m  PAP—Password Authentication Protocol. Username is sent in the clear; password is
optionally encrypted. PAP is normally used with MAB, and some devices use PAP
for web authentications. We recommend you enable this for the MAB rule only
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and disable PAP for any authentication rules for real authentications. The check box
for Detect PAP as Host Lookup enables PAP authentications to access the Internal
Endpoints Database. Without this check box selected, MAB would not work.

m  CHAP—Challenge Handshake Authentication Protocol. Usernames and pass-
words are encrypted using a challenge sent from the server. Challenge Handshake
Authentication Protocol (CHAP) is not often used with network access; however,
some vendors will send MAB using CHAP instead of PAP. The check box for
Detect CHAP as Host Lookup enables CHAP authentications to access the Internal
Endpoints Database. Without this check box selected, MAB would not work.

Extensible Authentication Protocol Types

Extensible Authentication Protocol (EAP) is an authentication framework providing for
the transport and usage of identity credentials. EAP encapsulates the usernames, pass-
words, and certificates that a client is sending for purposes of authentication. There are
many EAP types, each one with its own benefit and downside. As an interesting side
note, 802.1X defines EAP over LAN. Here are the variations:

m  EAP-MDS5—Uses a message digest algorithm to hide the credentials in a HASH.
The HASH is sent to the server where it is compared to a local hash to see whether
the credentials were accurate. However, EAP-MD?5 does not have a mechanism for
mutual authentication. That means the server is validating the client, but the client
does not authenticate the server (that is, it does not check to see whether it should
trust the server). EAP-MDS5 is common on some IP phones, and it is also possible
that some switches will send MAB requests within EAP-MD5.

The check box for Detect EAP-MD5 as Host Lookup enables EAP-MD5 authenti-
cations to access the Internal Endpoints Database. Without this check box selected,
MAB would not work.

m  EAP-TLS—An EAP type that uses Transport Layer Security (TLS) to provide the
secure identity transaction. This is similar to SSL and the way encryption is formed
between your web browser and a secure website. EAP-TLS is considered universally
supported. EAP-TLS uses X.509 certificates and provides the ability to support
mutual authentication, where the client must trust the server’s certificate, and vice
versa. It is considered among the most secure EAP types because password capture
is not an option; the endpoint must still have the private key. EAP-TLS is quickly
becoming the EAP type of choice when supporting BYOD in the Enterprise.

Tunneled EAP Types

The previously mentioned EAP types transmit their credentials immediately. These next
two EAP types form encrypted tunnels first and then transmit the credentials within the
tunnel. Figure 10-7 illustrates the tunneled EAP.
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RADIUS

TLS Tunnel EAP Authentication
(outer method) (inner method)

Figure 10-7 Tunneled EAP types (PEAP and FAST).

PEAP—Protected EAP. Originally proposed by Microsoft, this EAP tunnel type has
quickly become the most popular and widely deployed EAP method in the world.
PEAP forms a potentially encrypted TLS tunnel between the client and server

using the x.509 certificate on the server in much the same way the SSL tunnel is
established between a web browser and a secure website. After the tunnel has been
formed, PEAP uses another EAP type as an inner method authenticating the client
using EAP within the outer tunnel.

m  EAP-MSCHAPv2—Using this inner method, the client’s credentials are sent to
the server encrypted within an MSCHAPV2 session. This is the most common
inner method because it enables simple transmission of usernames and pass-
words, or even computer names and computer passwords to the RADIUS server,
which in turn will authenticate them to Active Directory.

m  EAP-GTC—EAP-Generic Token Card (GTC). This inner method was created
by Cisco as an alternative to MSCHAPv2 that allows generic authentications to
virtually any identity store, including one-time-password (OTP) token servers,
LDAP, Novell E-Directory, and more.

m  EAP-TLS—While rarely used and not widely known, PEAP is capable of using
EAP-TLS as an inner method.

EAP-FAST—Flexible Authentication via Secure Tunnel (FAST) is similar to PEAP.
FAST was created by Cisco as an alternative to PEAP that allows for faster reau-
thentications and support for faster wireless roaming. Just like PEAP, FAST forms

a TLS outer tunnel and then transmits the client credentials within that TLS tunnel.
Where FAST differs from the PEAP is the ability to use protected access credentials
(PACs). A PAC can be thought of like a secure cookie, stored locally on the host as
proof of a successful authentication.

m  EAP-MSCHAPv2—Using this inner method, the client’s credentials are sent to
the server encrypted within an MSCHAPv2 session. This is the most common
inner method because it enables simple transmission of usernames and pass-
words, or even computer names and computer passwords to the RADIUS server,
which in turn will authenticate them to Active Directory.

m  EAP-GTC—This inner method was created by Cisco as an alternative to
MSCHAPV2 that allows generic authentications to virtually any identity store,
including OTP token servers, LDAP, Novell E-Directory, and more.

m  EAP-TLS—EAP-FAST is capable of using EAP-TLS as an inner method. This
became quite popular with EAP chaining.
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m  EAP Chaining with EAP-FASTv2—As an enhancement to EAP-FAST, a differentia-
tion was made to have a user PAC and a machine PAC. After a successful machine
authentication, ISE will issue a machine PAC to the client. Then when processing
a user authentication, ISE will request the machine PAC to prove that the machine
was successfully authenticated, too. This is the first time in 802.1X history that mul-
tiple credentials have been able to be authenticated within a single EAP transaction;
it is known as EAP chaining.

The IETF has recently published RFC 7170, a new open standard for Tunnel Extensible
Authentication Protocol (TEAP), which is based on EAP-FASTv2. At the time of this
book publishing, the RFC was brand-new and no known vendors have adopted TEAP
yet. It is expected to take the industry by storm, providing the dual authentication for
enterprises.

Identity Store

After processing the allowed protocols, the authentication request is then authenticated
against the chosen identity store, or in this case with MAB it is compared to the internal
endpoints database (list of MAC addresses stored locally on ISE).

If the MAC Address is known, meaning it’s present in the provided endpoint database,
it is considered to be a successful MAB (notice this did not say successful “authentica-
tion”). MAB is exactly that—bypassing authentication—and it is not considered a secure
authentication.

The selected identity source can also be an identity source sequence, which will try a
series of identity stores in order. This is covered in more detail in Chapter 21, “ISE Scale
and High Availability.”

Options

Every authentication rule has a set of options that are stored with the identity store
selection. These options tell ISE what to do if an authentication fails, if the user/device is
unknown, or if the process fails. The options are Drop, Reject, and Continue:

m  Reject—Send Access-Reject back to the NAD

m  Continue—Continue to the authorization policy regardless of authentication
pass/fail (used with web authentication)

m  Drop—Do not respond to the NAD because NAD will treat as if RADIUS server
is dead

Please see Chapters 20-23 for more on when to use these options.
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Common Authentication Policy Examples

In this section, you will see a few quick examples of authentication policies based on
common use case, or simply because they were interesting.

Using the Wireless SSID

One of the most common authentication policy requests is to treat authentications dif-
ferently based on the SSID of the wireless network. Creating the policy is not difficult;
what becomes challenging is the identification of the attribute to use because “Source-
SSI” is not a field in a RADIUS packet. The attribute we need to use is called-station-
id. That is the field that describes the wireless SSID name.

For this example, we will build a rule for an SSID named CiscoPress. This rule will be
configured to:

m  Only match authentications coming from that SSID
m  Allow only EAP-FAST authentications
m  Utilize EAP chaining

m  Authenticate against Active Directory

From the ISE GUI, do the following:

Step 1.  Navigate to Policy > Authentication.

Step 2. Insert a new rule above the preconfigured Dot1X rule.

Step 3. Provide a name for the rule. In this case, we named it CiscoPress SSID.
Step 4. For the condition, select RADIUS > Called-Station-ID.

Step 5. Select Contains.

Step 6. Type the SSID name in the text box; Figure 10-8 shows the condition.

B we I Wired_MAS OR Aiow Prosocols @ Defauk Metwork Access
Wiepines_MAR

B ootax wea [rtarnal Endpoints.

| Radus-Caled-Smtion-i0 EQUALS Miws Protocols | [Select Network Access 5] wd o
[E] Add B Conditions Beiow to Library
Condition Name Exprasaion

[RasisCatec 5. 5 | [Emals v} [Gcobress

Figure 10-8 calied-station-1D contains CiscoPress.

Step 7.  Next, we will create a new allowed protocol object that allows only
EAP-FAST. Select the drop-down list for Allowed Protocols.

Step 8.  Click the cog in the upper-right corner, and select Create a new Allowed
Protocol, as shown in Figure 10-9.
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Figure 10-9 Create a new allowed protocol.
Step 9. Provide a name. In this case, we named it EAP-FAST ONLY.
Step 10. Optionally, provide a description.
Step 11. Working top-down, ensure all the check boxes are unchecked until you
reach Allow EAP-FAST.
Step 12. Ensure Allow EAP-FAST is enabled.
Step 13. For ease of use, enable EAP-MS-CHAPv2, EAP-GTC, and EAP-TLS for inner
methods.
Step 14. Select Use PACs as shown Figure 10-10 for faster session reestablishment
and to allow EAP chaining.
Create New Allowed Protocol.. x

Allowed Protocols

Name | Eap-FAST ONLY

Description | permits Only EAP-FAST

+ Allowed Protocols

LI AlowPEAP

& Allow EAP-FAST
EAP-FAST Inner Methods
Allow EAP-MS-CHAPv2
Allow Password Change  Retries |z| (valid Range 1 to 3)
Allow EAP-GTC
Allow Password Change  Retries |Z| (Valid Range 1 to 3)
Allow EAP-TLS

® UsePACs (O Don'tUse PACs

Tunnel PAC Time To Live | 90 | | Days -

Proactive PAC update will occur after % of PAC Time To Live has expired

s [N

Figure 10-10
Step 15.

Step 16.

Step 17.

Allowed protocols.

For ease of deployment, select Allow Anonymous in-Band PAC
Provisioning and Allow Authenticated in-Band PAC Provisioning.

Check the boxes for Server Returns Access-Accept After Authenticated
Provisioning and Accept Client Certificate for Provisioning.

Enable Allow Machine Authentication.

249
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Step 18. Select Enable Stateless Session Resume.

Step 19. Select Enable EAP Chaining.

Steps 15-19 are displayed in Figure 10-11.

Allowed Protocols

Create New Allowed Protocol x

Name [ Eap-FAST ONLY

Description Permits Only EAP-FAST

+ Allowed Protocols

Proactive PAC update will occuraﬂer % of PAC Time To Live has expired

Enable EAP Chaining
[0 Preferred EAP Protocol LEAP

L= | Leere (]

Allow Anonymous In-Band PAC Provisioning

Allow Authenticated In-Band PAC Provisioning

Server Returns Access Accept After Authenticated Provisioning
Accept Client Certificate For Provisioning

Allow Machine Authentication

Machine PAC Time To Live ‘ 1 | | Weeks - |

Enable Stateless Session Resume

Authorization PAC Time To Live [ [Hours [~]7

m\ Cancel |

Figure 10-11
Step 20.

Step 21.

Step 22.

Allowed protocols, continued.

Because we allowed only one protocol, there is no need to set a preferred
EAP Protocol. Click Save.

Even though we created the allowed protocol object for this specific authen-
tication rule, it doesn’t automatically select it from the drop-down list. Select
the drop-down list for the identity source (currently set for Internal Users).

Select your AD source; in this case, the name is AD1, as shown in
Figure 10-12.
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Identity Source[AD1 o
Options Identity Source List
If authentication failed| Reject . [ =) ]
If user not found | Reject > =
ar =~ i
I process failed | Drop » =
@ Internal Endpoints
Note: For authentications using PEAF, LEAP, EAP-FAST or RADIUS M: & Intemal Users
it is not possible to continue processing when authentication fails or B Cuesk Usiis
If continue option is selected in these cases, requests will be rejecte
o AD1
¥ Guest_Portal_Sequence
U Sponsor_Portal_Sequence
Internal Users — B MyDevices_Portal_Sequence
© All_ID_Sources
o ATW_CAP
B DenyAccess

Figure 10-12 Selecting the AD identity source.
Step 23. Leave the default Options, and click Done.
Step 24. Click Save.

Figure 10-13 shows the completed authentication rule.

Authentication Policy
Define the Authentication Policy by selecting the protocols that ISE shouild use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type () Simple &) Rule-Based
B ms If Wired_MAB OR Allow Protocols : Default Network Access and
Wireless_ MAB
B  Default use Internal Endpoints
[F  cscopress sSID : If Radius:Called-Station-ID EQUALS CiscoPress Allow Protocols : EAP-FAST ONLY. and
B Dpefaur use ADL
B Dpotix If  Wired_802.1X OR Allow Protocols : Default Network Access and
Wireless_802.1X
Default use Internal Users
Default Rule (If no match)  : Aliow Protocols : Default Network Access and use : Internal Users

Figure 10-13 Completed authentication rule.

This completes the creation of the authentication rule. Determining which actions to
take for the authentications that passed will be handled in the authorization policy.

Remote Access VPN

Often authentications for a remote access VPN connection get routed to an OTP server,
such as RSAs SecurelD. For this example, we will build a rule for remote access VPN
authentications. This rule will be configured to:

®  Only match authentications coming from the VPN device

m  Route that authentication to an OTP server



252 CCNP Security SISAS 300-208 Official Cert Guide

From the ISE GUI, do the following:

Step 1.
Step 2.
Step 3.
Step 4.

Step 5.
Step 6.
Step 7.

Step 8.

Navigate to Policy > Authentication.
Insert a new rule above the preconfigured Dot1X rule.
Provide a name for the rule. In this case, we named it RA VPN.

For the condition, select Create New Condition (Advanced Option) >
DEVICE > Device Type.

Set the operator to Equals.
Select the Network Device Group VPN.

Save the selection as a condition by clicking the cog on the right side and
then selecting Add Condition to Library. Name the condition VPN-Device.

Click the green check mark.

Figure 10-14 shows the completed condition.

DEVICE:Device Type EQUALS AIlD... = | Allow Protocols - [Select Network Access and Done

B Add All Conditions Below to Library

Condition Name Expression
¥ |VPN-Device DEVICE: Device Type Equals All Device Types#VPN L=

Figure 10-14
Step 9.

Step 10.

Step 11.
Step 12.

Device type equals VPN.

For this example, we will just use the allowed protocol of Default Network
Access. Click the drop-down list and select Allowed Protocols and then
Default Network Access.

For the identity store, we have selected the OTP server (previously con-
figured) in Administration > Identity Management > External Identity
Sources > RADIUS Token (ATW_OTP).

We are leaving the default options; click Done.

Click Save.

Figure 10-15 shows the completed authentication rule.

B e If  Wired_MAB OR Allow Protocols : Default Network Access and
Wireless MAB
B Default use Internal Endpoints
CiscoPress SSID If  Radius:Called-Station-ID EQUALS CiscoPress Allow Protocols : EAP-FAST ONLY and
B Default use AD1
2 @ Raven : I VPN-Device Allow Protocals : Default Network Access and
Default use ATW_OTP
B ootx If  Wired_B02.1X OR Allow Protocols : Default Network Access and
Wireless_802.1X
B Default use Internal Users
Default Rule (If no match)  : Allow Protocols : Default Network Access and use © Internal Users

Figure 10-15

Completed authentication rule.
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Alternative ID Stores Based on EAP Type

In this modern day of BYOD and mobility, it is common to have multiple user and
device types connecting to the same wireless SSID. In scenarios like this, often the users
with corporate laptops authenticate using EAP-FAST with EAP chaining; while BYOD-
type devices must use certificates and EAP-TLS. Anyone authenticating with PEAP
would be recognized as a noncorporate and nonregistered asset and be sent to a device
registration portal instead of being permitted network access.

For this example, we will modify the preconfigured Dot1X rule by creating sub-rules for
each EAP type. This rule will be configured to:

Match wired or wireless 802.1X

Route EAP-TLS authentications to a certificate authentication profile (CAP)
Route PEAP authentications to an LDAP server

Route EAP-FAST to Active Directory

Route EAP-MDS5 to internal endpoints for host lookup as a MAB request

From the ISE GUI, do the following:

Step 1.  Navigate to Policy > Authentication.

Step 2. Edit the preconfigured Dot1X rule.

Step 3. Next, we will create a new allowed protocol object that allows only EAP

authentications. Select the drop-down list for Allowed Protocols.

Step 4. Click the cog in the upper-right corner, and select Create a New Allowed

Protocol.

Step 5. Provide a name. In this case, we named it All EAP Types.

Step 6. Optionally, provide a description.

Step 7. Working top-down, ensure all EAP types are enabled, except for LEAP

(unless you need LEAP for backward compatibility).

Step 8. Enable EAP chaining, as we did previously in the wireless SSID exercise.
Step 9. Click Save.

Step 10. Select the All EAP Types allowed protocol object for this authentication rule.

Step 11. Insert a new sub-rule above the Default identity store sub-rule, and name it

EAP-TLS.

Step 12. For the condition, select Create a New Condition (Advanced Option) >

Network Access > EapAuthentication Equals EAP-TLS (as shows in
Figure 10-16).
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Expression Bullder
{[5]_Add All Conditions Below to Library |

Condition Name Expression

[Network Access:E... L | | Equals ~] [eapmis Q] &

ml Cancel |

Figure 10-16 Nerwork access: EapAuthentication equals EAP-TLS.

Step 13.

Step 14.

Step 15.
Step 16.
Step 17.
Step 18.
Step 19.
Step 20.
Step 21.

Step 22.
Step 23.
Step 24.
Step 25.

For the identity source, we are choosing a preconfigured CAP. This was
configured at Administration > Identity Management > External Identity
Sources > Certificate Authentication Profile.

Insert a new row above the EAP-TLS row, to insert EAP-FAST. We are plac-
ing EAP-FAST above EAP-TLS because EAP-TLS can be used as an inner
method of EAP-FAST.

Select Network Access > EapTunnel Equals EAP-FAST for the condition.
Select the Active Directory Object for the identity source.

Insert a new row above the EAP-TLS row to insert PEAP.

Select Network Access > EapTunnel Equals PEAP for the condition.
Select the LDAP object for the identity source.

Insert a new row below the EAP-TLS row to insert EAP-MD5.

Select Network Access > EapAuthentication Equals EAP-MD5 for the
condition.

Select Internal Endpoints for the identity source.

Change the default identity store (bottom row) to be Deny Access.
Click Done.

Click Save.

Figure 10-17 shows the completed rule and sub-rules.

PEAP
EAP-FAST
EAP-TLS
EAP-MDS
Default

: If  Wired 802.1X OR. Allow Protocols : ALL EAP Types and
Wireless_802.1X
If  Network Access:EapTunnel EQUALS PEAP use ATW_LDAP
If  Network Access:EapTunnel EQUALS EAP-FAST use ADL
If  Network Access:EapAuthentication EQUALS EAP-TLS use ATW_CAP
If  Network Access:EapAuthentication EQUALS EAP-MDS use Internal Endpoints
use DenyAccess

Figure 10-17 Completed authentication rule and Sub-rules.
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More on MAB

One of the things that is often not understood, especially when looking to mix access
device vendors, is MAB. There is no standard for MAB. Different vendors implement
MARB in different ways. Ultimately, the goal is to allow the supplicant in the switch itself
to run an authentication request for the endpoint because the endpoint obviously must
not have a supplicant.

Some vendors send a RADIUS service-type of Login; some send a RADIUS service-type
of Framed. Cisco uses a service-type of Call-Check for MAB. Why would Cisco use
Call-Check if no other vendor does? Why does Cisco do MAB differently from every-
one else? Quick answer: security.

Many years ago, before Cisco released Cisco ISE or the Cisco ACS 5.x server, there was
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a possible security vulnerability with MAB. That security vulnerability is still possible { Key

with other solutions and other network devices. The issue was/is the lack of differentia-
tion between a MAB request and a local web authentication request. Both requests come
from the network device with the same service type and the same format. There was no
database separation of user IDs from endpoint IDs (MAC addresses). As displayed in
Figure 10-18, a malicious user could enter a MAC address into the username and pass-
word fields of a web authentication or maybe even into the endpoint supplicant and gain
access to the network.

RADIUS Access-Request

g? uname: 11:22:33:44:55:66 | pwd 11:22:33:44:55:66 >@‘

A Web Page

Qo X 4 [hosniiy NCED) 20 .EL%;/
Internal ID's
Switch Local WebAuth MIXEOric:ineir:?sand

Username (11:22:33:44:55:66
Password |11:22:33:44:55:66

Figure 10-18 Web authenticarion with MAC address instead of username.
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In an effort to close this security hole and make MAB a bit more secure, Cisco changed
the way it does MAB. The key differences are listed here:

m  For authentication requests to be processed as MAB (by default), the service type
must be Call-Check.

m  RADIUS servers (ACS and ISE) maintain a separate endpoint database.

B The calling-station-id is the value that will be compared to the endpoint database,
ignoring the username and password fields of the MAB request.

All supported Cisco NADs use a service type of Call-Check for MAB requests. They also
ensure the calling-station-id is populated with the MAC address of endpoint. Lastly,
Cisco ISE uses a simple check box within the allowed protocols configuration as another
method to permit or deny the access into the endpoint database for the MAB request, as
shown in Figure 10-19.

Cisco

+ Allowed Protocols

( Process Host Lookup ' >
Authentication Protocols
& Allow PAPIASCII

~ Detect PAP as Host Lookup '@

Cneck Password '
Check Calling-Station-Id equals MAC address ‘i

y [ AllowCHAP

3rd Party

Figure 10-19 Process bost lookup.

As Figure 10-19 shows, the top selection for Process Host Lookup is the one for Cisco
network devices. That check box allows RADIUS authentications with a service type of
Call-Check to have the RADIUS calling-station-id value compared with the contents
of the endpoints database. The selection for Process Host Lookup also exists under each
of the individual authentication protocols (such as PAP, CHAP, and EAP-MD5). These
are there for third-party support and are the reason there are two other check boxes:
Check Password and Check Calling-Station-Id Equals MAC Address.

These check boxes make an insecure mechanism such as MAB a bit more insecure, so

it is recommended that you secure it as much as possible by only allowing the network
devices that must use MAB in the less secure manner to use it in that manner. This topic
is discussed further in the successful deployment strategies section(s) of this book.

Keep in mind that MAB is inherently not a secure technology. When implementing
MARB, you are bypassing the stronger security of 802.1X by allowing specific MAC
addresses to gain access without authentication. When using MAB, always follow a
defense-in-depth approach. This means a device that has been authorized to use the net-
work from a MAB request should be granted access to the networks and services that
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device is required to speak to only. In other words, don’t provide full access to devices
that have been MAB’d; instead provide them with an authorization that is more limited.
This topic is covered in more detail in the next chapter where authorization policies
are covered.

Restore the Authentication Policy

In this chapter, you have created a complex and specific authentication policy. This is
useful for learning how authentication policies work, but it might make things a bit too
complicated for you as you navigate through the future chapters.

To keep things simple, follow these steps to restore your authentication policy to some-
thing simple that will work for all use cases remaining in this book.

From the ISE GUI, do the following:

Step 1.  Navigate to Policy > Authentication.

Step 2. Delete the rule named CiscoPress SSID.

Step 3. Edit the rule named Dot1X.

Step 4. Delete the PEAP, EAP-FAST, EAP-TLS, and EAP-MDS5 rules.

Step 5. Change the Dot1X > Default rule from Deny Access to All ID_Sources.

Figure 10-20 shows the final authentication policy that will enable you to support the
use cases in the remainder of the book in an easy way.

atwcpiset2 |

stfia]n % : o —
entity Services Engine

cisco ity 9 {0} Home Operations|¥ Policy| v  Administration | v

|£, Authentication |®, Authorization |+ Profiling | Posture | Client Provisioning |=) Security Group Access & Policy Eler

Authentication Policy

Define the Authentication Pelicy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should
Policy Type () Simple () Rule-Based

@ MAB : If  Wired MAB OR Allow Protocols : Default Network Access
Wireless_MAB
@ Default use Internal Endpoints
@ RA VPN : If  VPN-Device Allow Protocols : Defauit Network Access
B Default use ATW_OTP
@ DotiX ¢ If Wired B02.1X OR Allow Protocols : ALL EAP Types
Wireless_802.1X
2  Default use All_ID_Sources
@ Default Rule (If no match)  : Allow Protocols : Default Network Access and use : Internal Users

Figure 10-20 Simplified authentication policy.

This completes the authentication chapter. In the next chapter we take an in-depth look
at authorization policies and common authorization rules.
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Exam Preparation Tasks

Review All Key Topics

Review the most important topics in the chapter, noted with the key topics icon in the
outer margin of the page. Table 10-2 lists a reference of these key topics and the page
numbers on which each is found.

Pl Table 10-2 Key Topics for Chapter 10
¥:l¥lc Key Topic Element Description Page
. Paragraph Authentication and authorization 237
List Allowed protocols 243
Paragraph Matching an SSID 248

Paragraph MAC authentication bypass 255
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Endpoint Protection Service, 170
EndPointPolicy, 486
endpoints

diagnostics, 748

identities, 489

local endpoint groups, 219

managing, 590-593

MDMs, 119

posturing, 117-118, 649
Endpoints Drill-down tool, 487-488

enforcing traffic based on SGT,
628-632

enrolling devices for BYOD, 571
ensuring accuracy of personas, 706
ERROR message (TACACS+), 25
ERS Admin role (Cisco ISE), 156
ERS Guest role (Cisco ISE), 156

Evaluate Configuration Validator,
735-739

Evaluation license package (Cisco ISE),
178

exam. See SISAS 300-208 exam;
practice exams

examples
of authentication policies

alternative ID stores example,
253-254

remote access VPN example,
251-252

wireless SSID example, 248-251
of authorization policies, 272-279
extended logging, 751
external identity sources, 38

877
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external identity stores, 41-50, 220-229
AD, 42,221-226
domains, joining, 221-226
CAP, 226-227
ISS, 227-229
LDAP, 42-43
smart cards, 45-46

F

failure types, authentication, 401
features of MDMs, 119
Fedora
installing packages with yum, 825
proxy configuration, 825

Feed Service subcomponent (Cisco ISE),
191

FIPS (Federal Information Processing
Standard), 77

Flex-Auth, configuring on wired
switches, 299-302

flows (onboarding), verifying, 581-582
form factors for Cisco ISE, 201
format of SISAS 300-208 exam, 9-10

four-node deployment (Cisco ISE),
136-137

Friendly Names, configuring on web
portals, 391-392

fully distributed deployment (Cisco
ISE), 137

functional components of posture
service, 648

G

global 802.1X commands, 297
global CoA, 479-480

global configuration AAA commands,
293-294

global configuration RADIUS
commands, 294-297

Global Search tool, 488
goals
of authentication policies, 238-239
of authorization policies, 265-266
groups
local endpoint groups, 219
local user identity groups, 218
NDGs, 216
node groups, HA, 709-710
sponsor groups
configuring, 394-396
mapping, 396-397
guest accounts, provisioning, 416
Guest Services. See also WebAuth
guest accounts, provisioning, 416

guest authorization, configuring,
400-415

guest user portal, screen elements,
386-389

importing user accounts, 418
individual accounts, creating, 416
portals, 384-389
customizing, 399-400
random user accounts, creating, 417
verifying guest access
on the switch, 428-438
on WLC, 419-427
web portals
configuring, 391-392
web portals, configuring, 389-390
guest user portal, 385
screen elements, 386-389
guest user types, 398
guest-level access, Cisco ISE, 128
GUI (Cisco ISE), 150
admin groups, 156



Administration Dashboard, 161-162
Administration Home page, 162-164
Administration tab, 178-191

Feed Service subcomponent, 191

Identity Management
subcomponent, 183-186

Nerwork Resources
subcomponent, 186-189

System subcomponent, 178-182

Web Portal Management
subcomponent, 189-190

logging in, 155-156
Operations tab, 165-172

Autbentication subcomponent,
165-169

Reports subcomponent, 169

Troubleshoot subcomponent,
171-172

Operations tab (Cisco ISE), Endpoint
Protection Service, 170

Policy tab, 173-177

Autbentication subcomponent,
173

Authorization subcomponent, 173

Client Provisioning
subcomponent, 175-176

Policy Elements subcomponent,
177

Posture subcomponent, 175
Profiling subcomponent, 174-175

Security Group Access
subcomponent, 176

guidelines for load balancing, 713-714

H

HA (high availability)
configuring on wired switches, 299-302
MnT, 707-709

identity stores

node groups, 710-712

PANs, 709-710

RADIUS fallback, 309-310
hard tokens, 44

Help link (Administration Home page),
163-164

Helpdesk admin role (Cisco ISE), 156

host mode of switchport, setting,
302-303

hotfixes for Windows native supplicant,
752

HTTP probes, 457-459

identifying knowledge gaps in exam
topics, 767-769

identities, 38
Identity Admin role (Cisco ISE), 156

identity groups, local user identity
groups, 218

identity management, 35-34
endoint identities, 489
OTP services, 44-45
two-factor authentication, 43-44
X.509 certificates, 46
CRLs, 49
validity dates, 47-48

Identity Management subcomponent
(Cisco ISE), 183-186

identity source sequence, 38
identity stores, 38-40, 247
external identity stores, 41-50, 220-229
AD, 221-226
CAP, 226-227
LDAP, 42-43
identity source sequence, 38
internal identity stores, 39-40
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ISS, 227-229
local endpoint groups, 219
local users, 220

IEEE 802.1X, 23, 56-58
components, 56
computer authentication, 73
intended behavior, 680-681
NADs, 63
supplicants, 63-89

Cisco AnyConnect NAM
supplicant, 75-88

devices without supplicants, 97-98
Windows native supplicant, 64-72
user authentication, 72-73

implementing AnyConnect NAM
profiles, 87-88

importing

public certificates, 513-515

user accounts, 418
individual accounts, creating, 416
ingress access control

ingress ACLs, 603-604

VLAN assignment, 601-603
installing

Dogtag, 829-830

LDAP server, 827-828

PHP services, 828-829
intended audience for this book, 6
intended behavior of 802.1X, 680-681
interfaces

configuring as switchports, 299

configuring on web portals, 391

dynamic interfaces for client VLAN,
creating, 315

guest dynamic interface, creating, 317
internal endpoint database, 40
internal identity stores, 39-40

iOS devices, onboarding flow, 570-573

I0S load balancing, 715-716

IPN (Inline Posture Node), 130-131

ISE. See Cisco ISE (Identity Services
Engine)

ISS (identity source sequences),
227-229

configuring, 356-357

J-K

Jobs, Steve, 522
joining AD domains, 221-226

knowledge gaps in exam topics,
identifying, 767-769

L

LDAP (Lightweight Directory Access
Protocol), 42-43

licensing packages
Cisco ISE, 178
licensing in multinode cube, 706-707
Live Authentication Log, 726-728
viewing, 336-337
Live Sessions Log, 728
viewing, 337

LLDP (Link Layer Discovery Protocol),
116

load balancing, 713-715

IOS load balancing, 715-716
local ACLs, creating, 297-298
local user identity groups, 218
local users, 220
locating certificates, 204-205
logging

Authentication Live Log, 436-438

categories, 730



Cisco ISE, 129
debug logs, 731-732
extended logging, 751
Live Authentication Log, 726-728
viewing, 336-337
Live Sessions Log, 728
viewing, 337
log files, viewing from CLI, 733-734
supplicant provisioning logs, 753
support bundles, 734
syslog, 332-334
targets, 729-730
logging in to Cisco ISE, 155-156
logical profiles, 478
Low-Impact Mode, 689-695

LWA (local web authentication),
101-102, 346

with centralized portal, 102-104

M

MAB (MAC Authentication Bypass),
98-100, 113-117

authentication policies, 255-257
authorization policy, 403-406
DHCP profiling, 116
MAC addresses, 115-116
rules, 240

MAC addresses, 115-116

Mac OSX device onboarding flow,
577-580

MACSec, 632-641
Downlink MACSec, 634-635
Uplink MACSec, 638-640
maintenance
backup strategies, 718-719
patching Cisco ISE, 716

mobile devices

managing
devices without supplicants
MAB, 98-100, 113-117
WebAuth, 100-106
endpoints, 590-593
mobile devices, MDMs, 119
mapping sponsor groups, 396-397

MDM (mobile device management),
118-119

features, 119
onboarding process, 583-589
integration points, 583

onboarding process (BYOD),
configuring, 584-589

vendors, 119
messages
RADIUS
accounting messages, 30

authentication and authorization
messages, 29-30

TACACS+
authentication messages, 25

authorization and accounting
messages, 26-27

Metrics dashlet (Administration
Dashboard), 162

Microsoft Active Directory, 42

Microsoft CA, configuring for BYOD,
796-819

requirements, 795-796

MnT (Monitoring and Troubleshooting
node), 130

HA, 707-709
Mnt Admin role (Cisco ISE), 156
mobile devices

BYOD

Android device onboarding flow,
573-577
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challenges, 528-529
configuring on Cisco ISE, 538-569
i0S onboarding flow, 570-573

Mac OSX device onboarding flow,
577-580

onboarding flows, verifying,
581-582

onboarding process, 529-530,
570-571

single-SSID onboarding, 531-530

Windows device onboarding flow,
577-580

MDMs (mobile device managers), 119
modifying authorization policy

for compliance, 666-667

for CPP, 663-665
Monitor Mode, 685-689
MS-CHAP (Microsoft CHAP), 23
multinode cubes, licensing, 706-707

N

NAC (network admission control) agent
agent types, 650-651
posture assessment, 649
supported remediation types, 651

NADs (Network Access Devices), 23,
63,217-218

configuring for onboarding, 532-538
verifying authentication, 329

NAM (Network Access Manager)
profiles, implementing, 87-88

native EAP types, 58-59

native tagging, 621-628

NDGs (network device groups), 216
NetFlow probes, 457

network access, 16, 22-32

RADIUS, 22, 28-32
accounting messages, 30

authentication and authorization
messages, 29-30

AV-pairs, 31
CoA, 31-32
communication flows, 29-30
comparing to TACACS+, 32
service types, 29

TACACS+, 23-27
authentication messages, 25

authorization and accounting
messages, 26-27

comparing to RADIUS, 32

Network Device Admin role (Cisco ISE),
156

network devices
NADs, 217-218
NDGs, 216

Network Groups view (AnyConnect
Profile Editor), 87

Network Resources subcomponent
(Cisco ISE), 186-189

Networks view (AnyConnect Profile
Editor), 79-86

NMAP probes, 453-454

node groups, HA, 709-710

nodes (Cisco ISE), 129-131
Administration node, 129
communication between, 138-139

configuring in distributed environment,
702-706

ensuring accuracy of personas,
706

promoting node to primary
device, 702-703

registering node to the
deployment, 703-705

four-node deployment, 136-137



IPN, 130-131

load balancers, 713-715

MnT, 130

HA, 707-709

multinode cubes, licensing, 706-707

PANSs, HA, 709-710

Policy Service Node, 129-130

single-node deployment, 133-135

two-node deployment, 135-136
nontunneled EAP types, 58-59
NTP (Network Time Protocol), 48

configuring, 826-827

O

OCSP (Online Certificate Status
Protocol), 49-50

onboarding process (BYOD), 529-530.
See also onboarding process (MDM)

Android onboarding flow, 573-577
configuring on Cisco ISE, 538-569
device enrollment, 571

device registration, 570

dual-SSID approach, 530

flows, verifying, 581-582

iOS onboarding flow, 570-573

Mac OSX onboarding flow, 577-580
NADs, configuring, 532-538
single-SSID approach, 531-530

Windows device onboarding flow,
577-580

onboarding process (MDM), 583-589
configuring, 584-589
integration points, 583

operational backups, 718-719

Operations tab (Cisco ISE), 165-172
Authentication subcomponent, 165-169
Endpoint Protection Service, 170

personas

Reports subcomponent, 169
Troubleshoot subcomponent, 171-172

operators, combining AND with OR
operators, 281-286

options

assessment options for posturing,
652-654

for authentication policy rules, 247
OR operator

combining with AND operator,
281-286

OTP (one-time password) services,
44-45

OUIs (organizationally unique
identifiers), 115-116

P

packages, updating with yum, 826

PANSs (policy administration nodes), HA,

709-710

PAP (Password Authentication
Protocol), 23

passwords, OTP services, 44-45
patching Cisco ISE, 716
PEAP (Protected EAP), 60

Pearson VUE, registering for SISAS
300-208 exam, 5-6

permitting promiscuous traffic, 463-464

per-profile CoA, 480-481
personas, 129-131
Administration node, 129
communication between, 138-139
four-node deployment, 136-137
IPN, 130-131

nodes, configuring in distributed
environment, 702-706

ensuring accuracy of personas,
706
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multinode cubes, licensing,
706-707

promoting node to primary
device, 702-703

registering node to the
deployment, 703-705

Policy Service Node, 129-130
single-node deployment, 133-135
two-node deployment, 135-136
phased deployment approach, 681-694
Closed Mode, 692-694
Low-Impact Mode, 689-695
Monitor Mode, 685-689
preparing Cisco ISE for, 683-685
transitioning to end state, 695
on wireless networks, 695
PHP services, installing, 828-829

physical appliance specifications (Cisco
ISE), 131

PKI (Public Key Infrastructure), 180
Plus license package (Cisco ISE), 178
policies (Cisco ISE), 192-194
authentication, 233-232
authentication policies, 237-254
allowed protocols, 243-247

alternative ID stores example,
253-254

conditions, 241-243
goals of, 238-239
identity store, 247

MAB, 255-257

MAB rule flow chart, 240
options, 247

remote access VPN example,
251-252

restoring, 257
wireless SSID example, 248-251

authorization policies, 265-279

conditions, saving for reuse,
279-281

examples, 272-279
goals of, 265-266
rules, 266-279
CPP, 657
resources, downloading, 656-657

guest authorization policies,
configuring, 400-415

profiling policies, 464-478
endpoint profile policies, 467-477
logical profiles, 478
profiler feed service, 464-466

Policy Admin role (Cisco ISE), 156
Policy Elements subcomponent (Cisco

ISE), 177

Policy Service Node (Cisco ISE),

129-130

Policy tab (Cisco ISE), 173-177

Authentication subcomponent, 173
Authorization subcomponent, 173

Client Provisioning subcomponent,
175-176

Policy Elements subcomponent, 177
Posture subcomponent, 175
Profiling subcomponent, 174-175

Security Group Access subcomponent,
176

Port Bounce CoA, 480
portals, 384-389

captive portal bypass, 354-355
customizing, 399-400
Friendly Names, configuring, 391-392

guest user portal, screen elements,
386-389

interfaces, configuring, 391
ports, configuring, 389-390



sponsor portal
guest accounts, provisioning, 416
guest user types, 398
policies, configuring, 392-393

sponsor groups, configuring,
394-396

sponsor groups, mapping,
396-397

types of sponsors, 393-396
ports

communication between Cisco ISE
nodes, 138-139

configuring on web portals, 389-390

Posture Compliance dashlet
(Administration Dashboard), 162

Posture subcomponent (Cisco ISE), 175
posturing, 117-118, 128, 648
assessment options, 652-654
building blocks, 658-659
CoA, 654-655

compliance, modifying authorization
policy, 666-667

conditions, 659-660
configuring, 655-674
CPP, 657

authorization policy, modifying,
663-665

functional components, 648
NAC
agent types, 650-651
supported remediation rypes, 651
posture conditions, 652-654
remediation, 661
requirement function, 662-663
verifying, 667-674
POTS (plain old telephone service), 22
PPP (Point-to-Point Protocol), 28
practice exams, 763-767

profiling 885

preparing

Cisco ISE for phased deployment,
683-685

for SISAS 300-208 exam, 759, 769-770
answering questions, 765-766

Cisco Certification Exam Tutorial,
759-760

exam-day advice, 762-763
features of this book, 13-14

knowledge gaps, identifying,
767-769

practice exams, 766-767
pre-exam suggestions, 762
time management, 760-762
topics covered, 4-5

probes, 447-459

DHCP probes, 449-452
DHCPSPAN probes, 449-452
DNS probes, 454

HTTP probes, 457-459
NetFlow probes, 457

NMAP probes, 453-454
RADIUS probes, 452-453
SNMP probes, 455-456

SNMP settings, configuring, 481

Profiler Activity dashlet (Administration

Dashboard), 162

profiler feed service, 464-466
profiling, 127, 193, 445-447. See also

profiling policies
authorization policies
endpoint identity groups, 483-485
EndPointPolicy, 486
endpoint attribute filtering, 482
infrastructure, configuring, 459-464
device sensors, 462-463
DHCP belper, 459-460
SPAN, 460
VACLs, 461-462
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interfaces, VMware, 463-464
NetFlow probes, 457
probes, 447-459
DHCP probes, 449-452
DHCPSPAN probes, 449-452
DNS probes, 454
HTTP probes, 457-459
NMAP probes, 453-454
RADIUS probes, 452-453
SNMP probes, 455-456
SNMP settings, configuring, 481
verifying, 486-491
dashboard, 486-487

Endpoints Drill-down tool,
487-488

Global Search rool, 488
profiling policies
endpoint profile policies, 467-477
logical profiles, 478
profiler feed service, 464-466

Profiling subcomponent (Cisco ISE),
174-175

promiscuous traffic, permitting,
463-464

promoting nodes to primary device,
702-703

proof of possession for certificates,
verifying, 504-505

provisioning
client provisioning, 193

guest accounts from sponsor portal,
416

supplicant provisioning logs, 753
pseudo-browsers, 355

PSNs (policy service nodes), probes,
447-459

DHCP profiling, 449-452
DHCPSPAN probes, 449-452

DNS probes, 454

HTTP probes, 457-459
NetFlow probes, 457
NMAP probes, 453-454
RADIUS probes, 452-453
SNMP probes, 455-456

Q-R

RA (remote access), 106

RADIUS (Remote Authentication Dial-In
User Service), 22, 28-32, 127

accounting messages, 30

authentication and authorization
messages, 29-30

AV-pairs, 31

CoA, 31-32, 113
communication flows, 29-30
comparing to TACACS+, 32
I0S load balancing, 715-716
probes, 452-453

service types, 29

RADIUS Authentication
Troubleshooting tool, 739-740

random user accounts, creating, 417
RBAC Admin role (Cisco ISE), 156
Reauth CoA, 480
registering

devices for BYOD, 570

nodes to ISE cube, 703-705

for SISAS 300-208 exam, 5-6

WebAuth devices, 363-368
REJECT message (TACACS+), 25
remediation

NAC support for, 651

posture service, 661

remote access VPN example,
authentication policies, 251-252



REPLY packets (TACACS+), 25

Reports subcomponent (Cisco ISE), 169
REQUEST message (TACACS+), 26-27
RESPONSE message (TACACS+), 26-27
responses to authentication failure, 402

restoring authentication policies, 257
reusing conditions, 279-281
revocation
OCSP, 49-50
verifying for certificates, 502-503
X.509 certificates, 48-49
role-specific authorization rules, 271
rules
802.1X authenticaton rule, 401
for authentication policies, 240
conditions, 241-243
options, 247
for authorization policies, 266-279
examples, 272-279

role-specific authorization rules,

271

S

sample switch configurations

Catalyst 2960/3560/3750 Series,
12.2(55)SE, 845-848

Catalyst 3560/3750 Series, 15.0(2)SE,
848-852

Catalyst 4500 Series, IOS-XE
3.3.0/15.1(1)SG, 852-856

Catalyst 6500 Series, 12.2(33)SX],
856-858

saving conditions for reuse, 279-281

screen elements, guest user portal,
386-389

security certifications, comparing, 6

Security Group Access subcomponent
(Cisco ISE), 176

show authentication session command

selecting EAP type, 62
self-signed certificates, 206

Server Information pop-up
(Administration Home page), 162

service types, 29
services (Cisco ISE), 138-139
posture service, 648
assessment options, 652-654

authorization policy for
compliance, modifying,
666-667

authorization policy for CPP,
modifying, 663-665

building blocks, 658-659
CoA, 654-655

conditions, 659-660
configuring, 655-674

CPP, 657

functional components, 648
NAC agent rypes, 650-651
posture conditions, 652-654
remediation, 661
requirement function, 662-663
verifying, 667-674

Setup Assistant link (Administration
Home page), 163

SGA (security group access), 193-194.
See also TrustSec

enforcement, 628-632
native tagging, 621-628
SGTs, 606-613

SXP, 613-621

SGACLs (Security Group ACLs),
629-632

SGTs (security group tags), 606-613
native tagging, 621-628
show aaa servers command, 329-330

show authentication session command,
331-332
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888 show authentication session interface command

show authentication session interface
command, 753-754

show authentication sessions interface
command, 668

show device-sensor cache all command,
491

show monitor command, 460

signing of certificates, verifying,
499-500

single-node deployment (Cisco ISE),
133-135

SISAS 300-208 exam
answering questions, 765-766
exam-day advice, 762-763
format of exam, 9-10
knowledge gaps, identifying, 767-769
practice exams, 763-767
pre-exam suggestions, 762
preparing for, 759, 769-770

Cisco Certification Exam Tutorial,
759-760

features of this book, 13-14
registering for, 5-6
time management, 760-762
topics covered, 4-5
smart cards, 45-46
SNMP probes, 455-456
soft tokens, 44
sponsor groups
configuring, 394-396
mapping, 396-397
sponsor portal, 385
configuring, 392-393
guest accounts, provisioning, 416
guest user types, 398
sponsor groups
configuring, 394-396
mapping, 396-397

types of sponsors, 393-396
SponsorAllAccounts group, 394
SponsorGroupGrpAccounts group, 394
SponsorGroupOwnAccounts group, 394
SSL (Secure Sockets Layer), 42

standalone AnyConnect Profile Editor,
configuring Cisco AnyConnect NAM
supplicant, 75-88

Authentication Policy view, 78
Client Policy view, 76-78
Network Groups view, 87
Networks view, 79-86
START packets (TACACS+), 25
Super Admin role (Cisco ISE), 156
supplicants, 56, 63-89

Cisco AnyConnect NAM supplicant,
75-88

AnyConnect NAM profiles,
implementing, 87-88

AnyConnect Profile Editor views,
76-87

EAP chaining, 89

devices without supplicants, managing,
97-98

MAB, 98-100, 113-117
MAC addresses, 115-116
WebAuth, 100-106
supplicant provisioning logs, 753
Windows native supplicant, 64-72
botfixes, 752
support bundles, 734
switches
authentication, verifying, 329-334
guest access, verifying, 428-438

wired switches, configuring
authentication

ACL, applying, 305-306
creating local ACLs, 297-298



Flex-Auth, 299-302
global 802.1X commands, 297

global configuration AAA
commands, 293-294

global configuration RADIUS
commands, 294-297

HA, 299-302

bost mode of switchport, setting,
302-303

settings, 303-305
switchports, 299
timers, 305
switchports
configuring on wired switches, 299
host mode, setting, 302-303

SXP (Security Group Exchange
Protocol), 613-621

syslog, 332-334
System Admin role (Cisco ISE), 156

System subcomponent (Cisco ISE),
178-182

System Summary dashlet
(Administration Dashboard), 162

T

TACACS (Terminal Access Controller
Access Control System), 22

TACACS+ (Terminal Access Controller
Access Control System Plus), 23-27

authentication messages, 25

authorization and accounting messages,
26-27

comparing to RADIUS, 32
TCP Dump, 741-746
test aaa command, 330-331

time management, SISAS 300-208
exam, 760-762

types of sponsors 889

timers, configuring on wired switches,

305

topics covered in SISAS exam, 4-5,
10-13

transitioning from Monitor Mode to end
state, 695

Triple-A, 21

Troubleshoot subcomponent (Cisco
ISE), 171-172

troubleshooting tools

AnyConnect Diagnostics and Reporting
tool, 748-750

diagnostic tools, 735-747
collection filters, 746-747

Evaluate Configuration Validaror,
735-739

RADIUS Autbhentication
Troubleshooting tool, 739-740

TCP Dump, 741-746
logging
categories, 730
debug logs, 731-732
extended logging, 751
Live Authentication Log, 726-728
Live Sessions Log, 728
support bundles, 734
targets, 729-730
trusted-level access, Cisco ISE, 128
TrustSec, 605-632
enforcement, 628-632
native tagging, 621-628
SGTs, 606-613
SXP, 613-621
tunneled EAP types, 59-61
two-factor authentication, 43-44

two-node deployment (Cisco ISE),
135-136

types of sponsors, 393-396
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U

Uplink MACSec, 638-640
user accounts
guest accounts, 416
importing, 418
individual accounts, creating, 416
local users, 220
random user accounts, creating, 417
user authentication, 72-73

'}

VACLs (VLAN access control lists),
461-462

validity dates for certificates, 47-48
verifying, 501
vendors of MDMs, 119
verifying
authentication
on Cisco switches, 329-334
on WLCs, 334-336
BYOD onboarding flows, 581-582
certificate authentication, 516-519
CWA, 369-375
guest access
on the switch, 428-438
on WLC, 419-427
posturing, 667-674
profiling, 486-491
dashboard, 486-487

Endpoints Drill-down tool,
487-488

Global Search rool, 488

proof of possession for certificates,
504-505

revocation of certificates, 502-503

signing of certificates, 499-500
validity dates of certificates, 501
viewing
Live Authentication Log, 336-337
Live Sessions Log, 337
log files from CLI, 733-734
WLC client details, 754
views (AnyConnect Profile Editor)
Authentication Policy view, 78
Client Policy view, 77
Network Groups view, 87
Networks view, 79-86

virtual appliance specifications (Cisco
ISE), 132

VLAN assignment, controlling access to
networks, 601-603

VMware, permitting promiscous traffic,
463-464

VPN (virtual private networks), RA,
106

W

web authentication redirection ACLs,
creating, 310-313

web browsers. See also GUI (Cisco ISE)
Cisco ISE support for, 150
pseudo-browsers, 355

Web Portal Management subcomponent
(Cisco ISE), 189-190

web portals
customizing, 399-400
Friendly Names, configuring, 391-392

guest user portal, screen elements,
386-389

interfaces, configuring, 391
ports, configuring, 389-390



sponsor portal
configuring, 392-393

guest accounts, provisioning, 416

guest user types, 398

sponsor groups, configuring,
394-396

sponsor groups, mapping,
396-397

sponsor types, 393-396
WebAuth, 100-106, 340-341
CWA, 104-106, 346-349

authorization policies, building,
360-362

configuring, 350-359
verifying, 369-375

device registration, configuring,
363-368

DRW, 349
guest accounts, provisioning, 416

guest authorization, configuring,
400-415

guest user portal, screen elements,
386-389

individual accounts, creating, 416
LWA, 101-102, 346
with centralized portal, 102-104
portals, 384-389
configuring, 389-390
customizing, 399-400
random user accounts, creating, 417
web portals
configuring, 391-392
web portals, configuring, 391

Windows device onboarding flow,
577-580

Windows native supplicant
configuring, 64-72
hotfixes, 752

wireless SSID example, authentication policies

Wired AutoConfig, 64

wired switches, configuring
authentication

ACL, applying, 305-306
creating local ACLs, 297-298
Flex-Auth, 299-302

global 802.1X commands, 297

global configuration AAA commands,

293-294

global configuration RADIUS
commands, 294-297

HA, 299-302
settings, 303-305
switchports, 299
timers, 305

Wireless license package (Cisco ISE),
178

wireless networks
phased deployment approach, 695

WLCs, configuring authentication,
306-328

ACLs, applying, 310

corporate SSID, creating, 324-328

dynamic interfaces for client
VLAN, creating, 315

guest dynamic interface, creating,

317
guest WLAN, creating, 319-323

posture agent redirection ACL,
creating, 313-314

RADIUS accounting servers,
adding, 308-309

RADIUS authentication servers,
adding, 306-308

RADIUS fallback, 309-310

web authentication redirection
ACL, creating, 310-313

wireless SSID example, authentication
policies, 248-251
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Wireless Upgrade license package
(Cisco ISE), 178

WLANSs (wireless LANS), creating guest
WLAN, 319-323

WLCs (Wireless LAN Controllers)
authentication, configuring, 306-328
ACLs, applying, 310
corporate SSID, creating, 324-328

dynamic interfaces for client
VLAN, creating, 315

guest dynamic interface, creating,
317

guest WLAN, creating, 319-323

posture agent redirection ACL,
creating, 313-314

RADIUS accounting servers,
adding, 308-309

RADIUS authentication servers,
adding, 306-308

RADIUS fallback, 309-310
verifying authentication, 334-336

web authentication redirection
ACL, creating, 310-313

client details, viewing, 754

debug commands, 336

guest access, verifying, 419-427
Woland, Aaron, 523
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X.509 certificates, 46
revocation, 48-49
validity dates, 47-48

yum
installing Fedora packages, 825

updating system packages, 826
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