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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

Boldface indicates commands and keywords that are entered literally as shown.
In actual configuration examples and output (not general command syntax),
boldface indicates commands that are manually input by the user (such as a
show command).

Italic indicates arguments for which you supply actual values.
Vertical bars (|) separate alternative, mutually exclusive elements.
Square brackets ([ ]) indicate an optional element.

Braces ({ }) indicate a required choice.

Braces within brackets ([{ }]) indicate a required choice within an optional
element.
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Introduction

Today’s networks have evolved into a system without well-defined borders/perimeters
that contain data access from both trusted and untrusted devices. Cisco broadly calls this
trend borderless networking. The Cisco Secure Unified Access Architecture and Cisco
Identity Services Engine (ISE) were developed to provide organizations with a solu-

tion to secure and regain control of borderless networks in a Bring Your Own Device
(BYOD) world.

A few basic truths become apparent when trying to secure a borderless network. First,
you can no longer trust internal data traffic. There are just too many ingress points into
the network and too many untrusted devices/users inside the network to be able to trust
it implicitly. Second, given the lack of internal trust, it becomes necessary to authenti-
cate and authorize all users into the network regardless of their connection type—wired,
wireless, or VPN. Third, because of the proliferation of untrusted and unmanaged devic-
es connecting to your internal network, device control and posture assessment become
critical. Each device must be checked for security compliance before it is allowed access
to your network resources. These checks vary according to your security policy, but usu-
ally involve the device type, location, management status, operating-system patch level,
and ensuring anti-malware software is running and up to date.

This book addresses the complete lifecycle of protecting a modern borderless network
using Cisco Secure Unified Access and ISE solutions. Secure Access and ISE design,
implementation, and troubleshooting are covered in depth. This book explains the many
details of the solution and how it can be used to secure borderless networks. At its heart,
this solution allows organizations to identify and apply network security policies based
on user identity, device type, device behavior, and other attributes, such as security
posture. Technologies such as 802.1X, profiling, guest access, network admission con-
trol, RADIUS, and Security Group Access are covered in depth.

The goal is to boil down and simplify the architectural details and present them in one
reference without trying to replace the existing design, installation, and configuration
guides already available from Cisco.

Objectives of This Book

This book helps the reader understand, design, and deploy the next-generation of
Network Access Control: Cisco’s Secure Unified Access system. This system combines
802.1X, profiling, posture assessments, device onboarding, and Guest Lifecycle manage-
ment. Cisco ISE for Secure Unified Access teaches readers about the business cases that
an identity solution can help solve. It examines identifying users, devices, security policy
compliance (posture), and the technologies that make all this possible. This book details
the Secure Unified Access solution and how to plan and design a network for this next
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generation of access control, and all it can offer a customer environment, from device
isolation to protocol-independent network segmentation. This book gives readers a sin-
gle reference to find the complete configuration for an integrated identity solution. All
sections of this book use both best practices and real-world examples.

Who Should Read This Book?

The book is targeted primarily to a technical audience involved in architecting, deploy-
ing, and delivering secure networks and enabling mobile services. It can help them make
informed choices, and enable them to have an engaging discussion with their organiza-
tion, on how they can achieve their security and availability goals, while reaping the ben-
efits of a secure access solution.

This book is helpful to those looking to deploy Cisco’s ISE and 802.1X, as well as Bring
Your Own Device (BYOD) or Choose Your Own Device (CYOD) information-technolo-
gy models.

How This Book Is Organized

This book is organized into 30 chapters distributed across 7 sections. Although it can be
read cover to cover, readers can move between chapters and sections, covering only the
content that interests them. The seven sections on the book are

Section I, “The Evolution of Identity-Enabled Networks”: Examines the evolution of
identity-enabled networks. It provides an overview of security issues facing today’s net-
works and what has been the history of trying to combat this problem. This section cov-
ers 802.1X, NAC framework, NAC appliance, the evolution into Secure Unified Access,
and the creation of the ISE. It discusses the issues faced with the consumerization of
information technology, the mass influx of personal devices, ensuring only the correct
users, correct devices, with the correct software are allowed to access the corporate net-
work unfettered.

Section II, “The Blueprint, Designing an ISE-Enabled Network”: Covers the high-level
design phase of a Secure Unified Access project. Solution diagrams are included. This
section covers the different functions available on the ISE, how to distribute these
functions, and the rollout phases of the solution: Monitor Mode, Low-Impact Mode,
and Closed Mode. Additionally, the solution taxonomy is explained. It discusses the
enforcement devices that are part of this solution and ones that are not. Change of
Authorization (CoA) is introduced. All these concepts are clarified and reinforced
throughout the other sections.

Section III, “The Foundation, Building a Context-Aware Security Policy”: Describes
how to create a context-aware security policy for the network and devices. This is often
the hardest part of a secure access project. This section covers the departments that need
to be involved, the policies to be considered, and best practices. Coverage includes some
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lessons learned and landmines to watch out for. Screenshots and flow diagrams

are included in this section to aid in the readers’ understanding of the process, how
communication occurs and in what order, as well as how to configure the miscellaneous
device supplicants.

Section IV, “Configuration”: Details the step-by-step configuration of the ISE, the net-
work access devices, and supplicants. The goal of this section is to have the entire infra-
structure and policy management configured and ready to begin the actual deployment
in Section V.

Section V, “Deployment Best Practices”: Walks readers through a phased deploy-
ment. It starts by explaining the different phases of deployment and how to ensure zero
downtime. This section begins with a description followed by the actual step-by-step
deployment guides, how to use the monitoring tools to build out the correct policies
and profiling tuning, and how to move from phase to phase. This section provides the
reader with insight into the best practices, caveats, common mistakes, deployment les-
sons learned, tricks of the trade, and rules to live by.

Section VI, “Advanced Secure Unified Access Features”: Details some of the more
advanced solution features that truly differentiate Secure Unified Access as a system.

Section VII, “Monitoring, Maintenance, and Troubleshooting”: Examines the mainte-
nance of ISE, backups, and upgrades. It covers how to troubleshoot not only ISE, but
the entire Secure Unified Access system, and how to use the tools provided in the ISE
solution. Common monitoring and maintenance tasks, as well as troubleshooting tools,
are explained from a help-desk support technician’s point of view.

Here is an overview of each of the 30 chapters:

m Chapter 1, “Regain Control of Your IT Security”: Introduces the concepts that
brought us to the current evolutionary stage of network access security. It dis-
cusses the explosion of mobility, virtualization, social networking, and ubiquitous
network access coupled with the consumerization of information technology.

m Chapter 2, “Introducing Cisco Identity Services Engine”: Cisco ISE makes up
the backbone of Cisco’s next-generation context-aware identity-based security
policy solution. This chapter introduces this revolutionary new product and pro-
vides an overview of its functions and capabilities.

m Chapter 3: “The Building Blocks in an Identity Services Engine Design”: This
chapter covers the components of the Secure Unified Access solution, including
ISE personas, licensing model, and the policy structure.

m Chapter 4: “Making Sense of All the ISE Deployment Design Options™: This
chapter examines all the available personas in ISE and design options with the
combination of those personas.

m Chapter 5: “Following a Phased Deployment”: Implementing secure access
with a phased approach to deployment is critical to the success of the project.
Cisco provided three modes to assist with this phased approach: Monitor Mode,



Low-Impact Mode, and Closed Mode. This chapter briefly summarizes the
importance of following this phased approach to deployment.

Chapter 6: “Building a Cisco ISE Network Access Security Policy”: In order
for any network-centric security solution to be successful, a solid network
access security policy (NASP) must first be in place. Once a policy is in place,
ISE enforces that policy network-wide. This chapter focuses on the creation of
that NASP.

Chapter 7: “Building a Device Security Policy”: This chapter explores Host
Security Posture Assessment and Device Profiling features in some detail in

order to disclose the different ways in which ISE identifies device types and
determines their security posture.

Chapter 8: “Building an ISE Accounting and Auditing Policy”: This chapter
delves into the creation of accounting and audit policies, including administrator
configuration changes, ISE system health, processing of ISE rules, and full log-
ging of authentication and authorization activities.

Chapter 9: “The Basics: Principal Configuration Tasks for Cisco ISE”: This
chapter provides a high-level overview of the ISE personas, walks the reader
through the initial configuration (called bootstrapping) of ISE itself, and role-
based access control (RBAC).

Chapter 10: “Profiling Basics”: This chapter introduces the concepts of profil-
ing and configuration choices needed to create a foundation to build upon. It
examines the different profiling mechanisms and the pros and cons related to
each, discussing best practices and configuration details.

Chapter 11: “Bootstrapping Network Access Devices”: This key chapter exam-
ines the configuration of the network access devices (NAD) themselves and
focuses on best practices to ensure a successful ongoing deployment.

Chapter 12: “Authorization Policy Elements”: This chapter examines the logi-
cal roles within an organization and how to create authorization results to assign
the correct level of access based on that role.

Chapter 13: “Authentication and Authorization Policies”: This chapter
explains the distinct and important difference between Authentication and
Authorization Policies, the pieces that make up the policy, and provides exam-
ples of how to create a policy in ISE that enforces the logical policies created
out of Chapter 12.

Chapter 14: “Guest Lifecycle Management”: Guest access has become an
expected resource at companies in today’s world. This chapter explains the full
secure guest lifecycle management, from Web Authentication (WebAuth) to
sponsored guest access and self-registration options.

Chapter 15: “Device Posture Assessments”: This chapter examines endpoint
posture assessment and remediation actions, the configuration of the extensive
checks and requirements, and how to tie them into an Authorization Policy.

XXIX
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m Chapter 16: “Supplicant Configuration™: This chapter looks at configuration
examples of the most popular supplicants.

m Chapter 17: “BYOD: Self-Service Onboarding and Registration”: This critical
chapter goes through a detailed examination of Bring Your Own Device (BYOD)
concepts, policies, and flows. Both the user and administrative experiences are
detailed, as well as introducing the new integration between ISE and third-party
MDM vendors.

m Chapter 18: “Setting Up a Distributed Deployment”: Cisco ISE can be
deployed in a scalable distributed model as well as a standalone device. This
chapter examines the way ISE may be deployed in this distributed model, and
the caveats associated, as well as detailing high availability (HA) with technolo-
gies such as load balancing.

m Chapter 19: “Inline Posture Node”: This chapter overviews the Inline Posture
Node and its deployment into a network.

m Chapter 20: “Deployment Phases”: This key chapter builds on Chapter 5, going
into more detail and beginning the foundational configuration for a phased
deployment approach.

m Chapter 21: “Monitor Mode”: This chapter details the configuration and the
flow during the Monitor Mode phase of deployment to ensure zero downtime
for the end users.

m Chapter 22: “Low-Impact Mode”: This chapter examines the configuration and
the flow for the Low-Impact Mode end-state of deployment.

m Chapter 23: “Closed Mode”: This chapter details the configuration and the
flow for the Low-Impact Mode end-state of deployment.

m Chapter 24: “Advanced Profiling Configuration”: This chapter builds on what
was learned and configured in Chapter 10, examining how to profile unknown
endpoints and looking deeper into the profiling policies themselves.

m Chapter 25: “Security Group Access”: This chapter introduces the next-gen-
eration tagging enforcement solution, examining classification, transport, and
enforcement.

m Chapter 26: “MACSec and NDAC”: This chapter covers the layering of Layer
2 encryption on top of the deployment to secure the traffic flows and the
Security Group Tags from Chapter 25. It also examines the network device
admission control features that provide access control for network devices and
forms domains of trusted network devices.

m Chapter 27: “Network Edge Access Topology”: This chapter discusses the
concept and configuration of this unique capability for extending secure access
networks beyond the wiring closet.

m Chapter 28: “Understanding Monitoring and Alerting”: This chapter explains



the extensive and redesigned monitoring, reporting, and alerting mechanisms
built into the ISE solution.

Chapter 29: “Troubleshooting”: This chapter aids the reader when having to
troubleshoot the Secure Unified Access system and its many moving parts.

Chapter 30: “Backup, Patching, and Upgrading”: Provides a detailed discussion
and procedural walk-through on the available backup, restore, patching, and
upgrading of ISE.

Appendix A: Sample User Community Deployment Messaging Material
Appendix B: Sample ISE Deployment Questionnaire

Appendix C: Configuring the Microsoft CA for BYOD

Appendix D: Using a Cisco 10S Certificate Authority for BYOD Onboarding

Appendix E: Sample Switch Configurations

XXXi
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Chapter 13

Authentication and Authorization

Policies

The previous chapter focused on the levels of authorization you should provide for
users and devices based on your logical Security Policy. You will build policies in
ISE that employ those authorization results, such as Downloadable Access Lists and
Authorization Profiles to accommodate the enforcement of that “paper policy.”

These authorization results are the end result; the final decision of a login session or a
particular stage of a login session.

This chapter examines how to build the Authentication and Authorization Policies that
will eventually assign those results that were created in Chapter 12. These policies can be
equated to the rules in a firewall and are constructed in a similar fashion.

Relationship Between Authentication and
Authorization

Many IT professionals, especially those with wireless backgrounds, tend to confuse these
terms and what they actually do. Wireless is used as an example here, because it went
through such tremendous growth over the last few years, and with that growth, appeared
increased security. Wireless was the most prevalent use-case of 802.1X authentication,
and in the vast majority of wireless environments, a user was given full network access as
long as her username and password were correct (meaning that authentication was suc-
cessful).

An authentication is simply put: “validating credentials.” If you were to go into a bank and
request a withdrawal from an account, it asks for ID. You pass your driver’s license to the
bank teller, and the teller inspects the driver’s license, going through a checklist of sorts:

m Does the picture on the license look like the person in front of the teller’s window?

m [s the license from a recognized authority (i.e., one of the United States or a
Military ID)?
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Let’s say, for conversations sake, that you handed them a valid ID (authentication was suc-
cessful); does that mean you are entitled to the money you asked for?

The next step of the bank teller is to check the account and ensure that the person
requesting the withdrawal is entitled to complete that transaction. Perhaps you are
allowed to withdraw up to $1,000, but no more. This is the process of authorization. Just
having a successful authentication does not prove entitlement.

This is why most of the time working within a product like ISE is spent setting up and
tuning the Authorization Policy. Authorization is where the bulk of the final decisions are
made.

Authentication Policies

Authentication policies have a few goals, but the ultimate end goal of an Authentication
Policy is to determine if the identity credential is valid or not.

Goals of an Authentication Policy
Authentication Policies have a few goals:

1. Drop traffic that isn’t allowed and prevent it from taking up any more processing
power.

2. Route authentication requests to the Correct Identity Store (sometimes called a
Policy Information Point [PIP]).

3. Validate the identity.

4. Pass successful authentications over to the Authorization Policy.

Accept Only Allowed Protocols

By default, ISE allows nearly all supported authentication protocols. However, it would
behoove the organization to lock this down to only the ones that are expected and sup-
ported. This serves a few purposes: keep the load on the Policy Service nodes down and
use the Authentication Protocol to help choose the right identity store.

Route to the Correct Identity Store

Once the authentication is accepted, ISE makes a routing decision. The identity store that
should be checked is based on the incoming authentication. Obviously, if a certificate is
being presented, ISE should not try and validate that certificate against the internal users
database.

If your company has multiple lines of business, it may also have more than one Active
Directory domain or more than one LDAP store. Using attributes in the authentication
request, you can pick the correct domain or LDAP store.
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Validate the Identity

Once the correct identity store has been identified, ISE confirms the credentials are valid.

If it’s a username/password, do those match what is in the directory store? If it’s a certifi-
cate, does ISE trust the certificate signer? Was that certificate revoked?

Pass the Request to the Authorization Policy

If the authentication failed, the policy can reject the request without wasting the CPU
cycles comparing the request to the Authorization Policy. Also, if the request did not
match any of the configured rules, should a reject message be sent? However, when the
request passes authentication, it is now time for the hand-off to the Authorization Policy.

Understanding Authentication Policies

Now that you understand the four main responsibilities of the Authentication Policy, it
will be easier to understand why you are doing the things that are introduced in this sec-
tion. To understand Authentication Policies even more, let’s examine a few.

From the ISE GUI, navigate to Policy > Authentication. Notice the default, as displayed
in Figure 13-1.
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Figure 13-1 Default Authentication Policy

Basic Authentication Policy rules are logically organized in this manor:
IF conditions THEN ALLOW PROTCOLS IN LIST AllowedProtocolList
AND CHECK THE IDENTITY STORE IN LIST IdentityStore

Rules are processed in a top-down, first-match order; just like a firewall policy. So, if the
conditions do not match, the authentication is compared to the next rule in the policy.

As shown in Figure 13-1, ISE is preconfigured with a default rule for MAC
Authentication Bypass (MAB). Use this rule to dig into authentication rules and how
they work. If you have a live ISE system, it may help to follow along with the text.

Figure 13-2 demonstrates the MAB rule in flowchart format.

217



218 Cisco ISE for BYOD and Secure Unified Access

Wired_MAB
Or

Allow only these

Wireless_MAB protocols

Internal
Endpoints

&

Go to Next
Rule

Authentication GoT
Success? o ?. o
(MAC known) ptions

Go To
Authorization

Figure 13-2 MAB Rule Flow Chart

Conditions

The conditions of this rule state, “If the authentication request is Wired MAB or
Wireless MAB, it will match this rule.” You can expand these conditions by mousing
over the conditions and clicking the target icon that appears or by looking directly at the
authentication conditions shown in the following steps:

1. Navigate to Policy > Policy Elements > Conditions > Authentication > Compound
Conditions.

2. Select Wired MAB.

As you can see in Figure 13-3, Wired MAB is looking for the RADIUS Service-Type
to be Call-Check and the NAS-Port-Type to be Ethernet. This combination of attri-
butes from the RADIUS authentication packet notifies ISE that it is a MAB request
from a switch.

Figure 13-4 highlights these key attributes in a packet capture of the MAB authenti-
cation request.
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Figure 13-3 Wired_MAB Condition

i Frame 8: 290 bytes on wire (2320 bits), 200 bytes captured (2320 bits)
P Ethernet II, Src: Cisco_OB8:ce:c2 (00:26:98:08:ce:c2), Dst: Vmware_87:00:4f (00:50:56:87:00:4f)
b Internet Protocol Version 4, Src: 152,168.254.1 (192.168.254.1), Dst: 10.1.103.4 (10.1.103.4)
b User Datagram Protocol, Src Port: sightline (1645), Dst Port: radius (1812)
= Radius Protocol
Code: Access-Request (1)
Packet identifier: ox37 (55)
Length: 248
Authenticator: aa38585b45bboelB8b71776734c6bes577
The response to this request is in frame g
= Attribute Value Pairs
= AVP: l=14 t=User-Name(1): 0013c307f2c8
User-Name: 0013c307f2c8
b ave: 1=18 t=User-Password(2): Encrypted
= AVP: 1=6 t=Service-Type(6): Call-Check(10)
Service-Type: Call-check (18)
AVP: 1=31 t=Vendor-Specific(26) v=Ciscol(8)
AVP: 1=6 t=Framed-IP-Address(8): 10.1.99.50
AVP: 1=6 t=Framed-MTU(12}: 1500
AvP: 1=19 t=Called-Station-Id(30): 1C-DF-0OF-31-80-01
Aave: 1=18 t=calling-Station-Id(31): 0O-13-C3-07-F2-C8
AVP: 1=18 t=Message-Authenticator(80): 91c5f012b62b5fb27047cbEo60SbeBbd
AVP: 1=2 t=EAP-Key-Name(102):
AVP: 1=48 t=Vendor-Specific(26) v=Cisco(s)
AVP: 1=6 t=NAS-Port-Type(6l): Ethernet(1s)
MAS-Port-Type: Ethernet (15)
AVP: 1=6 t=NAS-Port(S): 50101
AVP: 1=22 t=NAS-Port-Id(87): GigabitEthernetl/0/1
Ave: 1=R t=NAS-TP-Address(a): 182.16R.754.1
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Figure 13-4 Packet Capture of Wired MAB
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3. Navigate to Policy > Policy Elements > Conditions > Authentication > Compound
Conditions.

4. Sclect Wireless MAB.
As shown in Figure 13-5, wireless MAB is similar. However, it uses a NAS-Port-Type of

Weireless - IEEE 802.11. This combination of attributes from the RADIUS authentication
packet tells ISE that it is a MAB request from a wireless device.
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Figure 13-5 Wireless_ MAB Condition

Allowed Protocols
After the conditions are matched, the rule now dictates what authentication protocols
are permitted. Looking at the predefined MAB rule, this rule uses the Default Network
Access list of allowed protocols (which is almost every supported authentication proto-
col).

Let’s examine the default allowed protocols. From the ISE GUI, perform the following
steps:
1. Navigate to Policy > Policy Elements > Results > Authentication > Allowed

Protocols.

2. Select Default Network Access.

As you can see in Figure 13-6, the list of supported protocols and their options is exten-
sive. This default list is inclusive with the intention of making deployments work eas-

ily for customers, but security best practice is to lock this down to only the protocols
needed for that rule.
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Figure 13-6 Default Network Access

Authentication Protocol Primer

This section examines the most common authentication protocols seen in most environ-
ments, so you can create a more specific list of allowed protocols for your deployment.
Let’s follow Figure 13-6, from top-down:

m PAP: Password Authentication Protocol. The username is sent in the clear, and the
password is optionally encrypted. PAP is normally used with MAB, and some
devices use PAP for Web authentications. We recommend you enable this for the
MARB rule only and disable PAP for any authentication rules for real authentications.

The check box for Detect PAP as Host Lookup allows PAP authentications to access
the internal endpoints database. Without this check box selected, MAB would not

work.
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m CHAP: Challenge Handshake Authentication Protocol. The username and password
are encrypted using a challenge sent from the server. CHAP is not often used with
network access; however, some vendors send MAB using CHAP instead of PAP.

The check box for Detect CHAP as Host Lookup allows CHAP authentications to
access the internal endpoints database. Without this check box selected, MAB does
not work.

Extensible Authentication Protocol (EAP) Types

EAP is an authentication framework providing for the transport and usage of identity
credentials. EAP encapsulates the usernames, passwords, and certificates that a client is
sending for purposes of authentication. There are many different EAP types, each one
has its own benefit and downside. As an interesting sidenote, 802.1X defines EAP over
LAN:

m EAP-MDS5: Uses a Message Digest algorithm to hide the credentials in a HASH.
The hash is sent to the server, where it is compared to a local hash to see if the cre-
dentials are accurate. However, EAP-MDS5 does not have a mechanism for mutual
authentication. That means the server is validating the client, but the client does
not authenticate the server (i.e., does not check to see if it should trust the server).
EAP-MDS5 is common on some IP-Phones, and it is also possible that some switches
send MAB requests within EAP-MD5. The check box for Detect EAP-MDS5 as Host
Lookup allows EAP-MD?5 authentications to access the internal endpoints database.
Without this check box selected, MAB does not work.

m EAP-TLS: Uses Transport Layer Security (TLS) to provide the secure identity trans-
action. This is similar to SSL and the way encryption is formed between your web
browser and a secure website. EAP-TLS has the benefit of being an open IETF stan-
dard, and it is considered “universally supported.” EAP-TLS uses X.509 certificates
and provides the ability to support mutual authentication, where the client must
trust the server’s certificate, and vice versa. It is considered among the most secure
EAP types, because password capture is not an option; the endpoint must still have
the private key. EAP-TLS is quickly becoming the EAP type of choice when support-
ing BYOD in the enterprise.

Tunneled EAP Types

The EAP types previously described transmit their credentials immediately. These next
two EAP types (see Figure 13-7) form encrypted tunnels first and then transmit the cre-
dentials within the tunnel:

m PEAP: Protected EAP. Originally proposed by Microsoft, this EAP tunnel type has
quickly become the most popular and widely deployed EAP method in the world.
PEAP forms a potentially encrypted TLS tunnel between the client and server, using
the x.509 certificate on the server in much the same way the SSL tunnel is estab-
lished between a web browser and a secure website. After the tunnel is formed,
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PEAP uses another EAP type as an “inner method,” authenticating the client using
EAP within the outer tunnel.

m EAP-MSCHAPv2: When using this inner method, the client’s credentials are sent
to the server encrypted within an MSCHAPvV2 session. This is the most common
inner-method, as it allows for simply transmission of username and password, or
even computer name and computer passwords to the RADIUS server, which in
turn authenticates them to Active Directory.

m EAP-GTC: EAP-Generic Token Card (GTC). This inner method was created by
Cisco as an alternative to MSCHAPv2 that allows generic authentications to
virtually any identity store, including One-Time-Password (OTP) token servers,
LDAP, Novell E-Directory and more.

m EAP-TLS: Although rarely used and not widely known, PEAP is capable of using
EAP-TLS as an inner method.

[RapIUS]

|RABIUS| |
EAP Authentication

(inner method)

Figure 13-7 Tunneled EAP Types (PEAP and FAST)

m EAP-FAST: Flexible Authentication via Secure Tunnel (FAST) is similar to PEAP.
FAST was created by Cisco as an alternative to PEAP that allows for faster re-authen-
tications and supports faster wireless roaming. Just like PEAP, FAST forms a TLS
outer tunnel and then transmits the client credentials within that TLS tunnel. Where
FAST differs from the PEAP is the ability to use Protected Access Credentials (PAC).
A PAC can be thought of like a secure cookie, stored locally on the host as “proof”
of a successful authentication.

m EAP-MSCHAPv2: When using this inner method, the client’s credentials are sent
to the server encrypted within an MSCHAPv2 session. This is the most common
inner method, as it allows for simply transmission of username and password, or
even computer name and computer passwords to the RADIUS server, which in
turn authenticates them to Active Directory.

m EAP-GTC: EAP-Generic Token Card (GTC). This inner method was created by
Cisco as an alternative to MSCHAPv2 that allows generic authentications to
virtually any identity store, including One-Time-Password (OTP) token servers,
LDAP, Novell E-Directory, and more.
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m EAP-TLS: EAP-FAST is capable of using EAP-TLS as an inner method. This
became popular with EAP chaining.

m EAP Chaining with EAP-FASTv2: As an enhancement to EAP-FAST, a differentia-
tion was made to have a user PAC and a machine PAC. After a successful machine
authentication, ISE issues a machine-PAC to the client. Then, when processing a
user authentication, ISE requests the machine-PAC to prove that the machine was
successfully authenticated, too. This is the first time in 802.1X history that multiple
credentials have been able to be authenticated within a single EAP transaction, and it
is known as EAP chaining. The IETF is creating a new open standard based on EAP-
FASTv2 and, at the time of publishing this book, it was to be referred to as EAP-
TEAP (tunneled EAP), which should eventually be supported by all major vendors.

Identity Store

After processing the allowed protocols, the authentication request is then authenticated
against the chosen identity store, or in this case with MAB, it is compared to the internal
endpoints database (list of MAC addresses stored locally on ISE).

If the MAC address is known, it is considered to be a successful MAB (notice it was not
termed successful authentication). MAB is exactly that, bypassing authentication, and it
is not considered a secure authentication.

The selected identity source may also be an identity source sequence, which attempts a
series of identity stores in order. This is covered in Chapter 21, “Monitor Mode.”

Options

Every authentication rule has a set of options that are stored with the identity store selec-
tion. These options tell ISE what to do: if an authentication fails, if the user/device is
unknown, or if the process fails. The options are Reject, Continue, and Drop:

m Reject: Send Access-Reject back to the NAD.

m Continue: Continue to the Authorization Policy regardless of authentication pass/
fail. (Used with Web authentication.)

m Drop: Do not respond to the NAD; NAD will treat as if RADIUS server is dead.

See Chapters 20-23 for more details on when to use these options.

Common Authentication Policy Examples

This section considers a few quick examples of Authentication Policies, based on com-
mon use-case or simply because they were interesting.
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Using the Wireless SSID

One of the most common Authentication Policy requests that I get is to treat authentica-
tions differently based on the SSID of the wireless network. Creating the policy is not
difficult; what becomes challenging is the identification of the attribute to use, because
Source-SSID is not a field in a RADIUS packet. The attribute you need to use is called-
station-id. That is the field that describes the wireless SSID name.

For this example, let’s build a rule for an SSID named CiscoPress. This rule will be config-
ured to

m Only match authentications coming from that SSID
m Allow only EAP-FAST authentications
m Utilize EAP chaining

m Authenticate against Active Directory

From the ISE GUI, perform the following steps:
1. Navigate to Policy > Authentication.
Insert a new rule above the preconfigured Dot1X rule.
Provide a name for the rule. In this case, we named it CiscoPress SSID.
For the condition, choose RADIUS > Called-Station-ID.

Select Contains.

® g 0 v N

Type in the SSID Name in the text box. Figure 13-8 shows the condition.

Authentication Policy

Define the Authenticatnn Pocy by selecting e promscos that 15E Shouk (e 55 COMmLUCHE wi e recwork devoes, and the Kenmy Somes trat 1 shouk use for Buenccation
Poicy Trpe D) Simple (5 Fuie-Sased

B e T Wirad_MAB OR Wirsiess_MAB Abovesd Protocol © Defalt Hetwork Aczess ana. -
- s Internal Encpoines
g - [carmsso [T L Nk Accems o = o
[ ks et Corasitionn ek 5 Ubrary.
‘Candition Name Expression
[-] =) [} = - =
Racten-Callac- Contars = | [OscoProms [~] .

Figure 13-8 Cualled-Starion-ID Contains CiscoPress

7. Create a new allowed protocol object that only allows EAP-FAST, as shown in Figure
13-9. Select the drop-down for Allowed Protocols.

8. Click the cog in the upper-right corner and choose Create a New Allowed Protocol.
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Figure 13-9 Create a New Allowed Protocol
9. Provide a name. In this case, it was named it EAP-FAST ONLY.
10. Optionally, provide a description.
11. Working top-down, ensure that all the check boxes are unchecked until you reach
Allow EAP-FAST.
12. Confirm that Allow EAP-FAST is enabled.
13. For ease of use, enable EAP-MS-CHAPv2, EAP-GTC, and EAP-TLS for inner
methods.
14. Select Use PACs for faster session re-establishment, and to allow EAP chaining.
Figure 13-10 shows the EAP-FAST settings for the new Allowed Protocols definition.
Create New Allowed Protocol... x
Allowed Protocols
Name [ Eap-FasT ONLY
Description Permits Only EAP-FAST
i
w Allowed Protocols
y LI AllowPEAP
- Allow EAP-FAST
EAP-FAST Inner Methods
Allow EAP-MS-CHAPv2
Allow Password Change Retries (Valid Range 1 to 3)
Allow EAP-GTC
Allow Password Change Retries (Valid Range 1 to 3)
Allow EAP-TLS
(® UsePACs () Don'tUse PACs
Tunnel PAC Time To Live 0 Days -
Proactive PAC update will ocour Hﬂar % of PAC Time To Live has expired
B (cancel |
Figure 13-10 Allowed Prorocols

15.

For ease of deployment, select Allow Anonymous In-Band PAC Provisioning and
Allow Authenticated In-Band PAC Provisioning.
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16. Check the boxes for Server Sends Access-Accept After Authenticated Provisioning
and Accept Client Certificate for Provisioning.

17. Enable Allow Machine Authentication.
18. Select Enable Stateless Session Resume.

19. Select Enable EAP chaining, as shown in Figure 13-11.

Create New Allowed Protocol... X
Allowed Protocols

Name [ Eap-FAST ONLY

Description | parmits Only EA

w Allowed Protocols

Proactive PAC update will occur aﬁar % of PAC Time To Live has expired
Allow Anonymous In-Band PAC Provisioning
Allow Authenticated In-Band PAC Provisioning
Server Returns Access Accept After Authenticated Provisioning
Accept Client Certificate For Provisioning
Allow Machine Authentication
Machine PAC Time To Live | 1 | |Wee)@ ‘ - |

Enable Stateless Session Resume
Authorization PAC Time To Live | 1

| [Hows [~]¢

Enable EAP Chaining

[0 Preferred EAP Protocol | |Eap

& [ concel )

Figure 13-11 Allowed Protocols, Continued
20. Because you are only allowing one protocol, there is no need to set a preferred EAP
Protocol.
21. Click Save.

22. Select the drop-down for the identity source (currently set for Internal Users), as
shown in Figure 13-12.

23. Select your Active Directory source. In this case, the name is AD1.
24. Leave the default options.

25. Click Done.

26. Click Save.
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Radius:Called-Station-ID CONTAIN...

&

[~] Default. : Usd Internal Users = |

Identity Source|Internal Users © r
Options Identity Source List
Ry &5
If user not found | Reject hd —
If process failed | Drop A G.‘E' e _
B poux : If Wired_802.| ® Intenal Endpaints and...
B oefaut . usa 1nf Mote: For authentications using PEAP, LEAP, EAP-FAST or RADIUSM; B Intemal Users

it is not possible to continue processing when authentication fails or 0
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B Guest_Portal_Sequence

® Sponsor_Portal_Sequence
® AlLID_Stores

B MyDevices_Portal_Sequence
u o

B DenyAccess

Figure 13-12 Selecring the AD Identity Source

Figure 13-13 shows the completed authentication rule.
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Figure 13-13 Complered Authentication Rule

This completes the creation of the authentication rule. Determining what actions to take
for the authentications that passed is handled in the Authorization Policy.

Remote-Access VPN

Very often, authentications for a remote-access VPN connection get routed to an OTP
server, like RSAs SecurelID. For this example, let’s build a rule for remote-access VPN
authentications. This rule will be configured to
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m Only match authentications coming from the VPN device
m Route that authentication to the OTP server
From the ISE GUI, perform the following steps:
1. Navigate to Policy > Authentication.
2. Insert a new rule above the preconfigured Dot1X rule.
3. Provide a name for the rule. In this case, it was named RA VPN.
4. For the condition, choose DEVICE > Device Type.
5. Set the operator to Equals.
6. Choose the Network Device Group VPN.

Figure 13-14 shows the selection of the conditions.

FE e [ :l1ma—mwsmm; b PrOmODS: | Eelect Network Arcess. ©] .d. e
[ Acd 48 Coneitions Below to Libary |
Corlition Nama Expression
Detautt (N = T e =
| DEVICE:Davice Type() | | Ecuals  +| [ Device Typesa P | e

Figure 13-14 Device Type Equals VPN

7. For this example, just use the allowed protocol of Default Network Access.

8. For the identity store, the OTP server was selected that was previously configured in
Administration > Identity Management > External Identity Sources > RADIUS
Token (ATWOTP).

9. Leave the default options.
10. Click Done.
11. Click Save.

Figure 13-15 shows the completed RA VPN rule.

B  oxcfrm smo i ¥ FadusCabed-Sation- (D CONTAINS Cscofres Alowed Protocol @ EAPFAST OnLY L Edt | v
[ - a1
S B mwn © ¥ DEVICE:Device Typs EQUALS All Deice TresdvPH Alwed Protocod : Diefiult Netwerk Access. . iy |
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ﬂ Dot1x ¥ Wired_BS02.1X OR Wirsless,_S00.1X ABoved Proocod @ Default Network Acess and... B | v
B oo ot Lisess
] Default Rue (If no match) < Allowed Protocol @ Defist Network Access andl s © nbernal Users Edt| v

Figure 13-15 Completed Authentication Rule
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Alternative ID Stores Based on EAP Type

In this modern day of BYOD and mobility;, it is common to have multiple user and device
types connecting to the same wireless SSID. In scenarios like this, often times, the corpo-
rate users with corporate laptops authenticate using EAP-FAST with EAP chaining while
BYOD-type devices need to use certificates and EAP-TLS. Anyone authenticating with
PEAP is recognized as a non-corporate and non-registered asset and sent to a device reg-
istration portal instead of being permitted network access.

For this example, let’s modify the preconfigured Dot1X rule by creating subrules for each
EAP type. This rule will be configured to

Match wired or wireless 802.1X

Route EAP-TLS authentications to a Certificate Authentication Profile (CAP)
Route PEAP authentications to an LDAP server

Route EAP-FAST to Active Directory

Route EAP-MDS5 to internal endpoints for host-lookup as a MAB request

From the ISE GUI, perform the following steps:

1.
2.

w

N o a »

10.
11.

Navigate to Policy > Authentication.
Edit the preconfigured Dot1X rule.

Create a new allowed protocol object that only allows EAP authentications. Select
the drop-down for allowed protocols.

Click the cog in the upper-right corner and choose Create a New Allowed Protocol.
Provide a name. In this case, it is named All EAP Types.
Optionally, provide a description.

Working top-down, ensure all EAP types are enabled, except for LEAP (unless you
need LEAP for backward compatibility).

Enable EAP chaining, as done previously in the wireless SSID exercise.

. Click Save.

Insert a new subrule above the Default Identity Store subrule and name it EAP-TLS.

For the condition, choose Network Access > EapAuthentication equals EAP-TLS
(as shown in Figure 13-16).
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Figure 13-16 Nerwork Access:EapAuthentication Equals EAP-TLS

12. For the identity source, choose the preconfigured Certificate Authentication Profile
(CAP). This was configured at Administration > Identity Management > External
Identity Sources > Certificate Authentication Profile.

13. Insert a new row above the EAP-TLS row to insert EAP-FAST. Place EAP-FAST
above EAP-TLS, because EAP-TLS may be used as an inner-method of EAP-FAST.

14. Choose Network Access > EapTunnel Equals EAP-FAST for the condition.
15. Select the Active Directory object for the identity source.

16. Insert a new row above the EAP-TLS row to insert PEAP.

17. Choose Network Access > EapTunnel Equals PEAP for the condition.

18. Select the LDAP object for the identity source.

19. Insert a new row below the EAP-TLS row to insert EAP-MDS5.

20. Choose Network Access > EapAuthentication Equals EAP-MDS5 for the condition.
21. Select internal endpoints for the identity source.

22. Change the default identity store (bottom row) to be Deny Access.

23. Click Done.

24. Click Save.

Figure 13-17 shows the completed rule and subrules.
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Figure 13-17 Completed Authentication Rule and Sub Rules

This completes the authentication section of this chapter. The next section takes an
in-depth look at Authorization Policies and common authorization rules.

Authorization Policies

The ultimate goal of an Authentication Policy is to determine if the identity credential is
valid or not. However, success or failure in the authentication policy may not necessarily
determine whether the user or device is actually permitted access to the network. The
authorization rules make that determination.

Goals of Authorization Policies

Authorization Policies have one main goal: to examine conditions in order to send an
authorization result to the network access device (NAD). What conditions? Well, what
did you have in mind?

Common conditions could include internal and external attributes, like Active Directory
group membership or internal group membership within ISE. Policies can be built using
attributes like location, time, if a device was registered, whether a mobile device has been
jail-broken, nearly any attribute imaginable. Even the authentication is an attribute: was
authentication successful; which authentication protocol was used; and what is the con-
tent of specific fields of the certificate that was used?

The policy compares these conditions with the explicit goal of providing an authoriza-
tion result. The result may be a standard RADIUS access-accept or access-reject mes-
sage, but it can also include more advanced items, like VLAN assignment, downloadable
Access-Lists (dACL), Security Group Tag, URL redirection, and more.

The result allows or denies access to the network, and when it is allowed, it can include
any and all restrictions for limiting network access for the user or endpoint.
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Understanding Authorization Policies

Now that you understand the fundamental responsibilities of the Authorization Policy,
it will be easier to understand the exercises in this section. To understand Authorization
Policies even more, let’s examine a few.

Basic Authorization Policy rules are logically organized in this manner:
IF conditions THEN AssignThesePermissions

Just like the Authentication Policy, Authorization Policy rules are processed in a top-
down, first-match order. So, if the conditions do not match, the authentication is com-
pared to the next rule in the policy.

ISE is preconfigured with a default rule for blacklisted devices, named Wireless Blacklist
Default, Profiled Cisco IP-Phones, and Profiled Non Cisco IP-Phones. Let’s examine the
Cisco IP-Phone and blacklist rules in order to dig into authorization rules and how they
work. If you have a live ISE system, it may help to follow along with the text.

From the ISE GUI, perform the following steps:
1. Navigate to Policy > Authorization.

You should notice an immediate difference between the Authorization Policy and
the Authentication Policy examined earlier in this chapter. The Authorization Policy
attempts to display the rule logic in plain English. The bold text designates an iden-
tity group, while the standard font is a normal attribute. The operator is always AND
when both identity group and other conditions are used in the same rule.

Figure 13-18 displays the default Authorization Policy.
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Figure 13-18 Defaulr Authorization Policy

2. Edit the rule named Cisco IP-Phones.

Notice the identity group is a separate list than the other conditions. In this rule,
there is an identity group named Cisco-IP-Phones. The next field is where other
conditions are selected.

This particular rule is a prebuilt rule that permits any device that was profiled as
a Cisco IP-Phone, sending an access-accept that also sends an attribute value pair
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(AVP) that permits the phone into the voice VLAN. Figure 13-19 shows an identity
group of Cisco-IP-Phone.

Figure 13-19 Profiled Cisco IP Phones
3. Examine the permissions (result) that is sent. Navigate to Policy > Policy Elements >
Results > Authorization > Authorization Profiles.

Authorization Profiles are a set of authorization results that should be sent together.
Notice that there are two other categories of authorization results: Downloadable
ACLs and Inline Posture Node Profiles.

Figure 13-20 displays the default Authorization Profiles.
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Figure 13-20 Default Authorization Profiles

4. Sclect the Cisco IP Phones Authorization Profiles.

The authorization result needs to be RADIUS attributes. To make that easier for the
users of ISE, Cisco has included a Common Tasks section that presents the options
in more of a “plain English” format. The Attributes Details section at the bottom dis-
plays the raw RADIUS result that is sent.
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Figure 13-21 shows the common tasks, using the default Cisco IP Phones authoriza-
tion profile as the example.
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Figure 13-21 Cisco_IP_Phones Authorization Profile

In Figure 13-21, note the DACL name is a drop-down box where you select a down-
loadable access list that is created and stored in ISE. The Voice Domain Permission
check box is required for the switch to allow the phone into the voice VLAN on the
switch.

5. Notice in the Attributes Detail section, this authorization result sends a RADIUS
result with an access-accept, a dACL that permits all traffic, and the voice-domain
VSA to permit the phone to join the voice VLAN.

Next, examine the Wireless Blacklist Default Rule:
1. Navigate to Policy > Authorization.
2. Edit the rule named Wireless Black List Default.

Notice the Identity Group is a separate list than the other conditions. In this rule,
there is an Identity Group named “Blacklist”. The next field is populated with a pre-
built condition specifying wireless connections. This particular rule is built to pre-
vent devices that have been marked lost or stolen from accessing the network.

3. Examine the authorization condition being used. Navigate to Policy > Policy
Elements > Conditions > Authorization > Compound Conditions.

Figure 13-22 shows the default list of compound conditions.



236 Cisco ISE for BYOD and Secure Unified Access

i Thent

L I |

i Compnd Conditiors O Catalyst_Switch Local_Waty_Authentication & condtion ta mafch requests for Lcal Webs E.
) Non_Cisom_proffed_ Phones A condEion t match Non Clscn P Phanes |

O Wi web Autentication A condition o match requests for from Cisco .
0 wird_soz.1x A condison 1o match am 807 |

O wired_pas A condion to match MAS By from Clecn Cata_
[mre— A enneiman tn mateh e B02. elass. |

[ Wreess Access A condition to match any suthentication request fom Claco Winrless LAN Coneroll..
O wirses a0 A condition 1o match Bypass from Coco W |

Figure 13-22 Pre-Built Authorization Compound Conditions

4. Select Wireless Access.

As shown in Figure 13-23, the Wireless Access compound condition references the
RADIUS attribute of NAS-Port-Type Equals Wireless — IEEE 802.11.

Authorization Compound Condition List > Wireless_Access

Compound Condition
* Name| Wireless_Access

Description| a Condition To Match Any Authentication Request From Cisco Wireless LAN Controller.

*Condition Expression

Condition Name Expression

¢ | |tadius:NAS-Port-Type® | [Equals | [ [wireless - I+
ADSL-CAP
ADSL-DMT

Async

Cable

Ethernet

FDDI

G.3 Fax

HDLC Clear Channel
IAPP

IDSL

ISDN Async V.110
ISDN Async V.120
ISDN Sync

PIAFS

SDSL

Sync

Token-Ring

Virtual

Wireless - 1X-EV
Wireless - COMA2000
Wireless - IEEE 802.11
Wireless - Other

[save | [ Reset |

Figure 13-23 Wireless_Access Compound Condition
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5. Examine the authorization result that is being sent for this Authorization Rule.
Navigate to Policy > Policy Elements > Results > Authorization > Authorization
Profiles.

6. Sclect Blackhole Wireless Access.

As shown in Figure 13-24, the Blackhole Wireless Access Authorization Profile
does not use any of the common tasks. Instead, it employs the Advanced Attribute
settings to send a URL-Redirect and URL-Redirect-ACL result to the WLC, along
with an access-accept. So, this result allows the devices onto the network, but forces
all traffic to redirect to a web page describing that the device was blacklisted.
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Figure 13-24 Blackhole_Wireless_Access Authorization Profile

These two authorization rules demonstrate a variety of rules. This chapter examines a few
common Authorization Policies in later sections.

Role-Specific Authorization Rules

The end goal of a Secure Access deployment is to provide very specific permissions

to any authorization. In Chapter 6, “Building a Cisco ISE Network Access Security
Policy,” you learned all about the specific results and how to create those authorizations.
However, that should always be handled in a staged approach in order to limit the impact
to the end users.

Part V is dedicated to this phased approach.

Authorization Policy Example

This section provides an example of an Authorization Policy made up of numerous rules
based on a common use case. This use case was selected to show multiple aspects of the
Authorization Policy and help to solidify your working knowledge the parts/pieces of an
Authorization Policy and the workflows associated with creating the policies.

For this example, let’s configure three authorization rules: one that assigns full access to
an employee that authenticated successfully with EAP chaining followed by a rule that
assigns more limited access to the same employee authenticating with a non-corporate
machine. The last rule created assigns Internet-only access to the same employee authen-
ticating on a mobile device.
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Employee and Corporate Machine Full-Access Rule

In this rule, assign full-access permissions to an employee that is authenticating from a
valid corporate asset. From the ISE GUI, perform the following steps:

1.

P 0N

11.
12.
13.
14.
15.

16.
17.
18.

© ® N o g

Navigate to Policy > Authorization.
Insert a new rule above the default rule.
Name the new rule Employee and CorpMachine.

For the other conditions drop-down, where it says Select Attribute, click the + and
select Create New Condition.

Choose Network Access > EapChainingResult.

Choose Equals.

Select User and Machine Both Succeeded.

Click the cog on the right-hand side > Add Attribute/Value.

Select AD1 > External Groups Equals “Employees” (or another AD group of your
choosing).

For the AuthZ Profiles, click the + sign.

Click the cog in the upper-right corner > Add New Standard Profile.
Name the new Authorization Profile Employee Full Access.
Optionally add a description.

Access Type = Access_Accept.

Select DACL Name > Permit ALL TRAFFIC.

Figure 13-25 shows the Employee Full Access authorization profile.
Click Save.

Click Done to finish editing the rule.

Click Save to save the Authorization Policy.

Figure 13-26 shows the completed authorization rule.
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Add New Standard Profile x
Authorization Profile

*Name [ Employee Full Access |

Description | Full Access For Employees With Corporate Systems 4

“AccessTyoe [accessaccerr [+

Service Template ()

¥ Common Tasks

# DACL Name PERMIT_ALL_TRAFFIC [~]
O vLAN
(] Voice Domain Permission

() Web Authentication

¥ Advanced Attributes Settings

|Sde:tan)ta'n =] Ql=

¥ Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PERMIT_ALL_TRAFFIC

Sutn  Rule Name Concitions (identfy rocs and other condtons) Fermasion
] -] ‘Wiesiess Back List Detaut ¢ Blackist . Wieekess_ACoess fhen Backhole_Winslem Acess ot | v
| ' ther Cism_IP_Phaones -
| B P o O 1P e ¥ Won_Dsco_Peofiied_Phanes then Man_Cscn_IP_Prnes ot -
- Pitar then .
B oema ¥ 1 maiches, than  Parmithoress rat -
S | [ Rem

Figure 13-26 Completed Employee and CorpMachine Rule
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Internet Only for iDevices

Now that the rule for employees with corporate devices has been created, you need to
create the rule below it that provides Internet access only to employee authentications on
mobile devices.

To begin this rule, first create a new DACL that is applied to switches, create the authori-
zation result, and then go back into the Authorization Policy and build the rule:

1. Navigate to Policy > Policy Elements > Results > Authorization > Downloadable
ACLs.

Click Add.
Name the ACL Internet Only.

Optionally provide a description.

a > 0N

Within DACL Content, provide an ACL that permits required traffic for Internet
access and denies traffic destined to the corporate network.

Figure 13-27 is just an example.

Downloadable ACL List > New Downloadable ACL
n loadable ACL
* Name| Internet Only
Description| A downloadable ACL that denies traffic to the Internal Network and only allows to the Internet

* DACL Content| parmit udp any any eg 68

permit udp any any eq 53

deny ip any 172.16.0.0 0.0.3.255
deny ip any 192.168.0.0 0.0.255.255
deny ip any 10.0.0.0 0.0.0.255
permit ip any any

~ DACL Check
Recheck | | Clear | Verbose []

DACL is valid

LI ( corca |

Figure 13-27 Inrerner Only DACL

6. Click Submit.

Now that the DACL is created, it’s time to create the Authorization Profile:
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1. Navigate to Policy > Policy Elements > Results > Authorization > Authorization

Profiles.

Click Add.

Name the Authorization Profile Internet Only.
Optionally provide a description.

Access Type is ACCESS ACCEPT.

Select DACL Name and select Internet Only.

N o a k> w N

Optionally provide a GUEST VLAN.

Keep in mind this VLAN Name or ID is used for both wired and wireless devices. An
alternative is to create separate rules for wired and wireless, so the user is assigned

VLAN on wireless, but not wired.

8. Select Airspace ACL Name and fill in the name of the ACL on the controller that

provides Internet Only Access.

9. Click Submit.

Figure 13-28 shows the completed Authorization Profile.

Authorization Profiles > Internet Only

Authorization Profile

* Name | Internet Only

Description \ AuthZ Profile To Provide Internet Only Access

4

* Access Type | ACCESS_ACCEPT [~]

Service Template ([

¥ Common Tasks

& DACL Name [internetonty  [~]
& VLAN TagID 1 ([ Edit Tag | 1D/Name [ GUEST
() Voice Domain Permission
[0 Web Authentication
¥ Advanced Attributes Settings
! [select an ttem © = =

¥ Attributes Detalls

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-ID = 1:GUEST
Tunnel-Type=1:13
Tunnel-Medium-Type=1:6

DACL = Internet Only
Airespace-ACL-Name = InternetOnly

Figure 13-28 [Interner Only Authorization Profile

241
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Before you build the Authorization Policy, create a logical profiling policy that encom-

passes all mobile devices. This makes the policy building much easier and provides a reus-
able policy object:

1. Navigate to Policy > Profiling > Logical Profiles.
Click Add.
Name the Logical Policy iDevices.

Optionally provide a description.

a 0 0 b

Select all the mobile platforms from the Available Devices side, and click the > to
move them to the Assigned Policies side.

6. Click Submit.

Figure 13-29 shows the iDevices Logical Profile.

Identity Services Engine /@ Home Operations|¥ Policy|» Administration | v
—— e ge—
|2) Authentication |2 Authorization | || Profiing | [@ Posture [ Client Provisioning  |] Security Group Access %, Policy Elements
e Logical Profiles List > New Loglcal Profiie
| 7] Logical Profile
Logical Profile for all Mobile Platforms
@rlE B “heme[Dowees ] oescripten
» [ Profling Policies 4
* [ Logical Profiles POl Asonineei:
; Available Policies: Assigned Policies:
B erot Apple Device T (5 [amer
Apple-MacBook Apple-iDevice
Applera-Device < Apple-iPad
Aruba-Device Apple-iPhone
Aruba-AP >> | | Apple-iPod
Avaya-Device BlackBerry
Avaya-IP-Phone L HTC-Device
Brother-Device HTC-Phone
=8

Figure 13-29 iDevices Logical Profile

Finally, it is now time to create the authorization rule:
1. Navigate to Policy > Authorization.
Insert a new rule above the default rule.
Name the Rule Employee iDevices.
Select the + sign for conditions, and select Endpoints > LogicalProfile.
Choose Equals.

Select iDevices.

N o g e N

Click the cog on the right-hand side > Add Attribute/Value.
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8. Select AD1 > External Groups Equals “Employees” (or another AD group of your
choosing).

9. For the AuthZ Profiles, click the + sign.
10. Select Standard > Internet Only.
11. Click Done.
12. Click Save.

The completed authorization rule is displayed in Figure 13-30.

@) Home Operations| v  Policy|v Administration | v

{ oy oy et g |
[2] Authentication | [s] Authorization | [5] Profilng [ Posture |5 ClientProvisioning [ Security Group Access % Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

[ First Matehed Rule Applies =

» Exceptions (0)

Standard

Status  Rule Name Conditions (identity groups and other conditions) Permissions
Wireless Black List Default [ Blacklist AND Wireless_Access then  Blackhole_Wireless_Access
Profiled Cisco TP Phones if Cisco-IP-Phone then Csco_IP_Phones
Profiled Non Cisco IP Phones f Non_Cisco_Profiled_Phones then  Non_Cisco_IP_Phones
Employee and CorpMachine (Network Access:EapChainingResult EQUALS User and machine both then Employee Full Access
succeeded AND AD1 EQUALS ise.local/L pl
Employee iDevices /I EndPoints:LogicalProfile EQUALS iDevices /I AD1:ExternalGroups hen Interet Only
[EQUALS ise.local/Users/Employees
Default f no matches, then  PermitAccess
Save iﬁej

Figure 13-30 Employee iDevices Authorization Rule

Employee Limited Access Rule

Now the rule for employees connecting with mobile devices is created, you need to cre-
ate the rule below it that provides limited access only to employee authentications on any
other device.

To begin this rule, first create a new DACL that is applied to switches, create the authori-
zation result, and then go back into the Authorization Policy and build the rule:

1. Navigate to Policy > Policy Elements > Results > Authorization > Downloadable
ACLs.

2. Click Add.
3. Name the ACL Employee Limited.

4. Optionally provide a description.



244  Cisco ISE for BYOD and Secure Unified Access

5. Within DACL Content, provide an ACL that permits required traffic and denies traf-
fic destined to the corporate network. For this example, allow traffic to reach our
virtual desktop infrastructure and essential services, like DNS only.

Figure 13-31 shows the Employee Limited dACL.

Downloadable ACL List > New Downloadable ACL
' loadable ACL
* Name| Employee Limited |
Description| permit traffic to VDI servers only

* DACL Content| permit udp any any eq 68

permit udp any any eq 53

permit tcp any host 10.1.100.222 eq 3389
permit tcp any host 10.1.100.222 eq 443
permit tep any host 10.1.100.222 eq 80

~ DACL Check
Recheck | | Clear | Verbose []

[DACL is walid

[ sobrit JECTE

Figure 13-31 Employee Limited DACL

6. Click Submit.

Now that the DACL is created, build the Authorization Policy to permit network access

and apply that DACL:
1. Navigate to Policy > Policy Elements > Results > Authorization > Authorization
Profiles.
Click Add.

Name the Authorization Profile Employee Limited.
Optionally provide a description.
Access Type is ACCESS ACCEPT.

Select DACL Name and select Employee Limited.

N o a k> w N

Do not assign a different VLAN for this authorization.
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8. Select Airspace ACL Name and fill in the name of the ACL on the controller that
provides Internet-only access.

9. Click Submit.

Figure 13-32 shows the completed Authorization Profile.

Authorization Profiles > New Authorization Profile

Authorization Profile

* Name | Employee Limited |

Description [ provide Access To VDI Only P

* Access Type | ACCESS_ACCEPT [~]

Service Template [

¥ Common Tasks
L MIALIEC FOICY

() NEAT

(] Web Authentication (Local Web Auth)

[ Airespace ACL Name Employeelimited

([ ASA VPN

¥ Advanced Attributes Settings

ii [select an item ©]=] Q=

¥ Attributes Details

Access Type = ACCESS_ACCEPT
DACL = Employee Limited
Alrespace-ACL-Name = EmployeeLimited

E (cencel |

Figure 13-32 Employee Limited Authorization Profile

Now, create the Authorization Policy rule to assign that Authorization Profile:
1. Navigate to Policy > Authorization.

Insert a new rule above the default rule.

Name the Rule Employee Limited.

Select the + sign for conditions.

@ M N

Select AD1 > External Groups Equals “Employees” (or another AD group of your
choosing).
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6. For the AuthZ Profiles, click the + sign.
7. Select Standard > Employee Limited.
8. Click Done.

9. Click Save.

Figure 13-33 shows the completed Employee Limited authorization rule.

2y Home v policy| v v
=

|5 Authentieation | [s, oo/ Profing [ Posture oy Clent 0 |z Security Group & Policy
Authorization Policy
Dafire the Authorization Policy by configuring rues based on identity Groups andfor ather canditions. Drag and drog rues to changs the onder,
First Matched Rule Appiies -
* Exoaptions (0}
Standard
Smts  Rule Name Conditians (identity grouns and ether eonditians) Permissions
" Wiralaes Black List Dafault ¢ Blacklist AND Wirsless_Accecs then  Blackhols_Wirsees_Acoass
|| B Profiled Cisen TP Phanes ! Cisco-1P-Phone ther Clse_IP_Phones
1 @2 Profiled Non Ciszn TP Phoress I Hon_Cisen_Profied_Phanes: then  Non_Clscn,_IP_Phones:
A - | Employee and CorpMaching { (Network Access: EspChainingResult EQUALS User and machine both then  Employee Full Access
= succended AND EQUALS [5e. 1
i a Employes iDevices ! (EndPaints:LogicalProfie EQUALS IDavices 44D ADL:ExtemalGroups ther  Intemet Only
i EQUALS ke local{Usery Emplayess: |
—r— ’ - v Envoes s
B Default ¥ o matches, then PermibAcoess:
Swve | | Rasst

Figure 13-33 Employee Limited Authorization Rule

Saving Attributes for Re-Use

ISE offers the ability to save conditions to the library to make it much easier to reuse
them in other policies. To show this, let’s go back into your example Authorization Policy
and save a few of the conditions.

From the ISE GUI, perform the following steps:
1. Navigate to Policy > Authorization.
Edit the Employee and CorpMachine rule.

Expand the conditions.

A w N

Click Add All Conditions Below to Library, as shown in Figure 13-34.

This is adding the full set of conditions, including the AND operator.
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Suns  Rue hame ‘Conditions (dentty grouss and ather condiions) Femmssons
B sl Bk e Dot Blackat - Wirslem_Accms © ke Wirien_fem Em
Profiled Cace [9 Phanes ¢ Ciaco-TP-Phone e [P Phones [
a Profiled Non Cars [# Phanes ¥ Man_Discs_Profiied_Prones Fen Non_Cscn,_IF_Prones re
B - [eroiovee s comracrice | - ;]nl......w. . = = m‘
B oo onim = =] |
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B Emporee Lmt ¢ ADLBgemaGrougy Condtion Name Exprisicn D )
| Ntwork Acomss®... & | [ Equals o o machion 5| MM 5.
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(A1 Etmraron D | [z [ oca syt 3 | g
Sove | [ eset

Figure 13-34 Add All Conditions Below to Library

5. Provide a name for this new saved condition, such as EmployeeFullEAPChain.

6. Finish editing the rule.

7. Click Save.

As shown in Figure 13-35, the Authorization Policy text is simplified now with the name
of the saved conditions instead of the raw attributes.

Rule Name
Wireless Black List Default

Profiled Cisco IP Phones

Profiled Non Cisco IP Phones

Employee and CorpMachine

Employee iDevices

Conditions (identity groups and other conditions)
Blacklist AND Wireless_Access

Cisco-IP-Phone
Non_Cisco_Profiled_Phones
EmployeeFul EAPChain

EndPoints:LogicalProfile EQUALS iDevices AND AD1:ExternalGroups
EQUALS ise.local/Users/Employees )

Employee Limited f AD1:ExternalGroups EQUALS ise.local/Users/Employees
Default f no matches, then  PermitAccess
Reset

Permissions

then

then

then

then

then

then

Blackhole_Wireless_Access
Osco_IP_Phones
Non_Cisco_IP_Phones
Employee Full Access

Internet Only

Employee Limited

Figure 13-35 Authorization Policy After Saving Conditions to Library

Next, save the Employees group for AD as a condition:

1.

N o a e N

Navigate to Policy > Authorization.

Edit the Employee iDevices Rule.

Expand the conditions.

Click the cog on the right-hand side of the Employees line.

Choose Add Condition to Library.

Name the condition Employees.

Click the green check mark.

Figure 13-36 displays the saving of Employees to the Conditions library.

247



248 Cisco ISE for BYOD and Secure Unified Access

e | [Tt [ employess K [ADEtemaGamD | [fous  v| [seboaiiseyin 0 |

B - [Emporee Devoss ] Slam__2 88| encfomistopentprota cunis L. < [N amaiony < | L
a Empioyee Limbed * ADIBemaGd [ add AN Conditions Bekow 19 Litrary |
-] [ LY L Candition Nama Exprssion [

[eorwsigan ] [fams  -[[oees @] e

Figure 13-36 Saving Employees to Library

8. Click Done to finish editing the rule.
9. Click Save.

Figure 13-37 shows the final Authorization Policy.

Status  Rule Name Conditions (identity groups and other conditions)
Wireless Black List Default f Blacklist AND Wireless_Access
Profiled Cisco TP Phones f Cisco-IP-Phone
Profiled Non Cisco IP Phones f Non_Cisco_Profiled_Phones
Employee and CorpMachine f  EmployeeFullEAPChain
Employee Devices f  (EndPoints:LogicalProfile EQUALS iDevices AND Employees )
ﬂ Employee Limited if  AD1:ExternalGroups EQUALS ise.local/Users/Employees
Default if no matches, then PermitAccess
Save Reset

then

then

then

then

then

then

Permissions

Blackhole_Wireless_Accass
Cisco_IP_Phones
Non_Cisco_IP_Phones
Employee Full Access
Internet Only

Employee Limited

Figure 13-37 Final Authorization Policy

Summary

This chapter examined the relationship between authentication and authorization and
how to build policies for each. It described a few common Authentication Policies and
Authorization Policies to help solidify your knowledge of how to work with these policy
constructs. Chapters 20 to 23 focus on specific configurations of these policies to help in

the actual deployment of ISE and the Secure Unified Access Solution.

Chapter 14, “Guest Lifecycle Management,” examines web authentication, guest access,

and the full lifecycle management of guest users.
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deployment, 40-45

CIMC (Cisco Integrated Management
Controller), 95

Cisco 3750X switch configuration,
106-109

Cisco AnyConnect Secure Mobility
Client NAM, supplicants, 312-316

Cisco ASA (Adaptive Security
Appliance), SXP (Security Group
eXchange Protocol), configuring,
513-515

Cisco Catalyst Switches. See switches

Cisco devices, configuration of
NetFlow, 485-487

Cisco Integrated Management
Controller (CIMC), 95

Cisco10S 12.2,170
Cisco IOS 15.x, 170

Cisco IP Phone 7970, endpoint pro-
file policies, 155-161

Cisco ISE Policy Setup Assistant wiz-
ard, 97-104

Configure Network Access Service
page, 100

Identify Policy Requirements page,
99

Select Network Device Types wizard
page, 102-103

Setup Assistant wizard, 113

Wireless Network Controller set-
tings, 103

Cisco NAC Agent, 21, 67
Cisco NAC Framework, 7
Cisco NAC Guest Server, 8
Cisco NAC Manager, 9
Cisco NAC Profiler, 8
Cisco NAC Server, 9

Cisco Secure Unified Access system,
170

Cisco Security Intelligence
Operations, 76

Cisco Setup Assistant Wizard, 169
Cisco TrustSec, 9

Cisco wireless LAN controller con-
figuration, 109-113

Cisco.com Download Center, 629
Cisco-Device profiling policy, 157
Cisco-IP-Phone 7970 profile, 160
Cisco-IP-Phone profiling policy, 160



CIUS, 319

classification, SGT (Security Group
Tag), 504

CLI (command-line interface), 95-96
backups, 627
restoring, 629

client provisioning

NAC client provisioning, configur-
ing, 288-289

posture client provisioning global
setup, 283-285

client provisioning policy, configur-
ing, 349-351

client supplicants, 301

Closed Mode, 44-45, 459-460

authorization policies, creating for
specific roles, 470-472

changing (default authentication
rules to deny access), 472-473

deployment phases, 406-408

modifying default port ACL on
switches, 469

monitoring, 469

moving switch ports from multi-auth
to MDA, 473-474

Policy Set, 461

assigning WLCs and switches
to Closed stage NDG, 468-
469

duplicating Monitor Mode
Policy Set, 462

modifying the default rule, 467

web authenticarion authoriza-
tion results, 463-466

web autbentication identity
source sequence, 466

transitioning from Monitor Mode,
461

configuring

CoA (Change of Authorization), 488-
489, 565

configuring in profiler policies, 490
profiling, 133-142
configuring, 143-144
message types, 142-143
types of, 489

collecting information for custom
profiles, 478-479

command-line interface (CLI), 95
common checks, ISE solution, 74
comparing supplicants, 302-303
conditions, 205
authentication policies, 218-220
allowed prorocols, 220

authentication protocol prim-
ers, 221-222

EAP (Extensible authentication
protocol) types, 222

identity store, 224
options, 224
tunneled EAP types, 222-224

creating custom profiler conditions,
479-480

posture, 289-292
conference room network access, 569

Configure Network Access Service
page, Cisco ISE Policy Setup
Assistant wizard, 100

configuring
AAA servers, 185-187

RADIUS accounting servers,
186-187

RADIUS authentication servers,
185-186

RADIUS fallback, 187
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Airespace ACLs, 188-192

posture agent redirection ACL,
191-192

web authentication redirection
ACL, 188-191

authentication settings, 182-183
authentication timers, 184
authorization dACLs, 207
authorization profiles, 209-211

CA insurer names, 672

certificate templates, 659-663
certificates on switches, 170

client provisioning policy, 349-351

CoA (Change of Authorization), 143-
144, 490

domain names, 669-670
exceptions in profiler policies, 490
feed service, 166-167

flexible authentication and high
availability, 179-182

guest portals, 251
identity sources, 252-253
guest sponsor portals, 263-264

guest portal interface and IP
configuration, 264

guest sponsors, 254
guest sponsor groups, 255-256
guest time profiles, 254-255
sponsor group policies, 257

guest time profiles, 254-255

hostnames, 669-670

HTTP servers, 669-670

identity sources, 252-253

interfaces as switch ports, 179

ISE

NDAC (Network Device
Admission Control), 558-561

for onboarding, 347

ISE probes, SNMP Trap method, 414

ISE to allow SGACLs to be down-
loaded, 531-532

Low-Impact Mode, 446

Mac OS X 10.8.2 native supplicant,
303

MDM integration, 368-369

MDM onboarding, policies, 369-372
NAC agents, 288-289

NAC client provisioning, 288-289
NAD:s for onboarding, 324

native SGT propoogation, 517
native tagging

SGT Popogation on Cisco I0S
switches, 518-520

SGT propagation on Nexus
series switches, 522-523

SGT propogation on a catalyst
6500, 520-522

NDAC (Network Device Admission
Control), switch interfaces, 566-
567

network devices

wired switch configuration
basics, 106-109

wireless controller configura-
tion basics, 109-113

network devices for guest CWA
wired switches, 274-275
wireless LAN controllers, 275
posture conditions, 289-292
posture policy, 296-298

posture remediation actions, 292-
295

posture requirements, 295-296
probes
Device Sensor method, 425
NerFlow, 481-483



profiling, 130-132
RADIUS with SNMP Query
method, 420-421
repositories, 619-625
SCEP, 356-357

security group firewalls, TrustSec
downloads from ISE via ASDM,
536-541

seed devices, NDAC (Network
Device Admission Control), 562-
564

SG-FW on an ASR and ISR, 544-546
SG-FW policies via ASDM, 542
SMS text messaging, 264
switches

Device Sensor method, 426-428

to download SGACLs from ISE,
532

RADIUS with SNMP Query
method, 422-424

SNMP Trap method, 418-420

SXP (Security Group eXchange
Protocol)

on Cisco ASA, 513-515

on i0S devices, 509-511

on WLC, 511-513
Uplink MACSec, 553-555

web authentication identity source
sequence, 451

WebAuth, 351

Windows 7 native supplicant, 309-
312

Windows GPO for wired supplicant,
305-309

context awareness, 5
corporate SSID, creating, 199-202

corporate systems, identifying, 374-
375

EAP chaining, 375-376

dashlet

criteria, establishing to determine
validity of security posture checks,
rules, or requirements, 76-77

CRL (Certificate Revocation List),
672-673

CTS data downloads, validating, 533-
535

Custom AV condition, 292
custom default portals, 268

custom device web authorization
portal, 268

custom profiler conditions, creating,
479-480

custom profiler policies, creating,
480-481

custom profiles
collecting information for, 478-479
for unknown endpoints, 475-476
customizing
guest portals, 265-266
portal themes, 266-267
sponsor portals, 264

CYOD (Choose Your Own Device),
319

D

dACL (downloadable ACL), 259,
448,454

authorization dACLs, configuring,
207

AuthZ policies, creating for specific
roles, 454-456

Closed Mode, 44

Low-Impact Mode, 43

Web Auth dACL, 259
dACL syntax checker, 209
dashlet, 577
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098 data repositories

data repositories, 586

Data Security Standard. See DSS
data sources, device profiling, 81-82
database levels, enabling, 671-672

debug situations, troubleshooting,
611-612

default authentication rule, changing
to deny access, 456-457,472-473

default authorization profiles, 234,
440-441

default port ACL on switches, modi-
fying (Closed Mode), 469

default port ACL on switches,
modifying (Low-Impact Mode),
453-454

default portals, 268

default rule in Closed Policy Set,
modifying, 467

default unavailable client provisioning
policy action, verifying, 352

deny access

changing default authentication rule,
456-457

changing default authentication
rules, 472-473

deploying security requirements,
78-79

deployment
centralized deployment, 29-31
centralized versus distributed, 29-30

distributed deployment. See distrib-
uted deployment

phased deployment, 37-38
choosing end-state mode, 40-45
Monitor Mode, 38-39

probes

DHCP (Dynamic Host
Configuration Protocol),
135-137

DNS, 139

HTTP, 133-134

NetFlow, 137

NMAP, 139

RADIUS, 138

SNMP, 140-141
deployment phases, 397

authentication open versus standard
802.1X, 398-399

Closed Mode, 406-408
Low-Impact Mode, 404-406
Monitor Mode, 399-401

preparing for staged deploy-
ment, 401-404

reasons for using, 395-397

transitioning from Monitor Mode to
end state, 408-409

wireless networks, 409

design, SXP (Security Group
eXchange Protocol), 508-509

designing NetFlow, efficient collec-
tion of data, 484-485

desktop switches, NEAT (Network
Edge Authentication Topology),
574-575

device configuration, for monitoring,
584-585

device enrollment, iOS onboarding
flow, 359

device posture assessment, 67
device profiling, 79-80
authorization rules, 82
data sources, 81-82
profiling policies, 80
device profiling policy, 48

device provisioning, iOS onboarding
flow, 359-360



device registration, iOS onboarding
flow, 358-357

device registration portal, 251
Device Sensor method, 424
adding network devices, 425-426
configuring
probes, 425
switches, 426-428
Device Sensors, switches, 177-178
device web authorization portal, 268

DHCP (Dynamic Host Configuration
Protocol)

Device Sensors, 177

infrastructure configuration, profil-
ing, 145

probes, deployment, 135-137
dhcp-class-identifier, 477
dictionaries, 205-206

disconnections, Active Directory,
troubleshooting, 610

distributed deployment, 32-35, 377
ISE nodes, 377

ensuring the persona of nodes
is accurate, 381

making the Policy
Administration Node a pri-
mary device, 377-378

registering nodes to deploy-
ment, 379-381

DNS, probes, 139
domain names, configuring, 669-670

domains, NDAC (Network Device
Admission Control)

configuring ISE to allow SGACLs to
be downloaded, 558-561

MACSec sequence, 567-568
Downlink MACSec, 549-550
authorization profiles, 549

employee authorization rule 699

ISE configuration, 552

policies, 549

policy switch CLIL, 550

switch configuration modes, 551-552
downloadable ACL. See dACL
DSS (Data Security Standard), 84
dual SSID, BYOD onboarding, 322

Android, 340-345

duplicating Monitor Mode Policy Set,
446-447, 462

dVLAN (dynamic VLAN)
Closed Mode, 44
Low-Impact Mode, 43

Dynamic Authorization Failed, 615-
616

dynamic interfaces for client VLANSs,
creating, 193

employee dynamic interfaces, 193
guest dynamic interfaces, 194-195

E

EAP (Extensible authentication pro-
tocol) types, 222

EAP chaining, 375-376
EAP chaining with EAP-FASTv2, 224
EAP Connection Timeout, 613-614

EAP-FAST (Flexible Authentication
via Secure Tunnel), 223

EAP-GTC (Generic Token Card), 223

EAP-MD5, 222

EAP-MSCHAPv2, 223

EAP-TLS, 222, 223

East-West, SGACL, 525

editing Registry, 665-667

employee and corporate machine full-
access rule, 238

employee authorization rule, 64



700 employee dynamic interfaces, creating

employee dynamic interfaces, creat-
ing, 193

employee limited access rule, 243-
246

employee posture policies, 73
enabling
CA (Certificate Authority), 671-672
database levels, 671-672

HTTP/HTTPS servers on switches,
170-171

posture assessment in the network,
298-299

endpoint components, ISE solutions,
20-21

Endpoint Discovery, Monitor Mode,
412-413

Device Sensor method. See Device
Sensor method

SNMP Trap method. See SNMP
Trap method

endpoint identity groups, authoriza-
tion policies, profiles, 161-163

Endpoint Profile Changes Report,
493

endpoint profile policies, 150-154

Cisco IP Phone 7970, 155-161
EndPointPolicy, 163-164
endpoints

attributes, 476-478

filtering, 476

managing, 372-373

administrative management,
372-374

self management, 372
monitoring, 580-581
end-state mode
choosing, 40-45
Closed Mode, 44-45
Low-Impact Mode, 42-44

transitioning from Monitor Mode,
45-46, 408-409

end-user experience, BYOD onboard-
ing, 330

enforcement

SGA (Security Group Access), 523-
524

SGACL, 524-525

SGA, security group firewalls. See
security group firewalls

enforcement methods, network
access privileges, 61-62

enforcement types

Closed Mode, 44

Low-Impact Mode, 43
enforcing

AUP (acceptable use policy), 60

security requirements, 78-79
error messages

account lockout, 617

Dynamic Authorization Failed, 615-
616

EAP Connection Timeout, 613-614
WebAuth Loop, 617

establishing criteria to determine
validity of security posture checks,
rules, or requirements, 76-77

Evaluate Configuration Validator,
591-593

examples

authentication policies, wireless
SSID, 225-228

authorization policies, 237

employee and corporate
machine full-access rule, 238

employee limited access rule,
243-246

Interner only for iDevices, 240-
243



exception actions, 489-490
exceptions
configuring in profiler policies, 490
profilers, 488-489

exporter configurations, NetFlow,
486

exporting RSA key pairs, 670-671

F

failure scenarios, load balancers, 389

feed service, 166
configuring, 166-167

File Condition settings, posture con-
ditions, 290

Filter-ID
Closed Mode, 44
Low-Impact Mode, 43
filtering endpoints, 476
firewalls
ASA identity firewall, 11
installing ISE, 116-118

security group firewalls. See security
group firewalls

flexible authentication, configuring,
179-182

flow, posture assessment, 280-282

FTP (File Transfer Protocol), 620-
621

G

general posture settings, 285
generating RSA key pairs, 670-671

global 802.1X commands, switches,
175

guest portals

global AAA commands, switches,
171-172

global configuration settings, switch-
es, 170

global logging commands, switches,
175-177

global profiling commands, switches,
177

global RADIUS commands, switches,
172-174

GNU Privacy Guard (GPG), 625
goals
authentication policies, 216-217
authorization policies, 232

for NASP (network access security
policy), 51-52

of NASP (network access security
policy), high-level goals, 52-55

Google Play app store, 328

groups, guest sponsor groups, 255-
256

guest access, 4, 11-12
guest accounts

creating for guest sponsor portals,
273

managing for guest sponsor portals,
273

guest authentication, 249

guest authorization rules, 62

guest dynamic interfaces, 194-195
guest email notification, 265

guest portal interface and IP configu-
ration, 264

guest portals
configuring, 251
identity sources, 252-253
customizing, 265-266
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guest post-authentication authoriza-
tion policies, authentication and
authorization guest policies, 262-
263

guest pre-authentication authorization
policy, authentication and authori-
zation guest policies, 258-262

guest sponsor groups, 255-256
guest sponsor portals
configuring, 263-264

guest portal interface and IP
configuration, 264

guest accounts

creating, 273

managing, 273
sponsor portal layout, 271-272

guest sponsors, configuring, 254

guest sponsor groups, 255-256
guest time profiles, 254-255
sponsor group policies, 257

guest time profiles, configuring, 254-
255

guest web portal, 251
Guest WLAN:S, creating, 195-198
guests, security domains, 56

H

high availability, 381
configuring, 179-182

PANSs (Policy Administration Nodes),
384-385

primary and secondary nodes, 381

promoting Secondary PAN to
Primary, 385

high-level troubleshooting flowchart,
605

702 Guest post-authentication authorization policies, authentication and authorization guest policies

Home Dashboard, 491-492
host posture assessment policy, 48
hostname, 478
hostnames, configuring669-670
hot fixes, Microsoft646
HTTP
probes, profiling, 132-133
repositories, 624-625
HTTP servers, configuring669-670

HTTP/HTTPS servers, enabling on
switches, 170-171

Identify Policy Requirements page,
Cisco ISE Policy Setup Assistant
wizard, 99

identifying
corporate systems, 374-375
EAP chaining, 375-376
misconfigured devices, 428
authorization policies, 433
profiling policies, 428-429

unique values for unknown devices,
476-478

identities, creating for NEAT, 571
identity awareness, 4-5
identity firewall, ASA, 11
Identity Services Engine

sample letter to students, 638

sample notice for bulletin board/
poster, 636-638

sample requirement change notifica-
tion email, 635-636

identity sources, 252-253

identity store, authentication policies,
224



IEEE 802.1X, 9

information, collecting for custom
profiles, 478-479

infrastructure components, ISE solu-
tions, 16-20

infrastructure configuration, profil-
ing, 144-145

DHCP (Dynamic Host Configuration
Protocol), 145

SPAN (Switched Port Analyzer), 145-
146

VACL (VLAN Access Control Lists),
146-148

VMware (promiscuous mode), 148-
149

ingress access control, 495
lists, 498
VLAN assignments, 495-497
ingress reflector mode, 520
Inline Posture Node (IPN), 22
installing

Active Directory Certificate Services,
647-659

ISE, behind firewalls, 116-118
licenses, 113-114
patches, 630-631

Integrated Services Routers. See ISR
(Integrated Services Router)

integration points, MDM onboarding,
367

Intel Hyper-Threading Technology,
25

interface configuration, NetFlow, 487
interface configuration settings,
switches, 179
applying ACL to the port and
enabling authentication, 184

ISE (Identity Services Engine)

configuring
authentication timers, 184

flexible autbentication and bigh
availabiliry, 179-182

interfaces as switch ports, 179
Interface probe, 141

interfaces, configuring as switch
ports, 179

Internet, security domains, 56
Internet only for iDevices, 240-243
I0S CA SCEP RA configuration, 673
10S Device-Sensor, probes, 141-142

i0S devices, configuring SXP
(Security Group eXchange
Protocol), 509-511

iOS onboarding flow, 357
device enrollment, 359
device provisioning, 359-360
device registration, 358-357
ip address-helper, 145
IP addresses, binding to SGTs, 506
ip helper-address, 136
IPEVENT, 584

IPN (Inline Posture Node), 22, 383,
391

configuring, 393
modes of operation, 393-394
overview, 392

IP-Phones, authorization policies,
433-434

ISE (Identity Services Engine), 3-4,
249

bootstrapping, 95-97

installing behind firewalls, 116-118
overview, 9-12

rules and requirements structure, 70

703



704 ISE Accounting

ISE Accounting, 83
ISE Auditing, 83
ISE Certificate Store, 116
ISE certificates, 114-116
ISE Client Provisioning service, 68
ISE configuration
for BYOD onboarding, 329-330
Downlink MACSec, 552
ISE Dashboard, 578-577
ISE file condition, 68
ISE guest services, 249
ISE Guest Sponsors, 252
ISE GUI
configuring (SGACL), 526-530

RBAC (role-based access control),
121

access session settings, 121-123
authentication, 123-124
authorization, 124-125
passwords, 124

ISE licensing, 23

ISE logs, debug situations, 611-612

ISE nodes, 22

distributed deployment, 377

ensuring the persona of nodes
is accurate, 381

making the Policy
Administration Node a pri-
mary device, 377-378

registering nodes to deploy-
ment, 379-381

Policy Administration Node,
377-378

registering to deployment, 379-381
ISE performance, 25-27

ISE policy-based structure, overview,
25

ISE posture assessment process, 70

ISE requirements, 23-25

ISE solutions, 15
endpoint components, 20-21
infrastructure components, 16-20
policy components, 20

ISR (integrated services routers), 356,
669

security group firewalls, 543-544

J-K

Jobs, Steve, 319

L

licenses, installing, 113-114

licensing, 23
lifetimes, 672

Live Authentications Alternate view,
579

Live Authentications CoA action, 580
Live Authentications Log, 578-580
Live Authentications screen, 491
load balancers, 388

failure scenarios, 389

guidelines for, 388-389

local access control lists, creating on
switches, 174-175

local Web Authentication, 249-250
local Web Authentication flow, 249

log data, ensuring integrity and confi-
dentiality of, 90

logging commands, global logging
commands, switches, 175-177

Logical Profiles, 164-165



Low-Impact Mode, 42-44, 443-444

configuring, 446

deployment phases, 404-406

enforcement types, 43

modifying default port ACL on
switches, 453-454

monitoring, 454

Policy Set, 446
configuring web authentication

identity source sequences,
451

creating web authentication
authorization results, 448-
449

duplicating Moniror Mode
Policy Set, 446-447

modifying the default rule, 451-
452

transitioning from Monitor Mode,
445-446

Low-Impact Mode Policy Set, 457

low-impact policy set, modifying,
451-452

Low-Impact Stage Network Device
Group (NDG), assigning WLCs and
switches, 452-453

M

MAB (MAC Authentication Bypass),
11,128,258

MAC address authentication, 4

MAC address, profiling policies, 128

MAC Authentication Bypass (MAB),
11,258

Mac OS X 10.8.2 native supplicant,
configuring, 303

Mac-OSX, BYOD onboarding, 364-
366

MDM onboarding

machine authentication, authorization
policies, 438-439
MACSec, 548
Downlink MACSec, 549-550
authorization profiles, 549
ISE configuration, 552
policies, 549
policy switch CLI, 550

switch configuration modes,
551-552

MDA Mode, 551
Multi-Authentication Mode, 551
Multi-Host Mode, 551

sequence in NDAC domains, 567-
568

Uplink MACSec, 553
configuring, 553-555

verifying configuration, 556-
557

MACSec Layer 2 Hop-by-Hop
encryption, 547

managing endpoints, 372-373
administrative management, 372-374
self management, 372

mapping
subnets to SGTs, 507
VLANS to SGTs, 507-508

MDA Mode, MACSec, 551

MDM (mobile device management),
320-321

attributes, 367

MDM integration, configuring, 36 8-
369

MDM onboarding, 367
configuring
MDM integration, 368-369
policies, 369-372
integration points, 367
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706 message types, CoA (Change of Authorization)

message types, CoA (Change of
Authorization), 142-143

Metasploit, 76
Microsoft, hotfixes, 646

Microsoft Certificate Authority (CA),
645-646

requirements for, 645
Microsoft Security Bulletins, 75

Microsoft TechNet Security Center,
75

misconfigured devices, identifying,
428

authorization policies, 433
profiling policies, 428-429

mobile device management.
See MDM

Mobile Device On-Boarding, 9

modes of operation, IPN (Inline
Posture Node), 393-394

modifying
default port ACL on switches
Closed Mode, 469
Low-Impact Mode, 453-454
default rule in Closed Policy Set, 467
low-impact policy set, 451-452

monitor configuration, NetFlow, 486-
487

Monitor Mode, 411-412

default authorization profiles, 440-
441

deployment phases, 399-401

preparing for staged deploy-
ment, 401-404

Endpoint Discovery, 412-413

Device Sensor method. See
Device Sensor method

RADIUS with SNMP Query
method. See RADIUS,
SNMP Query method

SNMP Trap method. See
SNMP Trap method

identifying misconfigured devices,
428

authorization policies, 433

profiling policies, 428-429
phased deployment, 38-39
transitioning, to end state, 408-409
transitioning to Closed Mode, 461

transitioning to end-state mode,
45-46

transitioning to Low-Impact Mode,
445-446

Monitor Mode Policy Set, duplicat-
ing, 446-447,462

monitor session, SPAN (Switched
Port Analyzer), 145-146

monitoring, 577
Closed Mode, 469
device configuration for, 584-585
endpoints, 580-581
Global Search, 581-582
Live Authentications Log, 578-580
Low-Impact Mode, 454

nodes in distributed deployment,
584

primary and secondary nodes, 381-
383

profilers, 491-493
Monitoring persona, 21
moving switch ports
from multi-auth to MDA, 473-474

from multi-auth to multi-domain,
457-458

multi-auth switch ports, 457-458



Multi-Authentication Mode,
MACSec, 551

multi-domain switch ports, 457-458
Multi-Host Mode, MACSec, 551
multiple portals, creating, 268-270

N

NAC (Network Access Control), 319
NAC Agent for Mac OS X

posture checks, 71

posture remediation actions, 70
NAC Agent for Windows

posture checks, 71

posture remediation actions, 70
NAC agents, 21

configuring, 288-289

NAC Appliance, posture assessment,
280

NAC client provisioning, 288-289
NAC Framework, 7

NAC Guest Server, 8

NAC Manager, 9

NAC Profiler, 8

NAC Server, 9

NAC web agent, 285

NAD (Network Access Devices), 29

NASP (network access security poli-
Cy)s 47

AUP (acceptable use policy), 59-60
authorization rules, 57-58
checklist, 48-49

determining goals for, 51-52
high-level goals, 52-55

including the right people when cre-
ating, 49-51

NEAT (Network Edge Authentication Topology) 707

network access privileges, defining,
61

overview, 47-48
security domains, defining, 55-57

NASP format for documenting ISE
posture requirements, samples, 72

National Cyber Awareness System,
75

National Vulnerability Database, 76

native supplicant profiles, creating,
347-349

native supplicant provisioning, 301
native tagging, 516-517
configuring
native SGT propoogation, 517

SGT Popogation on Cisco I0S
switches, 518-520

SGT propagation on Nexus
series switches, 522-523

SGT propogation on a catalyst
6500, 520-522

NDAC (Network Device Admission
Control), 557

adding non-seed switches, 564-566

configuring switch interfaces, 566-
567

domains, configuring ISE to allow
SGACLs to be downloaded, 558-
561

MACSec sequence in domains, 567-
568

seed devices, configuring, 562-564

NDES (Network Device Enrollment
Services), 645-646, 356

NEAT (Network Edge Authentication
Topology), 569

access switches, 574
desktop switches, 574-575
overview, 570-571
preparing ISE for, 571



708 NEAT (Network Edge Authentication Topology)

authorization rules, 573-574

creating authorization profiles,
572

creating user identity group
and identity, 571

NetFlow, 34
attributes, 483

configuration on Cisco devices, 485-
487

designing for efficient collection of
data, 484-485

probes, 137
configuring, 481-483
deployment considerations, 137
profiler policy, examples, 483

Network Access Devices. See NAD
(Network Access Devices)

network access privileges, defining,
61

network access security policy. See
NASP

Network Device Admission Control.
See NDAC (Network Device
Admission Control)

Network Device Groups, creating,
401-402

network devices
adding
Device Sensor method, 425-426

RADIUS with SNMP Query
method, 421

SNMP Trap method, 416-418
configuring

wired switch configuration
basics, 106-109

wireless controller configura-
tion basics, 109-113

network devices for guest CWA, con-
figuring
wired switches, 274-275
wireless LAN controllers, 275

Network Edge Authentication
Topology. See NEAT (Network
Edge Authentication Topology)

Network File System (NFS), 623

networks, enabling posture assess-
ment, 298-299

Nexus 7000, enabling tagging, 523

Nexus 7000 Seed Device, configur-
ing, 563-564

NFS (Network File System), 623

NMAP, probes, 138
deployment, 139

node communications, 617

node groups, 385-386

adding policy services nodes to, 387-
388

creating, 386-387
node types, functions, 22
nodes. See also ISE nodes
Administration node, 34-35

IPN (Inline Posture Node). See IPN
(Inline Posture Node)

primary and secondary nodes, 381

monitoring and troubleshoot-
ing, 381-383

PSNs (Policy Service Nodes), adding
to node groups, 387-388

nodes in distributed deployment,
monitoring, 584

non-authenticating devices, authoriza-
tion policies for

IP-Phones, 433-434
printers, 436-437
wireless APs, 435



non-seed switches, adding, NDAC
(Network Device Admission
Control), 564-566

North-South, SGACL, 525

O

On Demand Backup, 626

onboarding, BYOD (Bring Your Own
Device). See BYOD onboarding

OOB management, security domains,
56

options, authentication policies, 224
OTA (Over the Air), 328

P

PAC (Protected Access Credential)
files, 533-535

PAC files, validating, 533-535
Packet Captures, 594
PANSs, 632

PANs (Policy Administration Nodes),
high availability, 384-385

PAP (Password Authentication
Protocol), 221

Parker, Chuck, 569

passwords, RBAC (role-based access
control), ISE GUI, 124

patches, installing, 630-631
patching, 629-631
PCI (Payment Card Industry), 84

PCI 10.1: Ensuring unique usernames
and passwords, 84-89

PCI 10.2: Audit log collection, 89
PCI 10.3: Audit log collection, 89

PCI 10.5.3: Ensuring the integrity and
confidentiality of log data, 90

policies

PCI 10.5.4: Ensuring the integrity and
confidentiality of log data, 90

PCI 10.6: Reviewing audit data regu-
larly, 91-92

PCI 10.7: Ensuring the integrity and
confidentiality of log data, 90

PCI DSS

10.1: Ensuring unique usernames and
passwords, 84-89

10.2 and 10.3, Audit log collection,
89

10.5.3, 10.5.4, and 10.7: Ensuring the
integrity and confidentiality of
log data, 90

10.6: Reviewing audit data regularly,
91-92

as auditing framework, 84
PCI DSS 2.0 requirement 10, 85
PEAP (Protected EAP), 223
Perfigo, 7
performance, 25-27

Permit Access Authorization result,
454

Permit-All-Traffic, 454

personas, 21-22
Administration, 21
ensuring accuracy for all nodes, 381
Monitoring, 21
Policy Service, 21

phased deployment, 37-38
choosing end-state mode, 40-45
Monitor Mode, 38-39

physical appliance specifications, ISE
GUIL 24

policies
centralized policies, 5-6

custom profiler policies, creating,
480-481
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policies

Downlink MACSec, 549
MDM onboarding, 369-372
profiling, endpoint profile policies,
150-154
POLICY APP FAILURE, 584
POLICY APP SUCCESS, 584

Policy Administration Node, as a pri-
mary device, 377-378

policy components, ISE solutions, 20
Policy Service, 21
Policy Service Nodes. See PSNs

policy services nodes to node groups,
adding to node groups, 387-388

Policy Set
Closed Mode, 461

assigning WLCs and switches
to Closed stage NDG, 468-
469

duplicating Monitor Mode
Policy Set, 462
modifying the default rule, 467

web authentication authoriza-
tion results, 463-466

web autbentication identity
source sequence, 466
creating, 403-404
Low-Impact Mode, 446
configuring web authentication

identity source sequences,
451

creating web authentication
authorization results, 448-
449

duplicating Monitor Mode
Policy Set, 446-447

modifying the default rule, 451-
452

policy switch CLI, Downlink
MACSec, 550

policy-based structure, overview, 25
portal themes, customizing, 266-267

portals, multiple portals, creating,
268-270

ports

assigning SGT (Security Group Tag),
506

behavior with open authentication,
399

posture, conditions, 289-292

posture agent redirection ACL, 191-
192

posture assessment, 279-280
enabling in the network, 298-299
flow, 280-282
NAC Appliance, 280

posture client provisioning global
setup, 283-285

posture global setup, 285-287
posture checks, 71

posture client provisioning global
setup, 283-285

posture global setup, 285-287
Posture Policy, 68
posture policy rules

adding, 74-75

determining which rules a security
requirement should be applied
to, 77-78

posture policy, configuring, 296-298
posture remediation actions, 70
configuring, 292-295

posture requirements, configuring,
295-296

preboot execution environment
(PXE), 42

pre-built authorization compound
conditions, 235



preparing
ISE for NEAT, 571
authorization rules, 573-574

creating authorization profiles,
572

creating user identity group
and identity, 571

for staged deployment, Monitor
Mode, 401-404

primary devices, Policy
Administration Node, 377-378

primary nodes, 381

monitoring and troubleshooting,
381-383

printers, authorization policies, 43 6-
437

privileges, network access privileges,
defining, 61

probes, 475-476

authorization policies, Logical
Profiles, 164-165

configuring
Device Sensor method, 425

RADIUS with SNMP Query
method, 420-421

SNMP Trap method, 414
Interface probe, 141
NetFlow, configuring, 481-483
profiling, 130

configuring, 130-132

DHCP (Dynamic Host
Configuration Protocol), 134

DNS, 139
HTTP, 132-133

HTTP, deployment consider-
ations, 133-134

10S Device-Sensor, 141-142
NetFlow, 137

profiling

NMAP, 138

RADIUS, 137-138

SNMP, 140-141
System probe, 140

Profiled Endpoints Summary Report,
493

profiler data sources, 81-82
profiler policies
configuring

CoA (Change of Authorization),
490

exceptions, 490
NetFlow, examples, 483
profiler reports, 493
profilers

CoA (Change of Authorization), 488-
489

exceptions, 488-489

monitoring and reporting, 491-493
profiles

authorization policies, 161

endpoint identity groups, 161-
163

EndPointPolicy, 163-164

custom profiler conditions, creating,
479-480

custom profiler policies, creating,
480-481

Logical Profiles, 164-165
profiling, 127-130
best practices, 149-152

CoA (Change of Authorization), 133-
142

configuring, 143-144
message types, 142-143

creating custom profiles for
unknown endpoints, 475-476



712 profiling

infrastructure configuration, 144-145

DHCP (Dynamic Host
Configuration Protocol), 145

SPAN (Switched Port
Analyzer), 145-146

VACL (VLAN Access Control
Lists), 146-148

VMuware (promiscuous mode),
148-149

policies, endpoint profile policies,
150-154
probes, 130
configuring, 130-132
DHCP (Dynamic Host
Configuration Protocol), 134

DNS, 139
HTTP, 132-133

HTTP, deployment consider-
ations, 133-134

10S Device-Sensor, 141-142
NetFlow, 137

NMAP, 138

RADIUS, 137-138

SNMP, 140-141

profiling commands, global profiling
commands, switches, 177

profiling policies, 80
identifying misconfigured devices,
428-429
promoting Secondary PAN to
Primary, high availability, 385
protocols
CHAP (Challenge Handshake
Authentication Protocol), 222
EAP (Extensible authentication pro-
tocol) types, 222

PAP (Password Authentication
Protocol), 221

SXP (Security Group eXchange
Protocol), 508

tunneled EAP types, 222-224
PSNs (Policy Service Nodes), 29, 632
publishing certificate templates, 665

PXE (preboot execution environ-
ment), 42

Q

questionnaires, sample ISE deploy-
ment questionnaire, 639-641

R

RADIUS, 83
probes, 137-138
deployment, 138
SNMP query method, 420
adding network devices, 421
configuring probes, 420-421
configuring switches, 422-424
RADIUS accounting servers, 186-187
RADIUS authentication, 11, 185-186

RADIUS Authentication
Troubleshooting, 589-591

RADIUS commands, switches, 172-
174

RADIUS fallback, 187

RBAC (role-based access control),
121

ISE GUI, 121
access session settings, 121-123
authentication, 123-124
autborization, 124-125
passwords, 124

reassessments, posture global setup,
286



record configuration, NetFlow, 485-
486

registering ISE nodes to deployment,
379-381

Registry, editing, 665-667
Registry Condition settings, 290

relationships, authentication and
authorization, 215-216

remediation actions, posture, 293
remote access, security domains, 56

remote-access VPN, authentication
policies, 228-229

report groups, 585
reporting, 585
data repositories, 586
profilers, 491-493
reports
profiler reports, 493
running, 586
repositories, 619
CD-ROM, 623
configuring, 619-625

FTP (File Transfer Protocol), 620-
621

host keys, 622

HTTP, 624

HTTPS, 624-625

Network File System (NFS), 623

SFTP (Secure File Transfer Protocol),
620-621

TFTP, 622

types of, 619-620
requirements

ISE solution, 74

for Microsoft Certificate Authority
(CA), 645

requirements for ISE, 23-25

samples

research, sources for, 75-76
restoring, 628-629

patching, 629-631

upgrading, 632-634
results, 206
re-using attributes, saving, 246-248
reviewing audit data, 91-92
RFC 2196, 51

role-based access control. See RBAC
(role-based access control)

role-specific authorization rules, 237

routed mode, IPN (Inline Posture
Node), 393-394

RSA key pairs, generating/exporting
for certificate servers, 670-671

rules
authorization rules, 12
ISE solution, 74
posture policy rules, adding, 74-75

rules and requirements structure,
ISE, 70

running reports, 586

S

sample ISE deployment question-
naire, 639-641

sample letter to students, Identity
Services Engine, 638

sample notice for bulletin board/
poster, Identity Services Engine,
636-638

sample requirement change notifi-
cation email, Identity Services
Engine, 635-636

samples

NASP format for documenting ISE
posture requirements, 72
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714  samples

switch configurations

Catalyst 3000 Series, 12.2 (55)
SE, 675-678

Catalyst 3000 Series, 15.00(2)
SE, 678-682

Catalyst 4500 Series, IOS-XE
3.3.0/15.a(a)SG, 682-685

Catalyst 6500 Series, 12.2(33)
SX]J, 686-688

saving attributes for re-use, 246-248
SCEP, configuring, 356-357
scheduling backups, 628

SecLists.org Security Mailing List
Archive, 75

secondary nodes, 381

monitoring and troubleshooting,
381-383

Secondary PAN First (SPF), 632
security, 2-3

AuthZ policies, creating for specific
roles, 454-456

changing default authentication rule
to deny access, 456-457

Permit Access Authorization result,
454

security domains, defining, 55-57

Security Group Access. See SGA
(Security Group Access)

Security Group eXchange Protocol.
See SXP

security group firewalls, 535
ASA, 535-536

ASR (aggregated services router),
543-544

configuring

SG-FW on an ASR and ISR,
544-546

SG-FW policies via ASDM, 542

TrustSec downloads from ISE
via ASDM, 536-541

ISR (integrated services routers), 543-
544

validating TrustSec communication,
541

Security Group Tags. See SGT

security posture, establishing criteria
to determine validity of checks,
rules, and requirements, 76-77

security requirements
deploying, 78-79
enforcing, 78-79

SecurityFocus, 75

seed devices, NDAC (Network Device
Admission Control), configuring,
562-564

Select Network Device Types wiz-
ard page, Cisco ISE Policy Setup
Assistant wizard, 102-103

self management, endpoints, 372
Service Condition settings, 291
Session Reauthentication, 143
Session Terminate, 143

Session Terminate with Port-Bounce,
143

Setup Assistant, 169
Setup task, 113

SFTP (Secure File Transfer Protocol),
620-621

SGA (Security Group Access), 495,
499-500

enforcement, 523-524
SGACL, 524-525

SGA, enforcement, security group
firewalls. See security group fire-
walls

SGACL, 524-525

configuring ISE to allow SGACLs to
be downloaded, 531-532

configuring switches to download
SGACLs from ISE, 532



creating in ISE, 526-530
East-West, 525
North-South, 525

validating PAC file and CTS data
downloads, 533-535

SG-FW on an ASR and ISR, configur-
ing, 544-546

SG-FW policies via ASDM, configur-
ing, 542

SGT (Security Group Tag), 500-503

access layer devices that do not
support, 506

binding IP addresses to, 506
classification, 504
Closed Mode, 44

dynamically assigning via 802.1X,
504-505

Low-Impact Mode, 43

manually assigning at the port, 506
mapping subnets to, 507

mapping VLANs, 507-508

SGT Propogation on Cisco I0S
switches, configuring, 518-520

SGT propagation on Nexus series
switches, configuring, 522-523

SGT propogation on a catalyst 6500,
configuring, 520-522

show cts environment-data, 534
show cts interface, 556

show cts pac, 533

show cts role-based access-lists, 534
show cts role-based policy, 534
show cts role-based sgt-map, 535
show repository, 625

Simple Dictionary Condition settings,
290

single mode, MACSec, 551

Supervisor 2T 715

single SSID, BYOD onboarding,
322-323

with Applied iOS, 330-340
SMS text messaging, configuring, 264
SNMP, probes, 140-141
deployment, 140-141
SNMP query method, RADIUS
adding network devices, 421
configuring probes, 420-421
configuring switches, 422-424
SNMP Trap method, 413

adding network devices to ISE,
416-418

configuring
ISE probes, 414
switches, 418-420
SNMPQuery, 140
SNMPTrap, 140

sources for providing identity and
context awareness, 4-5

sources of research and information,
75-76

SPAN (Switched Port Analyzer), 595
infrastructure configuration, 145-146

SPAN-based collection methods, 34,
133

SPF (Secondary PAN First), 632
sponsor group policies, 257

sponsor portal layout, guest sponsor
portals, 271-272

sponsor portals
creating simple URLs for, 265
customizing, 264

sponsor web portals, 251

staged deployment, preparing for
(Monitor Mode), 401-404

subnets, mapping to SGTs, 507
Supervisor 2T, 520



716 supplicant

supplicant, 301

supplicant switches, NEAT (Network
Edge Authentication Topology),
574-575

supplicants

Cisco AnyConnect Secure Mobility
Client NAM, 312-316

comparing, 302-303

Mac OS X 10.8.2 native supplicant,
configuring, 303

Windows 7 native supplicant, config-
uring, 309-312

Windows GPO for wired supplicant,
configuring, 305-309

support bundles, 611-612

switch configuration modes,
Downlink MACSec, 551-552

switch configurations, samples

Catalyst 3000 Series, 12.2 (55)SE,
675-678

Catalyst 3000 Series, 15.00(2)SE,
678-682

Catalyst 4500 Series, IOS-XE
3.3.0/15.a(a)SG, 682-685

Catalyst 6500 Series, 12.2(33)SX],
686-688

switch interfaces, configuring NDAC
(Network Device Admission
Control), 566-567

switch ports, moving
from multi-auth to MDA, 473-474

from multi-auth to multi-domain,
457-458

Switched Port Analyzer (SPAN), 595
switches, 170
assigning
to Closed Stage NDG, 468-469

to Low-Impact Stage network
Device Group (NDG),
452-453

configuring
certificates, 170
Device Sensor method, 426-428

to download SGACLs from ISE,
532

RADIUS with SNMP Query
method, 422-424

SNMP Trap method, 418-420
creating ACLs, 329

creating local access control lists,
174-175

desktop switches, NEAT (Network
Edge Authentication Topology),
574-575

with Device Sensor capabilities,
177-178

enabling HTTP/HTTPS servers,
170-171

global 802.1X commands, 175
global AAA commands, 171-172
global configuration settings, 170
global logging commands, 175-177
global profiling commands, 177
global RADIUS commands, 172-174
interface configuration settings, 179

applying ACL to the port and
enabling authentication, 184

configuring authentication set-
tings, 182-183

configuring authentication tim-
ers, 184

configuring flexible authentica-
tion and bigh availabiliry,
179-182

configuring interfaces as switch
ports, 179
modifying default port ACL,
Low-Impact Mode, 453-454

without Device Sensor capabilities,
178



SXP (Security Group eXchange
Protocol), 508

configuring
on Cisco ASA, 513-515
on i0S devices, 509-511
on WLC, 511-513
design, 508-509
System probe, 140

T

Task Navigator, 113

TCAM (Ternary CAM), 498
TCP Dump, 594

Ternary CAM (TCAM), 498
TFTP, 622

themes, customizing portal themes,
266-267

tools, troubleshooting

Evaluate Configuration Validator,
591-593

RADIUS Authentication
Troubleshooting, 589-591

TCP Dump, 594

Top Authorization By User Report,
93

transitioning

from Monitor Mode to Closed
Mode, 461

from Monitor Mode to end state,
408-409

from Monitor Mode to Low-Impact
Mode, 445-446

to end-state mode, 45-46
troubleshooting

Active Directory, disconnections,
610

unknown endpoints, custom profiles for

authentication and authorization,
596-597

entries exist in the live log,
603-604

no live log entry exists, 597-
602

debut situations, 611-612

high-level troubleshooting flowchart,
605

primary and secondary nodes, 381-
383

support bundles, 611-612
tools

Evaluate Configuration
Validator, 591-593

RADIUS Authentication
Troubleshooting, 589-591

TCP Dump, 594

WebAuth and URL redirection,
605-609

TrustSec, 9

TrustSec communication, validating,
541

TrustSec downloads from ISE via
ASDM, configuring, 536-541

tunneled EAP types, 222-224

U

UDI (Unique Device Identifier), 97

unique values for unknown devices,
identifying for unknown devices,
476-478

unknown devices, identifying unique
values, 476-478

unknown endpoints, custom profiles
for, 475-476
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718 Unknown NAD alarms

Unknown NAD alarms, 598

unsupported mobile devices, BYOD
onboarding, Blackberry, 346-347

updates, posture global setup, 287
upgrading, 632-634
Uplink MACSec, 553

configuring, 553-555

verifying configuration, 556-557

URL redirection, troubleshooting,
605-609

URL-Redirection
Closed Mode, 44
Low-Impact Mode, 43

URLs, creating for sponsor portals,
265

US-CERT, 76
user accounting, 92-93

User Authentication Summary
Report, 92

user authentications, authorization
policies, 439-440

user identity groups, creating for
NEAT, 571

user-agent string, 477

Vv

VACL (VLAN Access Control Lists),
146-148

validating

PAC files and CTS data downloads,
533-535

TrustSec communication, 541

VDI (virtual desktop infrastructure),
42

verifying

configurations, Uplink MACSec,
556-557

default unavailable client provision-
ing policy action, 352

virtual desktop infrastructure (VDI),
42

virtual machine (VM), 25

VLAN Access Control Lists (VACL),
146-148

VLAN assignments, ingress access
control, 495-497

VLANSs, mapping to SGTs, 507-508
VM (virtual machine), 25

VMware (promiscuous mode), 14 8-
149

VPN authentication, 4, 11

W-X-Y-Z

Web Agent for Windows
posture checks, 71
posture remediation actions, 70
Web Auth, 258
Web Auth dACL, 259
Web Authentication, 11

central Web Authentication, 249-
250

central Web Authentication flow,
249-251

local Web Authentication, 249-250
local Web Authentication flow, 249

web authentication authorization
results

Closed Mode, 463-466
creating, 448-449

web authentication identity source
sequence

Closed Mode, 466
configuring, 451

web authentication redirection ACL,
188-191



web redirect, 4
WebAuth
authorization profile, 262
configuring, 351
troubleshooting, 605-609
WebAuth Authorization Profile, 449
WebAuth Loop, 617

WEP (Wired Equivalency Protection),
547

Windows, BYOD onboarding, 364-
366

Windows 7 native supplicant, config-
uring, 309-312

Windows Automatic Update, 294

Windows GPO for wired supplicant,
configuring, 305-309

Windows Update Remediation action,
294

Windows Update service, posture
policy, 297

wired switch configuration basics,
106-109

wired switches, configuring for net-
work devices for guest CWA,
274-275

wired URL Redirection, 606-607
wireless, 215
security domains, 56

wireless APs, authorization policies,
435

wireless controller configuration
basics, 109-113

Wireless Equivalency, 547
Wireless LAN Controller. See WLC
wireless LANs, 195
creating
corporate SSID, 199-202
Guest WLANSs, 195-198

WSUS rule

Wireless Network Controller settings,
Cisco ISE Policy Setup Assistant
wizard, 103

wireless networks, deployment
phases, 409

wireless redirection, 607

wireless SSID, authentication policies,
225-228

wireless access compound condition,
236

wizards

Cisco ISE Policy Setup Assistant
wizard, 97-104

Cisco Setup Assistant Wizard, 169

WLC (Wireless Lan Controller), 184-
185, 495

assigning to Closed Stage NDG, 468-
469

assigning to Low-Impact Stage
Network Device Group (NDG),
452-453

configuring AAA servers, 185-187
configuring Airespace ACLs, 188-192

configuring for network devices for
guest CWA, 275

creating ACLs, BYOD onboarding,
328

dynamic interfaces for client VLANS,
193-195

SXP (Security Group eXchange
Protocol), configuring, 511-513

wireless LANs, 195-202

WLC configuration, BYOD onboard-
ing, 324-327

WSUS remediation action, 295
WSUS rule, 294
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