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xxv

 Command Syntax Conventions  

 The conventions used to present command syntax in this book are the same conventions 
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:  

      Boldface  indicates commands and keywords that are entered literally as shown. 
In actual configuration examples and output (not general command syntax), 
boldface indicates commands that are manually input by the user (such as a 
 show  command).   

     Italic  indicates arguments for which you supply actual values.   

    Vertical bars (|) separate alternative, mutually exclusive elements.   

    Square brackets ([ ]) indicate an optional element.   

    Braces ({ }) indicate a required choice.   

    Braces within brackets ([{ }]) indicate a required choice within an optional 
element.      
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 Introduction  

 Today’s networks have evolved into a system without well-defined borders/perimeters 
that contain data access from both trusted and untrusted devices. Cisco broadly calls this 
trend borderless networking. The Cisco Secure Unified Access Architecture and Cisco 
Identity Services Engine (ISE) were developed to provide organizations with a solu-
tion to secure and regain control of borderless networks in a Bring Your Own Device 
(BYOD) world.  

 A few basic truths become apparent when trying to secure a borderless network. First, 
you can no longer trust internal data traffic. There are just too many ingress points into 
the network and too many untrusted devices/users inside the network to be able to trust 
it implicitly. Second, given the lack of internal trust, it becomes necessary to authenti-
cate and authorize all users into the network regardless of their connection type—wired, 
wireless, or VPN. Third, because of the proliferation of untrusted and unmanaged devic-
es connecting to your internal network, device control and posture assessment become 
critical. Each device must be  checked for security compliance before it is allowed access 
to your network resources. These checks vary according to your security policy, but usu-
ally involve the device type, location, management status, operating-system patch level, 
and ensuring anti-malware software is running and up to date.  

 This book addresses the complete lifecycle of protecting a modern borderless network 
using Cisco Secure Unified Access and ISE solutions. Secure Access and ISE design, 
implementation, and troubleshooting are covered in depth. This book explains the many 
details of the solution and how it can be used to secure borderless networks. At its heart, 
this solution allows organizations to identify and apply network security policies based 
on user identity, device type, device behavior, and other attributes, such as security 
posture. Technologies such as 802.1X, profiling, guest access, network admission con-
trol, RADIUS, and Security Group Access are covered in depth.  

 The goal is to boil down and simplify the architectural details and present them in one 
reference without trying to replace the existing design, installation, and configuration 
guides already available from Cisco.    

 Objectives of This Book  

 This book helps the reader understand, design, and deploy the next-generation of 
Network Access Control: Cisco’s Secure Unified Access system. This system combines 
802.1X, profiling, posture assessments, device onboarding, and Guest Lifecycle manage-
ment. Cisco ISE for Secure Unified Access teaches readers about the business cases that 
an identity solution can help solve. It examines identifying users, devices, security policy 
compliance (posture), and the technologies that make all this possible. This book details 
the Secure Unified Access solution and how to plan and design a network for this next 
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generation of access control, and all it can offer a customer environment,  from device 
isolation to protocol-independent network segmentation. This book gives readers a sin-
gle reference to find the complete configuration for an integrated identity solution. All 
sections of this book use both best practices and real-world examples.    

 Who Should Read This Book?  

 The book is targeted primarily to a technical audience involved in architecting, deploy-
ing, and delivering secure networks and enabling mobile services. It can help them make 
informed choices, and enable them to have an engaging discussion with their organiza-
tion, on how they can achieve their security and availability goals, while reaping the ben-
efits of a secure access solution.  

 This book is helpful to those looking to deploy Cisco’s ISE and 802.1X, as well as Bring 
Your Own Device (BYOD) or Choose Your Own Device (CYOD) information-technolo-
gy models.    

 How This Book Is Organized  

 This book is organized into 30 chapters distributed across 7 sections. Although it can be 
read cover to cover, readers can move between chapters and sections, covering only the 
content that interests them. The seven sections on the book are  

  Section I, “The Evolution of Identity-Enabled Networks”:  Examines the evolution of 
identity-enabled networks. It provides an overview of security issues facing today’s net-
works and what has been the history of trying to combat this problem. This section cov-
ers 802.1X, NAC framework, NAC appliance, the evolution into Secure Unified Access, 
and the creation of the ISE. It discusses the issues faced with the consumerization of 
information technology, the mass influx of personal devices, ensuring only the correct 
users, correct devices, with the correct software are allowed to access the corporate net-
work unfettered.  

  Section II, “The Blueprint, Designing an ISE-Enabled Network”:  Covers the high-level 
design phase of a Secure Unified Access project. Solution diagrams are included. This 
section covers the different functions available on the ISE, how to distribute these 
functions, and the rollout phases of the solution: Monitor Mode, Low-Impact Mode, 
and Closed Mode. Additionally, the solution taxonomy is explained. It discusses the 
enforcement devices that are part of this solution and ones that are not. Change of 
Authorization (CoA) is introduced. All these concepts are clarified and reinforced 
throughout the other sections.  

  Section III, “The Foundation, Building a Context-Aware Security Policy”:  Describes 
how to create a context-aware security policy for the network and devices. This is often 
the hardest part of a secure access project. This section covers the departments that need 
to be involved, the policies to be considered, and best practices. Coverage includes some 
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lessons learned and landmines to watch out for. Screenshots and flow diagrams 
are included in this section to aid in the readers’ understanding of the process, how 
communication occurs and in what order, as well as how to configure the miscellaneous 
device supplicants.  

  Section IV, “Configuration”:  Details the step-by-step configuration of the ISE, the net-
work access devices, and supplicants. The goal of this section is to have the entire infra-
structure and policy management configured and ready to begin the actual deployment 
in Section V.  

  Section V, “Deployment Best Practices”:  Walks readers through a phased deploy-
ment. It starts by explaining the different phases of deployment and how to ensure zero 
downtime. This section begins with a description followed by the actual step-by-step 
deployment guides, how to use the monitoring tools to build out the correct policies 
and profiling tuning, and how to move from phase to phase. This section provides the 
reader with insight into the best practices, caveats, common mistakes, deployment les-
sons learned, tricks of the trade, and rules to live by.  

  Section VI, “Advanced Secure Unified Access Features”:  Details some of the more 
advanced solution features that truly differentiate Secure Unified Access as a system.  

  Section VII, “Monitoring, Maintenance, and Troubleshooting”:  Examines the mainte-
nance of ISE, backups, and upgrades. It covers how to troubleshoot not only ISE, but 
the entire Secure Unified Access system, and how to use the tools provided in the ISE 
solution. Common monitoring and maintenance tasks, as well as troubleshooting tools, 
are explained from a help-desk support technician’s point of view.  

 Here is an overview of each of the 30 chapters:  

       Chapter   1   , “Regain Control of Your IT Security”:  Introduces the concepts that 
brought us to the current evolutionary stage of network access security. It dis-
cusses the explosion of mobility, virtualization, social networking, and ubiquitous 
network access coupled with the consumerization of information technology.   

      Chapter   2   , “Introducing Cisco Identity Services Engine”:  Cisco ISE makes up 
the backbone of Cisco’s next-generation context-aware identity-based security 
policy solution. This chapter introduces this revolutionary new product and pro-
vides an overview of its functions and capabilities.   

      Chapter   3   : “The Building Blocks in an Identity Services Engine Design”:  This 
chapter covers the components of the Secure Unified Access solution, including 
ISE personas, licensing model, and the policy structure.   

      Chapter   4   : “Making Sense of All the ISE Deployment Design Options”:  This 
chapter examines all the available personas in ISE and design options with the 
combination of those personas.   

      Chapter   5   : “Following a Phased Deployment”:  Implementing secure access 
with a phased approach to deployment is critical to the success of the project. 
Cisco provided three modes to assist with this phased approach: Monitor Mode, 
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Low-Impact Mode, and Closed Mode. This chapter briefly summarizes the 
importance of following this phased approach to deployment.   

      Chapter   6   : “Building a Cisco ISE Network Access Security Policy”:  In order 
for any network-centric security solution to be successful, a solid network 
access security policy (NASP) must first be in place. Once a policy is in place, 
ISE enforces that policy network-wide. This chapter focuses on the creation of 
that NASP.   

      Chapter   7   : “Building a Device Security Policy”:  This chapter explores Host 
Security Posture Assessment and Device Profiling features in some detail in 
order to disclose the different ways in which ISE identifies device types and 
determines their security posture.   

      Chapter   8   : “Building an ISE Accounting and Auditing Policy”:  This chapter 
delves into the creation of accounting and audit policies, including administrator 
configuration changes, ISE system health, processing of ISE rules, and full log-
ging of authentication and authorization activities.   

      Chapter   9   : “The Basics: Principal Configuration Tasks for Cisco ISE”:  This 
chapter provides a high-level overview of the ISE personas, walks the reader 
through the initial configuration (called bootstrapping) of ISE itself, and role-
based access control (RBAC).   

      Chapter   10   : “Profiling Basics”:  This chapter introduces the concepts of profil-
ing and configuration choices needed to create a foundation to build upon. It 
examines the different profiling mechanisms and the pros and cons related to 
each, discussing best practices and configuration details.   

      Chapter   11   : “Bootstrapping Network Access Devices”:  This key chapter exam-
ines the configuration of the network access devices (NAD) themselves and 
focuses on best practices to ensure a successful ongoing deployment.   

      Chapter   12   : “Authorization Policy Elements”:  This chapter examines the logi-
cal roles within an organization and how to create authorization results to assign 
the correct level of access based on that role.   

      Chapter   13   : “Authentication and Authorization Policies”:  This chapter 
explains the distinct and important difference between Authentication and 
Authorization Policies, the pieces that make up the policy, and provides exam-
ples of how to create a policy in ISE that enforces the logical policies created 
out of  Chapter   12   .   

      Chapter   14   : “Guest Lifecycle Management”:  Guest access has become an 
expected resource at companies in today’s world. This chapter explains the full 
secure guest lifecycle management, from Web Authentication (WebAuth) to 
sponsored guest access and self-registration options.   

      Chapter   15   : “Device Posture Assessments”:  This chapter examines endpoint 
posture assessment and remediation actions, the configuration of the extensive 
checks and requirements, and how to tie them into an Authorization Policy.   
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      Chapter   16   : “Supplicant Configuration”:  This chapter looks at configuration 
examples of the most popular supplicants.   

      Chapter   17   : “BYOD: Self-Service Onboarding and Registration”:  This critical 
chapter goes through a detailed examination of Bring Your Own Device (BYOD) 
concepts, policies, and flows. Both the user and administrative experiences are 
detailed, as well as introducing the new integration between ISE and third-party 
MDM vendors.   

      Chapter   18   : “Setting Up a Distributed Deployment”:  Cisco ISE can be 
deployed in a scalable distributed model as well as a standalone device. This 
chapter examines the way ISE may be deployed in this distributed model, and 
the caveats associated, as well as detailing high availability (HA) with technolo-
gies such as load balancing.   

      Chapter   19   : “Inline Posture Node”:  This chapter overviews the Inline Posture 
Node and its deployment into a network.   

      Chapter   20   : “Deployment Phases”:  This key chapter builds on  Chapter   5   , going 
into more detail and beginning the foundational configuration for a phased 
deployment approach.   

      Chapter   21   : “Monitor Mode”:  This chapter details the configuration and the 
flow during the Monitor Mode phase of deployment to ensure zero downtime 
for the end users.   

      Chapter   22   : “Low-Impact Mode”:  This chapter examines the configuration and 
the flow for the Low-Impact Mode end-state of deployment.   

      Chapter   23   : “Closed Mode”:  This chapter details the configuration and the 
flow for the Low-Impact Mode end-state of deployment.   

      Chapter   24   : “Advanced Profiling Configuration”:  This chapter builds on what 
was learned and configured in  Chapter   10   , examining how to profile unknown 
endpoints and looking deeper into the profiling policies themselves.   

      Chapter   25   : “Security Group Access”:  This chapter introduces the next-gen-
eration tagging enforcement solution, examining classification, transport, and 
enforcement.   

      Chapter   26   : “MACSec and NDAC”:  This chapter covers the layering of Layer 
2 encryption on top of the deployment to secure the traffic flows and the 
Security Group Tags from  Chapter   25   . It also examines the network device 
admission control features that provide access control for network devices and 
forms domains of trusted network devices.   

      Chapter   27   : “Network Edge Access Topology”:  This chapter discusses the 
concept and configuration of this unique capability for extending secure access 
networks beyond the wiring closet.   

      Chapter   28   : “Understanding Monitoring and Alerting”:  This chapter explains 
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the extensive and redesigned monitoring, reporting, and alerting mechanisms 
built into the ISE solution.   

      Chapter   29   : “Troubleshooting”:  This chapter aids the reader when having to 
troubleshoot the Secure Unified Access system and its many moving parts.   

      Chapter   30   : “Backup, Patching, and Upgrading”:  Provides a detailed discussion 
and procedural walk-through on the available backup, restore, patching, and 
upgrading of ISE.    

   Appendix   A   : Sample User Community Deployment Messaging Material   

   Appendix   B   : Sample ISE Deployment Questionnaire   

   Appendix   C   : Configuring the Microsoft CA for BYOD   

   Appendix   D   : Using a Cisco IOS Certificate Authority for BYOD Onboarding   

   Appendix   E   : Sample Switch Configurations     
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  Chapter 13 

 Authentication and Authorization 
Policies  

    The previous chapter focused on the levels of authorization you should provide for 
users and devices based on your logical Security Policy. You will build policies in 
ISE that employ those authorization results, such as Downloadable Access Lists and 
Authorization Profi les to accommodate the enforcement of that “paper policy.”  

 These authorization results are the end result; the fi nal decision of a login session or a 
particular stage of a login session.  

 This chapter examines how to build the Authentication and Authorization Policies that 
will eventually assign those results that were created in  Chapter   12   . These policies can be 
equated to the rules in a fi rewall and are constructed in a similar fashion.   

     Relationship Between Authentication and 

Authorization  

 Many IT professionals, especially those with wireless backgrounds, tend to confuse these 
terms and what they actually do. Wireless is used as an example here, because it went 
through such tremendous growth over the last few years, and with that growth, appeared 
increased security. Wireless was the most prevalent use-case of 802.1X authentication, 
and in the vast majority of wireless environments, a user was given full network access as 
long as her username and password were correct (meaning that authentication was suc-
cessful).  

 An authentication is simply put: “validating credentials.” If you were to go into a bank and 
request a withdrawal from an account, it asks for ID. You pass your driver’s license to the 
bank teller, and the teller inspects the driver’s license, going through a checklist of sorts:  

     Does the picture on the license look like the person in front of the teller’s window?   

    Is the license from a recognized authority (i.e., one of the United States or a 
Military ID)?    
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 Let’s say, for conversations sake, that you handed them a valid ID (authentication was suc-
cessful); does that mean you are  entitled  to the money you asked for?  

 The next step of the bank teller is to check the account and ensure that the person 
requesting the withdrawal is entitled to complete that transaction. Perhaps you are 
allowed to withdraw up to $1,000, but no more. This is the process of authorization. Just 
having a successful authentication does not prove entitlement.  

 This is why most of the time working within a product like ISE is spent setting up and 
tuning the Authorization Policy. Authorization is where the bulk of the final decisions are 
made.   

  Authentication Policies  

 Authentication policies have a few goals, but the ultimate end goal of an Authentication 
Policy is to determine if the identity credential is valid or not.  

  Goals of an Authentication Policy  

 Authentication Policies have a few goals:  

    1.   Drop traffic that isn’t allowed and prevent it from taking up any more processing 
power.   

   2.   Route authentication requests to the Correct Identity Store (sometimes called a 
Policy Information Point [PIP]).   

   3.   Validate the identity.   

   4.   Pass successful authentications over to the Authorization Policy.    

  Accept Only Allowed Protocols  

 By default, ISE allows nearly all supported authentication protocols. However, it would 
behoove the organization to lock this down to only the ones that are expected and sup-
ported. This serves a few purposes: keep the load on the Policy Service nodes down and 
use the Authentication Protocol to help choose the right identity store.   

  Route to the Correct Identity Store  

 Once the authentication is accepted, ISE makes a routing decision. The identity store that 
should be checked is based on the incoming authentication. Obviously, if a certificate is 
being presented, ISE should not try and validate that certificate against the internal users 
database.  

 If your company has multiple lines of business, it may also have more than one Active 
Directory domain or more than one LDAP store. Using attributes in the authentication 
request, you can pick the correct domain or LDAP store.   
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  Validate the Identity  

 Once the correct identity store has been identified, ISE confirms the credentials are valid. 
If it’s a username/password, do those match what is in the directory store? If it’s a certifi-
cate, does ISE trust the certificate signer? Was that certificate revoked?   

  Pass the Request to the Authorization Policy  

 If the authentication failed, the policy can reject the request without wasting the CPU 
cycles comparing the request to the Authorization Policy. Also, if the request did not 
match any of the configured rules, should a reject message be sent? However, when the 
request passes authentication, it is now time for the hand-off to the Authorization Policy.     

  Understanding Authentication Policies  

 Now that you understand the four main responsibilities of the Authentication Policy, it 
will be easier to understand why you are doing the things that are introduced in this sec-
tion. To understand Authentication Policies even more, let’s examine a few.  

 From the ISE GUI, navigate to  Policy  >  Authentication . Notice the default, as displayed 
in  Figure   13-1   .  

 

 Figure 13-1   Default Authentication Policy         

 Basic Authentication Policy rules are logically organized in this manor:  

   IF  conditions  THEN ALLOW PROTCOLS IN LIST  AllowedProtocolList    

  AND CHECK THE IDENTITY STORE IN LIST IdentityStore    

 Rules are processed in a top-down, first-match order; just like a firewall policy. So, if the 
conditions do not match, the authentication is compared to the next rule in the policy.  

 As shown in  Figure   13-1   , ISE is preconfigured with a default rule for MAC 
Authentication Bypass (MAB). Use this rule to dig into authentication rules and how 
they work. If you have a live ISE system, it may help to follow along with the text.  

  Figure   13-2    demonstrates the MAB rule in flowchart format.  
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 Figure 13-2   MAB Rule Flow Chart         

  Conditions  

 The conditions of this rule state, “If the authentication request is Wired_MAB or 
Wireless_MAB, it will match this rule.” You can expand these conditions by mousing 
over the conditions and clicking the target icon that appears or by looking directly at the 
authentication conditions shown in the following steps:   

   1.   Navigate to  Policy > Policy Elements > Conditions > Authentication > Compound 
Conditions .   

   2.   Select Wired_MAB.  

   As you can see in  Figure   13-3   , Wired_MAB is looking for the RADIUS Service-Type 
to be Call-Check and the NAS-Port-Type to be Ethernet. This combination of attri-
butes from the RADIUS authentication packet notifies ISE that it is a MAB request 
from a switch.   

    Figure   13-4    highlights these key attributes in a packet capture of the MAB authenti-
cation request.  
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 Figure 13-4   Packet Capture of Wired MAB          

 Figure 13-3   Wired_MAB Condition        



220  Cisco ISE for BYOD and Secure Unified Access

   3.   Navigate to  Policy > Policy Elements > Conditions > Authentication > Compound 
Conditions .   

   4.   Select  Wireless_MAB .    

 As shown in  Figure   13-5   , wireless MAB is similar. However, it uses a NAS-Port-Type of 
Wireless - IEEE 802.11. This combination of attributes from the RADIUS authentication 
packet tells ISE that it is a MAB request from a wireless device.  

 

 Figure 13-5   Wireless_MAB Condition         

  Allowed Protocols  

 After the conditions are matched, the rule now dictates what authentication protocols 
are permitted. Looking at the predefined MAB rule, this rule uses the Default Network 
Access list of allowed protocols (which is almost every supported authentication proto-
col).  

 Let’s examine the default allowed protocols. From the ISE GUI, perform the following 
steps:   

   1.   Navigate to  Policy > Policy Elements > Results > Authentication > Allowed 
Protocols .   

   2.   Select  Default Network Access .    

 As you can see in  Figure   13-6   , the list of supported protocols and their options is exten-
sive. This default list is inclusive with the intention of making deployments work eas-
ily for customers, but security best practice is to lock this down to only the protocols 
needed for that rule.  
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 Figure 13-6   Default Network Access         

  Authentication Protocol Primer  

 This section examines the most common authentication protocols seen in most environ-
ments, so you can create a more specific list of allowed protocols for your deployment. 
Let’s follow  Figure   13-6   , from top-down:  

      PAP:       Password Authentication Protocol. The username is sent in the clear, and the 
password is optionally encrypted. PAP is normally used with MAB, and some 
devices use PAP for Web authentications. We recommend you enable this for the 
MAB rule only and disable PAP for any authentication rules for real authentications.  

 The check box for Detect PAP as Host Lookup allows PAP authentications to access 
the internal endpoints database. Without this check box selected, MAB would not 
work.   
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     CHAP:       Challenge Handshake Authentication Protocol. The username and password 
are encrypted using a challenge sent from the server. CHAP is not often used with 
network access; however, some vendors send MAB using CHAP instead of PAP.  

 The check box for Detect CHAP as Host Lookup allows CHAP authentications to 
access the internal endpoints database. Without this check box selected, MAB does 
not work.    

  Extensible Authentication Protocol (EAP) Types  

 EAP is an authentication framework providing for the transport and usage of identity 
credentials. EAP encapsulates the usernames, passwords, and certificates that a client is 
sending for purposes of authentication. There are many different EAP types, each one 
has its own benefit and downside. As an interesting sidenote, 802.1X defines EAP over 
LAN:  

      EAP-MD5:       Uses a Message Digest algorithm to hide the credentials in a HASH. 
The hash is sent to the server, where it is compared to a local hash to see if the cre-
dentials are accurate. However, EAP-MD5 does not have a mechanism for mutual 
authentication. That means the server is validating the client, but the client does 
not authenticate the server (i.e., does not check to see if it should trust the server). 
EAP-MD5 is common on some IP-Phones, and it is also possible that some switches 
send MAB requests within EAP-MD5. The check box for Detect EAP-MD5 as Host 
Lookup  allows EAP-MD5 authentications to access the internal endpoints database. 
Without this check box selected, MAB does not work.   

     EAP-TLS:       Uses Transport Layer Security (TLS) to provide the secure identity trans-
action. This is similar to SSL and the way encryption is formed between your web 
browser and a secure website. EAP-TLS has the benefit of being an open IETF stan-
dard, and it is considered “universally supported.” EAP-TLS uses X.509 certificates 
and provides the ability to support mutual authentication, where the client must 
trust the server’s certificate, and vice versa. It is considered among the most secure 
EAP types, because password capture is not an option; the endpoint must still have 
the private key. EAP-TLS is quickly becoming the EAP type  of choice when support-
ing BYOD in the enterprise.     

  Tunneled EAP Types  

 The EAP types previously described transmit their credentials immediately. These next 
two EAP types (see  Figure   13-7   ) form encrypted tunnels first and then transmit the cre-
dentials within the tunnel:   

      PEAP:       Protected EAP. Originally proposed by Microsoft, this EAP tunnel type has 
quickly become the most popular and widely deployed EAP method in the world. 
PEAP forms a potentially encrypted TLS tunnel between the client and server, using 
the x.509 certificate on the server in much the same way the SSL tunnel is estab-
lished between a web browser and a secure website. After the tunnel is formed, 
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PEAP uses another EAP type as an “inner method,” authenticating the client using 
EAP within the outer tunnel.  

      EAP-MSCHAPv2:       When using this inner method, the client’s credentials are sent 
to the server encrypted within an MSCHAPv2 session. This is the most common 
inner-method, as it allows for simply transmission of username and password, or 
even computer name and computer passwords to the RADIUS server, which in 
turn authenticates them to Active Directory.   

     EAP-GTC:       EAP-Generic Token Card (GTC). This inner method was created by 
Cisco as an alternative to MSCHAPv2 that allows generic authentications to 
virtually any identity store, including One-Time-Password (OTP) token servers, 
LDAP, Novell E-Directory and more.   

     EAP-TLS:       Although rarely used and not widely known, PEAP is capable of using 
EAP-TLS as an inner method.     

     EAP-FAST:       Flexible Authentication via Secure Tunnel (FAST) is similar to PEAP. 
FAST was created by Cisco as an alternative to PEAP that allows for faster re-authen-
tications and supports faster wireless roaming. Just like PEAP, FAST forms a TLS 
outer tunnel and then transmits the client credentials within that TLS tunnel. Where 
FAST differs from the PEAP is the ability to use Protected Access Credentials (PAC). 
A PAC can be thought of like a secure cookie, stored locally on the host as “proof” 
of a successful authentication.  

      EAP-MSCHAPv2:       When using this inner method, the client’s credentials are sent 
to the server encrypted within an MSCHAPv2 session. This is the most common 
inner method, as it allows for simply transmission of username and password, or 
even computer name and computer passwords to the RADIUS server, which in 
turn authenticates them to Active Directory.   

     EAP-GTC:       EAP-Generic Token Card (GTC). This inner method was created by 
Cisco as an alternative to MSCHAPv2 that allows generic authentications to 
virtually any identity store, including One-Time-Password (OTP) token servers, 
LDAP, Novell E-Directory, and more.   

TLS Tunnel
(outer method)

EAP Authentication
(inner method)

RADIUS

 Figure 13-7   Tunneled EAP Types (PEAP and FAST)        
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     EAP-TLS:       EAP-FAST is capable of using EAP-TLS as an inner method. This 
became popular with EAP chaining.     

     EAP Chaining with EAP-FASTv2:       As an enhancement to EAP-FAST, a differentia-
tion was made to have a user PAC and a machine PAC. After a successful machine 
authentication, ISE issues a machine-PAC to the client. Then, when processing a 
user authentication, ISE requests the machine-PAC to prove that the machine was 
successfully authenticated, too. This is the first time in 802.1X history that multiple 
credentials have been able to be authenticated within a single EAP transaction, and it 
is known as EAP chaining. The IETF is creating a new open standard based on EAP-
FASTv2 and, at the time of publishing this book, it was to  be referred to as EAP-
TEAP (tunneled EAP), which should eventually be supported by all major vendors.       

  Identity Store  

 After processing the allowed protocols, the authentication request is then authenticated 
against the chosen identity store, or in this case with MAB, it is compared to the internal 
endpoints database (list of MAC addresses stored locally on ISE).  

 If the MAC address is known, it is considered to be a successful MAB (notice it was not 
termed successful  authentication ). MAB is exactly that, bypassing authentication, and it 
is not considered a secure authentication.  

 The selected identity source may also be an identity source sequence, which attempts a 
series of identity stores in order. This is covered in  Chapter   21   , “Monitor Mode.”   

  Options  

 Every authentication rule has a set of options that are stored with the identity store selec-
tion. These options tell ISE what to do: if an authentication fails, if the user/device is 
unknown, or if the process fails. The options are Reject, Continue, and Drop:  

      Reject:       Send Access-Reject back to the NAD.   

     Continue:       Continue to the Authorization Policy regardless of authentication pass/
fail. (Used with Web authentication.)   

     Drop:       Do not respond to the NAD; NAD will treat as if RADIUS server is dead.    

 See  Chapters   20   –   23    for more details on when to use these options.    

  Common Authentication Policy Examples  

 This section considers a few quick examples of Authentication Policies, based on com-
mon use-case or simply because they were interesting.  
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  Using the Wireless SSID  

 One of the most common Authentication Policy requests that I get is to treat authentica-
tions differently based on the SSID of the wireless network. Creating the policy is not 
difficult; what becomes challenging is the identification of the attribute to use, because 
Source-SSID is not a field in a RADIUS packet. The attribute you need to use is called-
station-id. That is the field that describes the wireless SSID name.  

 For this example, let’s build a rule for an SSID named CiscoPress. This rule will be config-
ured to  

     Only match authentications coming from that SSID   

    Allow only EAP-FAST authentications   

    Utilize EAP chaining   

    Authenticate against Active Directory    

 From the ISE GUI, perform the following steps:   

   1.   Navigate to  Policy > Authentication .   

   2.   Insert a new rule above the preconfigured Dot1X rule.   

   3.   Provide a name for the rule. In this case, we named it CiscoPress SSID.   

   4.   For the condition, choose  RADIUS > Called-Station-ID .   

   5.   Select  Contains .   

   6.   Type in the SSID Name in the text box.  Figure   13-8    shows the condition.  

 

 Figure 13-8   Called-Station-ID Contains CiscoPress          

   7.   Create a new allowed protocol object that only allows EAP-FAST, as shown in  Figure 
  13-9   . Select the drop-down for Allowed Protocols.   

   8.   Click the cog in the upper-right corner and choose Create a New Allowed Protocol.  
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 Figure 13-9   Create a New Allowed Protocol          

   9.   Provide a name. In this case, it was named it EAP-FAST ONLY.   

   10.   Optionally, provide a description.   

   11.   Working top-down, ensure that all the check boxes are unchecked until you reach 
Allow EAP-FAST.   

   12.   Confirm that Allow EAP-FAST is enabled.   

   13.   For ease of use, enable EAP-MS-CHAPv2, EAP-GTC, and EAP-TLS for inner 
methods.   

   14.   Select Use PACs for faster session re-establishment, and to allow EAP chaining.  

    Figure   13-10    shows the EAP-FAST settings for the new Allowed Protocols definition.  

 

 Figure 13-10   Allowed Protocols          

   15.   For ease of deployment, select Allow Anonymous In-Band PAC Provisioning and 
Allow Authenticated In-Band PAC Provisioning.   
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   16.   Check the boxes for Server Sends Access-Accept After Authenticated Provisioning 
and Accept Client Certificate for Provisioning.   

   17.   Enable Allow Machine Authentication.   

   18.   Select Enable Stateless Session Resume.   

   19.   Select Enable EAP chaining, as shown in  Figure   13-11   .  

 

 Figure 13-11   Allowed Protocols, Continued          

   20.   Because you are only allowing one protocol, there is no need to set a preferred EAP 
Protocol.   

   21.   Click  Save .   

   22.   Select the drop-down for the identity source (currently set for Internal Users), as 
shown in  Figure   13-12   .   

   23.   Select your Active Directory source. In this case, the name is AD1.    

   24.   Leave the default options.   

   25.   Click  Done .   

   26.   Click  Save .    
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  Figure   13-13    shows the completed authentication rule.  

 

 Figure 13-13   Completed Authentication Rule         

 This completes the creation of the authentication rule. Determining what actions to take 
for the authentications that passed is handled in the Authorization Policy.   

  Remote-Access VPN  

 Very often, authentications for a remote-access VPN connection get routed to an OTP 
server, like RSAs SecureID. For this example, let’s build a rule for remote-access VPN 
authentications. This rule will be configured to  

 Figure 13-12   Selecting the AD Identity Source        
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     Only match authentications coming from the VPN device   

    Route that authentication to the OTP server    

 From the ISE GUI, perform the following steps:   

   1.   Navigate to  Policy > Authentication .   

   2.   Insert a new rule above the preconfigured Dot1X rule.   

   3.   Provide a name for the rule. In this case, it was named RA VPN.   

   4.   For the condition, choose  DEVICE > Device Type .   

   5.   Set the operator to Equals.   

   6.   Choose the Network Device Group VPN.  

    Figure   13-14    shows the selection of the conditions.  

 

 Figure 13-14   Device Type Equals VPN          

   7.   For this example, just use the allowed protocol of Default Network Access.   

   8.   For the identity store, the OTP server was selected that was previously configured in 
 Administration > Identity Management > External Identity Sources > RADIUS 
Token (ATWOTP) .   

   9.   Leave the default options.   

   10.   Click  Done .   

   11.   Click  Save .    

  Figure   13-15    shows the completed RA VPN rule.  

 

 Figure 13-15   Completed Authentication Rule          
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  Alternative ID Stores Based on EAP Type  

 In this modern day of BYOD and mobility, it is common to have multiple user and device 
types connecting to the same wireless SSID. In scenarios like this, often times, the corpo-
rate users with corporate laptops authenticate using EAP-FAST with EAP chaining while 
BYOD-type devices need to use certificates and EAP-TLS. Anyone authenticating with 
PEAP is recognized as a non-corporate and non-registered asset and sent to a device reg-
istration portal instead of being permitted network access.  

 For this example, let’s modify the preconfigured Dot1X rule by creating subrules for each 
EAP type. This rule will be configured to  

     Match wired or wireless 802.1X   

    Route EAP-TLS authentications to a Certificate Authentication Profile (CAP)   

    Route PEAP authentications to an LDAP server   

    Route EAP-FAST to Active Directory   

    Route EAP-MD5 to internal endpoints for host-lookup as a MAB request    

 From the ISE GUI, perform the following steps:   

   1.   Navigate to  Policy > Authentication .   

   2.   Edit the preconfigured Dot1X rule.   

   3.   Create a new allowed protocol object that only allows EAP authentications. Select 
the drop-down for allowed protocols.   

   4.   Click the cog in the upper-right corner and choose Create a New Allowed Protocol.   

   5.   Provide a name. In this case, it is named All EAP Types.   

   6.   Optionally, provide a description.   

   7.   Working top-down, ensure all EAP types are enabled, except for LEAP (unless you 
need LEAP for backward compatibility).   

   8.   Enable EAP chaining, as done previously in the wireless SSID exercise.   

   9.   Click  Save .   

   10.   Insert a new subrule above the Default Identity Store subrule and name it EAP-TLS.   

   11.   For the condition, choose  Network Access > EapAuthentication equals EAP-TLS  
(as shown in  Figure   13-16   ).  
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 Figure 13-16   Network Access:EapAuthentication Equals EAP-TLS          

   12.   For the identity source, choose the preconfigured Certificate Authentication Profile 
(CAP). This was configured at  Administration > Identity Management > External 
Identity Sources > Certificate Authentication Profile .   

   13.   Insert a new row above the EAP-TLS row to insert EAP-FAST. Place EAP-FAST 
above EAP-TLS, because EAP-TLS may be used as an inner-method of EAP-FAST.   

   14.   Choose  Network Access > EapTunnel Equals EAP-FAST  for the condition.   

   15.   Select the Active Directory object for the identity source.   

   16.   Insert a new row above the EAP-TLS row to insert PEAP.   

   17.   Choose  Network Access > EapTunnel Equals PEAP  for the condition.   

   18.   Select the LDAP object for the identity source.   

   19.   Insert a new row below the EAP-TLS row to insert EAP-MD5.   

   20.   Choose  Network Access > EapAuthentication Equals EAP-MD5  for the condition.   

   21.   Select internal endpoints for the identity source.   

   22.   Change the default identity store (bottom row) to be Deny Access.   

   23.   Click  Done .   

   24.   Click  Save .    

  Figure   13-17    shows the completed rule and subrules.  
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 Figure 13-17   Completed Authentication Rule and Sub Rules         

 This completes the authentication section of this chapter. The next section takes an 
in-depth look at Authorization Policies and common authorization rules.     

  Authorization Policies  

 The ultimate goal of an Authentication Policy is to determine if the identity credential is 
valid or not. However, success or failure in the authentication policy may not necessarily 
determine whether the user or device is actually permitted access to the network. The 
authorization rules make that determination.  

  Goals of Authorization Policies  

 Authorization Policies have one main goal: to examine conditions in order to send an 
authorization result to the network access device (NAD). What conditions? Well, what 
did you have in mind?  

 Common conditions could include internal and external attributes, like Active Directory 
group membership or internal group membership within ISE. Policies can be built using 
attributes like location, time, if a device was registered, whether a mobile device has been 
jail-broken, nearly any attribute imaginable. Even the authentication is an attribute: was 
authentication successful; which authentication protocol was used; and what is the con-
tent of specific fields of the certificate that was used?  

 The policy compares these conditions with the explicit goal of providing an authoriza-
tion result. The result may be a standard RADIUS access-accept or access-reject mes-
sage, but it can also include more advanced items, like VLAN assignment, downloadable 
Access-Lists (dACL), Security Group Tag, URL redirection, and more.  

 The result allows or denies access to the network, and when it is allowed, it can include 
any and all restrictions for limiting network access for the user or endpoint.  
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  Understanding Authorization Policies  

 Now that you understand the fundamental responsibilities of the Authorization Policy, 
it will be easier to understand the exercises in this section. To understand Authorization 
Policies even more, let’s examine a few.  

 Basic Authorization Policy rules are logically organized in this manner:  

   IF  conditions  THEN  AssignThesePermissions     

 Just like the Authentication Policy, Authorization Policy rules are processed in a top-
down, first-match order. So, if the conditions do not match, the authentication is com-
pared to the next rule in the policy.  

 ISE is preconfigured with a default rule for blacklisted devices, named Wireless Blacklist 
Default, Profiled Cisco IP-Phones, and Profiled Non Cisco IP-Phones. Let’s examine the 
Cisco IP-Phone and blacklist rules in order to dig into authorization rules and how they 
work. If you have a live ISE system, it may help to follow along with the text.  

 From the ISE GUI, perform the following steps:   

   1.   Navigate to  Policy > Authorization .   

  You should notice an immediate difference between the Authorization Policy and 
the Authentication Policy examined earlier in this chapter. The Authorization Policy 
attempts to display the rule logic in plain English. The bold text designates an iden-
tity group, while the standard font is a normal attribute. The operator is always AND 
when both identity group and other conditions are used in the same rule.    

  Figure   13-18    displays the default Authorization Policy.  

 

 Figure 13-18   Default Authorization Policy          

   2.   Edit the rule named Cisco IP-Phones.  

   Notice the identity group is a separate list than the other conditions. In this rule, 
there is an identity group named Cisco-IP-Phones. The next field is where other 
conditions are selected.  

   This particular rule is a prebuilt rule that permits any device that was profiled as 
a Cisco IP-Phone, sending an access-accept that also sends an attribute value pair 
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(AVP) that permits the phone into the voice VLAN.  Figure   13-19    shows an identity 
group of Cisco-IP-Phone.  

 

 Figure 13-19   Profiled Cisco IP Phones          

   3.   Examine the permissions (result) that is sent. Navigate to  Policy  >  Policy Elements  > 
 Results  >  Authorization  >  Authorization Profiles .  

   Authorization Profiles are a set of authorization results that should be sent together. 
Notice that there are two other categories of authorization results: Downloadable 
ACLs and Inline Posture Node Profiles.  

    Figure   13-20    displays the default Authorization Profiles.  

 

 Figure 13-20   Default Authorization Profiles          

   4.   Select the  Cisco_IP_Phones Authorization Profiles .  

   The authorization result needs to be RADIUS attributes. To make that easier for the 
users of ISE, Cisco has included a Common Tasks section that presents the options 
in more of a “plain English” format. The Attributes Details section at the bottom dis-
plays the raw RADIUS result that is sent.  
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    Figure   13-21    shows the common tasks, using the default Cisco_IP_Phones authoriza-
tion profile as the example.  

 

 Figure 13-21   Cisco_IP_Phones Authorization Profile         

   In  Figure   13-21   , note the DACL name is a drop-down box where you select a down-
loadable access list that is created and stored in ISE. The Voice Domain Permission 
check box is required for the switch to allow the phone into the voice VLAN on the 
switch.   

   5.   Notice in the Attributes Detail section, this authorization result sends a RADIUS 
result with an access-accept, a dACL that permits all traffic, and the voice-domain 
VSA to permit the phone to join the voice VLAN.    

 Next, examine the Wireless Blacklist Default Rule:   

   1.   Navigate to  Policy > Authorization .   

   2.   Edit the rule named Wireless Black List Default.  

   Notice the Identity Group is a separate list than the other conditions. In this rule, 
there is an Identity Group named “Blacklist”. The next field is populated with a pre-
built condition specifying wireless connections. This particular rule is built to pre-
vent devices that have been marked lost or stolen from accessing the network.   

   3.   Examine the authorization condition being used. Navigate to  Policy > Policy 
Elements > Conditions > Authorization > Compound Conditions .  

    Figure   13-22    shows the default list of compound conditions.  
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 Figure 13-22   Pre-Built Authorization Compound Conditions          

   4.   Select  Wireless_Access .  

   As shown in  Figure   13-23   , the Wireless_Access compound condition references the 
RADIUS attribute of NAS-Port-Type Equals Wireless – IEEE 802.11.  

 

 Figure 13-23   Wireless_Access Compound Condition          
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   5.   Examine the authorization result that is being sent for this Authorization Rule. 
Navigate to  Policy > Policy Elements > Results > Authorization > Authorization 
Profiles .   

   6.   Select  Blackhole_Wireless_Access .   

  As shown in  Figure   13-24   , the Blackhole_Wireless_Access Authorization Profile 
does not use any of the common tasks. Instead, it employs the Advanced Attribute 
settings to send a URL-Redirect and URL-Redirect-ACL result to the WLC, along 
with an access-accept. So, this result allows the devices onto the network, but forces 
all traffic to redirect to a web page describing that the device was blacklisted.    

 

 Figure 13-24   Blackhole_Wireless_Access Authorization Profile         

 These two authorization rules demonstrate a variety of rules. This chapter examines a few 
common Authorization Policies in later sections.   

  Role-Specific Authorization Rules  

 The end goal of a Secure Access deployment is to provide very specific permissions 
to any authorization. In  Chapter   6   , “Building a Cisco ISE Network Access Security 
Policy,” you learned all about the specific results and how to create those authorizations. 
However, that should always be handled in a staged approach in order to limit the impact 
to the end users.  

 Part V is dedicated to this phased approach.    

  Authorization Policy Example  

 This section provides an example of an Authorization Policy made up of numerous rules 
based on a common use case. This use case was selected to show multiple aspects of the 
Authorization Policy and help to solidify your working knowledge the parts/pieces of an 
Authorization Policy and the workflows associated with creating the policies.  

 For this example, let’s configure three authorization rules: one that assigns full access to 
an employee that authenticated successfully with EAP chaining followed by a rule that 
assigns more limited access to the same employee authenticating with a non-corporate 
machine. The last rule created assigns Internet-only access to the same employee authen-
ticating on a mobile device.  
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  Employee and Corporate Machine Full-Access Rule  

 In this rule, assign full-access permissions to an employee that is authenticating from a 
valid corporate asset. From the ISE GUI, perform the following steps:   

   1.   Navigate to  Policy > Authorization .   

   2.   Insert a new rule above the default rule.   

   3.   Name the new rule Employee and CorpMachine.   

   4.   For the other conditions drop-down, where it says Select Attribute, click the  +  and 
select  Create New Condition .   

   5.   Choose  Network Access > EapChainingResult .   

   6.   Choose  Equals .   

   7.   Select  User and Machine Both Succeeded .   

   8.   Click the cog on the right-hand side >  Add Attribute/Value .   

   9.   Select  AD1 > External Groups Equals “Employees”  (or another AD group of your 
choosing).   

   10.   For the AuthZ Profiles, click the  +  sign.   

   11.   Click the cog in the upper-right corner >  Add New Standard Profile .   

   12.   Name the new Authorization Profile Employee Full Access.   

   13.   Optionally add a description.   

   14.   Access Type = Access_Accept.   

   15.   Select  DACL Name > Permit_ALL_TRAFFIC.   

    Figure   13-25    shows the Employee Full Access authorization profile.    

   16.   Click  Save .   

   17.   Click  Done  to finish editing the rule.   

   18.   Click  Save  to save the Authorization Policy.    

    Figure   13-26    shows the completed authorization rule.  
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 Figure 13-26   Completed Employee and CorpMachine Rule          

 Figure 13-25   Employee Full Access Authorization Profile        
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  Internet Only for iDevices  

 Now that the rule for employees with corporate devices has been created, you need to 
create the rule below it that provides Internet access only to employee authentications on 
mobile devices.  

 To begin this rule, first create a new DACL that is applied to switches, create the authori-
zation result, and then go back into the Authorization Policy and build the rule:   

   1.   Navigate to  Policy > Policy Elements > Results > Authorization > Downloadable 
ACLs .   

   2.   Click  Add .   

   3.   Name the ACL Internet Only.   

   4.   Optionally provide a description.   

   5.   Within DACL Content, provide an ACL that permits required traffic for Internet 
access and denies traffic destined to the corporate network.  

    Figure   13-27    is just an example.  

 

 Figure 13-27   Internet Only DACL          

   6.   Click  Submit .    

 Now that the DACL is created, it’s time to create the Authorization Profile:   
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   1.   Navigate to  Policy > Policy Elements > Results > Authorization > Authorization 
Profiles .   

   2.   Click  Add .   

   3.   Name the Authorization Profile Internet Only.   

   4.   Optionally provide a description.   

   5.   Access Type is ACCESS_ACCEPT.   

   6.   Select  DACL Name  and select  Internet Only .   

   7.   Optionally provide a GUEST VLAN.  

   Keep in mind this VLAN Name or ID is used for both wired and wireless devices. An 
alternative is to create separate rules for wired and wireless, so the user is assigned 
VLAN on wireless, but not wired.   

   8.   Select  Airspace ACL Name  and fill in the name of the ACL on the controller that 
provides Internet Only Access.   

   9.   Click  Submit .    

  Figure   13-28    shows the completed Authorization Profile.  

 

 Figure 13-28   Internet Only Authorization Profile         
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 Before you build the Authorization Policy, create a logical profiling policy that encom-
passes all mobile devices. This makes the policy building much easier and provides a reus-
able policy object:   

   1.   Navigate to  Policy > Profiling > Logical Profiles .   

   2.   Click  Add .   

   3.   Name the Logical Policy iDevices.   

   4.   Optionally provide a description.   

   5.   Select all the mobile platforms from the Available Devices side, and click the  >  to 
move them to the Assigned Policies side.   

   6.   Click  Submit .    

  Figure   13-29    shows the iDevices Logical Profile.  

 

 Figure 13-29   iDevices Logical Profile         

 Finally, it is now time to create the authorization rule:   

   1.   Navigate to  Policy > Authorization .   

   2.   Insert a new rule above the default rule.   

   3.   Name the Rule Employee iDevices.   

   4.   Select the  +  sign for conditions, and select  Endpoints > LogicalProfile .   

   5.   Choose  Equals .   

   6.   Select  iDevices .   

   7.   Click the cog on the right-hand side >  Add Attribute/Value .   
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   8.   Select  AD1 > External Groups Equals “Employees”  (or another AD group of your 
choosing).   

   9.   For the AuthZ Profiles, click the  +  sign.   

   10.   Select  Standard > Internet Only .   

   11.   Click  Done .   

   12.   Click  Save .    

 The completed authorization rule is displayed in  Figure   13-30   .  

 

 Figure 13-30   Employee iDevices Authorization Rule          

  Employee Limited Access Rule  

 Now the rule for employees connecting with mobile devices is created, you need to cre-
ate the rule below it that provides limited access only to employee authentications on any 
other device.  

 To begin this rule, first create a new DACL that is applied to switches, create the authori-
zation result, and then go back into the Authorization Policy and build the rule:   

   1.   Navigate to  Policy > Policy Elements > Results > Authorization > Downloadable 
ACLs .   

   2.   Click  Add .   

   3.   Name the ACL Employee Limited.   

   4.   Optionally provide a description.   
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   5.   Within DACL Content, provide an ACL that permits required traffic and denies traf-
fic destined to the corporate network. For this example, allow traffic to reach our 
virtual desktop infrastructure and essential services, like DNS only.  

    Figure   13-31    shows the Employee Limited dACL.  

 

 Figure 13-31   Employee Limited DACL          

   6.   Click  Submit .    

 Now that the DACL is created, build the Authorization Policy to permit network access 
and apply that DACL:   

   1.   Navigate to  Policy > Policy Elements > Results > Authorization > Authorization 
Profiles .   

   2.   Click  Add .   

   3.   Name the Authorization Profile Employee Limited.   

   4.   Optionally provide a description.   

   5.   Access Type is ACCESS_ACCEPT.   

   6.   Select  DACL Name  and select  Employee Limited .   

   7.   Do not assign a different VLAN for this authorization.   
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   8.   Select  Airspace ACL Name  and fill in the name of the ACL on the controller that 
provides Internet-only access.   

   9.   Click  Submit .    

  Figure   13-32    shows the completed Authorization Profile.  

 

 Figure 13-32   Employee Limited Authorization Profile         

 Now, create the Authorization Policy rule to assign that Authorization Profile:   

   1.   Navigate to  Policy > Authorization .   

   2.   Insert a new rule above the default rule.   

   3.   Name the Rule Employee Limited.   

   4.   Select the  +  sign for conditions.   

   5.   Select  AD1 > External Groups Equals “Employees”  (or another AD group of your 
choosing).   
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   6.   For the AuthZ Profiles, click the  +  sign.   

   7.   Select  Standard > Employee Limited .   

   8.   Click  Done .   

   9.   Click  Save .    

  Figure   13-33    shows the completed Employee Limited authorization rule.  

 

 Figure 13-33   Employee Limited Authorization Rule            

  Saving Attributes for Re-Use  

 ISE offers the ability to save conditions to the library to make it much easier to reuse 
them in other policies. To show this, let’s go back into your example Authorization Policy 
and save a few of the conditions.  

 From the ISE GUI, perform the following steps:   

   1.   Navigate to  Policy > Authorization .   

   2.   Edit the Employee and CorpMachine rule.   

   3.   Expand the conditions.   

   4.   Click  Add All Conditions Below to Library , as shown in  Figure   13-34   .  

   This is adding the full set of conditions, including the AND operator.  
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 Figure 13-34   Add All Conditions Below to Library          

   5.   Provide a name for this new saved condition, such as EmployeeFullEAPChain.   

   6.   Finish editing the rule.   

   7.   Click  Save .    

 As shown in  Figure   13-35   , the Authorization Policy text is simplified now with the name 
of the saved conditions instead of the raw attributes.  

 

 Figure 13-35   Authorization Policy After Saving Conditions to Library         

 Next, save the Employees group for AD as a condition:   

   1.   Navigate to  Policy > Authorization .   

   2.   Edit the  Employee iDevices Rule .   

   3.   Expand the conditions.   

   4.   Click the cog on the right-hand side of the Employees line.   

   5.   Choose  Add Condition to Library .   

   6.   Name the condition Employees.   

   7.   Click the green check mark.  

    Figure   13-36    displays the saving of Employees to the Conditions library.  
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 Figure 13-36   Saving Employees to Library          

   8.   Click  Done  to finish editing the rule.   

   9.   Click  Save .    

    Figure   13-37    shows the final Authorization Policy.  

 

 Figure 13-37   Final Authorization Policy           

     Summary  

 This chapter examined the relationship between authentication and authorization and 
how to build policies for each. It described a few common Authentication Policies and 
Authorization Policies to help solidify your knowledge of how to work with these policy 
constructs.  Chapters   20    to    23    focus on specific configurations of these policies to help in 
the actual deployment of ISE and the Secure Unified Access Solution.  

  Chapter   14   , “Guest Lifecycle Management,” examines web authentication, guest access, 
and the full lifecycle management of guest users.     
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  configuring probes,   420 - 421  

  configuring switches,   422 - 424   

   RADIUS accounting servers,   186 - 187   

   RADIUS authentication,   11 ,  185 - 186   

   RADIUS Authentication 
Troubleshooting,   589 - 591   

   RADIUS commands, switches,   172 -
 174   

   RADIUS fallback,   187   

   RBAC (role-based access control), 
  121  

  ISE GUI,   121  

  access session settings,   121 - 123  

  authentication,   123 - 124  

  authorization,   124 - 125  

  passwords,   124   

   reassessments, posture global setup, 
  286   
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   record configuration, NetFlow,   485 -
 486   

   registering ISE nodes to deployment, 
  379 - 381   

   Registry, editing,   665 - 667   

   Registry Condition settings,   290   

   relationships, authentication and 
authorization,   215 - 216   

   remediation actions, posture,   293   

   remote access, security domains,   56   

   remote-access VPN, authentication 
policies,   228 - 229   

   report groups,   585   

   reporting,   585  

  data repositories,   586  

  profilers,   491 - 493   

   reports  

  profiler reports,   493  

  running,   586   

   repositories,   619  

  CD-ROM,   623  

  configuring,   619 - 625  

  FTP (File Transfer Protocol),   620 -
 621  

  host keys,   622  

  HTTP,   624  

  HTTPS,   624 - 625  

  Network File System (NFS),   623  

  SFTP (Secure File Transfer Protocol), 
  620 - 621  

  TFTP,   622  

  types of,   619 - 620   

   requirements  

  ISE solution,   74  

  for Microsoft Certificate Authority 
(CA)  , 645   

   requirements for ISE,   23 - 25   

   research, sources for,   75 - 76   

   restoring,   628 - 629  

  patching,   629 - 631  

  upgrading,   632 - 634   

   results,   206   

   re-using attributes, saving,   246 - 248   

   reviewing audit data,   91 - 92   

   RFC 2196,   51   

   role-based access control.   See RBAC 
(role-based access control)       

   role-specific authorization rules,   237   

   routed mode, IPN (Inline Posture 
Node),   393 - 394   

   RSA key pairs, generating/exporting 
for certificate servers,   670 - 671   

   rules  

  authorization rules,   12  

  ISE solution,   74  

  posture policy rules, adding,   74 - 75   

   rules and requirements structure, 
ISE,   70   

   running reports,   586    

  S 

   sample ISE deployment question-
naire  , 639 - 641   

   sample letter to students, Identity 
Services Engine  , 638   

   sample notice for bulletin board/
poster, Identity Services Engine  , 
636 - 638   

   sample requirement change notifi-
cation email, Identity Services 
Engine  , 635 - 636   

   samples  

  NASP format for documenting ISE 
posture requirements,   72  
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  switch configurations  

  Catalyst 3000 Series, 12.2 (55)
SE,   675 - 678  

  Catalyst 3000 Series, 15.00(2)
SE  , 678 - 682  

  Catalyst 4500 Series, IOS-XE 
3.3.0/15.a(a)SG,   682 - 685  

  Catalyst 6500 Series, 12.2(33)
SXJ  , 686 - 688   

   saving attributes for re-use,   246 - 248   

   SCEP, configuring,   356 - 357   

   scheduling backups,   628   

   SecLists.org Security Mailing List 
Archive,   75   

   secondary nodes,   381  

  monitoring and troubleshooting, 
  381 - 383   

   Secondary PAN First (SPF),   632   

   security,   2 - 3  

  AuthZ policies, creating for specific 
roles,   454 - 456  

  changing default authentication rule 
to deny access,   456 - 457  

  Permit Access Authorization result, 
  454   

   security domains, defining,   55 - 57   

   Security Group Access.   See SGA 
(Security Group Access)       

   Security Group eXchange Protocol.    
See SXP       

   security group firewalls,   535  

  ASA,   535 - 536  

  ASR (aggregated services router), 
  543 - 544  

  configuring  

  SG-FW on an ASR and ISR, 
  544 - 546  

  SG-FW policies via ASDM,   542  

  TrustSec downloads from ISE 
via ASDM,   536 - 541  

  ISR (integrated services routers),   543 -
 544  

  validating TrustSec communication, 
  541   

   Security Group Tags.    See SGT       

   security posture, establishing criteria 
to determine validity of checks, 
rules, and requirements,   76 - 77   

   security requirements  

  deploying,   78 - 79  

  enforcing,   78 - 79   

   SecurityFocus,   75   

   seed devices, NDAC (Network Device 
Admission Control), configuring, 
  562 - 564   

   Select Network Device Types wiz-
ard page, Cisco ISE Policy Setup 
Assistant wizard,   102 - 103   

   self management, endpoints,   372   

   Service Condition settings,   291   

   Session Reauthentication,   143   

   Session Terminate,   143   

   Session Terminate with Port-Bounce, 
  143   

   Setup Assistant,   169   

   Setup task,   113   

   SFTP (Secure File Transfer Protocol), 
  620 - 621   

   SGA (Security Group Access),   495 , 
 499 - 500  

  enforcement,   523 - 524  

  SGACL,   524 - 525   

   SGA, enforcement, security group 
firewalls.     See  security group fire-
walls  

   SGACL,   524 - 525  

  configuring ISE to allow SGACLs to 
be downloaded,   531 - 532  

  configuring switches to download 
SGACLs from ISE,   532    
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  creating in ISE,   526 - 530  

  East-West,   525  

  North-South,   525  

  validating PAC file and CTS data 
downloads,   533 - 535   

   SG-FW on an ASR and ISR, configur-
ing,   544 - 546   

   SG-FW policies via ASDM, configur-
ing,   542   

   SGT (Security Group Tag),   500 - 503  

  access layer devices that do not 
support,   506  

  binding IP addresses to,   506  

  classification,   504  

  Closed Mode,   44  

  dynamically assigning via 802.1X, 
  504 - 505  

  Low-Impact Mode,   43  

  manually assigning at the port,   506  

  mapping subnets to,   507  

  mapping VLANs,   507 - 508   

   SGT Propogation on Cisco IOS 
switches, configuring,   518 - 520   

   SGT propagation on Nexus series 
switches, configuring,   522 - 523   

   SGT propogation on a catalyst 6500, 
configuring,   520 - 522   

   show cts environment-data,   534   

   show cts interface,   556   

   show cts pac,   533   

   show cts role-based access-lists,   534   

   show cts role-based policy,   534   

   show cts role-based sgt-map,   535   

   show repository,   625   

   Simple Dictionary Condition settings, 
  290   

   single mode, MACSec,   551   

   single SSID, BYOD onboarding,   
322 - 323  

  with Applied iOS,   330 - 340   

   SMS text messaging, configuring,   264   

   SNMP, probes,   140 - 141  

  deployment,   140 - 141   

   SNMP query method, RADIUS  

  adding network devices,   421  

  configuring probes,   420 - 421  

  configuring switches,   422 - 424   

   SNMP Trap method,   413  

  adding network devices to ISE,   
416 - 418  

  configuring  

  ISE probes,   414  

  switches,   418 - 420   

   SNMPQuery,   140   

   SNMPTrap,   140   

   sources for providing identity and 
context awareness,   4 - 5   

   sources of research and information, 
  75 - 76   

   SPAN (Switched Port Analyzer),   595  

  infrastructure configuration,   145 - 146   

   SPAN-based collection methods,   34 , 
 133   

   SPF (Secondary PAN First),   632   

   sponsor group policies,   257   

   sponsor portal layout, guest sponsor 
portals,   271 - 272   

   sponsor portals  

  creating simple URLs for,   265  

  customizing,   264   

   sponsor web portals,   251   

   staged deployment, preparing for 
(Monitor Mode),   401 - 404   

   subnets, mapping to SGTs,   507   

   Supervisor 2T,   520   
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   supplicant,   301   

   supplicant switches, NEAT (Network 
Edge Authentication Topology), 
  574 - 575   

   supplicants  

  Cisco AnyConnect Secure Mobility 
Client NAM,   312 - 316  

  comparing,   302 - 303  

  Mac OS X 10.8.2 native supplicant, 
configuring,   303  

  Windows 7 native supplicant, config-
uring,   309 - 312  

  Windows GPO for wired supplicant, 
configuring,   305 - 309   

   support bundles,   611 - 612   

   switch configuration modes, 
Downlink MACSec,   551 - 552   

   switch configurations, samples  

  Catalyst 3000 Series, 12.2 (55)SE, 
  675 - 678  

  Catalyst 3000 Series, 15.00(2)SE, 
  678 - 682  

  Catalyst 4500 Series, IOS-XE 
3.3.0/15.a(a)SG  , 682 - 685  

  Catalyst 6500 Series, 12.2(33)SXJ, 
  686 - 688   

   switch interfaces, configuring NDAC 
(Network Device Admission 
Control),   566 - 567   

   switch ports, moving  

  from multi-auth to MDA,   473 - 474  

  from multi-auth to multi-domain, 
  457 - 458   

   Switched Port Analyzer (SPAN),   595   

   switches,   170  

  assigning  

  to Closed Stage NDG,   468 - 469  

  to Low-Impact Stage network 
Device Group (NDG),   
452 - 453  

  configuring  

  certificates,   170  

  Device Sensor method,   426 - 428  

  to download SGACLs from ISE, 
  532    

  RADIUS with SNMP Query 
method,   422 - 424  

  SNMP Trap method,   418 - 420  

  creating ACLs,   329  

  creating local access control lists, 
  174 - 175  

  desktop switches, NEAT (Network 
Edge Authentication Topology), 
  574 - 575  

  with Device Sensor capabilities,   
177 - 178  

  enabling HTTP/HTTPS servers,   
170 - 171  

  global 802.1X commands,   175  

  global AAA commands,   171 - 172  

  global configuration settings,   170  

  global logging commands,   175 - 177  

  global profiling commands,   177  

  global RADIUS commands,   172 - 174  

  interface configuration settings,   179  

  applying ACL to the port and 
enabling authentication,   184  

  configuring authentication set-
tings,   182 - 183  

  configuring authentication tim-
ers,   184  

  configuring flexible authentica-
tion and high availability, 
  179 - 182  

  configuring interfaces as switch 
ports,   179  

  modifying default port ACL, 
Low-Impact Mode,   453 - 454  

  without Device Sensor capabilities, 
  178   
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   SXP (Security Group eXchange 
Protocol),   508  

  configuring  

  on Cisco ASA,   513 - 515  

  on iOS devices,   509 - 511  

  on WLC,   511 - 513  

  design,   508 - 509   

   System probe,   140    

  T 

   Task Navigator,   113   

   TCAM (Ternary CAM),   498   

   TCP Dump,   594   

   Ternary CAM (TCAM),   498   

   TFTP,   622   

   themes, customizing portal themes, 
  266 - 267   

   tools, troubleshooting  

  Evaluate Configuration Validator, 
  591 - 593  

  RADIUS Authentication 
Troubleshooting,   589 - 591  

  TCP Dump,   594   

   Top Authorization By User Report, 
  93   

   transitioning  

  from Monitor Mode to Closed 
Mode,   461  

  from Monitor Mode to end state, 
  408 - 409  

  from Monitor Mode to Low-Impact 
Mode,   445 - 446  

  to end-state mode,   45 - 46   

   troubleshooting  

  Active Directory, disconnections, 
  610  

  authentication and authorization, 
  596 - 597  

  entries exist in the live log,   
603 - 604  

  no live log entry exists,   597 -
 602  

  debut situations,   611 - 612  

  high-level troubleshooting flowchart, 
  605  

  primary and secondary nodes,   381 -
 383  

  support bundles,   611 - 612  

  tools  

  Evaluate Configuration 
Validator,   591 - 593  

  RADIUS Authentication 
Troubleshooting,   589 - 591  

  TCP Dump,   594  

  WebAuth and URL redirection,   
605 - 609   

   TrustSec,   9   

   TrustSec communication, validating, 
  541   

   TrustSec downloads from ISE via 
ASDM, configuring,   536 - 541   

   tunneled EAP types,   222 - 224    

  U 

   UDI (Unique Device Identifier),   97   

   unique values for unknown devices, 
identifying for unknown devices, 
  476 - 478   

   unknown devices, identifying unique 
values,   476 - 478   

   unknown endpoints, custom profiles 
for,   475 - 476   
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   Unknown NAD alarms,   598   

   unsupported mobile devices, BYOD 
onboarding, Blackberry,   346 - 347   

   updates, posture global setup,   287   

   upgrading,   632 - 634   

   Uplink MACSec,   553  

  configuring,   553 - 555  

  verifying configuration,   556 - 557   

   URL redirection, troubleshooting, 
  605 - 609   

   URL-Redirection  

  Closed Mode,   44  

  Low-Impact Mode,   43   

   URLs, creating for sponsor portals, 
  265   

   US-CERT,   76   

   user accounting,   92 - 93   

   User Authentication Summary 
Report,   92   

   user authentications, authorization 
policies,   439 - 440   

   user identity groups, creating for 
NEAT,   571   

   user-agent string,   477    

  V 

   VACL (VLAN Access Control Lists), 
  146 - 148   

   validating  

  PAC files and CTS data downloads, 
  533 - 535  

  TrustSec communication,   541   

   VDI (virtual desktop infrastructure), 
  42   

   verifying  

  configurations, Uplink MACSec, 
  556 - 557  

  default unavailable client provision-
ing policy action,   352   

   virtual desktop infrastructure (VDI), 
  42   

   virtual machine (VM),   25   

   VLAN Access Control Lists (VACL), 
  146 - 148   

   VLAN assignments, ingress access 
control,   495 - 497   

   VLANs, mapping to SGTs,   507 - 508   

   VM (virtual machine),   25   

   VMware (promiscuous mode),   148 -
 149   

   VPN authentication,   4 ,  11   

   W-X-Y-Z   

   Web Agent for Windows  

  posture checks,   71  

  posture remediation actions,   70   

   Web Auth,   258   

   Web Auth dACL,   259   

   Web Authentication, 11  

  central Web Authentication,   249 -
 250  

  central Web Authentication flow, 
  249 - 251  

  local Web Authentication,   249 - 250  

  local Web Authentication flow,   249   

   web authentication authorization 
results  

  Closed Mode,   463 - 466  

  creating,   448 - 449   

   web authentication identity source 
sequence  

  Closed Mode,   466  

  configuring,   451   

   web authentication redirection ACL, 
  188 - 191   
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   web redirect,   4   

   WebAuth  

  authorization profile,   262  

  configuring,   351  

  troubleshooting,   605 - 609   

   WebAuth Authorization Profile,   449   

   WebAuth Loop,   617   

   WEP (Wired Equivalency Protection), 
  547   

   Windows, BYOD onboarding,   364 -
 366   

   Windows 7 native supplicant, config-
uring,   309 - 312   

   Windows Automatic Update,   294   

   Windows GPO for wired supplicant, 
configuring,   305 - 309   

   Windows Update Remediation action, 
  294   

   Windows Update service, posture 
policy,   297   

   wired switch configuration basics, 
  106 - 109   

   wired switches, configuring for net-
work devices for guest CWA,   
274 - 275   

   wired URL Redirection,   606 - 607   

   wireless,   215  

  security domains,   56   

   wireless APs, authorization policies, 
  435   

   wireless controller configuration 
basics,   109 - 113   

   Wireless Equivalency,   547   

   Wireless LAN Controller.   See WLC       

   wireless LANs,   195  

  creating  

  corporate SSID,   199 - 202  

  Guest WLANs,   195 - 198   

   Wireless Network Controller settings, 
Cisco ISE Policy Setup Assistant 
wizard,   103   

   wireless networks, deployment 
phases,   409   

   wireless redirection,   607   

   wireless SSID, authentication policies, 
  225 - 228   

   wireless_access compound condition, 
  236   

   wizards  

  Cisco ISE Policy Setup Assistant 
wizard,   97   - 104  

  Cisco Setup Assistant Wizard,   169   

   WLC (Wireless Lan Controller),   184 -
 185 ,  495  

  assigning to Closed Stage NDG,   468 -
 469  

  assigning to Low-Impact Stage 
Network Device Group (NDG), 
  452 - 453   

   configuring AAA servers,   185 - 187  

  configuring Airespace ACLs,   188 - 192  

   configuring for network devices for 
guest CWA,   275  

  creating ACLs, BYOD onboarding, 
  328   

  dynamic interfaces for client VLANs, 
  193 - 195  

  SXP (Security Group eXchange 
Protocol), configuring,   511 - 513  

  wireless LANs,   195 - 202   

   WLC configuration, BYOD onboard-
ing,   324 - 327   

   WSUS remediation action,   295   

   WSUS rule,   294     
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