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Chapter 1
WLAN Fundamentals

Wireless networks are not a new concept. The first wireless transmission occurred in 1870. During the 20th century, analog
communication became digital and proprietary solutions blossomed to transmit information over RF. To organize the use of the
spectrum, an international agreement allowed several portions of the spectrum to be used without license for industrial, scientific, and
medical (ISM) purposes. Local regulations were created that forbade most segments of the RF spectrum for private use. Proprietary
solutions moved to controlled bands (paying a fee for the right to use the spectrum segment) or to the ISM bands (free, but with risks
of interferences from other networks). It was only in 1997 that the IEEE defined the first IEEE 802.11 standard, describing how a
signal would be sent over the 2.4 GHz ISM band to carry digital information. Most of the protocols used today in wireless networks
were defined after 1997. The wireless field is evolving every day, but its terminology and fundamental concepts are well established.

Wireless Networks and Topologies

Wireless Network Types

Wireless networks use different technologies depending on the distance to achieve, the number of devices to connect, and the amount
of information to transmit. The technologies include

m  Wireless personal-area networks (WPAN): Have a short range (up to 20-30 feet/7—10 meters), commonly use the 802.15
family of specifications to connect two or a few devices with low power consumption. Bluetooth is an example of WPAN
protocol.

m  Wireless local-area networks (WLAN): Consume more power but extend the connection to about 300 feet (100 meters).
WLANS are the main topic of this book.

© 2012 Pearson Education, Inc. All rights reserved. This publication is protected by copyright. Please see page 118 for more details.
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= Wireless metropolitan-area network (WMAN): Extend the range to a larger geographic area, such as a city or suburb.
Applications vary from point-to-point or point-to-multipoint links to multiuser coverage. WMANS typically use licensed
frequencies (a fee has to be paid for permission to use the frequency), although implementations in the ISM bands can also be
found. WiMAX is an example of WMAN protocol (most WiMAX implementations use licensed bands).

m  Wireless wide-area network (WWAN): Provide connectivity over a wide geographical area. Usually, WWANs are networks
used for mobile phone and data service and are operated by carriers. WWANS typically use licensed frequencies.

Wireless Topologies

Two wireless devices in range of each other just need to share a common set of simple parameters (frequency and so on) to be able
to communicate and establish a WLAN. A first station defines the radio parameters and a connection name; the other stations just
need to detect the connection and adjust their own parameters to connect to the first station and to each other. This is called an ad hoc
network.

As soon as wireless devices (called “stations” in the 802.11 standard) connect to each other over a wireless network, a Basic Service
Set (BSS) is formed. Because ad-hoc networks do not rely on any device other than the stations themselves, the wireless network they
form is called an Independent Basic Service Set (IBSS). They are sometimes called peer-fo-peer (wireless) networks.

Ad-hoc networks are limited in functionality because no central device is present to decide common rules (radio parameters, priority,
range, what happens if the first station disappears, and so on). To organize the communication, most networks use a central device
that defines common sets of parameters: the access point (AP, also called AP-station in the 802.11 standard). The AP organizes the
BSS. Wireless devices send their signal to the AP, which relays the signal to the destination wireless station or the wired network. As
such, the AP is a hybrid device, close to an Ethernet hub in concept: All stations share the same frequency, and only one station can
send at any given time, forming a half-duplex network. An AP is more than a hub because it performs complex functions (generates
or relays frames, for example). Like stations in an ad hoc network, an AP offers a BSS but not an IBSS, because the AP is a device
dedicated to connecting stations. The area covered by the radio of this AP is called basic service area (BSA), or cell. Because the client
stations connect to a central device, this type of network is said to use an infrastructure mode as opposed to an ad-hoc mode.

© 2012 Cisco Systems, Inc. All rights reserved. This publication is protected by copyright. Please see page 118 for more details.



Note

Ad-hoc mode was de-
scribed in the original
802.11 protocol and the
802.11b amendment.
But ad hoc mode does
not scale well, and later
amendments (802.11g,
802.11a, 802.111) do

not describe this mode
anymore. A consequence
is that if you configure
an ad-hoc network on a
standard Wi-Fi certified
laptop, your setup will
limit your ad-hoc net-
work to 2.4 GHz, 802.11
or 802.11 data rates (1,
2,5.5, or 11 Mbps), with
no authentication and no
encryption, or with WEP
security (shared key).
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The wired section of the network that can be reached through the AP is called, from the perspective of the wireless side, the
Distribution System (DS). When the distribution system links two APs, or two cells, the group is called an Extended Service Set (ESS).
An ESS can be reached only through an AP BSS (not through an IBSS client also connected to the wired network). When a station
moves, leaves the coverage area of the AP it was originally connected to, and gets to the BSA of another AP, the station is said to
roam between cells. Neighboring cells are usually on different channels to avoid interferences. Wireless networks are designed to
make neighboring cell detection and roaming seamless from the station standpoint. For the station to detect that the neighboring

AP offers the same connection as the previous AP, wireless network administrators use names to identify wireless connections.
Neighboring APs offering the same connection type and parameters use the same name, or service set identifier (SSID, which is a
simple ASCII string providing a name to the connection). Neighboring APs offering the same connection use the same SSID, but each
AP identifies itself by associating its radio MAC address to the SSID string. This associated MAC address is called the basic service
set identifier (BSSID), and it enables stations to know which AP offers which SSID.

© 2012 Cisco Systems, Inc. All rights reserved. This publication is protected by copyright. Please see page 118 for more details.
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Figure 1-1 Wireless Topologies and Devices

Some APs can offer only one SSID per radio. Other APs have a slot of MAC addresses available and can support several SSIDs per
radio, using Multiple BSSIDs (MBSSID). MBSSIDs basically are virtual APs that still share the same physical device, which has a
half-duplex radio. MBSSIDs are a way to differentiate the traffic reaching the AP, not a way to increase the capacity of the AP. Only
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