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Introduction

This book is designed to help you prepare for the Cisco VPN certification exam. The
VPN exam is one in a series of exams required for the Cisco Certified Network
Professional - Security (CCNP - Security) certification. This exam focuses on the applica-
tion of security principles with regard to Cisco IOS routers, switches, and virtual private
network (VPN) devices.

Who Should Read This Book

Network security is a complex business. It is important that you have extensive experi-
ence in and an in-depth understanding of computer networking before you can begin to
apply security principles. The Cisco VPN program was developed to introduce the
remote-access and site-to-site VPN products associated with or integrated into the Cisco
Adaptive Security Appliance (ASA) and available client software, explain how each prod-
uct is applied, and explain how it can increase the security of your network. The VPN
program is for network administrators, network security administrators, network archi-
tects, and experienced networking professionals who are interested in applying security
principles to their networks.

How to Use This Book

The book consists of 23 chapters. Each chapter tends to build upon the chapter that pre-
cedes it. The chapters that cover specific commands and configurations include case
studies or practice configurations.

The chapters of the book cover the following topics:

m  Chapter 1, “Evaluation of the ASA Architecture”: This chapter reviews the ASA
operation and architecture. It is this core of understanding that provides a good base
for the other chapters.

m  Chapter 2, “Configuring Policies, Inheritance, and Attributes”: This chapter
reviews the different methods used to apply policies and their contained attributes
for controlling and ultimately securing our remote users. The policy inheritance
model is also introduced to help network security personnel understand the results
of having multiple policy types configured.

m  Chapter 3, “Deploying an AnyConnect Remote-Access VPN Solution”: This chap-
ter introduces you to the Cisco AnyConnect remote-access VPN configuration and
client software. You learn how to configure a basic AnyConnect remote-access con-
nection, along with the configuration required basic remote user authentication.

m  Chapter 4, “Advanced Authentication and Authorization of AnyConnect VPNs™:
This chapter reviews the available mechanisms that can be configured to successfully
authenticate your remote users. We take a closer look at Public Key Infrastructure
(PKI) technology and its implementation as a standalone authentication mechanism,
along with the steps required for successful deployment of PKI and username/pass-
word-based authentication (doubling up on authentication).
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Chapter 5, “Advanced Deployment and Management of the AnyConnect Client”:
This chapter reviews the various methods of the AnyConnect client deployment and
installation available. In addition, we explore the various modules that are available
and their benefits.

Chapter 6, “Advanced Authorization Using AAA and DAPs”: This chapter
describes the role and implementation of advanced authorization, which enables us
to maintain complete control over the resources our remote users can or cannot
access before and during their connection to our VPN deployment. In addition, we
review the role of DAPs and how their configuration can be used to enhance the
authorization process.

Chapter 7, “AnyConnect Integration with Cisco Secure Desktop and Optional
Modules”: This chapter reviews the Cisco Secure Desktop (CSD) environment and
associated modules. We also introduce you to the optional AnyConnect modules
that are available for installation either as standalone components or deployed
through client profiles.

Chapter 8, “AnyConnect High Availability and Performance”: This chapter reviews
the different types of redundancy and high availability that can be deployed on the
ASA device through configuration of the AnyConnect client or with external hard-
ware.

Chapter 9, “Deploying a Clientless SSL VPN Solution”: This chapter introduces
you to the Cisco clientless Secure Sockets Layer (SSL) VPN implementation. In addi-
tion, we look at the configuration required for a basic deployment of an SSL VPN.

Chapter 10, “Advanced Clientless SSL VPN Settings”: This chapter reviews the
advanced settings that are available for our clientless SSL VPN deployment and the
available application-access methods and their configuration.

Chapter 11, “Customizing the Clientless Portal”: This chapter reviews the available
customization options we have when approaching the task of customizing our client-
less SSL VPN environment for our remote users. We also discuss the implementation
PKI and of double-authentication mechanisms.

Chapter 12, “Advanced Authorization Using Dynamic Access Policies”: This chap-
ter reviews the implementation and configuration of group policies and the available
attributes contained within. We also discuss the available logging and accounting
methods on the ASA.

Chapter 13, “Clientless SSL VPN with Cisco Secure Desktop”: This chapter
reviews the Cisco Secure Desktop environment and associated modules. In addition,
we cover how to deploy the CSD with a clientless SSL VPN solution.

Chapter 14, “Clientless SSL VPN High Availability and Performance Options”:
This chapter reviews the available HA and performance enhancements that can be
deployed when working with clientless SSL VPN solutions.

Chapter 15, “Deploying and Managing the Cisco VPN Client”: This chapter intro-
duces you to the Cisco IPSec VPN Client and its available methods of installation,
configuration, and advanced customization.
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m  Chapter 16, “Deploying Easy VPN Solutions”: This chapter introduces you to the
Cisco Easy VPN client and server architecture. In addition, we review the configura-
tion steps required for a basic Easy VPN deployment, XAUTH configuration, IP
address assignment, and so on

m  Chapter 17, “Advanced Authentication and Authorization Using Easy VPN”: In
this chapter, we review the configuration of PKI and its subsequent implementation
with Easy VPN deployments. We also cover certificate mappings and their role when
used for advanced authentication purposes.

m  Chapter 18, “Advanced Easy VPN Authorization”: This chapter describes the
implementation of group policies and the attributes that can be included to provide
advanced authorization of our remote users. In addition, this chapter describes log-
ging and accounting methods and their use with Easy VPN deployments.

m  Chapter 19, “High Availability and Performance for Easy VPN”: This chapter
describes the mechanisms that can be put in place to provide an HA solution that
will protect an organization from outages alongside an Easy VPN deployment.

m  Chapter 20, “Easy VPN Operation Using the ASA 5505 as a Hardware Client™:
This chapter introduces you to the Easy VPN hardware client capabilities of the
ASA 5505 device and the configuration required for successful deployment.

m  Chapter 21, “Deploying IPsec Site-to-Site VPNs”: This chapter introduces you to
the IPsec site-to-site VPN solution available on the ASA devices and the configura-
tion procedures required for a successful deployment.

m  Chapter 22, “High Availability and Performance Strategies for IPSec Site-to-Site
VPNs”: In this chapter, we discuss the available HA mechanisms for use when pro-
viding hardware- and software-level redundancy with an IPsec site-to-site VPN
deployment. We also review the available quality-of-service (QoS) mechanisms on
the ASA and their associated configuration.

m  Chapter 23, “Final Exam Preparation”: This short chapter lists the exam prepara-
tion tools useful at this point in the study process and provides a suggested study
plan now that you have completed all the earlier chapters in this book.

m  Appendix A, “Answers to the “Do I Know This Already?” Quizzes”: This appendix
provides the answers to the “Do I Know This Already?” quizzes that you will find at
the beginning of each chapter.

m  Appendix B, “642-647 CCNP Security VPN Exam Updates, Version 1.0”: This
appendix is intended to provide you with updated information if Cisco makes minor
modifications to the exam upon which this book is based. When Cisco releases an
entirely new exam, the changes are usually too extensive to provide in a simple
update appendix. In those cases, you need to consult the new edition of the book
for the updated content. This additional content about the exam will be posted as a
PDF document on this book’s companion website, at
www.ciscopress.com/title/9781587142567.
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m  Appendix C, “Memory Tables” (CD only): This appendix, which you will find in
PDF form on the CD accompanying this book, provides a series of tables that highlight
some of the key topics in each chapter. Each table provides some cues and clues that
will enable you to complete the table and test your knowledge about the table topics.

m  Appendix D, “Memory Tables Answer Key” (CD only): This appendix, which you
will find in PDF form on the CD accompanying this book, provides the completed
memory tables from Appendix C so that you can check your answers. In addition,
you can use this appendix as a standalone study tool to help you prepare for the
exam.

B Glossary: This glossary defines the key terms that appear at the end of each chapter,
for which you should be able to provide definitions on your own in preparation for
the exam.

Each chapter follows the same format and incorporates the following tools to assist you
by assessing your current knowledge and emphasizing specific areas of interest within
the chapter:

m  “Do I Know This Already?” Quiz: Each chapter begins with a quiz to help you
assess your current knowledge about the subject. The quiz is divided into specific
areas of emphasis that enable you to best determine where to focus your efforts
when working through the chapter.

m  Foundation Topics: The foundation topics are the core sections of each chapter.
They focus on the specific protocols, concepts, or skills that you must master to suc-
cessfully prepare for the examination.

m  Exam Preparation: Near the end of each chapter, the Exam Preparation section
highlights the key topics from the chapter and the pages where you can find them for
quick review. This section also refers you to the Memory Tables appendixes, and pro-
vides a list of key terms that you should be able to define in preparation for the
exam. It is unlikely that you will be able to successfully complete the certification
exam by just studying the key topics, memory tables, and key terms, although they
are a good tool for last-minute preparation just before taking the exam.

m  Practice exam on CD-ROM: This book includes a CD-ROM containing several
interactive practice exams. It is recommended that you continue to test your knowl-
edge and test-taking skills by using these exams. You will find that your test-taking
skills will improve by continued exposure to the test format. Remember that the
potential range of exam questions is limitless. Therefore, your goal should not be to
“know” every possible answer but to have a sufficient understanding of the subject
matter so that you can figure out the correct answer with the information provided.

Certification Exam and This Preparation Guide

The questions for each certification exam are a closely guarded secret. The truth is that if
you had the questions and could only pass the exam, you would be in for quite an embar-
rassment as soon as you arrived at your first job that required these skills. The point is to
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know the material, not just to successfully pass the exam. We do know which topics you
must know to successfully complete this exam, because they are published by Cisco.
Coincidentally, these are the same topics required for you to be proficient when configur-
ing Cisco security devices. It is also important to understand that this book is a “static”
reference, whereas the exam topics are dynamic. Cisco can and does change the topics
covered on certification exams often. This exam guide should not be your only reference
when preparing for the certification exam. You can find a wealth of information available
at Cisco.com that covers each topic in painful detail. The goal of this book is to prepare
you as well as possible for the VPN exam. Some of this is completed by breaking a 600-
page (average) implementation guide into a 30-page chapter that is easier to digest. If you
think that you need more detailed information about a specific topic, feel free to surf.
Table I-1 lists each exam topic along with a reference to the chapter that covers the topic.

Table I-1 VPN Exam Topics and Chapter References

Exam Topic Chapter Where
Topic Is Covered

Preproduction Design

Choose ASA VPN technologies to implement high-level 1, 3,8, 15, 16, 21
design (HLD) based on given requirements

Choose the correct ASA model and license to implement 1, 3,8, 15, 16, 21
HLD based on given performance requirements

Choose the correct ASA VPN features to implement HLD 1-5, 8-10, 15-17, 20, 21
based on given corporate security policy and network
requirements

Integrate ASA VPN solutions with other security technology  1-5, 8-10, 15-21
domains (CSD, ACS, device managers, cert servers, and so on)

Complex Operations Support

Optimize ASA VPN performance, 3-5, 7-10, 15-22
functions, and configurations

Configure and verify complex ASA VPN networks using 3-10, 15-22
features such as DAP, CSD, smart tunnels, AnyConnect SSL

VPN, clientless SSL VPN, site-to-site VPN, RA VPN,

certificates, QoS, and so on to meet security policy

requirements

Create complex ASA network security rules using such 4-6,10-12, 15, 17, 18, 20
features as ACLs, DAP, VPN profiles, certificates, MPF, and
so on to meet the corporate security policy

Advanced Troubleshooting

Perform advanced ASA VPN 4-6, 8, 10-12, 14, 15,
configuration and troubleshooting 17-19, 22




You will notice that not all the chapters map to a specific exam topic. This is because of
the selection of evaluation topics for each version of the certification exam. Our goal is
to provide the most comprehensive coverage to ensure that you are well prepared for the
exam. To do this, we cover all the topics that have been addressed in different versions of
this exam (past and present). Network security can (and should) be extremely complex
and usually results in a series of interdependencies between systems operating in concert.
This book shows you how one system (or function) relies on another, and each chapter of
the book provides insight into topics in other chapters. Many of the chapters that do not
specifically address exam topics provide a foundation that is necessary for a clear under-
standing of network security. Your short-term goal might be to pass this exam, but your
overall goal is to become a qualified network security professional.

Note that because security vulnerabilities and preventive measures continue apace, Cisco
Systems reserves the right to change the exam topics without notice. Although you can
refer to the list of exam topics listed in Table I-1, always check the Cisco Systems website
to verify the actual list of topics to ensure that you are prepared before taking an exam.
You can view the current exam topics on any current Cisco certification exam by visiting
its website at Cisco.com, hovering over Training & Events, and selecting from the
Certifications list. Note also that, if needed, Cisco Press might post additional preparato-
ry content on the web page associated with this book at
www.ciscopress.com/title/9781587142567. It is a good idea to check the website a cou-
ple of weeks before taking your exam to be sure that you have up-to-date content.

Overview of the Cisco Certification Process

The network security market is currently in a position where the demand for qualified
engineers vastly surpasses the supply. For this reason, many engineers consider migrating
from routing/networking over to network security. Remember that “network security” is
just “security” applied to “networks.” This sounds like an obvious concept, but it is actu-
ally an important one if you are pursuing your security certification. You must be famil-
iar with networking before you can begin to apply the security concepts. For example,
the skills required to complete the CCNP Security exam will give you a solid foundation
that you can expand upon and use when working in the network security field.

The requirements for and explanation of the CCNP Security certification are outlined at
the Cisco Systems website. Go to Cisco.com, hover over Training & Events, and select
CCNP Security from the Certifications list.

Taking the VPN Certification Exam

As with any Cisco certification exam, it is best to be thoroughly prepared before taking
the exam. There is no way to determine exactly what questions are on the exam, so the

best way to prepare is to have a good working knowledge of all subjects covered on the
exam. Schedule yourself for the exam and be sure to be rested and ready to focus when
taking the exam.

The best place to find out the latest available Cisco training and certifications is under the
Training & Events section at Cisco.com.
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Tracking CCNP Security Status

You can track your certification progress by checking www.cisco.com/go/certifications/login.
You must create an account the first time you log in to the site.

How to Prepare for an Exam

The best way to prepare for any certification exam is to use a combination of the prepa-
ration re-sources, labs, and practice tests. This guide has integrated some practice ques-
tions and labs to help you better prepare. It is encouraged that you have hands-on experi-
ence with the Cisco ASA devices. There is no substitute for experience, and it is much
easier to understand the commands and concepts when you can actually work with Cisco
ASA devices. If you do not have access to a Cisco ASA device, you can choose from
among a variety of simulation packages available for a reasonable price. Last, but certain-
ly not least, Cisco.com provides a wealth of information about the Cisco ASA device, all
the products that operate using Cisco ASA software, and the products that interact with
Cisco ASA devices. No single source can adequately prepare you for the VPN exam
unless you already have extensive experience with Cisco products and a background in
networking or network security. At a minimum, you will want to use this book combined
with the Technical Support and Documentation site resources
(www.cisco.com/cisco/web/support/index.html) to prepare for this exam.

Assessing Exam Readiness

After completing a number of certification exams, we have found that you do not actual-
ly know whether you are adequately prepared for the exam until you have completed
about 30 percent of the questions. At this point, if you are not prepared, it is too late.
The best way to determine your readiness is to work through the “Do I Know This
Already?” quizzes at the beginning of each chapter. It is best to work your way through
the entire book unless you can complete each subject without having to do any research
or look up any answers.

Cisco Security Specialist in the Real World

Cisco has one of the most recognized names on the Internet. You cannot go into a data
center or server room without seeing some Cisco equipment. Cisco-certified security spe-
cialists can bring quite a bit of knowledge to the table because of their deep understanding
of the relationship between networking and network security. This is why the Cisco certi-
fication carries such clout. Cisco certifications demonstrate to potential employers and
contract holders a certain professional-ism and the dedication required to complete a goal.
Face it, if these certifications were easy to acquire, everyone would have them.


www.cisco.com/go/certifications/login
www.cisco.com/cisco/web/support/index.html

XXXI

Cisco ASA Software Commands

A firewall or router is not normally something to play with. That is to say that after you
have it properly configured, you will tend to leave it alone until there is a problem or you
need to make some other configuration change. This is the reason that the question mark
(?) is probably the most widely used Cisco IOS and Cisco ASA software command.
Unless you have constant exposure to this equipment, it can be difficult to remember the
numerous commands required to configure devices and troubleshoot problems. Most
engineers remember enough to go in the right direction but will use the ? to help them
use the correct syntax. This is life in the real world. Unfortunately, the question mark is
not always available in the testing environment.

Rules of the Road

We have always found it confusing when different addresses are used in the examples
throughout a technical publication. For this reason, we use the address space defined in
RFC 1918. We understand that these addresses are not routable across the Internet and
are not normally used on outside interfaces. Even with the millions of IP addresses avail-
able on the Internet, there is a slight chance that we could have chosen to use an address
that the owner did not want published in this book.

It is our hope that this will assist you in understanding the examples and the syntax of
the many commands required to configure and administer Cisco ASA devices.

Exam Registration

The VPN exam is a computer-based exam, with multiple-choice, fill-in-the-blank, list-in-
order, and simulation-based questions. You can take the exam at any Pearson VUE
(www.pearsonvue.com) testing center. Your testing center can tell you the exact length of
the exam. Be aware that when you register for the exam, you might be told to allow a cer-
tain amount of time to take the exam that is longer than the testing time indicated by the
testing software when you begin. This discrepancy is because the testing center will want
you to allow for some time to get settled and take the tutorial about the test engine.

Book Content Updates

Because Cisco Systems occasionally updates exam topics without notice, Cisco Press
might post additional preparatory content on the web page associated with this book at
www.ciscopress.com/title/9781587142567. It is a good idea to check the website a cou-
ple of weeks before taking your exam, to review any updated content that might be post-
ed online. We also recommend that you periodically check back to this page on the Cisco
Press website to view any errata or supporting book files that may be available.


www.pearsonvue.com
www.ciscopress.com/title/9781587142567

This chapter covers the following subjects:

m Policies and Their Relationships: In this section,
we review the available policies that can be applied
during a VPN connection and how they work to-
gether to form the overall policy applied to a re-
mote user.

m  Understanding Connection Profiles: In this sec-
tion, we discuss the role of connection profiles, their
configuration elements, and how they are applied to
remote users.

m  Understanding Group Policies: In this section, we
discuss the role of group policies for attribute as-
signment and control of your remote users.

m  Configure User Attributes: In this section, we re-
view the creation of a user account and take a look at
the available parameters and attributes that can be
assigned to an individual remote user.

m  Using External Servers for AAA and Policy As-
signment: In this section, we discuss the role of
AAA servers and briefly cover their configuration
and how we can deploy policies through them.




CHAPTER 2

Configuring Policies, Inheritance, and
Attributes

An important part of the deployment of a Secure Sockets Layer (SSL) or IPsec virtual pri-
vate network (VPN) connection is the use of policies to allow access to resources through
the VPN tunnel and the ability to control the access granted to those resources, whether
this is based on the user and their internal group membership or department, the site and
specific resources they are accessing, or role in the company.

We are given a wide range of options that can be configured and specified using the avail-
able policy set in the Adaptive Security Appliance (ASA), allowing us to take a very granu-
lar approach to allow or deny access based on a user’s attributes. Furthermore, if a user is
a member of multiple groups in the business, we can assign multiple policies, resulting in
the inheritance of higher-level policies and only the more specific attributes being directly
assigned.

In this chapter, we take a look at the methods available for policy assignment both in real-
life scenarios and throughout this book. We then review how these policy methods work
together if more than one is assigned to a user through the inheritance mode.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz helps you determine your level of knowledge on this
chapter’s topics before you begin. Table 2-1 details the major topics discussed in this chap-
ter and their corresponding quiz sections.

Table 2-1 “Do I Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Policies and Their Relationships 2
Understanding Connection Profiles 1,3
Understanding Group Policies 4,5

Using External Servers for AAA and Policy Assignment 6
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1. Which of the following are available methods of assigning a connection profile?
(Choose all that apply.)

User connection profile lock

Certificate to connection profile maps

User choice using a menu in either clientless or full-tunnel VPN

All of the above

e 0o oo

2. Which of the following policy types take precedence over all others configured
based on the ASA policy hierarchy?

a. DAPs
b. Group policy
c. Connection profile
d. User attributes
3. Which two of the following are the default connection profiles that exist on the
ASA device?
a. DefaultRAGroup
b. DefaultWebVPNGroup
c. DefaultL2LGroup
d. DefaultAnyConnectGroup
4. Which of the following objects can be used for post-login policy assignment?
(Choose all that apply.)
a. Connection profiles
b. User attributes
c. Group policies
d. DAPs

5. Which of the following are valid group policy types?

External
Internal

Local

e 0o o

Remote

6. When configuring external group policies, which AAA protocols or servers can you
use for authorization?

a. RADIUS
b. SDI

c. TACACS+
d. LDAP
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Foundation Topics

Policies and Their Relationships

User policy and connection parameter enforcement is an important part of any VPN de-
ployment. Without it, we cannot provide login parameters, authorization methods, or re-
source access for our users, which control what they can or cannot access and when.

An important part of policy assignment is the ability to provide flexibility and scalability
to both administrators configuring them and the remote users using them.

m  Flexibility is achieved through being able to assign the same security or network set-
tings to any user or group regardless of their connection type.

m  Scalability is achieved through modularity and policy inheritance, limiting the
amount of duplicate configuration items required by policy reuse among groups or
individual users.

All remote users must go through two phases before they can successfully connect and
start to access resources made available through your VPN connection:

m  The prelogin phase is achieved through the use of connection profiles (also known as
tunnel groups). In connection profiles, we can carry out the assignment of connec-
tion attributes and parameters (for example, authentication, authorization, and ac-
counting [AAA] and IP address assignment) and define the available connection
methods (for example, IKEv1 and IKEv2 SSL), allowing our users to start the login
process.

B The post-login phase is achieved through the use of group policy objects, Dynamic
Access Policies (DAPs), and user-specific attributes. These may include such items as
IPv4 or IPv6 access lists, Domain Name System (DNS) servers, access hours, split tun-
neling, and so on. Group policies offer a great deal of flexibility when assigning at-
tributes to users, either individually in a user account or groupwide by assignment to
a connection profile. DAPs provide an advanced policy assignment method based on
user AAA attributes or client device posture assessment. We discuss DAPs, their con-
figuration, and deployment in later chapters.

Different policy types, although they include their own specific attributes, are really just
containers that can be used to hold multiple configuration items that might have been
used multiple times already in different policies. For example, we can configure an access
control list (ACL) (we’ll call it Server Access) to only allow access between remote client
A and corporate server A. We assign it to the group policy object AnyConnect, limiting
internal resource access for our AnyConnect users. Later, we create a new group policy
for our IPsec VPN users and assign our Server Access ACL to this group policy, as well.

In our example, we have two groups of users accessing our corporate network through
their own protocol-specific connection profiles (AnyConnect and IPsec). Each of the two
connection profiles has its own group policy objects, both using our Server Access ACL.
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If we want to reduce the amount of configuration we have to carry out but still allow each
connection group to have its specific attributes (for example, IP address pools and DNS
servers), we can create a single group policy object using our Server Access ACL and ap-
ply this to each connection profile.

Furthermore, if we want to really minimize the amount of configuration we have on our
device, and the only difference between these two groups of users is their connection
type (that is, they do not require any further attribute or parameter assignments between
them), we can create a single connection profile allowing multiple connectivity types and
attach the single group policy that uses our Server Access ACL. Later, if one of our users
requires access to corporate server B, we can create a custom ACL and apply it directly to
their user account, or create a user-specific group policy object and assign this directly to
our user.

We can be as specific as we like or as needs require for our particular environment, either
sharing multiple policies between multiple groups, reusing multiple attributes in multiple
policies, using multiple groups connecting to one connection profile, or configuring each
group to have its own specific connection profiles, policies, and attributes. The choice is,
well, yours.

As we create our connection profiles and policies, we might end up with a user who has
been assigned the same attributes multiple times by separate policies. These might have
been applied because of the user’s group or department membership, connection type, or
location. Regardless of the reason for these assignments, the result is that our user’s poli-
cies are merged and assigned in a hierarchical fashion.

The hierarchal policy model shown in Figure 2-1 works from top to bottom with any at-
tributes set within policy assignment methods toward the top of the list (DAPs), taking
precedence over any conflicting attributes assigned within methods toward the end of the
list (default group policy object).

Each connection entry has its own default group policy object. As shown in Figure 2-1,
the default group policy is at the end of the policy hierarchy. As a result, any
attributes/settings that have not been configured within policies already assigned to a
user are applied using the attribute assignment of the default group policy.

The same applies to other policy types within the policy hierarchy. However, if two pol-
icy types contain different values for the same attribute or property, the user is assigned
the attribute set within the policy type that is higher in the hierarchy. For example, if IP
pool A has been assigned to the group policy applied to the connection profile and IP
pool B has been assigned to the user account directly, the user is assigned an IP address
from IP pool B.

Understanding Connection Profiles

As you saw earlier, connection profiles provide our users with the necessary prelogin poli-
cies that must successfully establish a connection to our ASA device. We can also use
connection profiles to separate our connecting users into the relevant groups that may re-
quire separate methods of access (for example, clientless SSL VPN, AnyConnect VPN ses-
sions, or even separate AAA methods).
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User Connects
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Figure 2-1 ASA VPN Policy Enforcement Hierarchy

Consider the following scenario. You have two groups of users connecting into your envi-
ronment: guests and corporate employees. Guests connecting into your organization do
not require the same level of access as your employees. In fact, they only require access to
an internal intranet portal. On the other hand, your corporate employees require access to
internal file servers and email. Based on the level of access required by each group, we
could create two connection profiles, aptly named Guests and Corporate for our discus-
sion. Our Guests connection profile would only allow access for incoming clientless SSL
VPNs and authenticate connecting users with a shared guest internal username and pass-
word. A group policy (covered in greater depth during the next section) would be applied
to our connection profile containing the relevant bookmarks needed for browsing our
company’s intranet in the SSL. VPN portal. However, our Corporate connection profile
would allow access for incoming AnyConnect SSL, IKEv2, and IKEv1 (IPsec VPN clients),
and an IP address would be assigned per remote user from an existing IP address pool. Au-
thentication and authorization would be carried out using a combination of a one-time
password (OTP) and internal Windows Active Directory server. A group policy would be
applied to the connection profile to provide users with split-tunnel lists and access lists, re-
stricting communication to only those internal subnets and devices that are required.

A few methods are available for allowing our users to select/connect to the appropriate
connection profile they require. Depending on the authentication scheme we have config-
ured for our users and their chosen login method (clientless SSL. VPN, AnyConnect, IPsec
client), they can either select a connection profile manually from a list of those available or
have it selected for them automatically, based on one of the following methods:
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{ Key
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m  Group URL
m  Group alias
m  Certificate to connection profile mapping
m  Per-user connection profile lock
Group URL

Group URLs allow remote users to select a connection profile by entering the direct URL
configured for the profile they require. An example of a configured group URL is either of
the following:

https://<ASA IP address>/<connection profile>
https://<ASA FQDN>/<connection profile>

Group Alias

Group aliases allow clientless SSL. VPN users to select the appropriate connection profile
from a list at the portal login page and AnyConnect users to select a connection profile in
the client software. Both scenarios occur before a user has logged in and are covered in
greater detail in Chapter 3, “Deploying an AnyConnect Remote-Access VPN Solution,”
and Chapter 9, “Deploying a Clientless SSL VPN Solution.” As shown in Figure 2-2, the
configuration of both a group alias and group URL is carried out in the Group Alias/Group
URL pane of a connection profiles properties window. We navigate to Configuration > Re-
mote Access VPN > Network (Client) Access | Clientless SSL VPN Access > AnyCon-
nect Connection Profiles | Connection Profiles, select the connection profile, click Edit,
and then use the menu on the left side to select Advanced > Group Alias/Group URL.

[ £t AryConnect Cunnection Profile AryCrnnect Conmnett 1

Sasic
Advarced
General Ensble the deslay of Seas]d messages on the logn sareen
Chenl Addresarg
Authertization [Connection Alases
Secondsry uthentcst

Ensbie the dapley of Fadus Reject-Message on the lgn screen when suthentication is rejected

Thes S VWH sdcess method wil presant & kst of slases configured for 8l connection profiles. Tou must enable the

Autherlzation Login Page Setfing in the main panel tn compiete the ronfguration,
Actortrg
. " 3
& add| [ Delete| (The table s rine edtsbis] 8
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T .
froun LR
Thes 55, Vo i select ke, without the need for Lser selection.
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Figure 2-2 Connection Profile Group URL and Alias Configuration
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As you will also see in later chapters, before our remote users can select a connection pro-
file by group alias, we must first enable this feature on the ASA in the respective connection
profiles pane of the Adaptive Security Device Manager (ASDM), as shown in Figure 2-3.

For example, we can enable our AnyConnect and clientless SSL VPN users to select a con-
nection profile in their client software or from the portal login page using the following steps:

m  AnyConnect Users: Navigate to Configuration > Remote Access VPN > Network
(Client) Access > AnyConnect Connection Profiles. In the Login Page Setting section
of the window, select Allow User to Select Connection Profile, Identified by Its Alias.

m Clientless SSL VPN Users: Navigate to Configuration > Remote Access VPN >
Clientless SSL VPN Access > Connection Profiles. In the Login Page Setting section
of the window, select Allow User to Select Connection Profile, Identified by Its Alias.

[} Cisco ASDME.A far ASA - cenpvpn.lab
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Figure 2-3 Connection Profile Pane: Allow Group Alias Selection

Certificate to Connection Profile Mapping

If you have chosen to use digital certificate authentication for your connection profiles,
the distinguished name (DN) values in a remote user’s certificate can be used to select the
appropriate connection profile. For example, if the remote user initiating a connection is a
member of the Accounts team, his certificate DN value may equal OU=Accounts. Using
certificate-to-connection profile maps, the ASA can be configured to match any connect-
ing users with the value of OU=Accounts to a custom connection profile created for Ac-
counts department personnel. You can apply the same actions to any DN values held in
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your user certificates (as discussed in Chapter 9 and Chapter 4, “Advanced Authentication
and Authorization of AnyConnect VPNs”).

Per-User Connection Profile Lock

We can also assign a connection profile directly to remote users on an individual basis.
For example, we might have a specific connection profile for our VPs and want to make
the process of connecting as seamless as possible for them without their having to first en-
ter or select a connection profile.

The process of assigning a connection profile directly to a user can be achieved in the
properties menu of the user’s account, as shown in Figure 2-4.

[} Edit User Account [
Identity Chedk an Inherit checkbox to et the correspanding setting take its valus from the group policy
PT Policy]
- Cleniess SSLUPN Group Policy: 7] Irherit
5 AnyConnect Client
Tunneling Protocols: [¥] nherit SSLVPN G ec IKEv Lz
IPy4 Filter: [ Inherit | —=None — - Manage
IPv6 Filter: [] toherit
Connection Profile (Tunnel Group) Lock: [7] Inherit |\ GENR-VPH-CONN, >
Store P d on Client System: Wihent [
re Password on Client Systems R A
IDefault WEEVPNGroup ‘
findrechon St |AryConnect Connect 1
Access Hours: [ nherit  [TESTVEN Manage \
vz A
Simuitaneous Logins: ] Irherit

Maximum Connect Time: [¥] Inherit

Idle Timeout: [¥] Inherit
Dedicated IP Address (Optional)
IP Address: Subnet Mask: -
Find: @ Next @ Previous
oK H Cancel H Help

Figure 2-4 Configuring Per-User Connection Profile Lock

We begin by selecting the user account to edit from Configuration > Device Manage-
ment > Users/AAA > User Accounts, and then click Edit. In the Edit User Account win-
dow, select VPN Policy from the menu on the left, and in the pane on the right side,
uncheck the Connection Profile (Tunnel Group) Lock Inherit check box. Using the drop-
down list, select the appropriate connection profile to be assigned to this user.

We see a great deal more of connection profiles and their use in the chapters that follow. It
is important to note at this stage that we can only allow clientless SSL VPN and client-
based (AnyConnect) VPN remote users the option to select a connection profile. As dis-
cussed in Chapter 15, “Deploying and Managing the Cisco VPN Client,” when we work
with IPsec remote-access VPNs, the connection profile name is configured in the client
software as the group name and must match before a successful connection can occur.
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Default Connection Profiles

Besides our own custom connection profiles, default connection profiles are applied to a
user’s session if the various connection parameters in manually configured connection
profiles are not satisfied and the user is not allowed to select the connection profile be-
fore login.

Three default connection profiles are configured on the ASA, as listed here. These cannot
be removed, but they can be modified, allowing us to change the settings to match our
environment:

55

m  DefaultRAGroup: Used for client-based (AnyConnect) SSL VPNs and IPsec remote- o
access VPNs. { Key

m DefautWEBVPNGroup: Used for clientless SSL. VPNE. A
m DefaultL2LGroup: Used for IPsec LAN-to-LAN connections.

The default connection profiles, as mentioned earlier, are used mainly for global property
assignment or a catchall mechanism for users that may only require a basic VPN portal
(webmail and so on) and are not able to or allowed to select a connection profile. It is rec-
ommended that your own custom connection profiles be created for your specific VPN
deployments, instead of relying on the default connection profiles for remote user connec-
tion establishment.

By default, when using plain old username and password-based authentication for remote
user authentication, users are automatically connected to the appropriate default connec-
tion profile based on their connection method (that is, clientless SSL, IPsec, and so on).
We can overcome this problem by providing our remote users with the means to select a
connection profile before authenticating (either from a drop-down list in the clientless SSL
portal or the AnyConnect client). If we have deployed username and password-based au-
thentication (no certificates) for our clientless SSL and AnyConnect VPNs, however, and
we have configured our ASA to provide our remote users with the ability to select a con-
nection profile, users must select an available connection profile from the list in order to
continue. If they do not select a connection profile, they are mapped to their default con-
nection profile.

When using certificate-based authentication the game changes, and the default connec-
tion profile is used only if predefined fields within a user’s certificate do not match the
values we configure in Certificate to Connection Profile Mapping Rules for automatic
connection profile assignment.

The process that occurs when using the Cisco IPsec VPN client is different from that just
described for both clientless and full-tunnel connections, again depending on the type of
authentication method in use. As you will see later in Chapter 15, “Deploying and Manag-
ing the Cisco VPN Client,” when deploying IPsec remote-access connections using pre-
shared key authentication, the connection profile name must be entered exactly into the
client software (in the Group Name field). If the connection process fails, the client is not
assigned to the default connection profile for the specific method of connection (Default-
RAGroup). Instead, the connection fails.

i Topic
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If we are using certificate-based authentication with the Cisco IPsec VPN client, we are
not given the option of selecting or entering a connection profile/group name. Instead, we
must either configure our own certificate to connection profile mappings, or by default,
the ASA attempts to match the OU field value of the certificate to an available connection
profile with the same name. If one or both of these methods fail, unlike with the pre-
shared key method, the remote user is mapped to the DefaultRAGroup connection profile
instead of being disconnected.

The DefaultL.2LGroup acts as a catchall for any LAN-to-LAN IPsec VPN sessions that do
not match on a manually administrator-configured connection profile, regardless of its au-
thentication type, pre-shared-key, or if it is certificate based.

Note that, by default, neither Default WEBVPNGroup nor DefaultR AGroup allows for
AnyConnect sessions, because these connection profiles have the DfltGrpPolicy group
policy attached, which only permits clientless SSL VPN, IPsec VPN, and L2TP/IPsec ses-
sions. These settings can, of course, be modified.

As you move through the rest of the book, you will many more uses of connection pro-
files with all available types of connectivity offered by the ASA device, in addition to
many advanced features that are available within a connection profile.

Connection profiles are created by first navigating to Configuration > Remote Access
VPN or Site-to-Site VPN. Depending on the chosen method of connectivity (whether this
be clientless SSL, IKEv1, IKEv2, or so forth), select one of the following options in the Re-
mote Access VPN or Site-to-Site VPN areas to continue:

Remote Access VPN:

m  Network (Client) Access: Use for AnyConnect (full tunnel) SSL and IKEv2, Cisco
IPsec VPN client, and IKEv1 connections.

m Clientless SSL VPN: Use for browser-based clientless SSL VPN connections.
Site-to-Site VPN:
m  Connection Profiles: Use for all site-to-site connection profiles.

After navigating to the appropriate area, create a connection profile by selecting Add on
the right side of the window. The Add Connection Profile window appears, as shown in
Figure 2-5.

In this window, the connection profile is given a name, the authentication method se-
lected, and custom attributes assigned (such as IP address pools, Dynamic Host Configu-
ration Protocol (DHCP) servers, group policies, and so on). These settings are described in
detail in later chapters.

Understanding Group Policies

P As you saw earlier, a group policy object is a container for the various attributes and post-
{ Xev logi hat can be assigned to VPN d to endpoints such as IPv4 and
{ Topic ogin parameters that can be assigned to users, and to endpoints such as [Pv4 an
IPv6 ACLs, DHCP servers, address pools, and so on.
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Figure 2-5 Connection Profile Creation

Group policies can simplify the configuration required by allowing for their assignment to
multiple users or connection profiles. This provides a greater level of scale, flexibility, and
management when working with multiple connection methods and remote users.

Group policies may be internal (local) or external (remote). Both internal and external
group policies are configured on the ASA. However, unlike internal policies, which hold
their configured attributes and parameters locally on the ASA, external group policy at-
tributes and parameters are configured and stored on external AAA servers. During a login
attempt, the configured AAA authorization servers are contacted and send back the rele-
vant policy attributes and parameters, based on the connecting user’s policy assignment.

For more information about external group policy objects, see Chapter 4, “Advanced Au-
thentication and Authorization of AnyConnect VPNs.” For the remainder of this section,
we focus only on the deployment and configuration of local group policies.

Group policies, as previously mentioned, are applied to either a connection profile or a
user account directly. They do not provide any function while they are unassigned.

Although we can select the connection method that a group policy can apply to (for ex-
ample, IKEv1, IKEv2, or AnyConnect SSL), unlike connection profiles, group policy ob-
jects are not locally specific to a connection profile type. If we create a group policy in
the Network (Client) Access area of the ASDM for our AnyConnect or IPsec remote-ac-
cess clients, the same group policy is globally available among the other connection types,
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and we can select, edit, or delete it within the Group Policies section of the Site-to-Site or
Clientless SSL VPN areas of the ASDM. This enables us to reuse our group policy objects,
not just by multiple connection profiles of the same type, but by all connection profile
types and remote users regardless of their connection method (depending on the config-
ured protocols in the group policy itself). However, not all configuration areas or items
may be available, depending on the configuration area you are using to add or edit your
group policy object. For example, when configuring a site-to-site group policy object,
there is no need for us to be able to see all the remote user-specific attributes and parame-
ters that might be assigned, because they are unavailable for use in the connection type
being configured.

Group policy objects are configured in any one of these three areas:

m  Configuration > Remote Access VPN > Network (client) Access > Group Policies
m  Configuration > Remote Access VPN > Clientless SSL VPN > Group Policies

m  Configuration > Site-to-Site VPN > Group Policies

Select Add > Internal Group Policy, and the window shown in Figure 2-6 appears.

Add Intemal Group Policy
BRcrere Name: Eap;nﬁvi I i
Servers
| E-Advanced Banner: [7] Inherit
SCEP forwarding URL: [ Inherit | |
Address Pools: @] tnherit
IPv6 Address Pools: ] Inherit
More Options 2
Tunneling Protocols: [] Tnherit Peec IKE: L2
IPy4 Fiter: [7] Inherit
TPV Fiter: [¥] Inherit
NAC Policy: [¥] Inherit
Access Hours: [¥] Inherit
Simultaneous Logins: [¥] inherit
Restrict access to VLAN: [¥] Inherit
Connection Profile (Tunnel Group) Lock: [7] Inherit
Maximum Connect Time: [] Inherit
Idle Timeout: [ Inherit
On smart card removal: [¥] Inherit

Find; @ Next Previous

| ok || conesl | [ hee

Figure 2-6 Internal Group Policy Creation

We begin by giving our group policy object a name, a banner, and address pools. If we ex-
pand the More Options section of the window, we are presented with a greater list of pa-
rameters that may be configured to further tailor the experience our remote users have
when connecting to our VPN deployment. All these options are covered in later chapters.
For now, it is just important to at least know they exist and how to get to them.
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You might have noticed also in Figure 2-6 that all the fields in the Add Internal Group Pol-
icy window have the Inherit option in front of them. Similar to connection profiles, the
ASA also has a default group policy object DfltGrpPolicy that cannot be deleted. How-
ever, its properties can be modified and indirectly applied to our configured group poli-
cies, as they all by default inherit the settings configured in DfltGrpPolicy.

Configure User Attributes

We have several choices of which users to use. We can use local users or remote users that
have been created specifically for our deployment on RADIUS, TACACS+, or other re-
mote AAA servers. We can also use an existing database of users. For example, a com-
pany might want to use their existing Microsoft Windows Active Directory deployment
for the management of new users and allow their internal users to connect into their envi-
ronment remotely.

Many of the examples in this book use the internal user database (local users) available
on the ASA. The policies and parameters we can assign to either local or remote users are
the same by using either connection profiles or group policy objects. However, in a lo-
cally configured user, we can also assign attributes and policy objects directly to their
user account using the various properties available. (For example, in the preceding sec-
tions we discussed the assignment of group policies and connection profiles to a user ac-
count directly.)

Local user accounts are configured on the ASA device in the Device Management >
Users/AAA > User Accounts area of the ASDM. Begin by creating a new user account,
shown in Figure 2-7, by selecting Add.

We enter a username, password, and the type of management access our user will have to
the ASA device (for example, telnet, Secure Shell [SSH], ASDM). Depending on the type
of user account we are creating (VPN User, Management Only, VPN User with Manage-
ment Functions), select the appropriate level of management access to the ASA to grant
the user. By default, any new user accounts created are given the option of Full Access to
the ASA. However, if our users are only created for the purposes of connecting to our
VPN, there is no requirement for them to have management access to the ASA, and this
option should be changed to No ASDM, SSH, Telnet, or Console Access instead.

We can further customize the user experience during their VPN connection by assigning
the various options available, either when connecting through a clientless SSL VPN ses-
sion or AnyConnect full-tunnel session (for example, bookmark lists, Smart Tunnel appli-
cations and access, manual or automatic download of the AnyConnect client). However, it
is recommended if you have multiple users in your VPN deployment that all have similar
parameters and settings attached to their account. Assignment of these attributes should
be carried out using group policy objects or connection profiles for ease of management.

As you continue through this book, you will see the creation of local user accounts in de-
tail, along with the advanced attributes that are available to them and the results that oc-
cur after their assignment.
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Figure 2-7 ASDM Local User Account Creation

Using External Servers for AAA and Policies

As briefly discussed earlier, not only can we use remote AAA servers for the purposes of
user creation and management, we can also use them for the purposes of policy assign-
ment using external group policies.

The use of an external AAA server for the purposes of policy assignment is recom-
mended. This provides centralized policy storage and management where a VPN deploy-
ment might have more than one ASA device available (for example, when using two or
more ASA devices in a VPN cluster).

eveee,
o
o

The ASA device supports the following external AAA server types and protocols for au-

'IIS:r‘)’ic thorization purposes:
. m RADIUS
m TACACS+
m  LDAP

m NT Domain
m SDI
m  Kerberos

m HTTP Form
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Only two of the protocols are available for use with external group policy assignment:
RADIUS and Lightweight Directory Access Protocol (LDAP). In earlier ASA releases,
TACACS+ was also available for external policy assignment. However, because of the lack
of support offered by the protocol for the purposes of policy assignment compared to the
parameters offered by RADIUS and LDAP, TACACS+ has been removed for this purpose.
(TACACS+ support has been removed for use with external group policy assignment only;
the protocol still exists for use as an AAA server for user authentication purposes.)

To create a new external group policy object whose name will exist on the ASA device (al-
though all attributes that are stored in the group policy exist only on the configured RA-
DIUS or LDAP server), navigate to one of the following locations:

m  Configuration > Remote Access VPN > Network (client) Access > Group Policies
m  Configuration > Remote Access VPN > Clientless SSL VPN > Group Policies
m  Configuration > Site-to-Site VPN > Group Policies

Select Add > External Group Policy to begin the configuration process, shown in
Figure 2-8.

E%Add External Group Policy T
Name: GroupPolicy3
L
Server Group: AAA - |m
Password:
l 0K ] | Cancel | | Help |

Figure 2-8 ASDM Local User Account Creation

The ASA asks for very few parameters in comparison to when creating an internal group
policy, because we are only creating the container or name for the group policy on the
ASA and specifying the AAA server that will store the policy attributes along with the
password the ASA uses to authenticate against it.

Table 2-2 lists the available RADIUS attributes, attribute number, type, and values, respec-
tively, which you may configure on an external RADIUS or LDAP server for the purposes
of user policy assignment.
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Table 2-2 Supported RADIUS Attributes and Values

Attribute Name Attribute Type Value
Number

Access-Hours 1 String Name of the time range (for example, Work

Time)
Simultaneous-Logins 2 Integer A number between 0 and 2,147,483,647
Primary-DNS 5 String IP address
Secondary-DNS 6 String IP address
Primary-WINS 7 String IP address
Secondary-WINS 8 String IP address
SEP-Card-Assignment 9 Integer  Not used
Tunneling-Protocols 11 Integer  1=PPTP

2 =L2TP

4 =IPsec

8 = LT2P/IPsec

16 = WebVPN

4 and 8, mutually exclusive

0-11 and 16-27, legal values
[Psec-Sec-Association 12 String Name of SA
IPsec-Authentication 13 Integer 0 = None

1 =RADIUS

2 = LDAP (auth only)

3 = NT Domain

4 =SDI

5 = Internal

6 = RADIUS with expiry

7 = Kerberos/AD
Bannerl 15 String Banner string
IPsec-Allow-Passwd- 16 Boolean 0 = Disabled
Store 1 = Enabled
Use-Client-Address 17 Boolean 0 = Disabled

1 = Enabled
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Table 2-2 Supported RADIUS Attributes and Values

Attribute Name Attribute Type Value
Number
PPTP-Encryption 20 Integer  Bitmap:
1 = Encryption required
2 =40 bits
4 =128 bits
8 = Stateless-Required
15 = 40/128-Encr/Stateless-Req
L2TP-Encryption 21 Integer  Bitmap:
1 = Encryption required
2 =40 bits
4 =128 bits
8 = Stateless-required
15 = 40/128-Encr/Stateless-Req
Group-Policy 25 String Use one of the following formats
Pre 8.2 use IETF- <group policy name>
RADIUS-Class OU=<group policy name>
IPsec-Split-Tunnel-List 27 String Name of the ACL used for split tunneling
IPsec-Default-Domain 28 String Client default domain name. Enter 1-255
characters.
IPsec-Split-DNS- 29 String Client secondary default domain name. Enter
Names 1-255 characters.
IPsec-Tunnel-Type 30 Integer 1 =LAN-to-LAN
2 = Remote access
IPsec-Mode-Config 31 Boolean 0 = Disabled
1 = Enabled
IPsec-User-Group- 33 Boolean 0 = Disabled
Lock 1 = Enabled
IPsec-Over-UDP 34 Integer 0 = Disabled
1 = Enabled
IPsec-Over-UDP-Port 35 Integer  4001-49151
Default = 10000
Banner2 36 String If configured banner string is concatenated to

bannerl
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Table 2-2 Supported RADIUS Attributes and Values

Attribute Name Attribute Type Value
Number
PPTP-MPPC- 37 Integer 0 = Disabled
Compression 1 = Enabled
L2TP-MPPC- 38 Integer 0 = Disabled
Compression 1 = Enabled
IPsec-IP-Compression 39 Integer 0 = Disabled
1 = Enabled
[Psec-IKE-Peer-ID- 40 Integer 1 = Required
Check 2 =If supported by peer certificate
3 = Do not check
IKE-Keep-Alive 41 Boolean 0 = Disabled
1 = Enabled
IPsec-Auth-On-Rekey 42 Boolean 0 = Disabled
1 = Enabled
Required-Client- 45 Integer 1 = Cisco Systems (with Cisco integrated

Firewall-Vendor-Code

client)

2 =Zone Labs
3 = NetworkICE
4 = Sygate

5 = Cisco Systems (with Cisco IPS agent)

Required-Client- 46 Integer
Firewall-Product-Code

Cisco Systems Products:

1 = Cisco IPS Agent or CIC
Zone Labs Products:

1 =Zone Alarm

2 = Zone AlarmPro

3 = Zone Labs Integrity
NetworkICE Product:

1 = BlackICE Defender/Agent
Sygate Products:

1 = Personal Firewall

2 = Personal Firewall Pro

3 = Security Agent

Required-Client- 47 String
Firewall-Description

Enter a description
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Table 2-2 Supported RADIUS Attributes and Values

Attribute Name Attribute Type Value
Number
Require-HW-Client- 48 Boolean 0 = Disabled
Auth 1 = Enabled
Required-Individual- 49 Integer 0 = Disabled
User-Auth 1 = Enabled
Authenticated-User- 50 Integer 1-35,791,394 minutes
Idle-Timeout
Cisco-IP-Phone-Bypass 51 Integer 0 = Disabled
1 = Enabled
IPsec-Split-Tunneling- 55 Integer 0 = No split tunneling
Policy 1 = Split tunneling
3 = Local LAN permitted
IPsec-Required-Client- 56 Integer 0 = None
Firewall-Capability 1 = Policy defined by remote FW Are-You-
There (AYT)
2 = Policy pushed CPP
4 = Policy from server
IPsec-Client-Firewall- 57 String Enter the name of the firewall policy filter
Filter-Name
IPsec-Client-Firewall- 58 Integer 0 = Required
Filter-Optional 1 = Optional
IPsec-Backup-Servers 59 String 1 = Use client-configured list
2 = Disable and clear client list
3 = Use backup server list
IPsec-Backup-Server- 60 String Server addresses (space, delimited)
List
DHCP-Network-Scope 61 String IP address
Intercept-DHCP- 62 Boolean 0 = Disabled
Configure-Msg 1 = Enabled
MS-Client-Subnet- 63 Boolean IP address
Mask
Allow-Network- 64 Boolean 0 = Disabled

Extension-Mode

1 = Enabled
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Table 2-2 Supported RADIUS Attributes and Values

Attribute Name Attribute Type Value
Number
Authorization-Type 65 Integer 0 =None
1 =RADIUS
2 =LDAP
Authorization- 66 Integer 0=No
Required 1 = Yes
Authorization-DN- 67 String Possible values: UID, OU, O, CN, L, SP, C, EA,
Field T, N, SN, I, GENQ, DNQ, SER, use-entire-
name
IKE-Keepalive- 68 Integer ~ 10-300 seconds
Confidence-Interval
WebVPN-Content- 69 Integer 1 =JAVA ActiveX
Filter-Parameters 2 = JavaScript
3 =Image
4 = Cookies in images
WebVPN-URL-List 71 String Url-list-name
WebVPN-Port- 72 String Port-forward list name
Forward-List
WebVPN-Access-List 73 String Access list name
Cisco-LEAP-Bypass 75 Integer 0 = Disabled
1 = Enabled
WebVPN-Homepage 76 String Enter the URL of the home page
Client-Type-Version- 77 String IPsec VPN version number string
Limiting
WebVPN-Port- 79 String Example: “Company Apps” replaces the Ap-
Forwarding-Name plication Access string on the clientless SSL
VPN portal page
IE-Proxy-Server 80 String IP address
IE-Proxy-Server-Policy 81 Integer 0 = No Modify
1 = No Proxy
2 = Auto Detect
3 = Use Concentrator Setting
IE-Proxy-Exception- 82 String Newline (\n) separated list of DNS domains

List
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Table 2-2 Supported RADIUS Attributes and Values

Attribute Name Attribute Type Value
Number

IE-Proxy-Bypass-Local 83 Integer 0 = None

1 =Local
IKE-Keepalive-Retry- 84 Integer ~ 2-10 seconds
Interval
Tunnel-Group-Lock 85 String Name of the tunnel group or None
Access-list-inbound 86 String Access list ID
Access-list Outbound 87 String Access list ID
Perfect-Forward- 88 Boolean 0 =No
Secret-Enable 1 = Yes
NAC-Enable 89 Integer 0=No

1=Yes
NAC-Status-Query- 90 Integer 30-1,800 seconds
Timer
NAC-Revalidation- 91 Integer 300-86,400 seconds
Timer
NAC-Default-ACL 92 String Access-list
WebVPN-URL-Entry- 93 Integer 0 = Disabled
Enable 1 = Enabled
WebVPN-File-Access- 94 Integer 0 = Disabled
Enable 1 = Enabled
WebVPN-File-Server- 95 Integer 0 = Disabled
Entry-Enable 1 = Enabled
WebVPN-File-Server- 96 Integer 0 = Disabled
Browsing-Enable 1 = Enabled
WebVPN-Port- 97 Integer 0 = Disabled
Forwarding-Enable 1 = Enabled
WebVPN-Outlook- 98 Integer 0 = Disabled
Exchange-Proxy-Enable 1 = Enabled
WebVPN-Port- 99 Integer 0 = Disabled
Forwarding-HT TP-Proxy 1 = Enabled
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Table 2-2 Supported RADIUS Attributes and Values

Attribute Name Attribute Type Value
Number

WebVPN-Auto- 100 Integer 0 = Disabled
Applet-Download-Enable 1 = Enabled
WebVPN-Citrix- 101 Integer 0 = Disabled
Metaframe-Enable 1 = Enabled
WebVPN-Apply ACL 102 Integer 0 = Disabled

1 = Enabled
WebVPN-SSL-VPN- 103 Integer 0 = Disabled
Client-Enable 1 = Enabled
WebVPN-SSL-VPN- 104 Integer 0 = Disabled
Client-Required 1 = Enabled
WebVPN-SSL-Client- 105 Integer 0 = Disabled
Keep-Installation 1 = Enabled
SVC-Keepalive 107 Integer 0 =Off

15-600 seconds
SVC-DPD-Interval- 108 Integer 0= Off
Client 5-3600 seconds
SVC-DPD-Interval- 109 Integer 0 = Off
Gateway 5-3600 seconds
SVC-Rekey-Time 110 Integer 0 = Disabled

1-10,080 minutes
WebVPN-Deny- 116 String Valid string (up to 500 characters)
Message
Extended-Authentica- 122 Integer 0 = Disabled
tion-On-Rekey 1 = Enabled
SVC-DTLS 123 Integer 0 = False

1 =True
SVC-MTU 125 Integer ~ MTU value

256-1,406 in bytes

SVC-Modules 127 String String (name of module)

SVC-Profiles 128 String String (name of profile)




Chapter 2: Configuring Policies, Inheritance, and Attributes

Table 2-2 Supported RADIUS Attributes and Values

Attribute Name Attribute Type Value
Number
SVC-Ask 131 String 0 = Disabled
1 = Enabled
3 = Enabled default service
5 = Enable default clientless
SVC-Ask-Timeout 132 Integer ~ 5-120 seconds
IE-Proxy-PAC-URL 133 String PAC address
Strip-Realm 135 Boolean 0 = Disabled
1 = Enabled
Smart-Tunnel 136 String Name of Smart Tunnel
WebVPN-ActiveX- 137 Integer 0 = Disabled
Relay Otherwise = Enabled
Smart-Tunnel-Auto 138 Integer 0 = Disabled
1 = Enabled
2 = AutoStart
Smart-Tunnel-Auto- 139 String Name of Smart Tunnel auto sign-on list ap-
Signon-Enable pended by domain name
VLAN 140 Integer 0-4094
NAC-Settings 141 String Name of NAC policy
Member-Of 145 String Comma-separated string (for example, Engi-
neering, Sales)
Address-Pool 217 String Name of IP local pool
IPv6-Address-Pool 218 String Name of IP local pool
IPV6-VPN-Filter 219 String ACL name
Privilege-level 220 Integer  Enter between 0 and 15
WebVPN-Macro- 223 String Unbounded. See the SSL VPN Deployment
Valuel Guide at Cisco.com for examples.
WebVPN-Macro- 224 String Unbounded. See the SSL VPN Deployment

Value-2

Guide at Cisco.com for examples.
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Exam Preparation Tasks

As mentioned in the section “How to Use This Book” in the Introduction, you have a cou-
ple of choices for exam preparation: the memory tables in Appendix C, Chapter 23, “Final
Exam Preparation,” and the exam simulation questions on the CD-ROM.

Review All Key Topics

Review the most important topics in the chapter, noted with the key topics icon in the
outer margin of the page. Table 2-3 lists a reference of these key topics and the page num-
bers on which each is found.

Table 2-3 Key Topics

Key Topic Element Description Page
Bulleted List The benefits of the modular policy assignment of the ASA 49
List ASA policy inheritance 50
Bulleted List Available connection profile selection and assignment methods 52
Bulleted List Default connection profiles 55
Topic Understanding group policies 56
Bulleted List Available AAA server types and protocols 60

Complete Tables and Lists from Memory

Print a copy of Appendix C, “Memory Tables” (found on the CD), or at least the section
for this chapter, and complete the tables and lists from memory. Appendix D, “Memory Ta-
bles Answer Key,” also on the CD, includes completed tables and lists to check your work.

Define Key Terms

Define the following key terms from this chapter and check your answers in the glossary:

connection profile, internal group policy, external group policy






Index

A

AAA (authentication, authorization,
and accounting)

ASA, configuring, 21-23

external group policies, configuring,
60-69

access control, clientless SSL VPN
deployment

bookmarks, 320
CIFS, 321
FTP, 321-323
group policies, 323-327
HTTP/HTTPS, 320
accounting (ASA), logging, 588-596

ACL bypass, configuring Cisco Easy
VPN solution, 540

ACLs (access control lists)

AnyConnect Secure Mobility Client,
configuring, 105-107

ASA, configuring, 12-15

Cisco Easy VPN solution,
configuring, 540-545

extended ACLs, configuring, 13-14
standard ACLs, configuring, 14-15
active/standby failover, 252
address translation
NAT, ASA, configuring, 18-21
NAT-T, 487

advanced profile settings, Cisco
IPsec VPN client, 498-506

AH (Authentication Header), 486-488

AnyConnect Secure Mobility Client,
76-114

access hours, assigning, 110-111
ACLs, configuring, 105-107
authentication

certificate mapping,
configuring, 134-138

CRLs, 152
digital certificates, 124-150

multiple authentication,
requiring, 155-160

OSCP, 152-155

troubleshooting, 161-162
authorization

DAPs, 213-215

troubleshooting, 216-217
client profiles, 177-181

editing, 179-180

SBL, 182

Trusted Network Detection,
182-188

customizing, 188-193

DTLS, 80-81

IKEv2, 81-83
deploying, 92-97

installing, 84

automatic web deployment,
172-176

manual predeployment,
168-172



IP address allocation, 97-104
connection profiles, 98-100

direct user address assignment,
104

group policies, 100-104
NAM module, 238-241
portal integration, 387-388
Posture Assessment module, 231
redundancy, 265-267
split tunneling, configuring, 107-110
SSL VPN deployment, 85-92
SSL/TLS, 76-80
Telemetry module, 243-245
troubleshooting, 111-114
Web Security module, 241-243

application access, clientless SSL VPN
deployment

client-server plug-ins, 349-357
port forwarding, 343-349
smart tunnels, 357-361
troubleshooting, 366-369

Application Helper profiles (clientless
SSL VPN deployment), content
transformation, 329-330

ASA (Adaptive Security Appliance)
AAA, configuring, 21-23
ACLs, configuring, 12-15

AnyConnect Secure Mobility Client,
authentication, 121-126

CSD, enabling, 450-452

DAP testing feature, 432-434
EtherChannels, configuring, 11-12
group policies, configuring, 582-588

hardware-based failover, configuring,
267-271

Host Scan module, 232-234

interfaces, configuring, 6-11

licensing, 32-43
failover licensing, 43
model-specific, 33-41
time-based, 41-42

logging, 588-596

managing, 27-28

MPE, 15-16

NAT, configuring, 18-21

NTP server, configuring, 125-126

packet processing, 28-29

routing, 16-18

security levels, 9-11

VPN access, controlling, 29-32

VPN technologies, comparing, 24-26

ASA 5505, Easy VPN remote

hardware client
configuring, 623-633
troubleshooting, 633-635

ASDM (Adaptive Security Device

Manager)

AnyConnect Client Profile Editor,
editing client profiles, 179-180

QoS, configuring, 257-263



714 assigning

assigning

access hours for AnyConnect Client
users, 110-111

connection profiles, to AnyConnect
Secure Mobility Client, 98-100

group policies
to connection profiles, 586-588
to local user accounts, 586
group policy objects to users, 204-207
attributes
DAPs, 417-418
for user accounts, configuring, 59
authentication
AnyConnect Secure Mobility Client

certificates, provisioning from
third-party CA, 139-150

CRLs, 152
digital certificates, 124-150

multiple authentication, requiring,
155-160

OSCP, 152-155
troubleshooting, 161-162
Cisco Easy VPN solution, 553-555

certificate mapping, configuring,
562-566

certificates, provisioning from
third-party CA, 566-570

troubleshooting, 575-576
clientless SSL VPN deployment

advanced options, 389-391

SSO, configuring, 403-406

IPsec site-to-site VPNs, configuring
advanced authentication, 656-661

multiple authentication, requiring for
clientless SSL VPN users, 399-402

mutual/hybrid authentication, 561-562

authorization, 581-596
AnyConnect Secure Mobility Client
DAPs, 213-215

group policies, configuring,
199-207

CSD, DAPs, 461-463
troubleshooting, 216-217

automatic web deployment, AnyConnect
Secure Mobility Client, 172-176

backup servers, enabling for Cisco Easy
VPN solution, 605-606

bookmarks, clientless SSL VPN
deployment, 320

browsers, CSD support, 449

C

Cache Cleaner module (CSD), 227-228,
446-447

CAs (certificate authorities)

adding root certificate for clientless SSL
VPN deployment, 294-295

clientless SSL VPN deployment, config-
uring, 391-399

CD (practice exam), installing, 694
certificate mapping

AnyConnect Secure Mobility Client,
125

AnyConnect Secure Mobility Client,
configuring, 134-138

Cisco Easy VPN solution, configuring,
562-566

certificate to connection profile map-
ping, 53-54
certificates

CAs, clientless SSL VPN deployment,
configuring, 391-399



OSCP, 152-155
provisioning
as local CA, 126-134

from third-parry CAs, 139-150,
566-570

CIFS (Common Internet File System),
clientless SSL VPN deployment, 321

Cisco Easy VPN solution, 517-547
ACL bypass, configuring, 540
ACLs, configuring, 540-545
ASA 5505 as hardware client
configuring, 623-633
troubleshooting, 633-635
authentication, 553-555
certificate mapping, configuring,
562-566

mutual/bybrid authentication,
561-562

troubleshooting, 575-576
backup servers, enabling, 605-606

certificates, provisioning from
third-party CA, 566-570

clustering
configuring, 612-615
troubleshooting, 615-617
configuring, 517-539
DHCP, configuring, 538-539
failover, troubleshooting, 615-617
HA, DPD, 604-605
hardware-based failover, 606-612
IKEv1, configuring, 522-527

IP addressing, configuring, 527-528,
533-538

IPsec connectivity, configuring,
519-522

PKI

advanced deployment strategies,
570-575

configuring, 556-561

clientless SSL VPN deployment

pre-shared keys, configuring, 529-532
split tunneling, configuring, 545-546
troubleshooting, 546-547
XAUTH, 532-533

Cisco IPsec VPN client
advanced profile settings, 498-506
configuring, 495-497
connectivity, troubleshooting, 507-511
features, 488-491
GUI, customizing, 507-509
installing, 491-497

Cisco Learning Network, 695

client profiles

AnyConnect Secure Mobility Client,
177-181

editing, 179-180
SBL, 182
Trusted Network Detection, 182-188
clientless SSL VPN deployment
access control
bookmarks, 320
CIFS, 321
FTP, 321-323
group policies, 323-327
HTTP/HTTPS, 320
application access
client-server plug-ins, 349-357
port forwarding, 343-349
smart tunnels, 357-361
troubleshooting, 366-369
authentication
advanced options, 389-391
SSO, configuring, 403-406
CAs
configuring, 391-399
rooft certificate, adding, 294-295
connection profiles, creating, 315-318

715
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content caching, 472-473
content transformation

Application Helper profiles,
329-330

gateway content rewriting,
327-329

Java code signing, 330-331
CRLs, configuring, 295-311
external load balancing, 473-474
HA, 469-471
IP addressing, 293
local user accounts, creating, 312-314

multiple authentication, requiring,
399-402

OSCP, 297-301
PKI
membership, establishing, 294

SSO integration, troubleshooting,
406-409

portal

AnyConnect Secure Mobility
Client integration, 387-388

belp, obtaining, 386-387

layout, configuring, 375-379
redundancy

clustering VPNs, 474-477

troubleshooting, 477-478
SSL interfaces, enabling, 311-312
SSL/TLS proxies

email proxy, configuring, 363-365

HTTP/HTTPS proxy, configuring,
365

troubleshooting, 331-334

client-server plug-ins, clientless SSL VPN
deployment, 349-357

clustering VPNSs,
252-253,470,474-477

Cisco Easy VPN solution
configuring, 612-615
troubleshooting, 615-617

troubleshooting, 477-478

comparing VPN technologies on ASA,
24-26

configuring

AnyConnect Secure Mobility Client
certificate mapping, 134-138
group policies, 199-207
split tunneling, 107-110

ASA
AAA, 21-23
ACLs, 12-15
EtherChannels, 11-12
group policies, 582-588
bhardware-based failover, 267-271
interfaces, 6-11
NAT, 18-21
NTP server, 125-126
routing, 16-18

Cisco Easy VPN solution, 517-539
ACL bypass, 540
ACLs, 540-545

ASA 5505 as bardware client,
623-633

certificate mapping, 562-566
clustering, 612-615
DHCP, 538-539
IKEv1, 522-527
IP addressing, 527-528, 533-538
IPsec connectivity, 519-522
PKI, 556-561
pre-shared keys, 529-532
split tunneling, 545-546

Cisco IPsec VPN client, 495-497



clientless SSL VPN deployment
application access, 343-349, 357
CAs, 391-399
CRLs, 297-301
email proxy, 363-365
portal localization, 381-385
SSO, 403-406
CSD
prelogin criteria, 452-460
prelogin policies, 234-237
DAPs, 213-215, 418-426
DPD, 265-267
DTLS, 255-256
external load balancing, 274-275
group policies, 56-59
external group policies, 60-69
HA, VPN clustering, 272-275
IPsec site-to-site VPNs, 647-655
advanced authentication, 656-661
hardware-based failover, 683-687
IKEv1 phase 1, 644-645
QoS, 670-678
QoS, 257-263

SSL VPN deployment, portal layout,
375-379

user accounts, attributes, 59

connection profiles, 50-56. See also
client profiles

AnyConnect Secure Mobility Client,
assigning, 98-100

certificate to connection profile
mapping, 53-54

creating for clientless SSL VPN
deployment, 315-318

default connection profiles, 55-56
group aliases, 52-53
group policies, assigning, 586-588

customizing

group URLs, 52
per-user connection profile lock, 54

connectivity, troubleshooting Cisco
IPsec VPN client, 507-511

content caching, clientless SSL VPN
deployment, 472-473

content transformation, clientless SSL
VPN deployment

Application Helper profiles, 329-330

gateway content rewriting, 327-329

Java code signing, 330-331
controlling VPN access on ASA, 29-32
CRLs (certificate revocation lists), 152

clientless SSL VPN deployment,
295-311

CSD (Cisco Secure Desktop), 224
authorization, DAPs, 461-463
Cache Cleaner, 227-228
enabling on ASA, 450-452
Host Emulation Detection, 228
host endpoint assessment, 460-461
Host Scan, 225
Keystroke Logger Detection, 228
launching, 228-231
modules, 441-447
Prelogin Assessment, 225-226
prelogin criteria, configuring, 452-460
prelogin policies, configuring, 234-237
supported browsers, 449
supported operating systems, 447-449
troubleshooting, 463-464
Vault, 226

customizing

AnyConnect Secure Mobility Client,
188-193

Cisco IPsec VPN client GUI, 507-509
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718 DAPs (Dynamic Access Policies)

D

DAPs (Dynamic Access Policies),
416-426

attributes, 417-418
configuring, 213-215, 418-426
CSD, authorization, 461-463
debugging, 435-436

policy inheritance, 417

record aggregation, 427-432
testing, 432-434
troubleshooting, 432-436

DART (Diagnostic AnyConnect
Reporting Tool), 161-162

debugging DAPs, 435-436
default connection profiles, 55-56

defining interesting traffic for IPsec
site-to-site VPNs, 652-655

deploying AnyConnect Secure Mobility
Client, 167

automatic web deployment, 172-176
IKEv2 deployment, 92-97

manual predeployment, 168-172
SSL VPN deployment, 85-92

DHCP (Dynamic Host Configuration
Protocol), configuring Cisco Easy
VPN solution, 538-539

digital certificates
AnyConnect Secure Mobility Client
authentication, 124-150
certificate mapping, configuring,
134-138

certificates, provisioning as local
CA, 126-134

authentication, Cisco Easy VPN
solution, 554-555

direct user address assignment,
AnyConnect Secure Mobility Client,
104

downloading
exam updates, 703-704
practice exam, 694

DPD (dead peer detection), 604-605
configuring, 265-267

DTLS (Datagram Transport Layer
Security), 80-81

configuring, 255-256
Dynamic Access Records, 213

dynamic routing, configuring ASA,
16-18

editing client profiles, 179-180

email proxy, configuring clientless SSL
VPN deployment, 363-365

ESP (Encapsulating Security Payload),
486-488

establishing SSL/TLS connections

handshake stage, 286-289

tunnel negotiation, 285-286
EtherChannels, configuring ASA, 11-12
exam

preparing for, 696-697

updates, downloading, 703-704
extended ACLs, configuring ASA, 13-14
external load balancing, 253-254, 470

clientless SSL VPN deployment,
473-474

configuring, 274-275

F

failover

Cisco Easy VPN solution,
troubleshooting, 615-617



hardware-based, 251-252, 606-612

IPsec site-to-site VPN,
configuring, 683-687

licensing, ASA, 43

features, Cisco IPsec VPN client,
488-491

FTP, clientless SSL VPN deployment
access control, 321-323

full-tunnel VPN technology, AnyConnect
Secure Mobility Client, 76-114

access hours, configuring, 110-111
ACLs, configuring, 105-107
authorization, configuring, 199-207
client profiles, 177-181

connection profile assignment, 98-100
customizing, 188-193

DTLS, 80-81

group policy assignment, 100-104
IKEv2, 81-83

installing, 84

IP address allocation, 97-104
Posture Assessment module, 231
SSL/TLS, 76-80

Telemetry module, 243-245
troubleshooting, 111-114

Web Security module, 241-243

G

gateway content rewriting, 327-329

group aliases, 52-53
group policies, 49, 56-59
AnyConnect Secure Mobility Client,
authorization, configuring, 199-207
ASA, configuring, 582-588
assigning to AnyConnect Secure
Mobility Client, 100-104

assigning to connection profiles,
586-588

hierarchical policy model 719

assigning to local user account, 586

clientless SSL VPN deployment, access
control, 323-327

external group policies, AAA,
configuring, 60-69

hierarchical policy model, 50
group URLs, 52

GUI, customizing Cisco IPsec VPN
client, 507-509

H

HA (High Availability)

Cisco Easy VPN solution, DPD,
604-605

clientless SSL VPN deployment,
469-471

clustering VPNs, Cisco Easy VPN
solution, configuring, 612-615

failover, Cisco Easy VPN solution,
troubleshooting, 615-617

hardware-based failover, 251-252
configuring, 267-271

IPsec site-to-site VPNs, 669-670
troubleshooting, 688-689

methods, 604

VPN clustering, 252-253
configuring, 272-275

handshake stage, establishing SSL/TLS
connections, 286-289

hardware-based failover, 251-252
Cisco Easy VPN solution, 606-612
configuring, 267-271

IPsec site-to-site VPNs, configuring,
683-687

help, obtaining for clientless SSL VPN
portal, 386-387

hierarchical policy model, 50



720 Host Emulation Detection module (CSD)

Host Emulation Detection module
(CSD), 228

host endpoint assessment, CSD, 460-461
Host Scan module

ASA, 232-234

CSD, 225, 460-461

HTTP/HTTPS, clientless SSL VPN
deployment access control, 320

HTTP/HTTPS proxy, configuring
clientless SSL VPN deployment, 365

IKEv1, 483-486

Cisco Easy VPN solution, configuring,
522-527

phase 1, configuring IPsec site-to-site
VPNs, 644-645

phase 2, configuring IPsec site-to-site
VPNs, 645-646

IKEv2, 81-83
installing
AnyConnect Secure Mobility Client, 84

automatic web deployment,
172-176

manual predeployment, 168-172
Cisco IPsec VPN client, 491-497
practice exam CD, 694

interesting traffic, defining for IPsec
site-to-site VPNs, 652-655

interfaces
ASA
configuring, 6-11
security levels, 9-11

SSL, enabling for clientless SSL VPN
deployment, 311-312

internal group policies, configuring
AnyConnect Secure Mobility Client,
201-204

IP addressing

AnyConnect Secure Mobility Client,
97-104

connection profiles, 98-100
direct user address assignment, 104
group policies, 100-104

Cisco Easy VPN solution, configuring,
527-528, 533-538

clientless SSL VPN deployment, 293
IPsec. See also Cisco IPsec VPN client

AH, 486-488

ESP, 486-488

IKEv1, 483-486

site-to-site VPNs

advanced authentication,
configuring, 656-661

configuring, 647-655
HA, 669-670
HA, trroubleshooting, 688-689

IKEv1 phase 1, configuring,
644-645

IKEv1 phase 2, configuring,
645-646

interesting traffic, defining,
652-655

QoS, configuring, 670-678
redundant peering, 678-679
routing, 679-683
troubleshooting, 661-663

J-K

Java code signing, clientless SSL VPN
deployment content transformation,
330-331

Keystroke Logger Detection module
(CSD), 228



NTP (Network Time Protocol) server, configuring on ASA

L

LACP (Link Aggregation Control
Protocol), 11

launching CSD, 228-231

layout, configuring SSL VPN portal,
375-379

licensing, ASA, 32-43
model-specific, 33-41
time-based, 41-42
LLQ (low-latency queuing), 257, 671
load balancing

external load balancing,
253-254, 470, 473-474

configuring, 274-275
troubleshooting, 477-478
local group policies

AnyConnect Secure Mobility Client,
configuring, 199-207

ASA, configuring, 582-588
local user accounts

creating for clientless SSL VPN
deployment, 312-314

group policies, assigning, 586

localization, configuring clientless
SSL VPN portal, 381-385

logging
NetFlow, 211
RADIUS, 211-212
Syslog, 209

M

managing ASA, 27-28
manual launch sequence, CSD, 228-231

manual predeployment, AnyConnect
Secure Mobility Client, 168-172

memory tables, 695-696
model-specific licensing, ASA, 33-41
modules
AnyConnect Secure Mobility Client
NAM module, 238-241
Telemetry module, 243-245
Web Securiry module, 241-243
CSD, 441-447
Cache Cleaner, 227-228
Host Emulation Detection, 228
Host Scan, 225
Keystroke Logger Detection, 228
Prelogin Assessment, 225-226
Vaulr, 226

MPF (Modular Policy Framework),
15-16

multiple authentication, requiring
AnyConnect Client users, 155-160
clientless SSL VPN users, 399-402

mutual/hybrid authentication, 561-562

N

NAM module, 238-241
NAT (Network Address Translation)
ASA, configuring, 18-21
Object NAT, configuring, 18
Twice NAT, configuring, 19-21
NAT-T (NAT Traversal), 487
NetFlow
ASA, logging, 591-593
logging, 211

NTP (Network Time Protocol) server,
configuring on ASA, 125-126
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722  Object NAT, configuring ASA

O

Object NAT, configuring ASA, 18

obtaining portal help (clientless SSL
VPN), 386-387

operating systems, CSD support,
447-449

OSCP (Online Certificate Status
Protocol), 152-155

clientless SSL VPN deployment, 297-301

P

packet processing, ASA, 28-29

Pearson Cert Practice Test Engine,
696-697

peering VPNs, 252-253, 470-471
IPsec site-to-site VPNs, 678-679
per-user connection profile lock, 54

physical topologies for SSL. VPN
deployment, 289-292

PKI

advanced deployment strategies,
570-575

Cisco Easy VPN solution, configuring,
556-561

membership, establishing for clientless
SSL VPN deployment, 294

SSO integration, troubleshooting,
406-409

policies
DAPs

artributes, 417-418
configuring, 213-215, 418-426
CSD, authorization, 461-463
debugging, 435-436
record aggregation, 427-432
testing, 432-434
troubleshooting, 432-436

group policies, 56-59

AnyConnect Secure Mobiliry
Client, 199-207

ASA, configuring, 582-588

assigning to AnyConnect Secure
Mobility Client, 100-104

clientless SSL VPN deployment,
access control, 323-327

external group policies,
configuring, 60-69
hierarchical policy model, 50

prelogin policies (CSD), configuring,
234-237

policing, 670

port forwarding, application access
for clientless SSL VPN deployment,
343-349

portal (clientless SSL. VPN)

AnyConnect Secure Mobility
Client integration, 387-388

help, obtaining, 386-387

layout, configuring, 375-379

localization, configuring, 381-385
post-login phase, remote users, 49
Posture Assessment module, 231
practice exam

CD, installing, 694

downloading, 694

Prelogin Assessment module (CSD),
225-226

prelogin criteria, configuring CSD,
452-460

prelogin phase, remote users, 49

prelogin policies (CSD), configuring,
234-237

preparing for exam, 696-697

pre-shared keys, configuring Cisco
Easy VPN solution, 529-532

provisioning
certificates as local CA, 126-134

certificates from third-party CA,
139-150, 566-570



SNMP (Simple Network Management Protocol), logging ASA 723

Q

QoS (quality of service), 256-263
configuring, 257-263

IPsec site-to-site VPN, configuring,
670-678

LLQ, 257, 671

R

routing
ASA, 16-18

IPsec site-to-site VPN, redundancy,
679-683

rules, MPF (Modular Policy Framework),

15-16

S

RADIUS

ASA, logging, 593-594

logging, enabling, 211-212
record aggregation, DAPs, 427-432
redundancy

Cisco Easy VPN solution, backup
servers, 605-606

clustering VPNs, 470, 474-477

DPD, configuring, 265-267

external load balancing, 253-254
HA, IPsec site-to-site VPNs, 669-670

hardware-based failover, configuring,
267-271

IPsec site-to-site VPNs, routing,
679-683

peering VPNs, IPsec site-to-site VPN,
678-679

VPN clustering, 252-253

VPN peering, 252-253, 470-471
remote group policies

AnyConnect Secure Mobility Client,

configuring, 199-207

ASA, configuring, 582-588
requiring multiple authentication for

AnyConnect Client users, 155-160

root certificate, adding for clientless
SSL VPN deployment, 294-295

SBL (Start Before Login), AnyConnect
client profiles, 182

scripts, uploading to AnyConnect
Secure Mobility Client, 193

security levels, ASA, 9-11
session termination, CSD, 231
shaping, 670

site-to-site VPNs

advanced authentication, configuring,
656-661

configuring, 647-655
HA, 669-670

hardware-based failover, configuring,
683-687

IKEv1 phase 1, configuring, 644-645
IKEv1 phase 2, configuring, 645-646
interesting traffic, defining, 652-655
QoS

configuring, 670-678

LLQ, 671
redundant peering, 678-679
routing, 679-683
troubleshooting, 661-663

smart tunnels, clientless SSL VPN
deployment application access,
357361

SNMP (Simple Network Management
Protocol), logging ASA, 594-596



724 split tunneling

split tunneling

AnyConnect Secure Mobility Client,
configuring, 107-110

Cisco Easy VPN solution, configuring,
545-546

SSL VPN deployment. See also clientless
SSL VPN deployment

DTLS, configuring, 255-256
physical topologies, 289-292

SSL/TLS (Secure Sockets
Layer/Transport Layer Security),
76-80

connections, establishing
bhandshake stage, 286-289
tunnel negotiarion, 285-286

proxies, configuring for clientless SSL
VPN deployment

email proxy, 363-365
HTTP/HTTPS proxy, 365

SSO (Single Sign-On), configuring
clientless SSL VPN deployment,
403-406

standard ACLs, configuring ASA, 14-15
stateful HA, 603

stateless HA, 603

static routing, configuring ASA, 16-18
Syslog, enabling, 209

-

Telemetry module, 243-245
terminating CSD sessions, 231
testing DAPs, 432-434

third-party CAs, provisioning certifi-
cates, 139-150, 566-570

time-based licenses, ASA, 41-42
TLS (Transport Layer Security), 77-80
tracked default routes, ASA, 17-18

traffic shaping, 670
troubleshooting

AnyConnect Secure Mobility Client,
111-114

authentication, 161-162
authorization, 216-217
Cisco Easy VPN solution, 546-547

ASA 5505 remote client hardware,
633-635

clustering VPNs, 615-617
failover, 615-617
troubleshooting, 575-576

Cisco IPsec VPN client, connectivity,
507-511

clientless SSL VPN deployment,
331-334

application access, 366-369
PKI and SSO integration, 406-409
clustering VPNs, 477-478
CSD, 463-464
DAPs, 432-436
IPsec site-to-site VPNs, 661-663
HA, 688-689
load balancing, 477-478

Trusted Network Detection,
AnyConnect client profiles, 182-188

tunnel negotiation, establishing SSL/TLS
connections, 285-286

tunneled default routes, ASA, 17
Twice NAT, configuring ASA, 19-21

U

updates to exam, downloading, 703-704
uploading
portal pages (clientless SSL VPN), 381

scripts, AnyConnect Secure Mobility
Client, 193



XAUTH 725

user accounts, configuring attributes, 59
user policies
connection profiles, 50-56
certificate to connection profile
mapping, 53-54
default connection profiles, 55-56
group aliases, 52-53
group URLs, 52
per-user connection profile lock, 54
group policies, 56-59

'

Vault module (CSD), 226, 446

viewing ASA logging information,
210-211

VPN clustering, 252-253
configuring, 272-275
VPN peering, 252-253,470-471

W-X-Y-Z

web browsers, CSD support, 449
Web Security module, 241-243

XAUTH, 532-533
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