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Introduction

This book examines the different techniques for building mobility into the Internet. The
breadth of approaches currently in operation should cause us all to pose the question as
to whether, in the future, a single utopian mobility solution can be defined that accom-
modates all scenarios, or whether solving “mobility” requires a decomposition of the
“mobility problem space” into a number of distinct use cases.

The tremendous success of mobile broadband-based services based on cellular architec-
tures where mobility has been effectively performed at the data link layer has shown how
that approach is perfectly acceptable for providing wide-area mobility to use cases involv-
ing a single device with a single interface.

Should such data link layer techniques be enhanced to address alternative use cases? This
is an important question to answer, because we confidently predict that the mobility use
cases will broaden from today’s homogeneous, cellular-only view of the world:

m  Devices will become more heterogeneous from an access perspective. Wi-Fi dual-
mode capabilities will become widely integrated into the next generation of cellular
devices.

B Users will increasingly have access to more than a single cellphone for accessing the
mobile Internet.

B As the majority of users who access the Internet become mobile, applications will
increasingly look to become “mobile-aware,” tailoring their operation to address spe-
cific limitations of mobile access, including being able to accommodate switches in
access technologies and rapid fluctuations in available bandwidth.

This book takes a look at mobility from a broad perspective of use cases and examines
how mobility solutions are in fact pervasive across all layers of the protocol stack. The
book provides details of how mobility functionality has been added to these layers and
describes use cases that demonstrate the different approaches to building the mobile
Internet.

Who Should Read This Book

This book is intended to increase the reader’s understanding of how mobility can be sup-
ported in IP networking.

The book assumes at least a basic understanding of standard networking technologies,
including the Internet Protocol itself. Many concepts are introduced to give the reader
exposure to the key mobility functionality that can coexist across different protocol lay-
ers. The book does not give recommendations on which of these technologies should be
deployed for supporting mobility use cases, nor does it provide a transition plan for
existing network operators for adding mobile functionality. Each network operator is
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expected to evaluate his or her mobility user case(s) that must be supported and make
decisions based on his or her own criteria on which technique(s) to adopt for mobilizing
the Internet.

This book is written for many levels of technical expertise, including network design
engineers and network planning engineers looking to design and implement mobile net-
work migrations toward an all-IP future, networking consultants interested in understand-
ing the technology trends that affect mobile operators, students preparing for a career in
IP networking that is increasingly being impacted by mobile technologies, and chief tech-
nology officers (CTO) seeking a further understanding of the convergence of IP and
mobile technologies.

How This Book Is Organized

Although this book can be read from cover to cover, it is designed to be flexible and
allows you to easily move between chapters and sections of chapters to learn just the
information that you need.

This book covers the following topics:

Chapter 1, “Introduction to ‘Mobility’”: This chapter defines the mobility market in
terms of device proliferation, consumption trends, and radio-specific challenges in
scaling for massive adoption of the mobile Internet.

399,

Chapter 2, “Internet ‘Sessions’: This chapter explains the protocols and layers that
make up the Internet architecture, as well as the fundamental problem with that
architecture in supporting mobility.

Chapter 3, “Nomadicity”: This chapter describes how users and devices are authen-
ticated for using the network and its applications, in particular those that are not
operated by the operator that the user has a subscription with.

Chapter 4, “Data Link Layer Mobility”: This chapter explains the benefits of solv-
ing mobility at the data link layer. Contrasting approaches for delivering local- and
wide-area wireless mobility are introduced and used with Wi-Fi and cellular tech-
nologies.

Chapter 5, “Network Layer Mobility”: This chapter provides an overview of a num-
ber of network layer solutions for delivering seamless mobility and session continu-
ity.

Chapter 6, “Transport/Session Layer Mobility”: This chapter describes the advan-
tages of integrating mobility functionality into the transport/session layer. The

required mobile modifications to existing transport/session layer protocols are intro-
duced.

Chapter 7, “Application Mobility”: This chapter describes how the application layer
can be enhanced with additional mobility functionality, allowing advanced mobility
use cases to be supported, including the ability to move media sessions between dif-
ferent devices.
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Chapter 8, “Locator-Identifier Separation”: This chapter provides an overview of
the approaches for redesigning the Internet architecture to allow better mobility, as
well as a discussion of the pros and cons of some typical examples of those
approaches.
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Chapter 3

Nomadicity

Rather than focusing on keeping sessions alive, nomadicity is about being able to use the
Internet and its services, regardless of location and time. The biggest challenge in gaining
ubiquitous access is to be able to use networks and services that are not controlled by
the operator that the user has a subscription with. This chapter explains the key concepts
that make it possible for users and devices to gain access to IP networks and IP-based
applications that are offered by others than their own operator. Nomadic or roaming use
of the Internet refers to a usage pattern in which network connectivity is not available (or
used) on a permanent basis, but rather intermittently and opportunistically. In other
words, no session persistency at the transport layer is assumed. Therefore, this chapter
does not cover Layer 2 or Layer 3 mobility, which are part of subsequent chapters. In
particular, this chapter will not discuss roaming within the network of a cellular operator
because that is based on Layer 2 roaming.

The basis of all Internet communications is, obviously, getting access to the Internet in
the first place. In a local environment, getting access might be as simple as plugging an
unshielded twisted-pair (UTP) cable into a wall outlet. As organizations grow bigger, in
particular when wireless technologies are deployed or when users need to access the net-
work from outside their own organization, security based on the ability to enter a partic-
ular building is no longer sufficient. There is a need to control access to the local net-
work and the Internet in a scalable and efficient way.

A similar reasoning holds for application access. Users need to be able to access their
networked applications, regardless of where they are. An increasingly popular phenome-
non is that of offering applications “in the cloud,” meaning that the application is hosted
or offered by a third party somewhere on the Internet.

These are examples of the need for authentication, authorization, and accounting (AAA)
mechanisms to control which persons or devices can gain access to the network and
what they are allowed to do on that network. This chapter explains those mechanisms as
well as the associated opportunities and challenges that come with that ability, in partic-
ular in a roaming situation.
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Authentication and Authorization

A central concept for access to networks and applications is that of the digital identity—
the digital representation of users or devices. The digital identity is usually associated
with a unique identifier (such as a number or a name).

Authentication establishes the link between actual persons or devices and their digital
representation. In other words, by successfully authenticating yourself, you prove to the
network or the application that you are who you claim to be. After successful authentica-
tion, the network or the application then decides, based on policies that the operator or
owner of the application has defined, what resources you get access to—the authoriza-
tion.

As you can imagine, operators that often have millions of subscribers need to have
sophisticated systems to keep track of all these subscribers and to provide adequate
mechanisms for provisioning and deprovisioning, billing, authentication, and other servic-
es that are available to the subscribers. The servers that perform these tasks are generally
referred to as AAA servers (pronounced triple A servers). As you will see in the sections
that follow, in different domains, different types of electronic identifiers are used, which
results in interoperability challenges. For example, the identifier that is used to gain
access to a Long Term Evolution (LTE) network cannot be used just like that to gain
access to a Wi-Fi network.

Authentication and Authorization in LTE

There are many types of cellular networks in use today. Standardization takes place in the
Third Generation Partnership Project (3GPP)' and 3GPP2’ (focusing mainly on the North
American market). Instead of describing all the generations (1G, 2G, 2.5G, 3G, and 4G)
and all the standards in those generations (CDMA, CDMA2000, EV-DO, HSDPA, GSM,
UMTS, and many more) that all come with slightly different authentication methods and
various roaming capabilities, this section provides a description of the LTE system for
two main reasons:

m  LTE is the technology that gains support from most mobile operators as the technol-
ogy of choice for their future networks.

m  LTE is the cellular technology that provides the most comprehensive system for
roaming with other cellular but also noncellular network technologies.

Strictly speaking, LTE is only the radio access network technology. The core network
architecture goes by the name System Architecture Evolution (SAE) and defines the
Evolved Packet Core (EPC), the fixed part of a mobile operator network. But what is
commonly referred to as LTE encompasses both the radio and the fixed network. This
chapter will follow that convention.

Figure 3-1 shows the various components in an LTE network; these are defined in the list
that follows. Chapter 4, “Data Link Layer Mobility,” describes the EPC and its associated
mobility protocol in more detail.
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The user equipment (UE) is the mobile device.

The eNodeB is the access point to which the terminal connects through the wireless
network and that is connected to the EPC.

m  The Mobile Management Entity (MME) is the central control component in the
EPC, and it is responsible for authenticating the user (by interfacing with the HSS—
see the later bullet), assigning temporary identifiers to the terminals, roaming author-
ization, and lawful intercept.

m  The Serving Gateway (Serving GW) routes packets to and from other 3GPP networks
(General Packet Radio Service [GPRS], Universal Mobile Telecommunications System
[UMTS]) and is a transient mobility anchor for the UE in those networks.

m  The Packet Data Network Gateway (PDN GW) performs the routing to and from
non-3GPP networks (like Wi-Fi, Code Division Multiple Access [CDMA] 1X,
Evolution-Data-Optimized [EVDO], and WiMAX) and is the permanent mobility
anchor for the UE roaming with those networks—in other words, the IP point of
attachment.

m  The Home Subscriber Server (HSS) contains the database with all subscriber data
and is used to perform authentication and authorization as well as to provide user
location.

The 3GPP specifications® define a number of identifiers to be used in cellular networks,
the most important of which are those that identify, respectively, a user, a user subscrip-
tion, and a device.

The International Mobile Subscriber Identity (IMSI) identifies users. The IMSI conforms
to the ITU E.212 numbering standard and is usually 15 digits long (but can be shorter)
and consists of a country code, a network operator code, and a mobile subscriber identi-
ty. The IMSI is stored in the SIM card and is used as the index key for subscriber data in
the HSS, a database containing the data of all subscribers and the services they are enti-
tled to. For privacy reasons, the IMSI is sent as little as possible over the network.
Instead, after successful authentication, a temporary identifier, the Temporary Mobile
Subscriber Identity (TMSI), is used.

An identifier called the Mobile Subscriber ISDN Number (MSISDN) is the phone number
that corresponds with the SIM card in a mobile phone of a user. An MSISDN conforms
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to the ITU E.164 numbering standard and contains 15 digits that identify the country
code, the network operator, and the subscriber.

Finally, the International Mobile Equipment Identity (IMEI) identifies the mobile device
itself (not the SIM card inside).

Using the Authentication and Key Agreement (AKA) protocol defined in RFC 3310%, a
user authenticates to 3G and 4G networks and vice versa. The AKA procedure is a chal-
lenge-response mechanism based on a shared key that is stored on the SIM card of the
terminal and in the Authentication Center (AuC) that is part of the HSS (in LTE) or HLR
(in 3G). This shared key is used as input to algorithms to calculate other keys that are
used for integrity (IK) and confidentiality (CK) protection of the data and for calculating
the response to the challenge sent in the AKA.

Figure 3-2 and the list that follows show how the AKA procedure works in ITE.
(Incidentally, UMTS networks also use the AKA.)

Access
Network

Attach Request (IMSI)

Authentication Request (IMSI)

1 Authentication Response (AV's)

AV Selection
(RAND, XRES, CK,
IK, AUTN)

Authenticate Request (RAND, AUTN)

Verify AUTN
Compute RES

Authentication Response (RES)

[ compute cx, & | ( compare rES, xRES |

————ed g e

Figure 3-2 AKA Autbentication

1. A shared secret (Ki) is defined beforehand and stored in both the SIM card and the
Authentication Center (part of the HSS).
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2. The terminal sends an Attach Request to the MME containing the IMSI or TMSI of
the user.

3. The MME requests authentication information from the HSS.

4. The Authentication Center function in the HSS takes a random challenge (RAND),
uses the shared key Ki that is associated with the IMSI to calculate the expected
response (XRES) to that challenge, as well as CK and IK, and sends an authentication
vector (AV) containing RAND, XRES, CK, and IK as well as the authentication token
(AUTN) used by the SIM for authenticating the network to the UE.

5. The MME then sends an authentication request to the terminal containing the
RAND and AUTN. The SIM authenticates the network by verifying the AUTN and
calculates the CK and IK, as well as the response (RES) to the challenge RAND using
the same algorithms the HSS used.

6. The RES is sent to the MME and compared with the XRES. If the RES and XRES
match, the terminal gets access.

Authentication and Authorization in Wi-Fi Networks

As described in the sections that follow, authentication for Wi-Fi networks typically
comes in two flavors—captive portals and IEEE 802.1X.

Captive Portals

With the captive portal approach, the device gets access to the local wireless IP network
only. Whenever the user requests a web page outside the local network, the captive portal
captures that request (hence the name) and instead shows a login page in which the user
enters his or her username and password or credit card details. The user credentials are
verified in some kind of user database, and upon successful verification, the user then
gets access to the Internet. User identifiers take the form of a username.

802.1X and EAP

The IEEE 802.1X standard defines a framework for access control to a local-area network
by encapsulating Extensible Authentication Protocol (EAP) messages. Wireless security
standards such as WPA (Wi-Fi Protected Access) and WPA2 use 802.1X and EAP.

Figure 3-3 illustrates an 802.1X authentication. 802.1X defines three entities:

The supplicant is a piece of code that runs on the user device.
The authenticator is the device that gives the device network access; in Wi-Fi, this is
the access point.

B The authentication server (typically a RADIUS server) verifies the user credentials in
some sort of user database and informs the authenticator of the outcome.
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The user identifier usually takes the form of a Network Access Identifier’ (NAI), an iden-
tifier of the form username@realm, where the realm stands for the administrative domain
to which the user belongs.

Supplicant ——  Authenticator —> RADIUS Server —>
(AP or Switch) < University A ~<—_ '
AL

user@university_a.nl /
Employee
VLAN

——> Signaling

User DB

Commercial

= Data

Figure 3-3  802.1X Authentication Example of Student Gaining Access to the Campus
Cetwork (Courtesy of SURFner)

User credentials are transported to the authentication server by using the EAP®, a generic
framework for forwarding encapsulated authentication data. EAP allows many types of
credentials to be used, including username/password combinations, X.509 certificates,
and others.

Figure 3-4 shows the EAP architecture. Between the supplicant and the authenticator, the
EAP messages are encapsulated in Ethernet frames (EAP over LAN). Between the authen-
ticator and the authentication server, EAP is usually encapsulated in RADIUS (or alterna-
tively Diameter).

EAP methods define how authentication data should be encapsulated into EAP mes-
sages. Many different EAP methods exist. A number of EAP methods support confiden-
tiality of user credentials in transit between the supplicant and authentication server. This
means that neither the authenticator nor other network elements in the path between
supplicant and authentication server can eavesdrop on the user credentials. In Wi-Fi net-
works, EAP-TTLS,” PEAP* and EAP-FAST’ are mainly used. All of these protect the user
credentials against eavesdropping and allow mutual authentication of supplicant and
authentication server. For roaming between cellular networks and Wi-Fi networks, EAP-
AKA can be used, as discussed in the section “Non-3GPP Access,” later in this chapter.
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Figure 3-4 EAP Message Communication

Authentication and Authorization for Internet Applications

Authentication for network access is relatively difficult because there is no IP connectivi-
ty yet, so special protocols like 802.1X need to be used to transport user credentials to
the authentication server. But as you saw in Chapter 2, “page 13,” after you have IP con-
nectivity, the sky is the limit. Therefore, it is hard to say anything in general about authen-
tication for networked applications. Many different protocols exist, such as Kerberos, NT
LAN Manager (NTLM), HTTP Basic Authentication, and so on. Also, every possible
authentication method, ranging from username/password combinations and one-time
passwords to smartcard authentication, exists and is in use. For web-based applications,
the most common one is still username/password over (hopefully) a Secure Socket Layer
(SSL) connection.

Federated Identity

When you cross the border into another country or when you enter a shop that offers
Wi-Fi, you really don’t want to have to sign up for a contract each time to connect to a
network, not to mention the burden of remembering all the different usernames and pass-
words.

Here is where federared identiry comes in. In the federated model, a user has a contract
with only one (or a few) operators—the “home operator” that establishes the identity of
the user. That one identity is then used to gain access to networks or applications man-
aged by other operators. To make this work, the operators of the different networks need
to establish a roaming or federation agreement. Such an agreement specifies under what
conditions a visited network accepts an authentication statement (“this is a valid user”)
from the home operator, how the authentication credentials and accounting data are
exchanged, and what financial arrangement is in place for visiting users.
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So, in this model, as shown in Figure 3-5, the home operator (in identity lingo called the
Identity Provider [IdP]) acts as a trusted third party for the serving operator, called the
Service Provider (SP) or Relying Party (RP). There is no direct contractual or trust rela-
tionship between the user and the visited network, only between the user and the IdP
and between the IdP and the RP. Because there is a trust relationship between the user
and IdP and between the IdP and RP, the RP “trusts” the user.

Relying Party

. Trust (Roaming Agreement)

* .
)

1

1

! .

Transitive Trust | Identity

H Provider
)

1

1

\/

@ Trust (Authentication)
Client

Figure 3-5 Federared Identity

The RADIUS" protocol allows forwarding of authentication requests to another RADIUS
server; this is why RADIUS is widely used for network roaming. The authentication
requests here are forwarded by the RP (usually also a RADIUS server) to the RADIUS
server of the home operator (the IdP), and the outcome of the authentication is sent
back. By combining RADIUS with EAP, the confidentiality of the user credentials can be
preserved.

For access to web-based applications, a number of different protocols are used, such as
Security Assertion Markup Language (SAML"), OpenID", or Open Authentication
(OAuth)®.

When users roam between networks using the same technology (that is, from one Long
Term Evolution (LTE) network to another LTE or similar network), this is called horizon-
tal roaming. Roaming between different types of networks, such as roaming from an
LTE network to a Wi-Fi network, is called vertical roaming.

3GPP standardizes access to non-3GPP networks but places the LTE core network firmly
in control; authentication is always performed in the LTE EPC. IEEE (the standardization
body for the Wi-Fi standards) in its 802.21 standard" addresses vertical roaming with a
more equal role for the different access technologies but does not address federated net-
work authentication.
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Federated Access in LTE
3GPP distinguishes two types of federated access:

m  3GPP access': Describes horizontal roaming.

m  Non-3GPP access'®: Describes vertical roaming.

In both cases, the home network needs to establish a roaming agreement beforehand (and
the user’s subscription should allow roaming access).

3GPP Access

3GPP access is access to an LTE network of another operator or to a UMTS or GPRS net-
work. UMTS networks (and GPRS networks that support interworking with LTE) support
AKA authentication.

Based on the IMSI (that contains a country and an operator code), the MME can ask the
home HSS of the user to verify the user rather than the HSS in the serving network. The
home HSS must check whether the subscription agreement with the user allows roaming,
but apart from that, the authentication process is the same as for the nonroaming case.

Non-3GPP Access

Examples of non-3GPP access are CDMA-2000, WiMAX, and Wi-Fi. These networks
don’t use the same authentication methods, and the elements in these serving networks
don’t understand how to deal with an AKA authentication. So, rather than involving a net-
work element in the serving network directly in the authentication flow with the home
network, EAP is used instead. Here EAP provides the necessary abstraction from the
actual authentication using AKA. For this purpose, EAP-AKA and its more secure suc-
cessor EAP-AKA' (EAP-AKA Prime) have been created. The EAP identity contains the
IMSI or a pseudonymous identifier that was established in a prior authentication to
locate the authentication server for the user.

Figure 3-6 shows how AKA authentication can be encapsulated in EAP.

Although you can use the IP connectivity of the serving network, the typical use is to
tunnel all traffic back to the home network using IPsec.

Federated Access to Wi-Fi Networks

Originally, Wi-Fi was intended to be used as a local-area network technology, typically
covering an area with a radius of some 30-50 meters. Nowadays, sometimes hundreds to
thousands of Wi-Fi access points together form horspots that provide coverage to com-
plete campuses or even cities. Still, the majority of the hotspot operators provide access
to an area with a limited geographical scope (unlike the nationwide coverage that cellular
operators provide). To provide coverage beyond the geographical region, hotspot opera-
tors need to collaborate so that subscribers of one operator can gain access to the net-
work of another operator.

43
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Figure 3-6 EAP-AKA

Roaming to Other Wi-Fi Networks

The main challenges in roaming access for Wi-Fi networks are setting up the roaming
agreements and verifying the user credentials at the home network.

Because, unlike cellular networks, Wi-Fi hotspots are by virtue of the local-area charac-
ter of the technology relatively small, setting up roaming agreements with a large number
of Wi-Fi operators is hard to scale. To solve the scaling problem, three different types of
organizational models emerge:

The first model mimics the cellular model. A large operator acquires or leases a large
number of hotspots and unifies the authentication across these hotspots. AT&T
hotspots and T-Mobile hotspots are examples of this arrangement.

In the second model, a third party acts as a broker for a large number of hotspot
operators. The users have a contract with the broker and authenticate and pay for
access to the broker. The broker in turn pays the hotspot operator. Examples of this
arrangement are Boingo and iPass.

The last model has individual hotspot operators join forces and agree on roaming
conditions and credential verification methods. Examples of the latter are FON and
the Wi-Fi roaming infrastructures that many schools worldwide participate in—
eduroam. (This is further explained later in the section “Example of Wi-Fi Roaming:
eduroam.”)

Verification of the credentials of the users at the home network requires transporting the
credentials to the home network and sending the outcome of the authentication back to
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the visited network. The dominant transport protocol for transporting the credentials is
RADIUS.

The main advantage of the captive portal method for Wi-Fi is that it only requires a web
browser on the user device. This is also why it is the most commonly used access method
at public hotspots. The main downside is that because the Wi-Fi link is unprotected, sim-
ple MAC spoofing can be used by an attacker to piggyback an authenticated user’s con-
nection. Additionally, the user credentials are visible to every hotspot operator (they have
to be entered in the web page that the captive portal shows) and can be observed by
every RADIUS server in the path to the home RADIUS server. When 802.1X is used, the
combination of 802.1X, EAP, and RADIUS allows user credential privacy. This means that
users don’t have to worry about giving their password to potentially thousands of
hotspot operators, let alone rogue hotspot operators. An added benefit of using 802.1X
is that all user traffic is encrypted over the Wi-Fi radio link, allowing the operator to be
sure that every packet sent into the network originated from an authentic Wi-Fi user.

The added security features of 802.1X and better support in the most common operating
systems have resulted in a slow but steady increase in use, especially in corporate envi-
ronments.

802.11u

Two issues that are particularly important for Wi-Fi access are the fact that most Wi-Fi
hotspots are relatively small and that there are thousands of them. In a densely populated
area, a user easily often “sees” 30 or 40 different Wi-Fi networks, without knowing which
of those will have a roaming agreement with the home operator and, if so, under what
conditions.

This is the problem space that the upcoming IEEE 802.11u" standard addresses. Hotspots
that are 802.11u enabled can broadcast information about the roaming consortia they
belong to and under what conditions they can be used.

Example of Wi-Fi Roaming: eduroam

An example of a Wi-Fi roaming service is eduroam. This service is limited to education-
al institutions. However, its technical setup and broad uptake (more than 500 universities
in some 50 countries with over 10 million users) warrant attention.

eduroam started out in the Netherlands in 2003 and gained fast popularity in most
European countries and later in Australia, Japan, Hong Kong, and Canada. Lately, U.S.
schools are joining eduroam and Internet2 is supporting the initiative.

Figure 3-7 shows the European national research and education networks that participate
in eduroam. (For an up-to-date overview of all participating institutions in Europe and
elsewhere, refer to the eduroam website.")
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Figure 3-7  European National Research and Education Networks Participating in
eduroam as of May 2010 (courtesy of TERENA)

eduroam consists of a few basic elements, described in the following paragraphs.

A RADIUS hierarchy is set up consisting of a set of institutional (redundant, for failover
purposes), national, and continental RADIUS servers. All institutional RADIUS servers
connect to the national servers in their country. All national servers connect to the top-
level servers for their continent, and the continental servers (Europe, America, and Asia-
Pacific) connect to each other.

Figure 3-8 shows the RADIUS hierarchy that constitutes eduroam. The top-level servers
that are fully meshed know which top-level servers serve what national domains. The
national servers are connected to all institutional servers in their country and to the top-
level servers in their continent. The institutional servers are connected to their national
servers.
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Figure 3-8 The eduroam Hierarchy

European American

802.1X is used for secure access to the institutional Wi-Fi networks.

EAP is used to protect user credentials. EAP identities are of the form
anonymous@domain-name-of-institution or, instead of anonymous, a pseudonymous
identifier. Users’ authentication requests are forwarded through the RADIUS hierarchy
based on the domain name of the institution to which the user belongs.

In other words, the home institution authenticates the user and the serving institution
authorizes the user for access. The home institution of the user can decide which authen-
tication method and what EAP method to use.

Figure 3-9 shows a typical eduroam authentication, which is described in further detail in
the list that follows.

Supplicant—>  Authenticator — RADIUS Server

—> | RADIUS Server —>
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'®)

User DB User DB

Visiting User
user@university_b.nl

Central .nl
RADIUS

Commercial
VLAN
Proxy Server

Employee
VLAN %

—> Signaling

Data eJ uroam

Figure 3-9  The eduroam Basic Operation (Courtesy of SURFnet)
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A user from University B in the Netherlands tries to gain access to the network at
University A, also in the Netherlands.

The authenticator asks the user (or rather the supplicant) to authenticate.

The user sends the authentication credentials encapsulated in EAP with an EAP iden-
tity of anonymous@university b.nl to the authenticator.

The authenticator at University A forwards the EAP message to the RADIUS server
of University A.

The University A RADIUS server observes that the EAP identity does not belong to
University A and forwards the EAP message to the national RADIUS server for the
Netherlands operated by SURFnet, the Dutch research and education network.

The SURFnet RADIUS server for the .nl domain sees that the EAP identity belongs
to University B and forwards the EAP message to the University B RADIUS server.
(If the EAP identity were not for the .nl domain, the EAP message would be forward-
ed to the European top-level server.)

The University B RADIUS server deencapsulates the EAP message and verifies the
credentials.

University B sends the result of the authentication back along the same route.

The RADIUS server at University A instructs the authenticator to allow access to the
user (and possibly to assign the user to a specific VLAN for guests).

Federated Access to Applications with SAML

When you assume that more and more applications will be offered “in the cloud,” it is
imperative that scalable mechanisms exist for federated identity. The most widespread
systems for federated identity to (mainly) web-based application make use of the
Security Assertion Markup Language (SAML) protocol suite. SAML is an XML-based
markup language for transporting authorization assertions between IdPs and RPs.

Figure 3-10 shows a typical SAML (version 2.0) flow, which is further described in the list
that follows:

1.
2.

The user uses his browser to try to access a resource under control by the RP.
The RP issues an authentication request to the browser (plus a redirect to the IdP).

The browser sends the authentication request to the IdP and asks for an authentica-
tion statement.

The user (if not already authenticated) authenticates at the IdP.

The IdP issues an authentication statement to the browser stating that the user is suc-
cessfully authenticated (plus a redirect back to the RP).

The browser presents the authentication statement to the RP.

The RP gives the user access to the resource (assuming that the user satisfies the RP’s
policies and a roaming arrangement exists between the IdP and RP).
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Figure 3-10 SAML 2.0 Authentication Flow

Location Information and Context Awareness

One particular characteristic of the mobile Internet is obviously that users are mobile—
that is, not bound to a particular location. The location of users can be used for a num-
ber of location-based services, ranging from finding the nearest pizza parlor through
turn-by-turn driving directions to finding a person that makes an emergency call.

Many modern devices contain a Global Positioning System (GPS) chip for providing loca-
tion information. GPS is, however, not very accurate indoors or in the presence of build-
ings. Therefore, in many networks, additional ways of positioning a mobile terminal are
used.

Location information is, however, just one example of the broader issue of context aware-
ness. Knowledge about the network, the device that accesses the network, the user, and
the applications can all be leveraged to offer the user a tailor-made user experience. But
that is beyond the scope of this book.

The following paragraphs explain how location is determined in LTE and Wi-Fi networks.

Location Information in LTE

Nowadays many mobile devices contain a GPS receiver. This allows the applications to
acquire the location of the device and offer services based on that location. In addition to
that, many devices are able to use so-called assisted GPS (A-GPS) to overcome the inac-
curate indoor positioning of GPS. With A-GPS, the network supplies location informa-
tion (based on the position in relation to cell towers) or information about the geo-orbital
position of the GPS satellites. This allows devices to acquire fast and reliable positioning
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information in all circumstances, even indoors. This is of particular importance in emer-
gency situations (like 911 or 112 calls in, respectively, the United States and Europe).

Location Information for Wi-Fi Networks

Unlike in cellular systems, where there are relatively few radio towers of which the posi-
tion is well known, for Wi-Fi networks, the location of all access points is not always well
known and might change. This makes it comparatively harder to use the location of the
access points to reliably determine the position of the mobile equipment. If the location
of the access points is stable, however, the location of the access point can be used to
determine the location of a mobile terminal accurate to typically about 50 meters, even
better if triangulation is used between multiple access points.

An example of a Wi-Fi positioning system is the Cisco Wireless Position Appliance® that
is part of the Cisco Context-Aware Mobility solution and that can be used to track assets
and users.

Privacy and Security

Privacy concerns develop when user data is spread across many locations. Personal
Identifiable Information (PII), such as street addresses, IP addresses, first and last names,
and login credentials, can be traced back to an individual or a small group of individuals.
Privacy regulations often dictate the amount of PII data that can be exchanged.

At the same time, users need to be properly authenticated when they are trying to access
another network, and users often want to share their location to get location-based serv-
ices.

Law enforcement requires the ability to track crime suspects and monitor their transac-
tions and conversations. For that purpose, operators need to be able to redirect and mon-
itor traffic of particular users without their knowledge. These Lawful Intercept (LI)
requirements complicate roaming agreements, traffic offload, and other route optimiza-
tion functions, because the easiest way to comply with these requirements is to direct all
traffic through a central location, where it can be monitored.

A useful concept in federated access is that of a “pseudonym,” an identity that is unique
for a specific user and often for a specific access network but that can only be linked to
an individual user by the home network operator. The extent to which pseudonymity can
be used varies from one access technology to another and from implementation to imple-
mentation.

From a security point of view, a benefit of the federated model is the fact that the sensi-
tive user data is not distributed over many systems, but concentrated in the IdP.

Another benefit of having a centralized authentication server is that it is possible to intro-
duce stronger authentication means (like smartcards) without the need to change all appli-
cations to support this type of authentication.
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Apart from authentication and authorization data, the user traffic and the control traffic
between the various elements in the network often need to be protected against eaves-
dropping and tampering. For this purpose, a wide variety of cryptographic means are
used.

Privacy and Security in LTE

In LTE (unlike UMTS), a great deal of effort has gone into making sure that compromis-
ing the security of one network element will not imply compromising the security of the
system as a whole. As an example of that, a complex system for the generation of crypto-
graphic keys has been developed that is being used for securing the communication
between the various other network elements. In particular, all keys inside a visited net-
work are derived from a “master” key, which is specific for that serving network. This
means that if the security in the serving network is breached, this will not have any impli-
cations for the home network and the integrity of the user credentials.

Traffic between the serving network and the home network is protected using IPsec.

In the initial AKA authentication, the IMSI is sent to the serving network, but after that,
a temporary identifier is used. This means that the serving network is still capable of
observing the IMSI, but at least the casual eavesdropper is unable to monitor the point of
attachment of that particular IMSL

Privacy and Security in Wi-Fi Networks

For captive portals, it is by the nature of that technology very difficult to provide loca-
tion privacy and credential protection, the users submit their credentials after all at that
specific location and to the captive portal that is used by the hotspot operator. These
problematic security properties are worsened by the fact that users are in a way “trained”
to submit their username and password or other authentication credential to every web
page that remotely looks like a plausible hotspot page, instead of sharing their credentials
only with their home network operator. Furthermore, unlike with 802.1X, typically all
users get IP access to the local LAN that the hotspot is connected to, even before authen-
tication. So, it is relatively easy to eavesdrop on the wireless traffic.

Using 802.1X in combination with EAP in contrast, it is possible to use pseudonymous
identifiers for the users (identifiers such as anonymous@homeprovider or pseudo-
nym12345@homeprovider), and in addition to that, 802.1X sets up a secure association
between mobile equipment and access point, thereby protecting the user traffic against
eavesdroppers on the wireless network.

Privacy and Security in SAML

SAML-based identity federations have been designed with user privacy and confidentiali-
ty in mind. Users are redirected to their own IdP to perform authentication so that the
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user credentials don’t have to be shared with the RP. Instead of using the actual user iden-
tity for interacting with the RP, it is possible to use a pseudonymous identifier that is
unique for the user and on a per-RP basis (a so-called rargered identity).

From a privacy aspect, there is one concern that has to do with the nature of SAML-
based federations. The SAML model is geared toward an enterprise-centric model. That is
to say, the IdP is always a party in a transaction, and therefore the IdP has a good insight
in all the transactions that a user performs. In answer to this concern, there has been a lot
of interest in what is called user-centric identity. In this model, the user uses an IdP for
initial identity proofing and goes on wielding that proof of identity without having to
involve the IdP in every transaction. So the Identity Provider does not need to know what
services the user accesses. Examples of user-centric identity approaches are OpenlID,
OAuth, and Infocard.

DynDNS

So far, this chapter has concentrated on the user gaining access to the network or applica-
tion. There is, however, another important issue to consider—how to find the mobile
equipment if the other side initiates the communication. As you will see in future chap-
ters, there are a number of solutions that provide a stable anchoring point that can be
used to find the current point of attachment or to direct all traffic to, but they require
changes in the protocol stack. The standard way of informing “the Internet” where a cer-
tain host resides is by using the Domain Name System (DNS). DNS, after all, contains
mappings from host names to IP addresses. So, if the entry in DNS is updated every time
a host changes its point of attachment (and thus IP address), DNS information can be
used to find the target IP address of a connection.

This is precisely what Dynamic DNS (DynDNS) is—a DNS server that is optimized for
frequent updates of the mapping information. A number of implementations of DynDNS
exist, often provided for free. For this to work, a DNS client that updates the current
name to IP address mapping every time the host changes IP address is required.

Because of the distributed nature of DNS (it takes some time before DNS resolvers
become aware of a change), DynDNS is not practical when DNS changes occur very fre-
quently, in the order of magnitude of seconds.

Another point of concern is that rogue DNS updates can be used to redirect traffic.
Unless the DNS updates can be authenticated—for example by using DNS Secure
(DNSSEC)—this is a security problem. DNSSEC, however, is not yet widely in use.

Summary

Nomadic use refers to a usage pattern of the Internet with intermittent access. Key to a
user experience of anytime, anywhere access to the Internet and its applications are scal-
able, secure, and seamless access methods. Federated identity plays an important role

in providing such a user experience in the presence of multiple-access networks and
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applications offered by different operators. Nomadic use requires some form of context
awareness to provide services that are tailored to location, access method, and device.
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