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Icons Used in This Book

A
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Catalyst Multilayer ATM ISDN/Frame Relay
Switch Switch Switch Switch

Communication Gateway Access Server
Server

Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used
in the IOS Command Reference. The Command Reference describes these conventions as
follows:

m  Boldface indicates commands and keywords that are entered literally as shown. In actu-
al configuration examples and output (not general command syntax), boldface indicates
commands that are manually input by the user (such as a show command).

m [ralics indicate arguments for which you supply actual values.

m  Vertical bars (|) separate alternative, mutually exclusive elements.
m Square brackets [ ] indicate optional elements.

m Braces {} indicate a required choice.

m  Braces within brackets [{ }] indicate a required choice within an optional element.



XVii

Introduction

The purpose of this book is to provide you with an extra resource for studying the exam
topics of the Interconnecting Cisco Networking Devices Part 1 (ICND1) exam that leads

to Cisco Certified Networking Entry Technician (CCENT) certification. This book maps

to the first two Cisco Networking Academy courses in the CCNA Routing and Switching
curricula: Introduction to Networks (ITN) and Routing and Switching Essentials (RSE). ITN
introduces basic concepts of computer networks including deep dives into the seven layers of
the OSI model, IP addressing, and the fundamentals of Ethernet. Successfully completing the
course means that you should be able to build small LANs and implement basic addressing
and configurations on routers and switches. RSE expands on ITN, taking the student further
into basic router and switch configuration. Successfully completing the course means that
you should be able to configure and troubleshoot routers and switches using a variety of
technologies including RIPv2, single-area OSPF, VLANSs, and inter-VLAN routing for both
IPv4 and IPv6 networks. To learn more about CCNA Routing and Switching courses and

to find an Academy near you, visit http://www.netacad.com (http://www.cisco.com/web/
learning/netacad/index.html).

However, if you are not an Academy student but would like to benefit from the extensive
authoring done for these courses, you can buy any or all of CCNA Routing and Switching
Companion Guides (CG) and Lab Manuals (LM) of the Academy’s popular online curriculum.
Although you will not have access to the Packet Tracer network simulator software, you

will have access to the tireless work of an outstanding team of Cisco Academy instructors
dedicated to providing students with comprehensive and engaging CCNA Routing and
Switching preparation course material. The titles and ISBNs for the first two courses of the
CCNA Routing and Switching CGs and LMs are as follows:

m Introduction to Networks Companion Guide (ISBN: 9781587133169)

m  [nrroduction to Networks Lab Manual (ISBN: 9781587133121)

m  Routing and Switching Essentials Companion Guide (ISBN: 9781587133183)
m  Routing and Switching Essentials Lab Manual (ISBN: 9781587133206)

Goals and Methods

The most important goal of this book is to help you pass the 100-101 Interconnecting Cisco
Networking Devices Part 1 (ICND1) exam, which is associated with the Cisco Certified Entry
Network Technician (CCENT) certification. Passing the CCENT exam means that you have
the knowledge and skills required to successfully install, operate, and troubleshoot a

small branch office network. You can view the detailed exam topics any time at
http://learningnetwork.cisco.com. They are divided into seven broad categories:

m  Operation of IP Data Networks
m  LAN Switching Technologies

m P Addressing for IPv4 and IPv6
m P Routing Technologies

m JP Services

m  Network Device Security

m  Troubleshooting


http://www.netacad.com
http://www.cisco.com/web/learning/netacad/index.html
http://www.cisco.com/web/learning/netacad/index.html
http://learningnetwork.cisco.com
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A

Packet Tracer
O Activity

Ovideo
Demonstration

This book offers exercises that help you learn the concepts, configurations, and
troubleshooting skills crucial to your success as a CCENT exam candidate. Each chapter
differs slightly and includes some or all of the following types of practice:

m  Vocabulary Matching Exercises

m  Concept Questions Exercises

m  Skill-Building Activities and Scenarios
m  Configuration Scenarios

m  Troubleshooting Scenarios

Audience for This Book

This book’s main audience is anyone taking the CCNA Routing and Switching courses of the
Cisco Networking Academy curriculum. Many Academies use this Practice Study Guide as a
required tool in the course, whereas other Academies recommend the Practice Study Guide as
an additional resource to prepare for class exams and the CCENT certification.

The secondary audiences for this book include people taking CCENT-related classes from
professional training organizations. This book can also be used for college- and university-
level networking courses, as well as anyone wanting to gain a detailed understanding of
routing.

How This Book Is Organized

Because the content of the Introduction to Networks Companion Guide, the Routing
Switching Essentials Companion Guide, and the online curriculum is sequential, you should
work through this Practice Study Guide in order beginning with Chapter 1.

The book covers the major topic headings in the same sequence as the online curriculum.
This book has 22 chapters, with the same names as the online course chapters. However, the
numbering is sequential in this book, progressing from Chapter 1 to Chapter 22. The online
curriculum starts over at Chapter 1 in Routing and Switching Essentials.

Most of the configuration chapters use a single topology where appropriate. This allows for
better continuity and easier understanding of routing and switching commands, operations,
and outputs. However, the topology differs from the one used in the online curriculum and
the Companion Guide. A different topology affords you the opportunity to practice your
knowledge and skills without just simply recording the information you find in the text.

Lab, Packet Tracer, and Video Demonstration Activities

Throughout the book, you will find references to Lab, Packet Tracer, and Video
Demonstration activities. These references are provided so that you can, at that point,
complete those activities. The Packet Tracer and Video Demonstration activities are only
accessible if you have access to the online curriculum. However, the Labs are available in the
Lab Manuals previously cited.
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Part I: Introduction to Networks

Chapter 1, “Exploring the Network”: This chapter provides vocabulary and concept
exercises to reinforce your understanding of network components, LANs, WANs, and
the Internet. You will also practice classifying network architecture requirements.

Chapter 2, “Configuring a Network Operating System”: The exercises in the first part
of this chapter are devoted to accessing Cisco devices, navigating the IOS, and learning
about command structure. In the second half, you practice configuring and verifying a

switch for basic connectivity.

Chapter 3, “Network Protocols and Communications”: This chapter’s exercises
are devoted to protocols, standards, and the two main reference models we use in
networking: TCP/IP and OSL You will also complete activities which focus on data
encapsulation and addressing as information moves across a network.

Chapter 4, “Network Access”: This chapter is all about how computing devices
physically connect to the network. You will complete exercises that focus on physical
access including copper, fiber, and wireless media. Then, moving up the OSI model to
Layer 2, you will engage in activities that focus on the data link layer protocols and
concepts.

Chapter 5, “Ethernet”: This chapter continues with the data link layer with exercises
devoted to Ethernet concepts and operation, including the Ethernet frame, the MAC
address, and ARP. In addition, you will complete activities focused on the operation of
the main Layer 2 device: the switch.

Chapter 6, “Network Layer”: This chapter starts off with exercises for understanding
the operation of the Internet Protocol, both version 4 and version 6. Then the activities
move on to routing operations, including how hosts determine a gateway of last resort,
and identifying the parts of a routing table. Next, you will engage in exercises that
focus on router components and the boot-up process. Finally, you will practice basic
router configuration and verification.

Chapter 7, “Transport Layer”: Continuing the journey up the OSI model, this chapter’s
activities focus on the operation of the transport layer, including TCP, UDP, and the
three-way TCP handshake.

Chapter 8, “IP Addressing”: With the growing adoption of IPv6, networking students
now need to be competent in both IPv4 and IPv6. The activities in this chapter focus on
the operation, configuration, and verification versions of the Internet Protocol.

Chapter 9, “Subnetting IP Networks”: Segmenting IP addresses into logical subnets
is the focus of the exercises, activities, and scenarios in this chapter. You will practice
subnetting for fixed-length and variable-length subnet masks. In addition, you will
practice subnetting IPv6 addresses.

Chapter 10, “Application Layer”: This chapter focuses on the layer at which the
end user interacts with the network. Exercises are devoted to reinforcing your
understanding of common application layer protocols.

Chapter 11, “It’s a Network™: In this chapter, we step back and see how to assemble
these elements together in a functioning network that can be maintained. Activities
include small network design considerations, network security concerns, securing
remote access with SSH, and verifying basic network performance.
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Part lI: Routing and Switching Essentials

Chapter 12, “Introduction to Switched Networks”: Part II starts off with an
introduction to LAN design concepts and a the operation of switches. Exercises focus
on identifying network design principles, selecting switch hardware, switch forwarding
methods, and the MAC address table.

Chapter 13, “Basic Switching Concepts and Configuration™: This chapter is a bit
of a review of the content in Part I. Activities focus on the switch boot sequence,
configuration, and verification. New activities for Part II include switch port security
configuration and verification.

Chapter 14, “VLANSs”: This chapter focuses on VLAN concepts and configuration.
Exercises include VLAN segmentation concepts and implementations. Also, you will
practice trunk configuration and complete activities devoted to understanding DTP. The
chapter wraps up with activities on VLAN security.

Chapter 15, “Routing Concepts”: In this chapter, it’s all about the router. Exercises
focus on router functions, components, and configuration. You will practice
configuring a dual-stack IPv4 and IPv6 one-router, two-PC topology. Then, activities
focus on routing decisions, including path determination, administrative distance,
switching packets from hop to hop, and analyzing the routing table.

Chapter 16, “Inter-VLAN Routing”: This chapter introduces inter-VLAN routing
and Layer 3 switching. After an exercise on comparing types of inter-VLAN routing,
the bulk of the chapter is devoted to practicing inter-VLAN routing configuration
and troubleshooting. The chapter ends with a look at Layer 3 switching concepts,
configuration, and troubleshooting.

Chapter 17, “Static Routing”: This chapter focuses on manual route configuration
using static routes. Exercises focus on comparing static and dynamic routing and the
types of static routes. Practice activities focus on configuring and troubleshooting static,
default, summary, and floating static routes for both IPv4 and IPvé6.

Chapter 18, “Routing Dynamically”: To route dynamically, a router needs a routing
protocol. The exercises in this chapter are devoted to all the basic routing protocol
concepts, including protocol operation and characteristics, how a router learns about
networks, and deep dives into distance vector and link-state routing protocols.

Chapter 19, “Single-Area OSPF”: This chapter introduces OSPF with exercises for
reinforcing your understanding of OSPF operations. In addition, activities allow you to
practice configuration and troubleshooting for both single-area OSPFv2 and OSPFv3.

Chapter 20, “Access Control Lists”: Understanding and correctly configuring ACLs
is one of the most important skills a network administrator can master. Therefore,
the exercises and activities in this chapter focus on ACL concepts, configuration,
and troubleshooting IPv4 ACLs. There is also a brief section devoted to IPv6 ACL
configuration practice.

Chapter 21, “DHCP”: When a device boots, it needs IP addressing. Although you can
manually configure addressing, most devices obtain addressing dynamically through
DHCP. Exercises focus on DHCP concepts, and practice activities focus on DHCP
configurations, for both IPv4 and IPvé6.



XXi

m  Chapter 22, “Network Address Translation for IPv4”: NAT was created to provide
a temporary solution to the limited address space in IPv4. Just about every router
connected to the network uses NAT or forwards traffic to a NAT-enabled device for
address translation. This chapter focuses on exercises to reinforce your understanding
of NAT operation and characteristics. Practice activities include configuring, verifying,
and troubleshooting static NAT, dynamic NAT, and PAT.

About the Cisco Press Website for This Book

Cisco Press provides additional content that can be accessed by registering your individual
book at the ciscopress.com website. Becoming a member and registering is free, and you then
gain access to exclusive deals on other resources from Cisco Press

To register this book, go to http://www.ciscopress.com/bookstore/register.asp and enter the
book’s ISBN located on the back cover of this book. You’ll then be prompted to log in or join
Ciscopress.com to continue registration.

After you register the book, a link to the supplemental content will be listed on your My
Registered Books page.


http://www.ciscopress.com/bookstore/register.asp
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CHAPTER 1

Exploring the Network

Globally Connected

In today’s world, we are connected like never before. People with ideas can communicate instantly
with others—next door or halfway around the world. Networks are rapidly transforming our planet
into a global village.
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Vocabulary Exercise: Matching

Match the definition on the left with a term on the right. This exercise is a one-to-one matching.

Definitions

a.

Gives anyone a means to communicate
their thoughts to a global audience without
technical knowledge of web design.

Enable instant real-time communication
between two or more people.

Web pages that groups of people can edit and
view together.

. Enables people to share files with each other

without having to store and download them
from a central server.

Interactive websites where people and
communities create and share user-generated
content.

Allows people to deliver their recordings to a
wide audience.

Gives people the opportunity to work
together without the constraints of location
or time zone, often across real-time interactive
video.

Terms

collaboration tools
social media

blogs

P2P file sharing
podcasting
IM/texting

wikis
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Completion Exercise

come in all sizes. They can range from simple configurations consisting of two
computers to complex topologies connecting millions of devices. Simple networks installed in
enable sharing of resources, such as printers, documents, pictures, and
music between a few local computers.

In businesses and large organizations, networks can be used to provide access to information
centrally located on network . In addition to the many internal organizational benefits,
companies often use their networks to provide products and services to customers through
their connection to the Internet. The is the largest network in existence and means a
“network of networks.”

All computers connected to a network that participate directly in network communication
are classified as or end .They canactasa___,a , or both. The software
installed on the computer determines which role the computer plays. are hosts that
have software installed that enable them to provide information, like email or web pages,

to other hosts on the network. are computer hosts that have software installed that
enable them to request and display the information obtained from servers.

The simplest peer-to-peer network consists of using a wired
or wireless connection. Multiple PCs can also be connected to create a larger peer-to-peer
network, but this requires a network device, such as a , to interconnect the computers.

In Table 1-1, list the advantages and disadvantages of peer-to-peer networking.

Table 1-1 Advantages and Disadvantages of Peer-to-Peer Networking

Advantages Disadvantages

Lab - Researching Network Collaboration Tools

LANs, WANSs, and the Internet

The path that a message takes from source to destination can be as simple as a single cable
connecting one computer to another or as complex as a network that literally spans the globe.
LANs, WANS, and the Internet provide the basic framework for that interconnectedness.

Completion Exercise

The network infrastructure contains three categories of network components: devices, media,

and services. and are the physical elements, or hardware, of the network.
Hardware is often the visible components of the network platform. Some components may
not be so visible, such as media. are the communication programs, called

software, that run on the networked devices.
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The network devices that people are most familiar with are called , Or . These
devices form the interface between users and the underlying communication network.

List at least five examples of end devices:

A host device is either the or destination of a message transmitted over the network.
Each host on a network is identified by an

_devices interconnect end devices and can connect multiple individual networks
to form an . These devices use the destination host to determine the path
that messages should take through the network.

List three examples of intermediary network devices:

List at least three of the main functions of intermediary devices:

Communication across a network is carried on a (singular form of the word media),
which provides the channel over which the message travels from source to

List the three types of media used to interconnect devices:

On metallic wires, the data is encoded into . that match specific patterns.
Fiber-optic transmissions rely on . ___.In a wireless transmission, patterns of
depict the various bit values.
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List the four criteria for choosing network media:

When conveying complex information such as displaying all the devices and medium in a
large internetwork, it is helpful to use visual representations known as __ ___diagrams.
They provide visual maps of how the network is connected.

There are two types of diagrams:

identify the physical location of intermediary devices, configured

ports, and cable installation.

identify devices, ports, and IP addressing schemes.

Classify and Identify Network Components

In Figure 1-1, label the three major classifications of network components. Then, underneath
each icon, label the network component.

Figure 1-1 Common Network Component Icons
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Compare LANs and WANs

In Table 1-2, indicate whether the feature is a LAN feature or a WAN feature by marking the
appropriate column.

Table 1-2 LAN and WAN Features

LANs WANSs LAN or WAN Feature

Interconnect end devices in a limited area such as a home, a school,
an office building, or a campus

Typically provide slower speed links between networks

Provide high-speed bandwidth to internal end devices and
intermediary devices

Interconnect networks over wide geographic areas such as between
cities, states, provinces, countries, or continents

Usually administered by multiple service providers

Usually administered by a single organization or individual
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Vocabulary Exercise: Matching

Match the definition on the left with a term on the right. This exercise is a one-to-one matching.

Definitions

a.

Similar to a LAN but wirelessly interconnects
users and end points in a small geographic
area.

Requires a clear line of sight, installation
costs can be high, and connections tend to
be slower and less reliable than its terrestrial
competition.

Also called a LAN adapter, it provides the
physical connection to the network at the PC
or other host device.

Auvailable from a provider to the customer
premise over a dedicated copper or fiber
connection providing bandwidth speeds of
10 Mbps to 10 Gbps.

The availability of this type of Internet access
is a real benefit in those areas that would
otherwise have no Internet connectivity at all,
or for those constantly on the go.

Provide the interface between users and the
underlying communication network.

A network infrastructure that provides access
to users and end devices in a small geographic
area.

These devices interconnect end devices.

Reserved circuits that connect geographically
separated offices for private voice and/or data
networking. In North America, circuits include
T1 (1.54 Mbps) and T3 (44.7 Mbps); in other
parts of the world, they are available in E1

(2 Mbps) and E3 (34 Mbps).

A private connection of LANs and WANs
that belongs to an organization—basically an
internetwork that is usually only accessible
from within the organization.

An inexpensive, very low-bandwidth option
to connect to the ISP and should only be
considered as a backup to other higher-speed
connection options.

Data signal is carried on the same coaxial
media that delivers the television signal.
It provides a high-bandwidth, always-on
connection to the Internet.

Terms

Provides secure and safe access to individuals
who work for a different organizations but
require access to the company’s data.

A network infrastructure that is larger than a
LAN but smaller than a WAN and are usually
operated by a single organization.

Provides the channel over which the message
travels from source to destination.

A network infrastructure that provides access
to other networks over a wide geographic
area.

Provides a high-bandwidth, always-on
connection that runs over a telephone line,
with the line split into three channels.

A network infrastructure designed to support
file servers and provide data storage, retrieval,
and replication.

DSL

medium

metropolitan-area network (MAN)
network interface card
Metro Ethernet

wireless LAN (WLAN)
dedicated leased line
satellite

wide-area network (WAN)
intranet

storage-area network (SAN)
cellular

dial-up telephone

cable

local-area network (LAN)
end devices

intermediary devices

extranet
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/ Lab - Researching Converged Network Services (ITN 1.2.3.3/NB 1.2.1.3)

Packet Tracer - Network Representation (ITN 1.2.4.4/NB 1.3.4.4)

The Network as a Platform

The converged network is capable of delivering voice, video streams, text, and graphics
between many different types of devices over the same communication channel and network
structure. This platform provides access to a wide range of alternative and new communication
methods that enable people to interact directly with each other almost instantaneously.

The converged network must support a wide range of applications and services, and

must operate over many different types of cables and devices that make up the physical
infrastructure. As networks evolve, we are discovering that the underlying architectures need
to address four basic characteristics to meet user expectations:

m  Fault tolerance

Scalability

Quality of service (QoS)

Security

Classify Network Architecture Requirements

In Table 1-3, select the appropriate column to classify each of the network architecture
requirements.

Table 1-3 Reliable Network Features

Characteristic

Requirement Fault Tolerance Scalability Quality of Service Security

Many tools and procedures
are being implemented to
address the need to exchange
confidential and business-
critical information.

Common network standards
allow hardware and software
vendors to focus on product
improvements and services.

Different types of Internet
service providers can affect
the quality of network data
delivery.

Networks can grow or expand
with minimal impact on
performance.
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Characteristic

Requirement Fault Tolerance

Scalability Quality of Service Security

Types of network equipment,
how they are identified (IP
address/MAC address), and
how they are named can have
an impact on the growth of a
network.

Networks should always be
available.

Compromising the integrity of
crucial business and personal
assets could have serious
repercussions.

Types of network connectivity
can affect delivery of
information.

Business and personal network
equipment must be protected.

Traffic delay and data loss
should be considered when
setting up delivery through
priority queuing.

Priority queues are
implemented when demand
for network bandwidth
exceeds supply.

Full memory queues mean
packets must be dropped.

Data can travel through more
than one route for delivery
from a remote source.

Priority for queuing packets is
based on the type of data sent
and how important it may be.

Developing a plan for
priority queuing is a strategy
for quality delivery of
information.

Business and personal data
must be protected.

/ Lab - Mapping the Internet (ITN 1.3.1.3/NB 1.3.3.3)
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The Changing Network Environment

Before the Internet became so widely available, businesses largely relied on print marketing to
make consumers aware of their products. Compare that to how consumers are reached today.
Most businesses have an Internet presence where consumers can learn about their products,
read reviews from other customers, and order products directly from the website. As new
technologies and end-user devices come to market, businesses and consumers must continue
to adjust to this ever-changing environment.

Completion Exercise

The concept of any device, to any content, in any way is a major global trend that requires
significant changes to the way devices are used. This trend is known as

tools give employees, students, teachers, customers, and partners a way to
instantly connect, interact, and conduct business, through whatever communications channels
they prefer, and achieve their objectives.

calls and conferencing are proving particularly powerful for sales processes and
for doing business.

computing is the use of computing resources (hardware and software) that are delivered
as a service over a network. A company uses the hardware and software in the ,and a
service fee is charged.

List at least four major components associated with data centers:

networking is not designed to be a substitute for dedicated cabling for data
networks. However, it is an alternative when data network cables or wireless communications
are not a viable option.

Although many homes connect to the Internet either through a cable or DSL service provider,
wireless is another option. Briefly describe two types of wireless (not satellite) options for the
home:

1.
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Network Security Terminology
Provide the security term that matches the definition.

refers to a network attack triggered by date.

is arbitrary code running on user devices.

block unauthorized access to your network.

is an attack that slows down or crashes equipment and programs.

filter network access and data traffic.

1]
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Lab - Researching IT and Networking Job Opportunities (ITN 1.4.4.3/NB 1.4.3.6)
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CHAPTER 2

Configuring a Network Operating System

The Cisco Internetwork Operating System (IOS) is a generic term for the collection of network
operating systems used on Cisco networking devices. Cisco 10S is used for most Cisco devices
regardless of the type or size of the device. This chapter focuses on gaining proficiency using basic
IOS commands and configuring switches.

10S Bootcamp

The user can interact with the shell of an operating system using either the command-line interface
(CLI) or graphical user interface (GUI).

Completion Exercise

When a computer is powered on, it loads the operating system into (acronym). When using the
___(acronym), the user interacts directly with the system in a text-based environment by entering
commands on the keyboard at a command prompt. The ____ (acronym) allows the user to interact with
the system in an environment that uses graphical images, multimedia, and text.

In Table 2-1, identify the term for the description of each part of an operating system.

Table 2-1 Three Major Parts of an Operating System

Term Description

Communicates between the hardware and software and manages how hardware
resources are used to meet software requirements

The user interface that allows users to request specific tasks for the OS, either
through the CLI or GUI

The physical part of the computer including underlying electronics

The operating system on home routers is usually called ware. The most common method for
configuring a home router is using a to access an easy-to-use (acronym).

The network operating system used on Cisco devices is called the Cisco
(__). The most common method of accessing these devices is using a (acronym).

The T10S file itself is several megabytes in size and is stored in a semi-permanent memory area called
, which provides nonvolatile storage. When referring to memory, what does the term
nonvolarile mean?

In many Cisco devices, the I10S is copied from flash into ( ) when the
device is powered on. RAM is considered memory because data is lost during a power cycle.

Cisco IOS routers and switches perform functions that network professionals depend upon to make
their networks operate as expected. List at least four major functions performed or enabled by Cisco
routers and switches.
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Video Demonstration - CCO Accounts and 10S Image Exploration

B (ITN 2.1.1.5/NB 2.1.1.4)

Demonstration

Accessing a Cisco I0S Device

You can access the CLI environment on a Cisco I0S device in several ways. In Table 2-2,
indicate which access method is most appropriate for the given scenario.

Table 2-2 Methods for Accessing a Cisco 10S Device

Console Telnet/SSH AUX Scenario

You call your manager to tell him you cannot access your
switch or router in another city over the Internet. He
provides you with the information to access the switch
through a telephone connection.

You physically cable access to the switch, are not
prompted for a password, and can access the 10S. This is
the default operation.

You are on vacation and need to check on one of your
switches. The only access you have is your cellular phone.

The password for a device was changed. No one knows
what the new password is, and you need to reset a new
password.

Your manager gives you a rollover cable and tells you to
use it to configure the switch.

The device you are configuring cannot be accessed by
cable because you are not in the building. You use a
telephone to dial in to it.

You are in the equipment room with a new switch that
needs to be configured.

You access the IOS by using another intermediary device
over a network connection.

You do not need remote-access services to the networking
device to configure it because the device is physically
accessible to you.

You use a password-encrypted connection to remotely
access a device over a network.
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Navigating the IOS Matching Exercise

Match the definition on the left with a term on the right. This exercise is a one-to-one matching. Each
definition has exactly one matching term.

Definitions

a.

Scrolls down through the commands in the
history buffer.

Privileged EXEC mode.

Moves the cursor to the beginning of the
command line.

Interface Configuration mode.

Has the same effect as using the key combina-
tion Ctrl+Z.

When in any configuration mode, ends the
configuration mode and returns to privileged
EXEC mode.

User EXEC mode.

Returns the user to the previous configuration
mode. Can also end the console session.

Moves the cursor to the end of the command
line.

All-purpose break sequence. Use to abort
DNS lookups.

Completes a partial command name entry.

Global configuration mode.

. Scrolls up through the commands in the his-

tory buffer.

Switch>

up arrow

down arrow
Ctrl+A
Switch(config-if)#
end
Ctrl+Shift+6
Tab

exit
Router(config)#
Ctrl+E

Ctrl+Z

Router#
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Packet Tracer
O Activity

[video

Demonstration

Lab - Establishing a Console Session with Tera Term (ITN/NB 2.1.4.9)
Packet Tracer - Navigating the 10S (ITN/NB 2.1.4.8)

Video Demonstration - Navigating the 10S (ITN/NB 2.1.3.6)

Basic Device Configuration

Now that we reviewed accessing and navigating the 10S, we are ready to review initial

switch configuration, including setting a name for the switch, limiting access to the device
configuration, configuring banner messages, and saving the configuration. We will also review
configuring the switch for remote management by adding IP addressing and default gateway.

Applying a Basic Configuration
The following exercise walks you through a basic configuration.

First, enter global configuration mode for the switch:

Switch#

Next, apply a unique hostname to the switch. Use S1 for this example:

Switch (config) #

Now, configure the encrypted password that is to be used to enter privileged EXEC mode.
Use class as the password:

S1 (config)#

Next, configure the console and vty lines with the password cisco. The console commands
follow:

S1(config)#

S1(config-line)#

S1(config-line)#

The vty lines use similar commands:
S1(config-line)#
S1(config-line)#

S1(config-line)#
Return to global configuration mode:
S1(config-line)#

From global configuration mode, configure the message-of-the-day banner. Use the following
text: Authorized Access Only. A delimiting character such as a # is used at the beginning and
at the end of the message:

S1(config)#

What is the purpose of the message of the day?
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O Activity

What is the command to enter VLAN interface configuration mode for S1?
Sl (config) #

Enter the command to configure the IP address 10.1.1.11 and subnet mask 255.255.255.0:
Sl (config-if)#

Enter the command to activate the VLAN interface:
S1(config-if)#

Configure S1 with the default gateway address 10.1.1.1:
Sl (config) #

Return to the privileged EXEC prompt:

S1(config)#

What command saves the current configuration?

S1#

What command displays the current configuration?

S1#

Lab - Building a Simple Network (ITN/NB 2.3.3.4)

Lab - Configuring a Switch Management Address (ITN/NB 2.3.3.5)
Packet Tracer - Implementing Basic Connectivity (ITN/NB 2.3.2.5)

Packet Tracer - Skills Integration Challenge (ITN/NB 2.4.1.2)
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CHAPTER 3

Network Protocols and Communications

The network industry has adopted a framework that provides a common language for understanding
current network platforms as well as facilitates the development of new technologies. Central to this
framework is the use of generally accepted models that describe network rules and functions.

Rules of Communication

Networks can vary in size, shape, and function. However, simply having the physical connection
between end devices is not enough to enable communication. For communication to occur, devices
must follow precise rules.



20 CCENT Practice and Study Guide

Vocabulary Exercise: Matching

Match the definition on the left with a term on the right. This exercise is a one-to-one matching. Each

definition has exactly one matching term.

Definitions

a.

Used by source and destination to negotiate
correct timing for successful communication.

One-to-many delivery of a message.

The size restrictions of frames require the
source host to break a long message into indi-
vidual pieces that meet both the minimum and
maximum size requirements.

. The format each computer message is encap-

sulated in before it is sent over the network.

When this occurs, hosts on the network have
rules that specify what action to take if no
reply is received.

The process of converting information into
another, acceptable form, for transmission.

The process of converting transmitted infor-
mation into an understandable form.

One-to-all delivery of a message.

. Needed by hosts on the network to know

when to begin sending messages and how to
respond when errors occur.

. The process of placing one message format

inside another message format.

One-to-one delivery of a message.

Terms

broadcast

frame
segmentation
unicast

encoding
multicast
decoding
response timeout
flow control
encapsulation

access method
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Network Protocols and Standards

For networked devices to successfully communicate, a network protocol suite must describe precise
requirements and interactions. Networking protocols define a common format and set of rules for exchanging
messages between devices. A group of interrelated protocols necessary to perform a communication

function is called a protocol suite. In this section, we review the TCP/IP protocol suite, investigate standards
organizations, and compare the OSI and TCP/IP models.

Protocol Definitions: Matching

Match the definition on the left with a protocol acronym on the right. This exercise is a one-to-one matching.

Each definition has exactly one matching protocol.

Definitions

a. Dynamically assigns IP addresses to client sta- TCP
tions at startup ICMP

b. Translates domain names, such as cisco.com,
into IP addresses FTP

c. Uses composite metric based on bandwidth, EIGRP
delay, load, and reliability ARP

d. Dge§ not confirm successful datagram trans- UDP
mission

e. Enables clients to send email to a mail server POP

f. Set of rules for exchanging text, graphic imag- HTTP
es, sound, video,'and other multimedia files NAT
on the World Wide Web

g. Enables clients to retrieve email from a mail DHCP
server 1P

h. Translates IP addresses from a private network SMTP
into globally unique public IP addresses

i. Addresses packets for end-to-end delivery DNS
over an Internetwork OSPF

Provides dynamic address mapping between
an IP address and a hardware address

Link-state routing protocol

A reliable, connection-oriented, and acknowl-
edged file delivery protocol

Reliable, acknowledged transmissions that
confirm successful delivery

Provides feedback from a destination host to
a source host about errors in packet delivery
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Mapping the Protocols of the TCP/IP Suite

In Table 3-1, indicate the layer to which each protocol belongs.

Table 3-1 Protocols of the TCP/IP Suite

Protocol Application Transport Internet Network Access

POP

PPP

FTP

DHCP

IMAP

P

TCP

ICMP

ARP

HTTP

TFTP

Ethernet

Interface drivers

OSPF

UDP

DNS

EIGRP

SMTP

Explore the Purpose of Standards Organizations

The following six standards organizations are responsible for creating, developing, and
monitoring many of the protocols and standards used in today’s communications networks:

m [ANA: http://www.iana.org/

m [CANN: http://www.icann.org/en/about/welcome

m [EEE: http://standards.ieee.org/develop/index.html

m IETF: http://www.ietf.org/newcomers.html#whither

m ITU: http://www.itu.int/en/about/Pages/whatwedo.aspx

m  TIA: http://www.tiaonline.org/standards/strategic-initiatives

Investigate each organization’s website at the address listed next to the acronym. Read the
information provided. In Table 3-2, match the standards organization to its description.

Note: Web addresses can often change. If the above links are broken, try using your favorite search
engine to find the information.



http://www.iana.org/
http://www.icann.org/en/about/welcome
http://standards.ieee.org/develop/index.html
http://www.ietf.org/newcomers.html#whither
http://www.itu.int/en/about/Pages/whatwedo.aspx
http://www.tiaonline.org/standards/strategic-initiatives
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Table 3-2 Standards Organization Descriptions

Description IANA

ICANN

IEEE

IETF

ITU

TIA

Uses communications standards to predict
famines and global climate changes.

Manages the DNS root zone standards
and the .int registry.

Coordinates unique international Internet
addresses for site names and IP addresses.

Develops standards for homeland
security/emergency response teams.

Standards are developed using a six-stage
lifecycle diagram.

Provides a space where Internet protocols
are set and maintained.

“Makes the Internet work better,” using
an engineering approach.

Serves as the central repository for
protocol name and number registries.

Creates standards for worldwide cabling
infrastructure.

Provides wireless standards for IPTV.

Official standards products are RFC
documents, published free of charge.

Defines policies describing how “names
and numbers” of the Internet operate.

Supports “bridge the digital divide”
initiatives.

Manages the DNS, IP addresses, and
protocol identifier assignments.

Offers online tools and resources for
standards and developers.

Creates standards for wired and wireless
technologies .

Develops standards/protocols affecting
cloud computing.

Supports navigation and online maps via
radio/satellite transmissions.

Standardizes the IP to applications’
protocol layers.

Lab - Researching Networking Standards (ITN 3.2.3.6/NB 3.1.3.6)
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OSI Reference Model Layers: Matching

Match the definition on the left with layer on the right. This exercise is a one-to-one matching. Each
definition has exactly one matching layer.

Definitions Layers

a. Provides services to exchange the individual presentation

pieces of data over the network between iden-
- . ____ transport

tified end devices

b. Describes methods for exchanging data — network
frames between devices over a common media application

c. Provides for common representation of the sessior
data transferred between application layer ser-
vices __ physical

d. Describe the mechanical, electrical, functional, data link

and procedural means to activate, maintain,
and deactivate physical connections for bit
transmission to and from a network device

e. Provides services to the presentation layer
to organize its dialogue and to manage data
exchange

f. Defines services to segment, transfer, and
reassemble the data for individual communi-
cations between the end devices

g. Provides the means for end-to-end connectiv-
ity between individuals in the human network
using data networks

TCP/IP Model Layers: Matching

Match the definition on the left with layer on the right. This exercise is a one-to-one matching. Each definition
has exactly one matching layer.

Definitions Layers
a. Determines the best path through the network ____ transport
b. Represents data to the user, plus encoding and _ network access
dialog control o
c. Controls the hardware devices and media that —— application
make up the network ___ Internet

d. Supports communications between diverse
devices across diverse networks
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Mapping the Layers of the OSI and TCP/IP Models

In Figure 3-1, label the layers for each model.

Figure 3-1  The Layers of the OSI and TCP/IP Model
OSI Model TCP/IP Model

'a 3
.
— ) ) ———)

Packet Tracer - Investigating the TCP/IP and OSI Models in Action

Oactivity | (TN 3.2.4.6/NB 3.1.4.6)

Lab - Researching RFCs (ITN 3.2.4.7/NB 3.2.2.3)

4

111}
N
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Moving Data in the Network

The data for one transmission—a file, a text, a picture, a video—does not travel from
source to destination in one massive, uninterrupted stream of bits. In this section, we review
protocol data units (PDUs), encapsulation, and the addressing that makes segmentation of a
transmission possible.

Data Encapsulation and the PDUs

In Figure 3-2, label the PDUs at each layer as a message is sent “down the stack” in preparation
for transmission.

Figure 3-2 The PDUs Used During Encapsulation

Passing down the stack.

Encapsulation

Email Data
Data Data Data p .
Transport
header Data
Network | Transport
header header Data
Frame Network | Transport Dat Frame
header header header A trailer
Y
1100010101000101100101001010101001 ( )
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The Role of Addressing in Network Communications
Briefly describe the role of Layer 3 IP addresses.

Briefly describe the purpose of Layer 2 MAC addresses.

Briefly describe the purpose of the default gateway.

/ Lab - Using Wireshark to View Network Traffic (ITN/NB 3.3.3.4)

]
A

Packet Tracer - Explore a Network (ITN/NB 3.3.3.3)

Packet Tracer
O Activity
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