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Figure 1-18 Connecting to a Single ISP

Alternatively, it is possible to set up redundancy using multiple ISPs, as shown in

Figure 1-19. Options for connecting to multiple ISPs include

 ■ Multihomed: Connections   to two or more ISPs

 ■ Dual-multihomed: Multiple               connections to two or more ISPs

Figure 1-19 Connecting to Multiple ISPs

02_9781587133329_ch01.indd   2002_9781587133329_ch01.indd   20 3/13/14   2:43 AM3/13/14   2:43 AM



Chapter 1: Hierarchical Network Design  21

Remote Functional Area (1.2.2.5)
The             remote functional area is responsible for remote connectivity options and 

includes the following modules, as shown in Figure 1-20.

Figure 1-20 Remote Connectivity Areas

Enterprise Branch

The enterprise branch module includes             remote branches that allow employees to 

work at noncampus locations. These locations are typically responsible for providing 

security, telephony, and mobility options to employees, as well as general connectiv-

ity into the campus network and the             different components located inside the enter-

prise campus. The enterprise branch module allows enterprises to extend head-office 

applications and services, such as security, Cisco Unified Communications, and 

advanced application performance, to the remote branches. The edge device connect-

ing the remote site to the central site varies depending on the needs and size of the 

site. Large remote sites may use high-end Cisco Catalyst switches, while smaller sites 

may use an ISR G2 router. These remote sites rely on the SP edge to provide services 

and applications from the main site. In Figure 1-20, the enterprise branch module 

connects to the enterprise campus site primarily using a WAN link. However, it also 

has an Internet link as a backup. The Internet link uses site-to-site IPsec VPN technol-

ogy to encrypt corporate data.
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Enterprise Teleworker

The enterprise teleworker module is             responsible for providing connectivity for 

workers who operate out of different geographically dispersed locations, including 

home offices, hotels, or customer/client sites. The teleworker module recommends 

that mobile users connect to the Internet using the services of a local ISP, such as 

cable modem or DSL. VPN services can then be used to secure communications 

between the mobile worker and central campus. Integrated security- and identity-

based networking services enable the enterprise to extend campus security policies 

to the teleworker. Staff can securely log in to the network over the VPN and gain 

access to authorized applications and services from a single cost-effective platform.

Enterprise Data Center

The enterprise data center module is a             data center with all of the same functional 

options as a campus data center, but exists at a remote location. This provides an 

added layer of security as the offsite data center can provide disaster recovery and 

business continuance services for the enterprise. High-end switches such as the Cisco 

Nexus series switch use fast WAN services such as Metro Ethernet (MetroE) to con-

nect the enterprise campus to the remote enterprise data center. Redundant data 

centers provide backup using synchronous and asynchronous data and application 

replication. Additionally, the network and devices offer server and application load 

balancing to maximize performance. This solution allows the enterprise to scale with-

out major changes to the infrastructure.

Activity 1.2.2.6: Identify Modules of the Cisco Enterprise Architecture

Go to the course online to perform this practice activity.

Evolving Network Architectures (1.3)
New technologies are constantly challenging network administrators. This section 

discusses new networking architecture trends.

IT Challenges (1.3.1.1)
As businesses           have grown more dependent on networks for success, network archi-

tectures have evolved over the years. Traditionally, users, data, and applications were 

housed on premise. Users could only access network resources with company-owned 

computers. The network had distinct borders and access requirements. Maintaining 

Interactive
Graphic
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security, productivity, and services was simpler. Today, the network border has shift-

ed, creating new challenges for IT departments. Networks are transforming from a 

data-only transportation system of connected LAN devices to a system that enables 

the connections of people, devices, and information in a media-rich, converged net-

work environment.

As new technologies and end-user devices come to market, businesses and consum-

ers must continue to adjust to this ever-changing environment. There are several new 

networking trends that continue to effect organizations and consumers. Some of the 

top trends include

 ■ Bring your own device (BYOD)

 ■ Online collaboration

 ■ Video communication

 ■ Cloud computing

These trends, while allowing for more advanced services than ever before, also intro-

duce new security risks that IT must address.

Emerging Enterprise Architectures (1.3.1.2)
The           speed of change in market and business environments is requiring IT to be more 

strategic than ever before. Evolving business models are creating complex technology 

challenges that IT must address.

To address these emerging network trends, new business network architectures are 

necessary. These architectures must account for the network design principles estab-

lished in the Cisco Enterprise Architecture, as well as the overlaying policies and 

technologies that allow organizations to support emerging trends in a safe and man-

ageable way.

To meet this need, Cisco has introduced the following three network architectures:

 ■ Cisco Borderless Network Architecture

 ■ Collaboration Architecture

 ■ Data Center/Virtualization Architecture

Note

Network architectures continually evolve. The intent of this section is to provide an introduc-
tion and overview of emerging architecture trends.
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Emerging Network Architectures (1.3.2)
Cisco has been at the forefront of network design for decades. They consistently 

adopt existing networks and develop new network architectures. This topic introduc-

es the Cisco Borderless Network Architecture, the Collaboration Architecture, and 

the Data Center and Virtualization Architecture.

Cisco Borderless Networks (1.3.2.1)
The Cisco Borderless Network Architecture is a     network solution that allows orga-

nizations and individuals to connect securely, reliably, and seamlessly to the corpo-

rate network in a BYOD environment. It is based on wired, wireless, routing, switch-

ing, security, and application optimization devices working in harmony to help IT 

balance demanding business challenges and changing business models.

It is not a static solution, but an evolving solution to help IT evolve its infrastructure 

to deliver secure, reliable, and seamless user experiences in a world with many new 

and shifting borders.

It enables an IT department to architect and deploy its systems and policies effi-

ciently to all end user devices that require connection to the network. In doing this, 

it provides secure, reliable, and seamless access to resources from multiple locations, 

from multiple devices, and to applications that can be located anywhere.

Specifically, the Cisco Borderless Network Architecture delivers two primary sets of 

services:

 ■ Borderless end-point/user services: As highlighted in Figure 1-21, borderless 

end-point/user services connect the various devices to provide access to network        

services. Devices that can connect to the borderless network can range from PCs 

to tablets and smartphones. It removes the location and device borders, providing 

unified access to wired and wireless devices. End-point/user services define the 

user experience and enable the attributes of secure       , reliable, and seamless perfor-

mance on a broad range of devices and environments, as shown in Figure 1-21. 

For example, most smartphones and tablets can download and use the Cisco 

AnyConnect software. It enables the device to establish a secure, persistent, 

policy-based connection for a seamless user experience.

 ■ Borderless network services: As highlighted in Figure 1-22, borderless network   

services unify the approach to securely deliver applications to users in a highly 

distributed environment. It securely connects internal users and remote users 

and provides access to network resources. The crucial element to scaling secure 

access is a policy-based architecture that allows IT to implement centralized 

access controls.
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Figure 1-21 Borderless Network Architecture

Figure 1-22 Services Supported in Borderless Networks

The borderless network architecture supports a highly secure, high-performing net-

work that is accessible to a wide range of devices. It needs to be flexible enough 

to scale in its support for future growth in terms of business expansion, including 

BYOD, mobility and cloud computing and must be able to support the growing 

requirements for online voice and video    .

Collaboration Architecture (1.3.2.2)
Working in a     collaborative environment helps increase productivity. Collaboration 

and other types of groupware are used to bring people together for one reason or 

another: such as to socialize, to work together, to cooperate and contribute to the 

production of something, and to innovate.

The Cisco Collaboration Architecture comprises     a portfolio of products, applica-

tions, software development kits (SDKs), and APIs. The individual components work 

together to provide a comprehensive solution.
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As shown in Figure 1-23, Cisco’s collaboration architecture is composed of three layers:

 ■ Application and Devices: This  layer contains unified communications and 

conference applications such as Cisco WebEx Meetings, WebEx Social, Cisco 

Jabber, and TelePresence. The applications within this layer help users stay con-

nected and productive. These applications include voice, video, web conferenc-

ing, messaging, mobile applications, and enterprise social software.

 ■ Collaboration Services: This  layer supports collaboration applications including 

the following services: presence, location, session management, contact manage-

ment, client frameworks, tagging, and policy and security management.

 ■ Network and Computer Infrastructure: This  layer is responsible for allow-

ing collaboration anytime, from anywhere, on any device. It includes virtual 

machines, the network, and storage.

Figure 1-23 Cisco Collaboration Architecture

Data Center and Virtualization (1.3.2.3)
The Cisco Data Center/Virtualization Architecture is built upon Cisco Data Center 

3.0. It      comprises a comprehensive set of virtualization technologies and services that 

bring the network, computing, storage, and virtualization platforms together.

The Data Center Architecture consists of three components, as shown in Figure 1-24:

 ■ Cisco Unified Management Solutions: Management        solutions simplify and 

automate the process of deploying IT infrastructure and services with speed and 

enterprise reliability. Solutions operate transparently across physical and virtual 

resources in cloud environments.
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 ■ Unified Fabric Solutions: Flexible  network solutions deliver network services to 

servers, storage, and applications, providing transparent convergence, scalability, 

and sophisticated intelligence. Solutions include Cisco Nexus switches, Catalyst 

switches, Cisco Fabric Manager, and Cisco NX-OS software.

 ■ Unified Computing Solutions: Cisco’s  next-generation data center system unites 

computing, network, storage access, and virtualization into a cohesive system 

designed to reduce total cost of ownership (TCO) and increase business agility. 

The Cisco Unified Computing System (Cisco UCS) is built with blade servers, 

rack-mount servers, fabric interconnects, and virtual interface cards (VICs).

Figure 1-24 Components of the Data Center Architecture

Video 1.3.2.3: Cisco Unified Fabric

Go to the course to see a short video on the Cisco Unified Fabric.

Expanding the Network (1.3.2.4)
These three architectures are built on an infrastructure of scalable and resilient hard-

ware and software. Components of the architecture come together to build network 

systems that span an organization from network access to the cloud, and provide 

organizations with the services they need.

Building     off the basic network infrastructure, organizations can use these network 

architectures to grow their network over time, adding features and functionality in an 

integrated solution.

Video
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One of the first steps in growing the network is expanding from the campus infra-

structure to a network that connects remote sites through the Internet and through 

the WAN.

Video 1.3.2.4: Evolution of a Corporate WAN

Go to the course to see a short video on the evolution of a network to a WAN infra-

structure.

Activity 1.3.2.5: Identify Evolving Network Architecture Terminology

Go to the course online to perform this practice activity.

Interactive
Graphic

Interactive
Graphic
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Summary (1.4)

Class Activity 1.4.1.1: Borderless Innovations - Everywhere

You are the network administrator for your small- to medium-size business. 

Borderless network services interest you as you plan your network’s future.

While planning for network policies and services, you realize that your wired and 

wireless networks need manageability and deployment design.

Therefore, this leads you to consider the following Cisco borderless services as pos-

sible options for your business:

 ■ Security: TrustSec

 ■ Mobility: Motion

 ■ Application performance: App Velocity

 ■ Multimedia performance: Medianet

 ■ Energy management: EnergyWise

Packet Tracer Activity 1.4.1.2: Skills Integration Challenge

This Packet Tracer Activity provides an opportunity to review skills from previous 

coursework.

Your business has just expanded into a different town and needs to expand its pres-

ence across the Internet. You are tasked with completing the upgrades to the enter-

prise network, which includes dual-stacked IPv4 and IPv6 as well as a variety of 

addressing and routing technologies.

Packet Tracer Activity 1.4.1.3: Skills Integration Challenge - EIGRP

You are a network technician new to a company that has lost its last technician in the 

middle of a system upgrade. You are tasked with completing upgrades to the net-

work infrastructure that has two locations. Half of the enterprise network uses IPv4 

addressing, and the other half uses IPv6 addressing. The requirements also include a 

variety of routing and switching technologies.

The structured engineering principles of good network design include hierarchy, 

modularity, resiliency, and flexibility.

Packet Tracer 

  Activity

Packet Tracer 

  Activity

02_9781587133329_ch01.indd   2902_9781587133329_ch01.indd   29 3/13/14   2:43 AM3/13/14   2:43 AM



30  Connecting Networks Companion Guide

A typical enterprise hierarchical LAN campus network design includes the access 

layer, distribution layer, and the core layer. In smaller enterprise networks, a “col-

lapsed core” hierarchy, where the distribution layer and core layer functions are 

implemented in a single device, can be more practical. The benefits of a hierarchical 

network include scalability, redundancy, performance, and maintainability.

A modular design that separates the functions of a network enables flexibility and 

facilitates implementation and management. The basic module blocks that are con-

nected by the core include the access distribution block, the services block, the data 

center, and the enterprise edge. The Cisco Enterprise Architecture modules are used 

to facilitate the design of large, scalable networks. The primary modules include the 

enterprise campus, enterprise edge, service provider edge, enterprise data center, 

enterprise branch, and enterprise teleworker.

Practice
The following activities provide practice with the topics introduced in this chapter. 

The Labs and Class Activities are available in the companion Connecting Networks 

Lab Manual (978-1-58713-331-2). The Packet Tracer Activity PKA files are found in 

the online course.

Class Activities
Class Activity 1.0.1.2: Design Hierarchy

Class Activity 1.4.1.1: Borderless Innovations - Everywhere

Packet Tracer Activities
Packet Tracer Activity 1.4.1.2: Skills Integration Challenge - OSPF

Packet Tracer Activity 1.4.1.3: Skills Integration Challenge - EIGRP

Packet Tracer 

  Activity
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Check Your Understanding Questions
Complete all the review questions listed here to test your understanding of the 

topics and concepts in this chapter. The appendix, “Answers to the ‘Check Your 

Understanding’ Questions,” lists the answers.

 1. What are the four structured design principles?

A. Availability, flexibility, modularity, and security

B. Availability, hierarchy, modularity, quality of service (QoS)

C. Flexibility, hierarchy, modularity, resiliency

D. Flexibility, modularity, resiliency, and security

E. Hierarchy, quality of service (QoS), resiliency, and security

F. Hierarchy, modularity, resiliency, and security

G. Modularity, quality of service (QoS), resiliency, and security

 2. Which layer of the hierarchical network design model is often called the 

backbone?

A. Access

B. Core

C. Distribution

D. Network

E. WAN

F. Workgroup

 3. Which network architecture combines individual components to provide a com-

prehensive solution allowing people to cooperate and contribute to the produc-

tion of something?

A. Cisco Collaboration Architecture

B. Cisco Enterprise Campus Architecture

C. Cisco Enterprise Branch Architecture

D. Cisco Enterprise Data Center Architecture

E. Cisco Borderless Network Architecture

F. Cisco Enterprise Teleworker module
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 4. At which layer of the hierarchical network model do users connect to the net-

work?

A. Access

B. Application

C. Core

D. Distribution

E. Network

 5. Which two statements regarding the Cisco AnyConnect software are true? 

(Choose two.)

A. It is part of the borderless end-point/user services.

B. It is part of the borderless network services.

C. It is used to connect any device to the network.

D. It is used to connect from anywhere.

E. It is used to connect without an Internet connection.

F. It is used to establish a secure, persistent, policy-based connection.

 6. Which three devices are found in the access layer of the hierarchical network 

model? (Choose three.)

A. Firewall appliance

B. Layer 2 switch

C. Layer 3 switch

D. Modular multilayer switch

E. VoIP phones

F. Wireless access point

 7. Which two statements correctly describe a collapsed core network design? 

(Choose two.)

A. Also called a two-tier hierarchical network design

B. Also called a three-tier hierarchical network design

C. Consists of the access layer and distribution layer in one device

D. Consists of the access layer and core layer in one device

E. Consists of the distribution and core layer in one device
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 8. Which goal can be accomplished by implementing the Cisco enterprise telework-

er module?

A. It allows the enterprise to add large branch sites that span geographic areas.

B. It allows the enterprise to deliver secure voice and data services to workers 

no matter where or when they work.

C. To reduce remote security threats, it forces users who are located at main 

sites to log on to resources.

D. It satisfies telephony requirements for users who are located at medium to 

large enterprise sites.

 9. What should be considered first when starting the network design?

A. Connectivity to the data center

B. Connectivity to the branch site

C. Protocols required

D. Size of the network

E. Type of security implemented

F. Type of applications

 10. Which network architecture functions through a combination of technologies 

that include wired, wireless, security, and more?

A. Cisco Borderless Network

B. Cisco Enterprise Branch

C. Cisco Enterprise Campus

D. Cisco Enterprise Edge

E. Cisco Enterprise Teleworker

 11. What does the application and device layer of the Cisco Collaboration 

Architecture do?

A. It contains applications such as Cisco WebEx Meetings, Cisco Jabber, and 

TelePresence to help users stay connected and productive.

B. It is responsible for allowing collaboration anytime, from anywhere, on any 

device.

C. It supports collaboration applications with presence, location, session man-

agement, contact management, client frameworks, tagging, and policy and 

security management.
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