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Introduction

Mention the word audit to IT professionals and you will probably see their eyes glaze over as
they imagine frightening visions of auditors with pointy tails, pitchforks, and checklists run-
ning around and pointing out all of the things they have done wrong to their manager. The
purpose of a security audit is not to place blame or pick apart network design, but to ensure
the integrity, effectiveness, and compliance of corporate security policies. Auditing provides
the ability to test the assumptions companies have about how secure they think they are from
threats and to gauge whether or not policies map to industry best practices and compliance
laws. An organization’s level of risk is quantified by placing a value on the assets of the busi-
ness and analyzing what impact the exploitation of vulnerabilities can have to the business as
a whole. Auditors find risk and check to see whether the appropriate controls are in place to
mitigate exposure to that risk.

Auditing is not just about running a bunch of hacker tools in an attempt to break into the net-
work. There are many types of audits, and the scope of an audit defines what the auditor
inspects and how often. Many organizations require an annual audit of key systems by an out-
side firm (external audit), whereas others also mandate internal audits every six months or
before and after any major IT project. If you are subject to PCI compliance requirements, you
might need to have an audit preformed every quarter. The bottom line is if you aren’t auditing
today, you will be forced to through regulations or encouraged to by industry best practices.
It simply makes good business sense to measure the effectiveness of your security investment.

The ultimate benefit of auditing is to continuously improve the processes, procedures, and
controls put in place to secure valuable corporate assets. Businesses today have a responsibili-
ty to their customers to safe guard their confidential data. Numerous high-profile security fail-
ures have shattered that trust through carelessness while handling backup media and allowing
millions of credit cards and financial records to fall into the hands of individuals determined
to illegally profit at the expense of others. It takes only one major breach to appear in the
news for a company to experience significant loss of shareholder value and sometimes even
the total loss of the company itself. Having a policy and enforcing it are essential to protect-
ing your business. Auditing that policy plays a key role in making sure that the policy actually
accomplishes the goal of reducing risk and therefore protects key assets from loss. A large
percentage of security failures can be minimized or prevented with a strong risk-based audit-
ing program.

Goals

The goal of this book is not to be yet another hacker book devoted to the latest tools and
techniques for breaking into networks. Those skills are useful, but are not the primary focus
of a security audit. There have been many books devoted to that topic and they are typically
out of date by the time they come to press because of the speed in which technology
changes. This book is about measuring the deployment of Cisco security technologies to miti-
gate risk. Baseline technical testing is covered from a process standpoint, but the focus is not
on penetration testing.
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This book provides the reader with a practical guide to building an auditing and assessment
program that factors in regulatory and industry security requirements, with real examples of
how Cisco products can help address those needs. Recognizing that security is a system that
relies on strong policy is the key principle. The value of the book lies in its ability to show real
applications of Cisco security technology in the context of an auditing framework. Here are
the key benefits of the book:

■ Provides an overview of the auditing process and introduces important regulations
and industry best practices.

■ Demonstrates how to use commercial and open source tools to assist with the audit-
ing process and validate security policy assumptions.

■ Introduces IT governance frameworks such as Cobit, ITIL, and ISO 17799/27001
while providing guidance about how to leverage each with Cisco security products.

■ Shows the reader how to segment security architectures into domains that provide a
systems approach to auditing Cisco networks.

■ Supplies a detailed auditing checklist after each domain for the reader to utilize in an
auditing program.

■ Provides design guidance for meeting auditing requirements and shows how comple-
mentary security solutions greatly increase the overall security posture of a compa-
ny.

■ Guides the reader to build an auditing program that utilizes the techniques presented
in the book.

Who Should Read This Book?

This book is geared toward beginner to intermediate-level auditing and more specifically,
auditing as it pertains to Cisco networks. The content is useful to anyone who wants to build
a program to measure the effectiveness of Cisco security products. IT governance and audit-
ing have common roots with financial auditing, and in many cases, it is ultimately the respon-
sibility of the CFO in larger organizations. The language and procedures an IT auditor follows
are similar to how a CPA might examine the books to certify that a business is keeping its
records accurately and paying its taxes on time. Both disciplines keep there eyes open for
fraud and try to anticipate how a system of controls can be circumvented. Every aspect of
auditing, such as database auditing or web applications, is not covered as the focus of this
book is on auditing the network. Numerous other books are dedicated to application and
website auditing and would be better at providing a deeper understanding in those areas. If
you are an IT auditor, security consultant, InfoSec manager, or someone who wants to assess
his own network for good security deployment practices, then this book is for you.
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How This Book Is Organized

The organization of this book breaks the material up into two major parts. The first part cov-
ers the principles of auditing and strives to teach the language and key components of the
auditing process. This overview pulls together a number of techniques for identifying risk and
shows how we must think like auditors in our network designs and device configurations. It
also covers the major regulatory, industry compliance, and security framework initiatives. The
section ends with a description of common auditing tools and techniques that can be used to
assess and verify that the policy is enforced by technical controls.

The second part, consisting of Chapters 5 through 12, covers the major Cisco security solu-
tion domains, which break down Cisco security technologies into seven categories that enable
the auditor to examine network security as a system of integrated components rather than
individual products. Each chapter discusses the risks, threats, policies, procedures, and techni-
cal controls that can be deployed to defend each domain. Best practices on network security
design and configuration are covered, too. The reader is also supplied with a checklist that can
be used as a starting point or reference for auditing.

The following provides more detail on the contents of each chapter:

Part I, “Principles of Auditing”

Chapter 1, “Principles of Auditing”: This chapter defines security fundamentals including
policies, procedures, standards, and controls. The basics of risk management and the how,
what, and why audits are performed. In addition, the auditing process is outlined with a six-
step methodology that can be used in performing an audit.

Chapter 2, “Security and the Law”: This chapter is about IT security laws and regulatory
compliance with an overview of many of the major federal and state statutes governing IT
Security. SOX, HIPAA, and GLBA are covered in addition to the PCI standard.

Chapter 3, “Security Governance, Frameworks, and Standards”: Security governance frame-
works such a COSO, Cobit, and ITIL help businesses coordinate people, process, and technol-
ogy around security objectives. This chapter covers these frameworks, and also includes
where to find source material that can be useful in building standards, procedures, and guide-
lines for security technology deployment.

Chapter 4, “Auditing Tools and Techniques”: This chapter addresses the basics for evaluating
security controls through technical testing. A combination of open source, commercial, and
integrated Cisco testing tools are presented.

Part II, “Mapping Cisco Security Controls to Auditing Requirements”

Chapter 5, “Security Solutions Domains”: Security solution domains are introduced in this
chapter as a method for assessing network security as an interconnected system. This chapter
also discusses building checklists for security audits.

Chapter 6, “Policy and Compliance”: Policy and compliance is the first auditing domain and
is focused on assessing security policies. This chapter provides an overview of key security
policies that businesses should have and how they should be constructed.
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Chapter 7, “Infrastructure Security”: This chapter covers assessing baseline security features
and configuration that should be implemented on Cisco routers, switches, and wireless devices.

Chapter 8, “Perimeter Intrusion Prevention”: Assessing perimeter defenses is covered in this
chapter, with a focus on firewalls and intrusion prevention systems.

Chapter 9, “Access Control”: Access control technologies enable the enforcement of role-
based access requirements that follow the principle of least privilege. This chapter describes
how to assess identity-based networking solutions and network admission control.

Chapter 10, “Remote Access”: This chapter covers how to assess VPN technologies including
site-to-site and mobile-user VPNs. Best practices for deployment and testing methods are also
discussed.

Chapter 11, “Endpoint Protection”: Endpoint protection is about preventing and detecting
attacks targeted at users and their network devices. This chapter discusses methods that can
be used to assess policies, procedures, and controls to protect endpoints from web, email,
malware, and data loss.

Chapter 12, “Unified Communications”: This chapter addresses auditing Unified communica-
tions systems policies, procedures, and security controls used to maintain confidentiality and
defend against fraud.
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Chapter 4

Auditing Tools and Techniques

Assessing security controls involves more than simply scanning a firewall to see what
ports are open and then running off to a quiet room to generate a report. It is natural for
security engineers to gravitate toward technology and focus on technical security control
testing (otherwise known as penetration testing), because it is likely the “fun” part of
security for most engineers. Conducting a penetration test is like throwing down the
gauntlet to security professionals, and it gives them an opportunity to flex their hacker
skills. Testing security as a system, however, involves significantly more than launching
carefully crafted evil packets at the network to see what happens. This chapter discusses
software tools and techniques auditors can use to test network security controls.

It is important to note that this is not a chapter about hacking. You will not learn all of
the techniques and tools available today for breaking into networks. Do a search at your
favorite online bookseller for the terms hacking, hacker, or penetration testing and you
will find a slew of books devoted to the topics. Security testing as a process is covered,
but the focus is on gathering the evidence useful for an audit. Thoroughly assessing secu-
rity controls serves a vital part in determining whether or not a business is compliant with
its policies, procedures, and standards. Through security controls testing, you can deter-
mine whether the organization meets its goals for reducing risk and keeping evildoers out
of the network and away from critical systems.

Evaluating Security Controls

Security controls are the safeguards that a business uses to reduce risk and protect assets.
Policy determines what security controls are needed, and those controls are selected by
identifying a risk and choosing the appropriate countermeasure that reduces the impact
of an undesirable event (such as a customer database being stolen). The evaluation of
security controls in its simplest form validates whether or not the control adequately
addresses policy, best practice, and law. Testing security controls for effectiveness and
measuring them against standards are of the best ways to help an organization meet its
obligations to shareholders and regulatory responsibilities.
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As discussed in Chapter 1, “The Principles of Auditing,” the main security control types
are administrative, technical, and physical. Under each category, the specific controls that
can be implemented are preventative, detective, corrective, or recovery. These control
types work together, and in general, you must provide controls from each category to
effectively protect an asset. When testing controls, make sure that each functional cate-
gory is addressed and all controls are implemented in a way that doesn’t allow someone
easy circumvention. You can have the most advanced firewall in the world as a preventa-
tive control, but without monitoring its effectiveness through detective controls, such as
log reviews and IPS, you would never know for sure if it enforced policy. These missing
pieces are typically what hackers exploit to break into systems, and it’s the auditor’s job
to identify and report on weaknesses in the system.

When evaluating security effectiveness, you need to examine three primary facets for
every control. All security incidents, from break-ins to lost customer records, can usually
be traced back to a deficiency that can be attributed to people, process, or technology.
Testing these areas enables you to analyze security from a big picture perspective, gives
you a better understanding of how an organization performs today, and recommends
improvements for tomorrow. Following are the three facets to examine:

■ People are users, administrators, data owners, and managers of the organization with
varying levels of skills, attitudes, and agendas. If users are not following security poli-
cies, there might be a need for stronger administrative controls such as security
awareness training or penalties for noncompliance (this is the “up to and including get-
ting fired” clause that HR puts in the employee manual). An organization can also im-
plement a detective/corrective control to enforce policies such as having the latest an-
tivirus updates or operating system patches before the user is allowed on the network.
People also represent the organizational structure and policies that drive security.

■ Process represents how the organization delivers the service of IT. These are the pro-
cedures and standards that are put into place to protect assets. Processes must be up
to date, consistent, and follow best practices to be effective. Process is one of the
most important areas to test, because most attacks that result in significant loss have
a component in which process has failed. Take, for example user account creation
and decommission. Someone is hired, and a request is put into IT to create the
appropriate accounts the new hire. Who is allowed to send the request? Is it any hir-
ing manager or does it have to be one from Human Resources? How is the request
validated as legitimate? Without strong process and the appropriate controls in place
to prevent, detect, and correct, anyone can call and impersonate a hiring manager
and request an account be created. This is significantly easier (and quicker) than try-
ing to run a brute force, password-cracking tool against a server.

■ Technology represents the facilities, equipment, computer hardware, and software
that automate a business. Technology enables people to accomplish repetitive jobs
faster and with less error. Of course, technology also enables someone to do stupid
things just as efficiently (and faster). Misconfigurations and poorly implemented soft-
ware can take a mistake and multiply its impact exponentially. Imagine leaving the
door unlocked on a room that houses hardcopy files. Someone could potentially
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walk into the room and take files, but it would take a long time (not to mention ef-
fort) to hand carry those documents out to a car. Now, imagine misconfiguring a
server in the DMZ to allow for access from the Internet to a key database server.
Someone could download the entire database and not even leave a trace that they
were there. This is why it is so important for a business to standardize on best prac-
tices and configurations that are known to work. Best practices tend to anticipate
many of these scenarios.

Evaluating security controls requires the auditor to look at a system with the eyes of a
hacker and anticipate how things could be exploited to gain unauthorized access. Just
because something “shouldn’t” be exploitable, doesn’t mean that it isn’t. The only way to
know is to test the system and the individuals who are tasked with monitoring and main-
taining it should do the testing.

Auditing Security Practices

The first step for evaluating security controls is to examine the organization’s policies,
security governance structure, and security objectives because these three areas encom-
pass the business practices of security. Security controls are selected and implemented
because of security policies or security requirements mandated by law. Security is a serv-
ice provided by IT to the business, so measuring it as such enables you to see many of
the connections to the various functions of the business. As discussed in Chapter 3,
“Information Security Governance, Frameworks, and Standards,” there are standards,
laws, and benchmarks that you can use as your baseline to compare against. Normally,
you include content from multiple areas, as businesses may have more than one regula-
tion with which they must comply. It is easiest to start with the organization’s policies
and build your security auditing plan from there. Some criteria you can use to compare
the service of security against are:

■ Evaluation against the organization’s own security policy and security baselines

■ Regulatory/industry compliance—Health Insurance Portability and Accountability
Act (HIPAA), Sarbanes-Oxley Act (SOX), Grahmm-Leach-Bliley Act (GLBA), and
Payment Card Industry (PCI)

■ Evaluation against standards such as NIST 800 or ISO 27002

■ Governance frameworks such as COBIT or Coso

After you have identified the security audit criteria that the organization needs to com-
ply with, the next phase is to perform assessments to determine how well they achieve
their goals. A number of assessments are usually required to determine appropriate means
for referring back to the scope, which defines the boundaries of the audit. The following
are types of assessments that might be preformed to test security controls:

■ Risk assessments: This type of assessment examines potential threats to the organi-
zation by listing areas that could be sources of loss such as corporate espionage, serv-
ice outages, disasters, and data theft. Each is prioritized by severity, matched to the
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identified vulnerabilities, and used to determine whether the organization has ade-
quate controls to minimize the impact.

■ Policy assessment: This assessment reviews policy to determine whether the policy
meets best practices, is unambiguous, and accomplishes the business objectives of
the organization.

■ Social engineering: This involves penetration testing against people to identify
whether security awareness training, physical security, and facilities are properly
protected.

■ Security design review: The security design review is conducted to assess the
deployment of technology for compliance with policy and best practices. These
types of tests involve reviewing network architecture and design and monitoring and
alerting capabilities.

■ Security process review: The security process review identifies weaknesses in the
execution of security procedures and activities. All security activities should have
written processes that are communicated and consistently followed. The two most
common methods for assessing security processes are through interviews and
observation:

■ Interviews: Talking to the actual people responsible for maintaining security,
from users to systems administrators, provides a wealth of evidence about the
people aspect of security. How do they feel about corporate security methods?
Can they answer basic security policy questions? Do they feel that security is
effective? The kind of information gathered helps identify any weakness in
training and the organization’s commitment to adhering to policy.

■ Observation: Physical security can be tested by walking around the office and
observing how employees conduct themselves from a security perspective. Do
they walk away without locking their workstations or have sensitive documents
sitting on their desks? Do they leave the data center door propped open, or do
they not have a sign-out procedure for taking equipment out of the building? It
is amazing what a stroll through the cubicles of a company can reveal about the
security posture of an organization.

■ Document review: Checking the effectiveness and compliance of the policy, proce-
dure, and standards documents is one of the primary ways an auditor can gather evi-
dence. Checking logs, incident reports, and trouble tickets can also provide data
about how IT operates on a daily basis.

■ Technical review: This is where penetration testing and technical vulnerability testing
come into play. One of the most important services an auditor offers is to evaluate
the competence and effectiveness of the technologies relied upon to protect a corpo-
ration’s assets.

This section covered evaluation techniques for auditing security practices within an
organization. Many of the security practices used to protect a company are process- and
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policy-focused. They represent the primary drivers for technology purchases and deploy-
ment. Technology can automate many of these processes and policies and needs a differ-
ent approach to testing effectiveness. The remainder of this chapter covers tools that can
be used to test security technologies.

Testing Security Technology

There are many terms used to describe the technical review of security controls. Ethical
hacking, penetration test, and security testing are often used interchangeably to describe
a process that attempts to validate security configuration and vulnerabilities by exploit-
ing them in a controlled manner to gain access to computer systems and networks. There
are various ways that security testing can be conducted, and the choice of methods used
ultimately comes down to the degree to which the test examines security as a system.
There are generally two distinct levels of security testing commonly performed today:

■ Vulnerability assessment: This technical assessment is intended to identify as many
potential weaknesses in a host, application, or entire network as possible based on the
scope of the engagement. Configurations, policies, and best practices are all used to
identify potential weaknesses in the deployment or design of the entity being tested.
These types of assessments are notorious for finding an enormous amount of poten-
tial problems that require a security expert to prioritize and validate real issues that
need to be addressed. Running vulnerability scanning software can result in hundreds
of pages of items being flagged as vulnerable when in reality they are not exploitable.

■ Penetration test: The penetration test is intended to assess the prevention, detection,
and correction controls of a network by attempting to exploit vulnerabilities and gain
control of systems and services. Penetration testers (also known as pentesters) scan
for vulnerabilities as part of the process just like a vulnerability assessment, but the
primary difference between the two is that a pentester also attempts to exploit those
vulnerabilities as a method of validating that there is an exploitable weakness.
Successfully taking over a system does not show all possible vectors of entry into the
network, but can identify where key controls fail. If someone is able to exploit a de-
vice without triggering any alarms, then detective controls need to be strengthened
so that the organization can better monitor for anomalies.

Security control testing is an art form in addition to a technical security discipline. It
takes a certain type of individual and mindset to figure out new vulnerabilities and
exploits. Penetration testers usually fit this mold, and they must constantly research new
attack techniques and tools. Auditors, on the other hand, might not test to that degree
and will more than likely work with a penetration tester or team if a significant level of
detailed knowledge in required for the audit. When performing these types of engage-
ments, four classes of penetration tests can be conducted and are differentiated by how
much prior knowledge the penetration tester has about the system. The four types are:

■ Whitebox: Whitebox testing is where the tester has complete information about the
design, configuration, addressing, and even source code of the systems under test.
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This type of test is generally used to simulate a worst-possible scenario of an attacker
who has intimate knowledge of the network and systems.

■ Blackbox: Blackbox testing is the classical penetration test in which the tester simu-
lates an external hacker and is given no information about the subject under test,
other than what he can glean from the testing methods. The concept of this type of
test is to identify weaknesses that can be exploited based on publicly available
information.

■ Graybox: This is a test that falls in the middle of the other two types in that some
information is disclosed to the tester to “get him started.” Intended to simulate the
insider threat, the penetration tester might be provided network diagrams, IP
addressing, and user-level access to systems.

■ Red Team/Blue Team assessment: The terms Red and Blue Team come from the mili-
tary where combat teams are tested to determine operational readiness. In the com-
puter world, a Red and Blue Team assessment is like a war game, where the organiza-
tion being tested is put to the test in as real a scenario as possible. Red Team
assessments are intended to show all of the various methods an attacker can use to
gain entry. It is the most comprehensive of all security tests. This assessment method
tests policy and procedures, detection, incident handling, physical security, security
awareness, and other areas that can be exploited. Every vector of attack is fair game in
this type of assessment.

Auditors should have a base knowledge of testing tools and techniques. Using testing
frameworks is a useful way to develop a technical testing planning. The next section
introduces a couple of well known testing frameworks.

Security Testing Frameworks

There are numerous security testing methodologies being used today by security audi-
tors for technical control assessment. Four of the most common are as follows:

■ Open Source Security Testing Methodology Manual (OSSTMM)

■ Information Systems Security Assessment Framework (ISSAF)

■ NIST 800-115

■ Open Web Application Security Project (OWASP)

All of these frameworks provide a detailed, process-oriented manner in which to conduct
a security test, and each has its particular strengths and weaknesses. Most auditors and
penetration testers use these frameworks as a starting point to create their own testing
process, and they find a lot of value in referencing them.



Chapter 4: Auditing Tools and Techniques 93

OSSTMM

OSSTMM was developed under the Creative Commons License as a free methodology to
conduct security testing in a thorough and repeatable manner. The current released ver-
sion 2.2 of the manual highlights the systems approach to security testing by dividing
assessment areas into six interconnected modules:

■ Information Security: Competitive intelligence, data leakage, and privacy review

■ Process Security: Access granting processes and social engineering testing

■ Internet Technologies Security: Network mapping, port scanning, service and oper-
ating system (OS) identification, vulnerability scanning, Internet app testing,
router/firewall testing, IDS testing, malicious code detection, password cracking,
denial of service, and policy review

■ Communications Security: Private branch exchange (PBX)/phone fraud, voicemail,
fax, and modem

■ Wireless Security: 802.11, Bluetooth, handheld scanning, surveillance, radio fre-
quency identification (RFID), and infrared

■ Physical Security: Perimeter, monitoring, access control, alarm systems, and environ-
ment

The OSSTMM has a strong following in the community and provides a good reference
for what areas need to be examined and what types of results to expect. It is not a “click
here, do that” type of document; rather, it requires a level of knowledge of various tools
and techniques to accomplish the goals of the tests. Version 3.0 of the OSSTMM is a sig-
nificant update that is still a work in progress. As of this writing, it is in beta with no
timeline announced for release. Becoming a member of the project will provide access to
the current beta draft and other documents such as templates and spreadsheets that can
be used in conducting an audit with this methodology.

ISSAF

The ISSAF is one of the largest free-assessment methodologies available. Weighing in at
1200 pages, it provides a level of detail that is staggering. The authors believe that is it bet-
ter to provide all of the information possible that an auditor might need than to limit it to
high-level objectives. Each control test has detailed instruction for operating testing tools
and what results to look for. It is split into two primary documents. One is focused on the
business aspect of security, and the other is designed as a penetration test framework. The
framework has not been updated in sometime (file date is 2006), but it is still useful as
source material for controls testing and as a full-assessment methodology. The level of
detailed explanation of services, security tools to use, and potential exploits is high and
can help an experienced security auditor and someone getting started in auditing.
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NIST 800-115

The NIST 800-115, Technical Guide to Information Security Testing, provides guidance
and a methodology for reviewing security that is required for the U.S. government’s vari-
ous departments to follow. Like all NIST-created documents, 800-115 is free for use in
the private sector. It includes templates, techniques, and tools that can be used for assess-
ing many types of systems and scenarios. It is not as detailed as the ISSAF or OSSTMM,
but it does provide a repeatable process for the conduction of security reviews. The doc-
ument includes guidance on the following:

■ Security testing policies

■ Management’s role in security testing

■ Testing methods

■ Security review techniques

■ Identification and analysis of systems

■ Scanning and vulnerability assessments

■ Vulnerability validation (pentesting)

■ Information security test planning

■ Security test execution

■ Post-test activities

OWASAP

The OWASP testing guide was created to assist web developers and security practitioners
to better secure web applications. A proliferation of poorly written and executed web
applications has resulted in numerous, easily exploitable vulnerabilities that put the
Internet community at risk to malware, identity theft, and other attacks. As a nonprofit
organization, OWASP has created a number of tools, guides, and testing methodologies
that are free for anyone to use. The OWASP testing guide has become the standard for
web application testing. Version 3 was released in December of 2008 and has helped
increase the awareness of security issues in web applications through testing and better
coding practices.

The OWASP testing methodology is split as follows:

■ Information gathering

■ Configuration management

■ Authentication testing

■ Session management

■ Authorization testing



Chapter 4: Auditing Tools and Techniques 95

■ Business logic testing

■ Data validation testing

■ Denial of service testing

■ Denial of service testing

■ Web services testing

■ AJAX testing

Each test provides a summary of the issues, tools that can be used to assess the service,
and examples of expected results. The information and examples given are thorough, and
reference materials on the tools used or issues discussed are included at the end of each
of the individual tests. The OWASP project also has a subproject called WEBGOAT that
enables you to load a vulnerable website in a controlled environment to test these tech-
niques against a live system.

Whatever your approach is to testing security controls, you must ensure that it is consis-
tent, repeatable, and based on best practices. Your audits will be more thorough and you
will be less likely to miss major issues that might slip by if you are “winging” your tests.
Leverage the great resources that are available free from the security community and feel
free to contribute your own ideas, so that everyone can benefit.

Security Auditing Tools

One thing is certain about security auditing tools: The power and sophistication of tools
that auditors have at their disposal increase exponentially every year. Not only are the
authors of these tools truly brilliant individuals (and some scary ones, too), they have
also helped the security community significantly through the automation of advanced
testing techniques.

If you attend Blackhat, DefCon, or other security conferences, you can see the latest and
greatest additions to this growing list of powerful applications. Fyodor, the author of
NMAP, has conducted a yearly survey of the members of his mailing list (over 4,000
high-energy security professionals) to rank the top 100 security tools. This list includes a
number of the tools discussed in this section. There are many books written from the
security tool perspective, with indepth discussions of the various uses, switches, and
techniques to implement these programs. Consider this an introduction to the uses of
these tools, and auditors are encouraged to read Security Power Tools from O’Reilly
Press for a fantastic discussion of security tools and their many configuration options.
There are also a number of free whitepapers and guides on the Internet. The following
sections discuss a few commercial and open source assessment tools that can be used to
effectively audit Cisco networks.
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Service Mapping Tools

Service mapping tools are used to identify systems, remote services, and open ports.
These types of tools can be used to test a firewall rule base or response given different
real or crafted IP packets.

Nmap

Nmap is the network and service scanning tool of choice for most security professionals.
It is a free, open source application available on all UNIX and Windows operating sys-
tems. The tool is command-line based, but there are a number of graphical frontends for
those who want a point-and-click experience.

Nmap can be used to scan for service ports, perform operating system detection, and
ping sweeps. Nmap uses an “operating systems normal” response to a valid connection
request or “tear down” response to determine whether a port is open (listening and
responding) or if it is not enabled. A typical TCP connection follows a three-way hand-
shake to set up communications.

Step 1. Computer A sends a Syn packet to computer B to initiate communication-Syn.

Step 2. Computer B replies to computer A with an acknowledgement packet-Ack.

Step 3. Computer A sends a Syn acknowledgement packet to computer B to start the
session-Syn Ack.

Step 4. A connection is established and data communications can begin.

Auditors can use Nmap to get a quick idea of what hosts and services are available on a
network. It can be used to scan a single subnet or much larger networks. Nmap performs
a ping sweep to identify hosts that are active on the network and then proceed to identify
what services respond. You can also check the configuration of firewalls and access poli-
cies for critical systems.

Before using Nmap on UNIX type systems (LINUX, BSD, and Mac OS X), you need to
obtain root privileges via SUDO to use any features that cause Nmap to create custom
packets. Nmap can be run without administrative privileges, but some of the advanced
scanning techniques such as SYN scanning and anything that needs to access the raw IP
stack will fail.

If you execute Nmap with its default settings, and assuming you have root privileges,
Nmap performs a SYN scan:

nmap 192.168.1.3

Nmap sends a SYN to all of the ports listed in its services file (over 1,000 ports) and looks
for a SYN/ACK response. If it gets a response, it assumes that the port is open and imme-
diately sends a RST (reset) to close the connection and then move on to the next port to
be tested. If there is no response, Nmap assumes that the port is closed. The SYN scan-
ning process is simple and is why Nmap can scan a host so quickly.

Starting Nmap 5.21 ( http://insecure.org )



Chapter 4: Auditing Tools and Techniques 97

Interesting ports on 172.16.1.3:

Not shown: 1707 closed ports

PORT     STATE SERVICE

135/tcp  open  msrpc

139/tcp  open  netbios-ssn

445/tcp  open  microsoft-ds

3389/tcp open  ms-term-serv

MAC Address: 00:1A:92:0A:62:B1 (Asustek Computer)

Nmap done: 1 IP address (1 host up) scanned in 2.226 seconds

Scanning for UDP ports is handled differently. Because UDP doesn’t have a handshake
process like TCP, the UDP packet must be crafted in a manner that causes the operating
system to respond back. If you send a UDP packet to a closed port on a server, the
TCP/IP stack is supposed to send an ICMP port unreachable message back. If a host does
not send this response, it is assumed that the port is open. Obviously, a firewall can
wreak havoc with a UDP scan, so it is a major limitation of searching for open UDP ports
with tools like Nmap.

sudo nmap –sU 172.16.1.3

Starting Nmap 5.21 ( http://insecure.org )

Interesting ports on 172.16.1.3:

Not shown: 1481 closed ports

PORT     STATE         SERVICE

123/udp  open|filtered ntp

137/udp  open|filtered netbios-ns

138/udp  open|filtered netbios-dgm

500/udp  open|filtered isakmp

1434/udp open|filtered ms-sql-m

1900/udp open|filtered UPnP

4500/udp open|filtered sae-urn

MAC Address: 00:1A:92:0A:62:B1 (Asustek Computer)

Nmap done: 1 IP address (1 host up) scanned in 62.419 seconds

Utilizing the OS detection and versioning features of Nmap is also useful for identifying
the type of OS and versions of services that run on a remote system. Nmap enables you
to perform versioning (-sV) and OS detections (-O) separately or together as a combined
command (-A):

nmap –A 127.0.0.1

Starting Nmap 5.21 ( http://insecure.org )

Interesting ports on 172.16.1.253:

Not shown: 1707 closed ports

PORT    STATE SERVICE VERSION

22/tcp  open  ssh     Cisco SSH 1.25 (protocol 1.99)

23/tcp  open  telnet  Cisco router
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80/tcp  open  http    Cisco IOS administrative httpd

443/tcp open  https?

MAC Address: 00:19:E8:3C:EE:40 (Cisco Systems)

Device type: switch

Running: Cisco IOS 12.X

OS details: Cisco Catalyst C2950 or 3750G switch (IOS 12.1 - 12.2)

Network Distance: 1 hop

Service Info: OS: IOS; Device: router

Nmap done: 1 IP address (1 host up) scanned in 18.877 seconds

Nmap provides several ways to mask your identity when scanning. One of the more pop-
ular mechanisms is through an idle scan. This is a clever technique that utilizes unique
identifiers for every IP communication stream (IPIDS). Some operating systems simply
increment the IPID every time a new connection is made. If you can find a host that is
not being used, you can use it to bounce scans off of and make the remote system think
the scan is coming from the idle host. To pull this off, you have to first find a host with
incremental IPIDs.

nmap –sT –O –v 172.16.1.3

Starting Nmap 5.21 ( http://insecure.org )

Initiating ARP Ping Scan at 17:28

Scanning 172.16.1.3 [1 port]

Completed ARP Ping Scan at 17:28, 0.01s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 17:28

Completed Parallel DNS resolution of 1 host. at 17:28, 0.05s elapsed

Initiating Connect Scan at 17:28

Scanning 172.16.1.3 [1711 ports]

Discovered open port 3389/tcp on 172.16.1.3

Discovered open port 135/tcp on 172.16.1.3

Discovered open port 139/tcp on 172.16.1.3

Discovered open port 445/tcp on 172.16.1.3

Completed Connect Scan at 17:28, 1.62s elapsed (1711 total ports)

Initiating OS detection (try #1) against 172.16.1.3

Host 172.16.1.3 appears to be up ... good.

Interesting ports on 172.16.1.3:

Not shown: 1707 closed ports

PORT     STATE SERVICE

135/tcp  open  msrpc

139/tcp  open  netbios-ssn

445/tcp  open  microsoft-ds

3389/tcp open  ms-term-serv

MAC Address: 00:1A:92:0A:62:B1 (Asustek Computer)

Device type: general purpose

Running: Microsoft Windows Vista

OS details: Microsoft Windows Vista
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Uptime: 0.926 days (since Fri Jan  4 19:15:18 2008)

Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=260 (Good luck!)

IP ID Sequence Generation: Incremental

Read data files from: /opt/local/share/Nmap

OS detection performed. Please report any incorrect results at
http://insecure.org/Nmap/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 2.802 seconds

Raw packets sent: 17 (1460B) | Rcvd: 17 (1408B)

Now that you have found a host that can be used for stealth scanning, you simply need
to use one of the TCP services to bounce off of. In this example, port 445 (Microsoft
directory services) is used. It is important to disable the initial ping that Nmap sends by
default (-P0) to see whether a host is up before scanning to prevent any packets from your
computer being sent to the destination system you are trying to scan.

nmap -P0 -sI 172.16.1.3:445  172.16.1.253

Starting Nmap 5.21 ( http://insecure.org )

Idle scan using zombie 172.16.1.3 (172.16.1.3:445); Class: Incremental

Interesting ports on 172.16.1.253:

Not shown: 1707 closed|filtered ports

PORT    STATE SERVICE

22/tcp  open  ssh

23/tcp  open  telnet

80/tcp  open  http

443/tcp open  https

MAC Address: 00:19:E8:3C:EE:40 (Cisco Systems)

Nmap done: 1 IP address (1 host up) scanned in 17.770 seconds

Going through the hundreds of ways an auditor can use Nmap is beyond the scope of
this book. Suffice it to say, you should read the manual pages of Nmap carefully if you
intend to fully exploit its capabilities. There is an excellent Nmap tutorial that can be read
for free at http://nmap.org/bennieston-tutorial/. For a more thorough Nmap exploration,
read NMAP Network Scanning, written by the tools creator Gordon “Fyodor” Lyon.
Some examples of useful Nmap commands for auditors are included in Table 4-1.

Table 4-1 Useful Nmap Commands

Nmap Command

Example

Description

nmap –sP
192.168.1.0/24

Ping the entire 192.168.1.0 subnet to see which hosts respond.

nmap –P0
192.168.1.5-11

Scan IP hosts at .5–11. Assume hosts are available for scanning, don’t
ping to check and perform a SYN scan. (By default, Nmap doesn’t scan
a host if it doesn’t receive a ping response.)

continues

http://nmap.org/bennieston-tutorial/
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Note—Hping2 is the version used in this book, but it is also worth checking out
Hping3, which is written in TCL for integrated scripting support and sports an
interactive command-line interface. Hping3 is command-compatible with Hping2.

Some of the uses of Hping are:

■ Port scanning: Hping provides basic port-scanning capabilities including an incre-
mental option (++ before the port number) that enables an auditor to scan a range of
ports with custom packets and TCP options. This tool doesn’t replace Nmap, but pro-
vides a high level of control about exactly what packets get sent on the wire.

■ Network protocol testing: Hping can create practically any packet you want to man-
ufacture to test how a system responds to malformed communications.

■ Access control and firewall testing: Hping can be used to test firewall and IDS rules
to ensure they work as expected. Hping can accept input from a text file to create
payload data that can be packaged and sent to a remote system (like exploit code).
This feature can be used to verify IPS signatures and monitoring systems.

The following example shows Hping scanning ports from 134 to 140. Notice the SA flags
in the response denoting a SYN ACK response on the live ports, and RA flags or Reset
Ack on closed ports:

hping2 172.16.1.3 –S -p ++134

HPING 172.16.1.3 (en1 172.16.1.3): S set, 40 headers + 0 data bytes

Table 4-1 Useful Nmap Commands (continued)

Nmap Command

Example

Description

nmap –A
192.168.1.4

Scan host and attempt identification of services running on ports and
the OS.

nmap –O 172.16.2.3 Scan host and attempt to identify what OS it runs.

nmap –p22,23,25
10.10.1.1

Scan a host to see whether ports 22, 23, and 25 are available.

nmap –sT –A –v
192.12.1.24

Scan a host with full a TCP connect and perform OS and service ver-
sion detection with verbose reporting.

Hping

Hping is a tool that expands on basic ping functionality by providing the capability to
create custom IP packets for the auditing and testing of security controls. Hping enables
the sending of arbitrary packets, the manipulation of IP options and fields, and basic
port-scanning capabilities. Not only does Hping send packets, but it also enables the
auditor to set up a listening mode that displays any packets that return matching a certain
pattern. This can be useful when testing security controls such as firewalls or intrusion
detection system (IDS) and intrusion prevention system (IPS).
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len=46 ip=172.16.1.3 ttl=128 DF id=4802 sport=134 flags=RA seq=0 win=0 rtt=0.6 ms

len=46 ip=172.16.1.3 ttl=128 DF id=4803 sport=135 flags=SA seq=1 win=8192 rtt=0.8 ms

len=46 ip=172.16.1.3 ttl=128 DF id=4804 sport=136 flags=RA seq=2 win=0 rtt=0.8 ms

len=46 ip=172.16.1.3 ttl=128 DF id=4805 sport=137 flags=RA seq=3 win=0 rtt=0.9 ms

len=46 ip=172.16.1.3 ttl=128 DF id=4806 sport=138 flags=RA seq=4 win=0 rtt=0.8 ms

len=46 ip=172.16.1.3 ttl=128 DF id=4807 sport=139 flags=SA seq=5 win=8192
rtt=0.8 ms

len=46 ip=172.16.1.3 ttl=128 DF id=4808 sport=140 flags=RA seq=6 win=0 rtt=0.8 ms

....Truncated for brevity

Some useful Hping commands are included in Table 4-2.

Table 4-2 Useful Hping2 Commands

hping2 Command

Example

Description

hping2 172.16.1.4 –p
80

Sends a TCP Null packet to port 80 on host 172.16.1.4. Most systems
respond with a Reset/Ack flag if they are up and not firewalled.

hping2 192.168.1.4
–p 80 –S

Sends a SYN connect packet to host 192.168.1.4 at port 80. If the port
is open, you will see a SYN/ACK response.

hping2 172.16.1.10
–S –p ++22

Sends a SYN connect packet to host 172.16.1.10 port 22 and incre-
ments the port number by 1 after each packet sent. Open ports
respond with SA flags and closed ports respond with RA flags. It is
useful for mapping ports sequentially.

Vulnerability Assessment Tools

There are many vulnerability assessment tools available today, from commercial applica-
tions to well-known open source tools. A vulnerability scanner’s purpose is to map
known vulnerabilities in products and present a report of potential vulnerabilities. This
type of tool is great for automating the assessment of multiple hosts and usually provides
nice severity categorization and output for reports. Obviously, you need to be careful
when performing vulnerability tests on business systems because some of the assessment
mechanisms these tools use to find vulnerabilities can crash services or cause an outage.
Auditors should have a plan in place for restoring service in the event of a problem and
perform testing outside of peak utilization times. Taking down the accounting server in
the middle of processing payroll will not win you any friends and could be a career-limit-
ing move. The following sections discuss vulnerability assessment tools that are good
examples of the types of applications auditors can use to find control weaknesses.

Nessus

Nessus is a popular vulnerability scanner that looks for known vulnerabilities in operating
systems, networking gear, and applications. Currently at version 4, Nesus has expanded
its functionality significantly since it was introduced as an open source project more than
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10 years ago. With the release of Version 4, Nessus has become a closed source product
owned by Tennable Network Security. While the scanner is still free for home use to scan
your personal devices, if you use it in any other capacity outside of the home, a profes-
sional feed license is required. The professional feed provides access to the latest updates
and advanced features such as compliance checks (PCI NIST or CIS), SCAP protocol sup-
port, the ability to load it as virtual appliance, and product support from Tenable. The
yearly professional license fee for Nessus is around $1,200.

Nessus is only as good as its latest vulnerability database update so it is imperative that
you keep it up to date. If your organization conducts vulnerability assessments on a regu-
lar basis, opting for the commercial plugin feed adds support and access to the latest
updates (often many times a day). The free plugin feed lags the commercial by seven days
and does not include the auditing plugins that can be used to look for policy violations
and specific types of data that don’t belong on an end users’ systems (such as credit card
information).

Nessus is available for Windows, Linux, and Mac OS X. The only differences between
the versions are cosmetic for the most part, but network-scanning performance is better
on Linux-based systems. A well-written installation guide and videos are available on
Tennable’s website. These walk you through the process for getting Nessus up and run-
ning on your operating system.

Scanning a system with Nessus is straightforward and doesn’t require a whole lot of
effort to do. The first thing to do after logging in to the web interface for Nessus is con-
figure the policies you will use to assess the network. This section is where you configure
scanning preferences and the plugins that you assess the network against. Plugins are at
the heart of the Nessus engine and provide the assessment intelligence used to find vul-
nerabilities and compliance violations. Thousands of plugins can be used during a scan,
but it is recommended you enable only plugins for the devices you are assessing to great-
ly speed up the process. If you scan routers and switches, it doesn’t make sense to turn
on nonapplicable plugins like AIX security checks (unless you truly like watching the
digital equivalent of paint drying).

Optionally, you can input login credentials and SNMP strings for databases and windows
domain credentials to get a more thorough scan of operating system files and networking
equipment settings. Figure 4-1 shows the plugin selection process used to configure
scanning policies.

After scanning policies have been configured, select the device IP addresses that will be
assessed. To start a scan, simply provide target addresses to scan, and then the scan poli-
cy that you want to use. You can select individual IPs, entire subnets, or you can import a
text file with all of the addresses for the entire organization. After your targets are select-
ed, select launch scan and Nessus will start its vulnerability analysis. Figure 4-2 shows the
scan selection and launch process.

After the scan has been launched, Nessus performs all of the hard work gathering vulner-
ability information in the background. Depending on the complexity and depth of your
scan, it can take a few minutes or a number of hours. After Nessus has finished, you will
have a nice list of items it discovered that you can browse by severity level. Nessus ranks
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Figure 4-1 Selecting Plugins in Nessus

Figure 4-2 Starting a Scan with Nessus
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Detailed explanations of each vulnerability can be seen by clicking on the vulnerability
and reviewing the informative description provided. There are also recommended solu-
tions to address the problem and links to technical documents that analyze the vulnerabil-
ity to a greater degree. Common Vulnerability Scoring System (CVSS) ranking is also
applied to each vulnerability as a standard way to categorize the vulnerability. The com-
plete report can be downloaded in a wide range of formats to incorporate the vulnerabili-
ty information into an auditor’s report. Figure 4-4 shows the detailed view of a medium-
ranked vulnerability identified during scanning.

While basic Nessus scans are relatively simple, there are numerous advanced configura-
tion options that serious auditors must become familiar with to get the most value out of
their vulnerability scans. Auditors should not just launch Nessus against the entire organi-
zation’s address range without a plan and expect to get anything of significant value.
These types of shotgun approaches can cause a lot of trouble, especially because some
of the plugins are potentially disruptive to servers and networking gear. There’s nothing
like taking down the company database or WAN links to win friends and influence man-
agement’s opinion of your value to the organization.

Figure 4-3 Nessus Scan Vulnerability Ranking

vulnerabilities by severity using a high, medium, and low scale. Low severity is most
commonly found and usually represents difficult-to-exploit weaknesses, information dis-
closure, or other potential security issues to be aware of that are not cause for alarm.
Medium and high levels are the ones to be most concerned with and represent major vul-
nerabilities with known exploits that should be patched immediately. Figure 4-3 shows a
Nessus scan summary with severity ranking of vulnerabilities found.
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For more information on using Nessus, the book Nessus Security Auditing, written by
Mark Carey, is a great reference that can help an auditor learn the nuances of using
Nessus. Check out the video demos on Tennable’s website to see the product in action:
http://www.tenablesecurity.com/demos/index.php?view=demo_videos.

RedSeal SRM

RedSeal Security Risk Manager (SRM) is a commercial risk management and threat iden-
tification application that eases the burden of analyzing a network to find vulnerabilities
in configurations and visualizes the severity of what could happen if network security
controls are compromised. The power of this application is that it enables an auditor to
identify, prioritize, and report on the risk an organization faces at every point in the net-
work. SRM builds a model of the network by importing configurations from network
devices, vulnerability data from scanners, and the applications that are present. It per-
forms Network Configuration Checks (NCC) that compare device configurations against
standards and that identify vulnerabilities leveraging the National Vulnerability Database
hosted by NIST. The NCCs ferret out any misconfiguration in access lists and identify
unneeded services and potential policy violations. SRM also analyzes network configura-
tions for compliance with corporate policy and PCI standards. These checks are continu-
ously updated in the form of RedSeal’s Threat Reference Library (TRL) files, which are
imported into the application.

Figure 4-4 Detailed Vulnerability Analysis

http://www.tenablesecurity.com/demos/index.php?view=demo_videos
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Figure 4-5 SRM Home Tab

SRM comes in two flavors: an appliance version that you can install in a network and use
as a dedicated risk analysis tool or a software-only install that can be loaded on a
Windows laptop, desktop, or server that meets the minimum hardware requirements. The
architecture of both versions is client-server, where interaction with the application
requires loading a Java-based client.

After it is installed, SRM needs to be fed data about your network. You can either import
the configuration files from your devices and vulnerability scan information directly to
the application, or you can configure it to poll your devices and retrieve configuration
data on a periodic basis. The ability to import the data “offline” without having to inter-
act with the remote devices directly is a benefit for auditors and organizations that don’t
want to install the product and leave it running all of the time or would prefer a portable
risk-management solution.

After you have imported your configuration files and vulnerability assessment informa-
tion, you can begin modeling your networks security posture. Launching the client
brings up the SRM dashboard shown in Figure 4-5, which gives the user a quick glance at
the current risks identified through a simple graphical representation that shows best
practice violations, warning, and a pass/fail assessment of network policy.
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The Maps and views tab enables an auditor to examine the network topology for access
vulnerabilities by simply clicking on any one of the network devices represented on the
map. The detail viewer at the bottom of the screen shows where packets generated from
computers behind the device selected would be able to reach on the network. When an
auditor assesses policy compliance, this one feature can reduce the amount of work the
auditor has to do to assess access lists and other security controls in the network. This
network path exploration function can easily show what types of traffic are allowed
between segments and what threats different areas of the network pose to critical services.
Figure 4-6 shows what parts of the network are accessible by Internet users and the
protocols that are allowed through.

The Zones and Policy tab gives the auditor a compliance view of the network that assess-
es topology against corporate policy and regulatory requirements. The SRM has built-in
rules for PCI DSS standards and the capability to add custom business policies that can
be used for analysis of the network. Figure 4-7 shows the Zones and Policy tab and a PCI
compliance assessment.

SRM can also automatically generate a PCI compliance report that can be used for ensur-
ing that the appropriate controls are in place to meet the PCI DSS standard. Figure 4-8
shows a sample PCI report.

Configuration comparison of network devices against NIST security best practices is
accomplished from the Best Practices tab. This is a quick way to identify misconfigured
devices that represent poor security implementation. Figure 4-9 shows best practice con-
figuration compliance failures found by SRM.

Figure 4-6 SRM Maps & Views
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Figure 4-7 SRM Zones and Policies

Figure 4-8 SRM PCI Report

Selecting the Risk tab takes you to the risk map, as shown in Figure 4-10, which shows
risk in a graphical display by protocol, host, vulnerability, and mitigation priority. You can
also export the data from this screen to a jpeg or as a text file for inclusion in a report.
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Figure 4-9 SRM Best Practices Tab

Figure 4-10 SRM Risk Tab

The last tab is the Reporting tab. It houses the various built-in reports that SRM provides.
The reports can be run on the fly and saved to PDF for archiving. Figure 4-11 shows a
consolidated security posture report that provides an overview of key findings. Running
historical reports can also be helpful to show how risk is reduced over time as identified
risks are mitigated. Many organizations use this information as a performance indicator
for the success of their security programs.
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Figure 4-11 SRM Reporting Tab

RedSeal Security Risk Manager is a useful tool for visualizing and reporting on risk.
Auditors can use it to aide in identifying whether a network is configured according to
best practices, but also as a means to interpret business risk by assigning asset values and
automatically quantifying the risk. Most auditors use a number of discrete tools that pull
portions of this data, but having the ability to identify potential vulnerabilities and then
extrapolate downstream attack potential is a compelling aspect of this product. For
example, you may wonder whether a web server can be compromised and how much
access the current configuration affords that web server to the internal network. Simply
click on the Threats To tab and see visually what could potentially happen. Threat model-
ing is a powerful way to increase the security posture of the network.

Some of the other uses for SRM are:

■ Prioritizing what host or devices to remediate first based on the overall risk and
downstream threat to the organization

■ Modeling a potential perimeter breach to determine what types of compensating
technologies or controls need to be in place to reduce the risk of leapfrogging from
one system to another

■ As a measuring tool for management to correlate the changes in risk over time and as
systems are remediated

■ As new vulnerabilities are identified in applications, quickly modeling the impact of
those vulnerabilities to the network as a whole
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■ As new services or business-to-business connections are brought online, modeling
the risk to connected systems

■ The ability to conduct a best-practices audit per device with the click of a button

Packet Capture Tools

Validation and testing of security controls are the most important aspects of conducting
an audit. Auditors shouldn’t just assume a firewall or IPS will enforce policy; they must
test it and gather evidence abour how well those controls do their jobs. Packet capture
tools are familiar to anyone who has had to troubleshoot a challenging network redesign
or configuration. Packet capture tools are also extremely valuable when testing firewall
rules, IPS signatures, and practically any other scenario where you need to see exactly
what is going across the wire. Tcpdump and Wireshark are two free tools that should be
in every auditor’s repertoire.

Tcpdump

Tcpdump is a free packet capture program that operates as a simple command-line based
“sniffer”. It has been compiled for practically every operating system and leverages the
UNIX Libpcap library (Winpcap on Windows) to copy traffic from the wire and display
it on the screen or save it to a file. This simple packet sniffer provides a detailed view into
the actual bits and bytes flowing on a network. Tcpdump is a simple application that
doesn’t have a graphical interface that abstracts the details of the packet capture process
to automatically detect problems. It is left to the auditor to use his knowledge and experi-
ence to identify anomalies or issues. That doesn’t mean that Tcpdump doesn’t decode
traffic; it just doesn’t perform higher-level interpretation like Wireshark.

The other benefit of Tcpdump is that it can be used to grab the raw communications off
of the wire in a format that a slew of other analysis tools can use. Tcpdump data files can
be used as input into Snort, PDF, Wireshark, and may other packet-analysis applications.
Tcpdump’s capability to load on virtually any computing platform provides a portability
that makes it the de facto standard for security testing.

Tcpdump is an easy tool to get started using. Simply open a command prompt, type in
the command Tcpdump, and it happily starts displaying all of the packets seen by the
first interface it finds on the machine. To be more specific about the interface you use
(wireless or wired), you can type:

tcpdump -D

1.en0

2.fw0

3.en1

4.lo0
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Tcpdump lists the interfaces available on your computer so that you can then select by
number which one you want to use. This is especially useful on the Windows version
(Windump) because Windows stores device information in the registry and assigns a
cryptic address to your interfaces. After you have the appropriate interface, in this case
Ethernet0 (en0), you can begin capturing traffic by issuing the command tcpdump –i 1
(or tcpdump –I en0):

tcpdump -i 1

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listing on en0, link-type EN10MB (Ethernet), capture size 68 bytes

17:16:15.684181 arp who-has dhcp-10-90-9-126.cisco.com tell dhcp-10-90-9-
126.cisco.com

17:16:15.746744 00:1a:a1:a7:8c:d9 (oui Unknown) > 01:00:0c:cc:cc:cd (oui Unknown)

SNAP Unnumbered, ui, Flags [Command], length 50

Using the default capture parameters, Tcpdump captures only the first 68 bytes of any
packet it sees and will not decode any packets. This mode is useful for a cursory glance
of traffic data, but doesn’t provide the level of detail necessary for testing security. To
increase the amount of data captured, you can modify the snaplen (snapshot length) with
the –s option. For any Ethernet segment, the max length is typically 1514, so issuing the
command tcpdump –s 1514 copies every bit of data your interface receives.

Not all data is interesting or necessary to see when testing devices. Tcpdump has a sim-
ple, yet powerful filtering system that can be employed to sort through all of the noise
on the wire to get to the traffic you are looking for. There are four basic filter options to
help fine-tune your search.

■ Net: Display all traffic to/or from a selected network; for example:

tcpdump net 172.16.1.0/24,tcpdump net 192.168.0.0/16

■ Host: Display packets to/or from a single host; for example:

tcpdump host 192.168.32.2

■ Protocol: Select IP protocol to capture (TCP, UDO, or icmp); for example:

tcpdump udp 172.16.23.2

■ Source/Destination port: Display traffic from a specific port; for example:

tcpdump dst port 80

tcpdump src port 22

You can add advanced filtering logic by stringing together the basic filter options with
AND, OR, and NOT to get exactly the traffic you want to see. For example, if you want
to see all UDP traffic from a host with the IP address 10.2.3.1 with a source and destina-
tion port of 53 (DNS,) you would use:

tcpdump host 10.2.3.1 and udp dst port 53
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Another example would be if you wanted to see any nonSSH traffic from a user’s subnet
to a firewall management address at 192.168.23.1.

tcpdump dst 192.168.23.1 and not tcp port 22

Beyond the simple filters, Tcpdump can also allow someone who understands how the
TCP/IP headers are formed to specify combinations of bits to examine. This is done
through advanced options that require you to know what bits equal what flags in the TCP
headers. You can find a good reference for the TCP/IP headers and fields created by the
SANS institute at http://www.sans.org/resources/tcpip.pdf.

If you want to display all of the TCP packets captured that have both a SYN and a FIN
flag set in the same packet (obviously a crafted packet), you would need to have a
Tcpdump key on the flag fields you were looking for, and it would help to consult a chart
that shows the offset in the TCP header and the bits you wanted to test against.

|C|E|U|A|P|R|S|F|

|———————-|

|0 0 0 0 0 0 1 1|

|———————-|

|7 6 5 4 3 2 1 0|

21 + 20=3

This provides a binary representation of 3 to check for SYN and FIN being present in the
TCP flags. Consulting the TCPIP table, you can see that the TCP flags start at hex offset
13, which gives you a filter that looks like the following:

tcpdump –i eth0 (tcp[13] & 0x03)=3

Filtering can be complex, and if you make a mistake with the filters when capturing, you
can miss the data stream you are looking for. It is usually best to do a raw capture, write
it to a file, and then run your filters and other tools on the captured data file. Doing this
enables you to examine the traffic in many different ways.

Writing a Tcpdump data file named capture.dmp:

Tcpdump –s 1514 –w capture.dmp

Reading a Tcpdump data file named capture.dmp:

Tcpdump –s 1514 –r capture.dmp

Table 4-3 lists useful Tcpdump commands.

http://www.sans.org/resources/tcpip.pdf
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Table 4-3 Useful Tcpdump Commands

Tcpdump Command

Example

Description

tcpdump –r file_name –s
1514 -vv

Read the capture file name with a snaplen of 1514 and decode
of very verbose.

tcpdump –w file_name –s
1514 -e

Write capture to file_name with a snaplen of 1514.

tcpdump –I eth0 –s 1514
–vv -e

Capture packets from interface Ethernet 0, decode very ver-
bose, and include Ethernet header information.

tcpdump host 10.2.3.1 and
udp dst port 53

Capture packets from host 10.2.3.1 that are UDP going to port
53 (DNS).

tcpdump –i 3 (tcp[13] &
0x03)=3

Capture and display packets on interface 3 with SYN and FIN
bits set in TCP header.

Wireshark/Tshark

For those looking for a more full-featured GUI-based sniffer, you would be hard pressed
to find a better one than the open source project known as Wireshark. Wireshark started
life as Ethereal, written by Gerald Combs in 1998. Due to a trademark issue with the
name Ethereal being owned by his former employer, the project was renamed in 2006 to
Wireshark. Wireshark has become one of the most widely used and arguably the best
packet capture application available. Best of all, it is completely free to use and actively
developed by a team of over 500 volunteers.

Wireshark operates very much like Tcpdump in that it captures live traffic from the wire,
reads traffic from a captured file, and decodes hundreds of protocols. Where Tcpdump
has a simpler decode mechanism, Wireshark supports vastly more protocols and has a
protocol decode framework that allows for the creation of custom packet decoders in the
form of plugins. The display capabilities and advanced features such as stream following
and packet marking make it easy to see what you want very quickly.

The filtering capabilities in Wireshark also allow for highly granular display and capture
filters that follow the Tcpdump filter creation syntax. So, if you know Tcpdump, you will
feel at home using Wireshark. Of course, Wireshark also has its own more detailed filter-
ing language that can use specific keywords to search for fields of interest that don’t
require you to figure out what the offset is and what bits are required.

Using Wireshark is simple. After launching the application, select an interface to capture
on, select start, and you will see captured traffic streaming from your interface. If you
select an option before start, you will be presented with a screen, as shown in Figure 4-12,
that allows you to limit the types of traffic you want through capture filters and a slew of
other settings to finetune Wireshark’s behavior.
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Figure 4-12 Wireshark Capture Options

The Wireshark GUI display provides a great way to visualize communications. All of the
information you would see scrolling by on the command line can be viewed on screen. If
you select a packet that interests you, you can drill down into the details of that packet
by simply clicking the portion of the packet you want to see. In the example shown in
Figure 4-13, we have selected an SSL version 3 packet. Wireshark decodes the packet
and shows in HEX and Ascii what is in the payload. Looks like SSLv3 encryption does
work!

One of the most valuable features of a packet-capture application for auditors is the
capability to save and load captures. Wireshark supports many different file formats
including commercial sniffing products and Tcpdump. By saving it in Tcpdump format,
you ensure that the captures are able to be read by the widest variety of analysis tools. It
is common for auditors to capture packets on a network and then use the capture files
with other security tools for later analysis, such the open source intrusion detection tool
Snort. Captures can also be replayed through the network interface of an auditor’s laptop
for security device testing purposes.

Tshark is the command-line equivalent of Wireshark, and uses the same major commands
and options. Decodes provide the same level of detail as the GUI, but without the display
flexibility or point and click operation. Tshark reads and writes capture files and is com-
patible with Tcpdump.
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Figure 4-13 Wireshark Protocol Decode

Penetration Testing Tools

Auditors can leverage high-quality penetration testing tools to make auditing security con-
trols significantly easier. Most professional penetration testers use a combination of general
purpose exploit frameworks such as Core Impact and Metasploit in addition to their own
custom scripts and applications. Not everyone in security is an uber hacker or has the time
to build their own tools to test for exploitable services. These two applications are powerful
and represent the best of the commercial and open source penetration testing tools available.

Core Impact

In the world of penetration tools, Core Impact is widely considered the best commercial
product available. Developed by Core Security Technologies, this software package is a
comprehensive penetration testing suite with the latest commercial grade exploits and a
drag-and-drop graphical interface that can make anyone look like a security penetration
testing pro. Writing exploit code and delivering it to a remote system is not a trivial task,
but Core Impact makes it look easy. The framework Core has developed provides a mod-
ular platform to create custom exploits and making the tool appropriate for even the most
advanced penetration test. Core Impact boasts a significant array of tools to test security
controls. This product identifies vulnerabilities and automatically selects the appropriate
exploits to gain control of remote systems (no way to have a false positive here). It does
this without having to worry about tweaking and manipulating multiple tools and by
including all of the functionality you need built right into the application itself.
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Remotely exploitable network vulnerabilities are the Holy Grail of the security world, but
Core Impact doesn’t just rely on those types of exploits. It also provides client-side
attacks designed to test how well the users follow security policy. You can embed Trojans
into Excel files or other applications and email them to a user to see if they are following
policy. If the user opens the suspicious file against policy, then Core Impact gains control
of the computer and takes a screenshot of the desktop (suitable for framing!). There are
also phishing capabilities that allow you to gather e-mail addresses and other information
(useful for social engineering) off of the corporate website. This information can be used
to target specific users and test their response, just like the bad guys do.

Core Impact also includes web application penetration testing features to test web securi-
ty controls. Cross-site scripting and SQL injection attacks can be launched from the tool
providing a complete penetration testing suite.

The Core Impact dashboard shown in Figure 4-14 is the first screen you see when launch-
ing this product and includes general information about the number and types of exploits
available, and what operating systems are exploitable via the tool. There is also a link to
update the exploits to download the latest attacks and modules.

In Core Impact, you can define workspaces to segment individual assessment engage-
ments. Each workspace is password-protected and encrypted on the system to prevent
sensitive data from falling into the wrong hands. These workspaces store a complete
record of all of the activities and modules run during the penetration test.

Figure 4-14 Core Impact Dashboard



118 Network Security Auditing

After you have created a workspace or loaded an existing workspace, you are presented
with the main console. This is where you decide what types of modules and exploits you
are going to initiate. Core divides the exploits into the following categories:

■ Remote exploit: These are attacks that can be initiated from a remote system usually
in the form of a buffer overflow against a vulnerable service.

■ Local exploit: These are privilege escalation attacks (gaining administrative access)
that take advantage of weaknesses in applications or running processes on a system.

■ Client-side exploit: Client-side exploits are designed to trick a user into executing
code, surfing to a website, or launching malicious e-mail attachments. These types of
exploits include phishing, Trojans, Keyloggers, and similar tools that target users.

■ Tools: These are various components that can be used to assist with the exploitation
process of a client, such as injecting an agent into a virtual machine.

Knowing what exploit to run against a system is the part that makes penetration testing a
challenge. It requires playing detective to figure out what services are available and what
versions, which usually necessitates using various tools such as Nmap and Nessus.
Finding these vulnerabilities and matching them to the appropriate exploit is where Core
Impact shines. Core Impact uses a wizard-based interface labeled RPT, which means
Rapid Penetration Test; it follows a six-step penetration testing process for network and
client tests. The web penetration testing wizard has a six-step process and all three are
described in the following step lists.

The six-step network penetration test consists of:

Step 1. Network information gathering: Runs Nmap and Portscan against common
services to identify operating systems and patch levels.

Step 2. Network attack and penetration: Uses the vulnerability information gathered
in the first step to select possible exploits to use based on operating system
type and services available. Sends real exploits and attempts to gain access to
load an agent kit, which is a piece of code loaded into the memory of the remote
system, enabling Core Impact to interact with the compromised computer.

Step 3. Local information gathering: Leverages the agent kit loaded to identify appli-
cations loaded, software patch levels, directory lists, and screen shots of the
desktop. This can be used to prove that remote access was achieved.

Step 4. Privilege escalation: Some exploits work against user level processes only
and do not give you complete control of the operating system at the kernel
level. This wizard is used to upgrade access to root or administrative privi-
leges by exploiting user level access processes.

Step 5. Cleanup: Removes all traces of the agent kits and cleans up logs on the com-
promised systems.
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Step 6. Network report generation: Generates a report that details all of the activi-
ties the penetration tester engaged in and all of the vulnerabilities and exploits
successfully used. This also provides an audit trail of the test.

The six-step client-side penetration test wizard consists of:

Step 1. Client-side information gathering: Searches websites, search engines, DNS,
and WHOIS to harvest e-mail addresses to target specific users through social
engineering. You can also import addresses from raw text files.

Step 2. Client-side attack and penetration: This wizard walks you through the
process of crafting an e-mail to send to a user to try to entice them to load an
attached Trojan or mail client exploit. You can also exploit web browsers by
e-mailing links to exploits served by the Core Impact tools built in web server.
The goal is to load an agent kit that will provide access to the system.

Step 3. Local information gathering: Same as with the network wizards, this wizard
gathers information on the remote system.

Step 4. Privilege escalation: Uses subsequent vulnerabilities to gain admin or root
level access to the system.

Step 5. Cleanup: Removes all agent kits and traces of access.

Step 6. Client-side report generation: Repots are created on which users “fell” for the
attacks and what vulnerabilities were used and exploited.

The four-step Web Penetration test wizard consists of:

Step 1. WebApps information gathering: This process analyzes the website’s struc-
ture and gathers information on the type of webserver software and code lev-
els in use.

Step 2. WebApps attack and penetration: The Web Attack and Penetration Wizard
sniffs out vulnerabilities in the web applications and attempts to exploit them.
It performs cross-site scripting, SQL injection, and PHP attacks.

Step 3. WebApps browser attack and penetration: Cross-site scripting is used to
exploit a user’s web browser in this wizard. E-mail addresses are gathered for
the target organization, and links are sent to get the user to click on and
download an agent kit.

Step 4. WebApps report generation: Reports are generated for the web exploit
process including all of the activities the penetration tester performed and
which systems were compromised.

Figure 4-15 shows the Core Impact tool in action.

A remote computer at IP address 192.168.1.61 was compromised using a buffer overflow
vulnerability in the Microsoft RPC service, and a Core Impact Agent was loaded in mem-
ory. After this occurs, the penetration tester has full control of the remote machine and
can use the remote computer to attack other machines, sniff information off of the local
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Figure 4-15 Core Impact Vulnerability Exploit

network, or a wide range of other attacks. Figure 4-16 shows a remote shell that was
opened on the compromised computer, giving the auditor direct command-line access. As
the old saying goes, “A picture is worth a thousand words.”

Auditing requires the testing of controls and sometimes requires sending exploits to remote
systems and testing the response of controls such as firewall, IPS, or HIPS products. This
information can be exported into a variety of formats for reporting and correlating with
vulnerability findings. With all of the advanced exploit techniques and reporting capabili-
ties in Core Impact, it can be one of the best tools an auditor has in assessing security
device capabilities and validating whether or not a vulnerability is actually exploitable.

Metasploit

The Metasploit project is responsible for providing the security community with one of
the most important and useful security tools available today. Originally conceived and
written by H.D. Moore in 2003 to assist with the development and testing of security
vulnerabilities and exploits, the project has developed a life of its own through the contri-
butions of many of the brightest security researchers today. The Metasploit Framework
takes many of the aspects of security testing from reconnaissance, exploit development,
payload packaging, and delivery of exploits to vulnerable systems and wraps them into a
single application. The power of the framework comes from its open nature and extensi-
bility. If you want to add a feature or integrate it into other tools, you can add support
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Figure 4-16 Core Impact Opening a Remote Command Shell

via new modules. Written in the Ruby programming language, Metasploit is available for
all of the major operating systems: Windows, UNIX, Linux, and Mac OSX. The project is
located at www.metasploit.com.

Unlike commercial products like Core Impact, there isn’t the same level of polish or fea-
tures designed for less experienced security professionals. There are no reporting capabil-
ities or the simple wizard-based GUIs; this tool is designed for those security profession-
als who want to directly control every aspect of a penetration test. The current version
3.3 has improved dramatically and includes four choices for the user interface.

■ Msfconsole: This is the primary console. It provides access to all of Metasploits ex-
ploits, payloads, and auxiliary modules through an intuitive command driven inter-
face. Every portion of the interface has help features either through the command
help or –h. You can easily find exploits and payloads by issuing the search command.

■ Msfcli: This is a -ine interface executed from a UNIX or Windows command prompt
that provides access to Metasploit. Designed to provide quick access to a known
exploit or auxiliary module, it is also useful for scripting.

■ Msfweb: MSFweb provides control of Metasploit through an interactive web inter-
face. By default, it uses the built-in web brick web server and binds to the loopback
address at port 55555. You can, however, select a real IP address and access the
Metasploit from another computer’s web browser. Firefox, Internet Explorer, and

www.metasploit.com


122 Network Security Auditing

Safari are all supported.

■ Msfgui: In version 3.3, the Metasploit GUI has advanced considerably and is available
for UNIX platforms (3.2 supports a GUI on Windows). The interface has integrated
search functions and status and session connection information to exploited systems:

■ Payloads: Payloads provide the commands to add users, execute commands,
copy files, launch a VNC session, or just initiate a command shell back to the
attacker. Payloads are what are sent with the exploit to provide the attack a
mechanism to interact with the exploited system. These payloads are available
for a wide number of operating systems, including BSD, UNIX, Windows, OSX,
Solaris, and PHP web environments.

■ Exploits: Exploits are the code and commands that Metasploit uses to gain
access. Many of these are in the form of buffer overflows that enable the remote
attacker to execute payloads (arbitrary software). There are hundreds of exploits
for Windows, UNIX, and even a few for the Apple iPhone.

■ Encoders: Buffer overflows are targeted against specific processor types and archi-
tectures. Metasploit’s encoders enable the user to make the payloads readable for
PowerPC, SParc, and X86 processors. You can also modify the encoder settings to
change the payload to try to evade IDS and IPS signatures.

■ NOPS: NOPS (no operation) are used when added to payloads in a buffer overflow
because the exact location in memory of where the overflow occurs is not always
known. NOPS allows there to be a margin of error in the coding of an exploit,
because when the processor sees a NOP, it ignores it and moves on to the next bit
of code in the buffer. After it reaches the payload, it executes the hacker’s com-
mands. Most IDS/IPS trigger on a string of NOPS (known as a NOP sled). These
modules in Metasploit allow for the customization of the NOP sled to try to evade
IDS/IPS systems.

■ Auxiliary: The Auxiliary modules in Metasploit provide many useful tools including
wireless attacks, denial of service, reconnaissance scanners, and SIP VoIP attacks.

After you install Metasploit, you have a choice about how you interact with it by picking
the appropriate interface. Using Metasploit from the interactive console allows direct
access to the most powerful components of the framework. However, if you want a
point-and-click experience, the new GUI or web interface is available. Figure 4-17 shows
the Metasploit console and commands displayed for help.

To launch the GUI, enter the command msfgui or click the icon under the Metasploit
installation menu. The interface loads and you are presented with a simple interface that
lists the different modules and a session list and module output window. Figure 4-18
shows the GUI under Linux.
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Figure 4-17 Metasploit Console and Commands

Figure 4-18 Metasploit GUI
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First, define the payload that you would like to use to execute code on the remote
machine. Metasploit provides a number of methods to interact with the remote system
after it is compromised. Grabbing a command shell or even using the Meterpreter to
launch attacks on other systems through this compromised machine is possible. One of
the slickest payloads available injects a VNC process into memory and gains access
through remote control of the machine. Figure 4-20 shows the selection of a payload that
will create a VNC terminal session with the target.

Next, enter configuration options and runtime parameters for executing the attack.
LHOST is the local IP address you will use to connect back to, and RHOST is the tar-
get’s IP address. Everything else is set as default. Figure 4-21 shows how the attack is
configured.

Figure 4-19 Selecting an Exploit for Metasploit

In this example, the remote system is a Windows 2003 Server we are attempting to
exploit. The easiest way to find exploits for a particular operating system is to use the
built-in search function of the GUI. Entering windows 2003 in the search window dis-
plays a list of modules where Windows 2003 is listed in the description of the module as
being applicable. Scrolling through the list and selecting the RPC DCOM buffer overflow
that gave us worms like Blaster, the interface presents a four-step process for configuring
the exploit, which is illustrated in Figure 4-19.



Chapter 4: Auditing Tools and Techniques 125

Figure 4-20 Selecting VNC dll Injection

Figure 4-21 Configuring Metasploit Attack Parameters
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Metasploit is a great tool for auditors, the price is right (as in free), and the capabilities
are powerful. The biggest challenge in using Metasploit is the learning curve required for
the average auditor with limited experience with host or network attacks. From an educa-
tional standpoint, Metasploit is a wonderful tool to hone your penetration-testing skills
and enhance your understanding of vulnerabilities and how hackers exploit them. As a
penetration-testing framework for research and development of new exploits, it is
unmatched. If, however you are more interested in a commercial grade product with a
vendor’s technical support services and easy-to-use wizards with excellent reporting
capabilities, tools such as Core Impact become a compelling choice.

After selecting forward, you are presented with a screen that shows the selected options
and your settings for the exploit. After you have approved the configuration, you can
launch the exploit. Metasploit sends the buffer overflow and payload to the remote sys-
tem and list a connection coming back from the exploited host. If the attack works, then
VNC Viewer automatically loads and you have full control of the remote host. Figure 4-22
shows a VNC session that was created from the exploit sent to the Windows 2003 server.
Metasploit is even kind enough to launch a “courtesy” command for you.

Figure 4-22 VNC Session from Remote Computer
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BackTrack

BackTrack is a Linux live CD distribution built on Slackware Linux that doesn’t require
any installation and can be run from practically any PC with a CD ROM. You can also
configure BackTrack to boot off of a USB memory stick making it an extremely portable,
easily available security-testing environment. BackTrack4 is one of the most complete
suites of security assessment tools ever assembled, saving security professionals count-
less hours of finding, installing, and compiling hundreds of different security applica-
tions. There are other security-focused distributions available, but none are as widely
regarded and supported as BackTrack.

BackTrack is offered as a free distribution from www.remote-exploit.org and is available
for download directly from the website or Bit-torrent network. Once downloaded, you
can use it from a CD, USB memory stick, or load it into VmWare. The benefit of loading
to a read/writeable format is obvious in that you can store settings, update packages, and
customize the environment. Regardless of your preferred method of use, the tools includ-
ed are extensive and are organized by the Open Source Security Testing Methodology.
The categories are:

■ Information gathering: DNS mapping, Whois, Finger, and mail scanning

■ Network mapping: Port and services mapping, OS fingerprinting, and VPN discovery

■ Vulnerability identification: Tools to identify service, SQL, VoIP, and HTTP vulnera-
bilities

■ Web application analysis: Web application hacking tools for the frontend services
(XSS, PHP) and the backend database (SQL injection)

■ Radio network analysis: Wireless sniffers, scanners, and cracking tools

■ Penetration: Tools to exploit vulnerabilities and compromise systems (Metasploit is
the primary application.)

■ Privilege escalation: LAN sniffers, password sniffers, and spoofing tools

■ Maintaining access: Backdoors, rootkits, and tunneling applications for retaining
access after exploiting

■ Digital forensics: Disk editors, file system dump tools, and hex editors for recover-
ing evidence from deleted and hidden files

■ Reverse engineering: Malware analysis tools, application debug tools, and hex and
assembly tools

■ Voice over IP: VoIP cracking and recording tools

■ Miscellaneous: Tools that don’t fit in any other category that can assist with penetra-
tion testing

www.remote-exploit.org
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Summary

This chapter introduced security testing methodologies and some of the tools used to
conduct those tests. It is not an exhaustive list of all potentially useful security testing
tools, but should give a sampling of some of the most popular that any auditor can find
useful. If you are interested in learning more about penetration testing or want to take a
class with hands on practice, the SANS Institute offers a fantastic class called Security
560: Network Penetration Testing and Ethical Hacking.

In summary:

■ Evaluating security controls requires testing three elements: people, process, and
technology. If one area is weak, it can leave an organization vulnerable to attack.

■ Penetration testing is a discipline that requires a structured and repeatable methodol-
ogy. Without one, you are simply launching exploits and hoping to get in.

■ Commercial tools such as Core Impact and open source tools such as Metasploit
assist with testing security controls. Which one you choose depends on your budg-
et, skill level, and desired reportability.

■ The easiest way to get access to many of the tools discussed in this chapter is to
download and launch Backtrack3. Not only does it save you many hours of setup, but
it also gives you a powerful suite of tools with strong community support.
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management plane auditing,
186-196

wireless security, 210-216

perimeter intrusion, 242-247

prevention, 243-247

secure remote access, 334-349

access controls, 346-348

GETVPN, 339-340

good practices, 348-349

mobile user access VPNs, 
340-345

site-to-site VPN technologies,
335-339

VPN placement, 345-346

UC, 408-434

ACLs, 420-422

application controls, 431-432

call control protection, 423-431
call processing, 416-418

Cisco IP Telephony protocols,
409-410

firewalling, 420-422

gateway protection, 422

infrastructure controls, 
418-420

IPS, 421-422

monitoring, 433-434

RTP, 416

site to site networks, 422

SRTP, 416

voice endpoint controls, 
432-433

wireless networks, 423

ARP

Dynamic ARP Inspection, 206

infrastructure controls, 420

spoofing, 179

Arpspoof, technical testing, 223

ASA, 378-379, 427

assessments, 2, 19

auditing security practices, 89-90

data classification, endpoint 
protection, 369

documentation, 90

interviews, 90

observations, 90

policies, 90

processes, 90

Red Team/Blue Team (penetration
testing), 92

risks, 10-14, 89-90

COSO, 70

endpoint protection, 368

NIST 800-30, 11-12

quantitative approach, 12
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social engineering, 90

technology, 90

assessments. See also testing

assets, 10

access control classification, opera-
tional review, 297

clarification, access control policies,
292

locations, operational security
review, 182-183

management, UC operational control
review, 405-406

perimeter intrusion prevention, 243

protecting, 14

asymmetric encryption, 321-323

ATF (Bureau of Alcohol Tobacco and
Firearms), 44

attacks

ARP spoofing, 179

DHCP, 180

DNS, 180

MAC flooding, 205

mutations, IPS testing, 281

protocol, Denial of Service, 400

session hijacking, 179

spoofing, 179

audit charters, 17-18

audit report phase (auditing process),
22, 24

auditing. See also assessments; testing

access control policies, 292

audit charter, 17-18

audit types, 19-20

security assessments, 19

security audits, 20

security reviews, 19

auditors

Computer Fraud and Abuse
Act, 29

roles, 20

controls, 22

engagement letter, 18

firewalls

configuration review, 251-256

design review, 248-251

rules review, 257-265

infrastructure security, 177-235

architecture review, 185-217

checklist, 230-

network device security best
practices, 216-217

operational review, 181-185

policy review, 180-181

technical testing, 217-229

threats, 177-180

IPS (intrusion prevention systems)

configuration review, 269-275

deployment review, 268-269

IPS, 266-268

signatures, 276-279

merchants/service providers, 58-59

policies, 21

procedures, 21-22

process, 22-25

audit report phase, 22, 24

data analysis phase, 22, 24

data gathering phase, 22-24

follow-up phase, 22, 25

planning phase, 22-23

research phase, 22-23

reducing risks, 14

security controls, 87-89
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people, 88

processes, 88

technologies, 89

security policies

criteria, 156-157

Federal Information Security
Assessment Framework,
157-158

regulatory policies, 163-164

requirements, 155-156

standard policies, 158-163

security practices, 89-91

security solutions

auditors and technology, 
131-132

checklist, 144-150

controls to assess, 141-143

defining audit scope of domain,
139-141

domains, 133-139

mapping controls to domains,
143-148

security as a system, 132-133

standard security policies, 162

tools

penetration testing, 116-127

service mapping tools, 96-101

vulnerability assessment tools,
101-111

auditors, 131-132

Computer Fraud and Abuse Act, 29

roles, 20

security policy assessment, 153-176,
153-154

technology knowledge, 131-132

authentication

access control, 290-291, 290, 
308-309

authorization, and accounting
(AAA), Cisco device management
access, 190-192

biometrics, 290

e-mail controls, 381-383

IPS deployment, 271-274

RBAC, 298

remote access policies, 330-331

secure remote access, 350

UC, 424-426

VPNs, 324-326

Authentication Header (AH), 327

authority, audit charter, 17-18

authorization, access control, 
294-296

automated diagramming feature,
NCM (Cisco Network Compliance
Manager), 172

autonomous deployment, wireless
networks, 210

Auxiliary modules (Metasploit), 122

availability, COBIT, 71

B

backdoor network access, remote
access security, 330

BackTrack, 127

BackTrack4 Linux, 228

banks, Access Device Statute, 31-34

banners (login), infrastructure 
security policies, 181

baseline attacks, IPS testing, 281

basic encryption, 319

benchmarks, CIS, 80

best practices

Cisco, 84-85

documents, CIS, 80

best practices 451



BGP routing protocol, control plane
auditing, 198

biometrics, 290

Blackbox testing (penetration testing),
92

block ciphers, symmetric encryption,
320-321

Board of Directors, information 
security governance, 65

BPDU (Bridge Protocol Data Units),
207-208

BPDU Guard, 207-208, 419

breach of information, 44

Bridge Protocol Data Units (BPDU),
207-208

brute force access, 312

Bureau of Alcohol Tobacco and
Firearms (ATF), 44

businesses

associates, HIPAA, 50

objectives

audit categories, 133-134

security policy assessment, 156

partner connection policies, UC, 403

UC risks to, 398

C

CA (Certificate Authorities), 325-326

Cain and Abel

captured passwords, 311

technical testing, 223

call controls

attacks, Denial of Service, 400

UC architectural review, 423-431

ASA, 427

authentication, 424-426

Communications Manager,
429-430

Communications Manager
hardening, 423-424

CUBE, 427-428

encryption, 424-426

gateways, 430-431

integrity, 424-426

IOS firewalls, 427

Phone Proxy, 426

SIP, 426-427

toll fraud prevention, 428-429

voice mail, 431

call flooding, Denial of Service, 400

call hijacking, VoIP, 402

call pattern tracking, VoIP, 401

call processing, 416-418

call setup to gateways, 417-418

phone-to-phone, 417

call redirections, VoIP, 402

call setup to gateways call processing,
417-418

calls, detail record review, UC 
operational control review, 406

CAN-SPAM Act of 2003, 42-43

offenses, 43

penalties, 43

case management, MARS, 242

CCMP (Counter Mode Cipher Block
Chaining Message Authentication
Code Protocol), 212

CCP (Cisco Configuration
Professional), 167-168, 219

CDP (Cisco Discovery Protocol), 197

CE (Customer Edge) routers, 338

Center for Internet Security (CIS), 80

CEOs, information security gover-
nance, 66
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Certificate Authorities (CA), 325-326

Certificate Revocation List (CRL),
325

Change CipherSpec (SSL/TLS hand-
shake protocol), 328

change control processes

infrastructure security policies, 181

perimeter operations review, 239-240

change management

standard security policies, 160

UC operational control review, 405

checklists

access control, 313-315

auditing, 144-150

endpoint protection, 391-395

infrastructure security, 230-

perimeter intrusion prevention, 
284-287

remote access security, 354-357

security policy compliance, 174-175

UC (Unified Communications), 439-

Child Online Protection Act, 163

child pornography, 45

CIA (Confidentiality, Integrity, and
Availability), 14

CIOs, information security gover-
nance, 66

cipher text, 319

CIS (Center for Internet Security), 80

Cisco Configuration Professional
(CCP), 167-168, 219

Cisco Design Zone, 84

Cisco device management access, 187

AAA, 190-192

legal notices, 192

local authentication, 190

Netflow, 195-196

NTP, 194-195

password protection, 190

physical ports, 187

SNMP, 192-193

SSH, 188-189

Syslog, 193

virtual ports, 187-188

Web ports, 189-190

Cisco Discovery Protocol (CDP), 197

Cisco Ironport S-series, WSA (Web
Security Appliance), 376-378

Cisco Ironport Senderbase, 370-371

Cisco Monitoring Analysis and
Response System (MARS), 
165-167

PCI report, 165-167

report groups, 166

Cisco Network Compliance Manager
(NCM), 171-173

automated diagramming feature, 172

Compliance Center, 171

software vulnerability report, 172-40

Cisco Notification Server, 407

Cisco PSIRT, 407

Cisco Secure Access Control Server
(ACS), 305

Cisco Secure Desktop (CSD), 
342-344

Cisco Secure Service Client (SSC),
305

Cisco Security Agent. See CSA

Cisco Security Intelligence
Operations (SIO), 370, 375-376

Cisco Threat Operations Center, 
375-376

dynamic update function, 376

SensorBase, 375

Cisco Security Intelligence Operations (SIO) 453



Cisco Security Manager (CSM), 
169-170, 239-240

Cisco Spectrum Expert, 214

Cisco standards, 84-85

Cisco Threat Operations Center, 
375-376

Cisco Unified Communications suite. 
See UC

Cisco Unified Wireless System, rogue
access point detection, 215

Cisco Validated Designs (CVD) 
program, 85

civil offenses. See offenses

classifications

assets, 243, 297

data

confidential, 160

highly confidential, 160

private, 160

public, 160

clientless SSL VPN, 341-342

clients

AnyConnect, 344-345

controls, DLP (data loss prevention),
385

IPsec, 341

CME, hardening, 423-424

COBIT (Control Objects for
Information and Technologies), 71-
75, 141-142

control areas, 71-72

control objectives, 73-74

evaluating security practices, 89

maturity scale, 74

processes, 72-73

resources, 72

commands

Hping, 101

Nmap, 99-100

Tcpdump, 114

commerce, NIST, 78-80

Committee of Sponsoring
Organizations of the Tradeway
Commission. See COSO

communication

COSO, 70

security policy assessment, 157

Wiretap Act, 34-35

Communications Manager

hardening, 423-424

UC, 429-430

compliance

COBIT, 71

industry-compliant security policies,
163-164

laws

GLBA, 54-56

HIPAA, 48-53

PCI DSS, 55-59

regulatory, 46-59

SOX, 46-49

RedSeal SRM, 107-110

regulatory/industry, auditing security
practices, 89

security policies, 153-176

checklist, 174-175

requirements, 153-154

Compliance Center, Network
Compliance Manager (NCM), 171

components

IBNS, 305

NAC (Network Admission Control),
299-300

Computer Fraud and Abuse Act, 28,
29-31

auditors and, 29
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Identity Theft Enforcement and
Restitution Act of 2008, 29

provisions, 29-31

Computer Security Resource Center
(CSRC), 78

computer trespasser exception
(Electronic Communications
Privacy Act), 35

computers

authorized access, CAN-SPAM Act
of 2003, 42

crimes, 45-46

hacking, 44

spyware, 44

unauthorized access, hacking, 44

conferencing, UC user and phone 
provisioning, 405

confidential classifications (data), 160

confidentiality

COBIT, 71

traffic capture threats, 178-179

UC risks to, 398

VoIP threats, 401

VPNs, 319-323

Confidentiality, Integrity, and
Availability. See CIA

Configuration Professional (CCP),
167-168

configurations

management, operational security
review, 184

NTP (Network Time Protocol), 274

review

firewalls, 251-256

intrusion prevention systems
(IPS), 269-275

configure-and-ship method (VPN
deployment), 332

conflicts of interest, auditors, 20

Congress, IT security laws, 29

consent exception (Electronic
Communications Privacy Act), 35

Continual Service Improvement, 75

control activities, COSO, 70

control areas, COBIT, 71-72

control environments, COSO, 69

control plane auditing, 196-201

CoPP (control plane policing), 
199-201

IOS hardening, 196-198

routing protocols, 198-199

control plane policing (CoPP), 
199-201

Controlling the Assault of 
Non-Solicited Pornography and
Marketing Act. See CAN-SPAM
Act of 2003

controls. See security controls

CoPP (control plane policing), 
199-201

copyright, piracy, 46

Core Impact, 116-120, 282

corrective controls, 8

COSO (Committee of Sponsoring
Organizations of the Tradeway
Commission)

communication, 70

control activities, 70

control environment, 69

information, 70

monitoring, 70-71

risk assessment, 70

cost effectiveness, security policy
assessment, 156

cost of exposure, risk assessment, 11

cost of exposure, risk assessment 455



Counter Mode Cipher Block Chaining
Message Authentication Code
Protocol (CCMP), 212

Countermeasure Value, 13

covered entities, HIPAA, 50

coWPAtty, 228

cracking, 29-39, 44

Creative Common License, OSST-
MM, 93

Credit Card Statute, 31-34

credit cards

Access Device Statute, 31-34

PCI DSS, 55-59

protecting cardholder data, 57

crimes. See also laws; offenses

computers, 45-46

reporting, 44-46

criminal offenses. See offenses

criteria, security policy assessment,
156-157

CRL (Certificate Revocation List),
325

crypto analysis, 319

cryptography, remote access security,
330

CSA (Cisco Security Agent), 380

CSD (Cisco Secure Desktop), 
342-344

CSM (Cisco Security Manager), 
169-170

change control process, 239-240

CSRC (Computer Security Resource
Center), 78

CUBE, UC, 427-428

CUCM, hardening, 423-424

currency, security policy assessment,
157

Customer Edge (CE) routers, 338

CVD (Cisco Validated Designs) 
program, 85

Cyber Security Research and
Development Act of 2002, 80

cyber-stalking, 44

Cyberlaw, 28

D

DAC (discretionary access control),
296

damages. See offenses; penalties

dashboard (MARS), 241

data analysis phase (auditing process),
22, 24

data classification

assessments, endpoint protection,
369

standard security policies, 159-160

Data Encryption Standard (DES),
321

data flow, operational security review,
183

data gathering phase (auditing
process), 22-24

data loss prevention (DLP)

e-mail, 384-386

endpoint architecture review, 
383-386

endpoint threats, 367-368

policies, 369

technical testing, 391

WSA, 383-384

data plane auditing, 201-203

ACLs (access control lists), 202

infrastructure ACLs, 202-84
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uRFP (Unicast Reverse Path
Forwarding), 203

Data Security Standard, PCI
(Payment Card Industry), 153

data theft, perimeter intrusion threat,
238

database administrators, information
security governance, 67

Datagram Transport Layer Security
(dTLS), 329

Defense Information Security
Agency. See DISA

definitions

IPS signatures, 276-277

policies, 6

security policies, 156

Deming Cycle (ISO 27001), 77

denial of service threats, 
178, 399-400

deployment

XXXX802.1x

high security mode, 306

low impact mode, 306

monitor mode, 305-306

IBNS (Identity-Based Networking
Services), 304-306

IOS firewall deployment, 250-252

IPS (intrusion prevention systems),
268-269

VPNs, 332

DES (Data Encryption Standard),
321

design guides, 85

design review

firewalls, 248-251

perimeter intrusion prevention, 
243-247

Design Zone (Cisco), 84

detail record review, calls, UC 
operational control review, 406

detection, 3

exposure time, 16

malware, 389-390

modules, IPS, 267

technical testing, 391

detective controls, 8

device hardening, infrastructure 
security policies, 181

devices

management access, 187

AAA, 190-192

legal notices, 192

local authentication, 190

Netflow, 195-196

NTP, 194-195

password protection, 190

physical ports, 187

SNMP, 192-193

SSH, 188-189

Syslog, 193

virtual ports, 187-188

Web ports, 189-190

provisioning, VPNs, 331-332

DH (Diffie Helman), 324

DHCP

attacks, 180

infrastructure controls, 419

snooping, 205

dial plans, restrictions, UC user and
phone provisioning, 405

Diffie Helman (DH), 324

digital certificates, 325

Digital Millennium Copyright Act,
39-40

encryption research, 40

Digital Millennium Copyright Act 457



offenses, 40

penalties, 40

personal information, protection of,
40

security testing, 40

software interoperability, 40

DISA (Defense Information Security
Agency), 81

disabled state (IPS signatures), 277

disaster recovery, operational 
security review, 184

disclosure, unauthorized/accidental
access control threat, 291

discretionary access control (DAC),
296

DKIM (domain keys identified mail),
382-383

DLP (data loss prevention)

e-mail, 384-386

endpoint architecture review, 
383-386

endpoint threats, 367-368

policies, 369

technical testing, 391

WSA, 383-384

DMVPN (Dynamic Multipoint VPN),
336-338

DMZ design

firewalls, 249

VPN placement, 345-346

DNS attacks, 180

documentation

assessments, 90

operational security review

asset location and access
requirements, 182-183

data flow and traffic analysis,
183

logical diagrams, 182

physical diagrams, 182

reporting crimes, 46

results, 12

domain keys identified mail (DKIM),
382-383

domains

audit categories, 133-139

access control, 136-137

endpoint protection, 138-139

infrastructure security, 135

perimeter intrusion 
prevention, 136

policy, compliance, and 
management, 134-135

secure remote access, 137-138

unified communications, 139

scope, 139-141

DSniff tools, MACof, 223

dTLS (Datagram Transport Layer
Security), 329

due care, 15

due diligence, 15

Dynamic ARP Inspection, 206, 223

Dynamic Multipoint VPN (DMVPN),
336-338

Dynamic NAT, 255

Dynamic PAT, 255

dynamic trunking, disabling, 206-207

dynamic update function, 376

E

e-mail

CAN-SPAM Act of 2003

fake accounts, 42

headers, 42

relays, 42
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controls

authentication, 381-383

endpoint architecture review,
380-383

policy enforcement, 381

DLP (data loss prevention), 384-386

endpoint threats, 366-367

fraud, technical testing, 390

monitoring controls, endpoint 
architecture review, 388

policies, 369

SPIT (Spam over IP Telephony), 402

E-mail Security Appliance (ESA), 
policy enforcement, 381

EAP, user authentication, 212-213

EAP-FAST (Flexible Authentication
via Secure Tunneling), user 
authentication, 212

EAP-TLS (Transport Layer Security),
user authentication, 212

Easy VPN, 335-336

eavesdropping

UC technical testing, 436-437

voice sniffing

UCSniff, 437

Wireshark, 437

VoIP, 401

Wiretap Act, 34-35

Economic Espionage Act, 39, 41

offenses, 41

penalties, 41

ECPA (Electronic Communications
Privacy Act), 34-33

Pen/Trap Statute, 38-39

Stored Communications Act, 37-38

Wiretap Act, 34-37

effectiveness, COBIT, 71

efficiency, COBIT, 71

EIGRP (Enhanced Interior Gateway
Routing Protocol), 198-199, 252

Electronic Communications Privacy
Act (ECPA), 34-33

Pen/Trap Statute, 38-39

Stored Communications Act, 37-38

Wiretap Act, 34-37

electronic monitoring, standard 
security policies, 163

electronic surveillance, 44

enabled state (IPS signatures), 277

Encapsulating Security Payload
(ESP), 327

encoders, 122

encryption, 319-323

asymmetric, 321-323

remote access policies, 331

research, Digital Millennium
Copyright Act, 40

symmetric, 320-321

technical testing, 390

UC, 424-426

user and phone provisioning, 405

voice media streams, 436

end users, information security 
governance, 67

endpoints

architecture review

Cisco security intelligence
operations, 375-376

data loss prevention (DLP),
383-386

e-mail controls, 380-383

monitoring, 386-388

web controls, 376-380

assessment checklist, 391-395

controls, UC architectural review,
432-433
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operational control review, 370-374

incident handling, 373-374

monitoring, 373-374

patch management, 373

security awareness programs,
374

threat intelligence, 370-372

vulnerability management, 373

posture assessment, NAC, 299

protection, 368-370

protection domain (audit category),
138-139

risks, 359-360

threats, 360-368

data loss, 367-368

e-mail, 366-367

malware, 360-362

social networking, 365-366

Web, 362-365

enforcement

policies, 5-6, 381

security policies, 156

security policy assessment, 156

technical testing, 390-391

Enforcement Rule (HIPAA), 52-53

engagement letter, 18

Enhanced Interior Gateway Routing
Protocol (EIGRP), 252

entities covered, HIPAA, 50

ESA (E-mail Security Appliance),
380-381

ESP (Encapsulating Security
Payload), 327

Ettercap, technical testing, 223-224

evasion testing, IPS testing, 281

event action rules, IPS signatures,
277

events

determining likelihood, 11

impact of, 11

logging, 275

exploitation, 45

exposure time, 16

extortion, Internet, 46

F

FAQs, SANS Intrusion Detection
FAQ, 83

fax captures, VoIP, 401

FBI (Federal Bureau of
Investigations), computer
crimes44-46

FCPA (Foreign Corrupt Practices Act
of 1977), 68

Federal Information Processing
Standards Publications (FIPS), 78

Federal Information Security
Assessment Framework, maturity
model, 157-158

Federal Information Security
Management Act of 2002
(FISMA), 78, 154

Federal Trade Commission (FTC),
CAN-SPAM Act of 2003, 42-43

filtering methods, firewalls, 253-255

fin packet scanning, 280

financial losses, 360

Financial Privacy Rule (GLBA), 54

fines. See also penalties

GLBA, 56

HIPAA violations, 53

FIPS (Federal Information Processing
Standards Publications), 78
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firewalls

IOS, UC architectural review, 427

perimeter intrusion prevention, 
247-265

configuration review, 251-256

design review, 248-251

IOS deployment, 250-252

rules review, 257-265

rule testing, 279-281

UC architectural review, 420-422

FISMA (Federal Information Security
Management Act of 2002), 78

Five Pillars of Security, 1-4

assessment, 2

detection, 3

prevention, 3

reaction, 4

recovery, 4

Flexible Authentication via Secure
Tunneling (EAP-FAST), 212

follow-up phase (auditing process),
22, 25

Foreign Corrupt Practices Act of
1977 (FCPA), 68

formulas

Annual Loss Expectancy (ALE), 
12-13

Countermeasure Value, 13

Return on Security Investment
(ROSI), 13

Single Loss Expectancy (SLE), 12

Fourth dimension, 16-17

fragmented TCP packets, 280

frameworks. See security governance
frameworks

fraud

e-mail, technical testing, 390

Internet, 45

laws, 29-39

UC risks, 399

VoIP, 401-402

FTC (Federal Trade Commission), 
42-43, 44

full tunneling client, SSL, 344-345

fully meshed topology, 336-337

functions, auditing, 133

G

gateways

call setups to, 417-418

protection, UC, 422

UC architectural review, 430-431

UC technical testing, 438

GDOI (group domain of inter
pretation), 340

Generic Router Encapsulation (GRE),
IPsec, 336-337

GETVPN, 339-340

GLBA (Grahmm-Leach-Bliley Act),
54-56

Financial Privacy Rule, 54

offenses, 56

penalties, 56

Pretexting Protection, 54-55

regulatory/industry compliance, 89

Safeguards Rule, 54

global correlation engine 
(IPS detection modules), 267

Gobbler, technical testing, 225

Google cache, 389

Google translation, 389

governance, 61-64

frameworks, 62-63

infrastructure, 62

measurement, 64
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objectives, 63

people, 64-67

policies, 64

risk management, 64

security architecture, 64

security governance frameworks. 
See security governanace 
frameworks

senior management, 63

standards, 62-63

Grahmm-Leach-Bliley Act. See GLBA

Graybox testing (penetration testing),
92

GRE (Generic Router Encapsulation),
IPsec, 336-337

group domain of interpretation
(GDOI), 340

guest access, standard security 
policies, 161

Guest Server, NAC (Network
Admission Control), 306-307

guests, access control policies, 293

H

H.323, 410-412

hacking, 44

agencies, 45

laws, 29-39

handshake protocol, SSL/TLS, 328

harassment, Internet, 46

hardening, Communications Manager,
423-424

Hashed Message Authentication Code
(HMAC), 323-324

headers (e-mail), CAN-SPAM Act of
2003, 42

Health Insurance Portability and
Accountability Act. See HIPAA

healthcare. See also HIPAA

clearinghouses, HIPAA, 50

plans, HIPAA, 50

providers, HIPAA, 50

high availability firewalls, 250-251

high security mode, 802.1x 
deployment, 306

highly confidential classifications
(data), 160

HIPAA (Health Insurance Portability
and Accountability Act), 
48-53, 89, 154

business associates, 50

Enforcement Rule, 52-53

entities covered, 50

fines for violations, 53

Identifiers Rule, 52

penalties, 53

Privacy Rule, 50-51

Security Rule, 51-52

Transactions and Code Sets Standard
Rule52

violations, 53

HMAC (Hashed Message
Authentication Code), 323-324

hopper testing, VoIP, 435-436

Hping, 100-101

commands, 101

hub-and-spoke topology, 336-337

Hydra, 312

I

IBNS (Identity-Based Networking
Services), 296, 304-306

IC3, 45-46

identification, Access Device Statute,
31-34
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identity

access control, 290-291, 293-294

architectural access review, 298

identity handling, access control 
technical testing, 308-309

Identity Theft Enforcement and
Restitution Act of 2008, 29

Identity-Based Networking Services
(IBNS), 296, 304-306

IKE (Internet Key Exchange), 322

Ike-scan, 351

IKECrack, 351

Image Analysis (Ironport), 381

IME (IPS Manager Express), 270

Immigration and Customs
Enforcement, 46

in-band deployment (NAC), 302

incident handling

operational control review, 373-374

perimeter intrusion prevention, 
240-242

secure remote access, 334

standard security policies, 162

UC, 438-439

incident reports, reporting crimes, 46

Identifiers Rule (HIPAA), 52

industries, compliance, 163-164

information

COSO, 70

reliability, COBIT, 72

security

risk, 12

standards, CSRC (Computer
Security Resource Center), 78

Information Assurance Department
(NSA), security configuration
guides, 81

information security governance, 
61-64

frameworks. See security 
governance frameworks

infrastructure, 62

measurement, 64

objectives, 63

people

Board of Directors, 65

CEO/executive management, 66

CIO/CISO, 66

database administrators, 67

end users, 67

IS auditors, 67

security analysts, 66

security Architects, 66

security director, 66

security engineers, 67

Security Steering Committee,
65-66

system administrators, 67

weaknesses, 67-68

policies, 64

risk management, 64

security architecture, 64

senior management, 63

standards, 62-63

Information Security Management
System (ISMS), ISO 27000 series,
76-78

Information Systems Audit and
Control Association. See ISACA

Information Technology Reform Act
of 1996, 78

infrastructure, governance, 62

infrastructure ACLs, data plane 
auditing, 202-84

infrastructure ACLs, data plane auditing 463



infrastructure controls

ARP, 420

BPDU Guard, 419

DHCP, 419

MAC flooding, 419

QoS, 420

Root Guard, 419

spoofing IP addresses, 420

switch security, 418-420

VLAN segmentation, 418-419

infrastructure security, 177-235

architecture review, 185-217

control plane auditing, 196-201

data plane auditing, 201-203

Layer 2 security, 204-209

management plane auditing,
186-196

wireless security, 210-216

checklist, 230

network device security best prac-
tices, 216-217

operational review, 181-185

administrative accounts, 183

configuration management, 184

disaster recovery, 184

network map and 
documentation, 182-183

vulnerability management, 184

wireless operations, 185

policy review, 180-181

technical testing, 217-229

NMap, 217-219

routers, 219-221

switches, 221-225

wireless networks, 225-229

threats, 177-180

denial of service, 178

Layer 2, 179

network service threats, 180

traffic capture, 178-179

unauthorized access, 177-178

infrastructure security domain (audit
category), 135

inheritance, policies, 169-170

integration, security policies, 157-158

integrity

COBIT, 71

UC, 424-426

VPNs, 323-324

intellectual property, loss of, 360

Intellectual Property laws, 39-41

Digital Millennium Copyright Act,
39-40

Economic Espionage Act, 39, 41

intelligence, threats, 370-372

IntelliShield, 407

intended purpose, security policy
assessment, 156-157

interception, passwords, 309

interfaces

management, IPS deployment, 271

Msfcli, 121

Msfconsole, 121

Msfweb, 121

Internet

access security policies, 159

fraud, 45

harassment, 46

policies, 369

Internet Complaint Center (IC3), 
45-46
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Internet Key Exchange (IKE), 322

Internet Security Association and
Key Management Protocol
(ISAKMP), 326

Internet Storm Center, SANS, 83

interoperability (software), Digital
Millennium Copyright Act, 40

interviews, assessments, 90

intra communication requirements,
perimeter design review, 245

Intrusion Detection FAQ, SANS, 83

intrusion prevention systems (IPS),
265-279

configuration review, 269-275

deployment review, 268-269

how IPS works, 266-268

signatures, 276-279

testing, 281-284

intrusions, perimeter intrusion threat,
238

inventories, software, 407

IOS

deployment, firewalls, 250-252

firewalls, UC architectural review,
427

hardening, control plane auditing,
196-198

routers, IPS signatures, 278-279

zone-based firewalls, 263-265

IP addresses

CAN-SPAM Act of 2003, 42

spoofing, 420

IP communication stream (IPIDS), 
98-99

IP source guard, 206

IP Telephony protocols, 409-410

H.323, 410-412

MGCP, 410, 412-413

SCCP, 410, 412

SIP, 410, 413-415

IPIDS (IP communication stream), 
98-99

IPS (Intrusion Prevention System),
265-279, 360-380

configuration review, 269-275

deployment review, 268-269

how IPS works, 266-268

signatures, 276-279

testing, 281-284

UC architectural review, 421-422

IPS Manager Express (IME), 270

IPsec, 326-328

Generic Router Encapsulation (GRE),
336-337

protocols, 326-327

secure remote access, 351

site-to-site connection, 335

software client, 341

tunnel mode, 326

tunnels, technical testing, 389

Ironport Image Analysis, 381

IS auditors, information security 
governance, 67

ISACA (Information Systems Audit
and Control Association), 
71, 83-84

ISAKMP (Internet Security
Association and Key Management
Protocol), 326

ISMS (Information Security
Management System), ISO 27000
series, 76-78

ISO 27000 series, 76-78

ISO 27001, 76-77

ISO 27002, 77-78, 144-148

ISO 27001, 76-77
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ISO 27002, 77-78, 141-142, 
144-148

IT Assurance Guide, 84

IT Governance Institute (ITGI), 71

IT security, laws, 27-29

ITGI (IT Governance Institute), 71

J

John the Ripper, 312

K

Karalon Traffic IQ, 282

KEK (key encryption key), 340

key contacts, reporting crimes, 46

key encryption key (KEK), 340

key management, VPNs, 324-326

Kismet, 225

L

laws

Access Device Statute, 31-34

CAN-SPAM Act of 2003, 42-43

Computer Fraud and Abuse Act, 
28-31

cracking, 29-39

Cyber Security Research and
Development Act of 2002, 80

Electronic Communications Privacy
Act, 34-33

FISMA (Federal Information Security
Management Act of 2002), 78

fraud, 29-39

hacking, 29-39

Information Technology Reform Act
of 1996, 78

Intellectual Property, 39-41

Digital Millennium Copyright
Act, 39-40

Economic Espionage Act, 39, 41

IT security, 27-29

local laws, 43-44

regulatory compliance laws, 46-59

GLBA, 54-56

HIPAA, 48-53

PCI DSS, 55-59

SOX, 46-49

reporting crimes, 44-46

security policies, 153-176

requirements, 153-154

state laws, 43-44

viruses, 30-44

laws. See also crimes

Layer 2 security, 204-209

DHCP snooping, 205

disabling dynamic trunking, 206-207

Dynamic ARP Inspection, 206

IP source guard, 206

port security, 205

spanning tree protection, 207-208

switch access control lists, 208-209

threats, 179

unused port protection, 209

VTP (VLAN Trunking Protocol), 204

Yersinia protocol support, 222

LDAP (Lightweight Directory Access
Protocol), 300

LEAP (Lightweight Extensible
Authentication Protocol), user
authentication, 212

least privilege access, infrastructure
security policies, 181

legal notices, Cisco device 
management access, 192
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Level 1

merchants, 58

service providers, 58

Level 2

merchants, 58

service providers, 58

Level 3

merchants, 58

service providers, 58

Level 4, merchants, 58

Lightweight Directory Access
Protocol (LDAP), 300

Lightweight Extensible
Authentication Protocol (LEAP),
user authentication, 212

live attack testing, IPS testing, 282

local authentication, Cisco device
management access, 190

local laws, 43-44

log records, firewall configuration
review, 256

log reviews

IPS testing, 284

VPNs, 354

logging access control policies, 292

logging levels (Syslog), 194

logical architecture, perimeter design
review, 244-245

logical diagrams, operational security
review, 182

login banners, infrastructure security
policies, 181

long-distance policies, UC, 403

LOpht Crack, 312

low impact mode, 802.1x deployment,
306

M

MAC (mandatory access control)
flooding, 205, 223, 295-296, 419

Maintenance Operations Protocol
(MOP), 197

malware

detection, 389-390

endpoint threats, 360-362

policies, 369

protection, standard security 
policies, 162

scanning, 380

management plane auditing, 186-196

Cisco device management access,
187

AAA, 190-192

legal notices, 192

local authentication, 190

Netflow, 195-196

NTP, 194-195

password protection, 190

physical ports, 187

SNMP, 192-193

SSH, 188-189

Syslog, 193

virtual ports, 187-188

Web ports, 189-190

management security policies, 
165-173

CCP, 167-168

CSM, 169-170

MARS, 165-167

NCM, 171-173

mandatory access control. See MAC

mandatory access control 467



mapping

assets to security zones, perimeter
design review, 244

security controls, 143-148

MARS (Cisco Monitoring Analysis
and Response System), 165-167

case management features, 242

dashboard, 241

monitoring controls, 388

PCI report, 165-167

report groups, 166

MasterCard

merchants, 58

service provider levels, 58

maturity model, Federal Information
Security Assessment Framework,
157-158

maturity scale, COBIT, 74

MD5 (Message Digest 5), 324

Media Gateway Control Protocol. 
See MGCP

merchants

auditing, 58-59

Visa/MasterCard, 58

Message Digest 5 (MD5), 324

Metasploit, 116-120-126, 282

MGCP, 410, 412-413

minimum access policies, endpoint
protection, 368

minimum access security policies,
158

mitigation (risk), 14-16

mobile access provisioning, 320-332

mobile devices, standard security
policies, 161

mobile network boundaries, remote
access security, 329

mobile user access

controls, 347-348

testing remote access security, 353

VPNs, 340-345

mobile user role-based access control,
333

Mobility Services Engine (MSE),
Adaptive Wireless Intrusion
Prevention System, 211

Modular Policy Framework (MPF),
261

monetary losses, Access Device
Statute, 33-34

monitor mode, 802.1x deployment,
305-306

monitoring

controls, endpoint architecture
review, 386-388

e-mail, 388

MARS, 388

WSA, 386-387

COSO, 70-71

networks, PCI DSS, 57

operational control review, 373-374

perimeter intrusion prevention, 
240-242

secure remote access, 334

tools, security policies, 165-173

CCP, 167-168

CSM, 169-170

MARS, 165-167

NCM, 171-173

UC, 433-434, 438-439

VPNs, 354

Monitoring Analysis and Response
System (MARS), 165-167

PCI report, 165-167

report groups, 166
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MOP (Maintenance Operations
Protocol), 197

MPF (Modular Policy Framework),
261

MPLS (Multi Protocol Label
Switching), 337-339

MSE (Mobility Services Engine),
Adaptive Wireless Intrusion
Prevention System, 211

Msfcli, 121

Msfconsole, 121

Msfweb, 121

Multi Protocol Label Switching
(MPLS), 337-339

multiple-context mode, firewalls, 254

N

NAC (Network Admission Control),
296-306

components, 299-300

Guest Server, 306-307

how NAC works, 300-303

posture assessment, 303-305

posture assessment testing, 309

Profiler, 306-308

security functions, 298-299

NAC Agent, 300-301

NAC Manager, 299

NAC Server, 299

NAC Web Agent, 300

NAT (Network Address Translation),
255-256

National Security Agency. See NSA

National White Collar Crime Center,
45

NCM (Cisco Network Compliance
Manager), 171-173

automated diagramming feature, 172

Compliance Center, 171

software vulnerability report, 172-40

Net Working Time, 16

Netflow, Cisco device management
access, 195-196

network abuse, perimeter intrusion
threat, 238

Network Address Translation (NAT),
255-256

Network Admission Control (NAC),
296-306

components, 299-300

Guest Server, 306-307

how NAC works, 300-303

posture assessment, 303-305

Profiler, 306-308

security functions, 298-299

Network Compliance Manager
(NCM), 171-173

automated diagramming feature, 172

Compliance Center, 171

software vulnerability report, 172-40

Network Time Protocol (NTP)

Cisco device management access,
194-195

configuration, 274

networks

access security policies, 158-159

maps, operational security review

asset location and access
requirements, 182-183

data flow and traffic analysis,
183

logical diagrams, 182

physical diagrams, 182

monitoring, PCI DSS, 57
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secure remote access, 317-318

service threats, 180

site to site, UC architectural review,
422

tests, PCI DSS, 57

newsletters, SANS, 82

NIST 800 series documents, 78-80,
79, 94

evaluating security practices, 89

NIST 800-30

auditing security practice, 89

risk assessment process, 11-12

NIST 800-53, 141, 143

Nmap, 96-100, 282

commands, 99-100

mobile user access control testing,
353

OS detection, 97-98

scanning UDP ports, 97

scans, VLAN separation, 435

site-to-site access control testing, 353

technical testing, 217-219

UNIX, 96-97

versioning, 97-98

noncompliance, UC risks, 399

noncorporate assets, remote access
policies, 331

NOPS, 122

NSA (National Security Agency), 
80-81

security configuration guides, 81

NTP (Network Time Protocol)

Cisco device management access,
194-195

configuration, 274

O

objectives

COBIT, 73-74

information security governance, 63

observations, assessments, 90

offenses

Access Device Statute, 33-34

CAN-SPAM Act of 2003, 43

Computer Fraud and Abuse Act, 31

Digital Millennium Copyright Act,
40

Economic Espionage Act, 41

Electronic Communications Privacy
Act, 37

GLBA, 56

Pen/Trap Statute, 39

SOX, 48-49

Stored Communications Act, 38

Open Shortest Path First (OSPF), 252

open standards, DKIM (domain keys
identified mail), 382-383

operational review

access control, 293-297

administrative users, 296-297

asset classification, 297

authorization and accounting
practices, 294-296

identity practices, 293-294

endpoints, 370-374

incident handling, 373-374

monitoring, 373-374

patch management, 373

security awareness programs,
374

vulnerability management, 373
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infrastructure security, 181-185

administrative accounts, 183

configuration management, 184

disaster recovery, 184

network map and documenta-
tion, 182-183

vulnerability management, 184

wireless operations, 185

perimeter intrusion, 239-242

management and change con-
trol, 239-240

monitoring and incident han-
dling, 240-242

secure remote access, 331-334

mobile access provisioning,
320-332

mobile user role-based access
control, 333

monitoring and incident 
handling, 334

VPN device provisioning, 
331-332

UC, 404-407

administrative access, 406

asset management, 405-406

call detail record review, 406

change management, 405

user and phone provisioning,
404-405

vulnerability management,
406-407

optimization, firewall rules, 260-261

organizational structure, information
security governance, 65-67

Board of Directors, 65

CEOs/executive management, 66

CIO/CISO, 66

database administrators, 67

end users, 67

IS auditors, 67

people weaknesses, 67-68

security analysts, 66

security architects, 66

security director, 66

security engineers, 67

Security Steering Committee, 65-66

system administrators, 67

organizations, auditing, 133

OS detection, Nmap, 97-98

OSI model, Layer 2 threats, 179

OSPF (Open Shortest Path First),
198, 252

OSSTMM, 93

out-of-band deployment (NAC), 302

OWASAP, 94-95

P

packet capture

replay, IPS testing, 283

traffic capture threats, 178-179

Packet Capture tools, 111-115

Tcpdump, 111-114

Tshark, 114-115

Wireshark, 114-115

packet filters, firewalls, 253-254

packet flow, IPS, 266

PACLs (port-level access control lists),
208

parallel to firewall design option, VPN
placement, 345-346

passwords

access control policies, 292

cracking, access control threat, 291

infrastructure security policies, 180

passwords 471



interception, 309

policies, UC, 403

protection, Cisco device management
access, 190

sniffing, access control threat, 291

standard security policies, 162

technical testing, 309-312

trafficking, 45

patches, management, 373

DLP (data loss prevention), 386

technical testing, 390-391

payloads, NOPS, 122

PCI (Payment Card Industry), 153

Data Security Standard, 153

DSS, 55-59

regulatory/industry compliance, 89

PCI Security Council, 57

PE (Provider Edge) routers, 338

PEAP (Protected Extensible
Authentication Protocol), 213

Pen/Trap Statute, 38-39

penalties. See also fines; offenses

Access Device Statute, 33-34

CAN-SPAM Act of 2003, 43

Computer Fraud and Abuse Act, 31

Digital Millennium Copyright Act,
40

Economic Espionage Act, 41

Electronic Communications Privacy
Act, 37

GLBA, 56

HIPAA, 53

Pen/Trap Statute, 39

SOX, 48-49

Stored Communications Act, 38

penetration testing, 91-92

BackTrack, 127

Core Impact, 116-120

Metasploit, 120-126

tools, 116-127

people

auditing security controls, 88

information security governance, 
64-67

Board of Directors, 65

CEOs/executive management,
66

CIO/CISO, 66

database administrators, 67

end users, 67

IS auditors, 67

security analysts, 66

security architects, 66

security director, 66

security engineers, 67

Security Steering Committee,
65-66

systems administrators, 67

weaknesses, 67-68

Performance Monitor, monitoring
VPNs, 334

perimeter intrusion prevention, 
237-288

architecture review, 242-247

assets, 243

design review, 243-247

checklist, 284-287

firewalls, 247-265

configuration review, 251-256

design review, 248-251

IOS deployment, 250-252

rules review, 257-265
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IPS, 265-279

configuration review, 269-275

deployment review, 268-269

how IPS works, 266-268

signatures, 276-279

operations review, 239-242

management and change 
control, 239-240

monitoring and incident 
handling, 240-242

policy review, 238-239

technical control testing, 279-284

threats and risks, 237-238

perimeter intrusion prevention
domain (audit category), 136

personal information, Digital
Millennium Copyright Act, 40

phishing, 44

phone provisioning, UC operational
control review, 404-405

Phone Proxy, UC, 426

phone-to-phone call processing, 417

physical architecture, perimeter
design review, 245-246

physical controls, 8-9

corrective controls, 8

detective controls, 8

preventative, 8

recovery controls, 9

remote access security, 329

remote access VPN control 
groupings, 9

physical diagrams, operational 
security review, 182

physical ports, Cisco device 
management access, 187

physical security, standard security
policies, 161

PIN policies, UC, 403

ping, mobile user access control 
testing, 353

ping scans, 280

ping testing, VLAN separation, 435

piracy, 46

PKI (public key infrastructure), 
325-326

placement, VPNs, 345-346

plane auditing

control, 196-201

CoPP (control plane policing),
199-201

IOS hardening, 196-198

routing protocols, 198-199

data, 201-203

ACLs (access control lists), 202

infrastructure ACLs, 202-84

uRFP (Unicast Reverse Path
Forwarding), 203

management, 186-196

planning phase (auditing process), 
22-23

policies, 5-6

acceptable use policies

endpoint protection, 368

enforcement, 388-389

UC, 403-437

access control, 292-293

assessments, 90

auditing, 21

business partner connection policies,
UC, 403

compliance, management domain
(audit category), 134-135

data loss prevention, 369

definitions, 6

policies 473



e-mail, 369

enforcement, 5-6, 381

information security governance, 64

infrastructure security, 180-181

inheritance, 169-170

Internet, 369

long-distance policies, UC, 403

malware, 369

minimum access policies, endpoint
protection, 368

passwords, UC, 403

PCI DSS, 57

perimeter intrusion, 238-239

PIN, UC, 403

purpose, 5

remote access, UC, 403

revision history, 6

right-to-monitor clause, 369

samples, SANS, 82

scope, 5

secure remote access, 330-331

security

auditing, 154-158

compliance and management,
153-176

compliance checklist, 174-175

management and monitoring
tools, 165-173

regulatory policies, 163-164

requirements, 153-154

standard policies, 158-163

social networking, 369

software approval, 369

statements, 5

terms, 6

UC, 403-438

WLC protection, 211

pornography, child, 45

port security, 205

port-level access control lists (PACLs),
208

posture assessments

access control

policies, 293

testing, 309

NAC (Network Admission Control),
303-305

remote access policies, 331

power outages, Denial of Service,
400

practices, Privacy Rule (HIPAA), 
50-51

pre-processing (IPS detection 
modules), 267

Pretexting Protection (GLBA), 54-55

preventative controls, 8

privacy

private information (loss of), 360

standard security policies, 163

UC risks to, 398

Privacy Rule (HIPAA), 50-51

private classifications (data), 160

procedures, 6

auditing, 21-22

purpose, 6

regulatory policies, 163-164

revision history, 6

scope, 6

steps, 6

warnings, 6

processes

assessments, 90
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auditing, 22-25, 134

audit report phase, 22, 24

data analysis phase, 22, 24

data gathering phase, 22-24

follow-up phase, 22, 25

planning phase, 22-23

research phase, 22-23

auditing security controls, 88

change control, infrastructure 
security policies, 181

COBIT, 72-73

Profiler, NAC (Network Admission
Control), 306-308

programs, 4-7

policies, 5-6

procedures, 6

standards, 7

Protected Extensible Authentication
Protocol (PEAP), 213

protection

call control, UC, 423-431

endpoints, 368-370, 391-395

gateways, UC, 422

password, Cisco device management
access, 190

spanning tree, 207-208

WLC policies, 211

protocols, 304

attacks, Denial of Service, 400

CCMP (Counter Mode Cipher Block
Chaining Message Authentication
Code Protocol), 212

CDP (Cisco Discovery Protocol), 197

IP Telephony, 409-410

H.323, 410-412

MGCP, 410, 412-413

SCCP, 410, 412

SIP, 410, 413-415

IPsec, 326-327

LEAP (Lightweight Extensible
Authentication Protocol), user
authentication, 212

MOP (Maintenance Operations
Protocol), 197

NTP (Network Time Protocol), Cisco
device management access, 
194-195

PEAP (Protected Extensible
Authentication Protocol), 213

RIP (Routing Information Protocol),
252

RLDP (Rogue Location Discover
Protocol), 215

routing, control plane auditing, 
198-199

secure management, infrastructure
security policies, 180-181

spanning tree, 207-208

VPNs, 326-329

VTP (VLAN Trunking Protocol), 204

Provider Edge (PE) routers, 338

provider exceptions (Electronic
Communications Privacy Act), 35

provider routers, 338

provisioning

Computer Fraud and Abuse Act, 
29-31

device, VPNs, 331-332

mobile access, 320-332

users and phones, UC operational
control review, 404-405

Provisioning Page (NAC), 306-307

public classifications (data), 160

public key infrastructure (PKI), 
325-326

public networks, remote access 
security, 329

Pyrit, 228

Pyrit 475



Q

QoS, infrastructure controls, 420

quantitative approach, risk 
assessment, 12

quarantines, 389-390

devices, NAC, 299

technical testing, 390

R

RACLs, 208-209

RBAC (role-based access control),
296, 298, 333

RC4, 320

reaction, 4, 16

reading room (SANS), 82

real-time control protocol. See RTP

recovery, 4, 9

Red Team/Blue Team assessment
(penetration testing), 92

RedSeal, 105-111, 220

regulations

noncompliance, UC risks, 399

security policies and compliance,
153-176

requirements, 153-154

regulatory compliance laws, 46-59

auditing security practices, 89

GLBA, 54-56

HIPAA, 48-53

PCI DSS, 55-59

SOX, 46-49

regulatory security policies, 163-164

relays (e-mail), CAN-SPAM Act of
2003, 42

reliability, information, COBIT, 72

remediation of noncompliant systems,
NAC, 299

remote access, 317-358

architecture review, 334-349

access controls, 346-348

GETVPN, 339-340

good practices, 348-349

mobile user access VPNs, 
340-345

site-to-site VPN technologies,
335-339

VPN placement, 345-346

checklist, 354-357

defining network edge, 317-318

operational review, 331-334

mobile access provisioning,
320-332

mobile user role-based access
control, 333

monitoring and incident 
handling, 334

VPN device provisioning, 
331-332

policies, 159, 330-331, 403

technical testing, 350-354

threats and risks, 329-330

UC user and phone provisioning, 405

VPNs

control groupings, 9

fundamentals, 318-329

remote devices, remote access securi-
ty, 329-330

report groups, MARS (Cisco
Monitoring Analysis and Response
System), 166

reporting crimes, 44-46

reputation (loss of), 360

UC risks to, 398
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reputation filters (IPS detection 
modules), 267

requirements

access, operational security review,
182-183

security policies, 153-156

research

encryption, Digital Millennium
Copyright Act, 40

phase (auditing process), 22-23

resources, COBIT, 72

response, technical testing, 391

responsibility, audit charter, 18

restrictions

Cisco device management access,
188

dial plans, UC user and phone 
provisioning, 405

retired state (IPS signatures), 277

Return on Security Investment
(ROSI), 13

revision history

policies, 6

procedures, 6

security policies, 156

right-to-monitor clause, 369

RIP (Routing Information Protocol),
252

control plane auditing, 199

risks, 9-10

accepting, 15

access control, 291-292

assessment, 10-14

COSO, 70

NIST 800-30, 11-12, 89

quantitative approach, 12

assessments, 89-90

endpoint protection, 368

determining, 11

endpoints, 359-360

Fourth dimension, 16-17

ignoring, 16

information security, 12

management, 9-17

information security 
governance, 64

risk assessment, 10-14

risk mitigation, 14-16

mitigation, 14-16

perimeter intrusion, 237-238

perimeter intrusion prevention,
perimeter design review, 246-247

reducing through audits, 14

remote access security, 329-330

security policy assessment, 156

transferring, 15

UC, 397-399

RLDP (Rogue Location Discover
Protocol), 215

rogue access point detection, 
214-216

Rogue Location Discover Protocol
(RLDP), 215

role-based access control. See RBAC

role-based user classification, remote
access policies, 331

roles, auditors, 20

Root Guard, 207-208, 419

ROSI (Return on Security
Investment), 13

routers

CE (Customer Edge), 338

denial of service threats, 178

Provider, 338

routers 477



Provider Edge (PE), 338

technical testing, 219-221

Routing Information Protocol (RIP),
252

routing protocols, control plane 
auditing, 198-199

RTP (real-time protocol), 416

rules

review, 257-265

testing firewalls, 279-281

S

Safeguards Rule (GLBA), 54

SANS Institute (SysAdmin, Audit,
Network, Security), 82-83

Internet Storm Center, 371-373

SCORE, 83

Sarbanes-Oxley Act of 2002. 
See SOX

scanning

malware, 380

Nessus, 102-105

NMAP scans, VLAN separation, 435

UDP ports

Hping, 100-101

Nmap, 97

SCCP, 410, 412

Schwartau, Winn, 16

scope

auditing domains, 139-141

policies, 5

procedures, 6

security policies, 155

SCORE, SANS, 83

screening routers, 248-249

Secret Service, computer crimes
44-46

Section 302 Corporate Responsibility
for Financial Reports (SOX), 47

Section 404 Management Assessment
of Internal Controls (SOX), 47

Section 409 Real Time Issuer
Disclosures (SOX), 47

Section 802 Criminal Penalties for
Altering Documents (SOX), 47

Secure Hash Algorithm 1 (SHA1),
324

secure management

firewall configuration review, 256

protocols, infrastructure security
policies, 180-181

secure real-time control protocol. 
See SRTP

secure remote access, 317-358

architecture review, 334-349

access controls, 346-348

GETVPN, 339-340

good practices, 348-349

mobile user access VPNs, 
340-345

site-to-site VPN technologies,
335-339

VPN placement, 345-346

checklist, 354-357

defining network edge, 317-318

operational review, 331-334

mobile access provisioning,
320-332

mobile user role-based access
control, 333

monitoring and incident 
handling, 334

VPN device provisioning, 
331-332

policies, 330-331
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technical testing, 350-354

authentication, 350

IPsec, 351

mobile user access, 353

monitoring and log review, 354

site-to-site access control test-
ing, 353

SSL, 352-353

threats and risks, 329-330

VPNs, fundamentals, 318-329

secure remote access domain (audit
category), 137-138

Secure Service Client (SSC), 305

Secure Shell (SSH), 322-323

Secure Socket Layer (SSL), 328-329

secure token method (VPN deploy-
ment), 332

security, 1

access control. See access control

administrators, information security
governance, 67

analysts, information security 
governance, 66

architects, information security 
governance, 66

architecture, information security
governance, 64

as a system, 132-133

assessments, 19

auditing domains, 133-139

access control, 136-137

checklist, 144-150

endpoint protection, 138-139

infrastructure security, 135

perimeter intrusion 
prevention, 136

policy, compliance, and 
management, 134-135

scope, 139-141

secure remote access, 137-138

unified communications, 139

audits. See auditing; auditors

awareness programs, 4-7, 374

policies, 5-6

procedures, 6

standards, 7

best practices, Cisco, 84-85

controls. See security controls

directors, information security 
governance, 66

engineers, information security 
governance, 67

infrastructure, 177-235

architecture review, 185-217

checklist, 230-

network device security best
practices, 216-217

operational review, 181-185

policy review, 180-181

technical testing, 217-229

threats, 177-180

Layer 2, 204-209

DHCP snooping, 205

disabling dynamic trunking,
206-207

Dynamic ARP Inspection, 206

IP source guard, 206

port security, 205

spanning tree protection, 
207-208

switch access control lists, 
208-209

unused port protection, 209

VTP (VLAN Trunking
Protocol), 204
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policies, 153-176

auditing, 154-158

compliance checklist, 174-175

management and monitoring
tools, 165-173

PCI DSS, 57

regulatory policies, 163-164

requirements, 153-154

standard policies, 158-163

practices, auditing, 89-91

assessments, 89-90

remote access, 317-358

architecture review, 334-349

checklist, 354-357

defining network edge, 317-318

operational review, 331-334

policies, 330-331

technical testing, 350-354

threats and risks, 329-330

VPNs, 318-329

reviews, 19

testing, Digital Millennium
Copyright Act, 40

zones

perimeter design review, 
244-245

perimeter intrusion preven-
tion, threats by zone, 247

security controls, 87-89 

administrative controls, 7

analyzing, 11

auditing, 22, 87-89

people, 88

processes, 88

technologies, 89

PCI DSS, 57

physical controls, 8-9

recommending, 11

technical controls, 8

security governance frameworks, 
68-75

COBIT, 71-75, 89

COSO, 68-71

information security governance, 
62-63

ITIL, 75

Security Manager (CSM), 
169-170, 334

Security Rule (HIPAA), 51-52

Security Steering Committee, 
information security governance,
65-66

Security Technical Implementation
Guide (STIG), 81

Senate Bill 1386, breach of 
information, 44

Sender Policy Framework (SPF), 382

Senderbase ranking system, 376-377

SenderID, 382

senior management, information 
security governance, 63

Sensorbase ASA, 378-379

server security, standard security
policies, 161

service availability, wireless networks,
213-214

Service Design, 75

service disruption, perimeter 
intrusion threat, 238

service mapping tools

Hping, 100-101

Nmap, 96-100

Service Operation, 75

service outages, 360
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service providers

auditing, 58-59

Visa/MasterCard, 58

Service Strategy, 75

Service Transition, 75

services, UC user and phone provi-
sioning, 405

Session Border Controller. See SBC

session hijacking, 179

Session Initiation Protocol. See SIP

SHA1 (Secure Hash Algorithm 1),
324

shared key authentication, key 
management, 212-213

shared secret keys, symmetric
encryption, 320-321

signature inspection engines (IPS
detection modules), 267

signatures, IPS (intrusion prevention
systems), 276-279

definitions, 276-277

updates, 274-275

simple firewall design, 248

Single Loss Expectancy (SLE), 12

SIO (Cisco Security Intelligence
Operations), 370

SIP, 410, 413-415, 426-427

site-to-site networks

access control testing, 353

access controls, 346-347

connections, IPsec, 335

UC architectural review, 422

Skinny Client Control Protocol. 
See SCCP

SLE (Single Loss Expectancy), 12

sniffing

password, access control threat, 291

traffic capture threats, 178-179

SNMP

Cisco device management access,
192-193

configuration file download through
Cain, 219

security practices, 193

snooping, DHCP, 205

social engineering

access control threat, 292

assessments, 90

social networking

endpoint threats, 365-366

policies, 369

soft phones

UC user and phone provisioning, 405

VLAN separation, 436

software

client, IPsec, 341

interoperability, Digital Millennium
Copyright Act, 40

inventories, UC operational control
review, 407

licensing, standard security policies,
162

policies, 369

spyware, 44

vulnerability report, NCM (Network
Compliance Manager), 172-40

SOX (Sarbanes-Oxley Act of 2002),
46-49, 154

offenses, 48-49

penalties, 48-49

regulatory/industry compliance, 89

Section 302 Corporate
Responsibility for Financial
Reports, 47

Section 404 Management
Assessment of Internal 
Controls, 47

SOX (Sarbanes-Oxley Act of 2002) 481



Section 409 Real Time Issuer
Disclosures, 47

Section 802 Criminal Penalties for
Altering Documents, 47

spam

CAN-SPAM Act of 2003, 42-43

Internet fraud, 45

technical testing, 390

Spam over IP Telephony (SPIT), 402

spanning tree protection, 207-208

Spectrum Expert, 214

SPF (Sender Policy Framework), 382

SPIT (Spam over IP Telephony), 402

split tunneling, 341, 331

spoofing, 179, 420

spyware, 44

SRTP, 416

SSC (Secure Service Client), 305

SSH (Secure Shell), 188-189, 322-
323, 389

SSL (Secure Socket Layer), 
328-329, 389

full tunneling client, 344-345

scan tool, 352

secure remote access, 352-353

SSL/TLS, 322

stalking, cyber-stalking, 44

standard security policies, 158-163

acceptable use, 158

audit policies, 162

change management, 160

data classification, 159-160

electronic monitoring, 163

guest access, 161

incident handling, 162

Internet access, 159

malware protection, 162

minimum access, 158

mobile devices, 161

network access, 158-159

password policies, 162

physical security, 161

privacy, 163

remote access, 159

server security, 161

software licensing, 162

user account management, 159

standards, 61

CIS, 80

Cisco, 84-85

DISA, 81

information security governance, 
62-63

ISACA, 83-84

ISO 27000 series, 76-78

NIST, 78-80, 89

NSA, 80-81

SANS Institute, 82-83

security programs, 7

Security Rule (HIPAA), 51-52

UC, 403-438

state laws, 43-44

stateful inspections, firewalls, 254

statements, policies, 5, 155-156

Static NAT, 255

Static PAT, 255-256

steps, procedures, 6

STIG (Security Technical
Implementation Guide), 81

Stored Communications Act, 34-35,
37-38

stream cipher algorithms, symmetric
encryption, 320

support, security policy assessment,
157
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surveillance, electronic surveillance,
44

switch access control lists, 208-209

switches

denial of service threats, 178

hopper testing, 435-436

security, infrastructure controls, 
418-420

technical testing, 221-225

traffic capture threats, 178

symmetric encryption, 320-321

SysAdmin, Audit, Network, Security. 
See SANS Institute

Syslog, Cisco device management
access, 193

T

takeover, perimeter intrusion threat,
238

target value ratings, IPS signatures,
277-278

TCP connect scans, 280

Tcpdump, 111-114, 310

technical control testing, perimeter
intrusion prevention, 279-284

technical controls, 8

technical testing, 388-391

acceptable use enforcement, 388-389

access control, 308-312

authentication and identity
handling, 308-309

posture assessment testing, 309

weak authentication testing,
309-312

detection, 391

DLP (data loss prevention), 391

e-mail fraud, 390

encryption, 390

enforcement, 390-391

infrastructure security, 217-229

NMap, 217-219

routers, 219-221

switches, 221-225

wireless networks, 225-229

malware detection, 389-390

patch management, 390-391

phishing, 390

quarantine, 389-390

response, 391

secure remote access, 350-354

authentication, 350

IPsec, 351

mobile user access, 353

monitoring and log review, 354

site-to-site access control testing,
353

SSL, 352-353

SPAM, 390

UC, 434

eavesdropping, 436-437

gateways, 438

toll fraud, 438

VLAN separation, 434-436

technologies

assessments, 90

auditing security controls, 89

auditors, 131-132

TEK (traffic encryption key), 340

telecommunication services, Access
Device Statute, 31-34

Telnet, IPS deployment, 272

Temporary Access (NAC Agent), 303

Temporary Access (NAC Agent) 483



terms

policies, 6

security policies, 156

testing. See also assessments; 
auditing

Digital Millennium Copyright Act,
40

firewall rules, 279-281

frameworks

ISSAF, 93

NIST, 94

OSSTMM, 93

OWASAP, 94-95

IPS (intrusion prevention systems),
281-284

networks, PCI DSS, 57

penetration testing, 91-92

perimeter intrusion prevention, 
279-284

technical testing, 388-391

acceptable use, 388-389

detection, 391

DLP, 391

e-mail fraud, 390

encryption, 390

enforcement, 390-391

malware detection, 389-390

patch management, 390-391

phishing, 390

quarantine, 389-390

response, 391

SPAM, 390

UC, 434-438

vulnerability assessments, 91

THC Hydra, 312

theft of confidential information,
remote access security, 330

third-party access

access control policies, 293

access control threat, 292

threats, 10-11, 14

access control, 291-292

endpoints

data loss, 367-368

e-mail, 366-367

social networking, 365-366

Web, 362-365

endpoints, 360-368

malware, 360-362

infrastructure security, 177-180

denial of service, 178

Layer 2, 179

network service threats, 180

traffic capture, 178-179

unauthorized access, 177-178

intelligence, 370-372

perimeter intrusion, 237-238

remote access security, 329-330

UC, VoIP, 399

Time Based Security, 16

TLS (Transport Layer Security), 
328-329

toll fraud

prevention, 428-429

UC technical testing, 438

VoIP, 402

TOP 20 (SANS), 82

trademark counterfeiting, 46

traffic analysis, operational security
review, 183

traffic capture threats, 178-179

traffic encryption key (TEK), 340

trafficking, agencies, 45

484 terms



Transactions and Code Sets Standard
Rule (HIPAA), 52

transferring risks, 15

transparent mode of operation, 
firewalls, 253

Transport Layer Security (EAP-TLS),
user authentication, 212

Transport Layer Security (TLS), 
328-329

transport mode, IPsec, 326

Triple DES (3DES), 321

Tshark, 114-115

tunnel mode, IPsec, 326

U

U.S. Immigration and Customs
Enforcement, 46

UC (Unified Communications), 397

architectural review, 408-434

ACLs, 420-422

application controls, 431-432

call control protection, 423-431

call processing, 416-418

firewalling, 420-422

gateway protection, 422

infrastructure controls, 
418-420

IPS, 421-422

monitoring, 433-434

RTP, 416

site to site networks, 422

SRTP, 416

voice endpoint controls, 
432-433

wireless networks, 423

checklist, 439

incident handling, 438-439

monitoring, 438-439

operational control review, 404-407

administrative access, 406

asset management, 405-406

call detail record review, 406

change management, 405

user and phone provisioning,
404-405

vulnerability management,
406-407

policies review, 403-438

risks, 397-399

standards, 403-438

technical testing, 434

eavesdropping, 436-437

gateways, 438

toll fraud, 438

VLAN separation, 434-436

threats, VoIP, 399

UCSniff, voice sniffing, 437

UDP ports, 280

scanning, Nmap, 100-101

unauthorized access

as infrastructure security threat, 
177-178

computers, CAN-SPAM Act of 2003,
42

hacking, 44

unauthorized changes, access control
threat, 291

unauthorized disclosure, access 
control threat, 291

Unicast Reverse Path Forwarding
(uRFP), data plane auditing, 203

unified communications domain 
(audit category), 139

Unified Communications. See UC

Unified Communications 485



Unified Wireless System, rogue access
point detection, 215

United States Customs Services, 44

United States Postal Inspection
Services, computer crimes, 45-46

Unites States Postal Inspection
Services, 44

Unites States Secret Service. See
Secret Service

UNIX, Nmap, 96-97

unused port protection, 209

updates

IPS signatures, 274-275

vulnerabilities, UC operational 
control review, 407

uRFP (Unicast Reverse Path
Forwarding), data plane auditing,
203

user account management, security
policies, 159

User Activity Report 
(NAC Guest Server), 306-307

user interfaces

Msfcli, 121

Msfconsole, 121

Msfweb, 121

usernames, access control, 290

users

authentication, EAP, 212-213

provisioning, UC operational control
review, 404-405

V

versioning

Nmap, 97-98

SNMP, 192

video

captures, VoIP, 401

UC user and phone provisioning, 405

violations. See offenses; penalties

virtual ports, Cisco device manage-
ment access, 187-188

Virtual Private Networks. See VPNs

Virtual Routing and Forwarding
(VRF) VPNs, 337-339

virtualization, firewalls, 253-254

viruses, laws, 30-44

Visa

merchants, 58

service provider levels, 58

VLAN Trunking Protocol (VTP), 204

VLANs

access lists, 209

segmentation, 418-419

separation, 434-436

voice mail, UC architectural review,
431

voice media streams, encryption, 436

voice phishing, VoIP, 402

voice services, UC user and phone
provisioning, 405

voice sniffing

eavesdropping, 437

UCSniff, 437

VoIP

fraud, 401-402

hopper testing, 435-436

UC threats, 399

confidentiality, 401

Denial of Service, 399-400

VPNs (Virtual Private Networks)

clientless SSL, 341-342

device provisioning, 331-332
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Dynamic Multipoint, 336-338

Easy, 335-336

fundamentals

authentication and key man-
agement, 324-326

confidentiality, 319-323

integrity, 323-324

protocol suites, 326-329

log review, 354

mobile user access, 340-345

monitoring, 354

placement, 345-346

VRF (Virtual Routing and
Forwarding), 337-339

VRF (Virtual Routing and
Forwarding) VPNs, 337-339

VTP (VLAN Trunking Protocol), 204

VTY (virtual) ports, Cisco device
management access, 187-188

vulnerabilities, 14

assessment tools, 101-111

Nessus, 101-105

RedSeal SRM, 105-111

assessments, testing, 91

management, 373

operational security review,
184

UC operational control review,
406-407

risk assessment, 10-11

updates, UC operational control
review, 407

vulnerable hosts, access control
threat, 291

W

warnings, procedures, 6

weak authentication testing, access
control, 309-312

weak cryptography, remote access
security, 330

weak passwords, access control
threat, 291

web controls

ASA, 378-379

CSA (Cisco Security Agent), 380

endpoint architecture review, 
376-380

endpoint threats, 362-365

IPS (Intrusion Prevention System),
360-380

Web Security Appliance (WSA), 
376-378

web portal access, mobile user access
control testing, 353

web ports, Cisco device management
access, 189-190

Web Security Appliance (WSA), 
376-378

DLP (data loss prevention), 383-384

monitoring controls, endpoint archi-
tecture review, 386-387

websites, Cisco, 84

well-known attacks, IPS testing, 281

Whitebox (penetration testing), 91-92

wIPS (Wireless IPS), 211

Wireless LAN Controllers (WLCs),
wireless network deployment, 
210-211

wireless networks

architecture review, 210-216

denial of service threats, 178
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infrastructure security policies, 181

operational security review, 185

service availability, 213-214

technical testing, 225-229

traffic capture threats, 179

UC architectural review, 423

unauthorized access threats, 178

Wireshark, 114-115, 310, 437

Wiretap Act, 34-37

WLCs (Wireless LAN Controllers),
wireless network deployment, 
210-211

workflow process, Cisco Security
Manager (CSM), 169

WPA-PSK, 228

WSA (Web Security Appliance), 
376-378

DLP (data loss prevention), 383-384

monitoring controls, endpoint 
architecture review, 386-387

Y-Z

Yersinia, 221

zero touch method 
(VPN deployment), 332
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