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provisional responses (SIP), 152
proxy server, 146
PSNR (peak signal-to-noise ratio), 45

calculating, 46
public mapped address, 276
pyramid coding, 93

pyramid coding
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Q
QCIF (Quarter CIF), 164
QoS (quality of service) conferencing support, 

180–82
quadrate view video presentations, 43
quantization, 59, 62

H.261 characteristics, 328
H.263 characteristics, 333
H.264 characteristics, 350–351
MPEG-4, Part 2 codecs, methods of, 356
step size, 60

quantization levels, 60

R
RAS messages (H.323), 213–214
RAS signaling (H.323), 212–213
receiver-side processing, 241
reconnaissance attacks, mitigating, 264
reconstructed images, 74
record routing (SIP), 153
redirect servers, 147
redundant slices, error resiliency, 90
reenrollment, 309
reference frames, 73
reflexive transport addresses, 276
registrars, 147
Release Complete messages (H.225), 191
render filters, 253
replay attacks, mitigating, 261
Request Channel Close message (H.245), 201
requests, SIP, 149

components of, 150–151
required H.323 gatekeeper features, 209–210
reservationless conferences, 5

in-conference controls, 8
dial-out operations, 9
muting and ejecting participants, 9
sidebar conferences, 9
talk-over mode, 9
whiteboard collaboration, 9

joining, 8
reservations, 6
resolution, 48

4:2:0 format, 49
4:2:0 interstitial/co-sited format, 52
4:2:0 interstitial format, 52

4:4:4 format, 49
measuring, 236

resource reservation, 7
response codes (SIP), 153

classes of, 152–153
reverse pinhole, 275
reversible VLCs, error resiliency, 89
RFC 2833, DTMF detection and generation 

module, 32
RGB color format, 49
RmLstC button, 5
rogue configuration, mitigating, 267
rogue DHCP servers, mitigating, 266
roll call (scheduled conferencing), 177
round-robin mode, 16
RRs (receiver reports), 116–117
RSVP (Resource Reservation Protocol), 

conferencing support, 180, 182
RTCP (Real-Time Transport Control 

Protocol), 27, 113
media synchronization, 252–254
packets, 113

APP, 120
BYE, 119
format, 114
forming, 251–252
RRs, 116–117
RTCP BYE, 119
SDES, 117–118
SRs, 114–116

time base correlation, 250–252
RTP (Real-time Transport Protocol), 27, 105

buffer-level management, 247–250
conference system devices

RTP mixers, 123–124
translators, 120–122
video switcher, 124–126

connections, 106
destination ports, 106
development, 105
header extensions, 112
header fields, 108

CSRC field, 110
payload, 111
payload header, 110
payload type field, 108
sequence number field, 109
SSRC field, 110
time stamp field, 109–110

QCIF (Quarter CIF)
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hijacking attacks, mitigating, 262
packetization, 36–37, 241

as audio transmission path delay 
source, 234

as source of video path delay, 241
payload formats, H.263 codecs, 126, 

132–133
H.263-1996 codecs, 127
H.263-1998 codecs, 130–132
H.263-2000 codecs, 130–132
H.263v1 mode-A codecs, 127–128
H.263v1 mode-B codecs, 129–130
H.263v1 mode-C codecs, 130
H.264 codecs, 133–140

port numbers, 111
SSRC collisions, 111
stream loss, detecting, 141–142
time stamps, 246–247

RTP mixers, 123
audio mixers, 123–124
video MCU, 124

RTPCP (RTP Control Protocol), 105
run-length coding, 63

S
scalability options 

on H.263 codecs, 335–336
on MPEG-4, Part 2 codecs, 357

scalable layered codecs, 91–93
SNR scalability, 93
spatialscalability, 93–95
temporal scalability, 95–98

SCCP (Skinny Client Control Protocol)
encryption, 324
port usage, 275

scheduled conferences, 6, 160, 173, 177
configuring, 6
creating, 7–8
entry IVR, 174
hold and resume, 178–179
in-conference features, 8–9, 177
joining, 8
muting, 179
outdial, 179
roll call, 177
unmuting, 179

SD (standard definition) video, 48–49
SDES (source description), 117–118
SDP (Session Description Protocol), 155

bandwidth information, 167–168
media-level parameters, 156
session-level parameters, 155
video extensions, 163

H.261 codec attributes, 164
H.263 codec attributes, 164–166
H.264 codec attributes, 166–167

SECAM (sequential coleur a memoire), 235
secure hashes, 299
security, 257. See also port security

configuring, 269–270
encryption

asymmetric encryption, 300–304
SCCP encryption, 324
secure hashes, 299
SIP encryption, 321–324
symmetric encryption, 299

threats, mitigating
confidentiality attacks, 258
desktop endpoint attacks, 266
DoS attacks, 259–262
endpoint infrastructure attacks, 266
firmware attacks, 266
MitM attacks, 263
network infrastructure attacks, 

263–266
rogue configuration files, 267
server attacks, 267–268
theft of service, 262

security-descriptions, 312
sender-side processing, 232

audio receiver path delay, sources of, 
241–242

audio transmission path delay, sources of, 
233–234

video capture delay, sources of, 238
encoding delay, 241

sequence number field (RTP), 109
server attacks, mitigating, 267

port-based attacks, 267
web server vulnerabilities, 268

service prefixes, 219–220
session-level parameters (SDP), 155
Setup ACK messages (H.225), 190
Setup messages (H.225), 189–190
sidebar conferences, 9

sidebar conferences
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SI-frames, 99
signaling protocols

H.323, 185, 208
ECS message, 207
endpoint aliasing, 187
Fast Connect feature, 204–206
gatekeepers, 209–215
gateways, 208
H.225 call signaling, 188–191
H.225 control protocol, 193
H.245 control protocol, 191–204
MCUs, 209
RAS messages, 213–214
stack components, 186
terminals, 208

SIP, 145
conferencing elements, 157–159
dialogs, 148
messages, 149
multipoint conferencing models, 157
proxy server, 146
record routing, 153–155
redirect server, 147
registrars, 147
requests, 149–151
resource reservation support, 180–182
responses, 152–153
scheduled conferencing, 173–174, 

177–179
transactions, 148
UAs, 146

signal-to-noise ratio as vidoe codec 
performance criteria, 45

Simultaneous Capability Set messages 
(H.245), 193

single view video presentations, 43
single-sided authentication, 315
SIP (Session Initiation Protocol), 145

conferencing elements
conference URI, 157
delayed offer, 158
DTMF support, 159
early offer, 158

dialogs, 148
encryption, 321

SIP-Digest, 321–324
event subscriptions, 154–155

messages, 149
NOTIFY, 155
requests, 149–151
responses, 152–153

multipoint conferencing models, 157
port usage, 275
proxy server, 146
record routing, 153
redirect server, 147
registrars, 147
resource reservation support, 180–182
scheduled conferencing, 173, 177

entry IVR, 174
hold and resume, 178–179
in-conference features, 177
muting, 179
outdial, 179
roll call, 177
unmuting, 179

SDP, 155
media-level parameters, 156
session-level parameters, 155

transactions, 148
UAs, 146

SIP-Digest, 321–324
skew, 223

acceptable tolerance, 224
delay accumulation, 226
measuring, 225–226
network delay, sources of, 228–229

slices, 241
H.263 support of, 336

Slow Start mode (H.323), 204
SNR scalability (H.263), 93, 336
source filters, 252
source video formats for MPEG-4, Part 2 

codecs, 354
spatial domain, 59
spatial scalability (H.263), 93–95, 336
speaker selection algorithm, 35–36
speaker selection module, 34
SP-frames, 99
SRs (sender reports), 114–116
SRTP (Secure RTP), 312
SSRC (synchronization source identifier) 

field, 110
SSRC collisions, 111
STAP (single-time aggregation packet), 136

SI-frames
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start codes, error resiliency, 89
stateful proxy servers, 146
stateless proxy servers, 146
static payload types (RTP), 108
stream loss, detecting, 141–142
stream switching mode, 12
STUN (Simple Traversal Underneath NATs), 

296
Stunnel, 311
sub-band filtering, 93–95
switching frames, 99
symmetric encryption, 299

key distribution, 309
certificate-based, 309
Diffie-Hellman, 310

symmetric NAT, 282–283
symmetric pinhole, 275
SYN attacks, 260–261
synchronization delay in receiver video path, 

244
synthesis, 94–96
synthesis filters, 96

T
talk-over mode feature, 9
TCP intercept, 261
TCS (Terminal Capability Set) messages, 192

DTMF relay support indicators, 193–194
telepresence systems, 16
temporal order, 84
temporal scalability, 85–86, 95–98, 335
terminals (H.323), 208
text overlay in presentation windows, 18
theft of service attacks, mitigating, 262
time base correlation using RTCP, 250–252
time stamp field (RTP), 109–110
timebases, calculating VTB, 253
TLS, 311–312
transactions (SIP), 148
transcoders, 12, 22, 122

in video conferencing networks, reasons for, 
229

transform processing, 55, 57, 59
adaptive encoding

content-adaptive arithmetic coders, 72
content-adaptive VLC, 71

binary arithmetic coders, 68

coefficients, 58
DCT scanning, 69–70
entropy coding, 62–63

arithmetic coding, 66–68
run-length coding, 63
variable-length coding, 63–66

quantization, 59, 62
translators, 120

MTPs, 120–121
transcoders, 122
transraters, 122

transmission order, 84
transport address (H.323), 187
transraters, 12, 122, 229
TURN (Traversal Using Relay NAT), 

296–298

U
UACs (user agent clients), 146
UAs (user agents), 146
UDP ALG firewall, 274
unmuting during scheduled conferencing, 179
unneeded services, disabling, 268
URI (Uniform Resource Identifier), 39
URL ID (H.323), 187
user interface, 21–24

V
VAD module, 34
variable-length coding, 63–66
VAS (voice-activated switched) mode, 

11–12, 28
vertical resolution, 236
video capture, sender-side delay sources, 

238–241
video codecs, 100

H.261, 327
data resiliency, 329–330
entropy coding, 329
MV characteristics, 328
quantization characteristics, 328

H.263, 330
annex C, 338
annex L, 338–339
annex N, 339
annex O scalability options, 335–336

video codecs



376

annex P, 339
annex Q, 340
annex U, 340
annex W, 341
annex X, 342
B-frame support, 334
coefficient prediction, 332
data independence, 337
DCT characteristics, 332
entropy coding, 333–334
MV characteristics, 331
PB-frame support, 334–335
quantization characteristics, 333
slice support, 336
source video formats, 330

H.264, 342
B-frames, 346
deblocking filter, 352
entropy coding, 351
error resilience, 352–353
integer transform, 349–350
intra predication mode, 346–349
MV characteristics, 345
MVs, 345
profiles, 343–344
quantization characteristics, 350–351
source video formats, 344

HD-capable, 102
macroblocks, 101–102
MPEG-4, Part 2, 353

B-frame support, 356
DCT coefficient prediction, 355
entropy coding, 356
MV characteristics, 354–355
profiles, 353–354
quantization methods, 356
scalability, 357
source video formats, 354

performance criteria, 46
bit rate, 45
delay, 46

specifications
form factors, 47–48
frame rates, 47–48
layout, 48
levels, 47
profiles, 47

video stream hierarchy, 100

video coding process
transform processing, 55–59, 62–72
post-processing, 54–55
preprocessing, 52–54

video composition schemes, 11
video conferencing, ad hoc, 162

de-escalation, 169–171
escalation, 169–171
media control support, 172–173
media stream grouping, 169
multiple stream support, 168
SDP bandwidth information, 167–168
video SDP extensions, 164–167

video displays, presentation time, 225
video endpoints, 237
video formats for H.264 codecs, 344
video MCU, 124
video mixer/compositor, 27
video source formats, 235

color formats, 49, 52
HD, 48–49
SD, 48–49

video streams, RTP time stamps, 246–247
video switches, 28
video switchers, 124, 126
video transcoders, 30
video transrating, 28–30
video-specific H.245 messages

Flow Control command, 202
Miscellaneous command, 202–204
Miscellaneous Indication, 202

VLC code table, 64
VTB (video device timebase), calculating, 253
VUI (voice and telephony user interface), 24

W-X-Y-Z
wall clock time, 250
wavelet filtering, 93
web server vulnerabilities, mitigating, 268
whiteboard collaboration feature, 9
whole-packet processing as audio 

transmission path delay source, 234
worms, 262

YCbCr color format, 49

zero-run-length coders, 63

video codecs




