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Introduction

he Configuring Windows Devices exam (70-697) is separated into nine sets of objectives.

This book contains nine chapters that clearly detail what those objectives are and the con-
tent that you can expect to see on the exam. Because each chapter covers a part of the exam
you should concentrate on one chapter at a time and complete the thought experiments and
review questions. This book covers the general, high-level knowledge you need to know to
answer questions regarding why and when you might actually perform tasks relating to the
exam objectives.

Prior to taking the exam you should fully prepare to the best of your ability and we assume
that you have some practical experience supporting Windows devices within the workplace.
You are also probably reading this book as part of your final preparations and that you feel
almost ready to take the exam.

In this book we have included how-to steps and walkthroughs whenever we feel that they
are useful and we hope that you will perform the tasks on your system or within a virtual
machine to crystalize your knowledge. Throughout the book there are numerous notes and
links to resources on the Internet which should add even more depth to your preparation. We
expect that Windows 10 will evolve constantly, through Windows upgrades and you should
always supplement your learning with practical experience obtained by using the latest build
of the operating system as there are always new things to learn and fresh challenges to master.

This book covers every exam objective, but it does not cover every exam question. Only
the Microsoft exam team has access to the exam questions themselves and Microsoft regu-
larly adds new questions to the exam, making it impossible to cover specific questions. You
should consider this book a supplement to your relevant real-world experience and other
study materials. If you encounter a topic in this book that you do not feel completely com-
fortable with, use the links you'll find in text to find more information and take the time to
research and study the topic. Great information is available on MSDN, TechNet, and in blogs
and forums.
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Microsoft certifications

Microsoft certifications distinguish you by proving your command of a broad set of skills and
experience with current Microsoft products and technologies. The exams and corresponding
certifications are developed to validate your mastery of critical competencies as you design
and develop, or implement and support, solutions with Microsoft products and technologies
both on-premises and in the cloud. Certification brings a variety of benefits to the individual
and to employers and organizations.

MORE INFO ALL MICROSOFT CERTIFICATIONS

For information about Microsoft certifications, including a full list of available certifica-
tions, go to http://www.microsoft.com/learning.
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Microsoft Virtual Academy

Build your knowledge of Microsoft technologies with free expert-led online training from
Microsoft Virtual Academy (MVA). MVA offers a comprehensive library of videos, live events,
and more to help you learn the latest technologies and prepare for certification exams. You'll
find what you need here:

http.//www.microsoftvirtualacademy.com

Errata, updates, & book support

We've made every effort to ensure the accuracy of this book and its companion content. You
can access updates to this book—in the form of a list of submitted errata and their related
corrections—at:

http://aka.ms/ER697/errata
If you discover an error that is not already listed, please submit it to us at the same page.

If you need additional support, email Microsoft Press Book Support at mspinput@microsoft.com.

Please note that product support for Microsoft software and hardware is not offered
through the previous addresses. For help with Microsoft software or hardware, go to http.//
support.microsoft.com.

We want to hear from you

At Microsoft Press, your satisfaction is our top priority, and your feedback our most valuable
asset. Please tell us what you think of this book at:

http://aka.ms/tellpress

The survey is short, and we read every one of your comments and ideas. Thanks in ad-
vance for your input!

Stay in touch

Let's keep the conversation going! We're on Twitter: http.//twitter.com/MicrosoftPress.
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Preparing for the exam

Microsoft certification exams are a great way to build your resume and let the world know
about your level of expertise. Certification exams validate your on-the-job experience and
product knowledge. Although there is no substitute for on-the-job experience, preparation
through study and hands-on practice can help you prepare for the exam. We recommend
that you augment your exam preparation plan by using a combination of available study
materials and courses. For example, you might use the Exam ref and another study guide for
your "at home" preparation, and take a Microsoft Official Curriculum course for the classroom
experience. Choose the combination that you think works best for you.

Note that this Exam Ref is based on publicly available information about the exam and the
author's experience. To safeguard the integrity of the exam, authors do not have access to the
live exam.
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Manage identity

dentity is an important concept in Windows, and the Manage Identity objective domain
will test your understanding of how identities are managed in Windows to provide users
with a consistent and secure environment. You'll also need
to know how to support Windows Store and Office 365

apps, install apps into images, and support authentication IMPORTANT
and permissions mechanisms in Windows. Have you read
page xix?
It contains valuable
Objectives in this chapter: information regarding

the skills you need to

m Objective 1.1: Support Windows Store and cloud apps
pass the exam.

= Objective 1.2: Support authentication and authorization

Objective 1.1: Support Windows Store and cloud apps

This objective covers supporting and installing apps from a variety of sources, including
Windows Store, Microsoft Office 365, and Windows Intune. You'll see how to use a Microsoft
account to synchronize app and Windows settings across multiple devices. You'll also see
how to install apps into Windows Imaging Format (WIM) images, and manage the installa-
tion and availability of apps, including sideloading and deep linking.

This objective covers how to:

m |ntegrate Microsoft account and personalization settings

m |nstall and manage software with Microsoft Office 365 and Windows Store apps
m Sideload apps into online and offline images

m Sideload apps by using Microsoft Intune

m Deep link apps by using Microsoft Intune

Integrate Microsoft account and personalization settings

Using a Microsoft account with Windows 10 is the simplest and quickest way for users to
maintain a consistent environment across multiple devices. Windows 10 can use a Microsoft
account to save Personalization settings to the cloud and synchronize those settings across



devices including PCs, laptops, tablets, and smartphones. In Windows 10, you can associate a
Microsoft account with two separate account types:

m Local account A local account is stored in the local Security Account Manager (SAM)
database on a Windows 10 computer.

m Domain account A domain account is stored in the Active Directory Domain
Services (AD DS) database on a domain controller. Domain accounts can be used to
authenticate a user on Windows computers joined to the domain.

A Microsoft account can provide settings synchronization across local and domain ac-
counts. For example, a user might associate his Microsoft account with a local account on
his home computer and a domain account at work. With this configuration, the user can
have settings like Internet Explorer favorites or app configuration settings remain consistent
regardless of which computer he is signed in to.

Associating a Microsoft account with a local or domain account

You can associate a Microsoft account with a local or domain account from the Your Account
page in the Settings app.

32 ACCOUNTS Find a setting F

Your account
Jason
S - Local Account
o mioston Administrator
Work access Windows is better when your settings and files automatically sync
Use a Microsoft account to easily get all your stuff on all your

devices.
Family & other users
Sign in with a Microsoft account instead

Sync your settings

Your picture

Browse

Create your picture

FIGURE 1-1 The Your Account page in the Settings app

To associate a Microsoft account with a local Windows account, complete the following
steps:

1. From the Desktop, click the Start button, and then click Settings.
2. Inthe Settings app, click Accounts.

Manage identity



In the left pane of the Accounts page, click Your Account.

In the Your Account page, click Sign In With A Microsoft Account Instead.
Enter your Microsoft account user name and password, and then click Signin.
You will be asked to verify your identity to be able to associate the account.

After verification, click Switch To Start Using Your Microsoft Account to sign in to
Windows.

To associate a Microsoft account with a domain account, complete the following steps:

1.

When logged in with a domain account, from the Desktop, click the Start button, and
then click Settings.

In the Settings app, click Accounts.
On the Accounts page, click Your Account.
In the Your Account box, click Sign In With A Microsoft Account.

On the Connect To A Microsoft Account On This PC page, select the PC settings you
want to sync with the domain, and then click Next. The options are:

m Start Screen

m App Data

m  Appearance

m Language Preferences

m Desktop Personalization

m Ease Of Access

m Apps

m  Other Windows Settings

m Passwords

= Web Browser

Enter your Microsoft account user name and password, and then click Next.
You will be asked to verify your identity to continue associating the account.

After verification, click Connect to associate your Microsoft account with your domain
account.

Configuring Microsoft account synchronization settings

Users can change which items they opt to synchronize by using a Microsoft account. Users
can access the options in the Settings app from the Sync Your Settings section of the Ac-
counts page (see Figure 1-2).

Objective 1.1: Support Windows Store and cloud apps



€53 ACCOUNTS

Your account How does syncing work?

Sync settings

@D on

Sign-in options

Work access

T, Individual sync settings

Theme

Sync your settings P
on
Web browser settings
@ on
Passwords
@ on
Language preferences
@ on
Ease of Access
@ on

Other Windows settings

@ on

FIGURE 1-2 The Sync Your Settings section in the Settings app

Configuring Microsoft account settings by using Group Policy

Network administrators can incorporate Microsoft accounts into the workplace to help users
transfer what they've configured with their domain accounts between computers by using a

Microsoft account. Network administrators can also disable the ability to associate Microsoft
accounts by setting limitations in Group Policy. This section looks at the Group Policy options

for controlling the association of Microsoft accounts.

The Group Policy setting used to disable Microsoft account use is named Accounts: Block
Microsoft Accounts, and the setting is found in Computer Configuration\Windows Settings\
Security Settings\Local Policies\Security Options (see Figure 1-3). You can choose from three

different settings:

m The policy is disabled If you disable or do not configure this policy, users will be

able to use Microsoft accounts with Windows.

m Users can't add Microsoft accounts [f you select this option, users will not be able
to create new Microsoft accounts on this computer, switch a local account to a Microsoft
account, or connect a domain account to a Microsoft account. This is the preferred op-
tion if you need to limit the use of Microsoft accounts in your enterprise.

m Users can’t add or log on with Microsoft accounts
existing Microsoft account users will not be able to log on to Windows. Selecting this
option might make it impossible for an existing administrator on this computer to log

on and manage the system.

Manage identity

If you select this option,
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FIGURE 1-3 The Accounts: Block Microsoft Accounts Properties dialog box in Local Group Policy Editor

Install and manage software

While you can install apps using conventional methods, such as choosing Add/Remove
Programs in Control Panel , or removable media, you can also perform cloud-based software
installation by using Windows Store or Microsoft Office 365.

Installing apps by using Microsoft Office 365

Microsoft Office 365 is Microsoft Office in the cloud, accessible via a user-based paid sub-
scription. Because it's cloud-based, users can access the Microsoft Office products that are
licensed to them on up to five compatible devices.

Office 365 updates are applied automatically. There's no need for software maintenance
tasks, such as installing updates or upgrading versions, so enterprise administrators don’t
need to worry about updating devices manually. However, they're still in control of updates
and can decide how and when these will be provided to users. Administrators can also decide
where users’ data should be stored: on the on-premises data servers of a company, in private
cloud-based storage, in the public cloud, or a combination of these.

Office 365 is software as a service (SaaS). With Saa$, the user is provided a software
product that they can use and consume, on demand. An organization might choose a Saa$S
product like Office 365 to reduce maintenance and installation workloads, reduce licensing
costs, or simplify the organization software portfolio. SaaS products like Office 365 also offer
the benefit of access to apps and saved documents from any location or computer, provided
an Internet connection is available.

Objective 1.1: Support Windows Store and cloud apps



MORE INFO EXPLORING OFFICE 365

This Exam Ref focuses on installing Office 365 components. However, there is much more
to Office 365, including conferencing, email, secure file sharing, and website hosting. You
can learn more about Office 365 at https://products.office.com/en-ca/business/explore-
office-365-for-business.

CONFIGURING OFFICE 365

You can obtain a free trial subscription to Office 365 Business Premium by visiting the follow-
ing link: https://portal.office.com/Signup/Signup.aspx?Offerld=467eab54-127b-42d3-b046-
3844b860bebf&dI=0365_BUSINESS_PREMIUM&culture=en-US&country=US&ali=1&alo=1&
lc=1033#0. After signing up, you can perform the initial configuration steps on the Office 365
Admin Center page, pictured in Figure 1-4.

Office 365

Office 365 admin center « Kellington Consulting (Edit)

Search users, admin tasks an, SO A~

admin shortcuts

"B Watch the video to get started quickly
DASHBOARD ~

SETUP

b Uszrs Service overview
COMPANY PROFILE
o e bt Current health Office 365 Admin app

Get

CEIRES 2 issues Exchange In extended recovery ¥ 365 Admin app on

SHARED MAILBOXES Identity Service No issues
Service requests

MEETING ROOMS No open servce requests Office 365 Portal No issues

GROUPS Office Subscription Mo issues

DOMAINS Mail protection

Rights Management
PUBLIC WEBSITE Ll 0 messages received, 0 processe q by filtering. Service

P BILLING SharePoint No issues
Message center

» EXTERNAL SHARING Skype for Busines In extended recovery ¥
1 new message in the past 7 days Skype for Business 4
MOBILE DEvICES Yammer Enterprise No issues

P SERVICE SETTINGS Included services 5
View details and history

REPORTS

P SERVICE HEALTH v} v
Planned maintenance Feedback

FIGURE 1-4 The Office 365 Admin Center page

After signing up, you can access the Office 365 Admin Center at https.//portal.microsofton-
line.com/admin/default.aspx.

INSTALLING OFFICE FROM THE OFFICE 365 PORTAL

You can configure several settings that control the ability to install Office apps from Office
365 Admin Center. From the User Software page under Service Settings in Office 365 Admin
Center, you can select the applications that you will enable users to install, one of the options
being Office And Skype For Business. If this option is selected, users can install Office on their
computers by completing the following steps:

1. Open a web browser and navigate to https.//portal.microsoftonline.
2. Sign in with the appropriate user name and password.

3. From the Office 365 portal page, click Install Now.

Manage identity


https://products.office.com/en-ca/business/explore-office-365-for-business
https://products.office.com/en-ca/business/explore-office-365-for-business
https://portal.microsoftonline.com/admin/default.aspx
https://portal.microsoftonline.com/admin/default.aspx
https://portal.office.com/Signup/Signup.aspx?OfferId=467eab54-127b-42d3-b046-3844b860bebf&dl=O365_BUSINESS_PREMIUM&culture=en-US&country=US&ali=1&alo=1&lc=1033#0
https://portal.office.com/Signup/Signup.aspx?OfferId=467eab54-127b-42d3-b046-3844b860bebf&dl=O365_BUSINESS_PREMIUM&culture=en-US&country=US&ali=1&alo=1&lc=1033#0
https://portal.office.com/Signup/Signup.aspx?OfferId=467eab54-127b-42d3-b046-3844b860bebf&dl=O365_BUSINESS_PREMIUM&culture=en-US&country=US&ali=1&alo=1&lc=1033#0
https://portal.microsoftonline

4. Click Run to start the installation, click Yes to continue, and click Next to start the
wizard.

5. Select No Thanks to not send updates to Microsoft, and then click Accept.
6. Click Next on the Meet OneDrive page.
7. Click Next to accept defaults, select No Thanks, and then click All Done.

DEPLOYING OFFICE

You can also deploy Office in the enterprise using methods other than the self-service
method explained above. The Office Deployment tool enables you to configure information
about which language(s) to download, which architecture to use, where the software deploy-
ment network share is located, how updates are applied after Office is installed, and which
version of the software to install. Deployment methods include Group Policy, startup scripts,
or Microsoft System Center Configuration Manager.

Managing software by using Office 365

You can manage all aspects of the Office 365 environment from Office 365 Admin Center. The
admin center contains configuration and management pages for all the different features
that affect Office app installation:

m Dashboard This page provides a view of overall service health, including Office-
related components. It also contains shortcuts to administrative tasks, such as Reset
User Passwords and Add New Users.

m Users From this page, you can add, remove, and edit user accounts that are part of
the Office 365 environment. You can also configure Active Directory synchronization
and configure authentication methods and requirements.

m Domains From this page, you can manage and add domains used by Office 365.

m Service Settings There are several pages available under the Service Settings menu,
including Updates, User Software, Passwords, Rights Management, and Mobile.

m Tools This page includes several important configuration and readiness tools for
Office, including:

m Office 365 health, readiness, and connectivity checks
m  Office 365 Best Practices Analyzer

m  Microsoft Connectivity Analyzer

IMPORTANT OFFICE 365 FEATURES
There are other important features of Office 365 that you need to consider in preparation for
the exam. While these topics are not covered in great detail, they might appear as supporting
information for a scenario or question on the exam.
m Click-to-Run You can configure a click-to-run installation of Office that enables a
streamed installation process, which gives almost instant access to Office desktop ap-
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plications, rather than the traditional installation method that requires the user to wait
for the entire installation process to complete before using any Office applications.

m Windows PowerShell You can use Windows PowerShell to manage Office 365. You
need to be familiar with the common Office 365 management cmdlets. You can find
out more about Office 365 management using Windows PowerShell here:
https.//technet.microsoft.com/en-us/library/dn568031.aspx.

Installing apps by using the Windows Store

The Windows Store is the standard source for Windows 10 apps, and the most common
method for installing those apps. The Windows Store is installed by default on all Windows 10

computers.
Home  Apps Games Music Movies & TV L3 @
Refine Results for "Microsoft”
e Apps (309) showal
Apps
Games
Albums
Songs

Word Mobile Excel Mobile PowerPoint Mobile Mail and Calendar OneNote Microsoft Photos Lync
HHKKH HAKKH HAKKH TR RH K HARKH TR RKK A KKK

Movies Free Free Free installed installed installed Owned

TV shows

Games (74) Show all

P

e Microsoft Jackpot &8
Microsoft Bingo &7

Viieng : ad TEN c
Microsoft Bingo Microsoft Microsoft Mahjong  Microsoft Sudoku Microsoft Jigsaw Microsoft Jackpot Microsoft Sol
KA Minesweeper TAKAR HAKAKR TR kKR Collection

rosC
Solitaire Col

FIGURE 1-5 The Windows Store

There are several aspects of the Windows Store that you need to be aware of for the exam:

m The Windows Store is the primary repository and source for apps that are created and
made available to the public, as a free trial or paid app.

m Users must have a Microsoft account associated with their local or domain account in
order to download any apps from the Windows Store.

= Windows Store apps designed for Windows 10 are universal apps. They will function on
Windows 10 computers, tablets, and mobile phones or smart devices, as well as Xbox.

= Windows Store apps are limited to 10 devices per Microsoft account. A user can install
an app on up to 10 devices that are associated with his or her Microsoft account.

= Apps designed for non-public use—that is, for a specific organization—can be sub-
mitted through the Windows Store and be made available only to members of the
organization.
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MORE INFO WINDOWS STORE APPS VS. WINDOWS DESKTOP APPS

This objective domain covers only Windows Store apps. Desktop apps, which appear and
behave much like traditional Windows programs, are covered in Chapter 8.

To install a Windows Store app, open the Windows Store while logged in to Windows with a
Microsoft account. You can navigate the Windows Store by browsing the categories provided
at the top of the window, or by using the Search toolbar, also at the top of the window. After
you've located the app you want to install, click Install on the app page. The app installs in the
background, and you are notified when the installation is complete. Installed apps are available
from the Start menu, by clicking All Apps, or by typing the name of the app in the Search field.
You can also pin apps to the Start menu or taskbar to make them easier to access.

DISABLING ACCESS TO THE WINDOWS STORE

By default, the Windows Store is accessible to all users who have a Microsoft account as-
sociated with their local or domain account. Access to the Windows Store can be disabled by
using Group Policy. You might disable access for a number of reasons, including controlling
apps that are available on certain computers, such as kiosk or terminal computers, satisfying
legal or compliance-related requirements, or ensuring that only approved applications of
your organization are installed on Windows computers.

To disable access to the Windows Store, open either the Local Group Policy Editor, or
Group Policy Management on a domain controller for domain policy. Within Group Policy,
navigate to the following location: Computer Configuration\Administrative Templates\
Windows Components\App Package Deployment. Change the setting for Allow All Trusted
Apps To Install to Disabled.

EXAM TIP

Changes to Group Policy do not take place until a Group Policy refresh occurs. By default,
this is every 90 minutes. To force a refresh, you can run gpupdate /force from the com-
mand prompt.

Sideload apps into offline and online images

Organizations sometimes create their own apps. These apps have the same characteristics as
the apps you find in the Windows Store (which aren’t desktop apps). As noted earlier, enter-
prise administrators can make these apps available publicly if they want to go through the
Windows Store certification process, or they can make them available to their enterprise users
through a process known as sideloading.

Objective 1.1: Support Windows Store and cloud apps



Enabling sideloading in Windows 10

By default, the sideloading option in Windows 10 is disabled. To enable sideloading, you
need to use a Group Policy setting. To configure Group Policy so that computers can accept
and install sideloaded apps that you created for your organization, navigate to Computer
Configuration/ Administrative Templates/ Windows Components/ App Package Deployment.
Double-click Allow All Trusted Apps To Install. When this setting is enabled, any line of busi-
ness (LOB) Windows Store app, signed by a Certification Authority (CA) that the computer
trusts, can be installed.
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FIGURE 1-6 Group Policy setting Allow All Trusted Apps To Install

Sideloading an app

After sideloading is enabled in Group Policy, you can sideload the app using the AppX
Windows PowerShell module and the associated cmdlets. To manually sideload an app
for the currently logged in user, perform the following steps from a Windows PowerShell
prompt:

1. Type Import-module appx. Press Enter.

2. Type Add-appxpackage “path and name of the app” to add the app. Press Enter.
Table 1-1 shows the available AppX cmdlets. If you need to add app dependencies,
the command should look more like this: Add-appxpackage C:\MyApp.appx
DependencyPath C:\appplus.appx.

The app installs, and then is available to the user. This needs to be done for each user if
multiple users share a single computer.
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EXAM TIP

Some exam questions require you to solve a problem with more than one Windows com-

ponent or tool. For example, you might be asked how you would deploy an app to all client

computers in a domain and configure the app to access network resources. The answer will

likely include applying a specific Group Policy Object (Allow All Trusted Apps To Install)

and using a Windows PowerShell cmdlet (such as add-appxpackage).

The AppX module for Windows PowerShell includes several cmdlets that you can use to

install and manage LOB Windows Store apps.

Table 1-1 Cmdlets in the AppX module for Windows PowerShell

Cmdlet Description

Add-AppxPackage To add a signed app package to a single user account
Get-AppxLastError To review the last error reported in the app package installation logs
Get-AppxLog To review the app package installation log

Get-AppxPackage To view a list of the app packages installed for a user profile
Get-AppxPackageManifest To read the manifest of an app package

Remove-AppxPackage To remove an app package from a user account

If you want to sideload the apps to multiple computers, use Deployment Image Servicing

and Management (DISM) cmdlets. You can use DISM commands to manage app packages in
a Windows image. When you use DISM to provision app packages, those packages are added

to a Windows image, and are installed for the desired users when they next log on to their

computers.

You need to be familiar with the DISM syntax when servicing a Windows image, whether a

computer is offline or online. Table 1-2 lists a few cmdlets to keep in mind.

Table 1-2 Cmdlets in the AppX module for Windows PowerShell

Cmdlet

DISM.exe {/Image:<path_to_image_directory> | /Online}
[dism_global_options] {servicing_option} [<servicing_argument>]

DISM.exe /Image:<path_to_image_directory> [/Get-
ProvisionedAppxPackages | /Add-ProvisionedAppxPackage | /
Remove-ProvisionedAppxPackage | /Set-ProvisionedAppxDataFile]

DISM.exe /Online [/Get-ProvisionedAppxPackages | /Add-
ProvisionedAppxPackage | /Remove-ProvisionedAppxPackage | /Set-
ProvisionedAppxDataFile

Description

To service a Windows image with
DISM

To service an app package (.appx or
.appxbundle) for an offline image

To service an app package (.appx or
.appxbundle) for a running operat-
ing system

Objective 1.1: Support Windows Store and cloud apps
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Other command-line service options include /Get-ProvisionedAppxPackages, /FolderPath,
/PackagePath, /LicensePath, and /Add-ProvisionedAppxPackage. Becoming familiar with
these is very important because you'll likely be tested on them. You can learn about all avail-
able commands and options at http://technet.microsoft.com/en-US/library/hh824882.aspx.
Review this article and make sure that you can make sense of commands you might come
across, perhaps one that looks like:

Dism /OnTline /Add-ProvisionedAppxPackage /FolderPath:C:\Test\Apps\MyUnpackedApp /
SkipLicense

Or it looks like this:

Dism /Image:C:\test\offline /Add-ProvisionedAppxPackage /FolderPath:c:\Test\Apps\
MyUnpackedApp /CustomDataPath:c:\Test\Apps\CustomData.xm]l

Sideload apps by using Microsoft Intune

You can use Microsoft Intune to sideload apps via the cloud and make them available to any
authorized, compatible device that's connected to the Internet. The following list outlines the
high-level steps that you need to complete to sideload an app using Microsoft Intune.

1. Add users and create groups, if applicable.
2. Upload the app to Microsoft Intune.

3. Choose the users, groups, computers, and devices that can download the app, and link
them (user-to-device).

4. For the self-service model in this example, choose how to deploy the app. It can be
available, or available and required.

5. Verify that the app is available in the Windows Intune Company Store, and use the
Company Store to install the app on devices.

Adding a user and groups

You can add users and groups to assist you in deploying your app to the appropriate audi-
ence. In Figure 1-7, you can see the Groups page, where new users and groups can be added
to Intune. If you are adding users to a group, the group must be created before the user can
be added to the group.
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FIGURE 1-7 The Microsoft Intune Groups page

Uploading an app to Microsoft Intune

You can upload an app from the Apps page of Microsoft Intune, as shown in Figure 1-8.
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FIGURE 1-8 Uploading to the Microsoft Intune Apps page

To upload an app, complete the following steps:
1. Onthe Apps page, click Add Apps.

2. Inthe software setup window, select Windows app package as the software installer
file type.

3. Click Browse, locate the .appx or .appxbundle file to upload, and then click Open.
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4. Fill out the description information for the app.
5. Specify the architecture requirements.
6. Specify any rules to deal with previously installed apps.

7. Click Upload to upload the app to Microsoft Intune.

Once uploaded, the app will be available within the administration console to assign to
users or groups (see Figure 1-9).
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FIGURE 1-9 Available apps on the Apps page in the Microsoft Intune console

Choosing the users who can install the app

You can choose the users to whom the app is made available by selecting Manage Deployment
on the Apps page, as shown in Figure 1-9. When you start the Manage Deployment Wizard,
you will be prompted to choose one or more groups to which the app is assigned, as in Figure
1-10. You can choose to assign the apps to users or computers. You need to also choose the
Deployment Action for the app, although there is only one option available for each group
type. For computer groups, you need to choose Required Install, and for user groups, you need
to choose Available Install. Once you've chosen your options, you can click Finish to complete
the group assignment process.

Manage identity



@ TestApp

Select the groups o which you want to deploy this software,

- Selected groups: (1]
S grois 2 s
Name Path

4 AllUsers

Deployment Action All Computers All Devices.
Ungrouped Users

4 Al Devices

I All Mobile Devices

Ungrouped Devices

Remove

K e R

FIGURE 1-10 Choosing deployment groups

Installing the app from the Company Store

To install the app, your users will navigate to the Company Store page, and select the app
from the Company Store page.

Deep link apps using Microsoft Intune

You can make Windows Store apps available to Windows RT users in your company portal by
using Windows Intune as well as Configuration Manager. This section focuses on Windows In-
tune. You'll follow the same basic process as you did when deploying an app via the Installed
Software option, but this time you choose External Link in the Add Software Wizard. Before
you begin, decide which Windows Store app you want to deploy. For this example, choose
OneDrive for Business.

The first part of the process requires you to obtain the link to the app you want to add to
your company portal. To obtain the link for OneDrive for Business, follow these steps:

1. From the Start menu, type Store, and then click Store.

2. Search for Word Mobile, and then click it to access the installation page.
3. On the Word Mobile page, click Share.

4. In the Share area, click Mail.

5. The email contains the link. Send this link to yourself, copy the link, and paste it into
Notepad, or otherwise make the link accessible for later.

The second part of the deep-linking process involves adding the app to Windows Intune:
1. Log on to the Microsoft Intune Administrator console.
2. Click the Apps tab, and then click Add Apps.

Objective 1.1: Support Windows Store and cloud apps
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Wait for the Microsoft Intune Software Publisher to install, and then enter your Micro-
soft Intune credentials.

In the Microsoft Intune Software Publisher window, click Next.

On the Software setup page, select External link, and then type the link you copied in
step 5 of the previous task into the URL field, and then click Next.

Carefully input the information to describe the software. What you input can be
viewed by your employees. Click Next when finished.
Verify that the information is correct, and then click Upload.

After the upload is complete, click Close.

Thought experiment
Managing Microsoft Office in a small organization

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

You manage a small business that has seven employees, and each employee has
multiple devices that they use to perform work. You don’t have an Active Directory
domain. Sometimes the users are at the company, sometimes at home, and often in
a hotel. Users don’t always have Internet access.

Users complain that they can’t always access their work documents and that when
they use Microsoft Office on their devices, they get a different user experience on all
of them. Their settings and preferences need to be reset repeatedly for each device
as they change them. You want to resolve these problems (and others, including
mandating Microsoft Office updates), but you don’t have a lot of money to spend.

1. What should you set up to resolve all these issues, all without incurring a sub-
stantial expense?

2. Where would you store the users’ data?

3. If you want to delegate some of the responsibilities for managing your solution,
what types of administrator would you create to manage support tickets?

Objective summary

You can integrate users’ Microsoft accounts into your organization to enable synchro-
nization of settings between multiple devices.

You can manage apps by using Office 365, DISM, and Microsoft Intune.

You can configure Group Policy to manage apps, manage access to the Windows Store,
and enable sideloading.

You can sideload apps to enable LOB apps without making them available through the
Windows Store.
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “"Answers” section at the end of this chapter.

1.

Where can you configure a Group Policy that restricts the use of Microsoft accounts for
a specific group of users in an Active Directory domain?

A. In the Group Policy Management Editor window, by expanding Computer
Configuration/ Policies/ Windows Settings/ Security Settings/ Local Policies/
Security Options

B. In the Group Policy Management Editor window, by expanding Computer
Configuration/ Policies/ Windows Settings/ Security Settings/ Local Policies/ User
Rights Assignment

C. In the Local Group Policy Editor, by navigating to Computer Configuration/
Windows Settings/ Security Settings/ Local Policies/ Security Options

D. In the Local Group Policy Editor, by navigating to Computer Configuration/
Windows Settings/ Security Settings/ Local Policies/ User Rights Assignment

Where can users associate a Microsoft account with a domain account?

A. Users can't do this. Only administrators can perform this task in Active Directory
Users And Computers on a domain controller.

B. In the Settings app, on the Accounts page

C. In the Group Policy Management Editor by expanding Computer Configuration/
Policies/ Windows Settings/ Local Policies/ Security

D. In the Settings app, on the Personalization page.

Which of the following can you manage in the Office 365 Admin Center?
A. Active Directory synchronization

B. Valid, expired, and assigned licenses

C.  User password, including resetting

D. All of the above

E. BandConly

Which of the following tools and technologies can help you sideload LOB apps for
computers in your organization?

A. DISM

B. Windows PowerShell
C. Configuration Manager
D. Microsoft Intune

E. All of the above

F. OnlyCandD
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5. Which Group Policy setting do you have to enable before you can sideload apps in
Windows 10?

None
Allow All Trusted Apps To Install
Allow Development Of Windows Store Apps

Block Microsoft Accounts

6. True or false: You can create a required installation for an app in Microsoft Intune,
which will automatically install on devices.

A.
B.

True

False

7.  Which of the following describes the purpose of deep linking an app?

A.
B.

To make specific Windows Store apps available through the company portal
To force the installation of apps on Windows 10 computers
To add LOB apps to the Windows Store

None of the Above

Objective 1.2: Support authentication and
authorization

Users need to be authenticated to access a computer or network before they can be autho-
rized to access the resources on it. Windows 10 supports several authentication mechanisms
and methods, and different ways to manage accounts. This chapter will help you to understand
the important concepts needed to support Windows 10 authentication and authorization.

This objective covers how to:

Support user authentication, including multi-factor authentication, certificates,
virtual smart cards, picture passwords, and biometrics

Support workgroup, homegroup, and domain membership, including Secure Chan-
nel, account policies, credential caching, and Credential Manager

Know when to use a local account versus a Microsoft account
Configure Workplace Join

Configure Windows Hello
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Support user authentication

User authentication can come in many forms in Windows 10. You need to understand the
various methods for authentication as well as the different mechanisms for managing and
supporting authentication.

Understanding multi-factor authentication

Multifactor authentication requires two (or more) types of authentication to gain access to a
device or network. Most often, one type is a password, and the other is something else, such
as a smart card, fingerprint, or digital certificate. This section focuses a little more on certifi-
cates as a means of achieving authentication, but this book has covered this topic in various
places, and you need to review those entries when you can (for the most part, certificates
have been associated with apps, because apps must be signed to ensure that they can be
trusted).

A digital certificate is issued by a Certificate Authority (CA), such as Verisign or Active
Directory Certificate Services (AD CS) in Windows Server 2012 R2. The certificate can be used
to provide proof that the identity asking for authentication is trusted and true, and that the
identity offering it is also trusted and authentic. Authentication with certificates involves a
public key and a private key that can be matched to provide that authentication. If no match
occurs, no authentication is provided. You can learn more about Certificate Authorities at
http://technet.microsoft.com/en-us/library/cc732368.aspx.

AD CS can issue and manage public key infrastructure (PKI) in a domain, provide public
key cryptography and the ability to create digital certificates, and offer digital signature capa-
bilities. For the purposes here, AD CS provides authentication by associating certificate keys
with computers, users, and device accounts on a network. This is called binding.

For the exam, you might be asked how to enable users to access a network resource and
be given a specific scenario. A scenario that includes AD CS will note that the network has
its own PKl infrastructure. You need to understand that the required certificates must be
available to the computer and the user, and they need to be stored in the proper location for
authentication to be granted. Client certificates are stored in the Personal certificate store for
the applicable user account on the client computer. Computer accounts need trusted root
certificates to be stored in the Trusted Root Certification Authorities store, again on the client
computer.

You can explore many other certificate folders as well. To view these stores on a local com-
puter, type certmgr.msc in a Run dialog box, and click OK. Open this console and review the
available certificate folders before moving on. Figure 1-11 shows a local computer, not con-
nected to a domain, and the related Personal certificates. Typically, you'll see more certificates
than those present in the example.

Objective 1.2: Support authentication and authorization
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FIGURE 1-11 The Certmgr console

Understanding virtual smart cards

A virtual smart card works in the same general manner as a physical smart card does, but
doesn't require a connected or installed smart card reader. Instead, the virtual smart card
works with a Trusted Platform Module (TPM) chip, which protects the virtual card information
through encryption, installed on the computer. As with other more advanced security op-
tions, you'll need a PKI domain infrastructure, complete with certificates and the ability to cre-
ate and manage them, to incorporate this technology. Virtual smart cards offer the following:

m  Authentication protection

m  Confidentiality of the machine and its contents

m Private keys for security

m Encrypted card information that can't be mined or removed (that is, it can’t be ex-

ported)

m Protection from rogue software that attacks at startup

m  Multi-factor protection (smart card and PIN)

To use virtual smart cards, you need to meet more requirements than when you opt to use
physical ones. These requirements include, but aren’t limited to the following:

m  Computers must be running Windows 8 or higher and Windows Server 2012 or higher.

m A compatible TPM must be installed on those computers that adhere to TPM 1.2 or
higher standards.

m A limit of ten smart cards (virtual or physical) can be used on a single computer.
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m The PIN and the PIN Unlock Key must be a minimum of eight characters. These can

include numbers, letters, and special characters.

One very important command that you need to understand for the exam is Tomvsc-
mgr.exe, the command-line tool you use to configure a virtual smart card. You can use the
command locally or remotely. Parameters you can use include Create and Delete. Examples
include /name (the name of the smart card), /admin key (administrator key), /PIN (the PIN),
/generate (to create the files in storage necessary for the card to function), and others listed
at http://technet.microsoft.com/en-us/library/dn593707.aspx.

To configure a virtual smart card environment from scratch in a domain, you need to fol-
low these steps:

1.

Create a certificate template, a sixteen-step process performed on a Windows server in
a domain that'’s installed with and running a CA, as outlined at http.//technet.microsoft.
com/en-us/library/dn579260.aspx#BKMK_Step1.

Create the virtual TPM smart card, a four-step process that uses the Tpmvscmgr.exe
command with parameters, as outlined at http.//technet.microsoft.com/en-us/library/
dn579260.aspx#BKMK_Step2.

tpmvscmgr.exe create /name tpmvsc /pin default /adminkey random /generate

Enroll the certificate on the TPM virtual smart card, a six-step process, by using the
Certmgr.msc console to add the certificate to the Personal store, as outlined at http://
technet.microsoft.com/en-us/library/dn579260.aspx#BKMK_Step3.

MORE INFO VIRTUAL SMART CARDS

Learn more about virtual smart cards and be sure to explore the additional links on the left

side of this page at http://technet.microsoft.com/en-us/library/dn593708.aspx.

To configure a Windows 10 virtual smart card on a stand-alone computer if you have the
required technology and credentials available, follow these steps:

1.
2.
3.

Open an elevated command prompt.
Type tpm.msc.

Verify that a compatible TPM can be found that’s at least a TPM 1.2 or later. If you
receive an error instead, but are sure a compatible module is available, enable it in the
system BIOS before continuing.

Close the TPM management console.
At the command prompt, enter:

TpmVscMgr create /name MyVSC /pin default /adminkey random /generate

To provide a custom PIN value when creating the virtual smart card, use /pin prompt
instead.
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Configuring a picture password

A picture password is a way to log on to a computer by using a series of three movements
consisting of lines, circles, and/or taps. You can pick any picture you want. Picture passwords
can't be used to log on to domains; they are used to log on to stand-alone computers only.
Picture password combinations are limitless because the pictures that can be used are limit-
less. Although picture passwords are considered more secure for stand-alone computers than
typing a PIN or password, a hacker can get into a device by holding the screen up to light to
see where most of the gestures are (by following the smudges on the screen). This is espe-
cially true if the user touches the screen only to input the password and rarely uses touch for
anything else.

You create a picture password (or a four-digit PIN) from the Settings app:
1. Open the Settings app, and then click Accounts.
2. Click Sign-in Options.
3. Under Picture Password, click Add.

4. Input your current password, and then click Choose Picture to browse to and select the
picture to use.

5. Follow the instructions in the resulting wizard to configure the picture password.

Exploring biometrics

Biometrics, like picture passwords, provides infinite possibilities for securing a computer and
can be used as part of a multi-factor authentication plan (using it on its own isn't recom-
mended). Biometric options are generally configured by incorporating a person'’s fingerprint
and using a fingerprint reader (you “enroll” the user when configuring this), but you can also
use a person’s face, eye, or even their voice.

Microsoft has made using biometrics easier than ever by including native support for
biometrics through the Windows Biometric Framework (WBF), which includes an option in
the Settings app for configuring the device on Windows 10 computers. Windows now also in-
cludes Group Policy settings related to biometrics, and you can enable or disable this feature
as desired. You need to review the information at http.//technet.microsoft.com/en-us/library/
dn344916.aspx, and locate the available Group Policy settings, just in case. You can find Local
Group Policy options here (and follow the same general path in Group Policy): Computer
Configuration/ Administrative Templates/ Windows Components/ Biometrics/, as shown in
Figure 1-12.
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FIGURE 1-12 The Biometrics Group Policy settings

Support workgroup, homegroup, and domain membership

In this section, you'll review the differences between some similar technologies and network
configurations, such as workgroup versus homegroup, workgroup versus domain, and cre-
dential caching versus Credential Manager.

Homegroups, workgroups, and domains

In almost all instances and scenarios, using a computer to complete tasks involves connect-
ing to a network of some sort, even if it's just to access the Internet or to back up your work
someplace other than your own PC. In homes, networked computers are often configured as
homegroups. In a small business, the configuration is generally a workgroup. The purpose of
both of these types of networks is frequently to share an Internet connection as well as files,
folders, printers, and other resources. Domains are used in larger enterprises, which require
more control and good protection of resource access. Domains are the only one of these
three that employ AD DS to manage users, computers, and resources.

UNDERSTANDING HOMEGROUPS

A homegroup lets home users easily share documents, printers, and media with others on
their private local network. This is the simplest kind of network sharing and is limited in what
permissions and restrictions can be placed on the data shared. By default, all users that join a
homegroup (only one per network) have read-only access to what's already shared by others.
Users can reconfigure this, however, enabling both read and write access, if desired. When
opting for a homegroup, users can:

m Create or join a homegroup from the prompt offered by Windows, assuming the net-
work is configured as Private.
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m Create or join a homegroup from the Network And Sharing Center, assuming the
computers that want to join are running Windows 7, Windows 8, or Windows 10. Work
through the applicable homegroup wizard to create or join a homegroup. Windows
generates a random password other users will need to use to join.

m Share files from their original locations and their default libraries.
m Grant read-only or read/write access to the data they've shared.

m Limit access to only those network users who also have an account and password on
their computers.

m  Configure the same permissions for all network users, or set different permissions for
individual users.

MORE INFO UNABLE TO CREATE A HOMEGROUP?

Creating a homegroup requires IPv6 to be installed on all of the computers in the home-
group. Computers within a homegroup must also be within 5 minutes of each other’s
system time in order for the homegroup to function properly. If you have problems with a
homegroup, check for these two potential issues.

Because you can create and join a homegroup using a wizard, detailing the steps in this
text isn't really necessary. However, you need to create a homegroup on your own local net-
work and let other computers join it, just so that you are familiar with the process. Note that
users might already be joined to a homegroup because Windows detects and will prompt you
to join existing homegroups automatically during setup.

Understanding workgroups

In businesses where a little more control is required and a homegroup isn't the ideal configu-
ration, a workgroup is used. A workgroup is a manual grouping of computers (almost any op-
erating system will do, including Windows RT) that doesn't include an Active Directory domain
controller, but still offers security options. A workgroup exists on a single network segment.
Securing data here is a distributed concept similar to a homegroup; each user decides what to
share, how to share it, and with whom to share. Note that Windows doesn’t create a password
for joining the workgroup, nothing is shared automatically by default (except possibly the
Public folders), and users join the workgroup from the System Properties dialog box under the
Computer Name tab (see Figure 1-13). Click Change in the System Properties dialog box, and
then enter the workgroup name in the Computer Name/Domain Changes dialog box.
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FIGURE 1-13 The Computer Name/Domain Changes dialog box

Because this section is about authorization, you need to consider that concept with regard
to a workgroup. Users decide what to share, and then share it. The person who wants access
to shared items must have an account on the sharing computer (or be given one). Accounts
are stored in the Security Account Manager (SAM) database in the sharing computer.. Be-
cause each computer maintains its own local database, users who need to access resources on
multiple workgroup computers must be authenticated on each. The problem with this is that
as the network grows, so does the amount of work required to maintain and manage these
accounts.

Here is an overview of how authorization works:

1. The first time a user tries to access a shared resource, he or she is asked for a user
name and password.

2. The user name and password that are entered must be from an approved account on
the sharing computer and must be listed in the SAM database. The user can opt to
have Windows remember the password for the next time.

3. The Local Security Authority (LSA) looks to the SAM database to see whether the ac-
count that was entered is valid.

4. |If the account is valid, the user is granted access.

5. The same user who wants to access another shared resource on the same computer
during the same session can do so without re-entering the password.

6. If this same user wants to access a shared resource on another computer in the work-
group, the process must be repeated.
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UNDERSTANDING DOMAINS

Companies and enterprises configure networks as domains. You couldn't successfully man-
age 100 computers by using a homegroup or workgroup, so a domain is an obvious choice
for enterprise networks.

Domains are configured with at least one AD DS domain controller that authenticates
users centrally and secures network resources. These larger networks can contain additional
servers that manage data storage, email, faxes, and printers; maintain database replications,
and so on. Managing all resources as a whole is important to keeping everything secure and
available for users, and enables a simpler management solution for administrators. A large
enterprise can have more than one domain. When multiple domains exist, a Global Catalog
is used to locate objects in other domains. Authentication in a domain is handled by AD DS,
a database that contains objects, such as user accounts, computers, groups, and so on. In this
case, a network administrator creates user accounts, almost always puts those accounts into
groups, and then assigns the desired permissions to the group. This makes managing users
simpler than trying to manage users one at a time, and it enables administrators to deal with
newly hired or recently fired employees. The authentication process includes and uses the
Kerberos v5 authentication protocol to identify the user or the host. The Kerberos Key
Distribution Center (KDC) uses the domain-specific AD DS as its security account database.
AD DS is required for default Kerberos implementations within the domain or forest. If you
aren't familiar with Kerberos v5, the TechNet article “Kerberos Authentication Overview" at
http://technet.microsoft.com/en-us/library/hh831553.aspx provides a good explanation of
how this works and offers links to additional resources.

UNDERSTANDING COMPUTER AND USER AUTHENTICATION

The previous section discusses AD DS and authentication with regard to user accounts.
Network administrators create these accounts, users input their account credentials to log on
to the domain, and authentication is handled by the applicable AD DS server and Kerberos v5.
Computers that join domains acquire a computer account automatically. Like user accounts,
computer accounts are used to authenticate the computer to enable it to access network and
domain resources. Each computer account must be unique. A user doesn’t have to do any-
thing to cause the computer to be authenticated. Note that computers have passwords that
are automatically managed, and if a computer password on a client is out of sync with AD DS,
then the computer can't authenticate.

Computer accounts are necessary for auditing, for control, and for grouping purposes. You
can apply changes to computer accounts that affect whoever logs on to the computer, and
not the individual users. For instance, you can force policies regarding the desktop appear-
ance, how updates are applied, and so on, and those policies will affect the computer and
anyone who uses it.

Administrators can manage computer accounts in the same way they can user accounts—
by adding, deleting, resetting, and disabling them in the Active Directory Users And Comput-
ers snap-in.
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UNDERSTANDING SECURE CHANNEL

When applications need network or Internet access, you have to ensure that the connec-
tion is secure. This is especially true if you are transmitting data over an untrusted network.
You can use Transport Layer Security (TLS)/Secure Sockets Layer (SSL) security to authenticate
servers and client computers, and then use that to encrypt messages between them. These
two protocols are included in the Secure Channel set of security protocols. TLS and SSL aren’t
interchangeable and SSL is the predecessor to TLS, but both protect against tampering and
eavesdropping.

Secure Channel can authenticate an identity as well as provide a secure and private con-
nection to another host by using encryption. It's also called Schannel and is mostly used
for applications that require secure HTTP communications. Schannel is a Security Support
Provider (SSP), and the TLS/SSL protocol uses a client/server model that's based on certificate
authentication. This means you need to also have a PKI configured and available.

MORE INFO DISCOVERING SECURE CHANNEL

You can learn more about this feature on TechNet at http://technet.microsoft.com/en-us/
library/hh831381.aspx.

EXPLORING ACCOUNT POLICIES
The weakest link when protecting computers that use a password as part of the authentica-
tion process is most often the password itself. The password could be nonexistent (not likely,
especially with the advent of the Microsoft account for stand-alone computers), too short, too
simple, too predictable, or the user might simply never change it. Often, users create and use
the same password for multiple user IDs. This is a secondary weak link. To protect authentica-
tion in both workgroups and domains, you can create local policies and Group Policy Objects
(GPOs) defining how passwords should be created, how often they can or must be changed,
and what happens when a user fails to log on after attempting a specific number of times
that you set. You can configure account policies in the Local Security Policy for a stand-alone
computer or for computers in a workgroup, and in Group Policy for domains. In Local Security
Policy, Account Policies is listed first. Click Account Policies, and then click Account Lockout
Policy to see the options.

You can configure three account lockout policies, and in most instances they must be

configured together:

m  Account Lockout Duration If you've configured an account lockout threshold
and if that threshold is met, this setting defines how long (in minutes) the user will be
locked out of the computer. A setting of 5 to 15 minutes is common.

m Account Lockout Threshold You need to configure this to use the other options.
This setting defines how many times a user can try to log on to the computer and fail,
before being locked out.
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m Reset Account Counter After This setting defines the number of minutes that must
pass after a failed logon attempt before the failed logon attempt counter is reset to
zero. If an account lockout threshold is defined, this must be less than or equal to the
number of minutes set there.

EXPLORING CREDENTIAL MANAGER

Using user names and passwords is a common way to authenticate users. Windows 10
includes Credential Manager to help manage and maintain those passwords. Credential
Manager saves the credentials that users enter when they use their own computers to access
network servers and resources on local networks (Windows credentials), and can be used
to back up and restore them. When prompted, users have to check the box Remember My
Credentials, or else the credentials won't be saved. Credential Manager also offers Credential
Locker, which saves user names and passwords associated with websites and Windows apps
(Web Credentials). It saves all of these in an area called the Windows Vault.

NOTE SAVING CREDENTIALS

Credentials are saved in encrypted folders on the computer under the user’s profile. Appli-
cations that support this feature, such as web browsers and Windows apps, can automati-
cally offer up the correct credentials to other computers and websites during the sign-in
process.

If the user name or password has been changed since the last time it was saved and access
is unsuccessful, the user is prompted to type the new credentials. When access to the resource
or website is successful, Credential Manager and Credential Locker overwrite what was there.

The saved user names and passwords follow users when they move from one computer to
another in a workgroup or homegroup, presuming they log on with their Microsoft accounts.
However, this feature isn't enabled on domains for security reasons. You can open Credential
Manager from Control Panel. Figure 1-14 shows Credential Manager.

Here are a few more points to understand about Credential Manager:
®m You can program Windows Store apps to use Credential Locker.
m Credential roaming requires the Microsoft account for synchronization.

m Credential roaming is enabled by default on non-domain joined computers, and it is
disabled on domain-joined computers.

m Credential Locker supports seamless sign in by using Windows Store apps that use
Web Authentication Broker and remember passwords for services, such as Twitter and
LinkedIn.
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FIGURE 1-14 Credential Manager

Configure local accounts and Microsoft accounts

The Microsoft account enables users to sync settings to the cloud and to other computers that
they log on to using that same Microsoft account. With a Microsoft account, users can also
access their own cloud storage, called OneDrive. Windows 10 comes with the OneDrive app,
which can be accessed from compatible applications, various web browsers, and File Explorer.

Users are prompted to create a Microsoft account when they set up their Windows
10-based computers. They can opt to do that, or they can decline and create a local account
instead. A user might also create a local account if the computer can't access the Internet dur-
ing setup (because they can't create or confirm the Microsoft account if no Internet access is
available). Users generally opt to create a Microsoft account later, even if they start with a lo-
cal account, because many apps are inaccessible if the user is logged on with a local account.
Users also can't get apps from the Store without a Microsoft account.

After a Microsoft account is created, users don’t need to be connected to the Internet to
log on during subsequent sessions. The account information is cached locally. If an Inter-
net connection isn't available, the last saved settings are also applied because they are also
cached locally. You can switch from a local account to a Microsoft account from the Settings
app.

A Microsoft account can be used in a domain, if it isn't restricted through Group Policy. If
possible at your place of business, when connected, users will see the same desktop back-
ground, app settings, browser history, and so on that they see on their main computers at
home (or in another office). Again, you can make the change through the Settings app. There,
you'll opt to connect your Microsoft account and work through the setup process.
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Configure Workplace Join

Personal devices have become part of the enterprise landscape, and if you don't already, at
some point you need to be able to enable users to access network resources from them. This
is how Workplace Join came about. Workplace Join enables users to have a single sign-on
(SSO) experience and enables them to get to the resources they need. You can also manage
and secure the devices. In Windows Server 2012 R2, you can use Workplace Join with
Windows 8.1, Windows 10, and iOS devices.

Workplace Join uses the Device Registration Service (DRS), part of the Active Directory
Federation Services (ADFS) role in Windows Server 2012 R2, to create a device object in
AD DS and use a certificate to identify the device in the future. If you add Web Application
Proxy, users can join your enterprise from any Internet-enabled location.

Various walkthrough guides are available on TechNet to help you use this technology to
join devices. Here are two of those:
m "Walkthrough Guide: Workplace Join with a Windows Device": https://technet.microsoft.
com/en-us/library/dn280938.aspx.
m "Walkthrough Guide: Workplace Join with an iOS Device": https://technet.microsoft.
com/en-us/library/dn280933.aspx.

Configure Windows Hello

Windows Hello enables you to use a combination of optical recognition and fingerprint data
to sign in to a Windows 10 computer, and authenticate to apps, enterprise content, and
online authentication providers. Windows Hello is designed to be a user-friendly interface for
configuring biometric authentication in Windows 10.

You can configure Windows Hello from the Settings app, in the Sign-in Options section of
the Accounts page.
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Thought experiment
Creating and configuring authentication solutions

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

You've been asked to create and configure a multi-factor authentication solu-
tion that can be used to validate users in an enterprise domain. You've also been
instructed to include digital certificates in that solution. Your client doesn’t want
to rely on a third party CA, and instead wants to use the Active Directory Certifi-
cate Services (AD CS) in Windows Server 2012 R2. Answer the following questions
regarding this task.

1. The network currently doesn’t include a PKI infrastructure. Will you need to add it?
2. Where will the client certificates you create be stored?
3. Where will the trusted root certificates you create be stored?

4. What command can you run, from a Run dialog box, on a client computer to
view the certificates stored on that machine?

Objective summary

Multi-factor authentication lets you further secure the authentication process with
certificates, virtual smart cards, picture passwords, and biometrics, by requiring more
than one method of authentication before access is granted.

Different networks exist for different needs. Homegroups enable simple sharing for
home networks; workgroups let you share and manage shared data in a non-domain
setting; and domains are used by larger enterprises and include Active Directory Do-
main Services (AD DS) to secure and manage authentication.

You can further secure authentication by including Secure Channel, account policies,
credential caching, and Credential Manager to help control access and manage logon
credentials.

Local accounts are good for homegroups and workgroups, but now even those net-
works rely on Microsoft accounts for authorization management. Microsoft accounts
can also be incorporated into domains to sync settings, such as desktop backgrounds.

Workplace Join enables you to enroll and control mobile devices on your domain for
the purpose of letting your users bring their own devices to work.

Windows Hello enables configuration of facial and fingerprint recognition for use with
the Windows 10 authentication process.

Objective 1.2: Support authentication and authorization

31



32

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1. Which two of the following Windows PowerShell commands can you use to manage a
CA database?

A. Backup-CARoleService
B. Restore-CARoleService
C. Backup-CACertStore
D. Restore-CACertStore

2. Which two of the following technologies offer authentication protection, confiden-
tiality of the machine and its contents, private keys for security, and encrypted card
information that can't be mined or removed?

A. Physical smart card

B. A compatible TPM chip

C. Virtual smart card

D. A biometric fingerprint reader
E. BitLocker Drive Encryption

3. You create a homegroup on one computer and join it from another. This process goes
smoothly. However, when you try to access data shared with the homegroup from the
second computer, you can't. What's most likely the problem?

A. You aren't connected to the network.

B. You aren't using BitLocker Drive Encryption.

C. The time is configured incorrectly on the second computer.
D. You aren't running a compatible version of Windows.

4. Which of the following network types is a distributed concept, in which users manage
their own data sharing?

A. Workgroup
B. Homegroup
C. Domain

D. Workgroup or domain
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5.

7.

You want to secure communications over an untrusted network for applications that
need Internet access. You want to use TLS and SSL to achieve this. Which of the follow-
ing technologies offers this? Must the solution include a PKI infrastructure?

A.
B.
C.
D.

VPN
Remote Desktop Services
Microsoft Application Virtualization (App-V)

Secure Channel

You are trying to configure Group Policy to set an account lockout duration when us-
ers try and fail to authenticate their computers after a specific number of events. The
options are grayed out. Why?

A.
B.
C.

You must first configure the policy Account Lockout Threshold.
You must first configure the policy Reset Account Counter After.

You are trying to configure the policy for a workgroup computer, but these policies
are available only in domains.

You are in the Group Security Policy console, but need to be in the Group Policy
Editor.

Can Credential Manager and Credential Locker be used to store passwords for Win-
dows Store apps? Can Credential Manager and Credential Locker be used to store
passwords saved for local network resources?

A.
B.
C.
D.

Yes
No
Yes
No

You want to enable your domain users to access the same desktop background, app
settings, browser history, and so on that they see on their main computers at home (or
in another office). What should you do?

A.
B.

A Microsoft account would be optimal, but can’t be used in a domain.
Let the users associate their Microsoft accounts with their domain accounts.
Use Workplace Join.

Incorporate a Web Application Proxy server into your network.
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Answers

This section contains the solutions to the thought experiments and answers to the objective
review questions in this chapter.

Objective 1.1: Thought experiment
1. Office 365

2. Most likely using the cloud, with options that enable the user to sync that data even
when they aren't online

3. Billing; Global; Password; Service; User Management

Objective 1.1: Review

1. Correct answer: A

A.

Correct: Options to restrict the use of Microsoft accounts for a group of users in
a domain are in the Group Policy Management Editor window. Expand Computer
Configuration/ Policies/ Windows Settings/ Security Settings/ Local Policies/
Security Options.

Incorrect: The User Rights Assignment node doesn’t provide options for restrict-
ing Microsoft accounts.

Incorrect: To restrict a group of users in an Active Directory domain, you need to
access Group Policy, not Local Group Policy.

Incorrect: To restrict a group of users in an Active Directory domain, you need
to access Group Policy, not Local Group Policy. Also, User Rights doesn't offer the
options you need.

2. Correct answer: B

Incorrect: Users can do this from their local computers.

Correct: This is the correct answer; from their local computers, in the Settings app,
from the Accounts page.

Incorrect: You can't connect a Microsoft account using Group Policy.

Incorrect: This is achieved in the Settings app, but not from the Personalization
page.

3. Correct answer: D

A.

Incorrect: Active Directory synchronization is one of the things you can manage in
the Office 365 Admin Center, but others are correct here.

Incorrect: Valid, expired, and assigned licenses are some of the things you can
manage in the Office 365 Admin Center, but others are correct here.

Incorrect: User passwords, including resetting, is one of the things you can man-
age in the Office 365 Admin Center, but others are correct here.
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D. Correct: All of the above can be configured in the Office 365 Admin Center.
E. Incorrect: All the answers are correct, not just B and C.

Correct answer: E

A. Incorrect: DISM is only one of the correct options listed.

B. Incorrect: Windows PowerShell is only one of the correct options listed.
C. Incorrect: Configuration Manager is only one of the correct options listed.
D. Incorrect: Windows Intune is only one of the correct options listed.

E. Correct: All of the above

F. Incorrect: "Only C and D" isn't correct because A and B are correct also.
Correct answer: B

A. Incorrect: Special Group Polices are required.

B. Correct: Allow All Trusted Apps To Install is the required Group Policy setting that
must be enabled.

C. Incorrect: Allow Development Of Windows Store Apps isn't the correct Group
Policy setting to enable.

D. Incorrect: You should not block Microsoft accounts; you need to enable the Group
Policy setting listed for answer B.

Correct answer: B

A. Incorrect: You cannot make sideloaded apps mandatory and force their installa-
tion on clients by applying the applicable settings in Windows Intune.

B. Correct: This statement is false.
Correct answer: A

A. Correct: You deep link apps to make Windows Store apps available through the
company portal.

B. Incorrect: You do not use deep linking to force the installation of apps on Win-
dows 10 computers.

C. Incorrect: You don't use deep linking to add LOB apps to the Windows Store. It's
used to make Windows Store apps available through the company portal.

D. Incorrect: “None of the above” isn't correct. A is correct.

Objective 1.2: Thought experiment

1.
2.

Yes. AC CS in Windows Server 2012 requires an existing PKI infrastructure.

Client certificates are stored in the Personal certificate store for the applicable user ac-
count on the client computer.

Trusted root certificates are stored in the Trusted Root Certification Authorities store
on the client computer.

Certmgr.msc can be used to open the Certmgr window.
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Objective 1.2: Review

1. Correct answers: A and B

A.

C.
D.

Correct: Backup-CARoleService is the correct command for backing up the CA
database.

Correct: Restore-CARoleService is the correct command for restoring the CA
database.

Incorrect: This isn't a valid Windows PowerShell command.

Incorrect: This isn't a valid Windows PowerShell command.

2. Correct answers: B and C

Incorrect: A physical smart card can be removed.

Correct: The solution here requires a compatible TPM chip and a virtual smart
card.

Correct: The solution here requires a compatible TPM chip and a virtual smart
card.

Incorrect: A biometric fingerprint reader doesn’t offer private keys for security.

Incorrect: BitLocker Drive Encryption is used to protect data on the drive and isn’t
for authentication purposes.

3. Correct answer: C

Incorrect: If you've joined the homegroup, you are connected to the network.
Incorrect: BitLocker Drive Encryption isn't required to join a homegroup.
Correct: The time is configured incorrectly on the second computer.

Incorrect: If you have joined the homegroup, you are running a compatible ver-
sion of Windows.

4. Correct answers: A and B

A.
B.

36

Correct: A workgroup uses a distributed method for sharing data.
Correct: A homegroup uses a distributed method for sharing data.

Incorrect: A domain uses a centralized method of sharing and managing data and
uses AD DS for authentication and user access.

Incorrect: Although a workgroup is a distributed sharing method, a domain isn't.
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5.

Correct answer: D

A.

Incorrect: A VPN enables users to access your local network when they are away
from the office. VPNs might use PPTP or L2TP to secure the connection.

Incorrect: Remote Desktop Services enables users to access session-based desk-
tops, virtual machine-based desktops, or applications from both within a network
and from the Internet.

Incorrect: App-V enables the application to run in a virtualized environment with-
out having to install or configure it on the local machine.

Correct: Secure Channel is a Security Support Provider (SSP), and the TLS/SSL pro-
tocol uses a client/server model that's based on certificate authentication. It does
require a PKl infrastructure.

Correct answer: A

A.

Correct: You need to first configure the policy Account Lockout Threshold to state
how many times a user can try to authenticate before additional measures are
taken.

Incorrect: The policy Reset Account Counter After is optional.
Incorrect: These policies are available in both workgroups and domains.

Incorrect: The Group Security Policy console is the appropriate place to create
these policies.

Correct answer: C

A.

C.

Incorrect: Credential Manager can store Windows Store passwords as well as local
ones.

Incorrect: Credential Manager can store Windows Store passwords as well as
those input for local resources.

Correct: Credential Manager can store Windows Store passwords as well as pass-
words for local resources.

Incorrect: Credential Manager can store both Windows Store passwords and local
user passwords.

Correct answer: B

Incorrect: A Microsoft account can be used in a domain if it isn't restricted
through Group Policy.

Correct: Enable the user to associate their own Microsoft account to achieve this.

Incorrect: Workplace Join enables users to connect to your domain with their own
personal devices.

Incorrect: If you add Web Application Proxy, users can join your enterprise from any
Internet-enabled location by using a device you've allowed using Workplace Join.
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managing 168-173
NTFS 168-171, 172, 205, 225, 230-238
printers 213
Read 205
resource ownershup 238
Share 171-173, 205, 207
shared folder 205-210
Show Advanced Permissions 242-243
user-effective 170
Personal certificates 19
personal devices
Workplace Join for 30
Personalization settings 14

personal settings

deleting from cloud 288-289
PFS. See Perfect Forward Secrecy (PFS)
picture passwords 22
PIN

BitLocker 72, 185
Ping command 125, 126
platform-as-a-service. See PaaS
Pnputil.exe 211, 343
Point-to-Point Protocol (PPP) 257

Point-to-Point Tunneling Protocol (PPTP) 257

policies
deployment 112-113
Microsoft Intune 109-112
port 21 137
port 25 137
port 53 137
port 80 137
port 443 137
port numbers 137
port rules 141
PostScript 211
powercfg.exe 61-62
Powercfg.exe 280-282

print servers

Power Management Group Policy settings 281-282

power options 277-282
Power Options applet 278
Power Options Control Panel 278
power policies

configuration of 60-63

creating 62-63
Power & Sleep Settings 277-278
Previous Versions 355-357
print drivers 211

Type 4 211-212
Printer Control Language 211
printer ports 211
printers

permissions 213

shared 210-216

Type 4 print drivers 211-212
printing

location-aware 133-134

near field communication and 215-216

print management 212-213
Print Management MMC console 213
print servers 212-213

properties, managing 213-214
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privacy redundancy
OneDrive and 218 types of, with Storage Spaces 158-159
privacy settings referral 155
Folder Options 205 referral cache 155
private keys 19-20, 226 refresh option 339-341
private networks 127 reliability 329
private virtual switches 52 remote access 255-300
profilePath attribute 41 configuring remote connections 255-274
program rules 141 mobility options 273-297
Protected Extensible Authentication RemoteApp 315-316
Protocol (PEAP) 258 RemoteApp and Desktop Connections 302-305
Public folders remote connections
sharing 199, 206 authentication 256-260
public key infrastructure (PKI) 19 authentication of remote users 259-260
Public Key Infrastructure (PKI) 226 broadband tethering 263-267
public keys 19-20, 226 configuration 255-274
public networks 127 enterprise remote technologies 271
Remote Desktop 266-271
Q VPN connections
creating 260-262
Quick Access 204-205 VPN Reconnect 262-263
Wi-Fi Sense 264-266
R remote connectivity 58
Remote Desktop
radio frequency identification (RFID) 215 command-line parameters for connection 268-269
RAID technology 157 firewall port 268
RD Connection Broker 315 pen support 270
RD Gateway 315 scaling 270
RD Licensing 315 settings configuration 266-271
RDS. See Remote Desktop Services (RDS) troubleshooting connections 268-269
RD Session Host 315 Zoom support 269-270
RD Virtualization Host 315 Remote Desktop Connection app 306-307
RD Web Access 315 Remote Desktop Connection Manager (RDCMan)
Read permissions 205 271-272
recovering files 164-166 Remote Desktop Protocol 256
recovery 329 Remote Desktop Services (RDS) 315-316
file 351-362 Remote Desktop Web Access (RD Web Access) 306
system 329-351 Remote Differential Compression (RDC) 155
recovery drive Remote Server Administration Tools (RSAT) 155
configuration 330-332 removable media
USB 330 BitLocker to Go for 184
Recovery Environment (RE) 330 BitLocker To Go for 177
recovery key 72 security 168
BitLocker 187-188 Remove All Inherited Permissions From This Object 235
recovery partitions 330, 331 Remove-AppxPackage cmdlet 11
recovery password 185 reports
Recycle Bin 164, 165-166, 218, 357-359 application compatibility 312-313
recycle option 339-341 creating 108
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Simple Mail Transfer Protocol (SMTP)

types of 107 BitLocker Drive Encryption 68-71
using 107-108 network 137-148
Reset This PC option 340-342 authentication exceptions 145-146
resilience connection security rules 143-144

Network Discovery 146
Windows Firewall 137-142

Perfect Forward Secrecy (PFS) encryption 163
permissions 168-173
removable media 176-177
Secure Desktop 249
threats 329
Wi-Fis Sense password 264
Security Account Manager (SAM) database 2, 25
security protocols 27
Security Support Provider (SSP) 27
self-service deployment. See user-driven client
deployments
Server Message Block (SMB) 205
server-to-server rules 144
service availability
OneDrive 163-164
service set identifier (SSID) 133
Set-Acl cmdlet 233
settings
S configuring using Group Policy 4-5
Personalization 1-4
synchronization 2, 3-4
Settings For dialog box 50
Set Up Work Folders Wizard 291
shared resources
configuration 199-224
folder permissions 205-210
HomeGroups settings 200-202
libraries 202-205
NTFS permissions and 234-235
OneDrive 216-223
printers 210-216
Share permissions 168, 171-173, 205, 207
SharePoint Online 154
sharing. See also collaboration
external. See external users
Shim Infrastructure 312-313
shims 313-314
Show hidden files option 40
sideloading
apps 9-14
enabling, in Windows 10 10-11
using Microsoft Intune 12-15
Simple Mail Transfer Protocol (SMTP) 137

volume-level 157
Resilient File System (ReFS) 157, 240
Resolve-dnsname 126
resource ownership 238
Responder (RSPNDR) 206
restore points
configuration 344-348
File History 354, 355
Previous Versions 356-357
roaming
with Windows to Go 283
roaming profiles 41-42
Robocopy 154
Robust File Copy for Windows (Robocopy) 154
root referral 155
runtime-analysis packages
creating 310-311
deployment 311

Safe Mode 337, 344
Safe Mode with Command Prompt 338
Safe Mode with Networking 338
Sarbanes-Oxley Act 240
ScanState.exe 44, 45
Schannel 27
screen brightness 277, 279
Second Level Address Translation (SLAT) 47
Secure Channel 27
Secure Desktop 249
Secure Digital High-Capacity (SDHC) memory
cards 332
Secure Digital (SD) cards 177
Secure Sockets Layer (SSL) protocol 258
Secure Sockets Layer (SSL) security 27
Secure Socket Tunneling Protocol (SSTP) 258
security
BitLocker Drive Encryption 177-190
data 168-193
defensive layering 240-241
Encrypting File System (EFS) 173-175, 225-230
firewall settings 206
for mobile devices 68-73
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single sign-on (SSO) 30
SIP addresses. See Session Initiation Protocol (SIP)
addresses
Slow-link Mode 277
smart cards
virtual 20-21
SmbShare 208-209
SMTP. See Single Mail Transfer Protocol (SMTP)
software as a service (SaaS) 5
Software Assurance (SA) 317-318
software deployment
using Microsoft Intune 89-96
software reports 108
software updates
approving or declining 92-93
configuring automatic approval settings 93-94
reports 107
third-party 95
using reports to identify required 89-93
sofware management
using Office 365 7-8
Solid State Drive (SSD) 238
SPF. See send policy framework (SPF) records
startup key
for BitLocker 70, 72-73, 185-186
storage configuration 72-73
Startup Repair 336
Startup Settings 336, 337, 339
storage
configuration of 153-198
disk quotas for 238-240
Distributed Files System (DFS) 154-157
OneDrive for Business 162-166, 216-223
pools 157, 160-161
removable 168, 176-177
Storage Spaces 157-162
support 153-167
virtual machines 54-55
Storage Area Network (SAN) devices 157
Storage Area Network (SAN) technology 238
Storage Spaces 153, 157-162, 329
configuration 157, 158-161
types of redundancy with 158-159
subnet mask 120, 121
subscriptions
configuring Microsoft Intunes 102-104
Sync Center 59-60, 83, 288-290

synchronization
background file 275, 276
directory 99-100
OneDrive 218, 220-221
options configuration 286-292
scheduling, in Sync Center 84
sync options
configuration of 59-60
sync partnerships 84
syncronization settings 3-4
sync shares 291-293
Sync Your Settings 287-288
Sync Your Settings section 3-4
System Center Configuration Manager (SCCM) 366
system image
creation of 345-346
System Image Recovery 336, 346-348
system instability 329
System Properties dialog box 24
System Protection 334
system recovery 329-351
configuration 329-350
driver rollback 342-344
performing refresh or recycle 339-341
recovery drive configuration 330-332
restore points 344-348
System Image Recovery 346-348
system repair disk creation 348-349
System Restore 332-339
system repair disk
creation of 348-349
System Restore
configuration 332-339
identifying affected apps and files 334-335
modifying task schedule 336
within Windows RE 335
System Restore Wizard 334
systems access control list (SACL) 231

-

task schedule

modifying default 336
Task Scheduler 336, 345, 374
technology advances 255
terms and conditions reports 108
Test-Connection cmdlet 126



third-party updates 95

three-way mirror 158

Time to Live (TTL) 155

TPM. See Trusted Platform Module (TPM)

Tpmvscmgrexe 21

tracert 125

traffic filters 262

Transport Layer Security (TLS) 27

Triple DES (3DES) 258

troubleshooting mode 336-339

Trusted Platform Module (TPM) 63, 68, 177,
178-179, 179, 282

Trusted Platform Module (TPM) chips 20

Trusted Root Certification Authorities store 19

tunnel rules 144

two-way mirror 158

Type 4 print drivers 210, 211-212

U

UAC. See User Account Control (UAC)

Undo feature 164-165

unified extensible firmware interface (UEFI) 337
Unified Extensible Firmware Interface [UEFI] 63

Unified Extensible Firmware Interface (UEFI) settings 179

Uniform Naming Convention (UNC) 155
Universal Naming Convention (UNC) address 209
Universal Serial Bus (USB) recovery drive 330
update reports 107
updates 329, 361-381
automatic 362
deferring upgrades 365
delivery optimization 363-364
disabling automatic, in Windows Store 377-379
for enterprise customers 365-366
history management 370-371
missing 371
policies configuration 366-369
resolving problem 372-373
rolling back 372-376
settings configuration 362-364
Windows Server Update Services (WSUS) 369
Windows Store apps 376-379
Updates page 89-93
USB flash drive
running Windows 10 from 63-65
USB flash drives

UsmtUtils.exe

BitLocker To Go for 177, 184
controlling access to 176-177
User Account Control (UAC) 111-112, 225,
244-245
changing settings 248
elevation prompts 247-249
Secure Desktop 249
user accounts
administrators 244-245, 247-249
configuration of 29
importing from CSV file 99
manual creation of 98
policies for 27-29
provisioning 98-99
synchronizing with AD DS 99-100
user authentication
account policies and 27-29
biometrics for 22
digital certificates for 19-20
in domains 26
multi-factor 19-20
passwords for 19
picture passwords for 22
support for 18-23
understanding 26
virtual smart cards for 20-21
Windows Hello for 30
user data
configuration of 39-43
folder location for 42-43
migration of 43-45
user-effective permissions 170
User Experience Virtualization (UE-V) 308, 319-321
user groups
creating 106-107
managing, in Microsoft Intune 105-107
user profiles
configuration of 40-42
local profiles 40
mandatory profiles 42
migration of 43-45
modifying, with Windpws PowerShell 42
roaming profiles 41-42
users
adding, to Intune 12
User State Migration Tool (USMT) 44-45
UsmtUtils.exe 44
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\'

Verisign 19
VHDX format 53
View Update Reports 90
virtual hard disks (VHDs) 52, 53-54
virtual hard disk (.vhdx) file format 346
virtualization tools 315-316
App-V 316-319
User Experience Virtualization (UE-V) 319-321
virtualized application packages 318-319
virtual machines 47-57, 126
checkpoints 51-52
configuration of 50-51
creating 48-50
importing 54-55
moving storage 54-55
virtual disks for 53-54
virtual switches for 52-53
virtual private networks (VPNs) 58, 126, 256
connections
creating 260-262
connections and authentication 256-262
features of 261
protocols 257-259
security properties 261
VPN Reconnect 262-263
virtual smart cards 20-21
virtual switches 52-53
Virtual Switch Manager 53
volume-level resiliency 157
Volume Shadow Copy Service (VSS) 334, 346
VPN protocols 257-259
VPN Reconnect 262-263
VSS. See Volume Shadow Copy Service (VSS)

w

WDS. See Windows Deployment Services (WDS)
Web Application Proxy 30
Wi-Fi Direct
configuration 293-294
configuration of 65
Wi-Fi hotspots 263
Wi-Fi networks 84
Wi-Fi Properties dialog box 133
Wi-Fi Sense 264-266
WIM. See Windows Imaging Format (WIM)

Windows 10
advanced troubleshooting mode 336-339
Assessment and Deployment Toolkit (ADK) 44
authentication and authorization 18-31
enabling sideloading in 10-11
mobile device support in 81-88
reliability 329
rolling back 375-376
running from USB flash drive 63-65
system recovery 329-350
using Microsoft account with 1-4
wireless connectivity and 132-133
Windows 10 apps 8-9
Windows 10 devices

deployment
planning for 39-80

Windows Assessment and Deployment Toolkit (Windows

ADK) 308

Windows Assessment Console 309
Windows Biometric Framework (WBF) 22, 215
Windows Deployment Services (WDS) 154
Windows Deployment Services (Windows DS) 340
Windows Firewall

allowing app through 138

configuration 137-142

connection security rules 140

custom rules 141

inbound rules 140, 141, 145

monitoring 138

outbound rules 140, 141

port rules 141

predefined rules 141

program rules 141

turning on/off 138

with Advanced Security 139-142, 144
Windows Hello 30
Windows Imaging Format (WIM) 1
Windows PowerShell 8

AppX module for 10-12

BitLocker cmdlets 182-183

creating Windows to Go workspace using 65

driver rollback using 343

modifying users with 42

permissions management in 233

sharing folders using 208-209

System Restore configuration using 333

to manage DFS-R 155-156

troubleshooting name resoliution with 126



virtual machine configuration using 51
workspace creation with 286-287
Windows PowerShell Direct 51
Windows Preinstallation Environment (Windows PE)
44-45
Windows Recovery Environment 63
Windows Recovery Environment (Windows RE) 334
launching 336-339
System Restore within 335
Windows Server Update Services (WSUS) 366, 369
Windows Store
disabling access to 9
installing apps using 8-9
Windows Store apps
deploying, using Microsoft Intune 15
reinstalling after system restore 341-342
supporting 1-19
updating 376-379
Windows To Go
certified drives 284-285
configuration 282-287
configuration of 63-65
features 282-283
hardware considerations 283
roaming with 283
workspace creation 64-65, 285-287
Windows To Go Workspace Wizard 285-286
Windows Update Delivery Optimization 363
Windows Updates 361-381
deferring upgrades 365
delivery optimization 363-364
for enterprise customers 365-366
policies configuration 366-369
resolving problematic 372-373
settings configuration 362-364
Windows Vault 28, 229
WinStoreUl files 378
WinSxS storage folder 373
wireless networks
connecting to 131-132
enabling printing on 135-136
managing preferred 132-133
Work Folders 291-293

comfiguration
in Control Panel 83

mobile access with 82-83
workgroups 23, 24-26
Workplace Join 30

Zoom option

workspaces
Windows To Go 64-65
Write-DfsrHealthReport cmdlet 155
Write permissions 236
WSUS. See Windows Server Update Services (WSUS)

X

XML Paper Specification (XPS) 211

y4

Zoom option 269-270
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