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    Introduction  

     Welcome  
We shall not cease from exploration

And the end of all our exploring

Will be to arrive where we started

And know the place for the first time.

—T. S. Eliot 

Thank you for purchasing or considering the purchase of Windows 8.1 In 

Depth. Windows 8.1 is Microsoft’s second iteration of an attempt to cre-

ate an operating system that looks and acts the same across a variety of 

devices, from desktop PCs to tablets. Rather than taking Apple’s approach 

of having one OS for computers (OS X) and a second OS for tablets (iOS), 

Microsoft has engineered Windows 8 to run basically the same on both 

types of devices. To accomplish this task, Microsoft has created an entirely 

new interface and an entirely new style of program that can be manipu-

lated and controlled using the keyboard, a mouse, fingers, or a stylus. 

The main Windows 8.1 vehicle is the app, a new style of program that 

does away with menus, toolbars, ribbons, dialog boxes, and other familiar 

interface elements. Apps run full-screen (although a second app can be 

docked beside a running app) and make features available through appli-

cation bars that are usually hidden but can be summoned with a right-

click or swipe gesture. Apps are generally simplified, secure versions of 

existing apps. 

All apps reside on the new Start screen, which displays each app as a tile, 

a rectangular object that shows the app name and icon. Many of these are 

live tiles that show the latest information from the app, including recent 

email messages in Mail, recent instant messages in Messages, the current 

slide show in Photos, stock data in Finance, and many more. 

Windows 8.1, in short, shows us that the evolution of Windows is taking 

a big turn in a new direction, toward a new way of interacting with 

computers.
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If you’re upgrading from Windows 8 to 8.1, you’ll find that there are relatively few changes. Some 

are minor, and a few are annoying. We’ll point these out as we go. 

And, despite all the new features, if you’re used to Windows 7, you’ll find that almost everything 

you know about Windows 7 still applies to Windows 8.1—you just have to learn new routes to reach 

old places. In this book, we show you not only how to use all the new features, but also how to 

quickly and easily navigate to the parts of Windows that you’re already familiar with. (If you think of 

the Start screen as just a full-page Start menu, you’ll already be halfway there.) 

If you’re moving up from XP, though, you’re in for big changes almost everywhere you look. In 

addition to the changes we just described, you’ll find that even the traditional Windows desktop is 

dramatically different. This book will get you up to speed with the new desktop taskbar, new File 

Explorer, and vastly improved home networking. You’ll be glad you made the move. Windows 8.1 

leaves XP in the dust, adding more than a decade’s worth of innovation and improvement in speed, 

ease of use, and reliability. 

If you’re moving up from Vista, you’ll be very pleasantly surprised at the improvements. Vista was 

inexcusably slow, and the frequent User Account Control prompts were annoying. That’s been taken 

care of and then some! Windows 8.1 is blazingly fast, whereas Vista was slow and ponderous. You’ll 

be happy to see, as you read through our book, that managing Windows is easier than it was in 

Vista, and the Homegroup networking feature is a huge plus. 

This book covers the three primary versions of Windows 8.1: Windows 8.1, Windows 8.1 Pro (which 

includes advanced features such as virtualization, encryption, Remote Desktop hosting, and group 

policy), and Windows 8.1 Enterprise (which includes additional features for enterprise IT support). 

There is a sister version called Windows RT 8.1 that runs on low-power ARM processor-based tab-

lets such as Microsoft’s Surface and Surface 2. It is actually a full-blown implementation of Windows, 

except that it uses the ARM processor instruction set, and it doesn’t permit the installation of desk-

top software. We talk a bit about Windows RT in  Chapter 35, “Windows on Mobile Devices,” and it 

shares virtually all of the Windows 8.1 apps and configuration tools—but we don’t explicitly cover 

Windows RT in this book. 

  Why This Book?   
Windows has been evolving, mostly incrementally, since 1985. Each new version has new features. 

Some you can figure out on your own, but some require explanation. Some features, such as net-

working, are easy enough to use but are very complex underneath, and setting them up can involve 

making complex technical decisions. In some cases, years might go by between the times that 

you use some management tool, and your human Random Access Memory might need refreshing. 

Computer books come to the rescue for all of these needs, giving step-by-step instructions, helpful 

advice, and detailed reference material for the future. 

Although usually the path from one version of Windows to the next is smooth and straight, every 

so often there is a big bump in the road. The first was with Windows 95, where the Start but-

ton appeared and the right mouse button suddenly became very important. The next bump was 

Windows XP, which marked the move from MS-DOS to the Windows NT operating system kernel, to 

a security system for files, and to a whole new way of managing Windows. It happened again with 

Windows 8. The Start button disappeared, and you had to use arcane “gestures” and tools  to get 

anywhere.
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The new “Windows 8–style” Start screen and app interface were touted as intuitive and easy to 

use, but they won’t seem to be, at least at first. At first, they will seem frustrating and opaque, 

unless you have guidance. Many of the shortcuts and tricks that give you easy ways to do things 

are hidden, and almost impossible to guess. We found that out for ourselves as we worked with 

Windows 8 and 8.1 daily, for months, as we wrote this book and its Windows 8 predecessor. We 

didn’t have anyone’s guidance then, but you do now. In this book,  we’ll show you how to manage 

the Windows 8.1 interface without a struggle. 

In addition to getting you through the steep parts of the Windows 8.1 learning curve, we’ll give 

you the benefit of our combined 45-plus years of experience working with, writing about, and even 

writing software for Microsoft Windows. We know what parts of using and managing Windows are 

confusing. We know the easy ways to do things. We’ve seen just about every bug and glitch, have 

been through just about every ugly scenario one can come up with, and have made just about every 

mistake one can make. Therefore, we can spare you from having to repeat some of  them. 

You might also appreciate that in this book, we can be honest with you. We don’t work for 

Microsoft, so we can tell you what we really feel about the product: the good, the bad, and the 

downright ugly. If we say something’s great, it’s because we think it is; and if we hate something, 

we’ll tell you, and we’ll try to show you how to avoid it. 

Our book addresses both home and business computer users. As we wrote, we imagined that you, 

our reader, are a friend or co-worker who is familiar enough with your computer to know what it’s 

capable of, but might not know the details of how to make it all happen. So we show you, in a help-

ful, friendly, professional tone. We make an effort not just to tell you  what to do, but why you’re 

doing it. If you understand how Windows and its component parts work, you can get through rough 

patches: diagnosing problems, fixing things that the built-in wizards can’t  fix, and otherwise solving 

problems creatively. 

And if you’re looking for power-user tips and some nitty-gritty details, we make sure you get those 

too. We try to make clear what information is essential for you to understand and what is optional 

for just those of you who are especially interested. 

However, no one book can do it all. As the title says, this book is about Windows 8.1, which runs on 

desktop computers, notebooks, and mobile devices (tablets) that have an Intel-compatible proces-

sor. Our coverage of the new Windows 8–style interface, Start screen, apps, management tools, and 

setup panels for the most part apply to ARM-processor tablets that run Windows RT; however, a 

few parts of this book won’t apply to those devices, and if you have one, you might want to get a 

book that specifically addresses Windows RT. 

We also don’t have room to cover how to set up or manage the various Microsoft Server operating 

systems, called Windows Server 2012, Windows Server 2008, and so on, or how to deploy or manage 

Windows 8.1 using enterprise tools that are provided only with those operating systems. For these 

topics, you’ll need to consult a Windows Server book. 

Because of space limitations, only one chapter is devoted to coverage of the numerous Windows 8.1 

command-line utilities, its batch file language, Windows Script Host, and Windows PowerShell. For 

that (in spades!), you might want to check out Brian’s book  Windows 7 and Vista Guide to Scripting, 

Automation, and Command Line Tools, which is equally applicable to Windows 8.1. 
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Even when you’ve become a Windows 8.1 pro, we think you’ll find this book to be a valuable source 

of reference information in the future. Both the table of contents and the very complete index pro-

vide an easy means for locating information when you need it quickly. 

  How Our Book Is Organized   
Although this book advances logically from beginning to end, it’s written so that you can jump in at 

any location, quickly get the information you need, and get out. You don’t have to read it from start 

to finish. (Remember, the index at the back of the book is your best friend.) 

If you’re new to Windows 8 or 8.1, however, we do recommend that you read  Chapter 3, “Your 

First Hour with Windows 8.1,” and  Chapter 4, “Using the Windows 8.1 Interface,” in their entirety. 

Windows 8.1 has new ways of doing things that aren’t necessarily intuitive and obvious. Reading 

these two chapters might save you hours of frustration. 

This book is broken down into six major parts. Here’s the scoop on each one: 

Part  I, “Starting Out with Windows 8.1,” introduces the new Windows 8.1 user interface, and shows 

you how to install Windows 8.1 on a new computer or upgrade an older version of Windows to 

Windows 8.1. In addition, we take you on a one-hour guided tour that shows you the best of the 

new Windows 8.1 features, and we walk you through making essential settings and adjustments 

that will help you get the most out of your computer. Consider this the Windows 8.1 version of 

“freshman orientation.” 

In Part  II, “Using Windows 8.1,” we cover the new Windows 8–style user interface and apps, man-

aging documents and files, starting and stopping applications, searching for files and media, print-

ing, and using the included desktop accessories and accessibility tools. In other words, this section 

covers all the routine, day-to-day stuff. However, it’s very important material: Windows 8.1 does 

many things differently, and using it can be frustrating and confusing, especially if you don’t know 

the basic tricks and techniques. 

Part  III, “Multimedia and Imaging,” covers the Windows 8.1 bells and whistles, including the Media 

Player and Media Center programs, imaging devices, using a document scanner, faxing, and all the 

other media tools that ship with Windows. 

In Part  IV , “Windows 8.1 and the Internet,” we help you set up an Internet connection, then move 

on to cover the Windows 8.1 Internet tools. The final chapter shows you how to diagnose Internet 

connection problems. 

Any home or office with two or more computers needs a local area network (LAN) to easily trans-

fer and back up files, share printers, and use a shared high-speed Internet connection. In  Part  V,

“Networking,” we walk you through setting up a network in your home or office, and show you how 

to take advantage of it in day-to-day use. We also show you how easy it is to share a DSL or cable 

Internet connection with all your computers at once, show you how to network with other operating 

systems, and, finally, help you fix it when it all  stops working. 

Part  VI, “Maintaining Windows 8.1,” covers system configuration, maintenance, and troubleshoot-

ing. We tell you how to work with the huge assortment of Windows 8.1 management tools, show 

you various useful tweaks and customizations, take you through some hard disk management tech-

niques, give you advice on troubleshooting and repairing problems, show you how to manage soft-

ware and hardware, and give you the details on editing the Windows Registry. And for real power 

users, we show how to use and tweak the command-line interface. 
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When Windows was introduced more than two decades ago, computer viruses, online fraud, and 

hacking were only starting to emerge as threats. Today (thanks in great part to  gaping security 

holes in previous versions of Windows), computer threats are a worldwide problem, online and 

offline. In Part  VII, “Security,” we provide a 360-degree view of the ways in which Windows protects 

you and your data. Here you’ll find out both what Windows 8.1 will do to help you and what you 

must do for yourself. We cover protection against viruses and spyware, data loss and theft, hackers 

and snoops, and fraud  and spam—in that order. 

Part  VIII, “Windows on the Move,” shows you how to get the most out of Windows 8.1 when either 

you or your computer, or both, are on the go. We show you how to use a touch or pen interface on 

a Windows tablet or some other mobile PC, how to use wireless networking safely, how to get the 

most out of your laptop or tablet PC when traveling, and how to connect to remote networks. We 

also show you how to use Remote Desktop to reach and use your own computer from anywhere in 

the world. 

Appendix A, “Virtualization,” explains how to use Microsoft’s Hyper-V virtualization technology 

to run other operating systems side by side with Windows 8.1, or to run Windows 8.1 within some 

other operating system. This can be an excellent alternative to setting up a dual-boot system. And, 

finally,  Appendix B, “Command-Line Utilities,” takes you through a tour of various Windows com-

mand-line utilities. 

  Conventions Used in This Book   
Special conventions are used throughout this book to help you get the most from the book and from 

Windows 8.1. 

  Text Conventions   
Various typefaces in this book identify terms and other special objects. These special typefaces 

include the following: 

Type Meaning

Italic New terms or phrases when initially defined 

     Monospace   Information that appears in code or onscreen in command-line tools 

All Windows book publishers struggle with how to represent command sequences when menus 

and dialog boxes are involved. In this book, we separate commands using a comma. Yeah, we 

know it’s confusing, but this is traditionally how Que’s books do it, and traditions die hard. So, for 

example, the instruction “Choose Edit, Cut” means that you should open the Edit menu and choose 

Cut. Another, more complex example is “Select Control Panel, System and Security, Change Battery 

Settings.”

Key combinations are represented with a plus sign. For example, if the text calls for you to press 

Ctrl+Alt+Delete, you would press the Ctrl, Alt, and Delete keys at the same time. The letterless 

“Windows Logo” key is very useful in Windows 8.1. In key combinations it appears as, for example, 

“Windows Logo+X.” 
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  Special Elements   
Throughout this book, you’ll find Notes, Tips, Cautions, Sidebars, Cross-References, and 

Troubleshooting Notes. Hopefully, they’ll give you just the tidbit you need to get through a tough 

problem, or the one trick that will make you the office hero. You’ll also find little nuggets of wisdom, 

humor, and lingo that you can use to amaze your friends and family, or that might come in handy as 

cocktail-party conversation starters. 

tip
We specially designed these tips 
to showcase the best of the best. 
Just because you get your work 
done doesn’t mean you’re doing 
it in the fastest, easiest way pos-
sible. We show you how to max-
imize your Windows experience. 
Don’t miss these tips!

note
Notes point out items that you 
should be aware of, but you can 
skip them if you’re in a hurry. 
Generally, we’ve added notes 
as a way to give you some extra 
information on a topic without 
weighing you down.

caution
Pay attention to cautions! They 
could save you precious hours in 
lost work.

Something Isn’t Working

Throughout the book we describe some common trouble symptoms and tell you how to diag-

nose and fix problems with Windows, hardware, and software.

  We Had More to Say   

 We use sidebars to dig a little deeper into the more esoteric features, settings, or peculiarities 
of Windows. Some sidebars are used to explain something in more detail when doing so in the 
main body text would’ve been intrusive or distracting. Sometimes, we just needed to get some-
thing off our chests and rant a bit. Don’t skip the sidebars, because you’ll find nuggets of pure 
gold in them (if we do say so ourselves).    

We designed these elements to call attention to common pitfalls that you’re likely to encounter. 

Finally, cross-references are designed to point you to other locations in this book (or other books in 

the Que family) that provide supplemental or supporting information. Cross-references appear as 

follows:

      For information on using the charms,  see  “Navigating the Start Screen with a Touch Interface,” 

 p. 104 .             

Let’s get started! 



  6 

 MANAGING FILES AND 
SEARCHING  

     Understanding File Types  
To get the most out of this chapter, you need to understand some back-

ground about what a file type is and how Windows 8.1 determines and 

works with file types. The next couple of sections tell you everything you 

need to know to get you through the rest of the chapter. 

  File Types and File Extensions  
One of the fictions that Microsoft has tried to foist on the computer-using 

public is that we live in a “document-centric” world. That is, that people 

care only about the documents they create and not about the applications 

they use to create those documents. This is actually not all that far from 

the truth if you only use the Windows 8.1 interface because Windows 

Store apps are designed to hide their interface elements, so you see only 

the document (whatever it might be) that’s currently onscreen. 

However, for the rest of us who spend the majority of our time in the 

Desktop app, this notion of a document-focused computing world is pure 

hokum. The reality is that applications are still too difficult to use and the 

capability to share documents between applications is still too problem-

atic. In other words, you can’t create documents unless you learn the ins 

and outs of an application, and you can’t share documents with others 

unless you use compatible applications. 

Unfortunately, we’re stuck with Microsoft’s worship of the document and 

all the problems that this worship creates. A good example is the hiding of 

file extensions. As you learn in  Chapter 24, “Tweaking and Customizing 
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Windows,” Windows 8.1 hides file extensions by default, and this creates a whole host of problems, 

from the confusion of trying to determine a file type based on a teensy icon, to not being able to edit 

extensions, to not being able to save a file under an extension of your choice. You can overcome all 

these problems by turning on file extensions, as  we show later. 

     To learn how to activate file extensions,  see  “Turning On File Extensions,”  p. 571 .           

Why does the lack of file extensions cause such a fuss? Because file extensions determine the file 

type of a document. In other words, if Windows 8.1 sees that a file has a  .txt extension, it con-

cludes the file uses the Text Document file type. Similarly, a file with the extension  .bmp uses the 

Bitmap Image file type. 

The file type, in turn, determines the application that’s associated with the extension. If a file has a 

.txt extension, Windows 8.1 associates that extension with Notepad, so the file will always open in 

Notepad. Nothing else inherent in the file determines the file type; therefore, at least from the point 

of view of the user, the entire Windows 8.1 file system rests on the scrawny shoulders of the humble 

file extension. 

This method of determining file types is, no doubt, a poor design decision. For example, there is 

some danger that a novice user could render a file useless by imprudently renaming its extension. 

Interestingly, Microsoft seems to have recognized this danger and programmed a subtle behavior 

change into recent versions of Windows (Windows Vista and later): when file extensions are turned 

on and you activate the Rename command (click the file and then press F2), Windows displays the 

usual text box around the entire filename, but it selects only the file’s primary name (the part to 

the left of the dot),  as shown in  Figure 6.1. Pressing any character obliterates the primary name but 

leaves the extension intact. 

Windows selects just the primary name.

 Figure 6.1 
 When you activate the Rename 
command with file extensions 
turned on, Windows selects just 
the file’s primary name.        

Despite the drawbacks that come with file extensions, they lead to some powerful methods for 

manipulating and controlling the Windows 8.1 file system, as you see in the rest of this chapter. 

  File Types and the Registry  
As you might expect, everything Windows 8.1 knows about file types is defined in the Registry. 

(See Chapter 29, “Editing the Windows Registry,” for the details on understanding and using the 
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Registry.) Open the Registry Editor (in the Start screen, type  regedit, press Enter, and enter your 

UAC credentials) and examine the HKEY_CLASSES_ROOT key. Notice that it’s divided into two 

sections:

 • The first part of  HKEY_CLASSES_ROOT consists of dozens of file 

extension subkeys (such as .bmp and  .txt). There are well over 

400 such subkeys in a basic Windows 8.1 installation, and there 

could easily be two or three times that number on a system 

with many applications installed. 

 • The second part of  HKEY_CLASSES_ROOT lists the various file 

types associated with the registered extensions. When an 

extension is associated with a particular file type, the extension 

is said to be registered with Windows 8.1.  

To see what this all means, take a look at  Figure 6.2. Here, we’ve selected the .txt key, which has 

txtfile as its  Default value. 

 note 
  HKEY_CLASSES_ROOT  also 
stores information on ActiveX 
controls in its  CLSID  subkey. 
Many of these controls also have 
corresponding subkeys in the 
second half of  HKEY_CLASSES_
ROOT .  

 Figure 6.2 
 The first part 
of the  HKEY_
CLASSES_ROOT  
key contains 
subkeys for all 
the registered 
file extensions.        

That Default value is a pointer to the extension’s associated file type subkey in the second half of 

HKEY_CLASSES_ROOT. Figure 6.3 shows the  txtfile subkey associated with the  .txt extension. 

Here are some notes about this file type subkey: 

 • The Default value is a description of the file type (Text Document, in this case). 

 • The DefaultIcon subkey defines the icon that’s displayed with 

any file that uses this type. 

 • The shell subkey determines the actions that can be per-

formed with this file type. These actions vary depending on the 

file type, but Open and  Print are common. The  Open action 

determines the application that’s associated with the file type. 

For example, the Open action for a Text Document file type is 

the following: 

  %SystemRoot%\system32\NOTEPAD.EXE %1        

 note 
 The  %1  at the end of the com-
mand is a placeholder that refers 
to the document being opened 
(if any). If you double-click a file 
named  memo.txt , for example, 
the  %1  placeholder is replaced 
by  memo.txt , which tells 
Windows to run Notepad and 
open that file.  
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  Navigating the Windows 8.1 Folder Windows  
Let’s take a quick tour of the interface features you’ll find in Windows 8.1’s folder windows.  Figure

6.4 shows a typical example of the species, the Documents folder. 

 Figure 6.3 
 The second part of 
 HKEY_CLASSES_
ROOT  contains 
the file type data 
associated with 
each extension.        

Address Bar

Instant Search Box

Current Folder Icon

Ribbon

Navigation Pane

 Figure 6.4 
 The main inter-
face elements in 
a Windows 8.1 
folder window.        
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  Folder Navigation  
Windows 8.1 implements drives and folders as hierarchies that you navigate up, down, and even 

across. As you can see in Figure 6.4, the address bar doesn’t show any drive letters or backslashes. 

Instead, you get a hierarchical path to the current folder. The path in  Figure 6.4 has three items, 

separated by right-pointing arrows: 

 • Current folder icon—This icon represents the current folder. 

You’ll see a bit later that you can use this icon to navigate to 

your computer drives, your network, the Control Panel, your 

user folder, and more. 

 • This PC—This represents the second level of the sample hier-

archy. In the example, this level represents the contents of your 

PC, including its disk drives (both internal and external), the 

Desktop, and your main user folders. 

 • Documents—This represents the third level of the sample hier-

archy. In the example, this level represents all the subfolders 

and files that reside in the user’s Documents folder.   

This is a sensible and straightforward way to view the hierar-

chy, which is already a big improvement over earlier versions of 

Windows. However, the real value here lies in the navigation fea-

tures of the Address bar, and you can get a hint of these features 

from the nickname that many people have applied to the Address 

bar: the breadcrumb bar.

Breadcrumbing refers to a navigation feature that displays a list of the places a person has visited 

or the route a person has taken. The term comes from the fairy tale of Hansel and Gretel, who threw 

down bits of bread to help find their way out of the forest. This feature is common on websites 

where the content is organized as a hierarchy or as a sequence of pages. 

Windows 8.1 implements breadcrumb navigation not only by using the address bar to show you 

the hierarchical path you’ve taken to get to the current folder, but also by adding interactivity to the 

breadcrumb path: 

 • You can navigate back to any part of the hierarchy by clicking the folder name in the address bar. 

For example, in the path shown in Figure 6.4, you could jump immediately to the top-level hierar-

chy by clicking This PC in the path. 

 • You can navigate “sideways” to any part of any level by clicking the right-pointing arrow to 

the right of the level you want to work with. In Figure 6.5, for example, you see that clicking 

the arrow beside the current folder icon displays a list of the other navigable items, such as 

Homegroup, Network, and Control Panel. Clicking an item in this list opens that folder.  

 tip 
 If you miss the old pathname 
way of looking at folders, you 
can still see drive letters and 
backslashes in Windows 8.1 by 
clicking an empty section of the 
Address bar. To return to the 
hierarchical path, press Esc.  

 tip 
 To copy the full path name (drive, 
folders, and filename) of the 
selected file, select Home, Copy 
Path.  
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  Instant Search  
The next major element in the Windows 8.1 folder window interface is the Instant Search box, which 

appears to the right of the address bar in all folder windows. Search is everywhere in Windows 8.1, and 

we go into it in much more detail later in this chapter (see “Desktop Searching”). For folder windows, 

however, the Instant Search box gives you a quick way to search for files within the current folder. 

Most of us nowadays have folders that contain hundreds or even thousands of documents. To knock 

such folders down to size in Windows 8.1, you need only type  all or part of a filename, and Windows 

8.1 filters the folder contents to show just the matching files, as shown in Figure 6.6. Windows 8.1 also 

matches those files that have metadata—such as the author or tags—that match your text.  

  The Ribbon  
Windows 8.1’s version of the venerable File Explorer file management program comes with a new 

ribbon interface that replaces the menu bar and toolbar in previous versions. As with all ribbons, File 

Explorer’s is divided into several tabs: File, Home, Share, and View. Also, when you open certain 

folders or activate certain features, the ribbon sprouts extra contextual tabs that display commands 

related to the folder or feature. For example, in Figure 6.6 you can see that when you run a search, 

File Explorer adds the Search Tools contextual tab to the ribbon. Note, too, that because the search 

was run  in the music library,  Figure 6.6 also shows a Music Tools contextual tab. 

  The Navigation Pane  
The Navigation pane appears on the left side of each folder window, and it offers quick links 

to the major sections of your system, including your OneDrive (SkyDrive), Homegroup, This PC, 

and Network. The Favorites section offers access to a few common folders, including Desktop, 

Downloads, and Recent Places (folders that you’ve visited recently).    

Click the arrow to see
the items in that level.

 Figure 6.5 
 Breadcrumb navigation: In the Address bar, 
click a folder’s arrow to see a list of the navi-
gable items in that folder.        



159Basic File and Folder Chores: The Techniques Used by the Pros

6

C
H
A
P
TER

  Basic File and Folder Chores: The Techniques Used 
by the Pros  

Now that you’re familiar with Windows 8.1’s folders, it’s time to put them through a workout. The 

next few sections take you through a few basic file and folder chores, including selecting, moving 

and copying, and renaming. 

  Selecting Files with Check Boxes  
In this chapter, you learn about quite a few substantive elements in the Windows file system: 

metadata, searching, grouping, filtering, and more. All of these are fairly sophisticated and useful 

technologies. However, sometimes it’s the small, mundane elements that make your life with an 

operating system easier and more efficient. In this section, you learn about one of our favorites of 

Windows 8.1’s many small but quite useful tweaks: a technique that affects the way you select files. 

 tip 
 The Favorites section is fully customizable. For example, you can add a link to one of your own favorite folders by click-
ing and dragging that folder and dropping it inside the Favorites section. You can also rename links (right-click a link 
and then click Rename) and remove links you don’t use (right-click a link and click Remove).  

Type text in the Instant Search box...

...and Windows 8.1 shows just the matching files.

 Figure 6.6 
 With Instant 
Search, 
Windows 8.1 
displays just 
those files with 
names or meta-
data that match 
your search 
text.        
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When you need to select multiple, noncontiguous objects, the easiest method is to hold down the 

Ctrl key and click each item you want to select. However, when we use this technique to select 

more than a few files, we always end up accidentally selecting one or more files that we don’t want. 

It’s not a big deal to deselect these extra files, but it’s one of those small drains on productivity that 

bugs us (and many other users). 

Windows 8.1 offers a file-selection technique that promises to eliminate accidental selections. With 

this technique, you use a check box to select individual files and folders. To activate this feature, 

display File Explorer’s View tab and then activate the Item Check 

Boxes check box. 

As you can see in Figure 6.7, when you turn on this feature, 

Explorer creates a column to the left of the folder contents in 

Details view. When you point at a file or folder, a check box 

appears in this column, and you select an item by activating its 

check box. You don’t need to hold down Ctrl or use the keyboard 

at all. Just activate the check boxes for the files and folders you 

want to select.    

 tip 
 Bonus technique: You can also 
select all the items in the folder 
quickly by clicking the check box 
that appears at the top of the 
Name column.  

A check box appears when you point at an item.

Activated check boxes remain visible.

 Figure 6.7 
 In Windows 
8.1, you can 
select files 
and folders 
using check 
boxes.        
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 Understanding Size on Disk  

 To see the total size of the objects in the current selection, right-click the selection and then 
click Properties. Windows 8.1 counts all the files, calculates the total size as well as the total 
size on the disk, and then displays this data in the property sheet that appears.  

 What’s the difference between the Size and Size on Disk values? Windows 8.1 stores files in 
discrete chunks of hard disk space called  clusters , which have a fixed size. This size depends on 
the file system and the size of the partition, but 4KB is typical. The important thing to remem-
ber is that Windows 8.1 always uses full clusters to store all or part of a file. For example, sup-
pose that you have two files, one that’s 2KB and another that’s 5KB. The 2KB file will be stored 
in an entire 4KB cluster. For the 5KB file, the first 4KB  of the file will take up a whole cluster, 
and the remaining 1KB will be stored in its own 4KB cluster. Therefore, the total size of these 
files is 7KB, but they take up 12KB on the hard disk.  

  Resolving File Transfer Conflicts  
When you move or copy a file into the destination folder, it sometimes happens that a file with the 

same name already resides in that folder. In earlier versions of Windows, you’d see a dialog box 

asking whether you want to replace the existing file, and you’d click Yes or No, as appropriate. 

Unfortunately, Windows didn’t give you much information to go on to help you make the choice. 

Windows 8.1 takes a step in the right direction by displaying the Replace or Skip Files dialog box 

instead. Figure 6.8 shows an example. 

 Figure 6.8 
 This dialog box appears if a file with the same 
name already exists inside the destination folder.        

This dialog box gives you the following choices: 

 • Replace the File in the Destination—Click this option if you want the file you are copying (or 

moving) to replace the existing file. 

 • Skip This File—Click this option if you want Windows 8.1 to not copy (or move) the file, so the 

original remains in the destination folder. 
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 • Compare Info for Both Files—Click this option to see more information about both files, includ-

ing a thumbnail, the last modified date, and the size. Activate the check box for the version you 

want to keep and then click Continue. Note, too, that you can keep both files by activating both 

check boxes and then clicking Continue. In this case, the existing file remains as is, and the file 

being copied or moved is placed in the folder with (2) appended to the filename. 

  Expert Drag-and-Drop Techniques  
You’ll use the drag-and-drop technique throughout your Windows career. To make drag-and-drop 

even easier and more powerful, here are a few pointers to bear in mind: 

 • “Lassoing” multiple files—If the objects you want to select are displayed in a block within the 

folder list, you can select them by dragging a box around the objects. This is known as lassoing

the objects. 

 • Drag-and-scroll—Most drag-and-drop operations involve dragging an object from the contents 

area and dropping it on a folder in the Folders list (be sure to display the Folders list first). If 

you can’t see the destination in the Navigation pane, drag the pointer to the bottom of the pane. 

Windows Explorer will scroll the pane up. To scroll the pane down, drag the object to the top of 

the pane. 

 • Drag-and-open—If the destination is a subfolder within an unopened folder branch, drag the 

object and hover the pointer over the unopened folder. After a second or two, File Explorer opens 

the folder branch. 

 • Inter-window dragging—You can drag an object outside of the window and then drop it on a 

different location, such as the desktop. 

 • Drag between Explorers—Windows 8.1 lets you open two or more copies of File Explorer (select 

File, Open New Window). If you have to use several drag-and-drop operations to get some 

objects to a particular destination, open a second copy of File Explorer and display the destina-

tion in this new window. You can then drag from the first window and drop into the second 

window. 

 • Canceling drag-and-drop—To cancel a drag-and-drop operation, either press Esc or click the 

right mouse button. If you’re right-dragging, click the left mouse button to cancel. 

  Taking Advantage of the Send To Command  
For certain destinations, Windows 8.1 offers an easier method for copying or moving files or folders: 

the Send To command. To use this command, select the objects you want to work with, right-click 

the selection, and then click Send To in the shortcut menu. You see a submenu of potential destina-

tions, as shown in Figure 6.9.

Note that the items in this menu (except the disk drives) are taken from the following folder that 

contains shortcut files for each item: 

  %UserProfile%\appdata\roaming\Microsoft\Windows\SendTo   
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This means that you can customize the Send To menu by adding, 

renaming, and deleting the shortcut files in your SendTo folder.  
Click the destination you want, and Windows 8.1 sends the object 

there. What do we mean by send? We suppose that  drop would 

be a better word because the Send To command acts like the drop 

part of drag-and-drop. Therefore, Send To follows the same rules 

as drag-and-drop: 

 • If the Send To destination is on a different disk drive, the 

object is copied. 

 • If the Send To destination is on the same disk drive, the object 

is moved.  

 Figure 6.9 
 The Send To command offers a 
menu of possible destinations.        

 note 
 The user profile folder for a user is 
the following:  

  %SystemDrive%\Users\   User    

 Here,  %SystemDrive%  is the drive 
on which Windows 8.1 is installed 
(such as  C: ), and   User   is the per-
son’s username. Windows 8.1 stores 
the user profile folder for the cur-
rent user in the  %UserProfile%  
environment variable.  

 Forcing a Move or Copy  

As with a drag-and-drop operation, you can force the Send To command to copy or move an 

object. To force a move, hold down Shift when you select the Send To command. To force a 

copy, hold down Ctrl when you select the Send To command. To force a shortcut, hold down 

Shift and Ctrl when you select the Send To command. 

  The Recycle Bin: Deleting and Recovering Files and Folders  
In our conversations with Windows users, we’ve noticed an interesting trend that has become more 

prominent in recent years: people don’t delete files as often as they used to. We’re sure that the 

reason for this is the absolutely huge hard disks that are offered these days. Even entry-level sys-

tems come equipped with 250GB or 500GB disks, and terabyte-sized drives are no longer a big deal. 
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Unless someone’s working with digital video files, even a power user isn’t going to put a dent in 

these massive disks any time soon. So, why bother deleting anything? 

Although it’s always a good idea to remove files and folders you don’t need (it makes your system 

easier to navigate, it speeds up defragmenting, and so on), avoiding deletions does have one advan-

tage: you can never delete something important by accident. 

Just in case you do, however, Windows 8.1’s Recycle Bin can bail you out. The Recycle Bin icon on 

the Windows 8.1 desktop is actually a frontend for a collection of hidden folders named Recycled 

that exist on each hard disk volume. The idea is that when you delete a file or folder, Windows 8.1 

doesn’t actually remove the object from your system. Instead, the object moves to the Recycled 

folder on the same drive. If you delete an object by accident, you can go to the Recycle Bin and 

return the object to its original spot. Note, however, that  the 

Recycle Bin can hold only so much data. When it gets full, it per-

manently deletes its oldest objects to make room for newer ones.  
It’s important to note that Windows 8.1 bypasses the Recycle Bin 

and permanently deletes an object under the following circum-

stances: 

 • You delete the object from a removable drive. 

 • You delete the object from the command line. 

 • You delete the object from a network drive. 

  Setting Some Recycle Bin Options  
The Recycle Bin has a few properties you can set to control how it works. To view these proper-

ties, right-click the desktop’s Recycle Bin icon and then click Properties. Windows 8.1 displays the 

Properties dialog box sheet shown in  Figure 6.10.

 tip 
 If you’re absolutely sure you 
don’t need an object, you can 
permanently delete it from your 
system (that is, bypass the 
Recycle Bin) by selecting it and 
pressing Shift+Delete.  

 Figure 6.10 
 Use this property sheet to configure the Recycle Bin to your 
liking.        
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Here’s a rundown of the various controls: 

 • Recycle Bin Location—Choose the Recycle Bin you want to configure: you see an icon for each 

of the hard drive partitions on your computer. 

 • Custom Size—Enter the size of the Recycle Bin. The larger the size, the more disk space the 

Recycle Bin takes up, but the more files it will save. 

 • Do Not Move Files to the Recycle Bin—If you activate this 

option, all deletions are permanent. 

 • Display Delete Confirmation Dialog—For the first time in 

Windows history, Windows 8.1 does  not ask for confirmation 

when you delete an object. If you miss the prompt, or if you just 

want to be super careful about deletions, activate this check 

box. 

Click OK to put the new settings into effect. 

  Recovering a File or Folder  
If you accidentally delete the wrong file or folder, you can return it to its rightful place by using the 

following method: 

 1. Open the desktop’s Recycle Bin icon, or open any Recycled folder in File Explorer. 

 2. Select the object you want to restore. 

 3. Click the Manage tab and then click Restore the Selected Items. (You can also right-click the file 

and then click Restore.)  

 tip 
 You can clean out your Recycle 
Bin at any time by right-clicking 
the desktop’s Recycle Bin icon 
and then clicking Empty Recycle 
Bin. The Recycle Bin contents can 
also be purged using Windows 
8.1’s Disk Cleanup utility.  

 Undoing a File or Folder Action  

If deleting the file or folder was the last action you performed in File Explorer, you can recover 

the object by selecting the Edit, Undo Delete command (or by pressing Ctrl+Z). Note, too, that 

Windows 8.1 enables you to undo the ten most recent actions. 

  File Maintenance Using the Open and Save As Dialog Boxes  
One of the best-kept secrets of Windows 8.1 is the fact that you can perform many of these file 

maintenance operations within two of Windows 8.1’s standard dialog boxes: 

 • Open—In most applications, you display this dialog box by selecting the File, Open command, or 

by pressing Ctrl+O. 

 • Save As—You usually display this dialog box by selecting File, Save As. Or, if you’re working 

with a new, unsaved file, by selecting File, Save, or by pressing Ctrl+S. 
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Here are three techniques you can use within these dialog boxes: 

 • To perform maintenance on a particular file or folder, right-click the object to display a shortcut 

menu like the one shown in Figure 6.11.

 • To create a new object, right-click an empty section of the file list, and then click New to get the 

New menu. 

 • To create a new folder within the current folder, click the New Folder button.  

 Figure 6.11 
 You can perform most basic file 
and folder maintenance right 
from the Open and Save As dia-
log boxes.        

  Metadata and the File Explorer Property System  
We mentioned earlier that Windows is gradually lessening the importance not only of drive letters, 

but also specific file locations. As an example of the latter, note that file libraries are really virtual 

folders that can consist of multiple locations. 

If file location will become less important, what can you use to take its place as a basis for file orga-

nization? Content seems like a pretty good place to start. After all, it’s what’s inside the documents 

that really matters. For example, suppose you’re working on the Penske account. It’s a pretty good 

bet that all the Penske-related documents on your system actually have the word Penske inside 

them somewhere. If you want to find a Penske document, a file system that indexes document con-

tent sure helps because then you need only do a content search on the word Penske.
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However, what if a memo or other document comes your way with an idea that would be perfect 

for the Penske account, but that document doesn’t use the word Penske anywhere? This is where 

purely content-based file management fails because you have no way of relating this new document 

with your Penske documents. Of course, you could edit the new document to add the word Penske

somewhere, but that’s a bit kludgy and, in any case, you might not have write permission on the 

file. It would be far better if you could somehow identify all of your documents that have “Penske-

ness”—that is, that are directly or indirectly related to the Penske account. 

This sounds like a job for metadata, and that’s fine because metadata is nothing new in the 

Windows world: 

 • Digital photo files often come with their own metadata for things such as the camera model and 

image dimensions, and some imaging software enables you to apply tags to pictures. 

 • In Windows Media Player, you can download album and track information that gets stored as 

various metadata properties: Artist, Album Title, Track Title, and Genre, to name just a few. 

 • The last few versions of Microsoft Office have supported metadata via the File, Properties 

command.

 • For all file types, Windows displays in each file’s property sheet a Summary tab that enables you 

to set metadata properties such as Author, Comments, and Tags. 

In Windows 8.1, metadata is an integral part of the operating system. With the Windows Search 

engine, you can perform searches on some or all of these properties (see “Desktop Searching,” later 

in this chapter). You can also use them to group and filter files (see 

“Grouping and Filtering with Metadata,” later in this chapter). 

To edit a document’s metadata, Windows 8.1 gives you two 

methods:

 • In File Explorer, select View, Details Pane. In the Details pane 

that now appears on the right side of the window, click the 

property you want to edit. Windows 8.1 displays a text box in 

which you can type or edit the property value. For example, 

Figure 6.12 shows a photo’s Title property being edited. Click 

Save when you’re done. 

 • Right-click the document and click Properties to display the 

property sheet, and then click the Details tab. This tab displays 

a list of properties and their values. To edit a property, click 

inside the Value column to the right of the property.    

 note 
 By default, in most folder win-
dows, Windows 8.1 displays 
the Tags and Type properties in 
Windows Explorer’s Details view. 
(Specialized folders such as 
Music, Pictures, and Videos dis-
play other properties in Details 
view.) To toggle a property’s 
column on and off, right-click any 
column header and then click 
the property. Click More to see 
a complete list of the available 
properties.  
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  Desktop Searching  
One of Microsoft’s goals in Windows 8.1 was to make search a truly useful tool that provides com-

plete results quickly. Did it succeed? For the most part, yes. As you saw in  Chapter 4, “Using the 

Windows 8.1 Interface,” searching via the new interface (particularly app searching) is as easy as 

just typing what you’re looking for. 

     For the details on searching the Windows 8.1 interface,  see  “Searching via the Start Screen,”  

p. 111 .           

If you’re a dedicated Desktop app user, however, then we’re sad to report that searching has taken a 

step backward in Windows 8.1. In Windows 7 you could quickly search your system by clicking the 

Start button and then typing a search string. The Start menu would then generate a list of programs 

with names that include the typed characters, a list of your user account documents with content or 

metadata that include the typed characters, and a list of other data—such as contacts, email mes-

sages, and sites from Internet Explorer’s Favorites and History lists—with content or metadata that 

include the typed characters. 

That was extremely convenient and fast, but with the dismissal of the Start menu in Windows 8.1, 

that convenience and speed went along with it. The good news is that, as you see in the next sec-

tion, you can still run relatively quick and powerful searches from the desktop, as long as you know 

where to start. 

Click the property
you want to edit.

 Figure 6.12 
 You can edit 
a document’s 
configurable 
metadata 
directly in the 
Details pane.        



169Desktop Searching

6

C
H
A
P
TER

Desktop searching remains powerful in Windows 8.1 because it still uses the Windows Search ser-

vice, which starts automatically each time you load Windows 8.1. On the downside, it can still take 

Windows 8.1 a long time to search, say, all of drive C. However, that’s because Windows Search 

does not index the entire drive. Instead, it just indexes your documents, your offline files (local cop-

ies of network files), and your email messages. If you’re searching for one of these types of files, 

Windows 8.1 searches are lightning quick. 

Note that you can control what Windows Search indexes and force a rebuild of the index by open-

ing File Explorer, clicking inside the Search box to display the Search pane in the ribbon, and then 

selecting Advanced Options, Change Indexed Locations. (You can also open Control Panel and 

click Indexing Options.) This displays the dialog box shown in Figure 6.13. To customize the search 

engine, you have two choices: 

 • Modify—Click this button to display the Indexed Locations dia-

log box, which enables you to change the locations included in 

the index. Activate the check box for each drive or folder you 

want to include. 

 • Advanced—Click this button to display the Advanced Options 

dialog box, which enables you to index encrypted files, change 

the index location, specify the file types (extensions) you want 

to include in or exclude from the index. You can also click 

Rebuild to re-create the index.  

 caution 
 Windows Search takes a  long  
time to index even a relatively 
small amount of data. If you’re 
asking Windows Search to index 
dozens of gigabytes of data, wait 
until you’re done working for the 
day and let the indexer run all 
night.  

 Figure 6.13 
 Use the Indexing Options dialog box to con-
trol the Windows Search engine.        
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  As-You-Type Searches with Instant Search  
We mentioned earlier that as-you-type searching, while still alive and well in the new Windows 8.1 

interface, is no longer possible through the Start button. That’s the bad news. The good news is that 

you can still perform desktop-based as-you-type searches in any folder by using the Search box that 

appears in every Explorer window. 

What gets searched depends on several things: 

 • If you just want to search within a particular folder, display that folder before clicking inside the 

Search box. By default, Windows searches within subfolders as well. To turn that off, click All 

Subfolders in the ribbon’s Search tab. 

 • If you want to search your entire computer, either display the This PC folder and then run the 

search or click inside the Search box and then click This PC in the ribbon’s Search tab. 

 • If you want to search your user account, click the arrow next to the current folder icon in the 

Address bar (see Figure 6.5, earlier in this chapter), click your user account in the list, and then 

run the search. This is as close as you can get to emulating 

Start button searches in the Windows 8.1 desktop. 

Whatever location you choose, as you type, Explorer displays 

those files in the location with names or metadata that matches 

your search text, as shown in Figure 6.14.  

  Using Advanced Query Syntax to Search 
Properties  

When you run a standard text search from any Search box, Windows looks for matches not only 

in the filename and the file contents, but also in the file metadata: the properties associated with 

each file. That’s cool and all, but what if you want to match only a  particular property. For example, 

if you’re searching your music collection for albums that include the word Rock in the title, a basic 

search on rock will also return music where the artist’s name includes  rock and the album genre is 

Rock. This is not good. 

To fix this kind of thing, you can create powerful and targeted searches by using a special syntax—

called Advanced Query Syntax (AQS)—in your search queries. 

For file properties, you use the following syntax: 

   property : value    

Here, property is the name of the file property you want to search on, and  value is the criteria you 

want to use. The property can be any of the metadata categories used by Windows. For example, 

the categories in a music folder include Name, Track, Title, Artists, Album, and Rating. Right-click 

any column header in Details view to see more properties such as Genre and Length, and you can 

click More to see the complete list. 

Note, too, that Windows will immediately recognize a property as soon as you type it (followed by a 

colon) and will then display a list of the unique property values, as shown in  Figure 6.15. You then 

click a value to complete the search string. 

 tip 
 In a folder window, you can 
access the Search box via the 
keyboard by pressing Ctrl+E.  
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Type your search text here.

 Figure 6.14 
 As-you-type 
searching 
using the 
Explorer win-
dow’s Search 
box.        

Type a property name to display
that property's unique values.

 Figure 6.15 
 Type a property name in the Search box 
to see a list of unique property values.        

Here are a few things to bear in mind when constructing AQS strings: 

 • If the property name is a single word, use that word in your query. For example, the following 

code matches music where the Artists property is Coldplay: 

  artists:coldplay    
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 • If the property name uses two or more words, remove the spaces between the words and use the 

resulting text in your query. For example, the following code matches pictures where the Date 

Taken property is August 23, 2014: 

  datetaken:8/23/2014    

 • If the value uses two or more words and you want to match the exact phrase, surround the 

phrase with quotation marks. For example, the following code matches music where the Genre 

property is Alternative & Punk: 

  genre:”alternative & punk”    

 • If the value uses two or more words and you want to match both words in any order, surround 

them with parentheses. For example, the following code matches music where the Album prop-

erty contains the words Head and Goats in any order: 

  album:(head goats)    

 • If you want to match files where a particular property has no value, use empty braces, [], as the 

value. For example, the following code matches files where the Tags property is empty: 

  tags:[]     

You can also refine your searches with the following operators and wildcards: 

> Matches files where the specified property is greater than the specified value. For example, 
the following code matches pictures where the Date Taken property is later than January 1, 
2014:

datetaken:>1/1/2014   

>= Matches files where the specified property is greater than or equal to the specified value. 
For example, the following code matches files where the Size property is greater than or 
equal to 10,000 bytes:

  size:>=10000    

< Matches files where the specified property is less than the specified value. For example, 
the following code matches music where the Bit Rate property is less than 128 (bits per 
second):

  bitrate:<128    

<= Matches files where the specified property is less than or equal to the specified value. For 
example, the following code matches files where the Size property is less than or equal to 
1024 bytes:

  size:<=1024    

.. Matches files where the specified property is between (and including) two values. For 
example, the following code matches files where the Date Modified property is between 
August 1, 2014 and August 31, 2014, inclusive:

  datemodified:8/1/2014..8/31/2014   
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* Substitutes for multiple characters. For example, the following code matches music where 
the Album property includes the word  Hits:

  album:*hits    

? Substitutes for a single character. For example, the following code matches music where 
the Artists property begins with Blu and includes any character in the fourth position:

  artists:blu?    

For even more sophisticated searches, you can combine multiple criteria using Boolean operators: 

AND (or +) Use this operator to match files that meet all of your criteria. For example, the fol-
lowing code matches pictures where the Date Taken property is later than January 
1, 2014 and the Size property is greater than 1,000,000 bytes:

  datetaken:>1/1/2014 AND size:>1000000    

OR Choose this option to match files that meet at least one of your criteria. For exam-
ple, the following code matches music where the Genre property is either Rock or 
Blues:

  genre:rock OR genre:blues    

NOT (or –) Choose this option to match files that do not meet 
the criteria. For example, the following code 
matches pictures where the Type property is 
not JPEG:

  type:NOT jpeg    

  Saving Searches  
After taking all that time to get a search just right, it would be a real pain if you had to repeat the 

entire procedure to run the same search later. Fortunately, Windows 8.1 takes pity on searchers by 

enabling you to save your searches and rerun them anytime you like. After you run a search, you 

save it by clicking the Save Search button in the ribbon’s Search tab. In the Save As dialog box that 

appears, type a name for the search and click Save. 

Windows 8.1 saves your searches in the Searches folder, appropriately enough, and also adds each 

saved search to the Favorites section of the Navigation bar, so you can rerun a saved search with 

just a click. 

  Grouping and Filtering with Metadata  
Metadata is a useful file system element, but people might not be motivated to apply metadata to 

their documents unless they can be convinced that metadata is worth the short-term hassle. The 

Windows programmers seem to understand this because they built two file-management techniques 

into File Explorer, both of which become more powerful and more useful the more metadata you’ve 

applied to your files. These techniques are grouping and filtering. 

 note 
 The Boolean operators AND, 
OR, and NOT must appear in all-
uppercase letters in your query.  
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  Grouping Files  
Grouping files means organizing a folder’s contents according to the values in a particular property. 

In the Windows 8.1 version of File Explorer, select the ribbon’s View tab and then click Group By. 

This displays a list of the properties you can use for the grouping. Clicking one of these proper-

ties groups the files according to the values in that property.  Figure 6.16 shows the Pictures folder 

grouped by the values in the Type property. 

Click here to collapse the group. Click here to select the group.

 Figure 6.16 
 Windows 8.1 enables 
you to group and 
work with files based 
on the values in a 
property.        

As Figure 6.16 shows, Windows 8.1 enhances the grouping feature with two new techniques: 

 • You can select all the files in a group by clicking the group title. 

 • You can collapse the group (that is, show just the group title) by clicking the arrow to the left of 

the group title. (You can collapse all the groups by right-clicking any group title and then clicking 

Collapse All Groups.) 
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  Filtering Files  
Filtering files means changing the folder view so that only files that have one or more specified 

property values are displayed. Returning to the Type property example, you could filter the folder’s 

files to show only those where Type was, say, JPG Image or File Folder. 

In Details view, when you pull down the list associated with a property’s header, you see an item for 

each discrete property value, along with a check box for each value. To filter the files, activate the 

check boxes for the property values you want to view. For example, in  Figure 6.17 we’ve activated 

the check boxes beside the BMP File and JPG File values in the Type property, and only those two 

types appear in the folder.                                 

Activate the check boxes to filter the files.

 Figure 6.17 
 You can filter a 
folder to show 
only those files 
that have the 
property values 
you specify.        
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Internet Explorer, 303
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defaults, 128
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GUIs, 716
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logmein, 903

Mail, 139, 331. See also
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modifying, 661
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Office (Microsoft), 840

opening, 117
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also printing
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recovery, 648-649
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backing up, 697-698

overview of, 691

Resource Monitor, 553-554
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modifying, 106-109

switching between, 108

Samba, 443-445
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searching, 132

settings, 132, 624-625
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sharing, 133, 150

shutting down, 109
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snapping, 106-107
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Sports, 145-146
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578-579
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network faxing/printing, 
382

online meeting, 901

opening, 661

Registry backup, 697

Remote Desktop, 
922-923

tiles, moving, 114

tools, 197-198. See also
tools

uninstalling, 595, 662

Video, 148-149

Virtual Machine 
Connection, 929

virtualization, 695, 925

viruses, checking for dur-
ing downloading, 659

volume, modifying, 272-273

Weather, 149

Win32-on-ARM, 840

Windows 8-style apps, 63

Windows Easy Transfer, 
71, 80-84

Windows Firewall, 
817-818. See also
Windows Firewall

Windows Journal, 206

Windows Logo key, start-
ing, 580-581

Windows Store, 22

WMP, configuring, 215

WordPad, 206-207

XPS Viewer, 207

appwiz.cpl, 716

AQS (Advanced Query 
Syntax), 170-173

archives

attributes, 940

deleting, 596

documents, deleting, 596

TV shows, 237-239

areas, formatting notifica-
tions, 581-584

ARM microprocessors, 840, 
862

ARP (Address Resolution 
Protocol), 964, 966

Artist property, 213

ASCII data, SMTP support, 
344

assigning

IP addresses, 402, 407

letters to hard disks, 
603-605

passwords, 71

permissions

special, 779-780

standard, 778-779

sounds to events, 276-277

users to security groups, 
776-778

associating

applications, troubleshoot-
ing, 447

files, 128

signatures, 342

Asus, 383

as-you-type search results, 
112, 170-171

asymmetric DSL. See ADSL

attachments

email, 337, 341

attacks, 794

virus protection, 
755-756

sharing, 150

attacks

disaster planning, 808-815

types of, 793-795

ATTRIB tool, 940-943

attributes, files, 940-942

audio, 668

CDs, copying music from, 
218-221

email messages, 336
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Media Center

hardware requirements, 
226-228

navigating, 230-232

system requirements, 32

tracks, copying, 221

volume, modifying, 271-275

WMA, 219

WMP, 211-215

auditing settings, 707

authentication, 797

ctrl+alt+delete on startup, 
735

email, 332

networks, troubleshooting, 
498

Remote Desktop, 920

SMTP, 334

two-factor, 832

two-way, 832

wireless networks, 392-393

authorization, People, 352

Authorization Manager, 532

autoanswer, faxes, 262

AUTOCHK tool, 936

Auto-Hide the Taskbar 
option, 578

automatic logon, 76

Automatic Maintenance win-
dow, 655

Automatic Memory Dump, 
624

automating

automatic document feed-
ers. See ADFs

command-line tools, 728. 
See also command-line 
tools

components, installing, 56

disk checks, 936-938

Disk Cleanup, 596

dual-booting, 42

email, viewing, 339

faxes, receiving, 265-266

locking, 735

Mail check, 337

maintenance, 591, 655

repair to PCs, 647-648

restarting, 623

System Restore points, 768

tools, 711

updates, configuring, 
653-655

Windows Boot Manager, 
44

AutoPlay, 36, 511. See also
playing

imaging devices, connect-
ing, 242

third-party applications, 
660

WMP, 216

availability

DSL, 283

network services, 429-433

Avast! Antivirus, 756

AVG Internet Security, 756

Axentra, 436

B
Back button, 71

back doors, 794

backgrounds

Lock screens, customizing, 
122-123

multiple monitors, 677

slide shows, formatting, 
234

Start screens, customizing, 
121-122

tabs, opening web pages 
in, 308

backing up. See also saving

baselines, 808

BCD stores, 55

computers on networks, 
471-472

email, 346

encryption keys, 785

files, 34, 760-764

Registry, 697-698

hard disks, 697-698

Registry Editor, 698

System Restore, 698

scheduling, 763

system images, 35-36, 
770-772

Backup Operators group, 775

Balanced profile, 865

balancing headphones, 
273-275

bars

Address

entering URLs, 304

optimizing, 306-307

Favorites, 304

baseline backups, 808

basic Mail account settings, 
332-333

Basic tasks (Task Scheduler), 
formatting, 728

.bat files, 713

batch files, 713

command-line tools, 
721-723

PATH variables, settings, 
718-719
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Task Scheduler, 728

VPN connections, 876

batteries

optimizing, 865-867

status, 864

Battery settings, 867

Baud Rate lists, 51

BCD (Boot Configuration 
Data), 42

customizing, 46-56

entries, modifying, 56

Startup and Recovery dia-
log box, modifying, 47-48

stores, backing up, 55

System Configuration, 
modifying, 48-51

Windows Boot Manager, 
modifying, 47

BCDEDIT tool, 47, 932, 951

entries, renaming, 55

startup, customizing, 51-56

BeAnywhere, 923

Bing Finance, 135. See also
Finance

BIOS (Basic Input/Output 
System)

settings, accessing, 786

troubleshooting, 631

Birthdays calendars, 133. See
also Calendar

bit rates, ripping WMA, 221

BitLocker, 785-789

Drive Encryption, 511

system requirements, 32

Block Unsecured Images 
with Other Mixed Content 
option, 753

blocking

connections, 816. See also
Windows Firewall

email senders, 347

file-sharing services, 433

firewalls. See firewalls

network services, 807

pop-up windows, 748-749

blogs, RSS feeds, 316-319

blue screen of death. See
BSOD

Bluetooth devices

installing, 671-673

printers, 181

BMP (Windows Bitmap), 203

bonds, 136. See also Finance

bookmarks

network computers, 459

Reading List, 144-145

Boolean operators, 173, 348

BOOT Advanced Options dia-
log box, 50

Boot Configuration Data. See
BCD

Boot Options menus, adding 
Safe Mode, 646

booting. See also startup

BCD, customizing, 46-56

Desktop, 78

directly to desktops, 
125-126

dual-booting, 42-45

Event Log messages, 499

logs, 50

OS information, 50

RE, accessing, 640

Safe Mode, 644-647

Secure Boot, 25

startup, 25

troubleshooting, 631

VHDs, 932

Windows Boot Manager, 
44-45

boundaries, interfaces, 132

breadcrumbing, 157

bridges

Ethernets, 378

HomePlug, 380

networks, 412-413

brightness, 863

broadband connections, 26, 
358. See also connecting; 
Internet

ICS, 422-426

network adapters, install-
ing, 295-296

routers, sharing, 416

Brother printers, 177. See
also printers

Browsing groups, options, 
325-328

Browsing History group, 319

browsing security, optimiz-
ing, 747-752

BSOD (blue screen of death), 
622

Buffalo Technology, 436

bugs, 796

burning

CDs, system requirements, 
32

DVDs, system require-
ments, 32

images, optical discs, 
251-254

Live File Systems, 253

mastered CD/DVD discs, 
251-252
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business servers, 373. See
also servers

busy signals, faxes, 262

buttons, configuring, 844

bye.bat file, 722

bypassing Start screens, 
125-128

C
cable Internet connections, 

283

firewalls, 799

ICS, 416

multiple computers, 
426-427

network adapters, install-
ing, 295-296

security, 421

troubleshooting, 356, 360

cables

CAT-5, 372, 375

CAT-5E, 375

Ethernet crossover cables, 
390-391

Ethernets, 386

Network window, 493

optimizing, 387-388

printers, 382

testing, 499-500

caches

ARP, 966

File History, 763

memory, 553

web pages, formatting, 
319-320

Calculator, 198-200

Calendar, 133-134

Called Subscriber 
Identification. See CSID

calls, Skype, 145

Camera, 134

Camera Options, configur-
ing, 134

cameras

connecting, 241-244

images

importing, 245-250

modifying user 
accounts, 560

canceling print jobs, 193

capacities, viewing, 214

Carbon Copy, 923

cards

detecting, 32

graphics, 226

memory

accessing media on, 244

inserting, 216, 244

networks, 668

troubleshooting, 490

tuner, TV, 32

video, installing, 673

carriage returns, trouble-
shooting, 445-446

CAT-5 cables, 372, 375, 387

CAT-5E cables, 375

CAT-6 cables, 381

categories

Local Group Policy Editor, 
519

navigating, 212

Temporary Glitch, 631

troubleshooting, 627

WMP libraries, 211-213

Category view, 509

CD Audio Track. See CDA

CD tool, 940

CDA (CD Audio Track), 220

CDs (compact discs). See also
WMP

DVD drives, sharing, 472

images, burning to, 
251-254

mastered CD/DVD discs, 
burning, 251-252

music, copying, 218-221

recordable CDs/devices, 
copying, 221-222

ripping, system require-
ments, 32

tracks, copying, 221

WMP, 211-215

cell phones. See mobile
devices

cellular Internet services, 26, 
284

central processing units. See
CPUs

CERT-CC (Computer 
Emergency Response Team 
Coordination Center), 810

Certificates, 532

Change Advanced Sharing 
Settings, 494

Change Icon dialog box, 120

Change Notification Settings 
task, 819

Change Permissions permis-
sion, 780

Change Plan Settings, 865

Change Setting window, 654
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channels

numbers, 394

overlapping, troubleshoot-
ing, 400

Character Map, 198, 200

characters

|, pipe, sending output, 
713, 727

>, redirecting output, 713

8-bit headers, 344

adding, 200

types, formatting pass-
words, 561

wildcard, 172-173, 940

charms

navigating, 63-64

new features, 20-21

Search, 69

Charms menu, 99-100

check boxes, selecting files, 
159-161

Check Disk, 590

Check for Publisher's 
Certificate Revocation 
option, 753

Check for Server Certificate 
Revocation option, 753

Check for Signatures on 
Downloaded Programs 
option, 753

Check for Updates setting, 
217, 654

checking

connecting, PING tool, 
967-968

disks, automating, 936-938

for email, 337

existing adapters, 384-385

free space, 593-595

for hard disk errors, 
934-936

hard disks, 34-35

networks, configuring, 
500-503

security, settings, 736-741

system requirements, 34

for updates, 656, 683

checklists, installing, 33-36

chimes, 276. See also sounds

CHKDSK tool, 34, 934-936

CHKNTFS tool, 934, 936-938

circuits, telephones, 386

cleaning

layouts, 131

out inboxes, 345. See also
maintenance

up hard disks, 34

versions to save disk 
space, 764

clearing

Address bar lists, 306

tile notifications, 116

ClearType Tuner, 78

clients

networks, troubleshooting, 
490

Remote Desktop 
Connection, 905, 912

standard Remote 
Desktop client, 
916-922

Windows 8-style 
Remote Desktop cli-
ent, 912-916

Samba, 443-444

clocks, viewing multiple 
time zones, 584-586

closing

applications, 109

tabs, 309

tiles, 116, 119-120

UDF sessions, 252-253

cloud services, 8

CLSID subkey, 155

clusters, 161

.cmd files, 713

cmdlets, 725

codes, Type and Creator, 447

collaboration, 889

Color Management, 511

colors

backgrounds, 121

backgrounds, formatting, 
234

calendars, modifying, 134

Internet Explorer, 322

columns, sizing, 570

COM (Component Object 
Model), 509, 917

.com files, 713

combining

dynamic disks into 
spanned volumes, 
608-609

multiple drives, 603

Command Line dialog box, 
537

Command Prompt window

commands, running, 
714-715

cutting/pasting, 715

directories, modifying, 713

environmental variable set-
tings, 716-719

GUIs, 716
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keyboard shortcuts, 70

MS-DOS, 719-721

navigating, 712-716

opening, 500

output, saving, 713

personalization, 78

resources, 715-716

searching, 713-714

touch shortcuts, 69

Command Type dialog box, 
537

command-line tools, 711, 934

batch files, 721-723

chkdsk, 590

disk management, 934-940

CHKDSK tool, 934-936

CHKNTFS tool, 936-938

DEFRAG tool, 938-940

files/folders, 940-951

network resources, manag-
ing, 486-487

overview of, 711

Safe Mode, booting, 646

services, managing, 
542-543

Task Scheduler, 727-730

TCP/IP, 364

troubleshooting, 964-970

Windows PowerShell, 
725-727

commands. See also subcom-
mands; tools

Command Prompt window, 
running, 714-715

compmgmt, 716

control, 716

Delete, 37

devmgmt, 716

dir, 727

eventvwr, 716

explorer, 716

Extend, 38

Format, 37

ipconfig, 364

/all, 365

checking configurations, 
500-501

configuring networks, 
398

Load Driver, 38

lusrmgr, 716

net, 486-487

NET CONTINUE, 543

NET PAUSE, 543

NET START, 543

NET STOP, 543

New, 38

notepad, 716

ping, 365-366

testing wiring, 499

troubleshooting net-
works, 503-504

Quick Access Toolbar, add-
ing, 568

Remote Desktop, 922

remove-item, 727

Rename, 154

Repair, 662

route, 875

secpol, 716

Send To, 162-163

SHUTDOWN, 120, 638, 640

start sysdm.cpl, 717

submount, 444

Take Ownership, 783

taskschd, 716

traceroute, 369

tracert, 367-369

Undo, 704

wf, 716

where-object, 727

Comment check box, 524

comments, entering, 264

commercial firewalls, 799. 
See also firewalls

commodities, 136. See also
Finance

Common Ports button, 806

common services, port num-
bers, 430

communications, Internet, 
331

email

configuring accounts, 
331-335

sending, 340-345

Mail, maintaining, 345-347

messages

filtering incoming, 
347-349

handling incoming, 
335-339

searching, 349-351

overview of email, 331

People application, 351-354

COMP tool, 940

COMPACT tool, 940

CompactFlash cards, 244

compacting message store 
databases, 347

comparing Desktop and 
Windows Server, 373

compatibility

BCD, 42

devices, 669

faxes/scanners, 258

filenames, 447

Macintosh (Mac), 446-448

modes, 663-666

NICs, 377
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third-party applications, 
658

wireless networks, 377

WMP, 214

Complete Memory Dump, 
624

compmgmt command, 716

Component Object Model. 
See COM

Component Services, 509, 
532

components

installing, 56-57

optional networks, install-
ing, 454

compression, WMA ripping 
bit rates, 221

Computer Maintenance 
tools, 711

Computer Management, 510, 
532

keyboard shortcuts, 70

touch shortcuts, 70

Computer window, 247

computers, 8. See also
mobile devices; PCs

ad hoc networks, 856-858

connecting, troubleshoot-
ing, 494

limitations of, 840

locking, 732-735

mobile. See mobile com-
puters

naming, 38, 405-406

Network window, 493. See
also Network window

networks

backing up, 471-472

navigating, 460-461

searching, 463

passwords, modifying, 440

presentations, formatting, 
890-894

Remote Desktop, 906-907, 
912-922. See also Remote 
Desktop

standard Remote 
Desktop client, 
916-922

Windows 8-style 
Remote Desktop cli-
ent, 912-916

restarting, 956

virtualization. See virtual-
ization

VMs, converting, 930-931

concurrency, applications, 
447-448

conditions

multiple, 348

rules, 347

conferences, 133, 889

Configure This Drive for 
Backup notification, 761

configuring

accounts, options, 961

advanced options (Internet 
Explorer), configuring, 
323

apps

sharing, 150

troubleshooting,
359-363

backgrounds, multiple 
monitors, 677

BCD, 42, 46-56

BitLocker, 785-789

Calculator, 199-200

Calendar, 133-134

Camera, 134

Character Map, 200

Charms menu, 100

checklists, 33-36

ctrl+alt+delete on startup, 
735

DDNS, 907-909

Desktop, 134

devices

events, 243-244

ignoring unsigned driv-
ers, 685-688

synchronizing, 566-567

viewing, 680-681

DHCP servers, trouble-
shooting, 498

dial-up connections, 287, 
289-292, 869-872

Ease of Access (in PC 
Settings), 208

Ease of Access Center, 209

email accounts, 331-335

event sounds, 276-277

Everyone read/write per-
missions, 442

External Display tool, 
891-893

faxes

receiving, 265-266

services, 258-261

File History, 763-764

files, sharing, 802-804

filters, blocking file-sharing 
services, 433

Finance, 135-136

fixed IP addresses, 299

Food & Drink, 136

Games, 136-137

general options (Internet 
Explorer), 322-323

Handwriting Input panel, 
845-848

hard disk storage, 601-602

Health & Fitness, 137

high-speed Internet con-
nections, 296-299
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History lists, 322

homegroups, 407-409

host files, 456

Hyper-V, 926-927

ICS, 416

importing settings, 247-249

Internet

connecting, 415-421

services, 399

Internet Explorer, 137-138

multimedia, 329-330

security, 330

LANs, 422-429

Magnifier, 209-210

Mail, 139

Maps, 139-140

Math Input Panel, 200-201

Media Center, 228

microphones, 277

MMC, 530-540

Music, 140

Narrator, 210

networks

addresses, 431

bridges, 412-413

checking, 500-503

locations, 851

manual configuration, 
398-399

peer-to-peer, 402-411

troubleshooting, 490

News, 141

Notepad, 202

notifications, 110-111, 
581-584

Paint, 202-204

parental controls, 234

passwords, 802-804

images, 562-563

user accounts, 560-562

PATH variables, 718-719

Pen Flicks, 844-845

pens/touch input, 843-844

People, 141-143, 351-354

permissions, 774-783

homegroups, 477-478

printers, 483-484

Photos, 143-144

policies, 521-523

ports, forwarding, 909-912

PPPoE, 297-298

printers, 177-178, 467-471

Problem Reporting, 630

read-only files, 772-773

Reading List, 144-145

recording quality, 220-221

Recycle Bin, 164-165

Registry, 691, 694

remote access, 905-912

Remote Assistance, 
894-901

Remote Desktop, 431

restore points, 658

restrictive access controls, 
804-805

routers, 397

accessing, 732

broadband connections, 
425

packet filtering, 800

RSS feed, scheduling, 
318-319

Samba, 444

scanning, 266-269

screens, rotating, 843

security, 796

Set Up dialog box, 38

shut down, 547

SkyDrive, 145

Skype, 145

sleep intervals, 589

Snipping Tool, 204

Sound Recorder, 205-206

sounds, Windows Live 
Mail, 272

Speech Recognition, 
278-280

Sports, 145-146

static addressing, 402-403

Steps Recorder, 204-205

Sticky Notes, 205

Store, 146-147

Sync Center, 884-885

system repair discs, 35-36

System Restore points, 
766-769

Task Scheduler, 727-730

taskbars, multiple moni-
tors, 677-678

TCP/IP, 402-404, 438-439

tiles, resizing, 113-114

UAC, 743-744

updating, automating, 
653-655

user accounts, 71-76, 
559-560

VHDs, 616-617

Video, 148-149

VM instances, 927-928

VPNs, 869-872

Weather, 149

Windows 8 security (spe-
cific steps), 807-816

Windows Defender, 
737-740

Windows Firewall, 404, 
406, 807, 814-816

Windows Journal, 206

wireless networks, 
393-399, 858-859

WMP

defaults, 215

playback, 217-218

WordPad, 206-207

XPS Viewer, 207
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conflicts

devices, 622. See also trou-
bleshooting

troubleshooting, 766-769

Connect Server dialog box, 
449

Connect To dialog box, 451

Connect to the Internet set-
ting, 218

Connect to the Internet 
Wizard, 290

connecting, 281. See also
adding; internetworking

10/100BASE-T networks, 
376

analog modems, 282

apps, troubleshooting, 
359-363

broadband connections, 
ICS, 422-426

cable

Internet connections, 
283, 421, 426-427

modems, troubleshoot-
ing, 360-361

cameras, 134

cellular Internet services, 
284

computers, troubleshoot-
ing, 494

defaults, 300

devices, images, 241-244

DHCP, configuring, 
298-299

dial-up Internet connec-
tions, 282, 872-873

configuring, 289-292

hanging up, 294

ICS, 422

installing modems, 
287-288

starting, 292-294

digital cameras, 245

DSL, 282-283

email, 332, 337

external display monitors, 
864

Facebook, 143

fixed IP addresses, 299

Google, 143

hardware, troubleshooting, 
363-364

hidden SSIDs, 860

high-speed Internet con-
nections, configuring, 
296-299

Homeplug adapters, 380

hot spots, 856

ICS, configuring, 416

incoming dial-up/VPN con-
nections, 877-879

infrared connections, 227

integrated cellular data 
connections, 26

Internet

configuring, 415-421

networks, 383, 415

routers, 427

service availabilities, 
429-433

sharing, 380, 399, 415

troubleshooting, 355

ISDNs, 282

LANs, 281

managing IP addresses, 
416-418

troubleshooting,
361-363

LinkedIn, 143

Mac OS X, 450

Mac printers, 453

Media Center, 228-230

monitors, 891

multiple Internet connec-
tions, managing, 301-302

multiple LAN connections, 
887-888

multiple monitors, 673

multiple printers, 194

multiple switches, 391-392

networks

selecting types of, 
375-381

troubleshooting,
355-359

PING tool, 967-968

PPPoE, configuring, 
297-298

printers, 180, 467-471

projectors, networks, 893

Remote Desktop, 905, 
912-922

standard Remote 
Desktop client, 
916-922

Windows 8-style 
Remote Desktop cli-
ent, 912-916

remote networks, 383

routers, Telnet, 807

satellite Internet services, 
284

scanners, 258

security, 791. See also
security

social networks, 351-353

deleting, 354

editing, 353

S-Video, 227

TCP/IP, 364-368

technologies, selecting, 
285-286

third-party tools, trouble-
shooting, 368-369
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troubleshooting, 301, 
503-504

Twitter, 143

two computers, 390-391

types of, 282-285

VMs, 928-930

VPNs, 430, 872-873

Wi-Fi. See Wi-Fi connec-
tions

wireless Internet services, 
284

wireless networks, 851-856

Connection icons, 360

Connection to a Workplace 
Using DirectAccess trouble-
shooter, 496

connection-sharing routers, 
418

connectors

8P8C, 388

multiple switches, 391-392

consistency, typography, 131

consoles

customizing, 534

saving, 535

snap-ins, adding, 533-535

contacts, selecting faxes, 262

Contacts folder, 89

content, direct interaction, 
132

Content view, 570

control command, 716

Control Panel, 88, 507-517

accessing, 514-517

Devices and Printers win-
dow, 669

files, 514-515

icons, 509-513

deleting, 525-526

launching via command 
line, 515

showing only specified, 
526

keyboard shortcuts, 70

navigating, 508-509

policies, 526

searching, 69

touch shortcuts, 70

controls, volume, 271-275

conventions, UNC, 461-462, 
472-473

CONVERT tool, 934

converting

CDA files, 220

hard drives to dynamic 
drives, 607-608

NTFS (NT File System), 784

VMs, 926, 930-931

cookies, private browsing 
(Internet Explorer), 138

Copy Key Name, applying, 
704

Copy Protect Music check 
box, 220

COPY tool, 940

copying

files, 862, 945-946, 948-951

music from CDs, 218-221

path names, 157

tracks, 221-222

Windows Easy Transfer, 
81-82

cordless telephones, 377

corporate wireless networks, 
854

Correcting mode, 847

corrupted files, 765. See also
files; troubleshooting

costs

10/100BASE-T Ethernets, 
377

10/100BASE-T switches, 
376

ICS routers, 376

music, 140

networks, planning, 
374-375

phoneline networks, 380

print server modules, 382

RAID, 612

reason to purchase, 11-13

servers, 373

upgrading, 39

VMs, 926

Windows Store, 22

wireless networks, 377-378

cover pages, 261

customizing, 260-261

selecting, 264

CPUs (central processing 
units)

batteries, optimizing, 865

limitations of, 840

performance monitoring, 
549

processors, 30

cracking passwords, 793

crashes. See also trouble-
shooting

data protection, backing up 
with File History, 760-764

system repair discs, 35-36

Create a Folder dialog box, 
314

Create a Restore Point dialog 
box, 768
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Create a System Repair Disc 
dialog box, 36

Create Files/Write Data per-
mission, 780

Create Folders/Append Data 
permission, 780

Create Shortcut dialog box, 
120

Credential Manager, 511

credentials, UAC, 743

credit card accounts, 825. See
also fraud

CrossFireX (AMD), 678

crossover cables, 390-391

Cryptographic Operators 
group, 775

CSID (Called Subscriber 
Identification), 260-261

ctrl+alt+delete, startup, 735

currencies, 136. See also
Finance

current folder icons, 157

Custom option (installation), 
37

Custom Scans (Windows 
Defender), 738

customizing, 557

apps, sharing, 150

backgrounds, Start 
screens, 121-122

BCD, 46-56

BitLocker, 785-789

Calculator, 199-200

Character Map, 200

consoles, 534

cover pages, 260-261

DDNS, 907-909

dial-up Internet connec-
tions, 289-292, 869-872

Ease of Access (in PC 
Settings), 208

Ease of Access Center, 209

email, sending, 342-345

Everyone read/write per-
missions, 442

External Display tool, 
891-893

Favorites section, 159

faxes

receiving, 265-266

services, 258-261

File Explorer, 567-576

Ribbon, 568-569

views, 569-570

File History, 763-764

filenames, 248

folders, 248

Handwriting Input panel, 
845-848

homegroups, 407-409

host files, 456

installations, 38

Internet Explorer, 319-330

Lock screens, 122-125

Magnifier, 209-210

Math Input Panel, 200-201

Media Center, slide shows, 
233-234

Narrator, 210

Navigation pane, 213-214

networks

addresses, 431

bridges, 412-413

locations, 851

Notepad, 202

notifications, 564-565, 
581-584

Paint, 202-204

PATH variables, 718-719

PC Settings app, 557-567

Pen Flicks, 844-845

pens/touch input, 843-844

permissions, 774-783

homegroups, 477-478

printers, 483-484

playlists, formatting, 222

printers, networks, 467-471

privileges, UAC, 742-743

read-only files, 772-773

Recycle Bin, 164-165

remote access, 905-912

Remote Assistance, 
894-901

scanning, 266-269

searching, 169

security

Internet Explorer, 
752-755

levels, 751

zone sites, 749

Send To menus, 163

Snipping Tool, 204

Sound Recorder, 205-206

sounds, assigning to 
events, 276-277

Start screens, 113-122

startup, BCDEDIT tool, 
51-56

Steps Recorder, 204-205

Sticky Notes, 205

Sync Center, 884-885

System Restore points, 
766-769

Task Scheduler, 727-730

taskbars, 577-587

taskpad views, 535-539

TCP/IP defaults, 438-439

UAC, 744-745

URLs, 307

user accounts, 71-76

VHDs, 616-617

VM instances, 927-928

VPNs, 869-872
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Windows 8.1, 77-80

Windows Firewall, 406, 
814-816

Windows Journal, 206

Windows Security win-
dows, 527-528

wireless networks, 
393-399, 858-859

WMP playback, 217-218

WordPad, 206-207

XPS Viewer, 207

cutting, Command Prompt 
window, 715

D
daisywheel printers, 181. See

also printers

data

collector sets, Performance 
Monitor, 556

files, third-party applica-
tions, 659

integrated cellular data 
connections, 26

protection, 612, 759

backing up file versions, 
760-764

BitLocker, 785-789

encryption, 784-785

files, 772-774

permissions, configur-
ing, 774-783

planning, 759-772

redundancy, 612

resources (Macs), 446-447

transferring, from old com-
puter, 80-84

types, Registry Editor, 
701-702

usage, monitoring, 26

data forks, 446

databases

File History, backing up 
with, 760-764

message store, compact-
ing, 347

Registry. See Registry

SmartScreen filters, 328

Whois, 837

Date and Time, 511, 516

DATE tool, 951

DCOM (Distributed Com), 
509

DDNS (Dynamic DNS), con-
figuring, 907-909

deactivating Copy Protect 
Music, 220

debugging, 51, 624

decompressing files, 661

Default Operating System 
list, 47

Default Programs, 511

Default values, 155

DefaultIcon subkeys, 155

defaults

apps, formatting desktops, 
128

Calendar, 134

connecting, 300

email accounts, 333

filenames, 218

gateways, static address-
ing settings, 403

maintenance, 655

networking protocols, 437

output devices, 276

Pen Flicks, 844

printers, 179

Remote Desktop, saving, 
919

RSS feed schedules, 319

scanning, editing, 266-267

search engines, 312-313

security features, 736

snap-ins, 531-532

Sports, 146

Start screen, 96-97

TCP/IP, configuring, 
438-439

TTL values, 968-970

UAC, 743

Weather, 149

Windows Firewall, restor-
ing, 819

WMA, 219

WMP, configuring, 215

defining resources, 457

DEFRAG tool, 934, 938-940

Defragment and Optimize 
Drives, 510

defragmenting hard disks, 
34-35, 597-600

DEL tool, 940

Delete Browsing History dia-
log box, 319

Delete command, 37

Delete permission, 780

Delete Subfolders and Files 
permission, 780

deleting

ad hoc networks, 857

archives, 596

Control Panel icons, 
525-526

email, 338, 346

favorites, 315

files

hard disks, 595-597

from printer queues, 
193
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Recycle Bin, 163-165

virtualization, 930

web page caches, 319

handwriting, 847

images, 250

keys, 704

overlapping channels, 400

printers, 189

profiles, wireless networks, 
860

rules, 349

social networks, 354

tiles, 117

users, 963

values, 704

volumes, 605

zone sites, 749-750

Demilitarized Zones. See
DMZs

denial of service. See DoS

Derfler, Frank, 387

Design Science, 201

Desktop, 18, 134

accessories, 199-207

Calculator, 199-200

Character Map, 200

Math Input Panel, 
200-201

Notepad, 202

Paint, 202-204

Snipping Tool, 204

Sound Recorder, 
205-206

Steps Recorder, 204-205

Sticky Notes, 205

Windows Journal, 206

WordPad, 206-207

XPS Viewer, 207

backgrounds, configuring 
for Start screens, 122

booting, 78

booting directly to, 125-126

folders, 89

navigating, 66-67

searching, 168-173

Windows Server, compar-
ing, 373

desktop programs, setting as 
defaults, 128

Desktop tile, Start screen, 96

destinations

Jump Lists, pinning, 
579-580

Send To command, 163

Details pane, editing docu-
ments, 168

Details view, 570

detecting

cards, 32

New Hardware Detected 
dialog box, 384

Device Drivers Properties 
dialog box, 686

Device Manager, 511, 516, 
532

hardware, managing, 
680-682

networks, troubleshooting, 
499

troubleshooting, 635-637

VMs, 926

Device section, 272

Device Setup dialog box, 670

devices, 241

802.11n wireless networks, 
378

accessing, 223

Action Center, installing, 
670-671

adding, 178

Bluetooth, installing, 
671-673

cable-test, 500

Charms menu, 100

conflicts, 622. See also
troubleshooting

drivers

applying, 682-690

ignoring unsigned, 
685-688

lists, 688-690

rolling back, 638

events, configuring, 
243-244

HomePNA Alliance, 378

images, connecting, 
241-244

installing, 242, 669-673

media, 214-215. See also
WMP

Media Center, connecting, 
228-230

mobile, 839

configuring pens/touch 
input, 843-844

Handwriting Input 
panel, 845-848

input methods, 841-843

operating systems, 
839-841

Pen Flicks, 844-845

NAS, 436

nonpresent, viewing, 
681-682

output, defaults, 276

Plug and Play, 669-670

printers. See printers

recordable CDs, copying, 
221-222
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on remote computers, 
accessing, 914

security, 690

Settings search pane, 241

synchronizing, 566-567

troubleshooting, 625, 
635-638

uninstalling, 690

viewing, 668-669, 680-681

volume control, 273

Devices and Printers win-
dow, 468, 511

Control Panel, 669

keyboard shortcuts, 70

touch shortcuts, 70

Devices and Settings win-
dow, 177

Devices by Connection view, 
680

devmgmt command, 716

DHCP (Dynamic Host Control 
Protocol), 402, 966

configuring, 298-299

servers

IP addresses, 501

planning, 374

troubleshooting, 498

tools, 952

troubleshooting, 362

DHCPREQUEST messages, 
966

diagnostics. See also tools; 
troubleshooting

command-line tools, 711. 
See also command-line 
tools

Event Viewer, 497-498

Internet connections, 358

modems, 363-364

Network and Sharing 
Center, 491-492

troubleshooters, 495-496

dialing rules, selecting, 
263-264

dialog boxes

Accounts, 333

Add a Favorite, 313

Add or Remove Snap-Ins, 
533

Add Search Provider, 312

Add Your Email Accounts, 
332

Advanced Security 
Settings, 708

Advanced Settings, 430

Advanced Sharing, 887

AutoPlay, 36

BOOT Advanced Options, 
50

Change Icon, 120

Command Line, 537

Command Type, 537

Connect Server, 449

Connect To, 451

Create a Folder, 314

Create a Restore Point, 768

Create Shortcut, 120

Create a System Repair 
Disc, 36

Customize Navigation 
Pane, 214

Delete Browsing History, 
319

Device Drivers Properties, 
686

Device Setup, 670

Edit Location, 288

Environment Variables, 
719

Export, 346

Fax Setup, 259

Feed Properties, 319

File Conflict, 766

File History Cleanup, 764

File Names Options, 219

File to Export, 785

Filter Options, 523

Find Message, 350

Get the Latest, 40

Hide Specified Control 
Panel Items, 523, 525

HTML Settings, 345

Import Pictures and 
Videos, 246-247

Import Settings, 249

Insert Picture, 341

Internet Options, 321

Internet Protocol Version 
4 (TCP/IPv4) Properties, 
403

Local Area Connection 
Properties, 438

Manage Offline Files, 887

Menu Command, 537

Message Rules, 347

Name and Description, 537

Navigation, 537

Network and Dial-Up 
Connection Properties, 
365

New Hardware Detected, 
384

New Mail Rule, 347

New Task Wizard, 537

Offline Settings, 887

Open, 165-166, 304

Options, 336

Pop-Up Blocker Settings, 
748-749

Power Options Advanced 
Settings, 867

Printer Browser, 451

Printer Server Properties, 
188
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Printing Preferences, 185

Problem Reporting, 630

Properties, 120, 334, 773

Remote Desktop 
Connection, 917-920

Run, 280, 304, 531

Safety Options, 756

Save As, 165-166, 572

Save the Print Output As, 
195

Security Settings, 751

Select Disks, 612

Select Folder, 763

Service Settings, 431

Set Up, 38

Share with Other 
Homegroup Members, 
223

Show Contents, 525

Sound, 276

Startup and Recovery, 47, 
623

Status, 966

System Properties, 622, 
684, 768

Tabbed Browsing Settings, 
308

Taskpad Reuse, 537

Taskpad Style, 536

Test Successful, 242

Turn Windows Feature On 
or Off, 714

User Account Control, 48, 
743

Volume Control Options, 
274

Website Data Settings, 320

Windows Features, 56

Windows Setup, 36

dial-up Internet connections, 
282, 359. See also connect-
ing

configuring, 289-292

connecting, 872-873

hanging up, 294

ICS, 422

incoming dial-up/VPN con-
nections, 877-879

mobile computers, 862, 
868-879. See also mobile 
computers

modems, installing, 
287-288

monitoring, 875

Remote Desktop, 917

settings, 869-872

starting, 292-294

troubleshooting, 873-874

digital cameras

connecting, 241-244

images, importing, 245-250

digital subscriber line. See
DSL

dir command, 727

DIR tool, 940, 943

direct content interaction, 
132

Direct Memory Access. See
DMA

directories

AD, 458

Command Prompt window, 
modifying, 713

file structure, 88-89

naming, 304

spool, moving, 484

web pages, 303

DirectX 9, 32

Disable Automatic Restart on 
System Failure item, 623

disabling

accounts, 961

Administrator accounts, 
736, 740-741

files (by Windows Live 
Mail), 756

Guest accounts, 803

incoming dial-up/VPN con-
nections, 879

Lock screens, 124-125

Password Protected 
Sharing, 441-442, 450, 
483, 803

SNMP, 427

startup

applications, 632

services, 633-634

unsigned drivers, 637

Windows Firewall, 799, 
817

disconnecting. See also con-
necting

Mac OS X, 450

social network applica-
tions, 143

discovery, Bluetooth devices, 
672

Disk Cleanup, 510, 596

installation, running at, 34

settings, saving, 597

virtualization, 930

Disk Director, 605

Disk Management, 532, 603

disk management tools, 
934-940

CHKDSK tool, 934-936

CHKNTFS tool, 936-938

DEFRAG tool, 938-940

disk space requirements, 31
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DISKCOMP tool, 934

DISKCOPY tool, 934

DISKPART tool, 934

disks

checking, automating, 
936-938

hard. See hard disks

managing, 724

performance monitoring, 
550

Display, 511

display options, selecting, 
892

Display screen, 675

displays. See monitors; view-
ing

Distributed Com. See DCOM

Distributed Com Users 
group, 780

distribution, 195. See also
sending

dividing hard disks, 605-606

D-Link, 436

DMA (Direct Memory 
Access), 681

DMZs (Demilitarized Zones), 
432

DNS (Domain Name Service)

connecting, troubleshoot-
ing, 356

host files, 456

servers, planning, 374

static addressing settings, 
403

suffixes, 362

Do Not Save Encrypted 
Pages to Disk option, 753

Document Object Model. See
DOM

documentation

backups, 808

batch files, 721

Readme.txt files, 658

writing, 809

documents. See also email

access, 8

ADFs, 268

archives, deleting, 596

cover pages, 260-261, 264

email, sending, 340-345

faxing, 195, 262-265

metadata, editing, 167

Microsoft XPS Document 
Writer, 195

printing, deleting from 
printer queues, 193

scanning, 257, 266-269

adding, 264

system requirements, 
32

transferring, from old com-
puter, 80-84

Documents, folders, 89

Documents library, 157

DOM (Document Object 
Model), 753

Domain Name Service. See
DNS

domains

IDNs, 328

names, 362, 837

networks, 851

PCs, adding, 405-406

prefixes, 304

servers, joining, 411-412

suffixes, 304

URLs, 303

Don't Add Signature to 
Replies and Forwards 
check box, 342

DoS (denial of service), 794

DOSKEY, 720

double taps, 104

Dow, market indexes, 135

Download Updates option, 
654

downloading

device drivers, 682

operating system updates, 
76

Remote Desktop 
Connection, 912

Samba, 443

Downloads folder, 90

drag-and-open, 162

drag-and-scroll, 162

dragging and dropping files, 
162

drawing

gestures, 563

scanning, 257

drivers

devices

applying, 682-690

ignoring unsigned, 
685-688

lists, 688-690

rolling back, 638

troubleshooting,
637-638

dial-up modems, installing, 
287

faxes/scanners, installing, 
258

Network window, 493

printers, 179, 446. See also
printers
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troubleshooting, 490

updating, 683-685

WDDM, 32

drives. See also hard disks; 
hard drives

defragmenting, 938-940

File History, selecting, 761

hard, 591-592. See also
hard disks

letters, 473-475

mapping, 486

recovery, 640-641, 769-770

Storage Spaces, 24

subfolders, 475

DSL (digital subscriber line), 
282-283

24x7 access, 907

connecting, troubleshoot-
ing, 356

filters, installing, 296

firewalls, 799

ICS, 416, 422

network adapters, install-
ing, 295-296

routers, 381

troubleshooting, 360

dual-booting, 42-45

dumps, memory, 624

duplicating screens on mul-
tiple monitors, 675-676

DVDs (Digital Versatile 
Discs)

burning

images, 251-254

mastered CD/DVD 
discs, 251-252

system requirements, 
32

drives, sharing, 472

WMP, 211-215

DWORD values, 526, 970

Dyn Updater service, 909

dynamic disks, spanned vol-
umes

adding, 609-610

combining, 608-609

dynamic drives, converting 
hard drives, 607-608

Dynamic Host Control 
Protocol. See DHCP

dynamic IP addressing, con-
figuring, 298-299

E
Ease of Access Center, 62, 

208-209, 511

Ease of Access tab (in PC 
Settings), 207-208, 559

EasyBCD, 932

eavesdropping, 793

e.bat file, 722

echo packets, 968

Edit Location dialog box, 288

Edit Plan Settings page, 866

editing

Address bar text, 306

Fax Cover Page Editor, 260

handwriting gestures, 846

hive files, 705

HKLM keys, 694

images, Pictures, 144

images, system require-
ments, 32

Local Security Policies, 
807-816

metadata, 167

MS-DOS, 719-720

permissions, homegroups, 
478-479

Registry. See also Registry 
Editor

errors, 621

managing users, 
704-706

modifying versions, 
706-707

resources, 447

scan profile defaults, 
266-267

social networks, 353

variables, 717

video system require-
ments, 32

VPN properties, 871-872

XPS documents, 195

elements, app bars, 97-99

Elevated Command Prompt

keyboard shortcuts, 70

touch shortcuts, 70

elevating privileges, 91-93, 
714-715, 742-743, 745-747

eliminating overlapping 
channels, 400

email

abuse, protection, 836-837

accounts

configuring, 331-335

defaults, 333

multiple, 347

addresses, protection, 834

attachments, 337, 794

deleting, 346

images, inserting, 341

maintaining, 345-347

messages

filtering incoming, 
347-349

handling incoming, 
335-339

printing, 338
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processing, 337-338

read options, 338-339

searching, 349-351

mobile computers, 874-875

overview of, 331

phishing, 823-833

reply addresses, 334

replying to, 338

saving, 346

scanning, 269

sending, 340-345

signatures

formatting, 341-342

inserting, 341

spam, 833-836

text, wrapping, 345

viewing, 339

viruses, protection, 755-756

Empty Temporary Internet 
Files Folder When Browser 
Is Closed option, 753

Enable 64-bit Processes for 
Enhanced Protected Mode 
option, 753

Enable DOM Storage option, 
753

Enable Enhanced Protected 
Mode option, 754

Enable Integrated Windows 
Authentication option, 754

Enable Keyword Filters 
check box, 523

Enable Native XMLHTTP 
Support option, 754

Enable SmartScreen Filter 
option, 754

Enable Strict P3P Validation 
option, 754

enabling

access

ICS, 429-431

sharing routers, 431-433

BitLocker, 787-789

bridging, 413

DMZ hosts, 432

incoming dial-up/VPN con-
nections, 877-879

keyboards, 105

Libraries feature, 79

Remote Assistance, 895

Remote Desktop, 906-907

Shutdown Event Tracker, 
529-530

SmartScreen Filters, 829

SMTP authentication, 334

UPnP, 426

Windows Firewall, 799, 
806, 817

encoders, hardware, 227

encoding text, 344

encryption, 797

BitLocker, 785-789

data protection, 784-785

keys, 393-394, 785

Offline Files, 886

wireless networks, 392-393

entering

subjects, faxes, 264

text, 105, 264

entertainment hubs, config-
uring Media Center, 228

entries

modifying, 56

renaming, 55

Environment Variables dia-
log box, 719

environmental variables, 
716-719

equalizing volume, 275

equations, MIP, 201

Erase After Importing check 
box, 250

errors

Event Viewer logs, 620

hard disks, 589-593

CHKDSK tool, 934-936

monitoring, 603

messages, 620

Registry, 621

System Information, 621

third-party applications, 
657

verifying, 591

ERUNT, 697

ETFs (exchange-traded 
funds), 136. See also
Finance

Ethernet crossover cables, 
390-391

Ethernets. See also networks

10/100 BASE-T, 372, 
375-377

1000Mbps (Gigabit), 375, 
381

adapters, 295, 377

bridges, 378, 412

cables, 386

PPPoE, configuring, 
297-298

troubleshooting, 357

Event Log messages, 499

Event Log Readers group, 
776
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Event Viewer, 363, 510, 516, 
532

logs, 620

networks, troubleshooting, 
497-498

EVENTCREATE tool, 951

events

adding, 134

devices, configuring, 
243-244

Shutdown Event Tracker, 
enabling, 529-530

sounds, assigning, 276-277

eventvwr command, 716

Everyone read/write permis-
sions, 442

Everywhere option (Search 
pane), 111

Exact policy, 524

exceptions, opening, 820

exchange-traded funds. See
ETFs

excluding folders from File 
History, 762-763

.exe files, 713

executable program exten-
sions, 713

existing adapters, checking, 
384-385

exit codes, XCOPY, 950

EXPAND tool, 934

exploits, 793

explorer command, 716

Export dialog box, 346

exporting

File to Export dialog box, 
785

files, 161-162, 315

Registry keys, 698

exposure to security risks, 
792-793

Extend command, 38

extended app list, 63

extending screens, multiple 
monitors, 673, 678

extensions

applications, 713

files, viewing, 571-573

URLs, 308. See also URLs

external display monitors, 
864

External Display tool, 889, 
891-893

external firewalls, 799. See
also firewalls

external hard drives, 761. See
also backing up

Extras Library, 232

F
Facebook, 143, 150

Family Safety, 511

fans, modifying, 865

FAT (File Allocation Table), 
663

fault tolerance, 612

Favorites

bars, 304

Centers, 311

folder, 313-315

folders, 90

sections, customizing, 159

favorites

apps, pinning, 578-579

network computers, 459

selecting, 304

Fax Cover Page Editor, 260

Fax printers, 178. See also
printers

Fax Setup dialog box, 259

faxes, 195, 257

hardware, installing, 258

monitoring, 264-265

networks, 382

previewing, 264

printing, 266

receiving, 265-266

recipients, selecting, 262

scanning, 269

sending, 262-265

services, configuring, 
258-261

settings, modifying, 261

sharing, 373

subjects, entering, 264

system requirements, 32

WFS, 257-258. See also
WFS

FC tool, 940

features

defaults, Start screen, 
96-97

navigating, 60-71

new. See new features

Registry, 694-697

redirection/reflection,
696-697

virtualization, 694-696

Feed Properties dialog box, 
319

feeds, RSS, 316-319

fields, naming, 260

File Allocation Table. See
FAT

File and Printer Sharing set-
ting, 494



f i les 995

How can we make this index more useful? Email us at indexes@quepublishing.com

File and Sharing Connections 
setting, 494

File Buddy, 448

File Conflict dialog box, 766

File to Delete list, 597

File Explorer

customizing, 567-576

navigating, 67-68

personalization, 78-79

properties, viewing, 
570-571

Ribbon, 568-569

ribbons, 21-22

views, customizing, 
569-570

File Explorer window, 462

File to Export dialog box, 785

File History, 511

File History Cleanup dialog 
box, 764

File Names Options dialog 
box, 219

File option, 342

File Transfer Protocol. See
FTP

file.name, 303

filenames, 472

compatibility, 447

customizing, 248

formatting, 218-219

images, 247

web pages, 304

files

associating, 128

backing up, 34

batch

command-line tools, 
721-723

PATH variables, 
718-719

BMP, 203

CDA, 220

command-line tools, 
940-951

consoles, 533. See also
consoles

Control Panel, 514-515

copying, XCOPY tool, 
948-951

data, third-party applica-
tions, 659

decompression, 661

deleting

virtualization, 930

web pages caches, 319

directory structure, 88-89

email attachments, 341. 
See also attachments

encryption, 784-785

exporting, 315

extensions, 79, 153-154, 
571-573

filtering, managing, 175

GIF, 203

hard disks

applying, 614-617

defragmenting, 597-600

deleting, 595-597

hibernation, 596

hiding, 773-774

hive

editing, 705

locations, 706

hosts, 456

.inf, 661

ISO, mounting, 614-615

JPEG, 203

locations, Registry, 691

Mac, 446-447. See also
Macintosh (Mac)

managing, 153, 159-168

deleting/recovering
(Recycle Bin), 163-165

Desktop searching, 
168-173

dragging and dropping, 
162

grouping, 174

maintenance, 165-166

metadata, 166-168

selecting files with 
check boxes, 159-161

Send To command, 
162-163

moving, 476

MP3, 220

networks

access, 461

permissions, 465-466

searching, 462-463

Offline Files, 862, 880-887

identifying, 881-882

troubleshooting, 881

overwriting, 624

permissions, configuring, 
774-783

PNG, 203

printing, deleting from 
printer queues, 193

protection, 772-774

Readme.txt, 658

read-only, formatting, 
772-773

recording, formatting, 
219-220

restoring, 760

saving, virtualization, 
89-91



f i les996

searching, 111-112

Setup.exe, 659-660

sharing, 373, 465-467

access controls, 805

blocking services, 433

configuring, 802-804

Mac, 448-449, 451-453

Offline Files, 886-887

Samba, 444. See also 
Samba

traditional sharing, 
409-410

troubleshooting, 494, 
504-505

verifying connections, 
410-411

without routers, 406-407

Simple File Sharing, 
Windows XP, 439-441

sorting, 947

systems, thumbnails, 596

temporary, 596

TIFF, 203

tools

ATTRIB, 940-943

FIND, 943-944

REN, 944-945

REPLACE, 945-946

SORT, 947

XCOPY, 948-951

troubleshooting, 161-162

types, 153-156, 215

versions

backing up, 760-764

restoring, 765-767

VHDs, booting, 932

WAV, 220, 276-277

Windows Defender, 739

Windows Live Mail, dis-
abling, 756

WMA, recording, 278

WMP, playing, 215-216

Files icon (Search pane), 112

FileSystemObject script, 595

Filter Options dialog box, 
523

filters

DSL, installing, 296

file-sharing services, block-
ing, 433

files, managing, 175

incoming email messages, 
347-349

NetBIOS traffic, 427

packets, 799-800

policies, 522-525

SmartScreen Filters, 328, 
828

spam, 835

Finance, 135-136

Find Message dialog box, 
350

FIND tool, 940, 943-944

finding messages, 349. See
also searching

FINDSTR tool, 940

firewalls, 797-799

defaults, 736

ICS, enabling access, 429

NAT, 419. See also NAT

opening, 818

routers, 733

starting, 736-737

testing, 732

Windows Firewall

configuring, 404

settings, 406

FireWire, 32

firmware, updating, 395

FIRST (Forum of Incident 
Response and Security 
Teams), 810

fixed-antenna wireless ser-
vices, 284

fixed IP addresses, 299

fixes, Windows 8, 796

flags, SmartScreen, 829

Flash Player exploits, 793

flowcharts, diagnostics, 358

Folder

Options, 511

snap-ins, 532

folders. See also files

batch files, 722

cameras, 245

command-line tools, 940-
951

Create a Folder dialog box, 
314

customizing, 248

Desktop searching, 168-173

Details view, 570

encryption, 784-785

Favorites, 313-315

File History, excluding, 
762-763

filtering, 175

managing, 159-168

messages, 337

moving, 476

networks

access, 461

searching, 462-463

sharing, 458-462

Offline Files

identifying, 881-882

troubleshooting, 881

PATH variables, format-
ting, 718
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permissions, configuring, 
774-783

profiles, sharing, 480

Public, sharing, 479-480

recovering, 165

Recycle Bin, 163-165

restoring, 760

Samba, 443-445

Send To command, 162-163

SharedDocs, 444

sharing, 480-481

monitoring, 485

viewing, 806

This PC, viewing, 593

tools

ATTRIB, 940-943

FIND, 943-944

NET USE, 963

REN, 944-945

REPLACE, 945-946

SORT, 947

XCOPY, 948-951

windows, navigating, 
156-159

WMP, 213

Fonts, 516

fonts

email, 339

Internet Explorer, 322-323

size, 77

Fonts folder, 512

Food & Drink, 136

forgotten passwords, retriev-
ing, 75-76, 85-87

forks, 446

Format command, 37

FORMAT tool, 934

formatting

apps

groups, 114-115

sharing, 150

backgrounds, multiple 
monitors, 677

BitLocker, 785-789

Calculator, 199-200

Calendar, 133-134

Camera, 134

CDA, 220

Character Map, 200

checklists, 33-36

columns, 570

cover pages, 260-261

ctrl+alt+delete on startup, 
735

DDNS, 907-909

Desktop, 134

devices

ignoring unsigned driv-
ers, 685-688

synchronizing, 566-567

dial-up Internet connec-
tions, 289-292, 869-872

Ease of Access (in PC 
Settings), 208

Ease of Access Center, 209

email

accounts, 331-335

signatures, 341-342

Everyone read/write per-
missions, 442

External Display tool, 
891-893

faxes

receiving, 265-266

services, 258-261

File History, 763-764

filenames, 218-219

files, recording, 219-220

Finance, 135-136

Food & Drink, 136

Games, 136-137

Handwriting Input panel, 
845-848

hard disks, mirrored vol-
umes, 610-611

Health & Fitness, 137

homegroups, 407-409

host files, 456

images for printing, 
254-255

Internet Explorer, 137-138

Magnifier, 209-210

Mail, 139

Maps, 139-140

Math Input Panel, 200-201

messages, 340

indenting, 344

rules, 347

Music, 140

Narrator, 210

Network window, 492-494

networks, 371

addresses, 431

locations, 851

News, 141

Notepad, 202

notifications, 110-111, 
581-584

optical discs, selecting, 251

Paint, 202-204

passwords

accounts, 961

images, 562-563

user accounts, 560-562

PATH variables, 718-719

Pen Flicks, 844-845

pens/touch input, 843-844

People, 141-143, 351-354
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permissions, 774-783

homegroups, 477-478

printers, 483-484

Photos, 143-144

playlists, 222

presentations, 890-894

printers, networks, 467-471

profiles, 807

RAID, 611-614

read-only files, 772-773

Reading List, 144-145

recovery drives, 769-770

Recycle Bin, 164-165

remote access, 905-912

Remote Assistance, 
894-901

RSS feed, scheduling, 
318-319

scanning, 266-269

search parameters 
(Registry), 702

SkyDrive, 145

Skype, 145

slide shows, backgrounds, 
234

Snipping Tool, 204

Sound Recorder, 205-206

sounds, 277

spanned volumes, 607-610

Speech Recognition, 
278-280

Sports, 145-146

Start screens, 101

static addressing, 402-403

Steps Recorder, 204-205

Sticky Notes, 205

storage pools, 602

Store, 146-147

subfolders, 247

Sync Center, 884-885

system repair discs, 35-36

System Restore points, 
766-769

Task Scheduler, 727-730

taskbars

multiple monitors, 
677-678

toolbars, 587

TCP/IP defaults, 438-439

tiles, resizing, 113-114

URL shortcuts, 307-308

user accounts, 71-76

VHDs, 616-617

Video, 148-149

VM instances, 927-928

volumes, 605

VPNs, 869-872

Weather, 149

web page caches, 319-320

Windows 8.1, 77-80

Windows Defender, 
737-740

Windows Firewall, 406, 
814-816

Windows Journal, 206

wireless networks, 
393-399, 858-859

WordPad, 206-207

XPS

documents, 195

Viewers, 207

forwarding

email, 338

ports, configuring, 909-912

FQDNs (fully qualified 
domain names), 960

frames, breaking out of, 307

fraud, 823. See also security

phishing, 823-833

spam, 835-836. See also
spam

free space

hard disks, checking, 
593-595

maximizing, 34

shrinking, 605

Freed, Les, 387

frequencies. See also radios

802.11n wireless networks, 
378

backups, 808

channel numbers, 394

overlapping channels, 400

FSUTIL tool, 934

FTP (File Transfer Protocol), 
303, 805

Full Control permission, 775, 
779

Full Scans (Windows 
Defender), 738

fully qualified domain 
names. See FQDNs

functions, networks, 382-383

faxing/printing, 382

Internet connectivity, 383

remote access, 383

fundamentals of network 
security, 795-797

G
Gadgets, 198

Games, 136-137

gateways, 383, 797. See also
networks

changing settings, 871

residential, 418. See also
ICS

static addressing settings, 
403
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general options (Internet 
Explorer), configuring, 
322-323

Genre property, 213

gestures

drawing, 563

handwriting, 846-847

multitouch input, 842-843

Start Screens, navigating, 
104-106

Get the Latest dialog box, 40

get-togethers, 133

Gibson, Steve, 806

GIF (Graphic Interchange 
Format), 203

gift cards, 140

Gigabit Ethernets, 375, 381

gigabytes, 593. See also free 
space; hard disks

Google, 143

Google Android, 840

GoToMyPC, 923

GPUs (graphics processing 
units), 32, 865

Graphic Interchange Format. 
See GIF

graphical user interfaces. See
GUIs

graphics

Accelerated Graphics 
(Internet Explorer), 323

cards, 226

system requirements, 32

graphics processing units. 
See GPUs

Group Policy, 374

Group Policy Editor, 507, 690

Group Policy Object Editor 
snap-ins, 532

groups

apps, formatting, 114-115

Browsing, options, 325-328

Browsing History, 319

email messages, 338

files, managing, 174

homegroup alternatives, 
409-410

homegroup settings, 
407-409

Mail Sending Format, 344

naming, 115

PCs, adding, 405-406

policies

applying, 519-525

examples of, 525-530

management tools, 
517-530

managing snap-ins, 
538-540

overview of, 518

Rip Music to This Location, 
218

security

assigning users to, 
776-778

permissions, 775

selecting, importing, 250

taskbar buttons, 578

tools, NET LOCALGROUP, 
963

Virus Protection, 756

Guest accounts

files/printers sharing, 505

Mac files, 450

modifying, 803

networks, 466

Password Protected 
Sharing, 439

guest operating systems, 
running as, 931-932

Guests group, 776

GUIs (graphical user inter-
faces)

applications, 716

Command Prompt window, 
716

H
hacking, 406, 791, 794. See

also security

halves, troubleshooting by, 
635

Hamachi, 383, 877

handling incoming email 
messages, 335-339

Handwriting Input panel, 
845-848

Handwriting Personalization 
Wizard, 848

Handwriting Training 
Wizard, 848

hanging up dial-up Internet 
connections, 294

Hard Disk setting, 866

hard disks

checking, 34-35

cleaning up, 34

defragmenting, 34-35, 
597-600

errors, 589-593

CHKDSK tool, 934-936

monitoring, 603

files

applying, 614-617

deleting, 595-597

free space, checking, 
593-595
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health states, 591-592

letters, assigning, 603-605

managing, 603-614

manual repairs, 592-593

Media Center, 227

mirrored volumes, format-
ting, 610-611

optimizing, 603

partitioning, 605-606

printers, modifying, 194

Registry, backing up, 
697-698

spanned volumes, format-
ting, 607-610

storage, configuring, 
601-602

Storage Spaces, 24

VHDs. See VHDs

hard drives

dynamic drives, convert-
ing, 607-608

mapping, 486

networks, sharing, 472

hardening, Windows Service 
Hardening, 786

hardware, 667. See also
devices

access points, 380

Action Center, 670-671

connection-sharing rout-
ers, 419

device drivers, 682-690

faxes, installing, 258

installing, 669-673

managing, 680-682

Media Center, 226-228

modems, 287. See also
modems

monitors, running multiple, 
673-679

networks, troubleshooting, 
363-364, 490, 499

New Hardware Detected 
dialog box, 384

overview of, 667-668

Plug and Play, 669-670

Registry, 691

scanners, installing, 258

security, 690

system requirements, 32

System Restore, 766-769

uninstalling, 690

VHDs, booting, 932

viewing, 668-669

h.bat file, 722

HD (high definition), 226

HDMI (High-Definition 
Multimedia Interface), 227

headers, 8-bit characters, 344

headphones, balancing, 
273-275

Health & Fitness, 137

health states, hard disks, 
591-592

Help

Text, 524

troubleshooters, 627

Hibernate mode, 864

hibernation, 84-85, 596

hidden attribute, 940, 943

hidden SSIDs, connecting, 
860

Hide Specified Control Panel 
Items dialog box, 523, 525

hiding files, 773-774

hierarchies

apps, 131

breadcrumbing, 157

high definition. See HD

High-Definition Multimedia 
Interface. See HDMI

High Performance profile, 
865

high-speed cable Internet 
connections, 422. See also
cable Internet connections

high-speed Internet connec-
tions, configuring, 296-299

Hi-Speed USB, 268

histories, File History, 
760-764

History lists

applying, 305, 310-312

configuring, 322

hive files. See also Registry

editing, 705

locations, 706

HKEY_CLASSES_ROOT key, 
155, 693

HKEY_CURRENT_CONFIG
key, 693

HKEY_CURRENT_USER key, 
693

HKEY_LOCAL_MACHINE
key, 692, 698

HKEY_USERS key, 693

Holidays calendars, 133. See
also Calendar

home networks, 395. See also
networks

home offices, 8, 854-855

home pages

Internet Explorer, 79

modifying, 321-322

homegroups, 512

alternatives to, 409-410

Connections setting, 494

libraries, sharing, 476
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navigating, 458-460

networks, 438

passwords, 441, 803

permissions

configuring, 477-478

editing, 478-479

security, 466

settings, 407-409

sharing, 476-479

troubleshooters, 496

Windows Vista/XP, 
441-443

HomePlug adapters, 380

HomePNA Alliance devices, 
378

HomeUsers group, 776

homograph spoofing, 328

host.domain, 303

hosts

DMZ, enabling, 432

files, 456

names, 501

scripts, 722-725

virtualization, 926-931

hot spots, wireless networks, 
856

Hotmail. See Outlook.com

HP (Hewlett-Packard)

NAS devices, 436

printers, 178, 186. See also
printers

HTML (Hypertext Markup 
Language)

formatting, 340

HTML Settings dialog box, 
345

messages, 344

HTTP (Hypertext Transfer 
Protocol), 303

access controls, 805

HTTP 1.1 settings, 328

HTTPS (Secure Hypertext 
Transfer Protocol), 303

hubs, 375. See also networks

Media Center, configuring, 
228

troubleshooting, 490

VMs, 927

Hypertext Markup Language. 
See HTML

Hypertext Transfer Protocol. 
See HTTP

Hyper-V, 926. See also VMs

Administrators group, 776

configuring, 926-927

installing, 926-927

Integration Services, 929

virtual machine manager, 
616

I
ICMP (Internet Control 

Message Protocol), 967

icons

Control Panel, 509-513

deleting, 525-526

launching via command 
line, 515

showing only specified, 
526

taskbars, 93-94

ICS (Internet Connection 
Sharing), 361, 383

access

24x7, 907

enabling, 429-431

broadband connections, 
422-426

configuring, 416

dial-up Internet connec-
tions, 422

NAS, 436

NAT, 418-420

port forwarding, configur-
ing, 911-912

routers, 376, 380

settings, 404

troubleshooting, 501

identity

identity-management
applications, 833

theft, 794

IDNs (Internationalized 
Domain Names), 328

IEEE 1394, 32

ignoring unsigned device 
drivers, 685-688

IIS (Internet Information 
Services), 429, 806

IIS_IUSRS group, 776

I'm In Touch, 923

images

Accelerated Graphics 
(Internet Explorer), 323

access, 8

backgrounds, modifying, 
121-122

Camera, 134

cameras, importing, 
245-250

deleting, 250

devices, connecting,
241-244

editing, system require-
ments, 32
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email, inserting, 341

Media Center, ratings, 233

naming, 247

optical discs, burning to, 
251-254

passwords, creating, 
562-563

Photos, 143-144

picture information, 234

printing, sending to print-
ers, 254-255

scanning, 257, 268

system

backing up, 35-36, 
770-772

restoring, 651

user accounts, modifying, 
559-560

impersonation, 793

Import All New Items Now 
option, 250

Import Pictures and Videos 
dialog box, 246-247

Import Settings dialog box, 
249

Important Updates lists, 654

importing

files, troubleshooting, 
161-162

groups, selecting, 250

images from cameras, 
245-250

settings, configuring, 
247-249

inboxes, email, 345-347. See
also email

incident plans, 808, 809-810. 
See also planning

incoming

email messages. See also
email

filtering, 347-349

searching, 349

servers, 332, 335-339

faxes, 266. See also faxes

Incoming Connections trou-
bleshooter, 496

incoming dial-up/VPN con-
nections, 877-879

indenting messages, 344

Indexing Options, 512

indicator lights, 363

.inf files, 661

infections, email viruses, 
755-756. See also viruses

infrared connections, 227

infrastructure networks, cre-
ating, 395

input methods

configuring, 843-844

Handwriting Input panel, 
845-848

mobile devices, 841-843

Input/Output. See I/O

Insert Picture dialog box, 341

inserting

images into email, 341

memory cards, 216, 244

signatures into email, 341

Install Updates 
Automatically option, 654

Installed Updates window, 
625

installing, 29

applications

modifying, 662

from Store, 149-150

troubleshooting, 625, 
662

checklists, 33-36

components, 56-57

devices, 669-673

Action Center, 670-671

Bluetooth, 671-673

Plug and Play, 669-670

testing, 242

troubleshooting, 625

filters, DSL, 296

hardware

faxes/scanners, 258

uninstalling, 690

Hyper-V, 926-927

imaging devices, 241

in-wall wiring, 387, 389

Integration Services, 929

modems, dial-up Internet 
connections, 287-288

networks

adapters, 384-386, 423

hiring professionals, 
374-375

wiring, 386-392

new features, 24

optional network compo-
nents, 454

pre-installation checklists, 
657-659

printers, 179-184

procedures, 36-38

recovery, 641-642

Registry, backing up, 
697-698

restore points, configuring, 
658
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satellite dishes, 284

services, 796

system requirements, 
29-32

graphics, 32

hardware, 32

memory, 30-31

processors, 30

storage, 31-32

third-party applications, 
660-661

updates, selecting, 656

video cards, 673

virtualization, 926

wireless networks, 392-402

instances, VMs, 927-928

instant networking, 372. See
also networks

Instant Search box, 158

instant searching, as-you-
type search results, 170-171

Integrated Services Digital 
Networks. See ISDNs

Integration Services (IS), 
Hyper-V, 929

integrity attribute, 940

Intel processors, 30

interfaces

10/100BASE-T Ethernet 
adapters, 372

APIs, 840

apps, 131

browsing security, optimiz-
ing, 747-752

customizing, 557-567

External Display tool, 889

folder windows, navigat-
ing, 156-159

Food & Drink, 136

Games, 136-137

graphics, 32. See also
graphics

HDMI, 227

Health & Fitness, 137

hierarchies, 131

Internet Explorer, 137-138. 
See also Internet Explorer

Internet Explorer 11, 24

Media Center, navigating, 
230-232

navigating, 95

app bars, 97-99

bypassing Start screens, 
125-128

Charms menu, 99-100

Lock screens, 122-125

modifying running apps, 
106-109

notifications, 110-111

overview of, 95-100

searching via Start 
screens, 111-112

Start screen, 100-106

Paint, 202

protected mode, 751-752

SLIs, 678

S/PDIF, 227

Start screens, customizing, 
113-122

touch, 9, 19

management tool short-
cuts, 69

navigating, 65-66

traditional, 18

UIs, 557

Windows 8.1 changes, 9-11

interference

radio, 853

wireless networks, 378

internal modems, 287. See
also modems

internal storage, 246

International Organization 
for Standardization. See ISO

international settings, email, 
339

international settings 
(Internet Explorer), config-
uring, 328-329

Internationalized Domain 
Names. See IDNs

Internet, 331

apps, troubleshooting, 
359-363

cable Internet connections, 
421

connecting. See also con-
necting

configuring, 415-421

networks, 383, 415

service availabilities, 
429-433

sharing, 380, 399, 415

troubleshooting, 355

email

configuring accounts, 
331-335

filtering incoming mes-
sages, 347-349

handling incoming mes-
sages, 335-339

maintaining Mail, 
345-347

overview of, 331

searching messages, 
349-351

sending, 340-345

hardware, troubleshooting, 
363-364

Offline Files feature, 862

People application, 351-354

routers, connecting, 427

services, configuring, 399
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system requirements, 32

TCP/IP, 364-368

third-party tools, trouble-
shooting, 368-369

usage, metering, 26

WINS, 374

Internet Connection Sharing. 
See ICS

Internet Connections trou-
bleshooter, 496

Internet Control Message 
Protocol. See ICMP

Internet Explorer, 137-138

applying, 303

customizing, 319-330

Favorites folder, 313-315

multimedia, configuring, 
329-330

options

configuring advanced, 
323

configuring general, 
322-323

settings, 321

personalization, 79-80

phishing, 830. See also
phishing

protected mode, 751-752, 
811

RSS feeds, 316-319

searching, 312-313

security

configuring, 330

customizing, 752-755

SmartScreen Filter, 828

versions, 24

web pages

addresses, 303-304

optimizing navigating, 
304-312

without add-ons, 752

Internet Information 
Services. See IIS

Internet Options dialog box, 
321

Internet Options icon, 512, 
516

Internet Printing Protocol. 
See IPP

Internet Protocol. See IP

Internet Protocol Version 4 
(TCP/IPv4) Properties dia-
log box, 403

Internet service providers. 
See ISPs

Internetwork Packet 
Exchange/Sequenced
Packet Exchange. See
IPX/SPX

internetworking

Linux/UNIX, 443-446

Macintosh (Mac), 446-454

with Windows operating 
systems, 437-443

InterNIC, 837

Interrupt Request. See IRQ

interruptions, preventing, 
864

inter-window dragging, 162

in-wall wiring, installing, 
387, 389

I/O (Input/Output), 681

IP (Internet Protocol) 
addresses, 362

assigning, 402

assigning manually, 407

configuring DHCP, 298-299

fixed, 299

managing, 416-418

ownership, 837

static addressing settings, 
403

testing, 806

troubleshooting, 501

IP Security Monitor, 532

IP Security Policy 
Management, 532

iPads, 840. See also mobile 
devices

ipconfig /all command, 365

ipconfig command, 364, 398, 
500-501

IPCONFIG tool, 964

IPP (Internet Printing 
Protocol), 469-470

IPX/SPX (Internetwork 
Packet Exchange/
Sequenced Packet 
Exchange), 437

IRQ (Interrupt Request), 681

IS (Integration Services), 
Hyper-V, 929

iSCSI Initiator, 510

ISDNs (Integrated Services 
Digital Networks), 282

ISO (International 
Organization for 
Standardization) files, 
614-615

ISPs (Internet service provid-
ers), 281, 294, 416. See also
connecting

J
jacks

video, 227

wall. See connecting

Java exploits, 793
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Jobs, Steve, 840

joining. See also connecting

ad hoc networks, 857

domains, servers, 411-412

handwriting, 847

networks, 371

wireless networks, 851-856

JPEG (Joint Photographic 
Experts Group), 203

.js files, 713

JScript, 722. See also scripts

jumplists, 94, 579-580

junction points, 89

junk-mail, 833. See also spam

K
Keep Now Playing on Top of 

Other Windows setting, 217

kernel hibernation, 25

Kernel Memory Dump, 624

kernels, remote debugging, 
51

Keyboard icon, 512

keyboards, 668, 841-843. See
also navigating

enabling, 105

images, rating via, 233

media functions, 216

shortcuts, 66

management tools, 69

Media Center, 235-237

media files, 216

Remote Desktop, 
920-921

Start Screen, navigating, 
102-103

keyloggers, 836

keys

adding, 704

Copy Key Name, applying, 
704

deleting, 704

encryption, 393-394, 785

HKEY_CLASSES_ROOT,
155, 693

HKEY_CURRENT_CONFIG,
693

HKEY_CURRENT_USER,
693

HKEY_LOCAL_MACHINE,
692, 698

HKEY_USERS, 693

Registry

adding, 953

backing up, 698

editing, 703-704

errors, 621

searching, 702-703

Registry Editor, viewing, 
693

renaming, 704

sending, 917

TKIP, 393

Uninstall, 661

killing services, 547

L
LABEL tool, 934

Language icon, 512

languages

Internet Explorer, 323

MathML, 201

NAS, 436

scripting, 722

LANs (local area networks)

bridges, 412

configuring, 422-429

connecting, 281

managing IP addresses, 
416-418

sharing, 415

DHCP servers, trouble-
shooting, 501

host files, 456

indicator lights, 363

multiple LAN connections, 
887-888

ping command, 504

remote access, 383

Remote Desktop, 904, 906

security, 791

troubleshooting, 358, 
361-363

Windows 8 computers 
with/without, 811-812

LANsurveyor, 437

LapLink, Everywhere, 923

laptops, 8. See also mobile 
computers; mobile devices

ad hoc networks, 856-858

presentations, formatting, 
890-894

wireless networks. See
also wireless networks, 
troubleshooting, 853

laser printers, 181. See also
printers

lassoing multiple files, 162

LastPass, 833

launching. See opening;
starting

laws

Moore's Law, 29

Parkinson's Law of Data, 29

layouts, clean, 131

LCD monitors, 78



Leave a Copy of Messages on Server check box1006

Leave a Copy of Messages on 
Server check box, 335

left handed gestures, config-
uring, 843

letters

drives, mapping, 473-475

hard disks, assigning, 
603-605

levels

of network security, 465

zones, modifying, 751

LG, 436

libraries, 157

Documents, 157

homegroups, sharing, 
476-479

Media Center, 460

Pictures, 134, 144

WMP, 211-213, 222-223

Libraries feature, enabling, 
79

Library tab lists, 211

licenses, Registry, 691

limitations

of computers, 840

of searching, 703

line feeds, troubleshooting, 
445-446

Line Printer Daemon. See
LPD

Line Printer Remote. See LPR

Link Level Discovery 
Protocol. See LLDP

Link to Web Address, 532

LinkedIn, 143

links, opening, 305

Links folder, 90

Linksys, 383

Linux

guest operating systems, 
931

internetworking, 443-446

NAS devices, 436

virtualization, 929

List Folder Contents permis-
sion, 775

List Folder/Read Data per-
mission, 779

List view, 569

lists

Address bar, clearing, 306

Allowed Apps, 820

Baud Rate, 51

Default Operating System, 
47

device drivers, 688-690

email messages, 337

File to Delete, 597

History

applying, 305

configuring, 322

Important Updates, 654

Library tab, 211

Multiple Displays, 679

Print Using, 451

Printer Model, 451

Select a Layout, 254

signatures, 342

Sync List, 214

Taskbar Buttons, 578

Live File Systems, 251, 253

live tiles, Start screen, 96

LLDP (Link Level Discovery 
Protocol), 437

load balancing, 612

Load Driver command, 38

local accounts, 71-72

Local Area Connection 
Properties dialog box, 438

local area networks. See
LANs

Local Group Policy Editor, 
517

starting, 519

Windows versions, 518-519

Local Intranet zones, adding 
sites to, 750

local printers, installing, 
180-181

Local Security Policies, 510, 
807-816

Local Users and Groups, 532

Location Settings, 512

locations

to copy music to, selecting, 
218-219

files, Registry, 691

hive files, 706

Maps, 139-140

network settings, 494, 851

printers, troubleshooting, 
181-184

public networks, 427

Windows Defender, 739

Lock screens, 60-62, 122-125

Lock the Taskbar option, 578

locking

down routers, 802

PCs, 732-735

log off, 84-85, 921-922

logical size, storage spaces, 
601

logmein, 903, 922
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logons, 8

automatic logon, 76

dial-up Internet connec-
tions, 292-294

Internet connections, trou-
bleshooting, 360

names, assigning, 71

online user accounts, 21

Remote Desktop, 920-922

Sign On screen, 60-62

user names, email, 332

logs

booting, 50

Event Viewer, 498, 620

networks, 807

lottery scams, 825

Loudness Equalization check 
box, 275. See also volume 
(sound)

LPD (Line Printer Daemon), 
445

LPR (Line Printer Remote), 
445, 470-471

lusrmgr command, 716

M
MAC (Media Access Control) 

addresses, 406

Macintosh (Mac), 436

compatibility, 446-448

guest operating systems, 
931

internetworking, 446-454

Mac OS X, 448-454

printers, 451

Magnifier, 208-210

Mail, 139. See also email

accounts, configuring, 
331-335

overview of, 331

web pages, navigating, 
304

Mail Sending Format group, 
344

maintenance

automating, scheduling, 
655

Computer Maintenance 
tools, 711

data protection, 759-772

email, 345-347

favorites, 315

File Explorer, customizing, 
567-576

files, managing, 165-166

Make This My Default Search 
Provider check box, 312

malware, 692, 737, 794. See
also viruses

Manage Offline Files dialog 
box, 887

management tools, 23, 507

Control Panel, 507-517

accessing, 514-517

files, 514-515

files/folders, 940-951

group policies, 517-530

MMC, 530-540

navigating, 69-71

overview of, 507

performance, monitoring, 
549-556

Performance Monitor, 
554-556

Resource Monitor, 553-554

services, managing, 
540-549

Task Manager, 549-553

Windows Defender, 740

managing. See also schedul-
ing

accounts, servers, 373

Advanced Security, 
Windows Firewall, 
820-821

applications, 653

apps, Lock screens, 
123-124

data protection, 759-772

disks, 724

files, 153, 159-168

backing up, 760-764

deleting/recovering
(Recycle Bin), 163-165

Desktop searching, 
168-173

dragging and dropping, 
162

filtering, 175

grouping, 174

maintenance, 165-166

metadata, 166-168

selecting files with 
check boxes, 159-161

Send To command, 
162-163

transferring, 161-162

types, 153-156

groups, importing, 250

hard disks, 603-614

hardware, 680-682

identity-management
applications, 833

IIS, 806

IP addresses, 416-418

mobile computers, 862-867

Airplane mode, 862

Windows Mobility 
Center, 863-864
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multiple Internet connec-
tions, 301-302

networks, 458, 485-487, 
724

Offline Files, 886

printers, 177, 194

Registry, 692-694

remote computers, 533

resources, 486-487

rules, 349

services, 540-549

snap-ins, 538-540

SNMP, 427

Start screens, 114

Task Scheduler, 727-730

updating, 653

users, Registry, 704-706

VMs, 927

Windows Boot Manager, 
44-45

wireless networks, 858-860

WMI scripts, 724-725

manual configuration, net-
works, 398-399

manual repairs, 592-593. See
also troubleshooting

manufacturers

device drivers, 682

firmware updates, 395

network hardware, 383

Maple, 201

Maps, 139-140

maps

Character Map, 200

drives, 486

letters, 473-475

subfolders, 475

folders, NET USE, 963

LLDP, 437

masks

networks, troubleshooting, 
501

subnet, static addressing 
settings, 403

mastered CD/DVD discs, 
251-252

Math Input Panel, 200-201

MathCAD, 201

Mathematica, 201

Mathematical Markup 
Language. See MathML

MathML (Mathematical 
Markup Language), 201

MathType, 201

maximizing free space, 34

McAfee Internet Security 
Suite, 756

measuring

distance between comput-
ers/switches, 387

performance, 549

media

access, 8

devices, 214-215. See also
WMP

libraries, streaming, 
222-223

memory cards, accessing 
on, 244

social, People application, 
351-354

tools, 271

assigning sounds to 
events, 276-277

default output devices, 
276

recording sounds, 
277-278

Speech Recognition, 
278-280

volume, 271-275

Media Access Control 
addresses. See MAC
addresses

Media Center, 225

configuring, 228

connecting, 228-230

hardware requirements, 
226-228

images, rating, 233

keyboard shortcuts, 
235-237

libraries, 460

navigating, 225-226, 
230-232

optimizing, 233-239

parental controls, configur-
ing, 234

slide shows, customizing, 
233-234

TV shows, archiving, 
237-239

Media Player. See WMP

Media Streaming

Options window, 223

settings, 494

meetings, 133, 856-858, 889, 
901

memory, 668

cards

accessing media on, 244

inserting, 216, 244

devices, viewing, 681

dumps, 624

Memory Diagnostics tool, 
629

performance monitoring, 
550
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system requirements, 
30-31

values, 553

video, 226

Memory Diagnostics tool, 
running, 628-629

Memory Sticks, 244

Menu Command dialog box, 
537

menus

Charms, 99-100

Print, 189, 195

Send To, customizing, 163

Start. See also Start 
screens

accessing items from 
taskbars, 126-127

navigating without, 27

Message Rules dialog box, 
347

messages

deleting, 338

DHCPREQUEST, 966

email, 331, 340-345. See
also email

errors, 620

Event Log, 499

formatting, 340

forwarding, 338

indenting, 344

Mail, 139. See also Mail

moving, 337, 346

People, 353

Presentation Settings fea-
ture, 889

printing, 338

processing, 337-338

read options, 338-339

rules, 347-349

searching, 349-351

store databases, compact-
ing, 347

Windows Firewall, 817, 
820

metadata

files, managing, 166-168

searching, 170

tags, adding, 250

metering Internet usage, 26

methods

input, mobile devices, 
841-843

PauseService, 543

ResumeService, 543

StartService, 543

StopService, 543

Metro app, 10. See also inter-
faces; navigating; Windows 
8

Microphone Setup Wizard, 
277

microphones, configuring, 
277

microprocessors

ARM, 840

limitations of, 840

Microsoft accounts, 71-72

Microsoft Active Protection 
Service, 739

Microsoft Management 
Console. See MMC

Microsoft Office, 840

Microsoft Security Essentials, 
811

Microsoft Surface, 12. See
also tablet PCs

Microsoft XPS Document 
Writer, 178, 195. See also
printers

MIME (Multipurpose Internet 
Mail Extensions), 345

minimum requirements, 30. 
See also requirements

mirrored volumes, format-
ting hard disks, 610-611

mixed networks, 381

mixers, volume, 272

MKDIR tool, 940

MMC (Microsoft 
Management Console), 507

configuring, 530-540

starting, 531-533

mobile computers, 26, 861. 
See also mobile devices

dial-up Internet connec-
tions, 868-879

email, 874-875

managing, 862-867

multiple LAN connections, 
887-888

Offline Files, 880-887

overview of, 861-862

presentations, formatting, 
890-894

VPNs, 868-879

Windows Mobility Center, 
863-864

mobile devices, 839

Handwriting Input panel, 
845-848

input methods, 841-843

operating systems, 839-841

Pen Flicks, 844-845

pens/touch input, configur-
ing, 843-844

Mobility Center, 516

models, WDDM, 32
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modems. See also connecting

analog, 282

cable Internet connections, 
283

connecting, troubleshoot-
ing, 356

diagnostics, 363-364

dial-up Internet connec-
tions, installing, 287-288

DSL, 283

faxes/scanning, 257. See
also WFS

modes

compatibility, 663-666

Correcting, 847

protected, privileges, 
751-752

sleep, 655

Modify permission, 775

modifying

accounts, 72, 74

apps, 661-662

preferences, 695

sharing, 150

backgrounds, 121-122

BCD

Startup and Recovery 
dialog box, 47-48

stores, 47

System Configuration, 
48-51

Windows Boot 
Manager, 47

brightness, 863

calendars, 134

columns, 570

default connections, 300

dial-up Internet connection 
properties, 290

directories, Command 
Prompt window, 713

entries, 56

External Display tool, 
891-893

fans, 865

favorites, 315

fax settings, 261

files/folders, 940-943

groups, importing, 250

Guest accounts, 803

hard disks, defragmenting, 
600

home pages, 321-322

images, users accounts, 
559-560

Local Security Policies, 813

maintenance settings, 655

network settings, 396

passwords

computers, 440

user accounts, 560-562

presentation settings, 
890-892

printers

defaults, 187

properties, 185-189

privileges, UAC, 742-743

Registry, 621

rights, 707

router passwords, 802

rules, 349

running apps, 106-109

search engines, defaults, 
312-313

services, 540

Simple File Sharing set-
tings, 441

sounds, assigning to 
events, 276-277

Start screens, 101

tiles, resizing, 113-114

usernames, 802

values, 703

versions, Registry, 706-707

volume, 271-275, 864

Windows Firewall notifica-
tions, 819

wireless network settings, 
858

zone levels, 751

modules, print server, 382

Money section (Finance), 136

monitoring

data usage, 26

dial-up Internet connec-
tions, 875

folders, sharing, 485

hard disk errors, 603

outgoing faxes, 264-265

performance, 549-556

RAID, 612

TYPEPERF tool, 958-960

VPNs, 875

Windows Defender, 
738. See also Windows 
Defender

Windows Firewall, 816. 
See also Windows 
Firewall

monitors, 668

external display, 864

External Display tool, 889, 
891-893

multiple, 77

Remote Desktop, 916

running, 673-679

multitouch, 12

output, switching, 676

Moore's Law, 29

mounting

ISO files, 614-615

VHDs, 616

MOUNTVOL tool, 934
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mouse, 668. See also navigat-
ing

multiple applications, 
switching between, 108

multiple monitors, 676

Start screen, navigating, 
101-102

Mouse icon, 512

MOVE tool, 940

movies, 8

Media Center, 231

parental controls, 234

Video app, 148

WMP, 211-215

moving

drag-and-scroll, 162

favorites, 315

files, 161-162, 476

images from cameras, 
245-250

messages, 337, 346

objects, 260

spool directories, 484

tiles, 114

MP3 files, 220

.msc files, 713

MS-DOS

ANSI.SYS, 720

applications, printing, 
720-721

Command Prompt window, 
719-721

DOSKEY, 720

filename syntax, 472

settings, editing, 719-720

multi-booting, 42-45

multimedia, configuring 
Internet Explorer, 329-330

MultiMedia cards, 244

Multimedia Settings, 867

multiple applications

switching between, 108

viewing, 106

multiple computers. See also
networks; PCs

cable Internet connections, 
426-427

connecting, 416

sharing, 806

multiple conditions, 348

Multiple Displays list, 679

multiple documents, faxing, 
262

multiple drives, combining, 
603

multiple email accounts, 347

multiple Internet connec-
tions, managing, 301-302

multiple LAN connections, 
887-888

multiple monitors, 77

Remote Desktop, 916

running, 673-679

multiple network adapters, 
installing, 385-386

multiple operating systems, 
605

internetworking with, 
437-443

mixing, 435-437

multiple printers, connect-
ing, 194

multiple RSS feeds, 316. See
also RSS feeds

multiple switches, connect-
ing, 376, 391-392

multiple time zones, view-
ing, 584-586

multiple-terabyte. See TB

Multipurpose Internet Mail 
Extensions. See MIME

multitouch

input/gestures, 842-843

monitors, 12

system requirements, 32

multitouch input, on remote 
computers, 915

music, 8, 140

CDs, copying, 218-221

Media Center, 231

playlists, formatting, 222

sharing, 150

streaming, 222-223

WMP, 211-215

Music folder, 90

mute buttons, 272

mutual funds. See Finance

N
Name and Description dialog 

box, 537

name-resolving services, 490

names

computers, 38, 405-406

Copy Key Name, applying, 
704

directories, 304

domains

IDNs, 328

registration, 837

fields, 260

file extensions, 572

filename compatibility, 447

groups, 115

hosts, 501

images, 247
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logons, assigning, 71

networks, 393, 423

PATH variables, settings, 
718-719

paths, copying, 157

playlists, 222

Task Scheduler, trouble-
shooting, 730

tracks, 219

UNC, 461-462, 472-473

WINS, 374

workgroups, 502

NAP Client Configuration, 
532

Narrator, 208, 210

NAS (network-attached stor-
age), 436

NASDAQ, market indexes, 
135

NAT (Network Address 
Translation), 368, 798

active defense, network 
security, 801

ICS, 418-420

incoming dial-up/VPN con-
nections, 879

navigating. See also screens

browsing security, optimiz-
ing, 747-752

Calendar, 133-134

Camera, 134

charms, 63-64

Command Prompt window, 
712-716

Control Panel, 508-509

Desktop, 66-67, 134

drag-and-scroll, 162

features, 60-71

File Explorer, 67-68, 
567-576

Finance, 135-136

folders, 156-159

Food & Drink, 136

Games, 136-137

Health & Fitness, 137

hierarchies, 157

homegroups, 458-460

Instant Search box, 158

interfaces, 95

app bars, 97-99

bypassing Start screens, 
125-128

Charms menu, 99-100

Lock screens, 122-125

modifying running apps, 
106-109

notifications, 110-111

overview of, 95-100

searching via Start 
screens, 111-112

Internet Explorer, 24, 
137-138, 303

customizing, 319-330

Favorites folder, 313-315

optimizing web pages, 
304-312

RSS feeds, 316-319

searching, 312-313

web page addresses, 
303-304

libraries, 211-213

Local Group Policy Editor, 
519

Mail, 139

management tools, 69-71

Maps, 139-140

Media Center, 225-226, 
230-232

MS-DOS, Command Prompt 
window, 719-721

multiple monitors, 673-679

Music, 140

Network window, 492-494

networks

computers, 460-461

troubleshooting,
490-491

News, 141

operating systems, 7-17

Paint, 202

People, 141-143

Photos, 143-144

protected mode, 751-752

RE, 642-644

Reading List, 144-145

ribbons, 158

SkyDrive, 145

Skype, 145

Sports, 145-146

Start screens, 8, 62-63, 95, 
100-106, 113-122

Store, 146-147

System window, 501-502

tabbed browsing, 308-310

touch interfaces, 65-66

Video, 148-149

view options, 573-576

Weather, 149

Windows 8, starting, 59-60

without Start menus, 27

WMP, 211-215

Navigation dialog box, 537

Navigation pane, 158, 211, 
213-214

n.bat file, 723

NBTSTAT tool, 964

ncpa.cpl, 716

net command, 486-487

NET CONTINUE command, 
543

NET LOCALGROUP tool, 963

NET PAUSE command, 543
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NET START command, 543

NET STOP command, 543

NET USER tool, 961-963

NetBEUI protocol, 436

NetBIOS, 427, 437, 966

NETSTAT tool, 964

Network Adapter trouble-
shooter, 496

Network Address 
Translation. See NAT

Network Address Translation 
(NAT), incoming dial-up/
VPN connections, 879

network-attached storage. 
See NAS

Network and Dial-Up 
Connection Properties dia-
log box, 365

Network and Sharing Center, 
485, 491-492, 512, 516

keyboard shortcuts, 69-70

touch shortcuts, 70

Network Bridge icon, 413

Network Browser service, 
437

Network Configuration 
Operators group, 776

Network Connections, 502

Network Discovery, 404, 
493-494

Network icons, 360

network interface cards. See
NICs

Network Location, 792

Network tab (PC Settings 
app), 559

Network window, 460, 
492-494

networks, 371, 457

802.11g, 377-379

802.11n, 377-379

1000Mbps (Gigabit) 
Ethernets, 381

AD, searching, 464-465

adapters

broadband services, 
295-296

enabling bridging, 413

installing, 384-386, 423

addresses, configuring, 431

appliances, 436

bridges, 412-413

cards, 668

command-line tools, trou-
bleshooting, 964-970

computers

backing up, 471-472

navigating, 460-461

searching, 463

connecting

configuring, 415-421

Internet, 415

selecting types of, 
375-381

troubleshooting,
355-359

creating, 371

domains, 411-412, 851

Ethernets, 386. See also
Ethernets

file permissions, 465-466

folders, sharing, 458-462

functions, 382-383

faxing/printing, 382

Internet connectivity, 
383

remote access, 383

hard drives, sharing, 472

hardware, troubleshooting, 
363-364

hiring professionals, 
374-375

homegroups, 407-409, 438

installing, wiring, 386-392

ISDNs, 282

LANs, 422-429. See also
LANs

managing, 485-487, 724

manual configuration, 
398-399

masks, troubleshooting, 
501

mixed, 381

naming, 393

operating systems, 435

internetworking with, 
437-443

mixing, 435-437

optional components, 
installing, 454

overview of, 457-458

peer-to-peer, configuring, 
402-411

performance monitoring, 
550

permissions, 467

phoneline, 378-380

planning, 371-375

policies, 458

powerline, 378-380

printers, 179, 194, 467-471

connecting, 181

searching, 463-464

sharing, 482-485

private, 850

projectors, connecting, 893

public, 850

Public Networks, selecting, 
297

remote

resources, 874

routing, 875-876
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resources

managing, 486-487

sharing, 476-481

Safe Mode, booting in, 646

searching, 462-465

security, 465-467

active defense, 795, 
797-805

disaster planning, 
808-815

firewalls, 797-799, 802

fundamentals, 795-797

ICS, 801

monitoring, 807

NAT, 801

overview of, 791-795

packet filtering, 799-800

resources, 822

restrictive access con-
trols, 804-805

routers, 802

testing, 804-807

types of, 393

Windows Firewall, 
814-816. See also 
Windows Firewall

servers, planning, 373-374

services

availability, 429-433

blocking, 807

Set Up a Network Wizard, 
applying, 396-398

settings

locations, 494, 851

modifying, 396

shares as File History 
drives, 761-762

social

adding, 141-143

connecting, 351-353

deleting, 354

editing, 353

sorting, 858

structures, 796

system requirements, 32

tools

Device Manager, 499

Event Viewer, 497-498

Network Connections, 
502

Network and Sharing 
Center, 491-492

Network window, 
492-494

ping command, 503-504

sharing files/printers, 
504-505

System window, 501

troubleshooters, 495-496

troubleshooting,
491-499

Windows Firewalls, 
496-497

troubleshooting, 489

checking configurations, 
500-503

navigating, 490-491

testing cables, 499-500

verifying connections, 
410-411

wireless. See also wireless 
networks

installing, 392-402

optimizing, 400-402

security, 401, 420-421

Never Check for Updates 
option, 655

Never Notify setting, 744

New command, 38

New Driver tool, 189

New Fax button, 259

new features, 18-27

apps, 20

charms, 20-21

File Explorer ribbons, 21-22

installation/setup, 24

integrated cellular data 
connections, 26

Internet Explorer 11, 24

management tools, 23

online user accounts, 21

Registry, 694-697

redirection/reflection,
696-697

virtualization, 694-696

Secure Boot, 25

Start screens, 18

startup, 25

Storage Spaces, 24

touch interfaces, 19

Windows Store, 22

New Hardware Detected dia-
log box, 384

New Mail Rule dialog box, 
347

New Simple Volume Wizard, 
606

new tabs, opening web 
pages, 308-310

New Task Wizard dialog box, 
537

New Taskpad View Wizard, 
536

News, 135, 141

Next Steps section (Finance), 
136

NICs (network interface 
cards), 377

Nigerian letter scam, 825

Niveus, 436
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No Authentication (open), 
wireless security option, 
393

no scrub attribute, 942

No Secure Desktop setting, 
744

nonpresent devices, viewing, 
681-682

Norton Internet Security, 756

not content indexed attri-
bute, 942

NOT operator, 173, 348

Notepad, 198, 202, 719-720

notepad command, 716

Notification Area Icons, 512, 
516

notifications

applying, 110-111

areas, formatting, 581-584

AutoPlay, 216

Configure This Drive for 
Backup, 761

customizing, 564-565

imaging devices, connect-
ing, 242

incident plans, 810

pop-up blockers, 749

tiles, clearing, 116

UAC, 743

Windows Firewall, modify-
ing, 819

Novell NetWare support, 437

NTFS (NT File System), 465, 
663

converting, 784

permissions, 806

ntvdm application, MS-DOS, 
719. See also MS-DOS

NUL filename, 486

numbers

channels, 394

PIN, 396

ports, services, 430

NVIDIA, SLIs, 678

N-way autosensing, 381

O
objects, aligning, 260

ODBC Data Sources, 510

Office (Microsoft), 840

offices, 8, 854-855

Official Samba-3 HOWTO 
and Reference Guide, The, 
443

Offline Files, 862, 880-887

encryption, 886

identifying, 881-882

managing, 886

sharing, 886-887

Sync Center, 884-885

troubleshooting, 881

offline printing, 191-192

Offline Settings dialog box, 
887

On Screen Keyboard, 208, 842

online

meetings, 901

saving passwords, 74

user accounts, 21

Open dialog box, 165-166, 
304

open door attacks, 794

Open LLDP, 437

Open Network and Sharing 
Center, 356

opening

accessories, 199

administrative tools, 117

apps, 117

Command Prompt window, 
500, 712

Device Managers, 499

drag-and-open, 162

Event Viewer, 497

exceptions, 820

File History, 764

firewalls, 818

Internet shortcuts, from 
Favorites folder, 314-315

links, 305

Mac files, 448

Mobility Center, 863

MS-DOS, 719

Network and Sharing 
Center, 491

PC Settings app, 558

Settings search pane, 241

SmartScreen Filters, 829

System window, 501

Task Scheduler, 728

taskbars, customizing, 
577-587

third-party applications, 
661

VPNs, 872-873

web pages in new tabs, 
308-310

Windows PowerShell, 726

WMP files, 216

operating systems

downloading updates, 76

features, navigating, 60-71

guest, running, 931-932

hosts, virtualization, 
926-931

Mac OS X, 448-454

mobile devices, 839-841
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multiple, 605

networks, 435

internetworking with, 
437-443

mixing, 435-437

overview of, 7-17

Samba, 443-445

starting, 59-60

upgrading, 15-17

operators, 172-173

optical discs, burning images 
to, 251-254

optimizing

Address bars, 306-307

batch files, 722-723

batteries, 865-867

browsing security, 747-752

cables, 387-388

device drivers, 682-683

hard disks, 603

host files, 456

Media Center, 233-239

power supplies, 401-402

productivity, taskbar set-
tings options, 577-578

web pages, navigating, 
304-312

wireless networks, 400-402

optional network compo-
nents, installing, 454

options

accounts, configuring, 961

BCD, 47. See also BCD

BitLocker, 785-789

Browsing group, 325-328

Calculator, 199-200

Character Map, 200

checklists, 33-36

cover pages, 260-261

DDNS, 907-909

devices, synchronizing, 
566-567

dial-up Internet connec-
tions, 289-292, 869-872

display, selecting, 892

Ease of Access (in PC 
Settings), 208

Ease of Access Center, 209

email, sending, 342-345

Everyone read/write per-
missions, 442

External Display tool, 
891-893

faxes

receiving, 265-266

services, 258-261

File, 342

File History, 763-764

filenames, 248

Handwriting Input panel, 
845-848

homegroups, 407-409

Import All New Items 
Now, 250

Internet Explorer

configuring advanced, 
323

configuring general, 
322-323

security, 752-755

settings, 321

Magnifier, 209-210

Math Input Panel, 200-201

Narrator, 210

networks

addresses, 431

bridges, 412-413

locations, 851

printers, 467-471

Notepad, 202

notification areas, 581-584

Paint, 202-204

passwords

images, 562-563

user accounts, 560-562

PATH variables, 718-719

Pen Flicks, 844-845

pens/touch input, 843-844

permissions, 774-783

homegroups, 477-478

printers, 483-484

Picture Password, 61

PIN logon, 61

plain text, 345

playlists, formatting, 222

Pop-Up Blocker Settings 
dialog box, 748

printers, 177-178

read-only files, 772-773

read settings, 338-339

Recycle Bin, 164-165

remote access, 905-912

Remote Assistance, 
894-901

scanning, 266-269

Snipping Tool, 204

Sound Recorder, 205-206

sounds, assigning to 
events, 276-277

Start Windows Normally, 
644

startup, 49

Steps Recorder, 204-205

Sticky Notes, 205

Sync Center, 884-885

System Restore points, 
766-769

Task Scheduler, 727-730

taskbars

settings, 577-578

toolbars, 587

TCP/IP defaults, 438-439

updating, 654

user accounts, 71-76
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VHDs, 616-617

views, navigating, 573-576

VM instances, 927-928

VPNs, 869-872

Windows 8.1, 77-80

Windows Firewall, 406, 
814-816

Windows Journal, 206

wireless networks, 
393-399, 858-859

WMP, playback, 217-218

WordPad, 206-207

XPS Viewer, 207

Options dialog box, 336

OR operator, 173, 348

orientation, screens, 864

outgoing

email messages. See also
email

searching, 349

servers, 332

faxes, monitoring, 264-265

Outlook Express, 331. See
also email

Outlook.com, 331. See also
email

output

audio, 273. See also audio

Command Prompt window, 
saving, 713

device defaults, 276

ipconfig /all command, 

monitors, switching, 676

printers, troubleshooting, 
190

video, 227

overlapping channels, trou-
bleshooting, 400

overwriting files, 624

ownership of IP addresses, 
837

P
packets

echo, 968

filters, 799-800

tracert, 368

pages. See documents

Paint, 202-204

Palm Pilots, 839, 917

pan-and-zoom, Media 
Center, 234

panels, Handwriting Input, 
845-848

paper sizes, selecting, 254

parallel ports, connecting 
printers, 180

parental controls, Media 
Center, configuring, 234

Parkinson's Law of Data, 29

Partition Master, 605

partitioning

access controls, 805

drivers, troubleshooting, 
637

dual-booting, 43

hard disks, 605-606

installing, 37

Size on Disk values, 161

passcodes, Bluetooth 
devices, 673

passphrases, 393, 397

Password Protected Sharing, 
436, 438-441, 494, 505, 794

disabling, 441-442, 483, 
803

Mac files, 450

networks, 466

Samba, 444

passwords, 732

access controls, 805

accounts, formatting, 961

Administrator accounts, 
87-88

assigning, 71

computers, modifying, 440

configuring, 802-804

cracking, 793

dial-up Internet connec-
tions, 289, 293

encryption, 785

forgotten passwords, 
retrieving, 85-87

homegroups, 409, 441

identity-management
applications, 833

images, creating, 562-563

logons, 8, 61

People, 352

reset disk, 87

retrieving, 75-76

routers, 428, 802

Samba, 444. See also
Samba

saving online, 74

as targets, 792

user accounts, 84

user accounts, modifying, 
560-562

pasting, Command Prompt 
window, 715
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patch cables, 386. See also
cables

testing, 500

wiring, 388

PATH variables, settings, 
718-719

PATHEXT variables, 714

pathnames, 472

paths

names, copying, 157

search, 713-714

UNC, 461-462, 473

Windows upgrade, 17

patterns, backgrounds, 121

PauseService method, 543

pausing

printers, 193-194

services, 541

PC and Devices tab (PC 
Settings app), 558

PC Settings app, 668

customizing, 557-567

Ease of Access, 207-208

PCMCIA adapters, 377, 384

PCs (personal computers)

applications

shutting down, 109

snapping, 106

cameras, connecting, 134

domains/workgroups, add-
ing, 405-406

locking, 732-735

Media Center, connecting, 
228-230

RE, accessing, 639

refreshing, 649-650

Remote Desktop, 906-907, 
912-922. See also Remote 
Desktop

standard Remote 
Desktop client, 
916-922

Windows 8-style 
Remote Desktop cli-
ent, 912-916

repair to, automating, 
647-648

resetting, 650-651

SHUTDOWN tool, 954-956

tiles, moving, 114

two computers, connect-
ing, 390-391

PDAs (Personal Digital 
Assistants), 839

PEBCAK (Problem Exists 
Between Chair And 
Keyboard), 737

peer-to-peer networks, con-
figuring, 402-411

Pen and Touch, 512

pens, 843

configuring, 843-844

handwriting gestures, edit-
ing, 846

People, 141-143

performance. See also trou-
bleshooting

monitoring, 549-556

processors, 30

TYPEPERF tool, 958-960

wireless networks, 378

Performance Log Users 
group, 776

Performance Monitor, 510, 
532, 554-556

Performance Monitor Users 
group, 776

permissions

configuring, 774-783

Everyone read/write, 442

files, networks, 465-466

folders, sharing, 458

homegroups

configuring, 477-478

editing, 478-479

networks, 467

NTFS, 806

printers, 179

managing, 194

settings, 483-484

Read, 467

Registry

configuring security, 
707-708

security, 694

scripts, 719

special, assigning, 779-780

standard, assigning, 
778-779

troubleshooting, 781-783

virtualization, 694

Write, 467

personal computers. See PCs

Personal Digital Assistants. 
See PDAs

personalization, 512, 516

calendars, 133

cover pages, 260

File Explorer, 78-79

Handwriting
Personalization Wizard, 
848

Internet Explorer, 79-80

Start screens, 63

Windows 8.1, 77-80

phishing, 328, 794, 823-833

Phone and Modem, 512
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phone calls, Skype, 145

phoneline networks, 375, 
378-380

bridges, 412

wiring, 386

phones. See mobile devices

Photo Gallery, 246

photographs. See images

Photos application, 143-144, 

physical security, locking, 
732-735

Picture Password option, 61

Pictures folder, 90

Pictures library, 134, 144

PIN

logon options, 61

numbers, 396

pinching Start screens, navi-
gating, 104

ping command, 365-366

networks, troubleshooting, 
503-504

wiring, testing, 499

PING tool, 964, 967-968

pinning

apps

Start screen, 117

taskbars, 126-128, 
578-579

destinations to Jump Lists, 
579-580

Favorites Center, 311

Mobility Center, 864

shortcuts to Start screens, 
120

sites on Internet Explorer, 
137

URLs, to taskbar, 307

websites to Start screens, 
117

Pixel Shader 2.0, 32

plain text

email, reading, 339

messages, 344

planning

data protection, 759-772

disasters, 808-815

networks, 371-375

hiring professionals, 
374-375

servers, 373-374

security, 795

Play Favorites task, 231

Player tab, 217

playing

music, 231

volume, 273-275

WMP, configuring, 217-218

WMP files, 215-216

playlists, formatting, 222

plenum cables, 387

Plug and Play

devices, 669-670

imaging devices, 241

network adapters, 295

UPnP protocol, 419, 426

PNG (Portable Network 
Graphics), 203

Point-to-Point Protocol over 
Ethernet. See PPPoE

pointers, mouse, 108. See
also mouse

points

access

phoneline networks, 380

wireless networks, 378

restore, 698-701

System Restore settings, 
766-769

policies

accounts, 814

configuring, 521-523

Control Panel, 526

filtering, 522-525

Group Policy, 374

groups

applying, 519-525

examples of, 525-530

management tools, 
517-530

managing snap-ins, 
538-540

overview of, 518

Hide Specified Control 
Panel Items, 523

networks, 458

Registry, 708-709

security, 795

hardware, 690

Local Security Policies, 
807-816

UAC, 744-745

Policy Setting Title, 524

pools

printers, 484-485

storage, formatting, 602

pop-up

messages, Windows 
Firewall, 817, 820

windows, blocking, 
748-749

Pop-Up Blocker Settings dia-
log box, 748-749

portability, 861. See also
mobile computers
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portable devices, recording 
to, 222

Portable Network Graphics. 
See PNG

ports, 332

forwarding, configuring, 
909-912

numbers, services, 430

printers, connecting, 180

scanning, 806

SMTP, 334-335

positioning objects, 260

PostScript printer drivers, 
453

power

profiles, 864

supplies, optimizing, 
401-402

surges, 590

Power Options, 512, 516, 867

Power Saver profile, 865

Power Users group, 776

powercfg.cpl, 716

powerline networks, 375, 
378-380, 386

PowerShell. See Windows
PowerShell

PPPoE (Point-to-Point 
Protocol over Ethernet), 
292, 360, 364

broadband connections, 
configuring, 425

configuring, 297-298

Practical Network Cabling 
(Que), 387

prebuilt patch cables, 386

precautions, spyware/
viruses, 732

preferences, 8. See also cus-
tomizing; defaults; settings

apps, modifying, 695

printing, 185-187

users, Registry, 691

preferred wireless networks, 
configuring, 858-859

prefixes

customizing, 307

domains, 304

pre-installation checklists, 
third-party applications, 
657-659

preinstalled apps, 198. See
also apps; installing

Presentation Settings fea-
ture, 864, 889

presentations

formatting, 890-894

interruptions, preventing, 
864

settings, modifying, 
890-892

preshuffling media files, 214

Prevent Users from Installing 
Printer Drivers policy, 690

previewing

faxes, 264

printing, 254

previous versions

files, restoring, 765-767

storage, 760

primary keys, HKEY_LOCAL_
MACHINE, 692

Print Management, 510, 532

Print menus, 189, 195

Print Using list, 451

Printer Browser dialog box, 
451

Printer Model list, 451

Printer Server Properties dia-
log box, 188

printers, 177, 668

adding, 178

canceling, 193

deleting, 189

drivers, troubleshooting, 
446

faxing, 195

installing, 179-184

IPP, 469-470

locations, troubleshooting, 
181-184

Macintosh (Macs), 451

managing, 194

multiple, connecting, 194

networks, 467-471

searching, 463-464

sharing, 482-485

overview of, 177-179

pausing, 193-194

permission settings, 
483-484

pooling, 484-485

properties, modifying, 
185-189

queues, viewing, 192-194

restarting, 193-194

resuming, 193-194

Samba, 443-445

servers, 194

sharing, 382, 468-469

Mac, 453-454

troubleshooting, 494, 
504-505

without routers, 406-407

troubleshooting, 190

UNIX clients, 444
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printing. See also printers

apps, 132, 189-192, 720-721

faxes, 263, 266. See also
faxes

files, deleting from printer 
queues, 193

images, sending to print-
ers, 254-255

LPR, 470-471

messages, 338

networks, 382

offline, 191-192

preferences, 185-187

previewing, 254

Remote Desktop, 917

text, troubleshooting, 191

UNIX, 445-446, 470-471

XPS, 195

Printing Preferences dialog 
box, 185

priorities, messages, 341

privacy, 393, 830. See also
security

Privacy tab (PC Settings 
app), 559

private browsing, Internet 
Explorer, 138

private networks, 396, 850. 
See also networks

Private Network Location 
Settings section, 737

Private Network setting, 
494

Windows Firewall, 404

privileges

elevating, 714-715, 745-747

protected mode, 751-752

Registry, 708-709

Registry Editor, 701

UAC, 742-743

User Account Control, 
91-93

Problem Exists Between 
Chair And Keyboard. See
PEBCAK

Problem Reporting, 629-631

procedures

servers, restoring, 809

startup, troubleshooting, 
634-635

processes, Windows 
Defender, 739

Processes tab, 549

processing messages, 
337-338

Processor Power 
Management setting, 867

processors, system require-
ments, 30

productivity, taskbar set-
tings options, 577-578

profiles

firewalls, 406

folders, sharing, 480

formatting, 807

power, 864

roaming, 458

scanning, editing, 266-267

users, directory structure, 
88-89

wireless networks, delet-
ing, 860

Program Data folder, 89

Program Events sounds, 277

Program Files folder, 89

Programmer Calculator, 199

programs. See apps

Programs and Features, 512, 
516, 661

projectors

connecting, 891

External Display tool, 889

networks, connecting, 893

properties

Album, 213

Album Artist, 213

AQS, 170

Artist, 213

devices, viewing, 681

dial-up Internet connec-
tion, modifying, 290

Genre, 213

imaging devices, 243

messages, reading, 339

printers, modifying, 
185-189

Rating, 213

Started, 543

StartMode, 543

State, 543

viewing, 570-571

VPNs, configuring, 871-872

Year, 213

Properties dialog box, 120, 
334, 773

Protected Mode

Internet Explorer, 811

privileges, 751-752

protection

data, 612, 759

backing up file versions, 
760-764

BitLocker, 785-789

configuring permis-
sions, 774-783

encryption, 784-785

planning, 759-772



protection1022

email

abuse, 836-837

addresses, 834

viruses, 755-756

files, 772-774

Microsoft Active Protection 
Service, 739

on public computers, 831

sensitive files, 943

spam, 833-836

System Protection tab, 768

protocols

ARP, 966

DHCP, 402, 966

configuring, 298-299

planning servers, 374

troubleshooting, 362

FTP, 303, 805

HTTP, 303

access controls, 805

HTTP 1.1 settings, 328

HTTPS, 303

ICMP, 967

IP, 362, 402

IPP, 469-470

IPX/SPX, 437

LLDP, 437

LPR, 470-471

NetBEUI, 436

networks, troubleshooting, 
490

PPPoE, 292, 297-298, 360, 
364

Reliable Multicast Protocol, 
455

SMTP, 332, 805

SNMP, 427

access controls, 805

routers, 802

TCP, blocking, 800

TCP/IP, 364-368, 437

configuring, 402-404

ping command, 503-504

TKIP, 393

UDP, 432, 800

UPnP, 419, 426

WEP, 393

public computers, protection 
on, 831

Public folders, file structure, 
89

public folders

Public Folder Sharing set-
ting, 494

sharing, 479-480

public hot spots, 856

public information, Whois 
databases, 837

public networks, 396, 850. 
See also networks

Location Settings section, 
737

locations, 427

selecting, 297

setting, 494

Windows Firewall, 404

Punycode, 328

purchasing

music, 140

reason to, 11-13

Windows Store, 22

Q
quad-core processors, 30

quality, configuring record-
ing, 220-221

querying

AQS, 170-173

Registry, 953

queues

printers

LPR protocol, 470

viewing, 192-194

UNIX, printing, 445

Quick Access Toolbar, add-
ing commands, 568

Quick Scans (Windows 
Defender), 738

R
radios

interference, 853

system requirements, 32

wireless network frequen-
cies, 377

Radmin, 923

RAID (Redundant Arrays of 
Inexpensive Disks), 601, 
611-614

RAM (random access mem-
ory), 30-31, 226, 629. See
also memory

random order, viewing 
images, 233

RAS (Remote Access 
Services), 868-872

rates

bits, ripping WMA, 221

transfer, 368

Rating property, 213

ratings

images, Media Center, 233

parental controls, 234

RE (Recovery Environment)

accessing, 638-642

navigating, 642-644
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read

option settings, 338-339

read/write heads, 590

receipts, 341

Read Attributes permission, 
780

Read and Execute permis-
sion, 775

Read Extended Attributes 
permission, 780

Read permission, 467, 775

Read Permissions permis-
sion, 780

Reading List, 144-145

reading RSS feeds, 318

Readme.txt files, 658

read-only

attributes, 942

checks, running, 935

files, formatting, 772-773

Real Simple Syndication. See
RSS feeds

real-time protection, 
Windows Defender, 738-739

reason to purchase, 11-13

rebooting

Event Log messages, 499

troubleshooting, 622-624

updating, 654

receivers, Bluetooth, 671

receiving, faxes, 257-261, 
265-266

recipients, selecting faxes, 
262

recordable CDs, copying 
tracks, 221-222

recording

to CDs, 222

files, formatting, 219-220

hardware encoders, 227

images, optical discs, 
251-254

quality, configuring, 
220-221

Sound Recorder, 205-206

sounds, 277-278

Steps Recorder, 204-205

video, 134

recovering

disaster planning, 808-815

files from Recycle Bin, 
163-165

recovery drives, format-
ting, 769-770

system repair discs, 35-36

System Restore, 648-649

troubleshooting, 638-651

Recovery, 512

Recovery Drive Wizard, 769

Recovery Environment. See
RE

Recycle Bin, 596

redeeming gift cards, 140

redialing faxes, 261

redirecting email messages, 
347

redirection, 696-697

redundancy, data, 612

Redundant Arrays of 
Inexpensive Disks. See
RAID

reflection, 696-697

refreshing PCs, 649-650

REG tool, 951-954

Region icon, 512

Registrar Registry Manager, 
708

registrars, 837

registration

domain names, 837

Registry, 691

Registry, 691

backing up, 697-698

hard disks, 697-698

Registry Editor, 698

System Restore, 698

third-party applications, 
697

editing

managing users, 
704-706

modifying versions, 
706-707

errors, 621

file types, 154-156

keys

adding, 953

editing, 703-704

Local Group Policy Editor, 
518

managing, 692-694

new features, 694-697

redirection/reflection,
696-697

virtualization, 694-696

overview of, 691

policies, 708-709

privileges, 708-709

Programs and Features 
window, 661

restoring, 698-701

searching, 702-703

security, 707-708
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tools

Registrar Registry 
Manager, 708

Registry Toolkit, 708

Tweak-8, 708

values, editing, 703-704

viewing, 701-702, 953

virtualization, 89-91

Registry Editor, 692, 951-954. 
See also Registry

applying, 701-708

backing up, 698

file types, 155

keys, viewing, 693

restoring from, 700-701

UAC requests, 694

REGSVR32 tool, 951

reinstalling drivers, 637. See
also installing

rejecting unsigned drivers, 
686

Reliable Multicast Protocol, 
455

Remember My Credentials 
check box, 919

Remember My Password on 
This Computer check box, 
833

remote

access, 903-905

24x7, 907

configuring, 905-912

networks, 383

Password Protected 
Sharing, 439

servers, 373

applications, 917

computers

managing, 533

network security, 466

UNC, 473

controls, 227

debugging, 51

hosts, TRACERT tool, 968

networks

resources, 874

routing, 875-876

Remote Access Services. See
RAS

Remote Assistance, 798, 
894-901

applying, 898-899

enabling, 895

requests, 895-898

responses, 898-899

Remote Desktop, 198, 796, 
903

access, 429

applying, 903-905

command line, 922

configuring, 431

connecting, 912-922

standard Remote 
Desktop client, 
916-922

Windows 8-style 
Remote Desktop cli-
ent, 912-916

Connection clients, 905

Connection dialog box, 
917-920

default settings, saving, 
919

enabling, 906-907

keyboard shortcuts, 
920-921

log off, 921-922

logons, 921-922

mobile computers, 862. See
also mobile computers

port forwarding, configur-
ing, 909-912

third-party applications, 
922-923

troubleshooting, 919

Users group, 776

Remote Management Users 
group, 776

Remote Procedure Calls. See
RPCs

RemoteApp and Desktop 
Connections, 512

removable storage, 245

remove-item command, 727

removing. See deleting

REN tool, 940, 944-945

Rename command, 154

renaming

entries, 55

file extensions, 572

files/folders, 944-945

groups, 115

keys, 704

Mac files, 447

network adapters, 423

Repair command, 662

repair to PCs, automating, 
647-648

REPLACE tool, 940, 945-946

Replicator group, 776

reply addresses, email, 334

replying to email, 338, 343

reports

Performance Monitor, 556

Problem Reporting, 
629-631

spam, 836



rotating screens, configuring 1025

How can we make this index more useful? Email us at indexes@quepublishing.com

requests

read receipts, 341

Remote Assistance, 
895-898

UAC, Registry Editor, 694

requirements

hardware, Media Center, 
226-228

system, 29-32

checking, 34

graphics, 32

hardware, 32

memory, 30-31

processors, 30

storage, 31-32

ResEdit, 448

resetting

PCs, 650-651

services, 547-549

residential gateways, 418. 
See also ICS

resiliency, storage spaces, 
601

resizing

columns, 570

tiles, 113-114

resolution

applications, snapping, 106

graphics, 32

multiple monitors, 679

scan settings, 268

screens, 77

resource forks, 446

Resource Monitor, 510, 
553-554

resources

Command Prompt window, 
715-716

defining, 457

editing, 447

Macs, 446-447

networks

managing, 486-487

remote, 874

security, 822

sharing, 476-481

Resources by Connection 
view, 681

Resources by Type view, 
681

UNC, 473

viewing, 460

responders, LLDP, 437

responses, Remote 
Assistance, 898-899

restart required state, 592

Restart Service toolbar but-
ton, 541

restarting. See also starting

automating, 623

computers, 956

printers, 193-194

tiles, 119-120

restoring

defaults, Windows 
Firewall, 819

files, 760, 765-767

Registry, 698-701

restore points, configuring, 
658

servers, 809

system images, 651

Restrict CD-ROM Access to 
Locally policy, 690

Restrict Floppy Access to 
Locally policy, 690

restricting access, 797. See
also access; security

configuring, 804-805

Local Security Policies, 814

Resultant Set of Policy, 532

ResumeService method, 543

resuming printers, 193-194

retracing previous web 
pages, 305

retrieving

email messages, 336

passwords, 75-76, 85-87

reverse tracert, 369

ribbons

File Explorer, 21-22, 
568-569

navigating, 158

right handed gestures, con-
figuring, 843

rights, 707. See also permis-
sions

Rip Music to This Location 
group, 218

ripping

CDs, system requirements, 
32

WMA bit rates, 221

risks, security, 792-793, 797. 
See also security

RJ-45 connectors, 388

RMDIR tool, 940

roaming profiles, 458

Roboform, 833

rolling back device drivers, 
638

root folders, sharing, 472

rotating screens, configur-
ing, 843



route command1026

route command, 875

ROUTE tool, 964

routed Internet service, 416

routers, 375. See also net-
works

24x7 access, 907

configuring, 397, 732

connection-sharing, 418

DSL, 381

files, sharing without, 
406-407

firewalls, 733

firmware updates, 395

ICS, 376, 380

Internet, connecting, 427

network security, 802

packets, filtering, 799-800

passwords, modifying, 802

port forwarding, configur-
ing, 909-911

printers, sharing without, 
406-407

setup applications, 396

sharing, 363, 416, 431-433

SNMP protocol, 802

Telnet, 802, 807

troubleshooting, 362

UPnP protocol, applying, 
426

VPNs, 374

wireless, installing, 
392-402

Wireless-N, 372

routing remote networks, 
875-876

RPCs, 540

RSS (Really Simple 
Syndication) feeds, 316-319

rules

dialing, selecting, 263-264

messages, 347-349

Simple File Sharing, 441

Run dialog box, 280, 304, 532

Run Scan button, 591

running

applications

in compatibility modes, 
664

modifying, 106-109

switching between, 108

Command Prompt window, 
714-715

guest operating systems, 
931-932

maintenance tasks, 655

Memory Diagnostics tool, 
628-629

multiple monitors, 673-679

read-only checks, 935

Setup.exe file, 660

troubleshooters, 627

upgrading, 40-42

VMs, 926, 928-930

Russell 2000, market 
indexes, 135

S
S&P 500, market indexes, 135

safe boots, 49

Safe Mode, booting, 644-647

Safety Options dialog box, 
756

Samba, 443-445

client tools, 443-444

server tools, 444-445

SATA (Serial Advanced 
Technology Attachment), 
31

satellite Internet services, 
284

Save As dialog box, 165-166, 
572

Save Recently Used to 
the Jumplist Instead of 
Frequently Used setting, 
218

Save the Print Output As 
dialog box, 195

Saved Games folder, 90

saving. See also storage

consoles, 535

defaults, Remote Desktop, 
919

Disk Cleanup settings, 597

email messages, 336, 342, 
346

files, virtualization, 89-91

images

accessing, 244

to CDs/DVDs, 251-254

output, Command Prompt 
window, 713

passwords, online, 74

rules, 349

searching, 173

Storage Spaces, 24

TV shows, 235-239

s.bat file, 723

scalable link interfaces. See
SLIs

scams, 824. See also fraud

scan required state, 591

Scanner and Camera 
Installation Wizard, 241
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scanners

connecting, 241-244

installing, testing, 242

scanning, 257

documents, 266-269

adding, 264

system requirements, 
32

hardware, installing, 258

images, 268

ports, 806

spyware, 738-739

WFS, 257-258. See also
WFS

scheduling

automatic disk checks, 
936-938

backups, 763

Calendar, 133-134

Check Disk, 590

CHKDSK tool, 936

Defragment and Optimize 
Drives, 599-600

maintenance, automating, 
655

RSS feed updates, 318-319

System Restore, 766-769

Task Scheduler, 727-730

schemes, sounds, 276

Scientific Calculator, 199

screens. See also interfaces

Display, 675

external display monitors, 
864

Lock, 60-62

multiple monitors, 77

orientation, 864

personalization, 77-78

resolution, 77

rotating, configuring, 843

Sign On, 60-62

Start, 18, 62-63. See also
Start screens

screensaver alternatives, 77

scripts

hosts, 722-725

PATH variables, settings, 
718-719

services, managing, 
543-546

Task Scheduler, 728

WMI, 724-725

scrollbars, Start screens, 101

scrolling, 63. See also navi-
gating

SD (standard definition), 227

SDMI (Secure Digital Music 
Initiative), 220

SDSL (symmetric DSL), 283

Search and Apps tab (PC 
Settings app), 559

Search charm, 69

search engine defaults, 
312-313

search engines, Internet 
Explorer, 79-80

Search Heroes, 112

Search pane, 111

Searches folder, 90

searching. See also locations

Address bars, 307

apps, 132

AQS, 170-173

as-you-type search results, 
170-171

Charms menu, 99

Command Prompt window, 
713-714

Desktop, 168-173

device drivers, 682

Instant Search box, 158

Internet Explorer, 312-313

messages, 349-351

networks, 462-465

AD, 464-465

computers, 463

printers, 463-464

registrars, 837

Registry, 702-703

saving, 173

Settings search pane, 241

via Start screens, 111-112

text strings in files, 
943-944

Whois databases, 837

secpol command, 716

Secure Boot, 25

Secure Digital Music 
Initiative. See SDMI

Secure Hypertext Transfer 
Protocol. See HTTPS

SecureDigital cards, 244

security

browsing, optimizing, 
747-752

cable Internet connections, 
421

configuring, 796

devices, 690

encryption, wireless net-
works, 393

firewalls. See firewalls

groups

assigning users to, 
776-778

permissions, 775

hacking, 791. See also
security
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Internet Explorer

configuring, 330

customizing, 752-755

multiple network users, 
374

networks, 465-467

active defense, 795, 
797-805

disaster planning, 
808-815

firewalls, 797-799, 802

fundamentals, 795-797

ICS, 801

monitoring, 807

NAT, 801

overview of, 791-795

packet filtering, 799-800

resources, 822

restrictive access con-
trols, 804-805

routers, 802

testing, 804-807

types of, 393

Windows Firewall, 
814-816. See also 
Windows Firewall

Offline Files, 886

Password Protected 
Sharing setting, 439, 505

PCs, locking, 732-735

permissions, configuring, 
774-783

phishing, 823-833

policies, Local Security 
Policies, 807-816

protected mode, 751-752

Registry, 694, 707-708

servers, 373

settings, checking, 736-741

Sidebar, 198

spam, 833-836

spyware. See spyware

UAC, 732

overview of, 741-747

updating, 732, 797

User Account Control, 
91-93

viruses, 731

email, 755-756

overview of, 731-735

WEP, 393

Windows Firewall. See
Windows Firewall

Windows Service 
Hardening, 786

wireless

connections, 420-421

networks, 392, 401, 851

zones, modifying levels, 
751

Security Configuration and 
Analysis, 532

security identifiers. See SIDs

Security Settings dialog box, 
751

Security Templates, 532

Select a Category list, 212

Select a Layout list, 254

Select Disks dialog box, 612

Select Folder dialog box, 763

selecting

accounts, 82-83, 450

connection technologies, 
285-287

cover pages, 264

dialing rules, 263-264

display options, 892

drives, File History, 761

favorites, 304

fax recipients, 262

files with check boxes, 
159-161

groups, importing, 250

locations to copy music to, 
218-219

networks, 375-381

optical disc formats, 251

paper sizes, 254

printers, 177

Public Networks, 297

updates, installing, 656

URLs from address bars, 
304

self-healing state, 591

Semantic Zoom button, 101

semicolons (;), 719

Send Do Not Track Requests 
to Sites You Visit in 
Internet Explorer option, 
754

Send To command, 162-163

sending. See also sharing

email, 340-345

faxes, 195, 257, 262-265

files from PCs to SkyDrive, 
145

images to printers, 254-255

keys, 917

messages in People, 353

Serial Advanced Technology 
Attachment. See SATA

serial modems, 287. See also
modems

serial ports, connecting 
printers, 181

Server Message Block. See
SMB
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servers

DHCP

IP addresses, 501

troubleshooting, 498

email, configuring, 332

maintenance, 655

networks, planning, 
373-374

print server modules, 382

Printer Server Properties 
dialog box, 188

printers, 194

restoring, 809

Samba, 444-445

security, 373

troubleshooting, 362

VPNs. See VPNs

WHS, 436

Windows Server, joining, 
411-412

Service Set Identifiers. See
SSIDs

Service Settings dialog box, 
431

services, 507, 510

blocking, 800

cloud, 8

DSL, 282-283

Dyn Updater, 909

faxes, configuring, 258-261

file-sharing, blocking, 433

installing, 796

Internet, configuring, 399

ISDNs, 282

managing, 540-549

name-resolving, 490

Network Browser, 437

networks

availability, 429-433

blocking, 807

port numbers, 430

RAS, 868

resetting, 547-549

shut down, speeding up, 
547

snap-ins, 532, 540-542

startup, disabling, 633-634

Windows Service 
Hardening, 786

WINS, 374

sessions

private browsing, Internet 
Explorer, 138

UDF, closing, 252-253

Set Default Programs win-
dow, 128

Set Program Associations 
window, 128

Set Up dialog box, 38

Set Up a Network Wizard, 
396-398

Set Up Speech Recognition 
Wizard, 279

settings. See also configuring

Add Local Media Files to 
Library When Played, 217

Add Remote Media Files to 
Library When Played, 218

Allow Autohide of 
Playback Controls, 218

Allow Screen Saver During 
Playback, 217

applications, troubleshoot-
ing, 624-625

apps, 132, 150

auditing, 707

BIOS, 631, 786

BitLocker, 785-789

Calculator, 199-200

Calendar, 133-134

Camera, 134

Change Advanced Sharing 
Settings, 494

Character Map, 200

Charms menu, 100

Check for Updates, 217, 
654

Connect to the Internet, 
218

DDNS, 907-909

Desktop, 134

devices, synchronizing, 
566-567

dial-up Internet connec-
tions, 289-292, 869-872

Disk Cleanup, saving, 597

Ease of Access (in PC 
Settings), 208

Ease of Access Center, 209

email

accounts, 331-335

international, 339

environmental variables, 
716-719

Everyone read/write per-
missions, 442

External Display tool, 
891-893

faxes

modifying, 261

receiving, 265-266

services, 258-261

File History, 763-764

Finance, 135-136

Food & Drink, 136

Games, 136-137

Handwriting Input panel, 
845-848

Health & Fitness, 137

homegroups, 407-409

host files, 456

HTTP 1.1, 328

importing, configuring, 
247-249
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Internet connections

sharing, 404

troubleshooting,
359-363

Internet Explorer, 137-138, 
321

Keep Now Playing on Top 
of Other Windows, 217

Location Settings, 512

Magnifier, 209-210

Mail, 139

Maps, 139-140

Math Input Panel, 200-201

MS-DOS, editing, 719-720

Music, 140

Narrator, 210

Network and Sharing 
Center, 491-492

Network window, 492-494

networks

addresses, 431

bridges, 412-413

locations, 494, 851

modifying, 396

printers, 467-471

troubleshooting, 357

News, 141

Notepad, 202

notification areas, 581-584

Paint, 202-204

Password Protected 
Sharing, 439, 505

passwords

images, 562-563

user accounts, 560-562

PATH variables, 718-719

PC Settings, 557-567, 668

Pen Flicks, 844-845

pens/touch input, 843-844

People, 141-143, 351-354

permissions, 774-783

homegroups, 477-478

printers, 483-484

Photos, 143-144

pop-up windows, blocking, 
748-749

Presentation Settings fea-
ture, 889

presentations, modifying, 
890-892

printers, 177-178

Problem Reporting, 630

read-only files, 772-773

read options, 338-339

Reading List, 144-145

Recycle Bin, 164-165

Registry, 691, 694

remote access, 905-912

Remote Assistance, 
894-901

Save Recently Used to 
the Jumplist Instead of 
Frequently Used, 218

scanning, 266-269

security, checking, 736-741

SkyDrive, 145

Skype, 145

Snipping Tool, 204

Sound Recorder, 205-206

Speech Recognition, 
278-280

Sports, 145-146

static addressing, 402-403

Steps Recorder, 204-205

Sticky Notes, 205

Stop Playback when 
Switching to a Different 
User, 218

Store, 146-147

Sync Center, 884-885

System Restore points, 
766-769

Tablet PC Settings, 513

Task Scheduler, 727-730

taskbar options, 577-578

TCP/IP defaults, 438-439

troubleshooting, 622

user accounts, 71-76

Video, 148-149

VM instances, 927-928

volume, 271-275

VPNs, 869-872

WaitToKillAppTimeout,
547

Weather, 149

web page caches, 320

Windows 8.1, 77-80

Windows Defender, 
739-740

Windows Firewall, 404, 
406, 814-816

Windows Journal, 206

Windows Live Language 
Setting, 513

wireless networks, 393-399

modifying, 858

preferred, 858-859

WordPad, 206-207

XPS Viewer, 207

zones, 751

Settings icon (Search pane), 
111

Settings search pane, 241

setup, 24, 396. See also
installing; settings

setup.exe file, 659-660

SFC tool, 940

shadow copies, 760

Share With Other Homegroup 
Members dialog box, 223

Shared Folders, snap-ins, 532
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Shared Folders trouble-
shooter, 496

SharedDocs folder, 444

sharing. See also networks

apps, 133, 150

Charms menu, 99

connection-sharing rout-
ers, 418

favorites, 315

faxes, 373

files, 373, 465-467

access controls, 805

blocking services, 433

configuring, 802-804

Mac, 446-449, 451-453

Offline Files, 886-887

Samba, 444. See also 
Samba

traditional sharing, 
409-410

troubleshooting, 494, 
504-505

verifying connections, 
410-411

folders, 480-481

monitoring, 485

networks, 458-462

profiles, 480

viewing, 806

hard drives, networks, 472

homegroups, 476-479

ICS, 361

broadband connections, 
422-426

configuring, 416

dial-up Internet connec-
tions, 422

Internet connections, 380, 
399, 415

disabling, 404-405

enabling, 404-405

settings, 404

static addressing, 
402-403

troubleshooting, 360

libraries, homegroups, 476

multiple computers, 806

networks as File History 
drives, 761-762

Password Protected 
Sharing setting, 505

printers, 179, 382, 468-469

Mac, 453-454

networks, 482-485

troubleshooting, 494, 
504-505

without routers, 406-407

Public folders, 479-480

resources, networks, 
476-481

routers, 363, 416, 431-433

Samba, 443-445

Simple File Sharing, 
Windows XP, 439-441

wireless networks, 850-851

shell subkeys, 155

ShieldsUP, 806

shortcuts

Favorites folder, adding, 
313-314

Internet, opening from 
Favorites folders, 314-315

keyboards, 66

management tools, 
69-70

Media Center, 235-237

media files, 216

navigating Start 
screens, 102-103

Remote Desktop, 
920-921

Properties dialog box, 120

Start screens, pinning, 120

touch, management tools, 
70

URLs, formatting, 307-308

Show Contents dialog box, 
525

Show Hidden Devices view, 
681

shrinking space, 605

shuffling media files, 214

SHUTDOWN command, 120, 
638, 640

Shutdown Event Tracker, 
enabling, 529-530

SHUTDOWN tool, 951, 
954-956

shutting down

applications, 109

configuring, 547

tiles, 116, 119-120

Windows 8.1, 84-85

Sidebar system, 198

SIDs (security identifiers), 
693, 960

Sign On screens, 60-62

signals

802.11n wireless networks, 
378

interference, 378

radio interference, 853

wireless networks, 392. 
See also wireless net-
works

Signature Verification tool, 
637

signatures, email

formatting, 341-342

inserting, 341

signed drivers, upgrading, 
637
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Simple File Sharing, 
Windows XP, 439-441

Simple Mail Transfer 
Protocol. See SMTP

Simple Network 
Management Protocol. See
SNMP

sites, zones, 749-750

size, fonts, 77

Size on Disk values, 161

sizing

columns, 570

fonts, 322-323

paper sizes, selecting, 254

Start screens, 101

tiles, 113-114

SkyDrive, 145, 861

SkyDrive tab (PC Settings 
app), 559

Skype, 145

sleep

intervals, 589

modes, 655, 864

Sleep settings, 867

sleep settings, 84-85

slide shows

backgrounds, formatting, 
234

Media Center, customizing, 
233-234

sliding Start screens, navi-
gating, 104

SLIs (scalable link inter-
faces), 678

slow

applications, troubleshoot-
ing, 612

scanning speeds, 268

upload speeds, trouble-
shooting, 917

Small Icons view, 509

Small Memory Dump, 624

small office networks, 8, 395. 
See also networks

small offices, wireless net-
works, 854-855

SmartScreen Filters, 328, 828

SMB (Server Message Block), 
443

SMTP (Simple Mail Transfer 
Protocol), 332

access controls, 805

authentication, 334

ports, 334-335

snap-ins

adding, 533-535

managing, 538-540

overview of, 531-532

Services, 540-542

snapping applications, 
106-107

Snappy Fax Network Server, 
382

Snipping Tool, 204

SNMP (Simple Network 
Management Protocol), 427

access controls, 805

routers, 802

snoops, 791

social engineering, 794

social media, People applica-
tion, 351-354

social networks

applications, adding, 
141-143

connecting, 351-354

editing, 353

software. See apps

solid-state drives. See SSDs

solutions, Problem 
Reporting, 629-631

songs. See also music

information, viewing, 234

playlists, formatting, 222

sharing, 150

streaming, 222-223

WMP, 211-215

Sony/Philips Digital Interface 
Format. See S/PDIF

SORT tool, 940, 947

sorting

favorites, 315

files, 947

networks, 858

Sound dialog box, 276

Sound icon, 513, 516

Sound Recorder, 205-206, 
277-278

sounds, 668. See also audio

email messages, 336

events, assigning, 276-277

recording, 277-278

system requirements, 32

Windows Live Mail, 272

WMP, 211-215

sources, Event Viewer log 
entries, 498

spam, 823, 833-836

spanned volumes

dynamic disks

adding, 609-610

combining, 608-609

formatting, 607-610

S/PDIF (Sony/Philips Digital 
Interface Format), 227
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speaker volume, 272. See
also volume (sound)

special permissions, 775, 
779-780. See also permis-
sions

Specific People, editing 
homegroups for, 478-479

Speech Recognition, 208, 
278-280, 513

speed

power, modifying, 866

shut down, 547

slow upload, troubleshoot-
ing, 917

startup, 25

wireless networks, opti-
mizing, 400-402

Speed Check, 368

split keyboards, 105

splitting handwriting, 847

spoofing

addresses, 793

homograph, 328

spool directories, moving, 
484

sports, 145-146, 232

spreading fingers, navigat-
ing Start screens, 104

spyware, 731, 737, 794. See
also Windows Defender

overview of, 731-735

scanning, 738-739

Windows Firewall, 816. 
See also Windows 
Firewall

SSDs (solid-state drives), 32

SSIDs (Service Set 
Identifiers), 393, 399, 420, 
860

stacks, audio, 272

Standard Calculator, 199

standard definition. See SD

standard permissions, 
assigning, 778-779

Start menus. See also Start 
screens

items from taskbars, 
accessing, 126-127

navigating without, 27

start pages, returning to, 305

Start screens, 8-9, 18, 62-63

administrative tools, view-
ing, 117-119

app bars, navigating, 97-99

apps

formatting groups, 
114-115

pinning, 117

backgrounds, customizing, 
121-122

bypassing, 125-128

customizing, 113-122

default features, 96-97

navigating, 95, 100-106

searching via, 111-112

tiles, restarting, 119-120

websites, pinning to, 117

start sysdm.cpl command, 
717

Start Windows Normally 
option, 644

Started property, 543

starting. See also opening

accessories, 199

administrative tools, 117

apps, 117

Charms menu, 100

Command Prompt window, 
500, 712

Control Panel, 508

Device Managers, 499

dial-up Internet connec-
tions, 292-294

email, sending/receiving at 
startup, 336

Event Viewer, 497

File History, 764

Local Group Policy Editor, 
519

Media Center, 231

MMC, 531-533

Mobility Center, 863

MS-DOS, 719

Network and Sharing 
Center, 491

operating systems, 59-60

PC Settings app, 558

Registry backups, 697

scanners, 243-244

Secure Boot, 25

services, 541-542

SmartScreen Filters, 829

System window, 501

Task Scheduler, 728

taskbars, customizing, 
577-587

UAC, 740

Windows Defender, 
737-740

Windows Firewall, 736-737

Windows Live Mail, 331

Windows Logo key, 
580-581

Windows PowerShell, 726

StartMode property, 543

StartService method, 543

startup

applications, disabling, 632

BCDEDIT tool, customiz-
ing, 51-56
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ctrl+alt+delete, 735

new features, 25

options, 49

Registry, 691

services, disabling, 633-634

troubleshooting, 631-635

Windows Boot Manager, 
44-45

Startup and Recovery dialog 
box, 47-48, 623

State property, 543

static addressing, 402-403, 
908

Statistics Calculator, 200

status

batteries, 864

faxes, 266

free disk space, 594

services, modifying, 540

Status dialog box, 966

Steps Recorder, 204-205

Sticky Notes, 205

stocks, 135. See also Finance

Stop Playback when 
Switching to a Different 
User setting, 218

StopService method, 543

storage

email messages, 336, 346

hard disks, configuring, 
601-602

images

accessing, 244

on CDs/DVDs, 251-254

internal storage, 246

NAS, 436

pools

formatting, 602

RAID 5 volumes, 603

previous versions, 760

removable storage, 245

system requirements, 
31-32

Storage Spaces, 24, 513

Store, 146-147

installing apps from, 
149-150

uninstalling, 150

stores, BCD. See also BCD

backing up, 55

modifying, 47

stranded friend scam, 824

strategies

disaster planning, 808-815

troubleshooting, 620-626

streaming libraries, 222-223

streams, 447

strings

AQS, 171

text, searching, 943-944

structures

filenames, formatting, 
218-219

networks, 796

styles

of 10/100BASE-T Ethernet 
adapters, 377

taskpads, 536

stylus, 105, 843

subcommands, REG, 951

subfolders

drives, mapping, 475

formatting, 247

subjects, entering on faxes, 
264

subkeys, 155, 698. See also
keys

submount command, 444

subnet masks, static 
addressing settings, 403

subscriptions, RSS feeds, 
316-319

suffixes

customizing, 307

DNS, 362

domains, 304

support

data types, Registry Editor, 
701-702

Novell NetWare, 437

TCP/IP, 438

XPS, 195

Surface (Windows), 12, 
840-841. See also tablet PCs

surfing. See navigating

surges, power, 590

S-Video connections, 227

swiping, 104

switches, 375. See also net-
works

10/100BASE-T, 376

BCDEDIT tool, 51

multiple, connecting, 
391-392

N-way autosensing, 381

VMs, 927

switching

monitor output, 676

between running applica-
tions, 108

Symantec PCAnywhere, 923

symbolic links, 89

symbols

MIP, 201

typography, 200
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symmetric DSL. See SDSL

Sync Center, 513, 864, 
884-885

Sync List, 214

Sync Toy tool, 880

synchronizing

devices, 566-567

media devices, 214-215

syntax, AQS, 170-173

sysdm.cpl, 716

System Configuration, 47, 
510

BCD, modifying, 48-51

troubleshooting, 634-635

System icon, 513, 516

System Information, 510, 621

System Properties

keyboard shortcuts, 69

touch shortcuts, 70

System Properties dialog 
box, 622, 684, 768

System Protection tab, 768

System Repair Discs, 641

System Restore, 642

point settings, 766-769

recovery, 648-649

Registry, backing up, 698

system requirements, 31

System Tools

keyboard shortcuts, 70

touch shortcuts, 70

System Variables, editing, 
717

System window, navigating, 
501-502

SYSTEMINFO tool, 952, 
956-957

systems

attribute, 942

drives, defragmenting, 
938-940

failures, troubleshooting, 
622-624

images

backing up, 35-36, 
770-772

Registry backups, 

restoring, 651

management tools, 951-961

REG, 951-954

SHUTDOWN, 954-956

SYSTEMINFO, 956-957

TYPEPERF, 958-960

WHOAMI, 960-961

repair discs, 35-36

requirements, 29-32

checking, 34

graphics, 32

hardware, 32

memory, 30-31

processors, 30

storage, 31-32

systemwide variables, edit-
ing, 717-718

T
Tab Tools, private browsing, 

138

Tabbed Browsing Settings 
dialog box, 308

tablet PCs, 8. See also mobile 
devices

ad hoc networks, 856-858

applications

shutting down, 109

snapping, 107

switching between run-
ning, 108

cameras, connecting, 134

images, creating pass-
words, 562-563

input methods, 841-843

screen orientation, 864

Tablet PC Settings, 513

tiles, moving, 114

Windows RT, 840-841

tabs

browsing, applying, 
308-310

Internet Explorer, 138

Library lists, 211

Player, 217

Printer Properties dialog 
box, 187-188

Printing Preferences dialog 
box, 185

Processes, 549

Sounds, 277

Tagged Image File Format. 
See TIFF

tags, adding metadata, 250

Take Ownership command, 
783

Take Ownership permission, 
780

TAKEOWN tool, 940

tapping, 104

Task Manager, 549-553

applications, 632

services, 633-634

Task Scheduler, 510, 532, 
727-730

Task Trigger screen, 728

Taskbar Buttons list, 578

Taskbar icon, 513, 516
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taskbars

apps, 126-128, 578-579

customizing, 577-587

icons, 93-94

jumplists, 94

multiple monitors, config-
uring, 677-678

option settings, 577-578

personalization, 78

Start menus, accessing 
items from, 126-127

toolbars

creating, 587

options, 587

viewing, 586-587

URLs, pinning to, 307

Taskpad Reuse dialog box, 
537

Taskpad Style dialog box, 
536

taskpad views, customizing, 
535-539

tasks, Media Center, 232

taskschd command, 716

TB (multiple-terabyte), 601

TCP (Transmission Control 
Protocol)

blocking, 800

exceptions, opening, 820

TCP/IP (Transmission 
Control Protocol/Internet 
Protocol), 364-368, 437

bridges, 413

configuring, 402-404

defaults, configuring, 
438-439

ping command, 503-504

TeamViewer, 923

telephones

circuits, 386

cordless, 377

interference, 378

Telnet, connecting routers, 
802, 807

templates

Administrative Templates, 
522

Security Templates, 532

Temporal Key Integrity 
Protocol. See TKIP

temporary files, 596

Temporary Glitch category, 
631

Test sounds, 277

Test Successful dialog box, 
242

testing

cables, 499-500

device drivers, 686

firewalls, 732

installations, 242

network security, 804-807

ping command, 503-504

printing, deleting from 
printer queues, 193

recovery drives, 770

tethering, 856

tethering data services 
(through cell phones), 285

text

comments, entering, 264

cutting/pasting, 715

email

formatting, 341-342

reading, 339

wrapping, 345

encoding, 344

entering, 105

error messages, 620

faxing, 195

handwriting, 846

messages, 344

printing, troubleshooting, 
191

strings, searching, 943-944

theft, identity, 794. See also
security

third-party applications

applying, 657-666

compatibility, 663-666

network faxing/printing, 
382

online meeting, 901

opening, 661

Registry backup, 697

Remote Desktop, 922-923

third-party tools, trouble-
shooting Internet, 368-369

This PC folders, viewing, 593

three monitors, configuring, 
678-679. See also multiple 
monitors

thumbnails, file systems, 596

TIFF (Tagged Image File 
Format), 203

tiles, 63, 96-97

deleting, 117

moving, 114

resizing, 113-114

restarting, 119-120

shutting down, 116, 
119-120

Start screen, 96

Tiles view, 570, 593

Time and Language tab (PC 
Settings app), 559
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TIME tool, 952

timedate.cpl, 716

Timer icon, 134

TKIP (Temporal Key Integrity 
Protocol), 393

TLS (Transport Layer 
Security), 754

Today section, Finance, 135

toolbars

Quick Access Toolbar, add-
ing commands, 568

taskbars

creating, 587

options, 587

viewing, 586-587

tools, 197-198

access, 207-210

Ease of Access Center, 
209

Ease of Access (in PC 
Settings), 208

Magnifier, 209-210

Narrator, 210

administrative, viewing on 
Start screens, 117-119

AUTOCHK tool, 936

automation, 711

BCDEDIT, 47, 51-56, 932

Check Disk, 590

CHKDSK tool, 934-936

CHKNTFS tool, 936-938

clients, Samba, 443-444

command-line, 711, 933

batch files, 721-723

disk management, 
933-940

files/folders, 940-951

managing services, 
542-543

overview of, 711

Task Scheduler, 727-730

troubleshooting TCP/
IP, 364

Windows PowerShell, 
725-727

Computer Maintenance, 
711

DEFRAG, 938-940

Defragment and Optimize 
Drives, 597-600

Disk Cleanup, 596

Disk Director, 605

ERUNT, 697

External Display, 889, 
891-893

files

ATTRIB, 940-943

FIND, 943-944

REN, 944-945

REPLACE, 945-946

SORT, 947

XCOPY, 948-951

folders

ATTRIB, 940-943

FIND, 943-944

NET USE, 963

REN, 944-945

REPLACE, 945-946

SORT, 947

XCOPY, 948-951

groups, NET 
LOCALGROUP, 963

management, 23, 507

Control Panel, 507-517

group policies, 517-530

managing services, 
540-549

MMC, 530-540

monitoring perfor-
mance, 549-556

navigating, 69-71

overview of, 507

Performance Monitor, 
554-556

Resource Monitor, 
553-554

Task Manager, 549-553

Windows Defender, 740

media, 271

assigning sounds to 
events, 276-277

default output devices, 
276

recording sounds, 
277-278

Speech Recognition, 
278-280

volume, 271-275

Memory Diagnostics, run-
ning, 628-629

networks

Device Manager, 499

Event Viewer, 497-498

Network and Sharing 
Center, 491-492

Network Connections, 
502

Network window, 
492-494

ping command, 503-504

sharing files/printers, 
504-505

System window, 501

troubleshooters, 495-496

troubleshooting,
491-499

Windows Firewalls, 
496-497

New Driver, 189

Partition Master, 605

printer management, 194
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Registry

Registrar Registry 
Manager, 708

Registry Toolkit, 708

Tweak-8, 708

Registry Editor, 701-708. 
See also Registry Editor

reverse tracert, 369

Samba, 444-445

Signature Verification, 637

Snipping Tool, 204

spam, 833

Speed Check, 368

System Configuration, 47

System Information errors, 
621

system management, 
951-961

REG, 951-954

SHUTDOWN, 954-956

SYSTEMINFO, 956-957

TYPEPERF, 958-960

WHOAMI, 960-961

System Restore, 642, 
648-649

troubleshooting, 627-631, 
964-970

Internet, 368-369

PING, 967-968

TRACERT, 968-970

users, NET USER, 961-962

WhatIsMyIP, 368

Tools section (Finance), 136

touch interfaces, 9, 19

configuring, 843-844

navigating, 65-66

shortcuts, management 
tools, 69

Start screens, navigating, 
104-106

Touch Keyboard, 841-842, 
845-848

TPM (Trusted Platform 
Module), 32, 786

BitLocker, enabling, 
787-789

Management, 532

traceroute command, 369

tracert command, 367-369

TRACERT tool, 964, 968-970

tracking addresses, 311

tracks. See also WMP

copying, 221

naming, 219

recordable CDs/devices, 
copying, 221-222

traditional file sharing, 
409-410

traditional interfaces, 18

traffic, filtering NetBIOS, 427

training handwriting recog-
nizers, 847-848

Transactional NTFS. See TxF

transferring

data, from old computer, 
80-84

files, troubleshooting, 
161-162

transfer rates, 368

Transmission Control 
Protocol/Internet Protocol. 
See TCP/IP

transparencies, 258

Transport Layer Security. See
TLS

Traverse Folder/Execute File 
permission, 779

TREE tool, 941

Trendnet, 383

Trojan horses, 737, 794, 816. 
See also viruses

Troubleshoot screen, 642

troubleshooting, 619

apps

associating, 447

configuring, 359-363

installing, 625, 662

settings, 624-625

uninstalling, 662

cable connections, 360

carriage returns, 445-446

command-line tools, 711. 
See also command-line 
tools

compatibility, 665

Computer Maintenance 
tools, 711

connections, 301

data protection, 759-772

devices, 625, 635-638

dial-up connections, ISPs, 
294

dial-up Internet connec-
tions, 873-874

DSL (digital subscriber 
line), 360

error messages, 620

Ethernet cables, 386

Event Viewer logs, 620

files

backing up, 760-764

transferring, 161-162

hard disks

CHKDSK tool, 934-936

errors, 589-593

images, scanning, 268

infections, email viruses, 
755-756

Internet

connecting, 355

third-party tools, 
368-369

LANs, 361-363
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line feeds, 445-446

names, Task Scheduler, 
730

networks, 489

checking configurations, 
500-503

connecting, 355-359

Device Manager, 499

Event Viewer, 497-498

hardware, 363-364

navigating, 490-491

Network and Sharing 
Center, 491-492

Network Connections, 
502

Network window, 
492-494

ping command, 503-504

sharing files/printers, 
504-505

System window, 501

testing cables, 499-500

tools, 491-499

Windows Firewalls, 
496-497

Offline Files, 881

overlapping channels, 400

overview of, 626

permissions, 781-783

printers, 190

drivers, 446

locations, 181-184

Problem Reporting, 
629-631

rebooting, 622-624

recovery, 638-651

Registry, 692

Remote Assistance, 
894-901

Remote Desktop, 919

services, resetting, 547-549

settings, 622

shared files, 481

shut down, configuring, 
547

slow

applications, 612

upload speeds, 917

spyware, 731-735

startup, 631-635

strategies, 620-626

system drives, defragment-
ing, 938-940

system repair discs, 35-36, 
641

System Restore, 769. See
also System Restore

tabs, 309

TCP/IP, 364-368

text, printing, 191

tools, 627-631, 964-970

PING, 967-968

TRACERT, 968-970

troubleshooters. See also
troubleshooting

networks, 491-499

running, 627

updating, Installed 
Updates window, 625

versions to save disk 
space, cleaning, 764

viruses, 731-735

VPNs (virtual private net-
works), 873-874

web pages, viewing, 357

wireless networks, 853

Troubleshooting icon, 513, 
516

Troubleshooting window, 
627

trust, 796. See also security

Trusted Platform Module. 
See TPM

TTL values, 968-970

tuner cards, TV, 32

Turn Windows Feature On or 
Off dialog box, 714

turning

fingers, navigating Start 
screens, 105

off file extensions, 572

tutorials, Speech 
Recognition, 280

TV

shows

archiving, 237-239

Media Center, 225, 232

WMP, 211-215

system requirements, 32

TV shows, Video app, 149

TWAIN drivers, 258

Tweak-8, 708

Twitter, 143, 150

two computers, connecting, 
390-391

two-factor authentication, 
832

two-way

authentication, 832

synchronizing, 215. See
also synchronizing

TxF (Transactional NTFS), 
760

Type and Creator codes, 447

TYPEPERF tool, 952, 958-960

types

of 10/100BASE-T Ethernet 
adapters, 377

of attacks, 793-795

of cellular Internet ser-
vices, 284
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of characters, formatting 
passwords, 561

of connections, 282-285

of data, Registry Editor, 
701-702

of DSL, 283

of email servers, 332

of files, 153-156

associating, 128

configuring defaults, 
215

of fraud, 824-825

of installations, 37

of networks, selecting, 
375-381

of security, networks, 393

of storage, 245

of user accounts, 71

of Wi-Fi connections, 850

of Windows Defender 
scans, 738

of wireless networks, 377

of zone sites, 749

typography

apps, 131

symbols, 200

U
UAC (User Account Control), 

91-93, 732, 810

configuring, 743-744

defaults, 736

overview of, 741-747

policies, 744-745

privileges, elevating, 
745-747

Registry Editor, requests, 
694

starting, 740

virtualization, 694

Windows Firewall, 816

UDF (Universal Disk Format), 
251-253

UDP (User Datagram 
Protocol), 432

blocking, 800

exceptions, opening, 820

UEFIs (Unified Extensible 
Firmware Interfaces), 641

UIs (user interfaces), 557

unallocated space, 606

unauthorized in-house 
access, 796. See also secu-
rity

UNC (Universal Naming 
Convention), 461-462, 
472-473

Undo command, 704

Unicode, 328, 345

Unified Extensible Firmware 
Interfaces. See UEFIs

Uniform Resource Locators. 
See URLs

Uninstall key, 661

uninstalling. See also install-
ing

apps, 150, 595, 662

devices, 690

Registry, troubleshooting, 
700

Universal Disk Format. See
UDF

Universal Naming 
Convention. See UNC

Universal Plug and Play. See
UPnP

UNIX, 364, 436

internetworking, 443-446

printing, 445-446, 470-471

unshielded twisted-pair 
cabling. See UTP

unsigned device drivers, 
ignoring, 685-688

unsigned drivers, disabling, 
637

Update and Recovery tab (PC 
Settings app), 559

updating

automating, configuring, 
653-655

checking for, 656

drivers, 683-685

firmware, 395

Installed Updates window, 
625

installing, selecting, 656

managing, 653

operating systems, down-
loading, 76

Registry, backing up, 
697-698

RSS feed, scheduling, 
318-319

security, 732, 797

viewing, 653

Windows 8, 812-813

Windows Automatic 
Updates, 796

upgrading, 15-17, 29, 37, 
39-42

running, 40-42

signed drivers, 637

system requirements, 
29-32

graphics, 32

hardware, 32

memory, 30-31

processors, 30

storage, 31-32

from Windows 7, 40-41
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from Windows 8, 39-40

Windows 8.1, from 
Windows Vista, 88-94

UPnP (Universal Plug and 
Play), 419, 426

UPNs (user principal names), 
960

URLs (Uniform Resource 
Locators), 303-304

Favorites folder, 313-315

navigating, optimizing, 304

shortcuts, formatting, 
307-308

tracking, 311

URLs, pinning to taskbar, 307

usage, monitoring data, 26

USB (universal serial bus)
adapters, adding, 384

printers, connecting, 181

Use Printer Offline icon, 191

Use Small Taskbar Buttons 
option, 578

Use SSL 2.0 option, 754

Use SSL 3.0 option, 754

Use TLS 1.0 option, 754

Use TLS 1.1 option, 754

Use TLS 1.2 option, 754

User Account Control. See
UAC

User Account Control dialog 
box, 48

User Accounts icon, 513

User Datagram Protocol. See
UDP

User Variables, editing, 717

usernames
dial-up Internet connec-

tions, 289

identity-management
applications, 833

modifying, 802

People, 352

users

accounts

configuring, 71-76

forgotten passwords, 
retrieving, 85-87

HKEY_USERS key, 693

Mac and Windows, 
451-452

modifying images, 
559-560

online, 21

passwords, 84, 560-562

servers, 373

tiles, 97

adding, 961, 963

deleting, 963

interfaces. See UIs

managing, modifying 
Registry, 704-706

preferences, Registry, 691

principal names. See UPNs

profiles, directory struc-
ture, 88-89

tools, NET USER, 961-962

Users folder, 89

utilities. See tools

UTP (unshielded twisted-
pair) cabling, 375, 389, 391. 
See also CAT-5 cables

V
vacations

Calendar, 133

settings, email, 347

values

adding, 703

Default, 155

deleting, 704

DWORD, 526, 970

memory, 553

modifying, 703

Registry, 691. See also
Registry

backing up, 698

editing, 703-704

searching, 702-703

Size on Disk, 161

Unicode, 328

variables

editing, 717

environmental, settings, 
716-719

PATH, settings, 718-719

PATHEXT, 714

VBA (Visual Basic for 
Applications), 722

.vbs files, 713

VBScript, 722. See also
scripts

Velocity, 435

verifying errors, 591

versions, 13-15

32-bit redirection/
reflection, 696-697

64-bit redirection/
reflection, 696-697

files

backing up, 760-764

restoring, 765-767

Hyper-V, 926

Local Group Policy Editor, 
518-519

networking features, 436

Registry, modifying, 
706-707

remote access, 903

TCP/IP support, 438

types of installations, 37
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upgrading, 39. See also
upgrading

Wi-Fi connections, 378

VHDs (virtual hard disks)

booting, 932

formatting, 616-617

mounting, 616

virtualization, 930

video, 148-149, 668

cards, installing, 673

Media Center

hardware requirements, 
226-228

navigating, 230-232

recording, 134

sharing, 150

system requirements, 32

WMP, 211-215

Video Mode button, 560

videoconferencing system 
requirements, 32

Videos folder, 90

View Feeds icon, 316

viewing

administrative tools, Start 
screens, 117-119

app bars, 97

applications

running, 108

sizing, 106

backgrounds, 677

capacities, 214

Character Map, 201

Charms menu, 99

Control Panel, 508, 526

Device Manager, 680

devices, configuring, 
680-681

digital camera images, 
245-246

email, 339

extending screens, mul-
tiple monitors, 673

external display monitors, 
864

External Display tool, 889, 
891-893

file extensions, 79, 571-573

folders, sharing, 806

hardware, 668-669

images, picture informa-
tion, 234

multiple applications, 106, 
108

multiple time zones, 
584-586

Network and Sharing 
Center, 491

Network window, 492

nonpresent devices, 
681-682

power profiles, 865

printers

connecting, 469

queues, 192-194

properties, 570-571

Registry, 701-702, 953

Registry Editor keys, 693

resources, 460

Search pane, 111

SYSTEMIFO tool, 956-957

taskbars, toolbars, 586-587

This PC folders, 593

transfer report, 83

updates, 653

web pages, troubleshoot-
ing, 357

XPS documents, 195

views

adding, 211

Calendar, modifying, 134

Category, 509

Content, 570

Details, 570

Devices by Connection, 
680

File Explorer, customizing, 
569-570

List, 569

options, navigating, 
573-576

Resources by Connection, 
681

Resources by Type, 681

Show Hidden Devices, 681

Small Icons, 509

taskpad, customizing, 
535-539

Tiles, 570, 593

virtual drives, formatting 
spanned volumes, 607-610

Virtual Machine Connection 
application, 929

virtual machines. See VMs

virtual private networks. See
VPNs

Virtual Switch Manager, 927

VirtualBox, 926, 931

virtualization, 89-91, 925. See
also VMs

guest operating systems, 
931-932

hosts, 926-931

Registry, 694-696

Virus Protection group, 756

viruses, 731, 794

applications, checking for 
during downloading, 659

email protection, 755-756

installation, checking for 
at, 34

overview of, 731-735
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Visual Basic for Applications. 
See VBA

VMs (virtual machines), 925

converting, 930-931

instances, creating, 
927-928

running, 928-930

Windows XP, 931

VMWare Workstation, 931

VNC, 923

VOL tool, 934

volume (sound), 864

equalizing, 275

modifying, 271-275

Volume Control Options dia-
log box, 274

Volume Mixer window, 272

volumes

defragmenting, 939

deleting, 605

formatting, 605

mirrored, formatting, 
610-611

RAID, formatting, 611-614

spanned, formatting, 
607-610

VPNs (virtual private net-
works), 374, 383, 796

access, 429

connecting, 430, 872-873

incoming dial-up/VPN con-
nections, 877-879

mobile computers, 862, 
868-879. See also mobile 
computers

monitoring, 875

NAT, 418

settings, 869-872

troubleshooting, 873-874

vulnerabilities, 732, 747. See
also security

W
WaitToKillAppTimeout set-

ting, 547

wallpaper, 121. See also
backgrounds

WANs (wide area networks), 
373, 399, 504

Warn About Certificate 
Address Mismatch option, 
755

Warn If Changing Between 
Secure and Not Secure 
Mode option, 755

Warn If POST Submittal Is 
Redirected to a Zone That 
Does Not Permit Posts 
option, 755

warnings, Event Viewer 
logs, 620

Watchlist section (Finance), 
135

WAV files, 220, 276-277

WDDM (Windows Display 
Driver Model), 32

Weather, 149

Web images option (Search 
pane), 112

web pages. See also Internet 
Explorer

addresses, 303-304, 311

caches, formatting, 319-320

home pages, modifying, 
321-322

new tabs, opening, 308-310

RSS feeds, 316-319

searching, 312-313

viewing, troubleshooting, 
357

Web videos option (Search 
pane), 112

Website Data Settings dialog 
box, 320

websites. See also web 
pages

Address bars, navigating, 
306-307

fraud, 829

Start screen, pinning, 117

as targets, 792

Welcome (logon) screen, 208

WEP (Wired Equivalent 
Privacy), 393, 397

wf command, 716

WFS (Windows Fax and 
Scan), 257

configuring, 258-261

faxes, receiving, 265-266

scanning, 266-269

sending, 262-265

WhatIsMyIP, 368

WHERE tool, 941

where-object command, 727

WHOAMI tool, 952, 960-961

Whois databases, 837

WHS (Windows Home 
Server), 436

WIA (Windows Imaging 
Architecture) drivers, 258

wide area networks. See
WANs
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Wi-Fi connections, 375, 
377-379

saving passwords, 74

types of, 850

versions, 378

Wi-Fi Protected Access. See
WPA

Wi-Fi Protected Setup. See
WPS

wildcard characters, 172-173, 
940

Win32-on-ARM applications, 
840

windows

All Control Panel Items, 
509

Automatic Maintenance, 
655

Change Setting, 654

Command Prompt

cutting/pasting, 715

environmental variable 
settings, 716-719

GUIs, 716

modifying directories, 
713

MS-DOS, 719-721

navigating, 712-716

opening, 500

resources, 715-716

running commands, 
714-715

saving output, 713

searching, 713-714

Computer, 247

Control Panel, navigating, 
508-509

Devices and Printers, 468, 
669

Devices and Settings, 177

File Explorer, 462

folders, navigating, 
156-159

links, opening, 305

Local Group Policy Editor, 
519

Media Streaming Options, 
223

Network, 460, 492-494

pop-up, blocking, 748-749

printer queues, 192-194

Programs and Features, 
661

Set Default Programs, 128

Set Program Associations, 
128

System, navigating, 
501-502

Troubleshooting, 627

Volume Mixer, 272

Windows Firewall, 736

Windows Security, custom-
izing, 527-528

Windows 7

internetworking with, 
437-443

removed Control Panel 
icons, 513

Simple File Sharing, 
439-441

transferring data from, 
80-84

upgrading from, 40-41

Windows 8

bugs/fixes, 796

changes in Windows 8.1, 
26-27

guest operating systems, 
running as, 931-932

host virtualization, 926-931

internetworking with, 
437-443

security (specific steps), 
configuring, 807-816

Simple File Sharing, 
439-441

transferring data from, 
80-84

upgrading from, 39-40

Windows 8-style apps, 63

Windows 8.1

Enterprise, 14

features, navigating, 60-71

interface changes, 9-11

new features, 18-27

overview of, 7-17

personalization, 77-80

Pro, 14

shutting down, 84-85

starting, 59-60

upgrading, from Windows 
Vista, 88-94

versions, 13-15

Windows Automatic 
Updates, 796

Windows Bitmap. See BMP

Windows Boot Manager, 
44-45, 47

Windows Defender, 513, 792, 
811

defaults, 736

starting, 737-740

Windows Display Driver 
Model. See WDDM

Windows Easy Transfer, 71, 
80-84

Windows Embedded 8.1, 14

Windows Explorer. See also
File Explorer

dragging/dropping
between, 162

Instant Search box, 158

properties, 166-168

ribbons, navigating, 158
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Windows Fax and Scan. See
WFS

Windows Features dialog 
box, 56

Windows Firewall, 798-799, 
811. See also firewalls

Advanced Security, 511, 
532, 820-821

applications, allowing 
through, 818

configuring, 814-816

defaults, 736, 819

enabling, 806, 817

icons, 513

ICS, enabling access, 429

logs, configuring, 807

notifications, modifying, 
819

settings, 404, 406

starting, 736-737

troubleshooting, 496-497

Windows folder, 89

Windows Home Server. See
WHS

Windows Imaging 
Architecture. See WIA driv-
ers

Windows Internet Name 
Service. See WINS

Windows Journal, 206

Windows Key, 86

Windows Live

Language Setting, 513

Mail, 331

disabling files, 756

sounds, 272

Messenger responses, 899

Windows Logo key, 63, 
580-581

Windows Mail abuse, 
836-837

Windows Management 
Instrumentation. See WMI

Windows Media Audio. See
WMA

Windows Media Center. See
Media Center

Windows Media Player. See
WMP

Windows Memory 
Diagnostic, 511

Windows Mobility Center, 
513, 862-864, 891

Windows NT Virtual DOS 
Machine. See ntvdm appli-
cation, MS-DOS

Windows PowerShell, 
725-727

ISE, 511

personalization, 78

Windows Preinstallation 
Environment, 36

Windows Registry. See
Registry

Windows RT, 840-841, 862

transferring data from, 
80-84

version 8.1, 14

Windows Runtime. See
WinRT API

Windows Scripting Host. See
scripts

Windows Security

Essentials, 796

windows, customizing, 
527-528

Windows Server, 373-374, 
411-412. See also servers

Windows Service Hardening, 
786

Windows Setup dialog box, 
36

Windows Store, 22. See also
apps

Windows Surface, Windows 
RT, 840-841

Windows Update, 513, 516

Windows versions, Local 
Group Policy Editor, 
518-519

Windows Vista

Homegroups, 441-443

internetworking with, 
437-443

Simple File Sharing, 
439-441

transferring data from, 80

upgrading to Windows 8.1, 
88-94

Windows XP

Homegroups, 441-443

internetworking with, 
437-443

Service Pack 2, 792

Simple File Sharing, 
439-441

TCP/IP, configuring as 
default, 438

transferring data from, 80

VMs, 931

WinRT (Windows Runtime) 
API, 840

WINS (Windows Internet 
Name Service), 374

Wired Equivalent Privacy. 
See WEP

Wireless Adapter Settings, 
867
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wireless connections, 
377-379

printers, 181

routers, 372, 418. See also
routers

security, 420-421

wireless Internet services, 
284

wireless local area networks 
(WLANs), 377

wireless modems for laptops, 
284

wireless networks

ad hoc networks, 856-858

adding, 860

configuring, 393-399

connecting, 851-856

corporate, 854

home offices, 854-855

installing, 392-402

managing, 858-860

mobile computers, 861. See
also mobile computers

optimizing, 400-402

overview of, 849-851

preferred, configuring, 
858-859

profiles, deleting, 860

public hot spots, 856

security, 401, 420-421, 851

settings, modifying, 858

sharing, 850-851

troubleshooting, 853

Wireless-N routers, 372, 
377-379. See also 802.11n 
wireless networks

wiring. See also cables

Media Center hubs, 230

Network window, 493

networks, installing, 
386-392

patch cables, 388

testing, 499-500

troubleshooting, 490

wizards

Add a Device Wizard, 181

Add Features Wizard, 226

Add New Printer Wizard, 
179

Add Printer Wizard, 469

Connect to the Internet 
Wizard, 290

Handwriting
Personalization Wizard, 
848

Handwriting Training 
Wizard, 848

Microphone Setup Wizard, 
277

New Simple Volume 
Wizard, 606

New Taskpad View 
Wizard, 536

Recovery Drive Wizard, 769

Scanner and Camera 
Installation Wizard, 241

Set Up a Network Wizard, 
396-398

Set Up Speech Recognition 
Wizard, 279

WLANs (wireless local area 
networks), 377

WMA (Windows Media 
Audio), 219

Lossless, 220

Pro, 219

ripping bit rates, 221

Sound Recorder, 277-278

Variable Bit Rate, 220

WMI (Windows Management 
Instrumentation), 543

BCD, 46

Control, 532

device driver lists, 690

scripts, 724-725

WMIC tool, 952

WMP (Windows Media 
Player)

CDs, copying music from, 
218-221

files, playing, 215-216

libraries, streaming, 
222-223

navigating, 211-215

Navigation pane, custom-
izing, 213-214

playback, configuring, 
217-218

recordable CDs/devices, 
221-222

synchronizing, 214-215

WordPad, 206-207

Work Folders, 513

workgroups

names, 502

PCs, adding, 405-406

WPA (Wi-Fi Protected 
Access), 394, 397

WPA2-Personal, wireless 
security option, 393, 397

WPA-Personal, wireless 
security option, 393

WPS. See Windows
PowerShell

WPS (Wi-Fi Protected Setup), 
395-396
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wrapping text in email, 345

Write Attributes permission, 
780

Write Extended Attributes 
permission, 780

Write permission, 467, 775

writing

documentation, 809

Handwriting Input panel, 
845-848

pads, 105

server restore procedures, 
809

WSH (Windows Scripting 
Host). See scripts

X
XCOPY tool, 941, 948-951

XPS (XML Paper 
Specification)

printing, 195

Viewer, 207

Y
Year property, 213

Z
zero-day exploits, 794

zones

levels, modifying, 751

sites, adding/deleting, 
749-750

zooming

Semantic Zoom button, 101

spreading fingers, navigat-
ing Start screens, 104
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