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This chapter covers the following subjects:

m Printing Terminology in Windows Server 2008 R2: This section introduces
key terminology and concepts you must be aware of to administer print-
ers. It also reviews the actions that occur when a user submits a print job.

m Installing, Sharing, and Publishing Printers: This section shows you how
to install the Print and Document Services server role and then covers the
installation, sharing, and publication of printers.

® Managing and Troubleshooting Printers: Print servers and printers come
with a large array of properties you must be aware of to effectively man-
age a corporate printing environment. This section introduces you to the
management of these properties, as well as the topic of granting permis-
sions to printers and print servers and troubleshooting common printer
problems.



CHAPTER 13

Configuring and Monitoring
Print Services

Resources on a Windows Server 2008 network go beyond the subject of files
and folders that have been the subject of Chapter 9, “Configuring File Servers,”
and subsequent chapters. An important component of any business network is
the capability to print documents in a timely and accurate manner, and Win-
dows Server 2008 R2 provides the Print and Document Services server role to
assist administrators in setting up print servers and keeping printing capabilities
operating properly. Typically, a print server is a computer to which you con-
nect a print device and share so that many people across your network, and even
across the Internet, can print to the printer.

In any case, clients that print to the printer can be running a variety of plat-
forms and not just Windows systems. Windows Server 2008 supports hundreds
of print devices from a large number of printer manufacturers. This chapter in-
troduces you to the management of printers, which is an important topic—both
in real life and on the 70-642 exam.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should
read this entire chapter or simply jump to the “Exam Preparation Tasks” sec-
tion for review. If you are in doubt, read the entire chapter. Table 13-1 outlines
the major headings in this chapter and the corresponding “Do I Know This
Already?” quiz questions. You can find the answers in Appendix A, “Answers to
the ‘Do I Know This Already?’ Quizzes.”

Table 13-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundations Topics Section Questions Covered
in This Section

Printing Terminology in Windows Server 2008 R2 1-2

Installing, Sharing, and Publishing Printers 3-5

Managing and Troubleshooting Printers 6-12
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1. In Microsoft terminology, which of the following is the best definition of a
printer?

a. The program that converts graphic commands into instructions that the
print device is able to understand.

b. The physical (hardware) device that produces the printed output.
c. The computer that handles the printing process on the network.

d. The software (logical) interface between the operating system and the
physical print device.

2. Your print server is configured so that print jobs are copied to a reserved area
within the system root folder of the computer before being sent to the print
device. What is this action called?

. Preprinting

a
b. Spooling

(2]

. Creation of an enhanced metafile (EMF)

o

. Routing

3. You purchased a new print device for your company’s network. The print
device is equipped with its own network adapter so that it can be directly con-
nected to the network. You attached the print device to the network and are
at the print server and want to install it. What program should you use? (Each
correct answer represents a complete solution. Choose two answers).

. Print Management snap-in

a
b. Add Roles Wizard in Server Manager

o

Windows Explorer
d. Device Manager

e. Control Panel Devices and Printers

4. You installed and shared a new printer on your Windows Server 2008 R2
computer, which is configured with the Print and Document Service server
role. Users printing documents from Windows 7 computers receive their
documents properly, but users printing from Windows XP computers receive
documents full of illegible characters. What should you do?

a. From the Sharing tab of the Properties dialog box for the printer, select
the Render print jobs on client computers option.

b. From the Sharing tab of the Properties dialog box for the printer, click
Additional Drivers. Then, select drivers for Windows XP from the Ad-
ditional Drivers dialog box and click OK.
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c. From the Security tab of the Properties dialog box for the printer, add a
group that contains the users of Windows XP computers and grant them
the Manage Documents permission.

d. Install a new printer from the Print Management snap-in. Configure
this printer to point to the same print device and provide a unique share
name that references users of Windows XP computers.

5. You are responsible for printers connected to Windows Server 2008 R2 print
servers in you company’s AD DS domain. These servers are configured as
member servers in the domain. You installed a printer that should be acces-
sible to computers in the Graphics department, but not to computers in other
departments. All resources in this department are located in the Graphics or-
ganizational unit (OU). What should you do?

a. From the Sharing tab of the printer’s Properties dialog box, select the
List in the directory option.

b. Right-click this printer in the details pane of the Print Management
snap-in and choose List in Directory.

c. Right-click this printer in the details pane of the Print Management
snap-in and choose Deploy with Group Policy. Choose a GPO that is
linked to the Graphics OU and select the option labeled The users that
this GPO applies to (per user).

d. Right-click this printer in the details pane of the Print Management
snap-in and choose Deploy with Group Policy. Choose a GPO that is
linked to the Graphics OU and select the option labeled The comput-
ers that this GPO applies to (per machine).

6. You are responsible for the print servers and printers on your company’s net-
work. You configured a shared printer (HP40001) on Serverl. Server2 also
has an identical shared printer (HP40002). HP40001 on Serverl experiences a
catastrophic paper jam. Many jobs are waiting to be printed in Server!’s print
queue. How can you ensure that these print jobs are printed without the need
to ask the users to resubmit their print jobs to Server2?

a. From the Ports tab of the HP40001 Properties dialog box, select En-
able printer pooling. Include HP40002 and HP40001 in the pool.

b. Rename the shared printer HP40001 to HP40002.

c. In the Printers folder on the Serverl, add a network printer called
HP40003, pointing to HP40002 on Server2. Rename printer HP40001
to HP4000X. Then, rename HP40003 to HP40001.

d. Select the Ports tab of the HP40001 Properties dialog box, click Add
Port, choose Local Port, click New Port, and assign the UNC name \\
Server2\HP40002 to the new port.
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7. The boss is fed up with waiting for her documents to print and wants to be
sure the account statement prints immediately when it is needed. What is the
simplest thing to do so that this will happen properly?

a. Ask her secretary to come in at 7 a.m. and print the account statement.

b. When she needs to print the account statement, have her go to the
printer properties and click Cancel All Documents, before printing the
document.

c. Configure a printer that points to the same print device and has the pri-
ority set at 99. Configure this printer’s permissions so that only the boss
has the Print permission and direct her to print the account statement on
this printer.

d. Configure her user account to have the Prioritize Documents
permission.

8. You are responsible for managing the print servers and printers in your com-
pany’s domain. A user calls and informs you that he has sent a large print job
to the printer and has realized that he must make several changes to the docu-
ment. So, he wants to delete the print job. What permission do you need to
grant the user so that he can delete this job?

a. Allow the user the Manage this printer permission.
b. Allow the user the Manage documents permission.

c. Allow the user the Special permissions permission, click Advanced,
and then allow him the Delete permission.

d. You don’t need to do anything; he can delete his print jobs without ad-
ditional permissions.

9. You are responsible for maintaining the printers on your company’s AD DS
network, which includes one domain with three print servers and 12 print-
ers. You purchased a powerful new computer and installed Windows Server
2008 R2 and the Print and Document Management server role. You want to
consolidate all the existing printers on the new server. What should you do to
accomplish this task with the least amount of administrative effort?

a. At each existing print server, select the Export printers to a file option.
Complete the steps in the Printer Migration Wizard that starts to save
printer export information to a file. Then, at the new server, select the
Import printers from a file option. Then, use the Printer Migration
Wizard to import the previously exported printer information.
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b. Use Windows Server Backup at each existing print server to back up
the contents of the print server. Then, at the new server, use Windows
Server Backup to restore the information that was backed up from each
existing print server.

c. Connect to the $systemroot%\system32\spool\printers folder on
each existing print server and copy the contents of this folder to the same
folder on the new print server. Repeat this task at each of the remaining
print servers.

d. At the new print server, run the Printer Installation Wizard to install
each of the printers in turn, selecting the Search the network for
printers option to ensure that you selected and installed the printers.

10. You are a tech-support specialist at your company. A Windows Server 2008
R2 computer is configured as a print server. This server supports several dif-
ferent types of printers, including color ink-jet and laser models. After updat-
ing the driver for the color ink-jet printers, users report that their print jobs
printed at either the color ink-jet or laser printers contain unintelligible char-
acters. Checking the website for the color ink-jet printer manufacturer, you
notice that they have withdrawn the latest driver and will be issuing one within
a few days. What action should you take to enable users to print from the laser
printer with the least amount of delay?

a. Install new printers for the laser print device at another server running
Windows Server 2008 R2.

b. Open Device Manager on the print server and access the Driver tab
of the laser printer’s Properties dialog box. Then, click the Roll Back
Driver button.

c. From the Print Management snap-in at the print server, right-click the
driver and choose Set Driver Isolation > None.

d. From the Print Management snap-in at the print server, right-click the
driver and choose Set Driver Isolation > Isolated.

535
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11. You are responsible for several printers installed on a Windows Server 2008
R2 print server on your network, which is configured as a workgroup. You
want to allow a secretary named Evelyn to have the ability to view and manage
print queues, but do not want her to have any other administrative capabilities
on the network. What should you do?

a. Access the Security tab of the Print Server Properties dialog box and
add Evelyn to list of user or group names. Then, select the View Server,
Print, Manage Documents, and Manage Printer permissions under
the Allow column.

b. Access the Security tab of the Print Server Properties dialog box and
add Evelyn to list of user or group names. Then, select the View Server
and Manage Server permissions under the Allow column.

c. Open the Computer Management snap-in and select the Groups sub-
node under the Local Users and Groups node. Then, add Evelyn’s user
account to the Print Operators group.

d. Open the Computer Management snap-in and select the Groups sub-
node under the Local Users and Groups node. Then, add Evelyn’s user
account to the Power Users group.

12. You are responsible for the printers installed on your Windows Server 2008
R2 print server named Server3. This server is a member server in your com-
pany’s AD DS domain. A user attempting to print to a printer named Printer2
discovers that he is unable to print. Checking with several other users, you dis-
cover that nobody has been able to print since yesterday afternoon. Attempt-
ing to print from your Windows 7 desktop computer, you discover that you
are unable to print and receive the following message: Printer2 on Server3
is unable to connect. But, you are able to ping Server3 from your desktop
computer. What should you do to re-enable printing?

a. From the Sharing tab of the Printer2 Properties dialog box, select the
option labeled Render print jobs on client computers.

b. Restart the Print Spooler service on Servers3.

c. In the details pane of the Print Management snap-in on Server3, right-
click Printer2 and choose List in Directory.

d. Install a new printer on Server3, and configure this printer to print to
the same print device. Then, instruct the users to resubmit their print
jobs to this printer.
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Foundation Topics

Printing Terminology in Windows Server 2008 R2

We are all used to thinking of a printer as the machine that spews out printed pages.
But, Microsoft has its own terminology (which it has used ever since the days of
Windows N'T and 9x), which you need to be aware of. Table 13-2 describes the of-
ficial Microsoft definitions.

Table 13-2 Printing Terminology Used by Windows Computers

Description Topic

Term

Printer ~ The software (logical) interface between the operating system and the print device.
In other words, a printer is part of the software and a print device is hardware.
What this means is that a printer is the way that Windows sees where it is sending
print jobs. This is true for all Windows versions, client or server.

Print The physical (hardware) device that produces the printed output. This device can be

device connected directly to your computer using a parallel (LPT) port, a USB connection,
or a wireless connection (such as infrared [IR]); or it can be attached to the network
by means of its own network interface card (NIC).

Print The computer that controls the entire printing process on a Windows network. The

server print server handles printing requests from all its clients. It can be running either
a server operating system such as Windows Server 2003 or 2008, or a client such
as Windows XP, Vista, or 7; however, print servers on client operating systems are
limited to 10 concurrent connections.

Print The program that converts graphics commands into instructions a given type of

driver print device can understand.

Printer  The software interface (such as LPT1) between the computer and the print device.

ports

Print A waiting area where print jobs are stored and sequenced as they await the print

queue device. Jobs are sequenced according to the order in which they are received as well
as priority settings that are discussed later in this chapter.

Print The act of writing the contents of a print job to disk before sending it on to the

spooling  print device. This can improve performance by eliminating the print device as

a bottleneck that ties up the operating system or an application until the entire
print job is output by the print device. In Windows 7 and Windows Server 2008,
the default folder for spooling is located at $systemroot%\system32\spool\
printers. You can change this location by altering the print server properties
(Advanced tab) or the appropriate key in the Registry.
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TIP Remember that Microsoft considers a “printer” to be the software interface
between the print server and the physical print device, and a “print device” to be the
actual hardware device that produces the printed output. This convention is used on
Microsoft exams.

Printing Process

When a user selects File > Print from an application, a series of steps must be com-
pleted for the printed document to appear. These steps have remained much the
same over all recent versions of Windows:

1.

When the user selects File > Print, a new print job is created, which includes
all the data, and eventually, the printer commands that the system requires to
output a document.

The client computer queries the print server for a version of the print driver
for the default or a selected printer. If necessary, the most recent version of the
driver is downloaded to the client computer.

The graphics device interface (GDI) and the printer driver may convert the
print job into a rendered Windows enhanced metafile (EMF). (The GDI is
the component that provides network applications with a system for present-
ing graphical information.) The GDI actually does double duty by producing
WYSIWYG (what you see is what you get) screen output and printed output.

It is possible for Windows to convert the application’s output (the print job)
into either a metafile or a RAW format. (The RAW format is ready to print
and requires no further rendering.) The driver then returns the converted
print job to the GDI, which delivers it to the spooler.

The client side of the spooler (Winspool.drv) makes a remote procedure
call (RPC) to the server side of the spooler (spoolsv.d11). If a network-
connected server is managing the print device, the spooler hands off the
print job to the spooler on the print server. Then, that spooler copies the
print job to a temporary storage area on that computer’s hard disk. This
step does not take place for locally managed print jobs. In that case, the job
is spooled to disk locally.

The print server receives the job and passes it to the print router, spoolss.
d11. (You should not confuse a router in this context with the device that
directs network packets from one subnetwork to another.)
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7. The router checks the kind of data it has received and passes it on to the ap-
propriate print processor component of the local print provider, or the remote
print server if the job is destined for a network printer.

8. The local print provider may request that the print processor perform addi-
tional conversions as needed on the file, typically from EMF to RAW. (Print
devices can only handle RAW information.) The print processor then returns
the print job to the local print provider.

9. If a separator page is being used, the separator page processor on the local
print provider adds a separator page to the print job and then passes the print
job on to the appropriate print monitor. All recent versions of Windows sup-
port three types of print monitors: language, local port, and remote.

® A language monitor provides the communications language used by the
client and printer. In the case of bidirectional printers, this monitor al-
lows you to monitor printer status and send notifications, such as paper
tray empty.

® The local port monitor (Localspl.dll) controls parallel, serial, and
USB I/0 ports where a printer may be attached, and sends print jobs to
local devices on any of these ports.

® The remote port monitor enables printing to remote printers. An exam-
ple is the LPR port monitor, which can be used as an alternative to the
standard port monitor for UNIX print servers.

10. The print monitor communicates directly with the print device and sends the
ready-to-print print job to the print device.

11. The print device receives the data in the form it requires and translates it to a
bitmap, producing printed output.

Although it may seem complicated, this sequence is designed to make printing more
efficient and faster in a networked environment. In particular, the burden of spool-
ing is distributed between client and server computers.

Installing, Sharing, and Publishing Printers

By itself, Windows Server 2008 R2 is a very capable print server that provides a
large range of capabilities for working with printers and documents, much like the
capabilities that were included with previous Windows Server versions. The origi-
nal version of Windows Server 2008 added the Print Services server role, which
provided enhanced capabilities for sharing printers on the network and centralizing
printer and print management tasks into its own Microsoft Management Console
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Key

(MMC) snap-in. In Windows Server 2008 R2 this role is replaced by the Print and
Document Services role, which adds scanning management to the list of capabilities.

NOTE For additional introductory information on the Print and Document Services
server role, refer to “Print and Document Services” at http://technet.microsoft.com/
en-us/library/cc731636(WS.10).aspx.

Installing the Print and Document Services Role

Use the following procedure to install the Print and Document Services server role
on a Windows Server 2008 R2 computer:

1. Open Server Manager and expand the Roles node.
2. Click Add Roles to start the Add Roles Wizard.

3. From the Select Server Roles page, select Print and Document Services (as
shown in Figure 13-1) and click Next.

Add Roles Wirard i x|

ﬁ,\ Select Server Roles

Select one or more rofes to install on this server,

_ Rokes: Description:
rint and Docyment Servicey enables
- kmhufvrﬂ:hﬁmkhvﬁu g you to centralize print server and
T e = i ” network printer management tasks.
Confrmation [ Active Drectory Federation Services With this role, you can als receive
(] Active Drectory Lightweight Directory Services scanned dosmmts;:;\‘:mt
Progress [ Active Drector s Management Ser scanners and route ments to
| Wl,‘:g,::w o 2 shared petwark resouree, Windows
Rendls = SharePoint Sarvices site, or e-mall
L OHC Server addresse.
[ Fax Server
[ vypery
%
[ Remote Deckion Services
(| Web Server (15}
[ Windows Deplayment Senvices
[ Windows Server Update Services

More about server roles

< Previous “ Hext > I ot | canew |

Figure 13-1 Selecting the Print and Document Services role.

4. The Introduction to Print and Document Services page provides links to
information on this service. To learn more, click the links provided. When
you’re ready to proceed, click Next.


http://technet.microsoft.com/en-us/library/cc731636(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc731636(WS.10).aspx
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5. The Select Role Services page shown in Figure 13-2 enables you to select ad-
ditional role services. The Print Server role is included by default. Make any
desired selections and click Next.

X
ﬁq Select Role Services
5§
efore You Beon Select the role services to nstal for Print and Document Services:
Server Roles Bole services: Description:
Prnt Server indludes the Print
[Print and Decument Sarvices Ii_, 9:;::\-‘: Management snap-in, which is used
BT | o for managig mulipe pners o rnt
[ tnterret Prinkng Servers and migrating printers te and
] Destributed Scan Server fram other Windows print servers.
Progress

More about role pervices

< Previous “ hext > I Instak I Cancel 1

Figure 13-2 You can select optional role services from the Select Role Services page.

6. On the Confirm Installation Selections page, click Install.

7. The Installation Progress page tracks the progress of installing the Print and
Document services server role. When informed that the installation is com-
plete, click Close.

When finished, the Print Management snap-in is accessible from the Administrative
Tools folder. This snap-in enables you to perform a large range of printer manage-
ment tasks on printers installed on computers running any version of Windows from
Windows 2000 or later. This chapter covers a large range of tasks you can perform
from this snap-in.

Installing Printers

You can install a printer on your Windows Server 2008 R2 computer from Control
Panel even without installing the Print and Document Services server role. If you
installed this role, you can also install a printer from the Print Management snap-in.
"This section looks at both methods of installing a printer.

541
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Using Control Panel to Install a Printer
Use the following procedure to install a printer from Control Panel:

Key 1. Click Start > Control Panel > Hardware.
Topic

2. Under Devices and Printers, select Add a printer. The Add Printer Wizard
starts and provides two options, as shown in Figure 13-3.

x|
Omwmw

‘What type of printer do you want to install?

 Add a jocal printer
m%ﬁ_‘nﬁa‘i’ll‘wh\buﬂ S8 printer. (Windows automatically installs LIS printers when you

< Add a network, wireless or Bluctooth printer
Make sure that your computer s connected ko the network, or that your Bluelooth or wirdess printer i
‘turned on.

s ]

Figure 13-3 Windows Server 2008 enables you to choose between installing a local or net-
work printer.

3. Select the appropriate option and click Next.

4. If you select the Add a network, wireless, or Bluetooth printer option,
Windows searches for network printers. Select the desired printer and click
Next. If you select the Add a local printer option, the Add Printer page asks
you to choose a printer port. Select the port to which the printer is attached
and click Next.

5. You receive the Install the printer driver page. Select the make and model of
the print device for which you’re installing the printer (as shown in Figure
13-4) and click Next. To install a driver from an installation CD, click Have
Disk and follow the instructions provided.
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x
5 = addprinter

Install the printer driver

Choose your printer from the list. Click Windows Update to see more models.
To install the deiver fram an installation CD, elick Have Disk.

Manufacturer [il Printers [«

Hrother 3l Epzan Stylus Phota 790 (M)

Canon

Epson (sl Epson Stylus Photo 890 (M)

Fuj Xerox (5l Epson Stylus Pheto 835 (M) =

Genesic =1/} 2l koson Stidus Phota 515 1 |
L This driveris digitaly signed. Windows Update | Maveoisk, |

Tel vy driver signing is i
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Figure 13-4 Selecting the make and model for which you’re installing a printer.

6. The Type a Printer Name page provides a default name for the printer. Ac-
cept this or type a different name, and then click Next.

7. The Printer Sharing page shown in Figure 13-5 enables you to share the
printer. Accept the share name or type a different name if necessary. Option-
ally, type location and comment information in the text boxes provided. (This

information helps users when selecting a network printer.) When finished,
click Next.

x
() 0 Addprinter

Printer Sharing

1 yau want to share this printer, you must provide a share name. You can use the suggested name or
type a new one. The share name will be visible to other network urers,

Do net share this printer

1% Share this printer so that others on your network can find and use it
Share name: | Epson Stylus Photo B25 (M] {copy 1)

Location: |

Comment |

(B o]

Figure 13-5 You are provided with options for sharing your printer.

8. You are informed that you successfully installed your printer. Click Print a

test page to print a test page if desired to confirm printer installation. When
done, click Finish.
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NOTE If you are searching for a network printer at Step 4 of this procedure and the
wizard is unable to locate the desired printer, click the link labeled The printer that
I want isn’t listed. The wizard displays a page that enables you to locate the printer

in the directory, browse the network for a shared printer, or locate a printer based on
IP address or hostname.

Using the Print Management Console to Install a Printer

After you install the Print and Document Management server role as described ear-
lier in this chapter, you can install a printer directly from this console. Use the fol-
lowing procedure:

1. Click Start > Administrative Tools > Print Management to open the Print
Topic

Management console.
2. Expand the Print Server node to locate your print server.

3. Right-click your print server and choose Add Printer. The Network Printer
Installation Wizard starts and displays options, as shown in Figure 13-6.

g N hweorke Printer Installation Wirard x|

Prck: an instalaton method

1 Search the netwerk for printers

1% Add a TCP/IP or Web Services Printer by IP address or hostname

T Add a new printer using an eisting port:  [LPTL (Printer o) =
" Create 2 new port and add & new printer: Iic:ai?ol'. ;I
[ hees | camed |

Figure 13-6 The Network Printer Installation Wizard facilitates installation of printers on the
network.

4. Select the appropriate option and click Next.

5. Ifyou select the Add a TCP/IP or Web Services Printer by IP address or
hostname option, specify the host name or IP address as well as the port name
on the Printer Address page, and then click Next. If you select the Search the
network for printers option, the Network Printer Search page appears and
displays the printers it finds. Select the desired printer and click Next.
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6. On the Printer Driver page, select the make and model of the print device for
which you’re installing the printer, and then click Next.

7. The Type a printer name page provides a default name for the printer. Accept
this or type a different name, and then click Next.

8. The Printer Sharing page provides options similar to those previously shown
in Figure 13-5 that are provided when installing from Control Panel. Specify
the required options and click Next.

9. If you receive a page asking for printer-specific configuration options, select
the required options and then click Next. Options provided depend on the
make and model of the print device associated with the printer you’re install-

ing.

10. You are informed that you successfully installed your printer. Click Finish.

When you finish installing the printer (whether from the Print Management snap-
in or from Control Panel), the printer is displayed in the details pane of the Print
Management snap-in when you select the Printers subnode under the node for
your print server. From here, you can configure a series of management properties,
as described in the sections to follow.

Sharing Printers

As indicated in the previous section, you can share a printer at the time you install it.
You can configure printer sharing at any time. Use the following procedure:

1. In the console tree of the Print Management snap-in, expand your print server
to reveal the Printers node. All printers configured for your server will appear
in the details pane.

2. Right-click your desired printer and choose Manage Sharing. This opens the
printer’s Properties dialog box to the Sharing tab.

3. Select the Share this printer check box. As shown in Figure 13-7, a default
share name is provided automatically; accept this or type a different share
name, as desired.
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Figure 13-7 You can share your printer from the Sharing tab of the printer’s Properties dialog
box.

4. If users connecting to this printer are running different versions of Windows
(including 32-bit as opposed to 64-bit Windows versions), click Additional
Drivers to install drivers required by these users. From the Additional Drivers
dialog box that appears, select the required drivers and click OK.

5. If client computers have the processing power for handling the print rendering
process, select the check box labeled Render print jobs on client computers.
"T'o have the print server handle this processing load, clear this check box.

6. Click OK.

If you haven’t installed the Print and Document Services server role, you can
perform the same task from the Devices and Printers applet in Control Panel.
Right-click your printer and choose Printer Properties. This brings up the same
Properties dialog box; select the Sharing tab, as shown previously in Figure 13-7,
and follow the same procedure as outlined here.

Publishing Printers in Active Directory

If your print server is part of an Active Directory Domain Services (AD DS) do-
main, you can publish the printer to facilitate the task of users locating printers
installed on the server. In the Print Management snap-in, right-click your printer
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and choose List in Directory, as shown in Figure 13-8. You can also publish your
printer when configuring sharing (or from Control Panel if you have not installed
the Print and Document Services server role), by selecting the List in the Direc-
tory check box, which was previously shown in Figure 13-7.

Printer Hame IEIIM I.\'Hh... Sesver Hame imm Actions.

W0 Micsosolt KPS Document Writer — Ready [ Serverd (kcal)  Hiarosoft 105 LR
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& o, Drvers
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Pubiinh the uelected printers in the deectory. I

Figure 13-8 Publishing a printer in Active Directory.

If you want to remove your printer from AD DS, right-click it and choose Remove
from Directory or clear the List in the Directory check box.

You can also use the pubprn. vbs script to publish a printer in AD DS from the
command line. The syntax is as follows:

Cscript Pubprn.vbs {<ServerName> | <UNCPrinterPaths>}
"LDAP://CN=<Containers>,DC=<Container>"

In this command, <Servername> specifies the name of the server hosting the
printer to be published. If omitted, the local server is assumed. <UNCPrinterPath>
represents the UNC path to the shared printer being published. "Loar: //
CN=<Container>,DC=<Container>" specifies the path to the AD DS container
where the printer is to be published.

For example, to publish a printer named #rraserd located at Server] to the Printers
container in the que.com domain, use the following command at Serverl:

Cscript Pubprn.vbs \\Serverl\HPLaserJd LDAP://
CN=Printers,DC=Que, DC=com"

547
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Using Group Policy to Deploy Printer Connections

Group Policy enables you to deploy printers in an AD DS domain environment,

automatically making printer connections available to users and computers in the
domain or organizational unit (OU). Use the following procedure to add printer

connections to a Group Policy object (GPO):

1. In the details pane of the Print Management snap-in, right-click the desired
printer and choose Deploy with Group Policy. (This option is visible in Fig-
ure 13-8, which was previously shown.)

2. The Deploy with Group Policy dialog box shown in Figure 13-9 opens. Click
Browse and locate an appropriate GPO. If necessary, you can also create a
new GPO for storing the printer connections.

D play with Group Policy x|
Key_ Privies Hame:
Topic Q===

Group Policy Object
GPO name:

| Defauit Domain Pobcy prowse. .
|

Degloy this printer connection b the folowing:
7 The users that this GPO apples ko (per user)
¥ The comguters that thes GO sopkes to (per maching)

[ee0 ] ComectionType I Remove

Figure 13-9 Using Group Policy to deploy printer connections.

3. Select either or both of the following options for deploying printer connec-
tions to users or computers, as required:

m Select The users that this GPO applies to (per user) to deploy to
groups of users, enabling these users to access the printer from any com-
puter to which they log on.

m Select The computers that this GPO applies to (per machine) to
deploy to groups of computers, enabling all users of the computers to ac-
cess your printer.

4. Click Add.

5. Repeat Steps 2 to 4 to deploy the printer connection settings to another GPO,
if required.

6. Click OK.
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Managing and Troubleshooting Printers

Several factors must be considered in administering printers. Like any other shared
resource, they can be assigned permissions and their use can be audited. Also, special
printing configurations, such as printer pools, can be set up. Multiple printers can
be configured for one print device to handle different types of jobs. Furthermore,
lots of things can go wrong with print jobs. Complaints from users that they cannot
print or are denied access can make up a significant portion of a network administra-
tor or support specialist’s job.

NOTE For detailed information on printer management including sample proce-
dures, refer to “Print Management Step-by-Step Guide” at http://technet.microsoft.
com/en-us/library/cc753109(WS.10).aspx.

Using the Printer Properties Dialog box

Each printer has a Properties dialog box associated with it that enables you to per-
form a large quantity of management tasks. You already saw how to share a printer
or publish it in AD DS. This section discusses several additional tasks that you can
perform from this dialog box. Right-click the printer in the details pane of the Print
Management snap-in and choose Properties, or right-click the printer in the Con-
trol Panel Devices and Printers applet and choose Printer Properties to bring up
this dialog box. In addition to the tabs discussed here, some printers show additional
tabs; for example, color printers possess a Color Management tab that enables you
to adjust color profile settings. Some printers possess a Version Information tab,
which merely displays version information and contains no configurable settings.

General Tab

Use the General tab to rename the printer or modify the Location and Comment
fields you supplied when installing the printer. You can also print a test page or
modify printer preferences from this tab; click Preferences to open a dialog box
that enables you to adjust settings, such as print quality, paper source, type, and size,
maintenance factors such as print head cleaning, and so on. Appearance of, and op-
tions included in, this dialog box vary according to print device make and model.

Ports Tab and Printer Pooling

As shown in Figure 13-10, the Ports tab enables you to select various available ports
to which a document will be printed. Documents will print to the first available
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selected port. Click Add Port to bring up a dialog box that displays available port
types and enables you to add new ports. From here, you can add a new TCP/IP port
for accessing a network printer; a wizard is provided to guide you through the re-
quired steps. Options for configuring port options and deleting unneeded ports are
also available.

1o Epson Stylus Photo 825 (M) Properties |
Calor Management, | Securty | Version Information
Genedl | Sheing Porte | Advonced

,:f" Epson Stylus Photo 825 (M)

Print to the following port(s). Documents will print to the first free
checked port.

Poil I Dn:lieliun I Printer [ﬂ
[ LPT3:  Printer Port
[ COML:  Serial Port
O com2:  Serial Port
O com3:  Senal Port
O coms:  Serial Part
O FLE: Print to File

irtual printer port for...  Epso P 5 (M _I
-

Delete Port Configure Port... |

¥ Enable bidirectional support
I Enable printer pooling

Figure 13-10 The Ports tab of the printer’s Properties dialog box enables you to configure
printer ports and printer pooling.

The Ports tab also enables you to configure printer pooling. A printer pool is a

group of print devices that are connected to a single printer through multiple ports
on the print server. These print devices should be the same make and model so that
they use the same printer driver. This method is useful because it allows pooling

of similar print devices. In high volume print situations, if one print device is busy,
print jobs directed to a printer can be spooled to another available print device that
is part of the printer pool and printing jobs are completed more quickly. To config-
ure printer pooling, specify a different port for each print device in the printer pool.
Then, select the check box labeled Enable printer pooling and click OK.

To client computers, the printer pool appears as though it were a single printer.
When users submit print jobs to the printer pool, the jobs are printed on any avail-
able print device. You should position the physical print devices in close proximity
to each other so that the user does not have to search for print jobs. Enabling sepa-
rator pages is a best practice that you should follow so that the users can locate their
print jobs rapidly and conveniently.
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This tab also enables you to redirect a printer should a problem occur with its print
device and you need to take it offline for maintenance. Redirecting a printer on the
print server redirects all documents sent to that printer. However, you cannot redi-
rect individual documents. To do so, click Add Port, and on the Printer Ports dia-
log box, select Local Port, and then click New Port. In the Port Name dialog box
that appears, enter the UNC or URL path to the other printer, and then click OK.

TIP  Configuration changes to the available ports on any print server affect all print-
ers set up on that server. Also note that it is a good idea to locate all the print devices
that make up a printer pool in the same general area of your operation. People won’t
need to roam the halls of your organization in search of printed out jobs.

Advanced Tab

The Advanced tab enables you to control the availability of the printer and configure
drivers and spool settings. Available settings on this tab are shown in Figure 13-11

and described in Table 13-3.

i Epson Stylus Photo 825 (M) Properties
Calor Management, | Securty | Version information
General | Sharing | Pods Advanced
& Always
 Availabletom  [L200 Al = 7 [zoam -

Priority: m

Driver: |Epson Stylus Photo 825 (M) x| New Dver.. |

(% Spool print documents so program finishes printing faster
" Start printing after last page is spooled
* Start printing immediately

" Print directly to the printer

™ Hold mismatched documents

[¥ Pnint spocled documents first

I Keep printed documents

[¥ Enable advanced printing features

Printing Defaults... | Print Processor... | Separator Page... |
[ ok | concd | sy |

Figure 13-11 The Advanced tab of the printer’s Properties dialog box enables you to control

availability, priority, and spooler settings.
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Table 13-3 Configurable Advanced Printer Properties

Setting

Description

Always available
and available from

Enables you to specify the hours of the day when the printer is available.
For example, you can configure a printer that accepts large jobs to print
only between 6 p.m. and 8 a.m. so that shorter jobs can be printed rapidly.
Jobs submitted outside the available hours are kept in the print queue
until the available time.

Priority

Enables you to assign a numerical priority to the printer. This priority
ranges from 1 to 99, with higher numbers receiving higher priority. The
default priority is 1. For example, you can assign a printer for managers
with a priority of 99 so that their print jobs are completed before those of

other employees.

Spool print
documents so
program finishes

printing faster

Enables spooling of print documents. Select from the following:

m  Start printing after last page is spooled: Prevents documents from
printing until completely spooled. Prevents delays when the print de-

vice prints pages faster than the rate at which they are provided.

m  Start printing immediately: The default option causes documents to
be printed as rapidly as possible.

Print directly to
the printer

Sends documents to the print device without first writing them to the

print server’s hard disk drive. Recommended only for non-shared printers.

Hold mismatched
documents

The spooler holds documents that do not match the available form until

this form is loaded. Other documents that match the form can print.

Print spooled
documents first

Documents are printed in the order that they finish spooling, rather than
in the order that they start spooling. Use this option if you selected the
Start printing immediately option.

Keep printed

documents

Retains printed jobs in the print spooler. Enables a user to resubmit a
document from the print queue rather than from an application.

Enable advanced
printing features

Turns on metafile spooling and presents additional options like page
order and pages per sheet. This is selected by default and should be
turned off only if printer compatibility problems arise.

Printing Defaults
command button

Selects the default orientation and order of pages being printed. Users
can modify this from most applications if desired. Additional print device-

specific settings may be present.

Print Processor

command button

Specifies the available print processor, which processes a document into
the appropriate print job. Available print processors are described in
“Print Processor” at http://technet.microsoft.com/en-us/library/cc976744.
aspx.
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Setting Description

Separator Page Enables you to specify a separator page file, which is printed at the start of

command button  a print job to identify the print job and the user who submitted it. This is
useful for identifying printed output when many users access a single print
device.

TIP  Unreadable output indicates incorrect printer drivers. If the printer produces a
series of unintelligible characters rather than the expected output, the problem lies in
the printer driver. Check with the manufacturer of the print device and ensure that
you have installed the correct printer drivers.

TIP  You can configure different printers associated with the same print device so
that managers’ print jobs are printed before those of other users or so that long print
jobs wait until after hours to prevent tying up a print device for an extended period of
time. To do this, simply assign a priority of 99 to the managers’ printer and 1 to the
printer used by all other users. Also, assign permissions so that only the managers can
print to their printer.

Security Tab and Printer Permissions

Just as you can assign permissions to files and folders as you learned in Chapter 9,
you can assign permissions to printers. Printers have access control lists (ACL) that
you can modify in the same manner. Use the following steps to configure a printer’s
permissions from the Security tab of its Properties dialog box:

1. Select the Security tab of the printer’s Properties dialog box, as shown in
Figure 13-12.
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Figure 13-12 The Security tab of the printer’s Properties dialog box enables you to configure
printer permissions.

2. Ifyou need to add users or groups to the ACL, click Add to open the Select
Users, Computers, or Groups dialog box.

3. In this dialog box, click Advanced, and then click Find now to locate the re-
quired users or groups. You may also use the fields in the Common Queries
area of the dialog box to narrow the search for the appropriate object.

4. Select one or more users or groups in the list, and then click OK. This returns
you to the Security tab of the printer’s Properties dialog box.

5. Select the permissions you want to allow or deny from the available list. Table
13-4 describes the available permissions.

6. If you need to assign special permissions or check the effective permissions
granted to a specific user, click Advanced. The options available are similar to
those discussed in Chapter 9 for files and folders.

7. When you finish, click OK or Apply to apply your settings.
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Table 13-4 Windows Server 2008 Printer Permissions
Permission Description Topic

Print Enables users to connect to the printer to print documents and control settings
for their own documents only. Users can pause, delete, and restart their own jobs

only.

Manage this Enables users to assign forms to paper trays and set a separator page. Users

g g pap y p pag

printer can also pause, resume, and purge the printer, change printer properties and
permissions, and even delete the printer itself. Also enables users to perform the
tasks associated with the Manage Documents permission.

Manage Enables users to pause, resume, restart, and delete all documents. Users can also
documents  set the notification level for completed print jobs and set priority and scheduling
properties for documents to be printed.

Special Similar to NTFS security permissions discussed in Chapter 9, the three default
permissions printer permissions are made up of granular permissions. Click Advanced
to bring up the Advanced Security Settings dialog box, from which you can
configure these permissions, if required.

NOTE The act of managing print jobs includes the two actions of resuming and
restarting print jobs. Resuming a print job means to restart the job from the point at
which it was paused, for example to add more paper to the printer. Restarting a print
job means to restart it from the beginning, for example when the print job is being
printed on the wrong type of paper. You can perform either of these tasks by right-
clicking the print job in the print queue and selecting the appropriate option.

TIP  Print permissions behave in much the same fashion as file and folder permis-
sions. As with file and folder permissions, printer permissions are cumulative, with
the user receiving the sum of all permissions granted to any groups to which he be-
longs. If you explicitly deny a permission to a user or group by selecting a check box
in the Deny column, this denial overrides any other allowed permissions the user
might have, in exactly the same manner as discussed in Chapter 9 for file and folder
permissions.
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Migrating Print Queues and Printer Settings

The Print Management snap-in enables you to export print queues, printer settings,
printer ports, and language monitors, and then import these settings to another
print server. Doing so enables you to consolidate multiple print servers or replace an
older server.

Use the following procedure to perform a print migration:

1. In the console tree of the Print Management snap-in, expand the Print servers
node, right-click the print server whose queues you want to export, and select
Export printers to a file. The Printer Migration Wizard starts.

2. On the Review the list of items to be exported page, verify the objects listed
that will be exported and click Next.

3. On the Select the file location page, type the path to the required file or click
Browse to locate an appropriate file. The file you specified will be saved with
a .printerExport extension.

4. The Exporting page tracks the progress of the export, and then displays an
Export complete message. This page also informs you of any errors that
might have occurred. You can obtain information on any errors from Event
Viewer by clicking the Open Event Viewer command button provided on
this page. This button opens Event Viewer to a Printer Migration Events
subnode that displays events related to the migration process. For more in-
formation, refer to Chapter 20, “Configuring Event Logs.” When done, click
Finish.

Use the following steps to import the print queue to the new server:

1. In the console tree of the Print Management snap-in, expand the Print servers
node, right-click the print server whose queues you want to import, and select
Import printers from a file. The Printer Migration Wizard starts.

2. On the Select the file location page, type or browse to the location of the
.printerExport file to be imported.

3. On the Review the list of items to be imported page, review the list of objects
that will be imported, and then click Next.

4. On the Select import options page, select the following import options:

® Import mode: Select Keep existing printers to maintain the settings
on any existing printers that are installed on this print server, or select
Overwrite existing printers to restore printer information from the
backup file and overwrite the settings for existing printers on this print
server.
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m List in the directory: Select List printers that previously existed to
maintain the current listing of printers in AD DS; select List all printers
to add newly imported printers to the listing in AD DS; or select Don’t
list any printers to clear the listing of printers in AD DS.

m Select the Convert LPR Ports to Standard Port Monitors check box
to convert Line Printer Remote (LPR) printer ports to the faster Stan-
dard Port Monitor when performing the import operation.

5. Click Next.

6. The Importing page tracks the progress of the import operation and displays
an Import Complete operation when finished. This page also informs you of
any errors that might have occurred. You can obtain information on any errors
from Event Viewer by clicking Open Event Viewer, as previously described
for the export action. When done, click Finish.

NOTE You can also migrate printer queues and settings from the command line
by using the Printbrm.exe command. For more information on exporting and im-
porting print queues and settings, refer to “Migrate Print Servers” at http://technet.
microsoft.com/en-us/library/cc722360.aspx.

Isolating Printer Drivers

Windows Server 2008 R2 introduces the capability to configure printer driver
components to run in a process that is isolated from other processes including the [kl
spooler process. Doing so improves the reliability of the Windows print service by
preventing a faulty printer driver from stopping all print operations on the print

server. In previous Windows Server versions, including the original version of Win-

dows Server 2008, printer drivers ran in the same process as the spooler; if a driver
component were to fail, all print operations from the server would be halted.

Driver isolation is specified by an INF file that installs the printer driver. If this file
indicates that the driver being installed supports driver isolation, the installer auto-
matically configures the driver to run in an isolated process. This is specified by a
DriverIsolation keyword in the INF file. If this variable is set to 2, the driver sup-
ports driver isolation; if it is omitted or set to 0, the driver does not support driver
isolation.

To configure driver isolation, select the Drivers subnode under the print server in
the Print Management snap-in. Right-click the driver and choose Set Driver Isolation
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> Isolated, as shown in Figure 13-13. To disable driver isolation, choose None or

Shared.
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Figure 13-13 Configuring printer driver isolation.

NOTE For more information on printer driver isolation, refer to “Printer
Driver Isolation” at http://msdn.microsoft.com/en-us/library/ff560836(VS.85).
aspx.

TIP Sometimes, you might have a server on which you’ve installed different types
of printers, such as laser, color laser, or color inkjet. Enabling printer driver isolation
enables you to ensure that should a driver problem be encountered with one printer
type, users can continue to use other printers of a different type on the same server.

Configuring Location-Aware Printer Settings

Windows Server 2008 R2 introduces a location-aware default printer settings. Users
with mobile computers running Windows 7 Professional, Enterprise, or Ultimate
can configure a different default printer according to the network to which they are
connected. For example, a user can specify a default printer when in the office, and
a different default printer set for home. The laptop automatically selects the correct
default printer according to the current location of the user.
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Use the following procedure on a Windows 7 computer to configure location-aware
printing:

1. Click Start > Devices and Printers. The Control Panel Devices and Printers
applet opens.

2. Select a printer from those displayed under Printers and Faxes, and then click
the Manage Default Printers option on the menu bar.

3. From the Manage Default Printers dialog box that appears, select the Change
my default printer when I change networks radio button.

4. Select a printer for each network to which you connect, click Add, and then
click OK when finished.

Delegating Print Management

New to Windows Server 2008 R2 and Windows 7 is the ability to delegate print-
management tasks directly to users who are not members of a group with built-in
print-management capabilities, such as the Administrators, Server Operators, or
Print Operators groups. This capability enables you to balance administrative work-
loads across users without the need to grant excessive administrative capabilities; it
also enables you to configure default printer security settings on print servers so that
new printers inherit these settings automatically as you install them.

The Security tab of the print server’s Properties dialog box introduces the following
new permissions, which enable you to delegate print management tasks:

m View Server: Enables users to view the print server, including the printers that
are managed by the server. By default, the Everyone group is granted this per-
mission.

® Manage Server: Enables users to create and delete print queues with already
installed drivers, add or delete ports, and add or delete forms. By default, ad-
ministrators and the Interactive group are granted this permission. A user who
has been granted this permission is referred to as a “delegated print adminis-
trator.”

You need to be a member of the Administrators group or running with administra-
tive privileges to create a delegated print administrator. Use the following proce-
dure:

1. In the console tree of the Print Management snap-in, right-click the print Ke
server and choose Properties.
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2. Select the Security tab to display the default permissions, as shown in Figure
13-14.
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Figure 13-14 The Security tab of the print server’s Properties dialog box enables you to del-
egate administrative control of printers attached to the server.

3. Click Add to add the user or group to which you want to delegate users, type
the required user or group name, and then click OK. The user or group is

added to the list in the Security tab.

4. Select this user or group and then select the check box under the Allow col-
umn for Manage Server. (This also selects the View Server permission.)

5. Also, select the Print, Manage Documents, and Manage Printers permis-
sions in the Allow column.

6. To delegate just the ability to add printers, follow Step 3 to add the user or
group, and then select the Manage Server and Print permissions only. (This
also selects the View Server permission.)

7. To delegate just the ability to manage existing print queues, follow Step 3,
and then select the View Server, Print, Manage Documents, and Manage
Printer permissions.

8. When finished, click OK to apply the permissions and close the Security tab
of the Print Server Properties dialog box.
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NOTE For more information on delegating administrative control of printers,
refer to “Assigning Delegated Print Administrator and Printer Permission
Settings in Windows Server 2008 R2” at http://technet.microsoft.com/en-us/
library/ee524015(WS.10).aspx. Included in this reference are tables that describe
the tasks that users granted the various permissions in the print server’s Security
tab are entitled to perform.

Troubleshooting Printer Problems

Lots of things can go wrong in a print job’s journey from an application to a print
device, with stops in between at the operating system and its print drivers. By hav-
ing reviewed the printing process described at the beginning of this chapter, you can
often locate the source of printing problems.

Some Common Problems

When a user complains that he cannot print, the first thing to do is check the physi-
cal aspects of the print device, such as the cable, power, and paper. If you need to
check more advanced print device-related problems, refer to CompTIA A+ Cert

Guide, 220-701 and 220-702 (by Mark Edward Soper, Scott Mueller, and David L.
Prowse) for more suggestions.

Access Denied errors usually indicate that printer permissions are not configured
correctly or that they are not configured to the user’s liking.

If the printed document comes out garbled, someone has installed an incorrect
print driver. You should ensure that the correct driver for the problematic client is
installed. (Click Additional Drivers on the Sharing tab of the printer’s Properties
dialog box to add a driver.) Occasionally, this problem can result from a resource
conflict with the parallel port or a damaged printer cable. Check the printer cable
for damage; also check for conflicts using Device Manager.

Occasionally, print jobs get stuck in the spooler. You might notice that no print jobs
are coming out and the hard drive on the print server appears to be thrashing. If this
should happen, you need to stop and restart the spooler service. Use the following
procedure:

1. In the console tree of Server Manager, expand the Configuration node and
select Services. This displays the list of services in the details pane.

2. Right-click Print Spooler and choose Stop.
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3. Right-click it again and choose Start. This clears the jammed print job from
the queue and allows other print jobs to print.

You can modify spool settings on a per-printer basis, making the printing process
more efficient. The Advanced tab of the printer’s Properties dialog box contains
several settings previously shown in Figure 13-11 and described in Table 13-3 that
you can modify to optimize the spool process if necessary.

Printer Port Problems

Improperly configured printer ports can cause printing failures. Errors can occur if
a user configures a computer to print directly to the printer or to use bidirectional
printing when the print device does not support these functions.

TCP/IP printing, like the protocol itself, is subject to connectivity problems that re-
quire a good grounding in the TCP/IP protocol, as provided in Chapter 1, “Config-
uring IPv4 and IPv6 Addressing.” If TCP/IP port problems occur, try configuring
the standard TCP/IP port monitor for your printer. You may need to reconfigure
the standard port monitor port from the printer’s Properties dialog box. On the
Ports tab of this dialog box (previously shown in Figure 13-10), click Configure
Port. You may need to check with the manufacturer of the print device to see if it
supports Simple Network Management Protocol (SNMP). Printers use SNMP to
return print status. On print devices that support SNMP, printer status is returned
to the user, including errors that occur during printing. If a print device does not
support SNMP, you will either receive a generic printing error message or no error
message when a printing error occurs.

You may need to add an additional TCP/IP port using the procedure described ear-
lier in this chapter. You may also need to verify the port name and the printer name
or IP address in the Ports tab of the printer’s Properties dialog box. To do so, click
Configure Port, and make the required modifications in the Configure Standard
TCP/IP Port Monitor dialog box that appears. Then, click OK and click Close to
close the printer’s Properties dialog box.

Enabling Notifications

The Print Management snap-in enables you to set up filters that can respond to
printers encountering problem conditions such as paper jams or running out of pa-
per. Such a filter can perform an action such as sending an e-mail to an administra-
tor, running a script, or so on.

Use the following procedure to set up a filter for notification purposes:
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1. In the console tree of the Print Management snap-in, right-click Custom Filters
and choose Add New Printer Filter. This starts the New Printer Filter Wizard.

2. On the Printer Filter Name and Description page, type a name and optional
description, and then click Next.

3. On the Define a filter page shown in Figure 13-15, specify values for the filter
criteria, as follows:

m Field: Specify a characteristic for the print server, queue, or status. By
specifying Queue Status, you can evaluate a printer’s current status.

m Condition: Specify a Boolean characteristic, such as “is exactly,” “begins
with,” “contains,” or several others. Available conditions depend on the
Field value.

m Value: The value to be matched for the criteria to be met.

Hew Printer lilter Wizard

Define a filter
Speafy the aiterta for the fiter, The following criteria will be added together, and only items matching all of
the enteria wil show up in the Custom Fiter folder n the Print Management tree.

[~ Fiter Criteria

To define the fiter, spedfy the field, condition, and value in the first row. 1T you want Lo fur ther narmow the
results of your filter, add adduonal rows.

Field Condition Valke

|Queue status =] sesncty #|  |outofraper =
JLocation =] [sexncty | [eeven

[1vore =] 7] ]

[Fare =] ] = (|

e 3 =

e 3 i

Clear Al |
et | mors | cas | meb |

Figure 13-15 Defining a filter that alerts you to an out of paper condition on any printer at-
tached to a server named Server.

4. When finished specifying the appropriate criteria, click Next to display the Set
Notifications (Optional) page.

5. On this page, select Send e-mail notification and type one or more e-mail
addresses of individuals to be notified in the format accountedomain. Also
type the e-mail address of the sender, the name or IP address of the SMTP
server that will relay the message, and message text to be included in the e-
mail. If you want to run a script, select Run script and type the path to the
required script or click Browse to locate the script. Use the Additional argu-
ments field to include any required script parameters.

6. When done, click Finish.
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Exam Preparation Tasks

Review All the Key Topics

Key Review the most important topics in this chapter, noted with the key topics icon in
the outer margin of the page. Table 13-5 lists a reference of these key topics and the
page numbers on which each is found.

Table 13-5 Key Topics for Chapter 13

Key Topic  Description Page
Element Number

Table 13-2  Describes important terms that you might otherwise confuse with 537
regard to printing.

List Shows you how to install the Print and Document Services server 540
role.

List Shows you how to install a printer from Control Panel. 542

List Shows you how to install a printer from the Print Management 544
snap-in.

Figure 13-7  Sharing a printer. 546

Figure 13-9  Deploying a printer connection using Group Policy. 548

Table 13-3  Describes configurable advanced printer properties. 552

Table 13-4 Describes printer permissions. 555

Paragraph Describes printer driver isolation. 557

List Shows you how to delegate print management tasks. 559
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Complete the Tables and Lists from Memory

Print a copy of Appendix B, “Memory Tables,” (found on the CD), or at least the
section for this chapter, and complete the tables and lists from memory. Appendix C,
“Memory Tables Answer Key,” also on the CD, includes the completed tables and
lists to check your work.

Definition of Key Terms

Define the following key terms from this chapter, and check your answers in the
Glossary.

local printer, location-aware printing, network printer, print device, print
driver, print driver isolation, print pooling, print queue, print server, print
spooler, printer, printer pool, printer priority



Numerics

6to4 addresses, 64-65

128-bit addressing. See IPv6
addressing

802.1X, 622, 676-678
802.3 standard, 623, 630-632

A

access policies
configuring
for 802.3 netrworks, 630-632
for wireless networks, 623-628

access-based enumeration, enabling
for DFS namespaces, 443-444

accounting, configuring RADIUS,
644-647

activating Pearson I'T Certification
Practice Test engine, 9

active study strategies, 7

AD (Active Directory)
DHCP servers, authorizing, 116-117
DNS replication, 274-277

application directory partition,
274-275

replication scope, 275-277
printer connections, deploying, 548
printers, publishing, 546-547

Index

adding

connections to replication groups,
450-451

folders to DFS namespaces, 440-441

members to replication groups, 451

servers to DFS namespaces, 441-443
address classes

IPv4, 41

IPv4 addresses, 41

IPv6 addressing, 58
AD-integrated zones, 250
administrative event logs, 804

advanced NTFS permissions,
applying, 373-375

Advanced tab, configuring DNS
server properties, 228-231

Advanced tab (Printer Properties
dialog box), 551-552

AES (Advanced Encryption
Standard), 193

alias resource records, creating, 302
analytic event logs, 804
anycast IPv6 addresses, 57

Application and Services Logs node
(Event Viewer), 804-805

application directory partition,
274-275

application layer, 34

application layer (TCP/IP model),
36, 40-41
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applying NTFS permissions,
371-373
approving updates (WSUS), 742-744

ARP (Address Resolution Protocol),
39,70

ARPANET, 33

ATMA resource records, 305
auditing DNS replication, 283-287
authentication

Connection Security Rules subnode
(Windows Firewall with Advanced
Security), configuring, 848-849

DirectAccess, configuring, 708
EAP, 621-622

remote access authentication protocols,

574-575
VPNs, 591-592

for wireless networking, planning,
621-622

authorizing DHCP servers in AD,
116-117

autoconfiguration flags (DHCP) v6, 94

B

backing up data
bare metal backups, performing, 472
EFS keys, 389-391
file servers, 467-472
to removable media, 472
with VSS, 477-482
with wbadmin command, 474-475

Windows Server Backup, backup
permissions, 466

backup catalog, restoring, 475-476
backups
managing remotely, 476-477
scheduling, 472-474

bare metal backups, performing, 472

bare metal recoveries, performing,
488-491

benefits
of DirectAccess, 698
of IPv6 addressing, 55-56

best practices
for EFS management, 385-386
for file sharing, 383-384
for quotas, 522-523

BitLocker, 395-408
data recovery agents, 405-408
enabling, 397-402
fixed data drive policies, 404-405
group policies, configuring, 403
managing, 402
operating system drives, 403
preparing computer for, 397
TPM, 395

BITS (Background Intelligent
Transfer Service), 414

bitwise logical AND operation, 45
BranchCache
configuring, 414-419
with Group Policy, 417-418
with netsh command, 415-416
deploying across VPNs, 419-420
firewall rules, specifying, 417-418
broadcasts (NetBIOS), 337

C

cache locking, 239-240
caching-only servers, 255

candidates for MCITP/MCTS
certification, 12

canonical names, 302



capturing network data, 837-839

certification (MCITP/MCTS),
candidates for, 12

CHAP (Challenge Handshake
Authentication Protocol), 576

CIDR (Classless Interdomain
Routing), 47

client computers, configuring WSUS,
748-753

client interface (Connection Manager),
610-611

client requirements, DirectAccess,
702-703

client-side targeting, configuring
(WSUS), 741-742

CMAK (Connection Manager
Administration Kit), 604-610

collecting real-time data with
Performance Monitor, 764-766

collector initiated Event Subscriptions,
configuring, 810-811

command line
DHCP
installing, 100
scopes, creating, 104-105

DN, installing on Windows Server
2008 R2, 221

IPv4 addressing, configuring, 52-54
network data, capturing, 845-846

performance monitoring commands,

779

resource records, creating, 307

shadow copies, managing, 480
common-sense strategies
communities, SNMP, 826-828
component protocols (TCP/IP)

ARP, 39

ICMP, 39-40

IGMP, 40

configuring

1P, 39
TCP, 38
UDP, 38-39

components

of DirectAccess, 699
of routing tables, 137

computer groups, 738-740
configuring

BitLocker, group policies, 403
BranchCache, 414-419
with Group Policy, 417-418
with netsh command, 415-416

Connection Security Rules subnode,
authentication, 848-849

DFS, domain controller polling,
444-445

DFS Replication, 447-448, 452-454
DHCP
relay agents, 117-120
scope options, 108-116
scope properties, 107
DirectAccess
authentication, 708
clients, 708-709
DirectAccess server feature, 703-706
DNS
Advanced tab, 228-231
cache locking, 239-240
Debug Logging tab, 233-234
DnsUpdateProxy groups, 314-315
Event Logging tab, 235
Forwarders tab, 224-228
Interfaces tab, 223-224
Monitoring tab, 237-238
Root Hints tab, 231-233
socket pooling, 238-239
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Trust Anchors tab, 235-237
zone transfers, 279-280
DNS Notify, 281
event logs, 806-807
Event Subscriptions, §09-814
subscriptions, §11-814
Event Subscriptions
collector initiated, §10-811
source initiated, 8§10
events, tasks, 814-816
file sharing, 360-369
IPv4 addressing, 48-52
IPv6 addressing, 59-61
NAP
policies, 684-688
WSHYV, 681-684
NAT, 588-590
NAT server for DHCP, 586-587
NPS
templates, 647-648
for wireless access, 635-638

NTES permissions, inheritance,
375-377

Offline Files feature, 409-411
client computers, 411
transparent caching, 413

printers, location-aware settings,

558-559
RADIUS accounting, 644-647
resource records

Name Server resource records,
311-314

security, 317-318
SOA resource records, 309-311
round robin, 316
RRAS, 140-141
demand-dial routing, 148-151
for dial-up connections, 577-581

IGMP proxy, 153-155
packet filtering, 151-153
RIP, 142-144
static routing, 145-147
secure zone transfers, 282-283
shared folder properties, 363-367
SNMP, 829-833
VPNs
packet filtering, 601-603
on RRAS, 592-594
security, 595-598
Windows Firewall, 165-172

Windows Firewall with Advanced
Security

connection security rules, 180-184
inbound/outbound rules, 176-180
multiple firewall profiles, 174-176
notifications, 189

rule properties, 184-189

wireless networking, access policies,

623-628
WSUS, 733-737
client computers, 748-753
client-side targeting, 741-742
server-side targeting, 740
zones properties, 263-270

Connection Manager, 603-611
connection request policies

configuring, 180-184
creating, 641-644

Connection Security Rules subnode

(Windows Firewall with Advanced
Security), 847-848

authentication, configuring, 848-849

connections, adding to replication

groups, 450-451



copying files and folders with NTFS
permissions, 381-382

creating
connection request policies, 641-644
delegated subdomains, 272-274
DHCP scopes, 101-104
file screens, 503-505

IPsec policies with Group Policy,
194-198

namespaces, 438-439
proxy groups, 639-640
quota templates, 520-522
resource records
alias resource records, 302
with command line, 307
host resource records, 301
mail exchange resource records, 303
VPN connections, 594-596
zones
GlobalNames zones, 262-263
reverse lookup zones, 259-261
secondary zones, 261-262
custom views
creating for event logs, 807-808
importing and exporting, 808-809
customizing
event logs, 805-809
Performance Monitor, 766

D

DARPA (Advanced Research Projects
Agency of the U.S. Department of
Defense), 33

Data Collector Sets, 768-780
system-defined, 768-771
user-defined, 771-777

DFS (Distributed File System)

data link layer, 34

data recovery agents, BitLocker,
405-408

DDNS (Dynamic DNS), 266
debug event logs, 804

Debug Logging tab, configuring DNS
server properties, 233-234

declining updates (WSUS), 744

decrypting EFS files, 391-392

default gateway, 42

delegated subdomains, creating,
272-274

delegating print management, 559-561

demand-dial routing, configuring,
148-151

denial of permission, 379

deploying
BranchCache across VPNs, 419-420
printer connections with AD, 548

WSUS on disconnected networks,
747-748

DES (Data Encryption Standard), 193

designating read-only replicated
folders, 451

development of TCP/IP, 33-34

DFS (Distributed File System), 358,
433-437. See also DFS Replication

domain controller polling
configuring, 444-445

improvements in Windows Server 2008

R2, 434-435

installing on Windows Server 2008 R2,
435-437

namespaces, 433

access-based enumeration, enabling,
443-444

creating, 438-439
folders, adding, 440-441
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1008 DFS (Distributed File System)

managing, 438-445
servers, adding, 441-443
replication, 433
DFS Replication
configuring, 447-448

failover cluster support, configuring,
452-454

health reports, generating, 454-455
managing, 445-455

RDC, 445

replication groups, 445, 451

DHCP (Dynamic Host Configuration
Protocol), 89-95

DnsUpdateProxy groups, 314-315
four-phase leasing process, 89
lease acknowledgment, 92
lease offer, 91
lease request, 90-91
lease selection, 91-92
IPv4 leases, renewing, 92-93
NAP enforcement, 663-668
NAT server, configuring, 586-587
PXE boot, 120
relay agents, configuring, 117-120
scopes
creating, 101-104
exclusions, 107
multicast scopes, 105-106
options, configuring, 108-116
properties, configuring, 107
split scopes, 106
superscopes, 104-105
servers
authorizing in AD, 116-117
installing, 96-100
monitoring, 121-123
troubleshooting, 121-123

DHCPOFFER packets, 91
DHCPv6
autoconfiguration flags, 94
IPv6 leases, extending, 95
operation, 93-95

dial-up connections, configuring
RRAS, 577-581

DirectAccess, 698-699
authentication, configuring, 708
benefits of, 698
client requirements, 702-703
clients, configuring, 708-709
components of, 699
server feature

configuring, 703-706
installing, 703-706
server requirements, 700-701

disconnected networks, deploying
WSUS on, 747-748

disk performance, troubleshooting,
784-786

disk quotas, enabling with FSRM,
516-519

disks, preparing for EFS, 386-387

distance-vector routing protocols, RIP,
133-135, 142-144

Distributed Cache mode
(BranchCache), 415

DNS
client settings, configuring, 331-334

delegated subdomains, creating,

272-274
DNSLint tool, 290
DnsUpdateProxy groups, 314-315
forwarders, 255-256
hierarchical nature of, 211-215
host names, 213-215

root-level domains, 212



second-level domains, 213
top-level domains, 212-213
history of, 210

installing on Windows Server 2008 R2,
218-222

integrating with WINS, 269-270

name resolution process, 215
iterative queries, 216-217
recursive queries, 215-216
reverse lookup queries, 217-218

name servers, 253-257

namespaces, 210

NDDNS, 266

netmask ordering, 317

resource records, 299-307
ATMA, 305

Name Server resource records,
configuring, 311-314

pointer resource records, 305

properties, configuring, 308-318

registering, 314

security, configuring, 317-318

SRV resource records, 305
round robin, configuring, 316

secure zone transfers, configuring,
282-283

server administration, 222-223

server lists, 326-328

server cache, updating, 334-335

server properties, configuring
Advanced tab, 228-231
cache locking, 239-240
Debug Logging tab, 233-234
Event Logging tab, 235
Forwarders tab, 224-228
Interfaces tab, 223-224
Monitoring tab, 237-238
Root Hints tab, 231-233
source port randomization, 238-239
Trust Anchors tab, 235-237

effective permissions

slave servers, 256-257
split-brain configuration, 714
suffix search order lists, 328-330
zone scavenging, 267-269
zone transfers
full zone transfers, 277-278
incremental zone transfers, 278-279
zones
AD-integrated zones, 250
configuring, 257-263
forward lookup zones, 251-252
GlobalNames zones, 252-253
primary zones, 249
properties, configuring, 263-270
reverse lookup zones, 251-252
secondary zones, 250
stub zones, 251
troubleshooting, 287-290
DNS Notify, configuring, 281
DNS replication, 274-277
application directory partition, 274-275
auditing, 283-287
DNSLint tool, 290
DnsUpdateProxy groups, 314-315

domain controller polling (DFS),
configuring, 444-445

domain isolation, 201
downloading DNSLint tool, 290
drives, mapping, 367-369
dynamic IPv4 addressing, 48

E

EAP (Extensible Authentication
Protocol), 576, 621-622

effective permissions, 379-381
denial of permission, 379
viewing, 380-381
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EFS (Encrypting File System), 384-395
files
decrypting, 391-392
encrypting, 387-389
group policies, 393-395
keys, backing up, 389-391
preparing disks for, 386-387
recovery agents, 392-393
enabling

access-based enumeration for DES
namespaces, 443-444

BitLocker, 397-402
disk quotas with FSRM, 516-519

modems for RRAS dial-up connections,

581-583
notifications on printers, 562-563
encapsulation, VPNs, 591
encryption
BitLocker, 395-396
data recovery agents, 405-408
enabling, 397-402
fixed data drive policies, 404-405
managing, 402
operating system drives, 403
preparing computer for, 397
TPM, 395
EFS, 384-385
files, encrypting, 387-389
group policies, 393-395
keys, backing up, 389-391
preparing disks for, 386-387
VPN, 592
encryption methods
IPsec, 193
planning for wireless networks, 622-623

enforcement options
NAP, 659
802.1X enforcement, 676-678
DHCP enforcement, 663-668
1Psec enforcement, 670-676
RDS enforcement, 678-680
VPN enforcement, 668-670

Event Logging tab, configuring DNS
server properties, 235

event logs
custom views, 807-808
importing and exporting, §08-809
customizing, 805-809
subscriptions
configuring, 811-814
subscriptions, configuring, 809-814
Event Subscriptions
collector initiated
configuring, 810-811
event logs, configuring, 809-814
source initiated, configuring, 810
event tasks, configuring, 814-816
Event Viewer, 799-805

Application and Services Logs node,
804-805

event logs, customizing, 805-809
logs
properties, §02-803
viewing, §00-802
Task Scheduler, 814-816
exam
preparing for, 4
self-assessment, 12
topics, 18
exceptions (file screens), creating, 506
exemptions, NRPTS, 714



exporting
custom views for event logs, 808-809

Windows Firewall with Advanced
Security policies, 190-191

extending IPv6 leases, 95

F

failover cluster support, configuring
for DFS Replication, 452-454

features of Windows Server Backup,
465

File Classification, managing, 511-514

file groups, 502-503

File Management Tasks node (FSRM),

514-516
file screening, 501-506
exceptions, creating, 506
file groups, 502-503
monitoring, 506
File Server Resource Manager, 358

file servers, backing up with Windows
Server Backup, 467-472

File Services
installing, 359-360
role of, 358-360
file sharing, 362-363
configuring, 360-369
network discovery, 361
password protected sharing, 361
public folder sharing, 361
file systems
DFS, 433-437
namespaces, 433
replication, 433
DFS (Distributed File System),
managing namespaces, 438-445

Forwarders tab, configuring DNS server properties

NTEFS
permissions, 369-384
transactional NTFS, 359
files
EFS decryption, 391-392
EFS encryption, 387-389

permissions, N'TFS permissions,

369-384
recovering with shadow copies, 480-482
securing, 383-384
sharing, 358, 383-384
Offline Files feature, 408-413
filtering
captured network data, 839-844
event logs, 806

fixed data drive policies, BitLocker,
404-405

folders
adding to DFS namespaces, 440-441

permissions, NTFS permissions,
369-384

read-only replicated folders,
designating, 451

recovering with shadow copies, 480-482
securing, 383-384
shared folders
managing, 368-369
properties, modifying, 363-367
removing, 363
sharing, 358, 383-384
public folder sharing, 361
WindowsImageBackup, 471
forward lookup zones, 251-252
forwarders, 255-256

Forwarders tab, configuring DNS
server properties, 224-228
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four-layer TCP/IP model, 35-37 General tab (Printer Properties dialog
box), 549

generating DFS Replication health

application layer, 40-41
four-phase leasing process (DHCP),

89 reports, 454-455
lease acknowledgment, 92 global unicast addresses, 58
lease offer, 91 GlobalNames zones, 252-253, 262-263
lease request, 90-91 group policies
lease selection, 91-92 BitLocker, configuring, 403
FRS (File Replication Service), 445 EFS, 393-395
FSRM (File Server Resource Group Policy
Manager), 500 BranchCache, configuring, 417-418
disk quotas, enabling with Windows DirectAccess clients, configuring,
Explorer 708-709
File Classification, managing, 511-514 IPsec policies, creating, 194-198
File Management Tasks node, 514-516 migrating IPv4 to IPv6, 66-67
file screening Offline Files feature, configuring,
managing, S01-506 H11-412

printer connections, deploying, 548

Windows Firewall with Advanced
Security policies, creating, 198-199

monitoring, 506
installing, 501
Quota Management node, 516-523
storage reports, 506-511

options, 508-509 H

parameters, specifying, 507-508 hard quotas, 519

report generation, scheduling, 509-511 health policies, configuring NAP
FTP (File Transfer Protocol), 684-688 ’ ’
troubleshooting IPv4/IPv6

connectivity, 70 health reports, generating for DFS

Replication, 454-455
hierarchical nature of DNS, 211
host names, 213-215

root-level domains, 212

full mesh replication topology, 449
full server recoveries

performing with Windows Server

Backup, 488-491
with wbadmin command, 491-492
full zone transfers, 277-278

second-level domains, 213

top-level domains, 212-213

history
G of DNS, 210
of TCP/IP, 33-34
gateways, 137 hops, 133

GDI (graphics device interface), 538 host names, 213-215



host resource records, creating, 301

Hosted Cache mode (BranchCache),
415

HOSTS file, name resolution, 335-337

hub and spoke replication topology,
449

Hyper-V failover cluster, 707

ICMP (Internet Control Message
Protocol), 39-40

ICS (Internet Connection Sharing),
configuring, 589-590

IEEE 802.3 standard, 623
access policies, configuring, 630-632

IGMP (Internet Group Management
Protocol), 40

IGMP proxy, configuring on RRAS,
153-155

IKEv2 (Internet Key Exchange version
2), 574

importing
custom views for event logs, 808-809

Windows Firewall with Advanced
Security policies, 190-191

improvements to DFS in Windows
Server 2008 R2, 434-435

inbound rules, configuring for
Windows Firewall with Advanced
Security, 176-180

incremental zone transfers, 278-279
infrastructure networks, 620

inheritance, configuring NTFS
permissions, 375-377

installing
CMAK, 605-610

DFS on Windows Server 2008 R2,
435-437

IPsec

DHCP server, 96-100

DirectAccess server feature, 703-706
DNS on Windows 2008 R2, 218-222
File Services, 359-360

FSRM, 501

Network Monitor, 835-837

practice test, 8

Print and Document Services server
role on Windows Server 2008,
540-541

printers, 541-545

RRAS, 138-140

SNMP, 828-829

Windows Server Backup, 466-467

WINS servers, 340

WSUS, 728-731
integrating DNS with WINS, 269-270
interface list, 137

Interfaces tab, configuring DNS server
properties, 223-224

Internet layer (TCP/IP model), 37
interoperability

IPv4 and IPv6, 62-65
interoperability, IPv4 and IPv6

6to4 addresses, 64-65

ISATAP addresses, 63

Teredo addresses, 65
IP (Internet Protocol), 39
ipconfig command, 288-290

troubleshooting IPv4/IPv6 connectivity,
71-72

IPsec, 623
encryption, 193
isolation policies, 201
NAP enforcement, 670-676

policies, creating with Group Policy,
194-198
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Transport mode, 191
Tunnel mode, 191
IPv4 addressing
components, 42
configuring, 48-54
connectivity, troubleshooting, 68-75

DHCP, NAP enforcement options,
663-668

dynamic addressing, 48
four-phase leasing process (DHCP), 89
lease acknowledgment, 92
lease request, 90-91
lease selection, 91-92
interoperability with IPv6, 62-65
leases, renewing, 92-93

migrating to IPv6 with Group Policy,
66-67

name resolution
HOSTS file, 335-337
LLMNR, 345-347
NetBIOS, 337-345
NAT, 584-590
configuring, 588-589
ICS, configuring, 589-590
private addressing, 48
static addressing, 41-44
subnet masks, 44
subnetting, 44-46
bitwise logical AND operation, 45
netmask, 137
supernetting, 47
CIDR, 47
troubleshooting, 75-80
IPv6 addressing, 54-67
address classes, 58
benefits of, 55-56

configuring, 59-61
connectivity, troubleshooting, 68-75
interoperability with IPv4, 62-65
leases, extending, 95
prefixes, 56
syntax, 56-59
troubleshooting, 75-80
ISATAP addresses, 63
isolating print drivers, 557-558
isolation policies, 201
iterative queries, 216-217

J-K-L

keys (EFS), backing up, 389-391

L2TP (Layer 2 Tunneling Protocol),
574

layers

of OSI Reference model, 34

of TCP/IP model, 35-37
learning styles,5
link-local unicast addresses, 58

LLMNR (Link Local Multicast Name
Resolution), 345-347

LMHOSTS file, name resolution,
339-340

load balancing, configuring round
robin, 316

location-aware printer settings,
configuring, 558-559

logs
Application and Services Logs node
(Event Viewer), 804-805

properties, 802-803
viewing in Event Viewer, 800-802
LUN:s (logical unit numbers), 523-524



M

M flag, 94
macro study strategy, 6

mail exchange resource records,
creating, 303

managing
backups on remote server, 476-477
BitLocker, 402
DFS Replication, 445-455
EFS, best practices, 385-386
file screening, 501-506
exceptions, creating, 506
file groups, 502-503
file screens, creating, 503-505
FSRM, File Classification, 511-514
namespaces, 438-445
quotas with FSRM, 516-523
shadow copies
with command line, 480
with Windows Explorer, 478-479
shared folders, 368-369
shared resources, 425
storage reports (FSRM), 506-511
mapping drives, 367-369
MCITP exam, preparing for, 4
MCTS exam, preparing for, 4

members, adding to replication
groups, 451

memory performance,
troubleshooting, 781-783

messages, SNMP, 825-826
metrics, 133

MIB (Management Information Base),
824-825

micro study strategy, 6

Name Server resource records

migrating
print queues, 556-557

migrating IPv4 to IPv6, Group Policy,
66-67

modems, enabling for RRAS dial-up
connections, 581-583

monitoring
DHCP servers, 121-123
file screening, 506
print servers, 779-780

Monitoring tab, configuring DNS
server properties, 237-238

moving files and folders with NTFS
permissions, 382

MS-CHAPv2 (Microsoft Challenge
Handshake Protocol version 2), 576

multicast IPv6 addresses, 57
multicast scopes, 105-106

multiple firewall profiles, configuring
on Windows Firewall, 174-176

N

name resolution

DNS
iterative queries, 216-217
recursive queries, 215-216
reverse lookup queries, 217-218

HOSTS file, 335-337

LLMNR, 345-347

NetBIOS
broadcasts, 337
LMHOSTS file, 339-340
troubleshooting, 344-345
WINS servers, 340-344

Name Server resource records,
configuring properties, 311-314
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name servers, 253-257
namespaces, 210, 433

access-based enumeration, enabling,

443-444
creating, 438-439
folders, adding, 440-441
managing, 438-445
servers, adding, 441-443

NAP (Network Access Protection),
658-663

components, 660-662
enforcement options
802.1X enforcement, 676-678
DHCP enforcement, 663-668
1PSec enforcement, 670-676
RDS enforcement, 658, 678-688
VPN enforcement, 668-670
policies, configuring, 684-688
SHVs, 658, 680-688
WSHV, configuring, 681-684

NAT (Network Address Translation),
584-590

configuring, 588-589
ICS, configuring, 589-590

Nbstat utility, troubleshooting IPv4/
IPv6 connectivity, 72

NDDNS (non-dynamic DNS), 266
need for routing, 132-133
net share command, 368-369
NetBIOS
name resolution
broadcasts, 337
LMHOSTS file, 339-340
WINS servers, 340-344
troubleshooting, 344-345
netmask, 137

netmask ordering, 317

netsh command, 53
BranchCache, configuring, 415-416

Netstat command-line tool,
troubleshooting IPv4/IPv6
connectivity, 72-73

Network and Sharing Center
file sharing, configuring, 360-369
network drives, mapping, 367-369
opening, 361

shared folders, configuring properties,
363-367

network data
capturing, 837-839
filtering, 839-844
network discovery, 361
network drives, mapping, 367-369

network interface layer (TCP/IP
model), 37

network layer, 34
Network Monitor
aliases, 844-845

captured network data, filtering,
839-844

installing, 835-837
network data, capturing, 837-839

network performance, optimizing,
786-787

NFS (Network File System), 358

non-delegated subdomains, creating,
271

notifications, enabling on printers,
562-563

NPS (Network Policy Server), 633

installing on Windows Server 2008 R2,
634-635

proxy groups, creating, 639-640
templates, configuring, 647-648

wireless access, configuring, 635-638



NRPTs (Name Resolution Policy
Tables)

exemptions, 714
split-brain DNS configuration, 714
nslookup command, 288-290

Nslookup command-line tool,
troubleshooting IPv4/IPv6
connectivity, 73

NTFS (New Technology File System)
permissions, 369-384

advanced permissions, specifying,
373-375

applying, 371-373
effective permissions, 379-381

files and folders, copying with,
381-382

inheritance, configuring, 375-377

moving files and folders with, 382

Take Ownership permission, 377-379
transactional N'TFES, 359

O

O flag, 94

Offline Files feature, 408-413
client computers, configuring, 411
configuring, 409-411
transparent caching, configuring, 413

opening Network and Sharing Center,
361

operational event logs, 804
optimizing
disk performance, 784-786
network performance, 786-787
processor utilization, 783-784
OSI Reference model, 34

outbound rules, configuring for
Windows Firewall with Advanced
Security, 176-180

Performance Monitor

ownership of files/folders, transferring
with Take Ownership permissions,
377-379

P

packet filtering
configuring on RRAS, 151-153
VPN, configuring, 601-603

PAP (Password Authentication
Protocol), 576

parameters for FSRM storage reports,
specifying, 507-508
password protected sharing, 361

pathping command, troubleshooting
IPv4/IPv6 connectivity, 75

PEAP (Protected EAP), 622

Pearson IT Certification Practice
Test engine

activating, 9

installing, 8

Premium Edition, 10

Performance Monitor, 762-768

customizing, 766

Data Collector Sets
system-defined, 768-771
user-defined, 771-777

disk performance, troubleshooting,

784-786

memory performance, troubleshooting,
781-783

network performance, troubleshooting,

786-787

processor utilization, troubleshooting,
783-784

real-time data, collecting, 764-766
required permissions, 767-768
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performing
bare metal backups, 472
bare metal recoveries, 488-491

full server recoveries with wbadmin
command, 491-492

perimeter networks, DirectAccess
installation, 707

permissions
NTES, 369-384
applying, 371-373

applying advanced permissions,
373-375

copying files and folders with, 381-382
effective permissions, 379-381
inberitance, configuring, 375-377
moving files and folders with, 382
Take Ownership permission, 377-379

Performance Monitor requirements,

767-768
persistent routes, 137
physical layer, 34
ping command, 288-290

troubleshooting IPv4/IPv6
connectivity, 73-74

planning

encryption methods for wireless
networks, 622-623

wireless networking, authentication,
621-622

pointer resource records, 305

Ports tab (Printer Properties dialog
box), 549-551

PPP (Point-to-Point Protocol), 574

PPTP (Point-to-Point Tunneling
Protocol), 574

practice exam
answers, 920

questions, 852

practice test
activating, 9
installing, 8
Premium Edition, 10
preparing for, 10
prefixes, IPv6 addressing, 56
preparing
computer for BitLocker, 397
for exam
active study strategies, 7
common-sense strategies, 7
macro study strategy, 6
micro study strategy, 6
pretesting, 7
self-assessment, 12
presentation layer, 34
pretesting for exam, 7
primary name servers, 253-254
primary zones, 249

Print and Document Services server
role, installing on Windows Server
2008 R2, 540-541

print devices, 537
print drivers, 537
isolating, 557-558

Print Management Console, installing
printers, 544-545

print management, delegating,
559-561

print queues, 537
migrating, 556-557
print servers, 537, 779-780
print spooling, 537
printers, 537
installing, 541-545

location-aware settings, configuring,
558-559



notifications, enabling, 562-563
printing process, 538-539
publishing in AD, 546-547
sharing, 362-363, 545-546
troubleshooting, 561-563
private IPv4 addresses, 48

processor utilization, troubleshooting,
783-784

properties

of demand-dial routing, configuring,
150-151

of DNS servers, configuring
Forwarders tab, 224-228
Interfaces tab, 223-224
Root Hints tab, 231-233

of event logs, 802-803, 806-807

of resource records, configuring,
309-311

of shared folders, configuring, 363-367
Properties dialog box (printers)
Advanced tab, 551-552
General tab, 549
Ports tab, 549-551
Security tab, 552-555
protocol analyzers, 833-834
placement of, 834-835

provisioning shared resources with
Share and Storage Manager,
422-424

proxy groups, creating, 639-640
public folder sharing, 361

public key cryptography, 385-386
publishing printers in AD, 546-547
PXE boot, 120

recursive queries

Q

Quota Management node (FSRM),
516-523

quota templates, creating, 520-522

quotas, best practices, 522-523

R

RADIUS
accounting, configuring, 644-647

clients, configuring, 638-639

connection request policies, creating,
641-644

NPS, 633

configuring for wireless access,
635-638

installing on Windows Server 2008
R2, 634-635

proxy groups, creating, 639-640

RDC (remote differential
compression), 445

RDS (Remote Desktop Services), NAP
enforcement, 678-680

read-only replicated folders,
designating, 451

Reconnect feature (VPNs), 598-599
recovering

files/folders with shadow copies,
480-482

with Windows Server Backup system
state, 486-488

recovering data

full server recoveries, 488-491

with Windows Server Backup, 482-486
recovery agents (EFS), 392-393
recursive queries, 215-216
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registering resource records

registering resource records, 314

relay agents (DHCP), configuring,
117-120

Reliability Monitor, 787-789
remote access protocols, 573-577

remote access authentication protocols,

574-575

remote servers, managing backups,
476-477

removable media, backing up data to,
472

removing shared folders, 363
renewing IPv4 leases, 92-93
replication, 433
replication groups, 445
connections, adding, 450-451
members, adding, 451
replication partners, 342
replication topologies, 449-450
reports (WSUS), viewing, 745-747
Resource Monitor, 789-791
resource records, 299-300
alias, creating, 302
ATMA resource records, 305
creating with command line, 307
host, creating, 301
mail exchange, creating, 303

Name Server resource records,
configuring properties, 311-314

pointer resource records, 305
registering, 314

SOA resource records, configuring
properties, 309-311

SRV resource records, 305
restoring backup catalog, 475-476
reverse lookup queries, 217-218

reverse lookup zones, 251-252,
259-261

RFCs, 34

RIP (Routing Information Protocol),
133-135, 142-144

RIPv2, 134-135

role of File Services in Windows
Server 2008 R2, 358-360

Root Hints tab, configuring DNS
server properties, 231-233

root-level domains, 212
round robin, configuring, 316

routing. See also routing protocols;
routing tables

demand-dial routing, configuring,

148-151

hops, 133

metrics, 133

need for, 132-133

static routing, configuring, 145-147
routing protocols, 133-135

RIP, 133-135, 142-144
routing tables, 135-136

RRAS (Routing and Remote Access
Service), 136-147, 575-577

configuring, 140-141

demand-dial routing, configuring,

148-151
dial-up connections

configuring, 577-581

modems, enabling, 581-583
IGMP proxy, configuring, 153-155
installing, 138-140
packet filtering, configuring, 151-153
RIP, configuring, 142-144
static routing, configuring, 145-147
VPN, configuring, 592-594



S

SANs (storage area networks), Storage
Manager for SANSs, 523-526

scheduling
backups, 472-474

FSRM storage report generation,
509-511

scopes (DHCP)
creating, 101-104
exclusions, 107
multicast scopes, 105-106
options, configuring, 108-116
properties, configuring, 107
split scopes, 106
superscopes, 104-105
secondary name servers, 254-255
secondary zones, 250
creating, 261-262
second-level domains, 213

secure zone transfers, configuring,
282-283

security
authentication

remote access authentication protocols,
574-575

VPNs, 591-592
encryption, EFS, 384-395
NAP, 658-663
components, 660-662
enforcement options, 659
policies, configuring, 684-688
SHYV, 658, 680-688
password protected sharing, 361
resource records, configuring, 317-318
VPNs
audit policies, 599-600
configuring, 595-598

sharing

Windows Firewall, configuring,
165-172

Security tab (Printer Properties dialog
box), 552-555

self-assessment, 12
server cache (DNS), updating, 334-335

server feature (DirectAccess),
installing, 703-706

server isolation, 201
server lists, 326-328

server requirements, DirectAccess,
700-701

server-side targeting, configuring
(WSUS), 740

servers, adding to DFS namespaces,
441-443

session layer, 34
SHA (system health agent), 680
shadow copies
folders, recovering, 480-482
managing with command line, 480

managing with Windows Explorer,
478-479

Share and Storage Management
Console, 421-425

shared resources
managing, 425
provisioning, 422-424
sharing, 358
best practices, 383-384
files, Offline Files feature, 408-413
folders, 362-363
properties, modifying, 363-367
public folder sharing, 361
password protected sharing, 361
printers, 362-363, 545-546
shared folders, managing, 368-369
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SHVs (system health validators), 658,
680-688

WSHYV, configuring, 681-684
slave servers, 256-257
smart cards, 576

SNMP (Simple Network Management
Protocol)

communities, 826-828
configuring, 829-833
installing, 828-829
messages, 825-826
MIB, 824-825

SOA resource records, configuring
properties, 309-311

socket pooling (DNS), 238-239
soft quotas, 519

source initiated Event Subscriptions,
configuring, 810

source port randomization, 238-239
specifying
aliases, 844-845
BranchCache firewall rules, 417-418
storage report parameters, 507-508
split scopes, 106
split-brain DNS configuration, 714
SRYV resource records, 305
standards for wireless networking, 620
static addressing, IPv4, 41-44
static routing, configuring, 145-147
Storage Manager for SANs, 523-526
LUN:s, 523-524
storage reports (FSRM), 506-511
options, 508-509
parameters, specifying, 507-508
report generation, scheduling, 509-511

strategies for studying, 6
stub zones, 251
study strategies, 6
styles of learning, 5
subnet masks, 42, 44
netmasks, 137
subnetting, 44-46
bitwise logical AND operation, 45
suffix search order lists, 328-330
supernetting, 47
superscopes, 104-105
syntax, IPv6 addressing, 56-59
System State
recovering, 486-488
Windows Server Backup, 464-465

system-defined Data Collector Sets,
768-771

-

Take Ownership permission, 377-379
Task Scheduler, 814-816

TCP (Transmission Control Protocol),
38

TCP/IP, component protocols, 38-40

connectivity, troubleshooting, 70-75
four-layer model, 35-37, 40-41
history of, 33-34
IPv4 addressing

address classes, 41

components, 42

configuring, 48-52-54

dynamic addressing, 48

Sfour-phase leasing process (DHCP),
89-92



interoperability with IPv6, 62-65
leases, renewing, 92-93

migrating to IPv6 with Group Policy,
66-67

NAT, 584-590
private addressing, 48
static addressing, 41-44
subnet masks, 44
subnetting, 44-46
supernetting, 47
troubleshooting, 75-80
IPv6 addressing, 54-67
address classes, 58
benefits of, 55-56
configuring, 59-61
interoperability with IPv4, 62-65
prefixes, 56
syntax, 56-59
troubleshooting, 75-80
templates
NPS, configuring, 647-648
quota templates, creating, 520-522

templates (file screens), creating,
503-505

Teredo addresses, 65

testing updates, 738-742

topics for exam, 4

top-level domains, 212-213

TPM (Trusted Platform Module), 395

tracert command, troubleshooting
IPv4/IPv6 connectivity, 74

transactional N'TFS, 359

transferring ownership of files/folders,
377-379

transparent caching, configuring
Offline Files feature, 413

updates (WSUS)

transport layer
OSI Reference model, 34
TCP/IP model, 36-37
Transport mode (IPsec), 191
Triple DES, 193
troubleshooting
DHCP servers, 121-123
disk performance, 784-786
IPv4 addressing, 75-80
IPv4/IPv6 connectivity
TCP/IP utilities, 70-75

Windows Server 2008 diagnostics
tools, 68-75

IPv6 addressing, 75-80
memory performance, 781-783
NetBIOS, 344-345

network performance, 786-787
printers, 561-563

processor utilization, 783-784
zones, 287-290

Trust Anchors tab, configuring DNS
server properties, 235-237

Tunnel mode (IPsec), 191

U

UDP (User Datagram Protocol), 38-39

UNC (universal naming convention)
path, 433

unicast IPv6 addresses, 56-57
unique local IPv6 unicast addresses, 58
updates (WSUS)

approving, 742-744

declining, 744

testing, 738-742
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updating with WSUS, 724-727

user profiles, restoring with Windows
Server Backup, 486

user-defined Data Collector Sets,
771-777

\'

viewing
effective permissions, 380-381
logs in Event Viewer, 800-802
WSUS reports, 745-747

volume quotas, managing with FSRM,
516-523

VPN (virtual private networks), 590
audit policies, 599-600
authentication, 591-592
configuring on RRAS, 592-594
connections, creating, 594-596
data encryption, 592
deploying BranchCache on, 419-420
encapsulation, 591
NAP enforcement, 668-670
packet filters, configuring, 601-603
Reconnect feature, enabling, 598-599
remote access policies, 601
security, configuring, 595-598

VSS (Volume Shadow Copy Service),
477-482

shadow copies
folders, recovering, 480-482
managing with command line, 480

managing with Windows Explorer,
478-479

w

wbadmin command
data backups, performing, 474-475

full server recoveries, performing,
491-492

WEP (Wired Equivalent Privacy), 622

Windows Explorer, managing shadow
copies, 478-479

Windows Firewall, configuring. See a/so
Windows Firewall with Advanced
Security

Windows Firewall with Advanced
Security, 172-191, 848-849

connection security rules, configuring,
180-184

Connection Security Rules subnode,
847-848

inbound/outbound rules, configuring,
176-180

multiple firewall profiles, configuring,
174-176

notifications, configuring, 189

policies, creating with Group Policy,
198-199

policies, importing/exporting, 190-191
rule properties, configuring, 184-189
Windows Search Service, 359
Windows Server 2008
connectivity, troubleshooting, 68-70
DFS
improvements to, 434-435
installing, 435-437
DHCP server installation, 96-100
DNS, installing, 218-222
File Services, installing, 359-360
NPS, installing, 634-635



Offline Files feature, 408-413

Print and Document Services server
role, installing, 540-541

RAS client, configuring, 583
RRAS, 136-147

configuring, 140-141

installing, 138-140
Storage Manager for SANs, 523-526
WSUS, installing, 728-731

Windows Server Backup, 464-477

backup catalog, restoring, 475-476
backups

permissions, 466

scheduling, 472-474
bare metal backups, performing, 472

bare metal recoveries, performing,

488-491
features, 465
file server, backing up, 467-472
installing, 466-467
recovering data, 482-486

removable media, backing up
data to, 472

System State, 464-465

system state, recovering, 486-488

user profiles, recovering, 486
Windows Update, 724-727

Windows XP clients, creating wireless
access policies, 628-630

WindowsImageBackup folder, 471

WINS (Windows Internet Naming
Service) address, 42

WSUS (Windows Server Update Service)

WINS servers
installing, 340
integrating with DNS, 269-270
name resolution, 340-344
wireless networking
access policies, configuring, 623-628
authentication
EAP, 621-622
planning, 621-622
encryption methods, planning, 622-623
standards, 620

WSHYV (Windows Security Health
Validator), configuring, 681-684

WSUS (Windows Server Update
Service), 724-727

client computers, configuring, 748-753

client-side targeting, configuring,
741-742

computer groups, 738-740
configuring, 733-737
on disconnected networks, 747-748
installing, 728-731
reports, viewing, 745-747
server-side targeting, configuring, 740
updates

approving, 742-744

declining, 744

testing, 738-742
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X-Y-Z

zone scavenging, 267-269
zone transfers
full zone transfers, 277-278

incremental zone transfers,

278-279-280

zones, 249-253
AD-integrated zones, 250
forward lookup zones, 251-252
GlobalNames zones, 252-253, 262-263
primary zones, 249
properties, configuring, 263-270
reverse lookup zones, 251-252, 259-261
secondary zones, 250, 261-262
stub zones, 251
troubleshooting, 287-290
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