
Index

A
access control entries (ACE), 231
access control lists, accessing, 68
accounts

fax, 445-446
group, 229, 234
local, 229

default local groups, 234
management, 234-235

user, 229
management, 230-233
Password Never Expires option, 233
permission denials, 230

Windows Mail
configuration, 415-417
management, 417-418

ACE (access control entries), 231
ACPI (Advanced Configuration and Power

Interface), 72
Action logs, 108
actions, Windows Defender, 253-256
activation periods, 77
activity reports, configuring parental controls on

user accounts, 199-200
Add Folder to Gallery command, Windows Photo

Gallery, 410
Add Search Provider dialog box, 206
add-ons, Internet Explorer, 209-210
Address Resolution Protocol (ARP), 306, 346
Admin Approval mode, 239
Admin Approval Mode for the Built-in

Administrator policy, 247
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Advanced Configuration and Power Interface
(ACPI), 72

Advanced Properties dialog box, 246
Advanced Security Settings dialog box, 548
Advanced Sharing dialog box, 328
Advanced tab, Windows Mail

Options dialog box, 424
Properties dialog box, 418

Advanced tab (Internet Properties dialog box),
271-272

Advanced tab (Windows Firewall Settings dialog
box), 278

Advanced TCP/IP Settings dialog box, 320
Aero. See Windows Aero
Aero Glass, 185

troubleshooting, 189-191
Vista improvements, 35

AGDLP method, 238
AIK (Automated Installation Kit), 80-84
album covers, Windows Media Player, 395
Always Allow option (Windows Defender), 253
answer files, 104

creating, 80-84
editing, 80
troubleshooting unattended installations,

104-106
unattended installations, 85

answers, practice exams, 677-688
antispam filters, Vista improvements, 37
APIPA (Automatic Private Internet Protocol

Addressing), 308-309
Appearance and Personalization category

Control panel, 50-51
Application limit restrictions, 195
application prompts, User Account Control

(UAC), 242-243

applications
fast facts, 635-641
media-based, 389

Windows DVD Maker, 412-414
Windows Media Center, 389-394
Windows Media Player, 394-408
Windows Movie Maker, 412-414
Windows Photo Gallery, 408-412

Windows Calendar, 437-438
appointment management, 439-440
multiple calendars, 441-442
navigation, 438-439
sharing calendars, 443-444
task lists, 441

Windows Fax and Scan, 444-445
document scanning, 448
fax accounts, 445-446
sending and receiving faxes, 446-447

Windows Mail, 414-415
account configuration, 415-417
configuration options, 419-425
managing account, 417-418
security configuration, 425-430

Windows Meeting Space, 430-431
running meetings, 433-435
setting up, 431-432
sharing information, 435-436

Windows Sidebar, 448-451
appointments, Windows Calendar, 439-440
ARP (Address Resolution Protocol), 306, 346
attacks, 228
attended installations, 72-78

troubleshooting, 95-96
advanced booting, 102
compatibility, 102-104
insufficient hard drive space, 96-97
media problems, 96
unavailable networks, 97-101
unrecognizable DVD-ROM drive, 97

Advanced Configuration and Power Interface
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authentication, protocols, 355-357
auto-dial, ICS (Internet Connection Sharing),

340
Auto-hide the taskbar property, 193
AutoComplete settings, 212
automated deployment. See unattended installa-

tions
Automated Installation Kit (AIK), 80-84
Automatic Private Internet Protocol Addressing

(APIPA), 308-309
Automatic Updates, 146-147
Automatically Deny Elevation Requests policy,

248

B
Backup and Restore Center, 508-511

Backup Status and Configuration Utility,
514-515

recovering data, 511
restoring computer, 512-514

Backup Status and Configuration Utility, 514-515
battery meters, 581-582
Bcdedit.exe, 139
Behavior of the Elevation Prompt for

Administrators in Admin Approval Mode
policy, 248

Behavior of the Elevation Prompt for Standard
Users policy, 248

best practices
local groups, 234
security, 231-232

BIOS
ACPI support, 72

compatibility, 95
BitLocker

disabling, 526
drive encryption, 521-523
enabling, 523, 526

Block All Incoming Connections option, 279
Blue Screen of Death (BSOD), 109-110, 162
boot disks, answer files, 105
boot logging, 166
Boot tab, System Configuration Utility, 490-491
booting, dual boots, 138-140
Bootmgr.exe, 139
BSOD (Blue Screen of Death), 109-110, 162
built-in applications

media-based, 389
Windows DVD Maker, 412-414
Windows Media Center, 389-394
Windows Media Player, 394-408
Windows Movie Maker, 412-414
Windows Photo Gallery, 408-412

Windows Calendar, 437-438
appointment management, 439-440
multiple calendars, 441-442
navigation, 438-439
sharing calendars, 443-444
task lists, 441

Windows Fax and Scan, 444-445
document scanning, 448
fax accounts, 445-446
sending and receiving faxes, 446-447

Windows Mail, 414-415
account configuration, 415-417
configuration options, 419-425
managing account, 417-418
security configuration, 425-430

Windows Meeting Space, 430-431
running meetings, 433-435
setting up, 431-432
sharing information, 435-436

Windows Sidebar, 448-451
Burn tab, Windows Media Player, 406
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burning
DVDs, Vista improvements, 38
Windows Media Player, 395, 407

Business, Vista editions, 33

C
Calendar, 437-438

appointment management, 439-440
multiple calendars, 441-442
navigation, 438-439
sharing calendars, 443-444
task lists, 441
Vista improvements, 38

cause of failures, troubleshooting installations,
94

CD-ROM
Devices, 171-173
installing, 690-691
test modes

certification mode, 689
custom mode, 690
study mode, 689

CDs, troubleshooting, 172
Certificates dialog box, 429
certification mode (CD-ROM), 689
Chkdsk.exe, 175
Choose a Connection Option dialog box, 334
Choose Search Locations dialog box, 331
Classic Start menu option, 191
clean boots, 173
clean installations, 71

attended, 72-78
deploying images to multiple computers,

87-89
Sysprep, 85

basics, 85-86
creating image, 86-87

unattended, 78-79
AIK (Automated Installation Kit), 80-84
answer files, 85
deployment technologies, 79
SIM (System Image Manager), 79-80

WDS (Windows Deployment Services), 90
advantages, 90-91
requirements, 91-92

Cleanmgr.exe, 175
Clock, Language, and Region category, Control

panel, 51
cloning, 106-107
collaboration, Vista improvements, 39
command lines, monitoring utilities, 485-486
compatibility

hardware, 61-62
troubleshooting installation, 102-104
troubleshooting post-installation issues,

178-179
Windows Meeting Space, 431

components, Vista editions, 34
Compose tab, Options dialog box (Windows

Mail), 424
computers

mobile
display settings, 556-564
Sync Center, 551-554
synchronizing network folders, 548-551
VPN connections, 547-548

upgrades, 131
to Vista, 135-138
Vista Upgrade Advisor, 131, 134-135

Confident, 447
configurations

Automatic Updates, 146
CD-ROMs, 171-173
disks, 173-178
DVDs, 171-173

burning
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Internet Explorer, 200-201, 259
advanced security, 268-272
blocking pop-ups, 204-206
Content Advisor, 262-266
phishing filter, 266-268
Protected mode, 261-262
resource access, 201
tabbed browsing, 201-205
zones, 259-261

parental controls, 194
activity reports, 199-200
restrictions, 195-199

search providers, 206-207
toolbars, 194
User Account Control (UAC), 238-239,

244
elevated privileges, 244-246
policies, 246-250

Windows Aero, 184-185
desktop schemes, 187-188
hardware requirements, 186-187
Windows Presentation Foundation

(WPF), 186
Windows Defender, 250-251

actions, 253-256
scans, 251-253
security agents, 255
Software Explorer, 257-258
updates, 256-257

Windows Firewall, 273-274
basic configuration, 274-279
Group Policy, 282-283
profiles, 280-282
snap-in, 279-280

Windows Vista, post-installation issues,
158-184

Connect VPN Connection dialog box, 360
Connection tab, Windows Mail

Options dialog box, 424
Properties dialog box, 418

connections, networks
Network and Sharing Center, 316-343
remote access, 354-367
TCP/IP protocol, 305-316
troubleshooting, 343-354

Content Advisor, configuring, 262-266
modifying settings, 265
phishing filter, 266-268

Content Advisor dialog box, 265
Content tab (Internet Properties dialog box), 270
Control panel, Vista

improvements, 39
new features, 43

Appearance and Personalization catego-
ry, 50-51

Clock, Language, and Region category,
51

Ease of Access category, 51
Hardware and Sound category, 47-49
Network and Internet category, 46-47
Programs category, 49-50
Security category, 45-46
System and Maintenance category, 43-45
User Accounts and Family Safety cate-

gory, 50
control set (Registry settings), 162
Copy command, Windows Photo Gallery, 410
corporate users, Windows history, 32
custom mode (CD-ROM), 690
customizations, Internet Explorer, 206

add-ons, 209-210
AutoComplete settings, 212
printing Web pages, 209
Really Simple Syndication (RSS) feeds,

211-212
search providers, 206-207
toolbars, 207-208

Customize button (Start menu), 191
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D
DACL (discretionary access control list), 231
data collector sets, 469, 475

creating, 475-478
using Performance Monitor, 478-479

Data Incomplete status, 177
Data Protection

Backup and Restore Center, 508-511
Backup Status and Configuration Utility,

514-515
recovering data, 511
restoring computer, 512-514

BitLocker, 521
computer preparation, 521-523
disabling, 526
enabling, 523, 526

security, 515-516
decrypting files, 520
EFS basics, 516-517
encrypting file system, 516
preparing disk for EFS, 518-520

Debugging mode, 166
decryption, file systems, 520
default local groups, 234
defaults

email ports, 418
gateway, 307

Defender, Vista improvements, 37
defining projects, Vista installation preparation,

58
Defrag.exe, 175
Delete command, Windows Photo Gallery, 410
Denial of Service (DoS), 228
denials (permission), 230
designs, Vista installation preparation, 59
desktop schemes, Aero, 187-188

desktops
Aero, 185
schemes, 187-188

Details tab (Properties dialog box), 169
Detect Application Installations and Prompt for

Elevation policy, 248
development, Vista installation preparation, 59
Device Manager, 167-170
devices

mobile computing
Infrared Data Association (IrDA),

555-556
mobile computers, 547-554
Mobile PC Control Panel, 544-545
Windows Mobility Center, 545-547

synchronizing media, 407
Devices tab, Windows Media Player, 406
DHCP (Dynamic Host Configuration Protocol), 64
DHCP Allocator, ICS (Internet Connection

Sharing), 340
diagnostic tools

Event Viewer, 496-497
creating tasks, 500-501
customizing, 499-500
event logs, 497-499

System Configuration Utility, 489-490
Boot tab, 490-491
General tab, 490
Services tab, 491
Startup tab, 492
Tools tab, 492

Task Manager, 492-493
dual-processor computers, 496
foreground and background applications,

495
priority configuration, 494-495

Disable Automatic Restart on System Failure
option, 167

DACL
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Disable Driver Signature Enforcement option,
167

discretionary access control list (DACL), 231
Disk Cleanup, 175
Disk Management, 168, 173-178
Diskpart.exe, 175
disks

configuring, 173-178
dynamic, 174

display settings, mobile computing
external monitors, 560-561
networked projector, 558-560
presentation settings, 556, 558
Windows SideShow, 561-564

DNS (Domain Name System), 64, 308
DNS Proxy, ICS (Internet Connection Sharing),

340
documentation, troubleshooting installation, 95
documents, metadata, Vista improvements, 36
Domain Name System (DNS), 64, 308
domains

membership, 65-67
Windows Server, 236, 238

DoS (Denial of Service), 228
double colons, 314
Downloaded Images section, Windows Mail,

429
downloads, images, Windows Mail security, 429
driver signing, troubleshooting, 111-113
Driver tab (Properties dialog box), 168
drivers, configuration, 111

rollback, 114
troubleshooting, 111-113

dual-boots, 138-140
dual-processor computers, Task Manager con-

figuration, 496
DVD Maker, 412, 414

DVD tab, Windows Media Player, 403
DVD-ROM drives, troubleshooting, 97
DVDs

burning, Vista improvements, 38
devices, 171-173
troubleshooting, 172
Windows Media Center, 390

dynamic addresses, IPv4, 312-313
dynamic disks, creating, 174
Dynamic Host Configuration Protocol (DHCP), 64
dynamic security, Internet Explorer, 259

Protected mode, 261-262
zones, 259-261

E
Ease of Access category, Control panel, 51
Easy Transfer, Vista improvements, 38
Easy Transfer Wizard, 158
Edit menu commands, Windows Mail, 420
editions, upgrades, 140-141
Elevate without Prompting policy, 248
elevated privileges, User Account Control

(UAC), 244-246
email, Vista improvements, 35, 38
encryption

BitLocker, 521-523
file systems, 516-520

Enterprise, Vista editions, 33
Error logs, 108
event logs, Event Viewer, 497-499
Event Viewer, 167, 496-497

checking network problems, 345
creating tasks, 500-501
customizing, 499-500
event logs, 497-499
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exams
practice

answers, 677-688
MeasureUp, 690-691
questions, 651-676

preparation tips, 7, 21-24
learning styles, 8
studying, 9-10
test presentation, 11-21

exceptions, Windows Firewall security, 276
Exit command, Windows Photo Gallery, 410
Experience Index, Vista improvements, 36
Extend Volume Wizard, 174
external monitors, 560-561

F
failed installations, troubleshooting, 108

Startup Repair, 110
stop errors, 109-110
stopped installations, 110

Failed status, 176
Fax and Scan, 444-445

document scanning, 448
fax accounts, 445-446
sending and receiving faxes, 446-447

Fax Settings dialog box, 446
file extensions, blocked by Windows Mail, 428
File menu commands

Windows Mail, 419-420
Windows Photo Gallery, 410

file sharing, configuring with Network and
Sharing Center, 325

folders, 325-327
media sharing, 330
password-protected sharing, 330
printer sharing, 330
public folders, 330

searching for computers, 331-332
shared folder property modifications,

327-329
Windows Meeting Space, 431

File Sharing dialog box, 326
File Sharing node, Network and Sharing Center,

325
file systems, Vista installation considerations,

69-70
File Transfer Protocol (FTP), 346
Finger command, troubleshooting TCP/IP proto-

col, 346
firewalls

Media Center Extenders, 392
Vista improvements, 37
Windows Media Player, 404

folders, network sharing, 325-327
Formatting status, 177
Fsutil.exe, 175
FTP (File Transfer Protocol), 346
FYI, 447

G
game restrictions, 195
gateways, default, 307
General tab, Windows Mail

Options dialog box, 422
Properties dialog box, 417
System Configuration Utility, 490

General tab (Properties dialog box), 168
Generic, 447
graphics memory, Aero, 187
graphics processors, Aero, 187
group accounts, 229, 234
Group Policy

multiple users, 283
power management, 583-585

exams
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UAC policies, 247-250
Windows Firewall, 282-283
Windows Media Player, 408
Windows Update, 504-507

Group similar taskbar buttons option, 193

H
handouts, Windows Meeting Space, 435-436
handwriting recognition, 571-574
hardware

Aero, 186-187
devices, troubleshooting post-installation

issues, 167-168
Device Manager, 168-170
Disk Management, 173-175, 177-178
DVD/CD-ROM devices, 171-173

diagnostics, Vista improvements, 36
installation

compatibility, 61-62
file systems, 69-70
network requirements, 64-68
requirements, 60-61
software incompatibility, 62-63
WPA (Windows Product Activation),

70-71
troubleshooting network connections,

351-352, 354
Hardware and Sound category, Control panel,

47-49
Healthy (At Risk) status, 177
Healthy status, 176
Help protect Windows automatically screen, 76
help, technical support, 692
hibernation, 576
Hide inactive icons option, 193
history, Windows, 31-33
Home Basic, Vista editions, 33

Home Premium, Vista editions, 33
home users, Windows history, 32
hotfixes, 52, 145

I
ICF (Internet Connection Firewall). See Windows

Firewall
ICMP (Internet Control Messaging Protocol), 306
ICS (Internet Connection Sharing), 340-343
Ignore option (Windows Defender), 253
images

deploying to multiple computers, 87-89
Windows Mail security, 429
Windows Photo Gallery

editing, 411
options, 412

implementation
troubleshooting installation, 94-95
Vista installation preparation, 60

Import from Camera or Scanner command,
Windows Photo Gallery, 410

incompatibility, software, 62-63
Infrared Data Association (IrDA), 555-556
Install Windows dialog box, 73
installation

CD-ROMs, 171-173
driver configuration, 111

rollback, 114
troubleshooting, 111-113

drivers, 111
rollback, 114
troubleshooting, 111-113

DVDs, 171-173
hardware

compatibility, 61-62
file systems, 69-70
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network requirements, 64-68
requirements, 60-61
software incompatibility, 62-63
WPA (Windows Product Activation),

70-71
hotfixes, 145
installing, 131-134
performing clean, 71

attended, 72-78
deploying images to multiple computers,

87-89
Sysprep, 85-87
unattended, 78-85
WDS (Windows Deployment Services),

90-92
preparation, 58-60
product activation, 143-145
running, 131-134
troubleshooting, 92-93

attended installation, 95-104
failed installations, 108-110
process, 93-95
unattended installation, 104-108

updates, 143-147
Vista, fast facts, 604-608
Windows Vista, post-installation configura-

tion, 158-184
installing CD-ROM, 690-691
Internet Connection Firewall (ICF). See Windows

Firewall
Internet Connection Sharing (ICS), 340-343
Internet Control Messaging Protocol (ICMP), 306
Internet Explorer

configuring, 200-201, 259
advanced security, 268-272
blocking pop-ups, 204-206
Content Advisor, 262-268
Protected mode, 261-262

resource access, 201
tabbed browsing, 201-205
zones, 259-261

customizing, 206
add-ons, 209-210
AutoComplete settings, 212
printing Web pages, 209
Really Simple Syndication (RSS) feeds,

211-212
search providers, 206-207
toolbars, 207-208

Internet Explorer 7, 38
Internet Explorer Properties dialog box, 341
Internet Properties dialog box, 268

Advanced tab, 271-272
Content tab, 270
Privacy tab, 268-270

Internet Protocol (IP), 306
Internet Protocol (TCP/IP) Properties dialog box,

313
Internet Protocol Version 4(TCP/IPv4) Properties

dialog box, 319
Internet Protocol Version 6 (TCP/IPv6)

Properties dialog box, 323
IP (Internet Protocol), 306
IP addresses, 307, 312-313
ipconfig utility, 346-347
IPv4

address classes, 626-627
features, 307-308

APIPA implementation, 308-309
dynamic IP addresses, 312-313
static addressing, 309-312

incorrect address, 344
IPv6 address compatibility, 316

IPv6
address classes and subclasses, 628-629
certification exams, 307

installation
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disabling, 324
features

address syntax, 313-314
address types, 314-315
IPv4 address compatibility, 316
prefixes, 314

IrDA (Infrared Data Association), 555-556
ISPs, network remote access connections,

361-362

J-L
joining, Windows Server domains, 236-238

Keep the taskbar on top of other windows prop-
erty, 193

Key Management Service, 71

L2TP (Layer 2 Tunneling Protocol), 354
LANs, troubleshooting connections, 343-344

DHCP server connection, 345
duplicate IP addresses, 345
Event Viewer, 345
incorrect IPv4 address or subnet mask, 344
TCP/IPv4 configuration, 345

Last Known Good Configuration, 162-163
Layer 2 Tunneling Protocol (L2TP), 354
learning styles, 8
Library tab, Windows Media Player, 400
Library toolbar, Windows Media Player, 398-399
local accounts, 229

default local groups, 234
management, 234-235

Local Area Connection Properties dialog box,
318, 324

Local Area Connection Status dialog box, 344
Local Area Network (LAN) Settings dialog box,

341

local group accounts
default, 234
management, 234-235

Lock the taskbar property, 193
Logical Disk object, 483-485
logs, Event Viewer, 497-499
low-resolution video, 166

M
mail, Windows Mail, 414-415

account configuration, 415-417
configuration options, 419-425
managing account, 417-418
security configuration, 425-430

malicious software, 228
man-in-the-middle attacks, 228
Manage Add-ons dialog box, 38
Manage Wireless Networks dialog box, 338-339
management

CD-ROMs, 171-173
DVDs, 171-173

MCIPT exams
design, 12
formats, 13-14
question types, 14-21
tips, 21-24

MCP exams
design, 12
formats, 13-14
question types, 14-21
tips, 21-24

MCTS exams
design, 12
formats, 13-14
question types, 14-21
tips, 21-24

MeasureUp practice tests, 690-691
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media, sharing, 330
media-based applications, 389

Windows DVD Maker, 412-414
Windows Media Center, 389-390

network projectors, 392-394
setting up, 390-392

Windows Media Player, 394-396
configuration options, 400-407
Group Policy, 408
Library toolbar, 398-399
menu bar options, 407
setting up, 396-397

Windows Movie Maker, 412-414
Windows Photo Gallery, 408-410

editing images, 411
File menu commands, 410
options, 412

Media Center, 389-390
Extenders, 392
network projectors, 392-394
setting up, 390-392
Vista improvements, 38

Media Player, 389, 394-396
configuration options, 400

Burn tab, 406
Devices tab, 406
DVD tab, 403
Library tab, 400
Network tab, 403-404
Performance tab, 406-407
Player tab, 404
Plug-Ins tab, 401
Privacy tab, 401
Rip Music tab, 405
Security tab, 402

Group Policy, 408
Library toolbar, 398-399
menu bar options, 407
setting up, 396-397

Media Sharing node, Network and Sharing
Center, 325

Meeting Space, 430-431
running meetings, 433-435
setting up, 431-432
sharing information, 435-436

Memory object, 479-481
Message menu commands, Windows Mail, 425
metadata documents, Vista improvements, 36
Microsoft Office Live Meeting, 430
Microsoft Phishing Filter dialog box, 268
mobile computing

devices
Infrared Data Association (IrDA),

555-556
mobile computers, 547-554
Mobile PC Control Panel, 544-545
Windows Mobility Center, 545-547

display settings
external monitors, 560-561
networked projector, 558-560
presentation settings, 556, 558
Windows SideShow, 561-564

fast facts, 648-650
power options, 576

battery meter, 581-582
Group Policy, 583-585
power plans, 577-581

snipping tool, 575
Tablet PC software, 564-565

settings, 565-566
Tablet PC Input Panel, 567-574

touch screen support, 575-576
Mobile PC Control Panel, 544-545
Mobility Center, 38, 545-547
modems, troubleshooting network connections,

351-354

media
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monitoring
command-line utilities, 485-486
enhancing performance

Windows ReadyBoost, 486-488
Windows ReadyDrive, 488-489
Windows SuperFetch, 486

fast facts, 641-647
reliability, 468-469

data collector set, 475-479
LogicalDisk object, 483-485
Memory object, 479-481
Performance Monitor, 470-473
PhysicalDisk object, 482-483
Processor object, 481-482
Reliability Monitor, 473-475
Resource Overview panel, 469-470

Movie Maker, 389, 412-414
multi-booting, 138-140
Multiple Activation Keys, 71
multiple users, Group Policy, 283
music

simplified libraries, 395
Windows Media Center, 390

N
name resolution, 308
NAT (Network Address Translation), 340-342
navigation, Windows Media Player, 394
Nbtstat utility, 347
NetMeeting, 39
Netstat command-line tool, 347
Network Address Translation (NAT), 340-342
Network and Internet category, Control panel,

46-47

Network and Sharing Center, 316-317
configuring TCP/IP

disabling IPv6, 324
version 4, 317-322
version 6, 322-324

file sharing configuration, 325
folder sharing, 325-327
media sharing, 330
password-protected sharing, 330
printer sharing, 330
public folders, 330
searching for computers, 331-332
shared folder property modifications,

327-329
Internet Connection Sharing (ICS),

340-343
wireless network management, 332-333

connection setup, 333-338
Manage Wireless Networks dialog box,

338-339
profile management, 339-340

Network Center, Vista improvements, 38
Network Connections dialog box, 318, 341
Network Discovery node, Network and Sharing

Center, 325
Network Map, Vista improvements, 38
network projectors, Windows Media Center,

392-394
Network tab, Windows Media Player, 403-404
networked projectors, 558-560
networks

access protection, Vista improvements, 37
fast facts, 625-635
Network and Sharing Center, 316-317

configuring TCP/IP, 317-324
file sharing configuration, 325-332
Internet Connection Sharing (ICS),

340-343
wireless network management, 332-340
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remote access, 354-355
authentication protocols, 355-357
ISP connections, 361-362
Remote Assistance, 365-367
Remote Desktop Protocol (RDP),

362-365
security, 357-358
VPN connections, 359-361

requirements, hardware, 64-68
TCP/IP protocol, 305-307

IPv4 features, 307-313
IPv6 features, 313-316

troubleshooting
hardware, 351-354
LAN connections, 343-345
modems, 351-354
TCP/IP, 345-349
wireless networks, 350-351

unavailable, troubleshooting attended
installations, 97-101

New Display Detected dialog box, 560
New Fax dialog box, 447
new features

Control panel, 43
Appearance and Personalization catego-

ry, 50-51
Clock, Language, and Region category,

51
Ease of Access category, 51
Hardware and Sound category, 47-49
Network and Internet category, 46-47
Programs category, 49-50
Security category, 45-46
System and Maintenance category, 43-45
User Accounts and Family Safety cate-

gory, 50
Start Menu, 42-43
Vista

productivity improvements, 35-36
programs, 37-39

security improvements, 36-37
tools, 37-39

Welcome Center, 39-41
New Group dialog box, 235
Notification Area tab, 193
NSLookup utility, 348
Ntbackup utility, 514
NWLink protocol, 65

O
Office Live Meeting, 430
Offline Files feature, synchronizing network

folders, 548-549
client computer configuration, 549-550
server configuration, 550-551

Offline Settings dialog box, 328
Only Elevate Executables that are Signed and

Validated policy, 249
Only Elevate UIAccess Applications that are

Installed in Secure Locations policy, 249
operating systems, upgrades, 130
Options command, Windows Photo Gallery, 410
Options dialog box

Windows Mail, 421
Advanced tab, 424
Compose tab, 424
Connection tab, 424
Downloaded Images section, 429
General tab, 422
Read tab, 422-423
Receipts tab, 423
Secure Mail section, 429-430
Send tab, 423
Signatures tab, 424
Spelling tab, 424
Virus Protection, 427-428

networks
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Windows Media Player, 400
Burn tab, 406
Devices tab, 406
DVD tab, 403
Library tab, 400
Network tab, 403-404
Performance tab, 406-407
Player tab, 404
Plug-Ins tab, 401
Privacy tab, 401
Rip Music tab, 405
Security tab, 402

P
parental controls

configuring, 194
activity reports, 199-200
restrictions, 195-199

User Account Control (UAC), 242
Vista improvements, 37
Windows Media Center, 390

Parental Controls dialog box, 197
Password Never Expires option, 233
Password Protected Sharing node, Network and

Sharing Center, 325
passwords

file sharing, 330
guessing, 228

Patch Tuesday, 52
patches, 52
Pen and Input Devices dialog box, 568
pen flicks, 568-570
People Near Me, Windows Meeting Space, 431
performance

monitoring, fast facts, 641-647
monitoring reliability, 468-469

data collector set, 475-479
LogicalDisk object, 483-485

Memory object, 479-481
Performance Monitor, 470-473
PhysicalDisk object, 482-483
Processor object, 481-482
Reliability Monitor, 473-475
Resource Overview panel, 469-470

Performance Monitor, 468-473, 478-479
Performance tab, Windows Media Player,

406-407
permissions

AGDLP method, 238
denials, 230

Permissions dialog box, 328-329
phishing, Windows Mail security, 425-427
phishing filters

configuring, 266-268
troubleshooting, 267
Vista improvements, 37

Photo Gallery, 389, 408-410
editing images, 411
File menu commands, 410
options, 412
Vista improvements, 38

photos, Windows Media Center, 390
PhysicalDisk object, 482-483
ping command, 348
playback controls, Windows Media Player, 395
Player tab, Windows Media Player, 404
playlists, Windows Media Player, 395
Plug-Ins tab, Windows Media Player, 401
point of failures, troubleshooting installations,

94
Point-to-Point Protocol (PPP), 354
Point-to-Point Tunneling Protocol (PPTP), 354
points (restore), creating with System Restore,

166
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policies
Group Policy. See Group Policy
User Account Control (UAC), 246-250

pop-ups, configuring Internet Explorer, 204-206
ports, defaults, 418
post-installation, troubleshooting, 158-162, 165

boot logging, 166
compatability, 178-179
Debugging mode, 166
Disable Automatic Restart on System

Failure option, 167
Disable Driver Signature Enforcement

option, 167
hardware devices, 167-178
low-resolution video, 166
startup issues, 158-164
System Restore, 164-166
Windows Easy Transfer, 180-184

power, mobile computing, 576
battery meter, 581-582
Group Policy, 583-585
power plans, 577-581

Power Options Properties dialog box, 577
Power Users group, 240
PPP (Point-to-Point Protocol), 354
PPTP (Point-to-Point Tunneling Protocol), 354
practice exams

answers, 677-688
MeasureUp, 690-691
questions, 651-676

preparation, installation, 58-60
Presentation Settings dialog box, 557
presentations, Windows Meeting Space, 430
pretesting, 10
Principle of Least Privilege, 229
Printer Sharing node, Network and Sharing

Center, 325

printers, network sharing, 325-330
printing, Web pages, 209
Privacy option (Start menu), 191
Privacy tab (Internet Properties dialog box),

268-270
Privacy tab, Windows Media Player, 401
private connections, configuring, 278
Processor object, 481-482
product activation, 143-145
product keys, Vista installation, 73
productivity, Vista improvements, 35-36
profiles, Windows Firewall, 280-282
Program Compatibility Wizard, 179
Programs category, Control panel, 49-50
programs, Vista improvements, 37-39
Prompt for Consent policy, 248
Prompt for Credentials policy, 248
Properties command, Windows Photo Gallery,

410
Properties dialog box

tabs, 168
Windows Mail, 417-418

Protected mode, Internet Explorer, 261-262
protocols, wireless networks, 332
public connections, configuring, 278
Public Folder Sharing node, Network and

Sharing Center, 325
Public folders, 68
public folders, file sharing, 330

Q-R
Quarantine option (Windows Defender), 253

Rating Systems dialog box, 264
RDP (Remote Desktop Protocol), 362-365

policies
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Read tab, Options dialog box (Windows Mail),
422-423

ReadyBoost, 486-488
ReadyDrive, 488-489
Really Simple Syndication (RSS) feeds, 211-212
Receipts tab, Options dialog box (Windows

Mail), 423
Recovery Console, 162
recovery, Safe mode, 163-164
Registry, control set, 162
reliability

built-in diagnostic tools
Event Viewer, 496-501
System Configuration Utility, 489-492
Task Manager, 492-496

monitoring, 468-469
data collector set, 475-479
fast facts, 641-647
LogicalDisk object, 483-485
Memory object, 479-481
Performance Monitor, 470-473
PhysicalDisk object, 482-483
Processor object, 481-482
Reliability Monitor, 473-475
Resource Overview panel, 469-470

Reliability and Performance Monitor, 468-469
data collector set, 475

creating, 475-478
using Performance Monitor, 478-479

LogicalDisk object, 483-485
Memory object, 479-481
Performance Monitor, 470-473
PhysicalDisk object, 482-483
Processor object, 481-482
Reliability Monitor, 473-475
Resource Overview panel, 469-470

Reliability and Performance tool, 167

Reliability Monitor, 473-475
remote access, networks, 354-355

authentication protocols, 355-357
ISP connections, 361-362
Remote Assistance, 365-367
Remote Desktop Protocol (RDP), 362-365
security, 357-358
VPN connections, 359-361

Remote Assistance, 365-367
Remote Desktop Connection dialog box, 363
Remote Desktop Protocol (RDP), 362-365
Remote Desktop Users Properties dialog box,

371
Remove option (Windows Defender), 253
Rename command, Windows Photo Gallery, 410
Reports, 469
Resource Overview panel, 469-470
Resources tab (Properties dialog box), 169
Restart Manager, Vista improvements, 36
restoring, System Restore, 164-166
restrictions

application limits, 195
configuring parental controls, 195-199
games, 195
usage time, 195
Web site, 195

Rip Music tab, Windows Media Player, 405
ripping, Windows Media Player, 395, 407
rollbacks, drivers, 114
RSS (Really Simple Syndication) feeds, 211-212
Run All Administrators in Admin Approval Mode

policy, 249
Run command, enabling, 113

S
Safe mode, 163-166
scanning, Windows Fax and Scan, 448
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scans, Windows Defender, 251-253
schemes (desktop), Aero, 187-188
Screen Saver Settings command, Windows

Photo Gallery, 410
search providers, Internet Explorer, 206-207
Secure Mail section, Windows Mail, 429-430
security

best practices, 231-232
Data Protection, 515-516

decrypting files, 520
EFS basics, 516-517
encrypting file system, 516
preparing disk for EFS, 518-520

fast facts, 618-625
Internet Explorer, 259

advanced security, 268-272
Protected mode, 261-262
zones, 259-261

Password Never Expires option, 233
remote access, 357-358
Vista improvements, 36-37
VPN connections, 547-548
Windows Defender, 255
Windows Firewall, 273-274

basic configuration, 274-279
profiles, 280-282
snap-in, 279-280

Windows Mail, 425
image downloads, 429
message security, 429-430
phishing, 425-427
spam, 425-427
virus protection, 427-428

Security category, Control panel, 45-46
Security tab

Properties dialog box, Windows Mail, 418
Windows Media Player, 402

Select All command, Windows Photo Gallery,
410

Select Users dialog box, 371
Send tab, Options dialog box (Windows Mail),

423
servers

addresses, 308
network requirements, 64
Windows history, 32

Servers tab, Properties dialog box (Windows
Mail), 418

service packs, 52
services, Windows restricting, 37
Services tab, System Configuration Utility, 491
Services tool, 168
Sessions Near Me, Windows Meeting Space,

431
settings, Registry control set, 162
Setup.exe, syntax, 105-106
Setupact.log, 108
Setuperr.log, 108
shadow copies, 175
Share with Devices command, Windows Photo

Gallery, 410
Shared Folders, 167
shortcuts (MeasureUp practice tests), creating,

691
Show Quick Launch option, 193
Show window previews (thumbnails) option, 193
Shrink volumes, 174
Sidebar, 448-451
SideShow, 561

device security, 563-564
setting up, 562-563

Signatures tab, Options dialog box (Windows
Mail), 424

SIM (System Image Manager), 79-80
Sleep mode, Vista improvements, 35
snap-ins, Windows Firewall, 279-280
snipping tool, 575

scans
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social engineering, 228
software

incompatibility, 62-63
malicious, 228

Software Explorer (Windows Defender), 257-258
solutions, troubleshooting installations, 94
spam

Vista improvements, 37
Windows Mail security, 425-427

Spelling tab, Options dialog box (Windows
Mail), 424

spoofing, 228
SRT (Startup Repair Tool), 159
stability, Vista improvements, 36
Start menu

Customize button, 191
properties, 191
Vista 

improvements, 35
new features, 42-43

Start Menu Properties dialog box, 192
Start menu tab (Taskbar), 192
Starter Edition, Windows editions, 33
starting Windows Vista, troubleshooting,

158-164
Startup Repair, troubleshooting failed installa-

tions, 110
Startup Repair Tool (SRT), 159
Startup tab, System Configuration Utility, 492
startups

advanced, troubleshooting attended instal-
lations, 102

security improvements, 36
troubleshooting failed installations, 110
Vista improvements, 35

static addresses, IPv4, 309-312
stop codes, 109

stop errors, troubleshooting failed installations,
109-110

stopped installations, troubleshooting failed
installations, 110

study mode (CD-ROM), 689
studying

pretesting, 10
strategies, 9-10

subnet masks, 307
SuperFetch, 486
Supervisor Can Type a Password to Allow Users

to View Restricted Content option, 264
Switch to the Secure Desktop When Prompting

for Elevation policy, 249
switches, answer files, 105
Sync Center, 551-554
synchronizing, Windows Media Player, 395, 407
Sysprep, 58

clean installation, 85
basics, 85-86
creating image, 86-87

deploying images to multiple computers,
87-89

domain memberships, 107
troubleshooting unattended installations,

106-108
Sysprep.exe, 58
System and Maintenance category, Control

panel, 43-45
System Configuration Utility, 489-490

Boot tab, 490-491
General tab, 490
Services tab, 491
Startup tab, 492
Tools tab, 492

System File Checker, 113
System icons option, 193
System Image Manager (SIM), 79-80
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System Preparation tool, 58
clean installation, 85

basics, 85-86
creating image, 86-87

deploying images to multiple computers,
87-89

domain membership, 107
troubleshooting unattended installations,

106-108
System Properties dialog box, 364
system requirements, CD-ROM installations,

690
System Restore, 164-166
systems

built-in diagnostic tools
Event Viewer, 496-501
System Configuration Utility, 489-492
Task Manager, 492-496

Data Protection
Backup and Restore Center, 508-515
BitLocker, 521-523, 526
decrypting files, 520
EFS basics, 516-517
preparing disk for EFS, 518-520
security, 515-516

fast facts, 610-618
troubleshooting

command-line utilities, 485-486
enhancing performance, 486-489
reliability, 468-485

Windows Update, 501-502
configuring functions, 502-504
Group Policy, 504-507
WSUS server, 504

T
tabbed browsing, configuring Internet Explorer,

201-205
Tablet PC Input Panel, 567

handwriting recognition, 571-574
Input Panel options, 567-568
pen flicks, 568-570
Pen Options tab, 571-572

Tablet PC Settings dialog box, 566
Tablet PC, software configuring, 564-565

settings, 565-566
Tablet PC Input Panel, 567-574

Task Manager, 492-493
dual-processor computers, 496
foreground and background applications,

495
priority configuration, 494-495

Task Scheduler, 167
taskbars

Aero, 185
properites, 192-194

tasks, Windows Calendar, 441
TCP (Transmission Control Protocol), 305
TCP/IP (Transmission Control Protocol/Internet

Protocol), 64, 305-307
configuring with Network and Sharing

Center
disabling IPv6, 324
version 4, 317-322
version 6, 322-324

IPv4 features, 307-308
APIPA implementation, 308-309
dynamic IP addresses, 312-313
static addressing, 309-312

IPv6 features
address syntax, 313-314
address types, 314-315

System Preparation tool
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IPv4 address compatibility, 316
prefixes, 314

troubleshooting, 345-346
address resolution protocol (ARP), 346
Finger command, 346
FTP and TFTP, 346
ipconfig utility, 346-347
Nbtstat utility, 347
Netstat command-line tool, 347
NSLookup utility, 348
ping command, 348
Tracert command, 349

technical support, 692
television, Windows Media Center, 390
test modes (CD-ROM)

certification mode, 689
custom mode, 690
study mode, 689

test questions, 651-688
testing

troubleshooting installations, 94-95
Vista installation preparation, 59-60

tests (practice), MeasureUp, 690-691
TFTP (Trivial File Transfer Protocol), 346
title bars, Aero, 185
toolbars

configuring, 194
Internet Explorer, 207-208

tools, Vista improvements, 37-39
Tools menu commands, Windows Mail, 421-424
Tools tab, System Configuration Utility, 492
touch screen support, 575-576
TPM (Trusted Platform Module), 36
Tracert command, 349
translucency, troubleshooting Aero, 188-189
translucent title bars (Aero), 185

Transmission Control Protocol (TCP), 305
Transmission Control Protocol/Internet Protocol.

See TCP/IP
Trivial File Transfer Protocol (TFTP), 346
troubleshooting

CDs, 172
command-line utilities, 485-486
drivers, 111-113
DVDs, 172
enhancing performance

Windows ReadyBoost, 486-488
Windows ReadyDrive, 488-489
Windows SuperFetch, 486

fast facts, 641-647
network connectivity

hardware, 351-354
LAN connections, 343-345
modems, 351-354
TCP/IP, 345-349
wireless networks, 350-351

phishing filter, 267
post-installation issues, 158-162, 165

boot logging, 166
compatibility, 178-179
Debugging mode, 166
Disable Automatic Restart on System

Failure option, 167
Disable Driver Signature Enforcement

option, 167
hardware devices, 167-178
low resolution video, 166
startup, 158-164
System Restore, 164-166
Windows Easy Transfer, 180-184

reliability, 468-469
data collector set, 475-479
LogicalDisk object, 483-485
Memory object, 479-481
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Performance Monitor, 470-473
PhysicalDisk object, 482-483
Processor object, 481-482
Reliability Monitor, 473-475
Resource Overview panel, 469-470

User Account Control (UAC), 238-239
user rights, whoami, 233
Vista installation, 92-93

attended installation, 95-104
failed installation, 108-110
process, 93-95
unattended installation, 104-108

Windows Aero, 188
Aero Glass, 189-191
Start menu, 191
Taskbar, 192-194
translucency, 188-189

Trusted Platform Module (TPM), 36
trusted sites, 260

U
UAC

configuring, 238-239, 244
elevated privileges, 244-246
policies, 246-250

features, 239-242
application prompts, 242-243
parental controls, 242

troubleshooting, 238-239
UDP (User Datagram Protocol), 305
Ultimate, Vista editions, 33
unattended installations, 78-79

AIK (Automated Installation Kit), 80-84
answer files, 85
deployment technologies, 79
SIM (System Image Manager), 79-80
troubleshooting, 104

answer files, 104-106
Sysprep, 106-108

Unknown status, 177
Update Driver Software dialog box, 353
updates, 143-145

Automatic Updates, 146-147
Windows Defender, 256-257

upgrades, 130-131
computer preparation, Vista Upgrade

Advisor, 131, 134-135
computer requirements, 131
computers to Windows Vista, 135-138
dual boots, 138-140
editions, 140-141
operating systems, 130
Vista, fast facts, 608-610
to Vista Ultimate, 141-143

URGE, Windows Media Player, 395
Urgent, 447
usage time restrictions, 195
User Account Control. See UAC
User Account Control dialog box, 114
user accounts, 229

management, 230-233
Password Never Expires option, 233
permission denials, 230

User Accounts and Family Safety category,
Control panel, 50

User Datagram Protocol (UDP), 305
user interfaces, Vista improvements, 35
user rights, whoami, 233
User State Migration Tool (USMT), 184
users, accounts controls, Vista improvements,

37
Users Can See Websites That Have No Rating

option, 264
USMT (User State Migration Tool), 184

troubleshooting
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V
video memory, Aero, 187
videos

Windows Media Center, 390
Windows Media Player, 396

View menu commands, Windows Mail, 420
Virtualize File and Registry Write Failures to Per

User Locations policy, 249
viruses, Windows Mail security, 427-428
Vista. See also Windows Vista

editions, 33-34
fast facts, 602-603
installation, fast facts, 604-608
new features

Control panel, 43-51
productivity improvements, 35-36
programs, 37-39
security improvements, 36-37
Start Menu, 42-43
tools, 37-39
Welcome Center, 39-41

service packs, 52
upgrades, fast facts, 608-610

Vista Mobility Center, 556-558
Vista Ultimate, upgrading to, 141-143
Vista Upgrade Advisor, 131-134
Volumes, 174
VPN Connection Properties dialog box, 377
VPN connections

remote access networks, 359-361
security, 547-548

W
WDDM (Windows Display Driver Model), 187
WDS (Windows Deployment Services), 58, 90

clean installations, 90
advantages, 90-91
requirements, 91-92

Web site restrictions, 195
Welcome Center

Vista improvements, 37
Vista new features, 39-41

whoami, 233
Wimgapi.dll, 82
Windows history, 31-33
Windows Aero

configuring, 184-185
desktop schemes, 187-188
hardware requirements, 186-187
Windows Presentation Foundation

(WPF), 186
troubleshooting, 188

Aero Glass, 189-191
Start menu, 191
Taskbar, 192-194
translucency, 188-189

Windows Calendar, 437-438
appointment management, 439-440
multiple calendars, 441-442
navigation, 438-439
sharing calendars, 443-444
task lists, 441
Vista improvements, 38

Windows Defender
configuring, 250-251

actions, 253-256
scans, 251-253
security agents, 255
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Software Explorer, 257-258
updates, 256-257

Vista improvements, 37
Windows Deployment Services. See WDS
Windows Display Driver Model (WDDM), 187
Windows DVD Maker, 412-414
Windows Easy Transfer

troubleshooting post-installation issues,
180-184

Vista improvements, 38
Windows Easy Transfer Wizard, 181-184
Windows Experience Index, Vista improve-

ments, 36
Windows Fax and Scan, 444-445

document scanning, 448
fax accounts, 445-446
sending and receiving faxes, 446-447

Windows Firewall
configuring

Group Policy, 282-283
security settings, 273-282

Media Center Extenders, 392
Vista improvements, 37
Windows Media Player, 404

Windows Firewall Settings dialog box, 277-278,
371

Windows Flip, 185
Windows Flip 3D, 185
Windows Internet Naming Service (WINS), 38,

308
Windows Logo Program, 171
Windows Mail, 414-415

account configuration, 415-417
configuration options, 419

Edit menu, 420
File menu, 419-420
Message menu, 425

Tools menu, 421-424
View menu, 420

managing account, 417-418
security configuration, 425

image downloads, 429
message security, 429-430
phishing, 425-427
spam, 425-427
virus protection, 427-428

Vista improvements, 38
Windows Mail and Resulting Internet

Communication in Windows Vista, 430
Windows Management Instrumentation (WMI),

168
Windows Media Center, 389-390

network projectors, 392-394
setting up, 390-392

Windows Media Player, 389, 394-396
configuration options, 400

Burn tab, 406
Devices tab, 406
DVD tab, 403
Library tab, 400
Network tab, 403-404
Performance tab, 406-407
Player tab, 404
Plug-Ins tab, 401
Privacy tab, 401
Rip Music tab, 405
Security tab, 402

Group Policy, 408
Library toolbar, 398-399
menu bar options, 407
setting up, 396-397

Windows Media Player 11, Vista improvements,
38

Windows Defender

21_078973687x_index.qxd  9/10/07  12:20 PM  Page 738



WPA
739

Windows Meeting Space, 430-431
running meetings, 433-435
setting up, 431-432
sharing information, 435-436

Windows Mobility Center, 38, 545-547
Windows Movie Maker, 389, 412-414
Windows Photo Gallery, 389, 408-410

editing images, 411-412
File menu commands, 410
Vista improvements, 38

Windows Presentation Foundation (WPF), 186
Windows Product Activation (WPA), 70-71
Windows ReadyBoost, 486-488
Windows ReadyDrive, 488-489
Windows Server, domains, 236-238
Windows Sidebar, 448-451
Windows SideShow, 561

device security, 563-564
setting up, 562-563

Windows SuperFetch, 486
Windows Update, 501-502

configuring functions, 502-504
Group Policy, 504-507
WSUS server, 504

Windows Vista. See also Vista
configuring, post-installation issues,

158-184
fast facts, 602-603
installation

fast facts, 604-608
post-installation configuration, 158-184

upgrades
computer requirements, 131
fast facts, 608-610
operating systems, 130-131
to Vista Ultimate, 141-143

upgrading computers to, 135-138

Windows Vista Mobility Center, 556-558
Windows.OLD folder, 143
Winload.exe, 139
Winresume.exe, 139
WINS (Windows Internet Naming Service), 64,

308
wireless LANs. See WLANs
Wireless Network Properties dialog box, 339
wireless networking, Windows Meeting Space,

430
wireless networks

Network and Sharing Center management,
332-333

connection setup, 333-338
Manage Wireless Networks dialog box,

338-339
profile management, 339-340

troubleshooting
access point switching, 350
unavailable networks, 350-351

wizards
Easy Transfer Wizard, 158
Extend Volume, 174
Program Compatibility Wizard, 179
Windows Easy Transfer, 181-184

WLANs (wireless LANs), 332
Network and Sharing Center management,

332-333
connection setup, 333-338
Manage Wireless Networks dialog box,

338-339
profile management, 339-340

WMI (Windows Management Instrumentation),
168

WMI Control, 168
workgroups, membership, 67-68
WPA (Windows Product Activation), 70-71
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WPF (Windows Presentation Foundation), 186
WSUS server, 504

X-Y-Z
zones

Internet Explorer, 259-261
trusted sites, 260

WPF
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