
Index

Symbols & Numbers
? (IOS), 203

? (question mark), purpose of, 678

3-layer hierarchical models. See hierarchical 
models

10 Gigabit Ethernet, 100

10BASE-2 networks, 94-95

10BASE-5 networks, 95

10BASE-FL networks, 96

10BASE-T networks, 95

100BaseFX, 97

100BaseT4, 96

100BaseTX, 97

802.1q trunks, configuring, 311-313

802.3 (IEEE standard), 671. See also Ethernet

802.3u (IEEE standard). See Fast Ethernet

802.11 (IEEE standard), 67-68. See also Wi-Fi

1000BaseT, 98

1000BaseX, 98-99

A
ABRs (Area Border Routers), 411

Access layers (hierarchical models), 36-37

access lists
dial-on-demand routing, 454 
exam questions, 490-492

answers, 492-493
exercises, 484-489
extended access lists

configuring, 466-472
networks, restricting by, 478
protocols, restricting by, 477
subnets, blocking, 473-477
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functions of, 452-453
IOS interactions, 452
named access lists, 478-480
NAT (network address translation), 455
overview, 450-452, 698-702
packets, filtering, 453
QoS (quality of service), 453-454
review questions, 489

answers, 492
route filtering, 455-456
standard access lists, 456

configuring, 456-460, 466
networks, isolating, 462, 465
placement of, 460-462
VTY access, restricting, 465

verifying, 480-482
access ports, 305

ACK packet, 31

ACTIVE states (PVC), 629

address classes (IPv4), 129-132

addresses (IP). See IP addresses

addressing (Ethernet), 87-91

administrative distances (IOS), 338-339

advanced distance vector routing protocols. See
balanced hybrid routing protocols

alternate ports (RSTP), 287

any keyword, 463

Application layer (OSI), 18-19
description of, 665
protocols, list of, 666-667

Application layers (TCP/IP models), 29-30

area command, 423

ARP (Address Resolution Protocol), 35
Inverse ARP, 625
purpose of, 123

AS numbers (BGP), 753

ASICs (Application-Specific Integrated Circuits),
276

asynchronous serial interfaces, 170

ATM (asynchronous transfer mode) on WANs, 540

attenuation, 60

authentication (PPP)
configuring, 548-550
overview, 543-545

autonomous systems, 353

auxiliary ports, 190
User EXEC access, securing, 225

B
backbone areas (OSPF), 411

BackboneFast (STP), 286

backup ports (RSTP), 287

balanced-hybrid routing protocols, 428
exam questions, 440-443

answers, 444-445
review questions, 439

answers, 443-444
bandwidth

definition of, 60, 669
IGRP, 391
managing, 754-755

queuing options, 755
WAN compression, 766-768

WAN serial interfaces, redefining, 230
banners (login), creating, 220. See also logins

baseband, 536

basic Cisco configurations. See configurations

BECNs (Backwards Explicit Congestion
Notifications), 621

BGP (Border Gateway Protocol), 353, 753
configuring, 754

binary format, 123-124
converting from decimals, 127-128, 136
converting to decimals, 124-126, 675

blocked ports (STP), 281-282
states, 284

access lists
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blocking, 277

Bluetooth technology, 68

BOD (Bandwidth on Demand), 598-600

Boolean AND, 133-134

boot processes (IOS), 677. See also configuration
registry

boot system command, 219

bootstrap, router/switches start-up, 193

boundaries (classful networks), 381

BPDUs (Bridge Protocol Data Units)
blocked ports, 281-282
designated ports, 281
inferior BPDUs, 286
root bridges, 277-279
root ports, 279-280

BRI (Basic Router Interface)
configuring, 573-574

SPIDs (Service Provider Identifiers), 
574-575

switch types, 574
definition of, 672
example of, 576-577
overview, 169-170, 569-570

bridges. See also switches
exam questions, 294-298

answers, 298-299
frame forwarding, 272-273

cut-through method, 274
fragment-free method, 274
store-and-forward method, 274

half/full-duplex connections, 275
overview, 102-104
purpose of, 683
root bridges, 277-279
versus switches, 276, 683

broadband, 536

broadcast addresses, 90

broadcast IPs, 131

broadcast storms, 277

bus topologies, 56-57

C
cables

coaxial cables, 61-62
cross-over cables, 64-65
fiber-optic cables, 65-66
rolled cables, 65
straight-through cables, 63-64
twisted-pair cables, 62-65

versus fiber-optic, 670
call setups. See three-way handshakes

callbacks, 545-546

CAM (Content Addressable Memory) tables, 
272-273

Campus Infrastructure modules, 743

Carrier Sense Multiple Access Collision Detection
(CSMA/CD), 94

CAS (Channel Associated Signaling), 570

Catalyst switch models. See also switches
purpose of, 685

CBWFQ (Class-based Weighted Fair Queuing),
756-764

CCS (Common Channel Signaling), 570

CD-Rom Practice Test. See MeasureUp

CDP (Cisco proprietary protocol)
utilizing, 248-249, 252

challenges
NAT, 522-525
OSPF (Open Shortest Path First), 427
RIP, 387-388
STP, 282-283
VLANs, 318-319
VLSMs, 349-351

CHAP (Challenge Handshake Authentication
Protocol), 544-545

CIDR (Classless Interdomain Routing), 352, 675
subnet masks, identifying, 134

circuit-switched networks, 535

CIRs (Committed Information Rates), 620
Discard Eligible (De), 622
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Cisco 3-layer hierarchical models. See 
hierarchical models

Cisco proprietary protocol. See CDP

classful network boundaries, 381

Classful Routing, 690

classful/classless routing protocols, 346-348
route summarizations, 351-352
VLSMs (Variable Length Subnet Masks),

349-351
Classless Routing, 690

clear command, 242

client mode (VTP), 314-315

CLNPs (Connectionless Network Protocols)
characteristics of, 752-753
configuring, 753
overview, 751

clock rate command, 230

coaxial cables, 61-62

collision domains, segmenting/creating, 102

commands (IOS)
abbreviations, 204
common syntax errors, 205-206
finding, 203
shortcut keys, 204-205

compression
header compression, 768
link compression, 766-768
Microsoft Point-to-Point compression

(MPPC), 767-768
configuring, 550
overview, 546-547

payload compression, 768
predictor compression, 767
stacker compression (STAC), 767
WANs, 766

config-register command, 218-219

configuration registry, dangers in modifications,
219

configurations
backing up (to/from TFTP servers), 245-248
exam questions, 260-264

answer keys, 265-267
loading at router/switches start-up, 195-197
review questions, 260

answer keys, 265
routers, 235

configure command, 203. See also Global
Configuration

Connection-Oriented Communication sessions, 31

console access, USER EXEC, securing to, 224

console ports, 188-189

context-sensitive help, purpose of, 678

copy command
IOSs, copying, 246
overview, 680-681

Core layers (hierarchical models), 37-39

counts to infinity, mitigating, 375

CPE (customer premise equipment), 171

cross-over cables, 64-65
devices connected by, 670

crosstalk, 61, 669
Far-end Crosstalk (FEXT), 61
Near-end Crosstalk (NEXT), 61

CSMA/CD (Carrier Sense Multiple Access Collision
Detection), 94

CSU/DSUs (Channel Service Unit/Data Service
Units), 171-172, 538

cut-through frame transmissions, 274

D
Data Link Layer (OSI), 23-25, 666

CDP, utilizing, 248-252
devices, 100-101

bridges, 102-104
switches, 105-106

exam questions, 110-114
answers, 116-117

Cisco 3-layer hierarchical models
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exercises, 109
protocols

Ethernet, 87-92
FDDI protocols, 86-87
Token Ring protocols, 84-85

review questions, 110
answers, 114-115

Data Link WAN encapsulations
ATM (asynchronous transfer mode), 540
frame relays, 540
HDLC (high-level data link control), 540
overview, 539
PPP (point-to-point protocol), 540
PPPoA/E, 541
SLIP (serial line internet protocol), 539
X.25 link access procedure, balanced (LAPB),

540
DCE (Data Communications Equipment), 170-171

equipment types, 672
versus DTE, 26

DDR (Dial-on-Demand Routing). See also ISDN
access lists, 454
BOD (Bandwidth on Demand), 598-600
configuring

interesting traffic, defining, 584-586
overview, 582, 588
remote addresses, mapping, 586-587
static routes, 582-583

dialer interfaces, configuring, 595-596
dialer pools

associating, 595-596
configuring, 594-595

dialer profiles, 592-594
dialer timers, configuring, 596-597
exam questions, 605-608

answers, 609-610
exercises, 604-605
operation of, 581-582
PPP Multilink, 598-600
review questions, 605

answers, 608

traditional shortcomings, 591-592
verifying, 588-591

dead/invalid timers, 379

debug command (Privileged EXEC), 244-245

debug commands
IGRP, 394
RIP, 386

decimals, converting 
from binary, 124-126
to binary, 127-128, 136, 675
to hexadecimals, 128-129

default gateways (routing), 336-337
switches, 232

default routes, 342, 689
verifying, 343-344

DELETED states (PVC), 629

demarcation points (demarcs), 171, 571

deny statements. See access lists

description command, utilizing, 229

designated ports (STP), 281

desktop layers (hierarchical models). See Access
layers (hierarchical models)

devices (Network layer)
Layer 3 switches, 149
overview, 146
routers, 147-148

DHCPv6, 746

dial-on-demand connections (WANs), 535

Dial on Demand Routing. See DDR

dialer interfaces, configuring, 595-596

dialer pools, 593
associating, 595-596
configuring, 594-595

dialer profiles (DDR), 592-594

dialer timers, configuring, 596-597

diameters (switches), 284

Dijkstra Shortest Path First (SPF) algorithms, 408

discovery protocol, 682

distance vector routing loops, preventing, 691-692
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distance vector routing protocols, 353
exam questions, 398-402

answers, 402-403
loops, preventing, 691-692
operations of, 370-372

distribute lists. See access lists

distribution frames, 66

Distribution layers (hierarchical models), 37

DLCIs (Data Link Connection Identifiers)
definition of, 618-619
Inverse ARP, 625

DNS (Domain Name Service), TCP/UDP support, 33

DoD (Department of Defense) models. See TCP/IP
models

domains
collision domains, segmenting/creating, 102
name resolution, configuring, 222-223

DR/BDR elections (OSPF), 415-417

DRAM (Dynamic RAM), 173. See also RAM

DS1 (digital signal level 1) services, 170

DTE (Data Terminal Equipment), 171-172
equipment types, 673
versus DCE, 26

DUAL algorithms (EIGRP), 431-432

duplex interfaces, 683-684

duplex logic, 106-107

dynamic access lists, 467. See also access lists

Dynamic NAT, 501
pool translations, 511
two-way configurations, 512-515

dynamic routing protocols, 344-345
classful/classless routing protocols

overview, 346-348
route summarizations, 351-352
VLSMs (Variable Length Subnet Masks),

349-351
distance vector routing protocols, 353
hybrid protocols, 354
interior/exterior gateway routing protocols,

353

link-state routing protocols, 354
purpose of, 689
routing metrics, 345-346
versus routed protocols, 344

De (discard eligible), 622

E
E-Commerce modules, 743

EBGP (External Border Gateway Protocol), 753

Edge Distribution modules, 743

EGP (Exterior Gateway Protocol), 690

EIA/TIA (Electronic Industries
Association/Telecommunications Industry
Association), 172

EIGRP (Enhanced Interior Gateway Routing
Protocol), 428-430, 697-698

configuring, 432-433, 698
DUAL algorithms, 431-432
exam questions, 440-443

answers, 444-445
exercises, 438-439
review questions, 439

answers, 443-444
successor routes, 430
troubleshooting, 435
verifying, 433-435, 698

EMI (electromagnetic interference), 60

enable password command, 679
versus enable secret command, 221

enable secret command, 679
versus enable password command, 221

encapsulation, 26

Enterprise Composite Networks, 741
Enterprise Campus, 742-743
Enterprise Edge, 743-744
Service Provider Edges, 744-745

Enterprise Edge, 743-744

EtherChannel, 749
configuring, 288-289

distance vector routing protocols
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Ethernet
10 Gigabit Ethernet, 100
10BASE-2, 94-95
10BASE-5, 95
10BASE-FL, 96
10BASE-T, 95
802.3 characteristics, 96
802.3u standards, 97
802.3z standards, 99
data link layer protocols

addressing, 87-91
framing, 91-93

exam questions, 110-114
answers, 116-117

exercises, 109
Fast Ethernet

100BaseFX, 97
100BaseT4, 96
100BaseTX, 97

Gigabit Ethernet
1000BaseT, 98
1000BaseX, 98-99

Long Reach Ethernet (LRE), 100
origin of, 93
review questions, 110

answers, 114-115
exam prep CD. See MeasureUp

exam question answers
access lists, 492-493
balanced-hybrid routing protocols, 444-445
basic Cisco configurations, 265-267
bridges, 298-299
Data Link layer, 116-117
DDR, 609-610
distance vector protocols, 402-403
EIGRP, 444-445
Ethernet, 116-117
Frame Relays, 661-662
HDLC, 562-563
hierarchical models, 49-51
IGRP, 402-403

internetworks, 49-51
IOS operations, 213-214
IP addresses, 162-164
ISDN, 609-610
link-state routing protocols, 444-445
memory components, 182-183
NAT, 528-529
Network layer, 162-164
OSI models, 49-51
OSPF, 444-445
Physical layer networking concepts, 78-79
PPP, 562-563
RIP, 402-403
routing, 365
routing loops, 402-403
routing protocols, 402-403
STP, 298-299
switches, 298-299
TCP/IP models, 49-51
VLANs, 330-331
VTP, 330-331
WANs, 562-563

exam questions
access lists, 490-492
balanced-hybrid routing protocols, 440-443
basic Cisco configurations, 260-264
bridges, 294-298
Data Link layer, 110-114
DDR, 605-608
distance vector protocols, 398-402
EIGRP, 440-443
Ethernet, 110-114
Frame Relays, 657-660
HDLC, 560-561
hierarchical models, 43-46
IGRP, 398-402
internetworks, 43-46
IOS operations, 210-212
IP addresses, 156-160
ISDN, 605-608
link-state routing protocols, 440-443
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memory components, 179-181
NAT, 525-527
Network layer, 146-149
OSI models, 43-46
OSPF, 440-443
Physical layer networking concepts, 72-77
PPP, 560-561
RIP, 398-402
routing, 362-364
routing loops, 398-402
routing protocols, 398-402
STP, 294-298
switches, 294-298
TCP/IP models, 43-46
VLANs, 326-329
VTP, 326-329
WANs, 560-561

EXEC sessions. See also ICMP commands; 
terminal options

IOS access, gaining, 676-677
ping command, 243-244
Privileged EXEC mode, 221
Telnet, virtual terminal access, 252-253

exec-timeout command, 224

exercises, 438-439
access lists, 484-489
Data Link layer, 109
DDR, 604-605
Frame Relays, 650-657
IP addresses, 144-145
ISDN, 604-605
memory components, 178
Network layer, 146-149
OSI models, 41-42
PPP, 556-559
routing, 361
routing protocols, 396-397
VLANs, 324-325
VTP, 324-325

extended access lists
configuring, 466-472
networks, restricting by, 478
protocols, restricting by, 477
subnets, blocking, 473-477

Exterior/Interior Gateway Routing Protocol
(EIGRP). See EIGRP

F
Fast Ethernet

100BaseFX, 97
100BaseT4, 96
100BaseTX, 97
description of, 96

FCS (Frame Check Sequence) fields, 311

FDDI (Fiber Distributed Data Interface) protocols,
86-87

feasible successors, 430

features sets (IOS), 174

FECNs (Forwards Explicit Congestion
Notifications), 621-622

FEXT (far-end crosstalk), 61

fiber-optic cables, 65-66
versus twisted pair, 670

files, IOS naming conventions, 673

filtering, 273

flapping, 410

Flash memory, 172-173
show flash command utilizing, 240

flash updates (routing), 379

floating static routes, 341, 689

FLSMs (Fixed Length Subnet Masks), 347

forward delays (STP), 284

forwarding port states (STP), 284

fragment-free frame transmissions, 274

fragmentation, 547

frame forwarding, 272-273
cut-through method, 274
fragment-free method, 274
store-and-forward method, 274

exam questions
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Frame Relays, 614, 709-712. See also NBMA 
networks

address mapping, 624-625
auto-configurations, 626-631
BECNs (Backwards Explicit Congestion

Notifications), 621
CIRs (Committed Information Rates), 620

Discard Eligible (De), 622
configuring

for multipoint interfaces, 632-639
for single neighbors, 626-631
point-to-point subinterfaces, 639-644

DLCIs (Data Link Connection Identifiers),
618-619

exam questions, 657-660
answers, 661-662

exercises, 650-657
FECNs (Forwards Explicit Congestion

Notifications), 621-622
LMIs (Local Management Interfaces), 618
Local Access Rates, 619
PVCs (Permanent Virtual Circuits), 618

ACTIVE states, 629
DELETED states, 629
INACTIVE states, 629
STATIC states, 629

review questions, 657
answers, 660-661

subinterfaces
configuring, 633
multipoint subinterfaces, 624
overview, 623-624
point-to-point subinterfaces, 624

SVCs (Switched Virtual Circuits), 618
troubleshooting, 645-648
verifying, 644-645
virtual circuits

full mesh design, 617
hub and spoke design, 615-616
overview, 614-615
partial mesh design, 616-617

WANs, 540

frames, forwarding through switches, 683

framing (Ethernet), 91-93

full mesh design (virtual circuits), 617

full-duplex modes, 106

G
gain, 69

gateways (routing)
default gateways, 336-337
interior/exterior gateway routing protocols,

353
gateways of last resort, defining, 232

GBICs (Gigabit Interface Converters), 169

Gigabit Ethernet
1000BaseT, 98
1000BaseX, 98-99
overview, 97
ports, 168-169

Gigabit Interface Converters (GBICs), 169

Global Configuration, 201-202
boot system command, 219
commands, list of, 679
config-register command, 218-219
interface configuration, 202
line configuration, 202-203

global/local (NAT), 503

groups, configuring (PRI), 578-580

H
half-duplex modes, 106

half/full-duplex connections, 275

HDLC (high-level data link control), 540-541
exam questions, 560-561

answers, 562-563
origin of, 540
review questions, 559

answers, 562
header compression, 768

hexadecimals, converting from binary, 128-129
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hierarchical models, 35-36
Access layers, 36-37
Core layers, 37-39
Distribution layers, 37
exam questions, 43-46

answers, 49-51
review questions, 42

answers, 47-49
hierarchies, 36

hold-down timers, 378

host keywords, 460

hosts
calculating in subnets, 138-139
names, changing, 220
networks, isolating, 464
subnets, calculating in, 676

HSSI (High-speed serial interfaces), 170

HTTP (Hypertext Transfer Protocol), 190-191

hub and spoke design (virtual circuits), 615-616

hubs, 69

hybrid routing protocols, 354

I - J - K
IANA (Internet Assigned Numbers Authority), 123

private addresses, 675
IBGP (Interior BGP), 753. See also BGP (Border

Gateway Protocol)

ICMP (Internet Control Messaging Protocol), 35
commands

ping, 243-244
traceroute, 244

Destination Unreachable messages, 243
IDFs (Intermediate Distribution Frames), 66

IEEE 802 standards
802.3 (Ethernet), 670

frame information/parameters, 671-672
802.3ab (Gigabit Ethernet), 97, 671
802.3u (Fast Ethernet), 97, 670
802.3z (Gigabit Ethernet), 671

IGP (Interior Gateway Protocol), 353, 690

IGRP (Interior Gateway Routing Protocol). See also
EIGRP

bandwidths, 391
characteristics of, 389-390, 693-694
configuring, 390-391, 694
exam questions, 398-402

answers, 402-403
IP default-networks, 392
routing protocols, 396-397
troubleshooting, 394
unequal path load balancing, 391-392
verifying, 393, 694

image files, naming (IOS), 174-175

implicit deny statements. See access lists

INACTIVE states (PVC), 629

inferior BPDUs, 286

infrared, 68

inside global addresses (NAT)
description of, 503-504
forwarding to Internal Web servers, 506-508

interesting traffic (DDR), 584-586

interface configuration (Global Configuration), 202
commands, 680

interface range command (switches), 233

interface status values (show command), 681

interfaces. See also router interfaces
exam questions, 179-181

answers, 182-183
review questions, 179
answers, 181-182

Internet Access modules, 744

Internet layers (TCP/IP models), 34-35

Internet Service Provider (ISP) modules, 745

internetworks, 12
exam questions, 43-46

answers, 49-51
LANs, 13
layered architecture. See OSI model
MANs (Metropolitan Area Networks), 14
networks, isolating, 464-465

hierarchical models
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review questions, 42
answers, 47-49

SANs (Storage Area Networks), 15
VANs (Virtual Area Networks), 15
WANs (Wide Area Networks), 14-15

interVLAN routing, 319-322

invalid input, 678

invalid/dead timers, 379

Inverse ARP, 625

inverse masks, 421

IOS (Input/Output System), 173-174
? (question mark) overview, 203
access list interactions, 452
administrative distances, 338-339
backing up, 245-248
boot process, 677
commands

abbreviations, 204
common syntax errors, 205-206
finding, 203
shortcut keys, 204-205

configuration files, static entries, creating,
222-223

editing keystrokes, 678
exam questions, 179-181, 210-212

answers, 182-183, 213-214
EXEC access, 676-677
features sets, 174
file naming conventions, 673
Global Configuration, 201-202

interface configuration, 202
line configuration, 202-203

image files, naming, 174-175
loading router/switches at start-up, 193-197
navigation modes, 677
practice exercises, 208-210
Privileged EXEC, 200-201
review questions, 179, 210

answers, 181-182, 212-213
show version commands, 240-241
User EXEC overview, 199-200

IP  (Internet Protocol) addresses
assigning, 228-229
binary

converting to decimals, 124-126
overview, 123-124

decimals, converting to hexadecimals, 128-129
exam questions, 154

answers, 161
exercises, 150
hexadecimals, 128
hosts, calculating in subnets, 138-139
IPv6 overview, 745-746

autoconfiguration, 746
networks, calculating in subnets, 139-141
review questions, 154

answers, 159
RFC1918, 134-135
subnet masks, 132-134
subnets, 135-138, 676

increments, calculating, 141-144
switches, assigning to, 231-232
zero subnets, 141

ip default-gateway command, 232

IP default-networks (IGRP), 392

ip host command, 223

ip ospf cost command, 423

ip ospf priority command, 424

IPv4 (Internet Protocol version 4). See also IP
addresses

address classes, 129-132
addresses, 674-675
integrating IPv6, 747

IPv6 (Internet Protocol version 6). See also IP
addresses

addressing, 745-746
autoconfiguration, 746
EtherChannel, 749
integrating with IPv4, 747
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overview, 745
RSPT

origins of, 747
port states and roles, 747-748
rapid transitions, 748

SVIs (switched virtual interfaces), 749-750
IS-IS (Intermediate System-to-Intermediate

System) protocol, 751
characteristics of, 752-753
configuring, 753

ISDN (Integrated Services Digital Network)
architecture of, 571-573
BRI

configuring
overview, 573-574
SPIDs (Service Provider Identifiers), 

574-575
switch types, 574
example of, 576-577
overview, 169-170, 569-570

decline of, 568
exam questions, 605-608

answers, 609-610
exercises, 604-605
overview, 706-709
PRI

configuring, 577-578
groups, configuring, 578-580
switch types, configuring, 578

review questions, 605
answers, 608

signaling protocols, 570-571
S/T Interfaces, 572
troubleshooting, 600-602
types of, 569
U Interfaces, 572

ISL trunks, 310
configuring, 311-313

ISO HDLC, 543

keepalive, 230

keystrokes, IOS editing, 678

L
LANs (local area networks), 13

interfaces, 168-169
Spread Spectrum Wireless LANs, 670

LAPB (link access procedure, balanced), 540

Layer 1 (OSI model), Physical layer, 26

Layer 2 (OSI model), Data Link layer 23-25, 105

Layer 3 (OSI model), Network layer, 22-23
switches, 151, 676. See also SVIs (switched 

virtual interfaces)
Layer 4 (OSI model), Transport layer, 21-22

Layer 5 (OSI model), Session Layer, 20

Layer 6 (OSI Model), Presentation layer, 19-20

Layer 7 (OSI Model), Application layer, 18-19

Layer switches. See switches, 231

layered architecture. See OSI model

layers (OSI model)
control information for, 667
related TCP/IP layers, 668

LCP (link control protocol)
authentication, 543-544
callbacks, 545-546
CHAP, 544-545
compression, 546

MPPC (Microsoft point-to-point 
compression), 547

Predictor, 547
Stacker, 546

MLPPP (Multilink PPP), 547
overview, 543
PAP, 544

learning port states (STP), 284

leased lines, 534-535

line configuration (Global Configuration), 202-203

line speeds (Local Access Rates), 619

link compression, 766-768

IPv6
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link-state operations, 408-409

link-state routing protocols, 354
exam questions, 440-443

answers, 444-445
review questions, 439

answers, 443-444
listening port states (STP), 284

LLCs (logical link controls), 24-25

LLQ (Low Latency Queuing), 764-766

LMIs (Local Management Interfaces), 618

Local Access Rates, 619

local loops, 571

local/global (NAT), 503

logging synchronous command, utilizing, 225

login banners, creating, 220

Long Reach Ethernet (LRE), 100

longest match rule, 357

loopback interfaces, 414

loops (routing), 372-373
mitigating

counts to infinity, 375
invalid/dead timers, 379
route poisoning, 377-378
split horizons, 375-376
triggered updates, 379

LRE (Long Reach Ethernet), 100

LSAs (Link-State Advertisements), 408

LSU (link-state updates), 409

M
MAC (media access control) addresses, 24

configuring, 289
definition of, 671
limitations of, 618
router assignments, 147
verifying, 289

management VLANs. See VLANs

managment IP addresses, switches, assigning to,
231-232

MANs (Metropolitan Area Networks), 14

max age timers (STP), 284

maximum  hop counts, 691-692

MDFs (Main Distribution Frames), 66

MeasureUp
installing, 771-772
overview, 770
shortcuts to, creating, 772
technical support, 772
test modes, 769-770

membership methods for VLANs, 305

memory types, 673

memory components
exam questions, 179-181

answers, 182-183
exercises, 178
FLASH, 172-173
NVRAM, 173
RAM, 173
review questions, 179

answers, 181-182
ROM, 172

memory types, 673

mesh topologies, 59

message of the day. See login banners

metrics (OSPF), 413

metrics (routing), 345-346

metro Ethernet, 537-538

microsegmentation, 107

Microsoft Point-to-Point compression (MPPC), 547,
767-768

MLPPP (Multilink PPP), 547

modules, 168. See also individual modules
routers, 176-177

monitoring terminals, 254

MPPC (Microsoft point-to-point compression), 547,
767-768
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MQC (Modular QoS CLI), 756

multi-layer switches, 151

multicast addresses, 89-90

multimode (MM) fiber-optic cables, 66

multipoint interface Frame Relays, 632-639

multipoint subinterfaces, 624

N
named access lists, 478-480

NAT (Network Address Translation), 135
access lists, 455
challenge exercises, 522-525
Dynamic NAT, 501

pool translations, 511
two-way configurations, 512-515

exam questions, 525-527
answers, 528-529

foundation concepts, 499-500
history of, 498
inside global addresses, 504
inside local addresses, 504
inside/outside, 503
local/global, 503
outside global addresses, 504
outside local addresses, 504
overview, 702-703
purpose of, 498
Static NAT, 500-501

configuring, 505-506
inside global address forwarding, 506-508
NAT Overload
combining, 518-520
splitting forwards, 508-511

verifying operation of, 520
NAT Overload, 502

configuring, 515-520
native VLANs, 311. See also VLANs

navigation modes (IOS), 677

NBAR (Network Based Application Recognition),
758-761

NBMA networks, 622-623

NCP (network control protocol), 548

Network Address Translation. See NAT

network domains, data transport reliability, 
determining, 669

network IDs, 131

Network Interface layers (TCP/IP models), 35

Network layer
devices

Layer 3 switches, 149
overview, 146
routers, 147

exam questions, 154-159
answers, 159-160

exercises, 150-153
review questions, 154

answers, 159-161
Network layer (OSI), 22-23

description of, 666
purpose of, 122-123

Network Management modules, 743

networks
calculating in subnets, 140-141
isolating with access lists, 462, 465
neighbors, discovering with CDP, 248-249,

252
restricting with extended access lists, 478
subnets, calculating in, 676
topology. See topologies

NEXT (near-end crosstalk), 61

nibbles, 129

no command, 218

no debug all command, 245

no keepalives command, 230

no shutdown command, 229

Non-Broadcast Multi-Access (NBMA) networks, 622

NT-1 (Network Termination, Type 1), 572

NT-2 (Network Termination, Type 2), 572

NVRAM (Non-Volatile RAM), 173
VLAN databases, 307

MQC
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O
ODR (on-demand routing), 751

Open Systems Interconnection (OSI) model. See
OSI model

OSI (Open Systems Interconnection) model, 16-17
Application layer, 18-19
compared to TCP/IP models, 29
Data Link layer, 23-25
exam questions, 43-46

answers, 49-51
exercises, 41-42
layered communications, 26-27
layers of, 27-28, 665-666
lower layers, 21
Network layer, 22-23
Physical layer, 26
Presentation layer, 19-20
review questions, 42

answers, 47-49
Session layer, 20, 665
Transport layer, 21-22
upper layers, 17

OSPF (Open Shortest Path First), 694-695
areas of, 410-412
challenges, 427
characteristics of, 410, 694-695
commands, 422-424
configuring, 418-422, 696
description of, 410
exam questions, 440-443

answers, 444-445
DR/BDR elections, 415-417
initializing, 417-418
metrics, 413
review questions, 439

answers, 443-444
router IDs, 413-414
topologies, 414-415
troubleshooting, 426

verifying, 424-426, 697
wildcard masks, 419-421

outside global addresses (NAT), 504

outside local addresses (NAT), 504

outside/inside (NAT), 503

P
packet-switched networks, 536

packets, filtering with access lists, 453

PAP (Password Authentication Protocol), 544

PAR (Positive Acknowledgement and
Retransmission), 30

partial mesh design (virtual circuits), 616-617

password hashing, 545

passwords
enable password versus enable secret, 221
Privileged EXEC mode, assigning to, 221-222
recovery (router/switch start-ups), 197

PAT (Port Address Translation), 502

payload compression, 768

PBX systems, 579

PDUs (Protocol Data Units), 26

permanent virtual circuits, 536

permit statements. See access lists

Physical layer (OSI model), 26, 666
devices

hubs, 69
network interfaces, 69
repeaters, 68

networking concept exam questions, 72-77
answers, 78-79

networking concept exercises, 71
networking concept review questions, 71

answers, 77-78
WANs, 538-539

ping command, 243-244, 673-674

pinout, 63

PoE (Power over Ethernet), 177
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point-to-point subinterfaces, 624
configuring, 639-644

poison reverses, 378

pool translations (Dynamic NAT), 511

Port Address Translation (PAT), 502

port redirection, performing, 510

port states (RSTP), 747-748

PortFast (STP), 285

ports. See also router interfaces
access ports, 305
blocked ports, 281-282
costs/priorities, changing, 290
designated ports, 281
root ports, 279-280
states (RSPT), transitioning, 283-288

Positive Acknowledgement and Retransmission
(PAR), 30

PPP (Point-to-Point Protocol), 541-542
configuring

authentication, 548-550
compression, 550
overview, 548

exam questions, 560-561
answers, 562-563

exercises, 556-559
overview, 704-706
review questions, 559

answers, 562
SLIP (serial line internet protocol), 540
sublayers

ISO HDLC, 543
LCP (link control protocol), 543-547
NCP (network control protocol), 548

troubleshooting, 552-554
verifying, 551-552

PPP Multilink (DDR), 598-600

PPPoA/E (WANs), 541

PQ (Priority Queuing), 766

practice exam questions, 713-731
answers, 731-738

practice exercises
IOS operations, 208-210
Physical layer networking concepts, 71
routers, 257
switches, 258-259

Predictor, 547

predictor compression, 767

Presentation layer (OSI model), 19-20, 665

PRI (Primary Rate Interface)
configuring

groups, 578-580
overview, 577-578
switch types, 578

overview, 570
private addresses

IANA, 675
RFC1918, 134-135

Privileged EXEC. See also User EXEC
clear command, 242
debug command, 244-245
overview, 200-201
passwords, assigning to, 221-222
securing, 679
VLAN databases, 307-308

Protocol Data Units (PDUs), 26

protocols
Application layer (OSI model), 18-19
Application layer (TCP/IP model), 30
ARP (Address Resolution Protocol), 35
ICMP (Internet Control Messaging Protocol),

35
IP, 34
Presentation layer (OSI model), 19-20
Proxy ARP (Address Resolution Protocol), 35
RARP (Reverse Address Resolution Protocol),

35
restricting with access lists, 477
Session layer (OSI model), 20
TCP, 30-32
UDP, 32-33

Proxy ARP (Address Resolution Protocol), 35

point-to-point subinterfaces
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PSTNs (Public Switched Telephone Networks), 579
Service Provider modules, 745

PVCs (Permanent Virtual Circuits), 618
ACTIVE states, 629
DELETED states, 629
INACTIVE states, 629
STATIC states, 629

Q - R
Q.921/Q.931 protocols (ISDN Layers 2/3), 570-571

QoS (quality of service), 750-751
access lists, 453-454
bandwidth management

overview, 754-755
WAN compression, 766-768

Congestion Management tools for queuing
CBWFQ (Class-based Weighted Fair

Queuing), 756-764
LLQ (Low Latency Queuing), 764-766
PQ (Priority Queuing), 766
WFQ (Weighted Fair Queuing), 755-756

traffic policing, 454
queuing, 755

CBWFQ (Class-based Weighted Fair
Queuing), 756-764

LLQ (Low Latency Queuing), 764-766
PQ (Priority Queuing), 766
WFQ (Weighted Fair Queuing), 755-756

RAM (random access memory), 173

range keyword, 423

rapid transitions (RSTP), 748

RARP (Reverse Address Resolution Protocol), 35

redistribution (routing protocols), 357, 691

remote addresses (DDR), mapping, 586-587

repeaters, 68

review question answers
access lists, 492
balanced-hybrid routing protocols, 443-444
basic Cisco configurations, 265

Data Link layer, 114-115
DDR, 608
EIGRP, 443-444
Ethernet, 114-115
Frame Relays, 660-661
HDLC, 562
hierarchical models, 47-49
internetworks, 47-49
IOS operations, 212-213
IP addresses, 160-162
ISDN, 608
link-state routing protocols, 443-444
memory components, 181-182
Network layer, 160-162
OSI models, 47-49
OSPF, 443-444
Physical layer networking concepts, 77-78
PPP, 562
TCP/IP models, 47-49
VLANs, 329-330
VTP, 329-330
WANs, 562

review questions
access lists, 489
balanced-hybrid routing protocols, 439
basic Cisco configurations, 260
Data Link layer, 110
DDR, 605
EIGRP, 439
Ethernet, 110
Frame Relays, 657
HDLC, 559
hierarchical models, 42
internetworks, 42
IOS operations, 210
IP addresses, 154
ISDN, 605
link-state routing protocols, 439
memory components, 179
Network layer, 154
OSI models, 42
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OSPF, 439
Physical layer networking concepts, 71
PPP, 559
TCP/IP models, 42
VLANs, 325
VTP, 325
WANs, 559

RFC1918, 134-135

ring topologies, 57

RIP (Routing Information Protocol), 379
challenges, 387-388
characteristics of, 380
compared to RIPv2, 692
configuring, 381-383, 693
exam questions, 398-402

answers, 402-403
troubleshooting, 386-387
verifying, 384-385, 693

RIPv2 (Routing Information Protocol version 2),
383-384

compared to RIP, 692
configuring, 384

rolled cables, 65

ROM (read-only memory), 172

ROMmon, router/switches start-up, 193

root bridges (STP), 277-279

root ports (STP), 279-280

route poisoning, mitigating, 377-378

route summarizations, 351-352

router IDs (OSPF), 413-414

router interfaces. See also switches
bandwidth, redefining, 230
clock rate command, 230
duplexes, assigning, 230
enabling, 229
IP addresses, assigning, 228-229
show controller command, 239-240
show interfaces command, 237-239
show IP interface brief command, 239

routers
configurations

serving, 233-234
verifying, 235-237

defaults, returning to, 234
exam questions, 179-181

answers, 182-183
interVLAN routing, 319-322
Layer 3 functions, 676
overview, 147, 176-177
practice exercises, 257
review questions, 179

answers, 181-182
start-up procedures

bootstrap, 193
configuration loading, 195-197
device checks, 192-193
IOS loading, 193-197
overview, 192
password recovery, 197
practice challenge, 198-199
ROMmon, 193
setup mode, 196

routers on a stick, 320

routes
default routes, 689
dynamic routing protocols, 689
filtering with access lists, 455-456
static routes, 689

routing
administrative distances, 338-339
Classful Routing, 690
Classless Routing, 690
default gateways, 336-337
default routes, 342

verifying, 343-344
exam questions, 362-364

answers, 365
exercises, 361

review questions
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routing sources, 337-339
static routes

configuring, 340-341
floating static routes, 341
overview, 339
verifying, 343-344

routing by rumor, 370

routing loops, 372-373
exam questions, 398-402

answers, 402-403
mitigating

counts to infinity, 375
invalid/dead timers, 379
route poisoning, 377-378
split horizons, 375-376
triggered updates, 379

routing metrics, 345-346, 690

routing protocols
classes of, 691
distance vector routing protocols

loops, preventing, 691-692
operations of, 370-372

exam questions, 398-402
answers, 402-403

IGRP
bandwidths, 391
characteristics of, 389-390
configuring, 390-391
description of, 389
IP default-networks, 392
troubleshooting, 394
unequal path load balancing, 391-392
verifying, 393

interior/exterior gateway protocols, 690
maximum hop counts, 691-692
purpose of, 689
redistributing, 357, 691

routing protocols (dynamic), 344-345
classful/classless routing protocols

overview, 346-348
route summarizations, 351-352
VLSMs (Variable Length Subnet Masks),

349-351
distance vector routing protocols, 353
hybrid protocols, 354
interior/exterior gateway routing protocols,

353
link-state routing protocols, 354
versus routed protocols, 344

routing sources, 688-689

routing tables, 355-357

RSTP (Rapid Spanning Tree Protocol)
origins of, 747
port states and roles, 748
rapid transitions, 748

S
S/T Interfaces (ISDN), 572

SANs (Storage Area Networks), 15

Server Farm modules, 743

server mode (VTP), 314

service password-encryption command, 222, 679

Service Provider Edges, 744-745

Session layer (OSI model), 20, 665

setup mode (router/switch start-ups), 196

show cdp neighbors command, 249-250

show command, 235, 681
configurations, verifying, 235-237
interface status values, 681
IOS show version commands, 240-241
list of, 242
show controller, 239-240
show interfaces, 237-239
show IP interface brief, 239
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show controllers serial command, 252

show frame-relay lmi command, 644

show frame-relay map command, 645

show frame-relay pvc command, 645

show running-config command, 235-237
unshown commands, 248

show sessions command, 253

show version command, 175

SIA (Stuck in Active) timers, 432

single neighbor Frame Relays, 626-631

single-mode (SM) fiber-optic cables, 66

SLIP (serial line internet protocol), 539

SNAP (Subnetwork Access Protocol), 93

sockets, 502

sources (routing tables), 337-339

SPF (Shortest Path First) algorithms, 408

SPIDs (Service Provider Identifiers), BRI, 
configuring, 574-575

split-horizons, 622
mitigating, 375-376

Spread Spectrum Wireless LANs, 670

SSH (Secure Shell), 191

STAC (stacker compression), 767

Stacker, 546

standard access lists
configuring, 456-460, 466
networks, isolating, 462, 465
placement of, 460-462
VTY access, restricting, 465

star topologies, 58-59

start-up
routers/switches

bootstrap, 193
configuration loading, 195-197
device checks, 192-193
IOS loading, 193-197
overview, 192
password recovery, 197

practice challenge, 198-199
ROMmon, 193
setup mode, 196

startup processes. See boot processes

static maps, 625

Static NAT, 500-501
configuring, 505-506

forwarding splits, 508-511
inside global address forwarding, 506-508

NAT Overload, combining, 518-520
static routes, 339

configuring, 340-341
DDR, configuring, 582-583
description of, 689
floating static routes, 341
verifying, 343-344

STATIC states (PVC), 629

store-and-forward frame transmissions, 274

STP
challenges, 282-283
configuring, 289-290
enhancements

BackboneFast, 286
configuring, 290
PortFast, 285
UplinkFast, 285

EtherChannel, 288
exam questions, 294-298

answers, 298-299
port states, transitioning, 283-284
ports, costs/priorities, changing, 290
RSTP, port states, transitioning, 287-288
verifying, 291

STP (Spanning Tree Protocol), 277. See also MAC
addresses

blocked ports, 281-282
configuring, 685
designated ports, 281
port states/cost values, 684
root bridges, 277-279

show controllers serial command
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root ports, 279-280
topology changes, 685
VLANs, 305

STP cables, 62-63

straight-through cables, 63-64
devices connected by, 670

stub areas (OSPF), 412

stub networks, 339

Stuck in Active (SIA) timers, 432

subinterfaces, 623-624
configuring, 633
multipoint subinterfaces, 624
point-to-point subinterfaces, 624

configuring, 639-644
VLANs, 320-322

sublayers (PPP)
ISO HDLC, 543
LCP (link control protocol), 543

authentication, 543-545
callbacks, 545-546
compression, 546-547
MLPPP (Multilink PPP), 547

NCP (network control protocol), 548
subnet IDs, 131

subnet masks, 132-134

subnets
blocking with access lists, 473-477
description of, 132
hosts, calculating, 138-139, 676
increments, calculating, 141-144
IP addresses, 676
networks, calculating, 140-141, 676
zero subnets, 141

subnetting IP addresses, 135-138

Subnetwork Access Protocol (SNAP), 93

successor routes (EIGRP), 430
DUAL algorithms, 431-432

SVCs (Switched Virtual Circuits), 618

SVIs (switched virtual interfaces), 749-750

switches. See also bridges; ports; STP (Spanning
Tree Protocol)

BRI, configuring, 574
configuration commands, list of, 680
default gateways, defining, 232
defaults, returning to, 234
exam questions, 179-181, 294-298

answers, 182-183, 298-299
frame forwarding, 272, 683

cut-through method, 274
fragment-free method, 274
store-and-forward method, 274

interface range command, 233
management IP addresses, assigning, 231-232
microsegmentation, 107
overview, 105-106, 177
practice exercises, 258-259
PRI, configuring, 578
purpose of, 683
review questions, 179

answers, 181-182
start-up procedures

bootstrap, 193
configuration loading, 195-197
device checks, 192-193
IOS loading, 193-197
overview, 192
password recovery, 197
practice challenge, 198-199
ROMmon, 193
setup mode, 196

STP (Spanning Tree Protocol), 277
versus bridges, 276, 683

switching designs, 276-277

SYN packet, 31

SYN-ACK packet, 31

synchronous serial interfaces, 170

syntax errors, invalid input, 678
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T
T1 controller cards, 170

T1 lines versus connection types, 570

TAs (Terminal Adapters), 572

TCP (Transmission Control Protocol)
applications that utilize, 668
overview, 30-32
processes of, 668
segment header formats, 668

TCP/IP (Transmission Control Protocol/Internet
Protocol)

address classes, 130
layers, related OSI layers, 668
models, 28-29

Application layer, 29-30
compared to OSI models, 29
exam questions, 43-51
Internet layer, 34-35
Network Interface layer, 35
review questions, 42-49
Transport layer, 30-33

TE1 (Terminal Endpoint, Type 1), 572

TE2 (Terminal Endpoint, Type 2), 572

TEI (Terminal Endpoint Identifier), 577

Telnet, 682-683
brief description, 190
monitoring terminals, 254
User EXEC access, securing, 225, 228
virtual terminal access with, 252-253

terminal monitor command
RIP, 386
utilizing, 254

terminal options
auxiliary ports, 190
console ports, 188-189
description of, 188
HTTP, 190-191
SSH, 191

TFTP servers, configurations, backing up, 245-248

three-way handshakes, 31

throughput, 15

Token Ring protocols, 84-85

topologies, 56
bus topologies, 56-57
OSPF (Open Shortest Path First), 414-415
mesh topologies, 59
ring topologies, 57
star topologies, 58-59

touring (inter-VLAN routing), 687-688

traceroute command, 244, 386, 673-674

traceroutes, 122

traffic policing, 454

trains (IOS), 173

transparent mode (VTP), 315

Transport layer (OSI model), 21-22, 665

Transport layer (TCP/IP model), 30-33

triggered updates (routing), 379

troubleshooting Frame Relays, 645-648

trunks (VLANs), 309, 686-687
802.1q trunks, 311
configuring, 311-313
DTP (Dynamic Trunking Protocol), 312
ISL trunks, 310
VLAN trunking protocol (VTP), 687

twisted-pair cables, 62-65

two-way Dynamic NAT configurations, 512-515

U
U Interfaces (ISDN), 572

UDP (User Datagram Protocol), 32-33
applications that utilize, 669
headers, 669

undebug all command, 245

unequal path load balancing (IGRP), 391-392

unicast addresses, 88

unshielded twister pair cables versus fiber-optic,
670

T1 controller cards
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UplinkFast (STP), 285

upper layers (OSI model), 17

User EXEC. See also Privileged EXEC
auxiliary access, securing, 225
console access, securing, 224
overview, 199-200
securing, 679
Telnet access, securing, 225, 228

UTP cables, 62-63

V
VANs (Virtual Area Networks), 15

virtual circuits, 709-712
full mesh design, 617
hub and spoke design, 615-616
overview, 614-615
partial mesh design, 616-617

VLANs (virtual LANs), 304-305
challenges, 318-319
configuring, 306-309, 686
exam questions, 326-329

answers, 330-331
exercises, 324-325
interVLAN routing, 319-322, 687-688
management VLAN, 306
membership methods, 305
native VLANs, 311
purpose of, 686
review questions, 325

answers, 329-330
SVI (switched virtual interfaces), 749-750
trunks

802.1q trunks, 311
configuring, 311-313
DTP (Dynamic Trunking Protocol), 312
ISL trunks, 310
overview, 309

verifying, 308

VTP (VLAN Trunking Protocol), 687
client mode, 314-315
configuring, 317
pruning, 316-317
revising, 316
server mode, 314
transparent mode, 315
verifying, 318

workgroups, 36
VLSMs (Variable Length Subnet Masks), 349-351

VMPSs (VLAN Membership Policy Servers), 305

VPNs (virtual private networks), 536-537
Remote Access modules, 744

VTP (VLAN Trunking Protocol), 687
challenges, 318-319
configuring, 317
exam questions, 326-329

answers, 330-331
exercises, 324-325
modes of, 313-314

client mode, 314-315
server mode, 314
transparent mode, 315

pruning, 316-317
review questions, 325
revising, 316
verifying, 318

VTY access, restricting with access lists, 465

W - Z
WANs (wide area networks), 14-15, 703-706

Access modules, 744
bandwidth management. See also queuing

overview, 754-755
WAN compression, 766-768

broadband overview, 536
circuit-switched networks, 535
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compression
header compression, 768
link compression, 766-768
payload compression, 768

Data Link encapsulations, 539
ATM (asynchronous transfer mode), 540
frame relays, 540
HDLC (high-level data link control), 540
PPP (point-to-point protocol), 540
PPPoA/E, 541
SLIP (serial line internet protocol), 539
X.25 link access procedure, balanced

(LAPB), 540
Enterprise Edge modules, 744
exam questions, 560-561

answers, 562-563
interfaces, 672-673

asynchronous serial interfaces, 170
BRI, 169-170
DCE (Data Communications Equipment),

170-171
DTE (Data Terminal Equipment), 

171-172
HSSI, 170
synchronous serial interfaces, 170
T1 controller cards, 170

leased lines, 534-535
metro Ethernet, 537-538
packet-switched networks, 536
Physical layer, 538-539
review questions, 559

answers, 562
Service Providers, 745
VPNs, 536-537

WFQ (Weighted Fair Queuing), 755-756

Wi-Fi (wireless networking), 67-68
IEEE 802 characteristics

802.3, 670
802.3ab, 671
802.3u, 670
802.3z, 671

overview, 67-68

wildcard masks (OSPF), 419-421

windowing, 31

workgroups (VLANs), 36
hubs, 69
layers (hierarchical models), 37

X.25 link access procedure, balanced (LAPB), 540

zero subnets, 141

WANs
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