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Foreword

f all the books you'll read about the Enterprise Mobility Suite, this one is
probably the first. In my opinion, it is also the most comprehensive to date.

Enterprise Mobility Management—the thing that EMS so brilliantly supports
and empowers—is one of today’s defining trends, and it is the core area of focus
for some of the most brilliant software architects and developers in the tech
industry. The reason is obvious: No other technological development will have a
greater impact on the way we live and work than our current device ubiquity.

From an IT perspective, the number of devices your users want to use, the
volume of data they access, and protecting those corporate assets (and the end
users themselves) are just a handful of the incredibly serious issues you must face
every day. This reality is what makes EMS so exciting; it represents the intersection
of great software architects with the IT teams working on the front lines of orga-
nizations all over the world. With this cloud-based technology, and by leveraging
things like Machine Learning from the cloud, the feedback loop is faster than ever.
Now you can enable your users in ways you never have been able to in the past.

In this book you'll see—in practical terms and examples—how to make these
devices and the people using them dramatically more productive, more connect-
ed, and more secure. From the back end of your infrastructure (Microsoft Intune,
Azure Active Directory Premium, Azure AD RMS) to the apps your end users inter-
act with every day (Office 365), EMS is an incredibly sophisticated set of tools that
dramatically simplify many previously intractable technical challenges.

The Enterprise Mobility Suite is where | believe a cloud-first, mobile-first
perspective really takes shape. The speed of business, the constant movement of
workers and data, and the need to keep innovating are all delivered with the en-
tirely service-based solutions offered by the EMS. It's powerful, reliable, and offers
you the cross-platform functionality that's required to help you successfully and
optimistically bridge your organization’s past and future.

Jeff and Yuri have spent an exhaustive amount of time with every corner of
the Enterprise Mobility Suite, and this book will prepare you to use it to solve the
unique challenges your organization is facing today—and to plan ahead for your
organization’s long-term success.

Brad

Brad Anderson, Microsoft Corporate VP, Enterprise Client & Mobility,
@InTheCloudMSFT

xi
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Introduction

his book provides you with an introduction to the Enterprise Mobility

Suite (EMS). In it, you are put in the driver’s seat through scenario-based
content covering each of the independent technologies that make up EMS:
Microsoft Azure AD Premium, Azure Rights Management Services (RMS), and
Microsoft Intune. Throughout the chapters, we guide you through the process
of implementing EMS to support Mobile Device Management (MDM) of both
company-owned devices and personally-owned devices in your enterprise
environment.

The scenarios described in this book are truly end-to-end. Starting with
enabling hybrid identity, you will quickly learn how to secure corporate data
access, protect your employees’ personal information, manage iOS, Android, and
Windows devices, and, finally, how to monitor and perform basic troubleshooting
of all EMS components.

The target audience for this book is comprised of enterprise IT Pros who
are either charged with implementing EMS for their organizations or just want
to learn more about the technologies that are included in EMS. While it is not
possible to cover every aspect and nuance of the technologies included in EMS in
a single book, we have attempted to include the content we believe will provide
you with the solid foundation you will need as you begin your own EMS imple-
mentation journey.
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Enabling a mobile workforce

he catchy phrase "work from anywhere” has evolved throughout the years and

nowadays working from anywhere is the standard for many industries. However, as
consumers started to use their own gadgets more and more to perform work-related
tasks, "working anywhere and from any device” has become the new vision for many
enterprises in a mobile-first, cloud-first world. This chapter explains why it is important
for companies to develop an effective strategy for embracing a mobile workforce and
also explains how the paradigm shift caused by the Bring Your Own Device (BYOD) trend
impacts the overall strategy to securely adopt a mobile workforce.

The shift towards mobility

When companies started to understand the value of cloud computing—particularly

as it related to how they could leverage its resources to be more agile and to reduce
costs—they also discovered that users were already consuming cloud resources on their
own devices. Cloud-based apps are intended to run on all types of portable devices.
Also, cloud-based apps are usually programmed to run on several major operating sys-
tems, a strategy that drives rapid adoption from consumers. In this new era of Enterprise
IT—also referred to by Gartner! as the "Third Era of Enterprise IT"—enterprise users not
only demand agility, they demand a substantial increase in productivity.

While you might think that this concept is new, the fact is that this mobility phenom-
enon has been growing for at least the past seven years. A 2008 IDC study sponsored
by Microsoft and performed by International Data Corporation (IDC) called Mobility
Solutions in Enterprise-Sized Businesses: Quantifying the Return on Investment? revealed
that the Return of Investment (ROI) with the use of mobility technologies pays off. So the
question becomes, “What strategy should be implemented to support a mobile work-
force and remain competitive in the marketplace?”

A 2014 survey? published by IDG Enterprise Consumerization of IT in the Enterprise
(CITE) suggests that the consumerization of IT maximizes the capabilities of mobility and

1 For more information about the Third Era of Enterprise IT, visit http://www.gartner.com/newsroom/
id/2649419.

2 You can read the entire report at http://aka.ms/MobileROI.

3 You can read the entire survey at http://www.idgenterprise.com/report/idg-enterprise-consumerization-

of-it-in-the-enterprise-study-2014.
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empowers users. This survey documents several key findings. The following two key findings
specifically address the trends for IT and mobile workforces; these key findings are the core
foundation of this book:

m The proliferation of user-owned devices requires companies to adjust their policies and
invest in Mobile Device Management (MDM) capabilities in order to maintain control
over the devices while ensuring users can remain productive.

m Security is a key element to consider throughout the lifecycle of mobile devices.

These findings reinforce the fact that while CEOs are willing to enable users to be more
productive by using their own mobile devices, the IT department must remain in control of
those devices to ensure the company’s data is protected.

The challenges of enabling enterprise mobility

To address the challenges that comes with enabling mobility in your company, you must
understand the four elements of an enterprise mobility strategy (see Figure 1-1):

m Users
m Devices
m Apps

m Data

Users Devices Apps Data

10101
01010
00100

FIGURE 1-1 The four elements of an enterprise mobility strategy

When you embrace a mobile workforce, you not only must consider the user and the
device he wants to use, you must consider how the apps that will be consumed will be
affected by being on a mobile device. Even more importantly, you need to consider how
to ensure that the company data remains secure. To effectively manage security of mobile
devices, you should be sure to incorporate security into each of the four elements referenced
in Figure 1-1. Focusing on each of the elements will help you to better address each challenge
in a scenario-based approach. You want to ensure that your overall strategy is compliant with
your business requirements while meeting the user’s expectation about how she will perform
at work using the device or devices of her choice.

Enabling a mobile workforce



Now that you know the elements, Figure 1-2 expands on the elements shown in Figure 1-1
and shows the three core scenarios that you will use throughout the entire book:

1. Enable users to choose their devices.
2. Unify the management of applications and devices
3. Protect corporate data.

By using this approach, you will be able to understand the challenges that must be
addressed by your company before you embrace mobility.

(1) Enable
users to
choose their

devices.
—_

(2) Unify the
management of
applications and
devices.

(3) Protect
corporate data.

FIGURE 1-2 The three categories of challenges

As shown in Figure 1-2, the three core scenarios are bound to one or more of the elements
shown in Figure 1-1. The following list explains the issues that must be addressed as part of
your enterprise mobility strategy:

1. Enable users to choose their devices

m Users want to use their own devices to access both their personal data and their
work-related data/apps.

m  Users want access to these elements from anywhere.

= While CEOs want to fulfill user requirements in order to enable users to be pro-
ductive, they also want their IT department to be in control of how users access
company data.

2. Unify the management of applications and devices

m Users must have a common identity to access applications and company resources
from any device and from anywhere.

m [T must be able to manage, deploy, and maintain applications for all types of devices.

The challenges of enabling enterprise mobility ~ Chapter 1



m [T must be able to manage company-owned devices as well as user-owned devices
from a single location.

3. Protect corporate data

m Corporate data must be protected at all stages: while data is in the cloud, while data
is at the company’s datacenter, while data in the user’s device, and while data is in
transit between any (and all) of the aforementioned locations.

m Corporate data must be isolated and protected from a user’s personal data while
also securing a user’s privacy.

m The IT department must be empowered to secure, classify, and protect the company'’s
data while also maintaining regulatory compliance.

Throughout this book, these challenges will be used as examples for scenarios that explain how
Enterprise Mobility Suite (EMS) can assist your company's efforts to enable a mobile workforce.

What about BYOD?

Your efforts to embrace a mobile workforce must include an effective strategy for handling
the BYOD scenario. The BYOD scenario includes more than making your company “mobile
ready;” it encompasses all the challenges and opportunities as well as the security risks of
variations on the scenario. These variations will be explored in this chapter. Before you delve
into the specific challenges involved with BYOD, think about why BYOD has become a "buzz-
word"” and why companies should proceed cautiously when adopting BYOD.

Real World The vendor-agnostic approach to BYOD

F or the past two years, I've been delivering BYOD presentations that approach
the topic from the architecture perspective and explain how to build a BYOD
design with a vendor-agnostic approach. My first work on this field was released in
April 2014 with the BYOD Design Considerations Guide (available at http://aka.ms/
BYODCG), which features a collection of vendor-agnostic considerations regarding
BYOD and how Microsoft technologies can help your company fulfill those require-
ments. The presentation that | delivered at TechEd North America 2014 was based
on this paper; you can watch it at http://aka.ms/byodtenal4 and learn how to use a
vendor-agnostic approach when developing your BYOD strategy.

To help IT professionals to think of BYOD as a problem domain that must have
design considerations and choices aligned with company requirements, constraints,
and vision, | also recorded a series of interviews (http://ala.ms/byodseris) for
TechNet Radio. These materials can help you to plan, design and build your solution
to address the BYOD challenges.

Yuri Diogenes
Senior Content Developer, CSI Enterprise Mobility Team, Microsoft Corporation

Enabling a mobile workforce
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A November 2013 study by Gartner suggested that 20 percent of enterprise BYOD pro-
grams will fail before 2016. The study indicates programs will fail because of mobile device
management measures that are too restrictive. This study shows that companies are moving
towards the adoption of BYOD, but they are restricting access and thereby not necessarily
realizing BYOD's full potential. Managing security is often a delicate balance. If your security
policies aren't strict enough, you'll put corporate resources at risk. If your security policies
are too strict, you might create an environment that becomes a tremendous challenge for
the IT department to support, thereby adversely impacting your ROI. If your BYOD security
produces a higher volume of help-desk calls from frustrated users, or, worse yet, if users are
unable to perform their work, you might find that your organization needs to roll back to
previous technology. As a result, BYOD becomes an enemy of the company. For this reason,
you must ensure that your organization defines an effective BYOD strategy before BYOD is
implemented or deployed.

In October 2014, a CheckPoint survey of 700 IT professionals showed mobile security
incidents caused by BYOD had cost each organization more than $250,000 US to remediate®.
These costs are likely to increase as more organizations adopt BYOD as part of their enterprise
mobility strategy—underscoring the importance of understanding the challenges of adopting
BYOD.

Understanding the challenges of BYOD

Before you can understand the challenges introduced by BYOD, you must first understand your
own business requirements, constraints, regulatory compliance needs, and users’ needs and
goals. Unfortunately, this planning phase is often completely overlooked and gaps are found
when the next phase—designing the solution—is underway. The best way to mitigate risk is

to be aware of how your own company operates. The assumption here is that your company
already has a security policy in place. What if that security strategy does not address the secu-
rity challenges that BYOD introduces to the environment? The same rationale can be applied to
your current management infrastructure. What if the existing management platform does not
allow users to bring their own devices or does not provide access to company resources?

The industry that your company works in also plays an important role in how BYOD
should be adopted. With BYOD, the device contains both the user’s personal data and the
company-owned data. This results in unique challenges for each industry. For instance, in a
school environment, BYOD can be very helpful; to improving user productivity; however, the
challenges can be very unique, as you will see in this section of the book.

MORE INFO Read “"BYOD Devices - A Deployment Guide for Education” for a bet-
ter understanding of the design considerations applicable to the education industry at
http://www.microsoft.com/en-us/download/details.aspx?id=39681.

4 For more information about the core findings of this survey, visit http://www.infosecurity-magazine.com/

news/byod-security-incident-costs/.

What about BYOD?
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There are privacy elements that must be considered for both the individual and the
corporation. For this reason, it is very important to involve your legal department when
planning the BYOD adoption. Employees must be aware that when they enroll in the BYOD
program, the devices that they use might be subject to discovery in litigation. The personal
devices they use at work could be examined not only by the employer but by the other party
in a lawsuit. Of course, this will vary according to country/region and state laws. As shown
in Figure 1-3, the Human Resources (HR), legal, and IT departments should be used as input
when you're creating an Enterprise Mobility Strategy.

Enterprise Mobility Strategy

FIGURE 1-3 HR, Legal, and IT must review the enterprise mobility strategy

Awareness is an important aspect of BYOD. Employees need to be made aware of any legal
risks involved in using their own devices for work-related tasks. For example, when employees
travel internationally, their devices might be subject to search or seizure by border control
agents. This affects not only the employee and his device but the company as well. Part of
your self-assessment for BYOD adoption is making sure that the Legal and HR departments
understand these scenarios. In this case, Legal should advise HR of the fact that an employee
might forfeit certain rights to her personal device when using it for work. HR should also look
for issues related to:

m  Off-the-clock work for hourly employees and any potential compensation claims
m Local tax considerations

m  Ownership of the telephone number (for a BYOD phone)

Chapter 1  Enabling a mobile workforce



The responsibility for the loss of data on an employee-owned device can be proactively
managed via policy. However, in a BYOD scenario it becomes more of a challenge. Deleting
an employee’s data from a personal device could have legal implications, so your organiza-
tion should build a solid BYOD policy to protect itself. You should also be aware that some
employees share their own devices with family members, and the shared use of employee-
owned devices is one of the most pressing BYOD issues. This issue is very difficult to mitigate
with policy. An employee sharing a BYOD device with his spouse invites the potential for
serious issues, such as corporate data loss or security breaches.

Another BYOD scenario that must be addressed in partnership with HR and Legal is the
situation whereby employees sell or recycle their own devices after those devices have been
used to access company data. A common policy and technology strategy is to enable remote
wiping of the device’s data and require it as a condition of program participation.

IMPORTANT For policies to be effective, they must be well written, clearly communi-
cated to employees, and enforced. Employees who are enrolling in a BYOD program must
sign an agreement that holds them accountable for their actions.

The synergy among the HR, Legal and IT departments will help the company to better
embrace enterprise mobility and address the challenges introduced by the BYOD scenario. In
summary, the role of each department in this process is as follows:

m HRis responsible for developing policies for BYOD usage, selecting the people in-
volved in setting those policies, as well as driving the training and compliance related
to policies.

m Legal is responsible for identifying the information that can be accessed by specific
individuals or groups and has input into policy development.

= [T implements the policies as directed by the HR and Legal departments, choosing the
tools and technologies used to deliver the services, access resources, and protect data.

Understanding the Microsoft Device Strategy Framework
Figure 1-3 introduces the concept of two types of devices: company-owned device and
user-owned device. However, there are variations in both ownership and management of the
devices that make it necessary to expand the BYOD scenario to include the four core scenarios
shown in Figure 1-4. These scenarios comprise the Microsoft Device Strategy Framework.

What about BYOD?



High Trust

Here's your own Choose your own
Enterprise device Enterprise device
Predefined devices Whitelisted devices
with strict policies with looser policies
High
Freedom . Freedom
Bring your own On your own
Consumer device Consumer device
Enterprise exercises Enterprise provides
limited management no management
Low Trust

FIGURE 1-4 The Microsoft Device Strategy Framework

The scenarios shown in Figure 1-4 can be summarized as follows:

m On your own In this model, employees provide their own devices. There are no

security policies in place, no organizational management of the device, and any device
is acceptable. This is a very open approach, but it presents the highest security risk.

Bring your own device This model includes two distinct variations on policy
management:

m Bring your own unmanaged device In this model, employees provide their own
devices, but as part of the company policy, the company does not manage those
devices. The employees are responsible for implementing and managing company
policies on their devices. This is a flexible policy but it presents security risks; some
businesses might not have the resources to manage these risks.

m Bring your own managed device This is the most traditional format for BYOD. In
this model, employees provide their own devices and the company enforces its
policy to allow the devices to access company data. The device is fully managed by
the company.

Choose your own device (also called CYOD) In this model, the company provides a
mobile device to employees so those employees can perform their jobs remotely. The
company often allows employees to choose from a list of approved devices that are
fully compatible with the company’s apps and management infrastructure.

Here’s your own device In this model, the company has one device approved for
the company’s mobile platform and this device is provided to employees.

The landscape for enterprise mobility extends well beyond BYOD; you cannot assume en-
terprise mobility means BYOD only. There are many more elements that must be covered to
completely embrace mobility and enable a mobile workforce. Each scenario has advantages
and disadvantages that vary according to company requirements and goals.

Enabling a mobile workforce



MORE INFO For more information about the Microsoft Device Strategy Framework, see
the blog post by the Enterprise Mobility Team at http://blogs.technet.com/b/enterprise-
mobility/archive/2014/10/08/looking-back-and-moving-forward-with-enterprise-mobility-
suite-beyond-the-byod-scenario.aspx.

Designing a strategy to enable a mobile workforce

This chapter has covered the factors that are driving enterprise mobility adoption and the

core challenges you need to address when developing an enterprise mobility strategy. This
section takes the elements shown in Figure 1-1 and explains how to use them to design an
effective strategy to enable enterprise mobility.

Users

The first element is the user or employee. The user becomes a key element when companies
start to move from a device-centric view to a user-centric view. Each user within your com-
pany has specific business needs; some have common business needs and some have unique
business requirements. This part of the designing process is necessary to understand the
user’s profile. This is accomplished by defining personas. The following list provides examples
of typical user profiles:

m Executive This persona expects the company to buy them whatever device they
want to use as their primary device. An Executive isn't likely to be a BYOD user.

m Mobile worker This persona encompasses a large group of employees that are
accustomed to using multiple devices.

m Technical/field worker This persona requires a robust device to perform their work.
Usually, this type of user primarily accesses line of business (LOB) applications and
email, and enters data into customer relationship management (CRM) tools.

= Deskbound information worker This persona uses a variety of devices and enrolls
in the BYOD program. From taking notes in meetings on their own companion devices
to potentially wanting to use their own machines while in the workplace, these users
are likely to drive most of the BYOD adoptions in the company.

m Remote information worker This persona looks to optimize their workspace,
blending personal priorities with company priorities. These users might be good
candidates for the BYOD program.

Keep in mind that these are just some examples of user profiles for an enterprise. Different
industries and business have different roles and requirements. It is important to identify the
persona and comprehend the users’ needs based on their roles. You will identify these roles
as part of the company self-assessment, which should be done before you start designing the
enterprise mobility strategy.
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You also need to consider the persona distribution, which is based on two elements:
autonomy and mobility. Figure 1-5 shows the rationale behind the persona distribution.

. Vice President
High Aut
Deskbound 'gh Autonhomy

Information Worker

Sales Executive

Technical Worker

Low High
Mobility Mobility
IT Engineer

Receptionist

Low Autonomy

FIGURE 1-5 A persona distribution quadrant

This persona distribution relates to the user's work style and how the company can ensure
that this user has what she needs to be productive. For example, some employees might
always work at the same physical location (categorized as low mobility) while others might
work at different branches, work from home, work from hotels, and so on (categorized as
high mobility). The degree of autonomy is directly related to the balance between the free-
dom that the user needs to perform their business operations and the amount of restrictions
added by the security policies.

Devices

Consider the type of devices that the company will allow. Access should be available from a
broad set of device types, including managed devices, unmanaged devices, and consumer
devices. Also, you should plan to include both Windows-based and non-Windows-based
devices. Assuming your company will include a BYOD scenario, it is important to perform a
survey of your employees to understand which devices they use and which operating systems
they have installed on those devices.

When determining which devices will be supported by the company, carefully balance
information security classification with the trustworthiness of the device and the point of
connection. It is important to understand the device’s capabilities and define how those
devices will access corporate information. The required capabilities of each device might vary
according to the company’s security policy and business requirements. Figure 1-6 shows an
example of some considerations regarding the device type and required capabilities. After
you have defined the devices that will be supported, you need to define the required capabil-
ities, such as data encryption, customization via policy, Mobile Device Management (MDM),
and containerization.

Enabling a mobile workforce
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FIGURE 1-6 An example of device type selection based on required capabilities

It's important for the IT department to understand if the devices that will be supported by
the company have these capabilities. Once the device type is established, you need to define
the access level that the device will have based on pre-established variables. User, device,
location, and data can be used as variables to define the user’s experience when accessing
corporate data. One variable, for example, can be the device's location. Your company policy
might allow full network access only for devices that are located on-premises. When the de-
vice is located on-premises, it will have one set of policies applied to it; if it is coming from the
cloud, it will have a more restrictive policy. It is important to balance security with usability. You
don't want to enforce so much restriction that there is a negative effect on the user’s produc-
tivity. If you find the right balance, you will increase productivity. Figure 1-7 shows an example
of some of these variables.

Variables that will affect the user’s experience
User h
g
Device D ‘ Q S
©
ol
o
Location N S
| 5
O
Data/application oo

FIGURE 1-7 Examples of variables that will affect the user’s experience while accessing corporate data
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Using the diagram in Figure 1-7 as model, a sample policy can be defined as follows: if the
device type is a Windows 8.1 phone and the device is located on-premises and it is trying to
access an LOB application and the user has privileges to access that application, then the de-
vice should have full network access. Notice that each piece of the definition is connected to
the next piece with "and,” which makes each part of the definition a test. By creating this test,
all answers to these questions must be true in order to grant full network access. These tests
can vary. For example, your company might choose to use “or” instead of “and,” which means
only one requirement must be true to allow the device full access to the target resource.

Now that you have defined the key capabilities that are required by each device and the
variables that will influence the user’s experience according to the device's current state, the
next important point to cover for the device is the supportability. If your company operates as
a service provider, you could use a Service Level Agreement (SLA) to ensure that your users
are aware of what to expect when they open an incident report with IT. An enterprise mobil-
ity strategy must include a plan to support the user’s device and also set the boundaries of
this support. The fact is that not all devices will be treated equally and this will impact the
supportability boundaries. This should be very clear not only to the IT team but to the user as
well. By knowing what to expect from support, you mitigate the possibility of user frustration
when that user opens an incident report and her device has limited support.

Apps

Although the industry tends to put more emphasis on devices, apps are the main gateway to
information access. If your company doesn’t have mobile apps, embracing a mobile workforce
won't be very productive. As part of your design considerations, you must understand the
current LOB applications that are used by your employees, how these apps will behave on the
different operating systems that you are about to support, as well as the user’s skill level on
each device that is approved by IT. When developing a strategy for apps, you must:

m Define which apps will be available for the users to consume using their devices

m Validate if those apps need any type of adjustment to correctly run on different
platforms

m Perform a threat assessment on each app that will be available for mobile users and
verify if there is any flaw that can lead to a security risk

m  Mitigate potential flaws by fixing the root cause of the problem or adding counter-
measures that can reduce the risk

m Verify how these apps will be available for user’s consumption from those different
devices

m Enumerate the options that are feasible for your business to make those apps available
(for example, deployment via web portal, access via remote app, access via VPN, and
so on)

Enabling a mobile workforce



During this exercise, you will identify different gaps and each gap should be documented
in detail. The output of this design consideration for apps might induce you to upgrade your
server infrastructure to support this new model or adopt cloud-based apps for your mobile
users.

Data

Remember, the CEO wants to enable users to be productive from anywhere, using the device
of their choice, while keeping company data secure. The key to a successful enterprise mobil-
ity adoption is to allow users to consume company resources without compromising the data.
The considerations regarding data protection should include:

m A security envelope to protect the data

m Safety net policies that control access and reporting

m  An additional level of authentication, such as multifactor authentication
m Business-driven policies for data protection

m A classification of data according to sensitivity and business impact

m Access control to data based on identity and role

= Data encryption

You should understand how data can be protected on different platforms. Also, you
should understand each platform'’s capabilities so those capabilities can be leveraged to pro-
tect data. Some mobile platforms will use the principle of least privilege to protect and isolate
data, such as the Windows Phone security model and its use of AppContainer as a secured
isolation boundary.

MORE INFO To better understand the Windows Phone 8.1 security model, read the white
paper at http://www.microsoft.com/en-us/download/details.aspx?id=425009.

While IT has full control over the data stored at the company’s data center, the same level
of assurance can be a challenge with unmanaged BYOD devices. How data will be stored in
users’ devices can directly impact how you choose to address data access and protection for
enterprise mobility. Data encryption must be considered, and devices must allow IT to control
when data encryption is enabled and for which types of data. Companies must review their
policies and regulations to understand which types of data are allowed to leave the data-
center and be at rest in remote devices’ storage.

Protecting the data is not enough; you must monitor how this data has been accessed so
you can take measures to mitigate potential breaches. Part of you enterprise mobility strategy
includes data governance. Choosing the right management platform to monitor your data ac-
cess and take actions based on what you are able to find via reporting capabilities should be
a very important decision point to your company. With the assumption that users can access

Designing a strategy to enable a mobile workforce

13


http://www.microsoft.com/en-us/download/details.aspx?id=42509

14

data from anywhere, you must be vigilant to potential patterns that can help your company
understand that an attack is in place.

Threat mitigation

After evaluating each element of your enterprise mobility strategy, you can now perform a
threat modelling exercise to understand the interactions between each component and iden-
tify threats that might occur during those interactions that require mitigation. Using the core
elements of Figure 1-1, you can determine who should be allowed to access the data. The first
goal during threat mitigation is to reduce the attack surface by disallowing direct access to
some of those elements. Figure 1-8 shows an example of the core elements of an enterprise
mobility strategy. In the Before scenario, each element has direct access to the data. In the
After scenario, direct access is limited to Apps only.

Data

I I

Data

Before

After

FIGURE 1-8 Reducing the attack surface by limiting direct access to the data

Another step of the threat mitigation process is to understand the risks on each interaction
between these components. In Figure 1-8, for example, what risks are present when these
apps have direct access to the data? You might conclude that the following actions must be
performed:

m For apps to have access to data, the communication channel must be encrypted
m All mobile apps should be developed using a security development lifecycle
m Data at rest on the application server must be encrypted

To assist you through the process of understanding the risks of each interaction, you
can leverage the Microsoft Threat Modeling Tool. Although this tool was created for an-
other purpose, the rationale behind threat modeling is the same for interactions between
the components of this model. Once you build the diagram and the data flows through the
components, you can generate a report that will highlight the potential threats that must be
mitigated. Figure 1-9 shows an example of this report.
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MORE INFO You can download the Microsoft Threat Modeling Tool at http://www.micro-
soft.com/en-us/download/details.aspx?id=42518.

Interaction: IPsec

- -

1. Spoofing of Destination Data Store Data  [State: Not Started] [Priority: High]

Category:  Spoofing is when a process or entity is something other than its claimed identity. Examples include substituting a process, a file, website or a
network address.

Description: Data may be spoofed by an attacker and this may lead to data being written to the attacker's target instead of Data. Consider using a
standard authentication mechanism to identify the destination data store.

Justification: <no mitigation provided>
2. Lower Trusted Subject Updates Logs  [State: Not Started] [Priority: High]

Category:  Repudiation threats involve an adversary denying that something happened.

Description: If you have trust levels, is anyone other outside of the highest trust level allowed to leg? Letting everyone write to your logs can lead to
repudiation problems. Only allow trusted code to log.

Justification: <no mitigation provided>

3. Data Logs from an Unknown Source  [State: Not Started] [Priority: High]

Category:  Repudiation threats involve an adversary denying that something happened.

Description: Do you accept logs from unknown or weakly authenticated users or systems? Identify and authenticate the source of the logs before
accepting them
Justification: <no mitigation provided>

FIGURE 1-9 A report generated using the Microsoft Threat Modeling Tool

This report also categorizes the threats according to priorities, which can also help you
understand which threats should be addressed first. When you finish this designing process
for enterprise mobility, you should have:

m A full understanding of how your company will benefit from the adoption of enterprise

mobility
m A vendor-agnostic design of your enterprise mobility solution

m A threat mitigation report with core points that must be addressed during the
implementation

m A list of requirements that must be met by the vendor

Designing a strategy to enable a mobile workforce
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