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Foreword

HEN | think back at why | got into IT, it came down to a constant thirst for innova-
Wtion and helping solve problems with technology. Innovation can take on two

forms: refinement or outright change. Technology really exists to solve problems
and can take any form.

As a kid | watched my computers and game consoles change manufacturer and platform at
an almost annual clip. That was exciting and still is. It's part of why I'm excited to be in the
tech industry. You can see how fluid the technology space is by watching the mobile device
and gaming markets right now. In the same way, you can see an evolution of communica-
tion styles. Written correspondence, email, instant messaging, social, video calls and online
meetings are part of most of our daily repertoire. These things all have hooks into different
services, both on-premises and online. The fluidity and constant evolution attracted me and
many of us to technology.

Now we are seeing the pendulum swing to where many of the technology services are
turning into commodities and things that used to take thousands of dollars of infrastruc-
ture to accomplish have been simplified into a few clicks. The automation we spent build-
ing in the last decade has turned into service and account hydration. The virtual machines,
clustered services, and live migrations have been woven into the fabric of cloud services. It
means the building and sizing of infrastructure is real-time and logic-based. As infrastruc-
ture people, we've watched this evolve and the elasticity of everything is really cool and
getting better with more advances in security, rapid failover, and most other aspects each
day.

Office 365 is a leader in the charge to take advantage of the infrastructure and automa-
tion improvements to provide highly available services. As the workloads in Office 365
(Exchange, SharePoint, Lync, Yammer, and Office) continue to develop, Office 365 removes
the complexity of building out infrastructure and keeping software up to date. The rapid
innovation of these services and the evolution of technology they build upon is a reflection
of that spark that led many of us into technology careers.

Like any platform, it is extensible, configurable, and manageable. For the seasoned IT pro,
many of the aspects around directory service management, user provisioning, PowerShell
automation, email, and site administration are consistent with what you've probably been
doing. As an IT pro, your stake and role is more valuable than ever. With a background in
Exchange or SharePoint, you have a unique view into the inner workings of the services,
without the painstaking work of provisioning and de-provisioning servers, patch manage-
ment, and major upgrades.

XV
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Foreword

Microsoft Office 365 Administration Inside Out is your guide to navigate the landscape to
Office 365 from the IT pro lens. It goes much deeper and thoughtfully into the specifics

of managing Office 365 workloads. The great thing with this book is that once you start a
trial, you can hit the ground running and start getting hands-on. The other great side effect
of cloud services is that you generally don't need to worry about test virtual machines or
hosted hands-on labs. It's all there, so roll up your sleeves and get started.

—Jeremy Chapman
Director Office 365 Product Management



Introduction

for enterprise-level customers who want to adopt Office 365. There are other

books that cover the use of Office 365, but this book focuses on the actual inte-
gration of Office 365 with on-premises technologies. This integration is often necessary for
organizations that already have, and might need to continue to have, some level of on-
premises infrastructure for administration or other purposes.

W ELcoME to Office 365 Administration Inside Out. This book was written specifically

For example, most organizations have Microsoft Active Directory (AD) as an identity man-
agement solution and have built groups, policies, and processes based on AD identities. AD
is the premium identity management solution and is not intended to be replaced by Office
365. Office 365 leverages on-premises technologies such as AD for security and authentica-
tion purposes. There are also organizations that currently have on-premises email systems.
They have the option to migrate all or some of those systems or simply adopt portions

of email functions in Office 365. These are all examples of enterprise-level decisions that
organizations face, and this book addresses these types of real-world implementations and
administration.

Who this book is for

This book is intended for Information Technology (IT) system architects who need to inte-
grate Office 365 with existing on-premises technologies. It is also intended for subject
matter experts in Exchange, SharePoint, and Lync who design migration and hybrid imple-
mentations of these specific Office 365 services. Although this book contains a lot of tech-
nical information, it can also serve IT leaders and decision makers such as Chief Information
Officers (ClOs) by providing insight to the level of planning and effort required to integrate
Office 365 with existing technologies. With that insight, IT leaders and CIOs can plan and
budget their Office 365 projects accordingly. There are also security and compliance topics
that security professionals will find useful because there are new and specific security con-
siderations for adopting cloud services. This book is not intended for the typical end user
or business user, nor is it intended to cover all the functionalities of Exchange, SharePoint,
Lync, and Office.

Regardless of your role, we hope this book helps you methodically plan, integrate, and
deploy Office 365 services in your organization. We also hope you will get a better under-
standing about deploying technologies that can make the Office 365 experience a great
one for end users and administrators.

xvii
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Introduction

Assumptions about you

This book is designed for readers who have a fundamental understanding of Office 365
services, but possess technical expertise in the administration and configuration of the
on-premises technologies equivalent to those services. Because Office 365 covers a breadth
of technologies including SharePoint, Lync, Exchange, and Office, this book assumes that
the audience for each of these technologies has the relevant expertise in configuring and
administering these technologies prior to Office 365. In addition, this book includes infor-
mation that can serve multiple audiences; because of this, it can serve as a great resource
for an Office 365 implementation team of experts. During implementation, there is founda-
tional work to complete in the areas of identity management, network assessments, security
analysis, and migration planning. As such, this book assumes the readers in these areas
have the operational expertise for managing AD, running network assessments, and making
configuration changes to networking services such as Domain Name System (DNS), proxies,
and firewalls. While not required, readers will benefit most from this book if they have a lab
environment to implement the concepts covered in the book.

Conventions

This book uses special text and design conventions to make it easier for you to find the
information you need.

Text conventions

Convention Meaning

Bold Bold type indicates keywords and reserved words that you must
enter exactly as shown. Microsoft Visual Basic understands key-
words entered in uppercase, lowercase, and mixed case type.
Access stores SQL keywords in queries in all uppercase, but you can
enter the keywords in any case.

Italic Italicized words represent variables that you supply.

Angle brackets < > Angle brackets enclose syntactic elements that you must supply.
The words inside the angle brackets describe the element but do
not show the actual syntax of the element. Do not enter the angle
brackets.
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Convention Meaning

Brackets [ ] Brackets enclose optional items. If more than one item is listed, the
items are separated by a pipe character (|). Choose one or none
of the elements. Do not enter the brackets or the pipe; they're not
part of the element. Note that Visual Basic and SQL in many cases
require that you enclose names in brackets. When brackets are
required as part of the syntax of variables that you must supply in
these examples, the brackets are italicized, as in [MyTable].[My-
Field].

Braces {} Braces enclose one or more options. If more than one option is
listed, the items are separated by a pipe character (]). Choose one
item from the list. Do not enter the braces or the pipe.

Ellipsis ... Ellipses indicate that you can repeat an item one or more times.
When a comma is shown with an ellipsis (,...), enter a comma be-
tween items.

Underscore _ You can use a blank space followed by an underscore to continue a

line of Visual Basic code to the next line for readability. You cannot
place an underscore in the middle of a string literal. You do not
need an underscore for continued lines in SQL, but you cannot
break a literal across lines.

Design conventions

| NSl DE OUT :‘zrds;:lagtement illustrates an example of an “Inside Out”

These are the book’s signature tips. In these tips, you get the straight scoop on what’s
going on with the software—inside information about why a feature works the way it
does. You'll also find handy workarounds to deal with software problems.

Sidebar

Sidebars provide helpful hints, timesaving tricks, or alternative procedures related to the
task being discussed.
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TROUBLESHOOTING

This statement illustrates an example of a “Troubleshooting” problem
statement

Look for these sidebars to find solutions to common problems you might encounter.
Troubleshooting sidebars appear next to related information in the chapters. You can
also use “Index to Troubleshooting Topics” at the back of the book to look up problems
by topic.

Cross-references point you to locations in the book that offer additional information about
the topic being discussed.

CAUTION

Cautions identify potential problems that you should look out for when you're com-
pleting a task or that you must address before you can complete a task.

Note

Notes offer additional information related to the task being discussed.




Introduction  xxi

Acknowledgments

Writing a technical book is a challenging yet rewarding experience. Writing a technical
book that covers a new technology offering that is rapidly changing and covers the core
Microsoft enterprise software takes the experience to an entirely different level. After read-
ing this book, we hope you can appreciate how innovative Office 365 really is. It is a well-
planned service with technologies and options to address almost every business scenario.
When we meet with organizations that want to adopt Office 365, they often are over-
whelmed by its complexity. Our answer to the complexity question is both "yes" and "no."
Office 365 can be very easy to adopt. Just turn it on and it is ready. On the other hand,

it can be complex if you have a complex environment with complex business needs. To
address complex business scenarios, the service needs to be sophisticated. In this book, we
provide simple, step-by-step procedures to ease your way through even the most complex
scenarios.

We wrote this book during the preview period of the latest release of Office 365. We have
made every attempt to continually update the information as we developed the book.
However, due to the rapid update cadence of Office 365, the screen shots and information
presented here might vary from your environment. Even so, the significant core concepts
should remain consistent with the current Office 365 offering.

There are a number of people who have made this project possible. First, the authors
would like to thank the great teams at and Microsoft Press for the oppor-

tunity to write this book. We also would like to thank Kenyon Brown, our senior editor, for
his patience and valuable guidance throughout the project; Kara Ebrahim, our produc-

tion editor, and her team for making the book look so aesthetically pleasing; and Barbara
McGuire, our copy editor, for her excellent edits and valuable comments. We want to thank
all our technical reviewers and subject matter experts, who behind the scenes validated all
the material and provided very important feedback and corrections. They are Scott Wold,
Darryl Kegg, Mark Ghazai, Stephen Jones, Jeremy Chapman, Yann Kristofic, Andreas Kjell-
man, and Darren Carlsen. We want to thank King County’s CIO Bill Kehoe and many other
IT leaders and technical experts in other organizations who have been willing to share
their experience with us and give us the opportunity to work on their Office 365 projects.
Without the vision and courage of these early adopters, it would not have been possible

to provide all the real world experience we tried to capture in this book. We also thank the
executive management at Microsoft for their support of this project, especially Jeff Tozzi,
Dave Rogers, Javier Vasquez, Tori Locke, Dean lacovelli, and Keith Olinger. Last but not least,
we would like to thank the wonderful account teams at Microsoft we worked with, espe-
cially Steve Finney, Abel Cruz, Mark Wernet, Chris Wilch, Benjamin Callahan, Steve Kirchoff,
Steven Fiore, Tara Larson, Bjorn Salvesen, Arshad Mea, Rick Joyer, Dan Crum, and Adam
Loughran.



xxii

Introduction

Julian Soh

This book has been one of the most challenging projects | have ever undertaken. There is
so much material that we struggled to keep the scope of the book in check. This book truly
has given me the opportunity to gain a deeper appreciation for the innovation, intricacies,
and the possibilities that Office 365 offers.

This experience has helped me grow professionally, and | appreciate all the authors who
have come before me because it is a huge personal investment in time and commitment
for any author. Most importantly, | have been humbled by so many experts who have
helped make this book possible. | sincerely would like to thank the efforts of my co-authors
Marshall Copeland and Anthony Puca. Not only are they experts in their field, they have
been great friends. | am humbled by their expertise and professionalism. | will always trea-
sure this journey we have shared together, and | feel very blessed to have friends like you. |
want to personally thank my Office 365 field team for making it such a great place to work
and for your unselfish sharing of information. So thank you Bob Ballard, Carl Solazzo, Chuck
Ladd, Dennis Guzy, Erika Cheley, Jed Zercher, Joel Martin, Michael Icore, Mike Hacker, Mon-
ica Hopelian, Scott Derby, Tim Gade, Stephen Jones, Brian Burns, and Scott Wold.

Finally, I would be remiss if | did not thank my family. | spent many days away from them.
They also put up with my multi-tasking between writing chapters and trying to participate
in family events. My wife Priscilla has been ever supportive and selfless in taking on all the
extra work around the house. Thank you to my daughters Jasmine and Makayla for their
understanding and for sacrificing some of our time together for this project. Jasmine, thank
you for all the green tea you made me while | was busy typing away late into the night and
for taking over the mowing of the yard.

To all these very important people in my life, | dedicate this book to you.
Marshall Copeland

Writing a book is a tremendous undertaking, and | would like to thank my beautiful wife
Angela for her patience during the many evenings and weekends | spent hovered over a
keyboard. She supports my hectic work with travel for public and customer speaking while
keeping me grounded with incredible insight on what's important. For Cecil, Frances, and
Barbara. We miss you.

Words are not enough to thank Julian Soh for offering me a seat on this voyage. It became
very clear that to be a subject matter expert is quite different from trying to teach others
by writing about a subject. Julian, merely saying "thank you" can’t express my gratitude
enough. Also, | want to thank Anthony Puca for his daily expertise with System Center and
the insight he offered during our many conversations. A big thank you to Keith Olinger and
Jeff Tozzi for their support during the writing of this book and for being two great people



Introduction  xxiii

with amazing guidance to help me grow. You both pour so much effort into everyday work
that our entire team is lifted, and we thank you.

Thank you to the many customers who continue to ask "what if* questions and allow me
to provide insight to help each of you move forward. Thank you to Bill Gates and Steve
Ballmer for building a fantastic company called Microsoft, the best place to work. A special
thank you to Charles Fox for helping me see the right direction when | could not. Thank
you to Mark Ghazai for all the Windows PowerShell guidance and Hyper-V understanding.

Anthony Puca

I would like to say thank you to my wife Laura for being so understanding during all the
nights | was working on this book, taking phone calls when we were on vacation or week-
ends, and going through this all over again with me. Our rendezvous at the dinner table,
when we were trying to keep to the schedule and you were in the middle of your busy sea-
son, will not be forgotten.

When two friends, Julian Soh and Marshall Copeland, asked me to accompany them on
this effort, | was honestly flattered. Special thanks go to Julian for coming up with the idea
and driving it through; we could not have done this without you. Thank you, Marshall and
Julian, for being my sounding board, for providing sanity checks and peer reviews, and for
all the insightful conversations during those late night and weekend calls.

Working at Microsoft has given me access to some of the most talented, brightest, and
passionate people in information technology. Thank you to all of you who contributed in
some fashion. Thank you to Keith Olinger, Dave Rodgers, Bob Ballard, and their teams for
their support. Thank you to Mark Ghazai and Marek Tyszkiewicz for all the Windows Power-
Shell scripting. Thank you to Anna Timasheva for your System Center Operations Manager
(SCOM) expertise. Thank you to Jeff Tozzi for growing an amazing group that supports
state and local government in the U.S. Thank you to my account teams who remind me of
the value these things provide to the customers and public: Mark Starr, Nathan Beckham,
Todd Strong, Adam Loughran, Elisa Yaros, Bobby Bliven, Don Born, and Kris Gedman.

Support & feedback

The following sections provide information on errata, book support, feedback, and contact
information.
Errata

We've made every effort to ensure the accuracy of this book and its companion content.
Any errors that have been reported since this book was published are listed on our Micro-
soft Press site at:

http.//aka.ms/Office365_Admin_IO_errata


http://aka.ms/Office365_Admin_IO_errata

XXiv

Introduction

If you find an error that is not already listed, you can report it to us through the same page.
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(SSO) by using token-based authentication. With SSO, a service will trust the

authentication token of a user who has successfully logged on to a disparate but
trusted network. As such, the service will grant access without requiring the user to authen-
ticate again. For example, if a user has already been authenticated by Active Directory (AD)
and if SSO is configured, Office 365 will provide access to the user without a challenged
logon.

M ICROSOFT Active Directory Federation Services (AD FS) provides single sign-on

SSO through AD FS is not mandatory for Office 365, but enterprise customers usually
implement it because of the need or desire to leverage existing identity management solu-
tions such as AD. Remember, too, that we said the user is the most important part of the
equation. SSO optimizes the users’ experience because they don't need to provide creden-
tials multiple times.

AD FS is commonly considered and discussed together with directory synchronization,
which is covered in Chapter 4, “Directory Synchronization.”

Note

Office 365 SSO is not available for Office 365 for professionals and small businesses or
for Office 365 Small Business Premium Preview. For more information, see KB article
2662960 at http://support.microsoft.com/kb.2662960. SSO is available only for Office 365
Enterprise Suites.

Different types of user accounts

Before we dive into AD FS, we need to introduce the different types of user accounts and
authentication methods available in Office 365.

As with any computer system, a user needs an account to access Office 365. This chapter
covers the different ways in which user accounts can be created and maintained. We also
describe the user experience when accessing Office 365 based on the different account

types.
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There are essentially two classes of user accounts:
e Cloud identity

e Federated identity

Cloud identity

Cloud identities are user accounts that are created directly in Office 365 through the admin
center. The passwords associated with cloud identities are also stored in Office 365. Cloud
identities can be managed through the admin center as well as through Windows Power-
Shell. Windows PowerShell provides you with account management capabilities that might
not be available through the admin center. For example, you can assign user passwords or
remove password expiration dates by using Windows PowerShell, but these options are not
available in the admin center. Windows PowerShell also opens the door for automation and
bulk processing of accounts. We will dive deeper into Windows PowerShell in later chapters
because Windows PowerShell is definitely the tool of choice for administering Office 365 at
the enterprise level.

When a user tries to access an Office 365 service, she will be prompted for a logon name
and a password, as shown in Figure 3-1. The user name and password will be validated
by Office 365 before access to services is granted. For cloud identities, Office 365 is the
authoritative authentication source known as standard authentication.

Federated identity

Federated identities refer to user accounts that are maintained outside of Office 365,

such as in AD. Federated identities are the most commonly used accounts in an enter-

prise because most enterprises already have an identity management solution such as AD.
Because Office 365 is built to be enterprise-ready, it will leverage your AD environment. We
discuss other non-AD identity management solutions in later chapters, but for now we will
assume AD as the authoritative identity source.

There are many benefits to leveraging your AD environment. For one, AD is most likely
mature and you have already configured features such as Group Policy Objects (GPOs) that
define password complexity requirements. Furthermore, from a day-to-day management
standpoint, you and your administrators are probably using tools such as the Active Direc-
tory User and Computer (ADUC) management console. In this scenario, if you introduce
cloud identities with Office 365, you would have to maintain a second set of user accounts
in Office 365, thereby doubling your workload.
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Figure 3-1 Office 365 logon window.

For example, let's say you create a new user account for a new employee in AD and that
user requires access to Office 365. Without federated identities, you will have to manually
create and maintain a corresponding user account in Office 365 for the new employee.
Whenever an employee leaves your organization, you will have to ensure you delete, or
disable, the user account in Office 365 in addition to deleting or disabling the employee’s
account in AD. Therefore, while cloud identities can be used in an enterprise and are easy
to implement, they are definitely not the best approach from a long-term, administration

standpoint.

Integrating Active Directory with Office 365

To fully leverage AD in Office 365, follow these general steps:
e Add your domain name to your Office 365 tenant.

e Set up and configure SSO through AD FS (optional; we cover this process later in this
chapter starting with the "Active Directory Federation Services” section).

e Install and configure the Directory Sync tool (covered in Chapter 4).

Chapter 3
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Note

If you know you will be implementing SSO, we recommend you implement it prior to
installing the Directory Sync tool. However, it is not uncommon for organizations to first
implement directory synchronization before AD FS. In fact, in our experience, this has
been quite a common approach.

The first step to integrating AD with Office 365 is to add your domain name to your Office
365 tenant. To do so, you first need to own a fully qualified domain name (FQDN). A fully
qualified domain name is defined as a routable Internet domain name, such as .com, .net,
or .org. A non-routable domain name, such as .Icl or .local, cannot be added.

Adding your domain name to Office 365

You can add your domain name to Office 365 through Windows PowerShell scripting. For
now, we will use the graphical interface to accomplish this task:

1. Log on to your Office 365 admin center at https.//portal.microsoftonline.com and
click the domains link, as shown in Figure 3-2.
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The domains page shows all the domains your Office 365 tenant is associated with
and their respective status. As you can see, you can associate multiple domains to a
tenant. However, once a domain has been associated to an Office 365 tenant, you will
not be able to associate that same domain to another Office 365 tenant. By default,
you should at least see the domain name that you used to first sign up for Office 365.
It should be in the form of <Name>.onmicrosoft.com.

To associate a domain to this tenant, click the Add a domain link, as shown in Figure
3-3.

Outlook Calendar People Newsfeed SkyD = Julizn Soh ~ o ?

Office 365 admin center o

dashboard Resources
setup Add your domain to Office
How 10 buy a domain

Use a domain that's already

Host a SharePoint site on m
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nc.com Setup in progress
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Add a domain | I |

support

purchase services

< >

Figure 3-3 Add a domain.
Click Specify a domain name and confirm ownership.

Enter your domain name in the text box and click next, as shown in Figure 3-4.

Remember that you can add only an Internet routable domain, and the domain you
specify must not have been previously associated with another Office 365 tenant.
Do not worry if you do not remember whether a domain has been associated with
another tenant. You will be notified if that is the case.

After you click next, Office 365 informs you if the domain has been previously
associated. If not, you can proceed to the next task, which is to verify the domain.
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Figure 3-4 Enter your domain name.

You now need to confirm you own the domain and have the authority to add this domain
name to Office 365. Office 365 asks you to create a TXT record in your Domain Name Ser-
vice (DNS) server that is authoritative for the domain you just added. Office 365 also lists
instructions on how to do this if your DNS is hosted by an Internet Service Provider (ISP) or
registrar such as Go Daddy.

1. Select your ISP to view the specific instructions or select General Instructions if you
are hosting your own DNS, which is often the case for an enterprise. In this example,
we will select General Instructions. Figure 3-5 shows the list of available instructions.

] Office 365 Julian Soh = o8 ?

Add a domain

1. provide domain name

confirm that you own adatum.com

2. confirm ownership

3. finish
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Figure 3-5 Confirm domain and instructions to modify DNS.
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2. When you have selected the instruction that applies to you, the instruction will
appear on the same page. In this example, when we selected General Instructions,
we were given the option to create either a TXT record or an MX record in DNS that
contains a unique number. During verification, Office 365 will resolve the domain
through DNS and will attempt to locate these records. Personally, we have always
used a TXT record instead of an MX record, but both options are available to you.
Figure 3-6 shows information for General Instructions.

1) Office 365 Jiansoh ~ % 2

3. finish Bedore you et Up your domain with Office 365, we have ta make sure that you cwn the damain name. To do that, youl add a specific redord ~
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1.. Sign in to your domain registrar's website, and then select the domain that you're verifying.
2. Inthe DNS management area for your account, choose the option to add a DNS record for your domain.
3. Use the values shown in the table below to create either a TXT or an MX record.

Note: You only have to create one of the records. TXT is the preferred method, but some DNS hosting providers don't support it In that

case, you can create an MX record instead.

ALIAS OR HOSTNAME | DESTINATION OR POINTS TO AL
™ @ or adatum.com MS=ms20137540 1 Hour
MX @®or d. 1 Hour
4. Save your changes, and then sign out of your DNS hosting provider's website. Wait 15 minutes for the change to take effect,
5. Come back to the Office 365 portal, and click done, verify now below.
continue later
v

Figure 3-6 General Instructions to modify DNS.

3. Next, make the changes to your DNS. When you are done, click the done, verify now
button. If you need more time or need to rely on someone else to make the DNS
changes for you, just close the window. You can come back and verify the domain
later.

Entering a DNS TXT record

In this section, we show you how to add the required TXT record to a Windows DNS server.
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1. Log on to your DNS server. Using the Microsoft Management Console (MMC) for
DNS, right-click the domain you are adding to Office 365 and select the Other New
Records option, as shown in Figure 3-7.

S =catum. cog 1
@ ) Reverse Lok, Update Server Data File
| Conditional Fo Reload

j;’: (] Global Logs New Host (A or ARAA)...
News Alias (CNAME). ..
New Mail Exchanger (MX)...

Delete
Refresh
Export List. .

Properties

o] E—
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Figure 3-7 Microsoft Management Console for DNS server.

2. In the Resource Record Type dialog box, scroll down until you locate the Text (TXT)
record type. Select it and click Create Record, as shown in Figure 3-8.

Resource Record Type |

Select a resource record type:
Route Through (RT) |
Well Known Services (WKS)
X.25 hd
Description:

Text (TXT) record. Holds a string of characters that serves as d
descriptive text to be associated with a specific DNS domain name.

The semantics of the actual descriptive text used as data with this
record type depends on the DNS domain where these records are
located. (RFC 1035)

I~

Create Record.., Cancel |

Figure 3-8 Create a Text (TXT) record type.
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3. Lastly, as shown in Figure 3-9, leave the Record name field blank. In the Text field,
enter the TXT record as instructed by Office 365 (see Figure 3-6, General Instructions
to modify DNS). This usually takes the form of MS=ms1234567. When you are done,

click OK.
New Resource Record [ %]
Text (TXT) |

Record name {uses parent domain if left blank):
Fully qualified domain name (FQDN):
| adatum. com,

Text:
MS=ms95712677]

m Cancel |

Figure 3-9 Creating the Text (TXT) record.

Verifying the domain

Now that we have created the TXT record, Office 365 will be able to verify that you have
the authority to add the domain to your tenant. There is no need to wait for DNS conver-
gence because Office 365 does not cache its DNS lookup of TXT records for domain verifi-
cation purposes, so you can immediately start the verification process.

If you are still on the Office 365 page waiting for domain verification (see Figure 3-6) and if
it has not yet timed out, you can click the done, verify now button. If you have to log on to
the admin center again, follow these steps to confirm ownership:

1. From the admin center, click domains in the left pane, and then click the Setup in
progress link in the Status column, as shown in Figure 3-10.
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Figure 3-10 Domains page in the admin center.
2. Click Specify a domain name and confirm ownership.
3. Click the done, verify now button.

After your domain has been successfully verified, the next task is to specify how users will
be added to Office 365.

Adding users and assigning licenses

We will explain how to add users through directory synchronization in Chapter 4. Therefore,
we need to specify that users will be added at a later time. Follow these steps to specify
that you will add users later:

1. If you are on the Add a domain page of Office 365, skip to the next step. Otherwise,
from the admin center, click domains, and then click the Setup in progress link in the
Status column, as shown in Figure 3-10.

2. On the Add a domain to Office 365 page, notice that the link in Step 2, which is
Add users and assign licenses, is now active. Furthermore, the link in Step 1, which
is Specify a domain name and confirm ownership, is no longer active and a check is
shown for that step. This indicates you have completed the task. Click the Add users
and assign licenses link.

3. Select the | don't want to add users right now option and click next.

You are now ready to finish the third task, which is to define the domain purpose and con-
figure DNS.
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Setting the domain purpose and configuring DNS

Setting the purpose of the domain means defining whether the domain will be used for
Exchange Online, Lync Online, or SharePoint Online. Follow these steps to set the domain
purpose:

1.

If you are on the Add a domain to Office 365 page, skip to the next step. Otherwise,
from the admin center click domains, and then click the Setup in progress link in the
Status column, as shown in Figure 3-10.

At the Add a domain to Office 365 page, notice that the link in Step 3, which is Set
the domain purpose and configure DNS, is now active. Furthermore, there are checks
next to Steps 1 and 2 to indicate you have completed the tasks. Click the Set the
domain purpose and configure DNS link.

On the Set up domain page, you have the option to choose Exchange Online, Lync
Online, SharePoint Online, or any combination of the three. The screen to set the
domain purpose will look similar to the one shown in Figure 3-11. Select the services
you want to associate with the domain and click next.
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2. add dns records
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W Exchange Online: |
M Lync Online: | want users
[[] sharePoint Dnline: | want my

users rganization to have @adatuminc.com email addresses.

A te IM and Lyne meetings with their @adatumine.eom u:

ice 365 public website address to be httpi//adatu

Do you have on-premises mailboxes? (Advanced setup) «

Figure 3-11 Set domain purpose.

Setting the domain purpose in the preceding step allows Office 365 to determine
the necessary records you need to add to your DNS server, as shown in Figure 3-12.
Office 365 does not manage DNS records but still provides services that require
specific DNS entries for them to work. Add the records to your DNS server, then
click done, go check. Office 365 will check that the DNS records are correctly created
and will inform you if any errors are found. If there are no errors, you will receive a



82  Chapter 3 Active Directory Federation Services

message that the domain is ready to work with the Office 365 services you selected.
The domain status will then be changed to Active instead of Setup in progress.

Julian Soh. = &5 2
add these dns records for adatuminc.com at your dns &
hosting provider.

1. set domain purpose

2. add dns records

3. finish
Need heip adgding the records? See step-by-step instructions for creating these records st popular OMS hesting peoviders.
Exchange Online
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CHAME - sutodiscover  sutodiscoveroutiook.com 1 Hour
N K T
v=spil includesplprotection.cutiock-com -sll 1 Hour
Lyne Onfine
SRY  sip s 100 dawminceom  sipdironiinelyngcom
SRV _siplederationtls  _tcp S061 1 100 T Hour  adstuminccom sipfedonlinelync.com
CHAME sipadatuminecom sipdir.anlinefyne.com 1 Hour
CHAME Iynoditcover.adatuminc.com webdir.onlineync.com 1 Hour
Aer you've added the records, wait ot least 15 minutes for the changes to update and then click Doae, go check.
back cancel .
< 2

Figure 3-12 DNS settings for services that are associated to a verified domain.

e )
Note

Choosing to specify SharePoint Online as a service associated to your domain
name provides you the capability to host a public-facing website. However, a pub-
lic-facing SharePoint Online website is currently not intended to be a full-featured
web content management solution. If you do choose to use a public-facing site,
and also want to use Exchange Online and Lync Online, you will need to first asso-
ciate Exchange and Lync. Save the changes and configure your DNS for Exchange
Online and Lync Online, then come back to specify SharePoint Online as a service
to associate with the domain name.

.

Active Directory Federation Services

AD FS is a role in Windows Server. The most prominent and primary reason to use AD FS
with Office 365 is that it allows an AD user to seamlessly access Office 365 without having
to re-supply her credentials again. As mentioned earlier, this ability is often referred to as
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single sign-on (SSO). AD FS is an optional implementation and is not required for Office
365. However, if your organization decides to implement AD FS, the minimum AD FS ver-
sion required by Office 365 is version 2.0; thus, it is often referred to as AD FS 2.0.

However, aside from SSO, there are other benefits of AD FS. Because AD FS facilitates the
authentication of users through AD, you can take advantage of group policies. AD FS can
also control location-based access to Office 365. For example, if you want to allow employ-
ees to be able to access Office 365 only from the corporate environment and not from
external networks, you can do so through AD FS and AD. If you require two-factor authenti-
cation, you must accomplish it with AD FS and SSO.

You can use AD FS for other purposes as well. A common use of AD FS is to federate with
B2B partner networks. If you already have AD FS set up in your environment for other pur-
poses, you might be able to use the existing AD FS infrastructure for Office 365. Likewise,
after you set up AD FS for Office 365, you might be able to use it for other non-Office 365
business needs.

Single sign-on experience

Before we begin to install and configure AD FS 2.0, let us first take a look at the end-user
experience when SSO with Office 365 is and is not in place.

Scenario 1: No single sign-on experience

In this scenario, a user is not authenticated through SSO. Each time the user attempts to
access Office 365, he is prompted to supply a valid user name and password, whether he is
attempting to access Office 365 from within the corporate network or from a public net-
work logon.

Scenario 2: User is logged on at work

In this scenario, a user is at work and logs on to the corporate network. The enterprise AD
authenticates the user so she has a valid claim token. When the user accesses Office 365
services, by opening Outlook to access email or by opening a browser to access the cor-
porate intranet that is hosted in SharePoint Online, the Office 365 federation gateway will
acknowledge the claim token and will not produce a logon prompt. This provides an SSO
experience because the user does not need to present her logon credentials again.

Scenario 3: Remote worker on a virtual private network connection

A remote worker or teleworker is one who is not on the corporate network. Tradition-
ally, these workers will use a technology such as a virtual private network (VPN) client to
securely create an encrypted communication channel between their personal computers
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and the corporate network. This is known as a tunnel within the public network. Because it
is encrypted, the communication is deemed secure.

In this scenario, a user presents his logon credentials during the VPN session initialization.
The credentials are passed to the corporate network. After authenticated, the user pos-
sesses a claims token, as in Scenario 2. At this point, if the user opens his email or accesses
the corporate intranet that is hosted in Office 365, the situation will be the same as it is for
the worker in Scenario 2. That is, the user will not be prompted for his logon credentials
again.

Scenario 4: Remote worker is not logged on to the corporate network

In this scenario, a remote worker has access to the Internet through a non-corporate net-
work, such as her home office or the public Internet provided by a hotel. She can choose
to log on through VPN, but for the sake of discussion let us assume this user does not do
so because she does not need to access any corporate resources on the corporate network.
Instead, she only wants to read email or access the corporate intranet that is hosted in
Office 365. So she opens a browser and enters the uniform resource locator (URL) of the
corporate intranet. Because she is not authenticated by AD, either locally or through VPN,
she does not possess a valid token.

Office 365 presents the user with the Office 365 logon window, as shown in Figure 3-1.

The user attempts to log on using her User Principal Name (UPN) user name. Office 365
recognizes that the user is trying to log on with a UPN suffix belonging to a domain that

is federated and thus redirects the user to the AD FS server, as shown in Figure 3-13. The
federation server presents a logon window to obtain the user’s credentials. The user suc-
cessfully enters her credentials and is issued a valid claim token. She then is redirected back
to Office 365, where she is now granted access to Office 365 services.

In light of the different scenarios, it is a good idea to have a communication plan so you
can communicate to your users what they will see when AD FS and SSO are in place.

Single sign-on requirements

The minimum requirements for setting up SSO with AD FS for Office 365 are divided into
AD requirements and AD FS server requirements.

The server requirements to install the AD FS role are straightforward:

® AD FS must be installed on a server that is joined to a domain and running either
Windows Server 2008 or Windows Server 2008 R2.

® AD FS 2.0 or above must be installed on a domain controller (DC).
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We're 1aking you 1o your organization's sign=in page.
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Figure 3-13 Office 365 logon portal redirecting you to sign in through the AD FS server.
Internet Information Server (1I1S) must be installed.

Deployment of an AD FS 2.0 or above proxy server if you plan to allow users to con-
nect from outside the company network. While an AD FS proxy is recommended, it is
not required. Furthermore, the AD FS proxy and AD FS server cannot be set up on the
same machine.

AD requirements to implement AD FS 2.0 for Office 365 can be more complex and impact-
ful. The following are the AD requirements:

AD with a minimum functional level of Windows Server 2003 in mixed or native
mode.

AD default UPN must be identical to the domain name you added in the preceding
section.

For more information about AD FS requirements, see http.//technet.microsoft.com/en-us/
library/dn151311.aspx.

Chapter 3
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Note

User Principal Name (UPN) is the most common problem we see in AD. Most com-
panies implemented AD many years ago when the Internet was still young and cloud
computing was virtually unheard of. The Internet was considered the wild west with all
its promises and dangers. Back then, a common security best practice was to give AD

a non-routable UPN. The common UPN suffix used is typically .Icl or .local. The reason
why Office 365 requires a valid UPN suffix is twofold. One, we will be creating a federa-
tion between Office 365 and the local AD during the AD FS installation. This requires the
domain to be added to Office 365 as we saw earlier in the chapter. Adding the domain
to Office 365 requires the validation of a TXT or MX record through DNS, so the domain
needs to be valid and routable. Second, when we install directory synchronization, the
user name for an Office 365 account is in UPN format (example <User Alias>@adatum.
com). The Directory Sync tool uses the UPN of the local AD to create the user account
in Office 365. If the UPN of the local AD is not added and verified in Office 365, as will
be the case with a non-routable UPN, then the user will be created with the default
onmicrosoft.com UPN suffix that was created when the Office 365 tenant was created
(example: <User>@adatum.onmicrosoft.com).

Follow these general steps to implement SSO using AD FS:
® Remediate your AD UPN suffix.
e Install IIS on the server that will host AD FS.
e Protect IIS with an Secure Sockets Layer (SSL) certificate.

e Install and configure AD FS 2.0.

Remediating the UPN suffix

The good news about remediating the UPN suffix in AD is that you do not need to replace
your old UPN suffix if it is not federated with Office 365. In fact, you are not able to replace
the original UPN that was used when you first created a forest.
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A common reason why you need to add a UPN might be because the current one is not
routable or you might not want to federate it for some reason. The solution is to add an
alternate UPN suffix to your AD forest. To do so, you can use Windows PowerShell or the
Active Directory Domains and Trusts MMC. The following steps show how to add a UPN
with the Active Directory Domains and Trusts MMC:

1. Start the Active Directory Domains and Trusts MMC, as shown in Figure 3-14.

es the trust relationships between domains.

¥4 Intemet Information Services (T15) 6.0 Manager
€5 Intemet Information Services (I1S) Manager
& 5051 Initiator

[ ey S Local Security Polcy
f v @ Performance Monitor
I!:}' ighs esap Cemection Sy Security Configuration Wizard
— gl es
fe[ Eonl ol HEkisia 1 Share and Storage Management
et L3# Storage Explarer
CIM oo Prompt [ System Configuration
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ualhtq:ad » A Windows Frewsl with Advanced Sscurky
. SeTVices

» AlPrograms Windows Securiby

|Searchpmgamamﬂw g Log off bl
o 2 8 . ® 24l
Figure 3-14 Active Directory Domains and Trusts MMC.
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2. Right-click Active Directory Domain and Trusts and select Properties, as shown in
Figure 3-15.

5 Active Directory Domains and Trusts

_Fie Action  View Help

Jomains 5 jst< |l l Marme
Change Forest...
Change Active Directory Domain Controller. ..
Operations Master. ..
Raise Forest Functional Level...

View »

Refresh
Export List...

Properties

Figure 3-15 Accessing the properties of the AD UPN.

3. On the UPN Suffixes tab, enter the domain name you associated with Office 365
and click Add. Do not type @ before the UPN suffix because it will be added
automatically. For example, to add adatum.com as an alternate UPN suffix, type
adatum.com and not @adatum.com, as shown in Figure 3-16.
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The names of the cument domain and the root domain are the default user
principal name (UPN]) suffixes. Adding alternative domain names provides
additional logon security and simplifies user logon names.

If you want altemative UPN suffises to appear during user creation, add
them to the following list.

Alternative UPN suffixes:

Hemove |

OK Cancel Apply Help

Figure 3-16 Adding an alternative UPN to the forest.
4. Click OK.

Now that you have added an alternative UPN to the forest, it will appear as an option in
the user logon name settings in the Active Directory User and Computers (ADUC) MMC
when you create a new user, as shown in Figure 3-17. All the UPN suffixes listed here will
be associated with the user logon, but the one that is selected is known as the default UPN
suffix. The default UPN suffix is the one that will be used by the Directory Sync tool to cre-
ate the user in Office 365, so it is important to select the correct default UPN suffix when
creating the user.
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Figure 3-17 Setting the default UPN suffix when creating a user in ADUC.

It is not possible to change the default UPN suffix because it is associated with the AD for-
est when the forest was first created. Therefore, you will need a way to properly set the UPN
suffix of all previous users to the correct default UPN suffix so that Directory Sync can cor-
rectly create the Office 365 account. You will also need to select the correct UPN suffix for
new users at the time they are created. This can be done manually, as shown in Figure 3-16.
This can also be automated using several methods such as Windows PowerShell or through
Forefront Identity Manager (FIM). Automation is the preferred approach because it is easy
to forget to set the correct default UPN suffix for new users.

Windows PowerShell is also the method you will use to bulk set users’ default UPN, either
organization-wide or by OU.

The following Windows PowerShell script updates the UPN suffix of all users in a particular
Oou:

#Script to update the UPN suffix
#Replace the fields indicated with <> with actual field names

import-module ActiveDirectory

Get-ADUser -SearchBase "ou=<OU Name>,dc=<domain name>,dc=<com or org or net>"
-SearchScope OneLevel -filter * |
ForEach-Object {
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$newUPN = $_.UserPrincipalName.Replace('<currentUPNsuffix>', '<newUPNsuf-
fix>")
$_ | Set-ADUser -server <servername> -UserPrincipalName $newUPN

}

The next sample script updates an entire domain, instead of just a single OU, to replace the
default UPN suffix of thomsonhills.com to adatum.com. The -whatif parameter is used so
that when the script is run, it shows the effects of the script without actually making any
changes. If the output is what you expect, then remove the -whatif parameter to have the
script make the changes when you run it. Figure 3-18 shows a script being executed in the
Windows PowerShell 3.0 Integrated Scripting Environment (ISE).

import-module ActiveDirectory

Get-ADUser -SearchBase "dc=thomsonhills,dc=com" -SearchScope subtree -filter * |
ForEach-Object {
$newUPN = $_.UserPrincipalName.Replace('thomsonhills.com', 'adatum.com')
$_ |
Set-ADUser -server mail -UserPrincipalName $newUPN -whatif

3

- Windows PowerShell ISE B
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'O 2 |4 8 > ) B B | 8| B0 3 [5°]
Untitled2ps1™ X #) || commands x X
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Agd-BCDataCachebxtension
Add-BitLockerKeyProtector
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PS C:\Windows\System32\WindowsPowerShell\vl.0> #Script to update the UPN Suffix

= - - Add-CauClusterRole
Get-ADUser -SearchBase "ou=Office 365, dc=thomsonhills, dc=com” -SearchScope Onelevel -filter = |
ForEach-Object { Add.CertificateEnrolimentPolicyServer
SnewUPN = incipalName.Replace( thomsonhills. com”, 'adatum.com) AGd-ClusterChedoint
$_ | Set-ADUser -server mail -UserPrincipalName SnewUPN -whatif
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Figure 3-18 Windows PowerShell Integrated Scripting Environment (ISE) modifying the UPN
suffix.
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Note

A user can authenticate to AD through the UPN or by the legacy NetBIOS method
(Domain\Username). Adding an alternate UPN suffix and changing the default UPN suf-
fix for users will not affect the NetBIOS logon method. When you add multiple alternate
UPN suffixes, a user can log on with any of the UPNs, but Directory Sync will use only the
default UPN suffix from the Office 365 account creation process. That is why it is impor-
tant to make sure the default UPN is set to the domain associated with Office 365 or it
will not be able to create the user with that UPN. Instead, Directory Sync will create the
account with the default initial Office 365 UPN suffix, which is in the form of @ <Compa-

nyName>.onmicrosoft.com.

.

Aside from the UPN suffix in AD, it is important to remember that Office 365 relies on AD
attributes for information. For example, the Global Address List (GAL) information for users
as well as distribution lists (DLs) rely on AD information. Therefore, you will need to ensure
these attributes are populated in AD so the information will be available in Office 365.

Installing IIS on the AD FS server

AD FS requires the IIS role on the server. Install the IIS role by following these steps:
1. In Control Panel, select the Turn Windows features on or off option.
2. Select Roles in the Server Manager MMC.

3. Inthe Roles Summary pane, see if Web Server (IIS) is listed as an installed role. If you
see it, then you are done and can skip the rest of the steps and go straight to the
“Requesting and Installing Certificates” section.

4. If you do not see it, click the Add Roles link in the Roles Summary pane on the right.

5. Let the Add Roles Wizard guide you. When you are prompted to select roles to
install, select the check box for Web Server (IIS).

6. Let the wizard guide you through the rest of the installation. Once complete, the IIS
role will be installed.

You are now ready to protect the IIS Server with an SSL certificate for the default website.

Requesting and installing certificates

Now that we have IIS installed on the AD FS server, we need to address the issue of security
certificates before we can install AD FS 2.0.
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You need a security certificate to protect your AD FS server. AD FS relies on the 1IS default
website, which needs to be protected by an SSL certificate, to secure the communications
between the client computer and the AD FS server.

Credentials are transmitted over this SSL connection, so it is important that the connection
is encrypted. The SSL certificate also identifies the federation server, giving users confi-
dence that they are authenticating to the organization and not a server impersonating as
the organization.

Setting up the certificate is fairly straightforward. When you install the AD FS server later in
the "Installing and configuring AD FS 2.0" section, you will see that the AD FS installation
will use the default website in IIS, which is why we installed IIS first.

You have the option to purchase an SSL certificate from a known certificate authority (CA),
or you can use your enterprise CA if you have one.

Creating the certificate request

Follow these steps to create a certificate request:

1. Click Start, click Administrative Tools, and then click Internet Information Services (lIS)
Manager.

2. Inthe lIS MMC, select the IIS server. In the middle pane, scroll down until you see
Server Certificates, then double-click the icon, as shown in Figure 3-19.
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Figure 3-19 Select the Server Certificates option in 1IS Manager MMC.
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In the Actions pane, select Create Certificate Request, as shown in Figure 3-20.
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Figure 3-20 Create Certificate Request.

Complete all fields in the Distinguished Name Properties page of the Request
Certificate Wizard, as shown in Figure 3-21. Note that in the Common name text box,
you should enter the fully qualified domain name (FQDN) of the federation service.
For example, if you plan to refer to your federation service as fs1.adatum.com, then
enter that FQDN in the text box. All fields are required. Click Next when you are
done.
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Request Certificate EHE

IL Distinguished Name Properties

g

Specify the required information for the certificate, State/province and Cityflocality must be specified
as official names and they cannot contain abbreviations.

Common name: [Fs1.adatum.com

Organization; |adatum

Organizational unit: ICorp—’

Cityflocality IRedmand

Statefprovince: [iweal

Countryfregion: jus =

Figure 3-21 Information required for the certificate.

| NSl DE O UT The controversy about wildcard certificates

Consider using wildcard certificates because they provide you the flexibility and con-
venience to change the host or service name without having to reissue the certificate.
However, there is a long, ongoing debate about avoiding wildcard certificates as a
security best practice. Whether you are a proponent of wildcard certificates or not will
depend on your security posture and professional stance on this topic; however, this is
beyond the scope of discussion for this book. We are simply pointing out that there are
benefits to using wildcard certificates whenever there are name changes to servers and
services involved, including the AD FS service.

y
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TROUBLESHOOTING

Be careful of name duplication

It is important to make sure the FQDN federation service is NOT the same as the server
name in AD. In fact, it should not be the same as any other server in AD. For example,
let us say you want to refer to your federation service as fsl.adatum.com, but when you
set up this server and joined it to AD you also named it fs1. In this case, you will need
to change the server name to something else or the AD FS installation wizard will not
be able to set the SPN during installation. For more information, see “AD FS 2.0: Guid-
ance for Selecting and Utilizing a Federation Service Name” at http://social.technet.
microsoft.com/wiki/contents/articles/4177.aspx.

5. On the Cryptographic Service Provider Properties page, we recommend that you
select the Microsoft RSA SChannel Cryptographic Provider with a bit length of
2,048, as shown in Figure 3-22. Although a 1,024 bit length is acceptable, it is more
susceptible to cryptanalytic attacks. For more information about certificates for AD
FS, see http.//technet.microsoft.com/en-us/library/adfs2-help-certificates(v=WS.10).

aspx.
Request Certificate EE
'L Cryptographic Service Provider Properties
1+
|}

| 39

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certificate’s encryption strength. The greater the bit length, the stronger the security.
Howewer, a greater bit length may decrease performance.

Cryptographic service provider:

IMicrosoft RSA SChannel Cryptographic Provider j

Bit length:

previous [ Met | Frien | cancel |

Figure 3-22 Cryptographic Service Provider Properties page with 2,048 bit length.
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6. Lastly, specify a file name for the certificate request, which you will use with a third-
party certificate provider or with your enterprise certificate authority.

7. Purchase an SSL certificate from a third-party certificate provider or use your
enterprise PKI infrastructure if you have one. If you plan to purchase a certificate, skip
the following “Using your enterprise certificate authority to issue a certificate” section
and go to a domain registrar such as Go Daddy to purchase the certificate.

8. Enter the federation service FQDN in your external DNS because Office 365 will need
to resolve the federation service to your AD FS server farm or proxy farm.

Using your enterprise certificate authority to issue a certificate

If you purchased your certificate from a third-party provider, you can skip this section. Oth-
erwise, follow these steps to have your certificate server issue you a certificate:

1. From your enterprise CA server, click Start, All Programs, and Accessories. Right-click
Command Prompt and select Run as administrator.

2. Inthe Command Prompt window, enter the following command:

certreq -submit -attrib "CertificateTemplate:WebServer" <path and file name of
Certificate Request file>

As shown in Figure 3-23, we issued the command and used Request.txt because that is the
file name we used when we generated the certificate request earlier.

P:\certificatesADFS>certreq —submit -attrib “CertificateTemplate:WebServer" Req
uest.txt
Active Directory Enrollment Policy

§D5129894 ~F@F4-4BF4-93DB- 496818EF9328}

dap:

RequestId: 18
Requestld: '"18"
Certificate retrieved(Issued> Issued

P:\certificates\ADFS>

Figure 3-23 Using the certreq command on the CA server to issue a certificate.

Installing the certificate on IIS

Regardless of whether you purchased a certificate from a domain registrar or had your CA
issue it, you should now have in your possession a certificate file, which usually has a .cer
extension as part of the file name. Follow these steps to install the certificate on your IIS
server:

1. Onthe AD FS server, start IIS Manager.
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2. In the Connections pane, select the AD FS server, double-click Server Certificates
in the middle pane, and click Complete Certificate Request in the Actions pane, as

shown in Figure 3-24.
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- Import
Create Certificate Request..

3 Use this Feature ta request and manage certificates that the Web server can use with Web stes configured for S5L.
L Appication Pools Nae | 1ssued 1o | sssued gy | Expiration Date
Create Domain Certficate. .

- [a] Stes

Create Self-Signed Certficate. ..

© Hep
Gnline Help

4
L JE | Features Wiew || - Content View
Figure 3-24 Complete Certificate Request in IS Manager.

3. When prompted for the file name, browse to where you stored your .cer certificate
file and select it. Give it a friendly name that will allow you to easily recognize it later,

and complete the installation of the certificate.

Protecting the default website with the certificate

Now that we have installed the certificate, we need to use it for the default website. Follow
these steps to apply the certificate to the default website:

1. From the AD FS server, start IS Manager.

2. Inthe Connections pane, expand the ADFS server node, and then expand the Sites
node. Right-click Default Web Site and select Edit Bindings, as shown in Figure 3-25.
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Figure 3-25 Edit the bindings of the Default Web Site.

3. Select the HTTPS protocol in the Site Bindings window, and then click Edit.

4. In the drop-down box for SSL certificate, select the certificate you installed in Step
3. You should be able to recognize it by the friendly name you gave the certificate
when you installed it.

5. Click OK when you are done, and then click Close.

Now the IIS server is ready to host the AD FS service. Next, we will plan for our AD FS infra-
structure and carry out the installation.

Planning the AD FS architecture
When planning for AD FS, there are several considerations from a design standpoint:

The number of AD FS servers in the farm

[ ]
o Whether or not to deploy an AD FS proxy
o Whether to use the Windows Internal Database (WID) that comes with AD FS or use a

dedicated SQL server for the AD FS database
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AD FS server farm

The number of AD FS servers in the farm, which in turn determines the availability of the
farm, is by far the most important design consideration because AD FS is the enabler for
authentication through AD. There are other factors that might affect AD FS availability, such
as network availability, that you also will need to take into consideration when designing
your AD FS deployment. After you deploy AD FS for Office 365, if your AD FS servers are
inaccessible, then access to Office 365 will not be possible. Therefore, it is important to
build redundancy at the network and server layers.

At the very minimum, two AD FS servers in a single farm that is front ended with a load
balancer will provide the needed redundancy. If one server is down for maintenance or for
any other reason, authentication through the AD FS farm will still be possible and access to
Office 365 will not be interrupted.

AD FS proxy

An AD FS proxy role is recommended if you plan to allow users to connect to Office

365 with SSO from outside the corporate network. Implementing an AD FS proxy is not
required in this scenario, but it is a security best practice. Figure 3-26 shows a typical AD FS
architecture.

DCs ADFS Farm ADFS Proxy Farm

Active Directory User
Enterprise Network Perimeter Network

Figure 3-26 Typical AD FS and AD FS proxy implementation in an enterprise.

Implementing an AD FS proxy is beyond the scope of this book because it is more an of on-
premises network and server infrastructure discussion rather than an Office 365 discussion.
Therefore, we do not cover the process of implementing an AD FS proxy or how to imple-
ment redundancy through the deployment of server farms and failover clusters. However,
in the following sections we show you how to install AD FS 2.0 on a server and how to
establish the relationship with Office 365 to reap the benefits of SSO and extend enterprise
controls into Office 365.
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| NSl DE OUT Leveraging Windows Azure

Many decision makers in organizations realize the benefits of AD FS and regard it as a
requirement rather than an optional component. At the same time, they are concerned
that introducing AD FS adds a single point of weakness in the implementation of Office
365 because the 99.9 percent service level agreement (SLA) for Office 365 is meaning-
less if AD FS is unavailable. This is where an Infrastructure as a Service (laaS) solution
such as Windows Azure can make a difference. By implementing AD FS in Windows
Azure, organizations without the ability to create geo-redundant networks can take
advantage of a different type of cloud service to minimize the risk of an on-premises AD
FS environment becoming unavailable and thereby affecting the availability of Office
365.

AD FS database

When deploying AD FS 2.0, you have the opportunity to use either the Windows Internal
Database (WID) that comes with AD FS, which is the default, or a dedicated SQL server. The
first AD FS server in the farm is known as the primary federation server, and subsequent AD
FS servers are known as secondary federation servers.

The AD FS database, regardless of whether you choose to deploy WID or SQL, is used to
store configuration information. The information in the database is replicated across the AD
FS servers in the farm. The database on the primary federation server is a read-write data-
base, while the ones on the secondary federation servers are read-only. In the event that
the primary federation server becomes permanently unavailable, you will need to promote
a secondary federation server to a primary federation server. There can be only one pri-
mary federation server in the farm.

Deciding whether to use WID or a dedicated SQL server requires you to be aware of the
limitations of using WID. Using WID limits your AD FS farm to five servers. For most orga-
nizations, except the largest of enterprises, this is usually not a problem. There are other
limitations when using WID that are not applicable to Office 365, such as being limited to
only 100 trust relationships. This limitation might become an issue if you are planning to
leverage your AD FS farm for other purposes besides Office 365.

Installing and configuring AD FS 2.0

Before starting the installation for AD FS 2.0, make sure you have completed all the preced-
ing tasks. At this point, you already should have completed the following:
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e Be familiar with the SSO experience your users will see and have a communication

plan prepared.

e Understand the requirements for AD FS.

e Remediate your AD by ensuring you have the right UPN suffix added.

e Ensure existing users have the correct primary UPN suffix.

e Install IIS on the AD FS server.

e Create and install the security certificate for the default website in 1IS on the AD FS

server.

TROUBLESHOOTING

Download AD FS from Office 365
Do not directly add the AD FS role to the server through the Turn Windows features on
or off link in Control Panel. Download and use AdfsSetup.exe instead.

When you have completed the preceding tasks, you are ready to install AD FS 2.0:

1.

Create a service account for AD FS. In AD, create a service account that the AD FS
service will use. Make sure this service account is part of the Administrators group
of the local AD FS server. No special AD group memberships are required for this
account; Domain Users is sufficient. We assume you know how to create AD service
accounts and assign group membership in AD, so we do not provide details about
how that is done.

Download the AD FS 2.0 software. The AD FS software package is a single executable
file called AdfsSetup.exe. You can download it from the Microsoft Download Center
at http://www.microsoft.com/en-us/download/details.aspx?displaylang=en&id=10909,
as shown in Figure 3-27. Follow the instructions at the Download Center, which
eventually will lead you to a list of the AdfsSetup.exe options. Select the package that
applies to your server operating system.


http://www.microsoft.com/en-us/download/details.aspx?displaylang=en&id=10909

I e
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Sign out

Download Center

Products Categories Security Support

=. Active Directory Federation Services 2.0 RTW

Quick links Active Directory Federation Services 2.0 helps IT enable users to collaborate across
O organizational boundaries and easily access applications on-premises and in the cloud,
MA— while maintaining application security.

4 Instructions . .

& Additional information Registration Suggested

Registration takes only a few moments and allows Microsoft to provide you with the latest resources relevant to your interests,
including service packs, security notices, and training. Please click the Continue button. Registration is suggested for this
download:

Looking for support? Quick details

@ \Slisil th: Mlitroscﬂ Version: RTW Date published: 47187201
upport site now > Change ’—|Enghsh ]

Files in this download
The links in this section comrespond to files available for this download. Download the files appropriate for you.

D e
= Office 365
File name Size
Starting as low as $6
per user per month. RTWAW2KB\amd64\AdfsSetup.exe 42.5 MB CONTINUE
RTWAW2KE\86\AdfsSetup.exe seme
e
RTW\W2KBRZ\amd6\AdfsSetup.exe 238 M8

Figure 3-27 Microsoft Download Center with the AD FS 2.0 software.

Run AdfsSetup.exe.

Click Next at the Welcome to AD FS 2.0 Setup Wizard page.

Chapter 3



104 Chapter 3 Active Directory Federation Services

5. Read and accept the Microsoft Software License Terms and click Next, as shown in
Figure 3-28.

1IET_E.H.l'.I:i'o'e Directory Federation Services 2.0 Setup Wizard

End-User License Agreement %
Please read the following license agreement carefully. -

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS

MICROSOFT ACTIVE DIRECTORY FEDERATION SERVER 2.0
FOR MICROSOFT WINDOWS SERVER

Microsoft Corporation (or based on where you live, one of its affiliates) licenses this
supplement to you. If you are licensed to use Microsoft Windows Server software (the
“software”), you may use this supplement. You may not use it if you do not have a
license for the software. You may use this supplement with each validly licensed copy of
the software.

The following license terms describe additional use terms for this supplement. These
terms and the license terms for the software apply to your use of the supplement. If
there is a conflict, these supplemental license terms apply. Ll

[¥ | accept the terms in the License Agreement
Privacy Statement

<Previous [[ Newt> | Concel

Figure 3-28 Accept the Microsoft Software License Terms for AD FS.

6. In the Active Directory Federation Services 2.0 Setup Wizard, select the Federation
server option, as shown in Figure 3-29, and then click Next.
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"W Active Directory Federation Services 2.0 Setup Wizard

Server Role

‘You can configure this computer in either the federation server role or the federation server proxy role. Select

one of the following roles for this computer.

A federation server is an authentication and trust management provider that issues security tokens to
enable access to claims-based applications in your organization or in federated partner organizations.

" Federation server proxy

A federation server proxy redirects requests from Intemet clients to federation servers that are behind a
firewvall on your corporate network. It also forwards security tokens issued by federation servers to

< Previous | Nest> |  Cancel

Figure 3-29 Install the AD FS server role.

As shown in Figure 3-30, the wizard will check for AD FS prerequisites and will install
the required components if needed. Take note of the components the wizard will

install, and then click Next.

This wizard will attempt to automatically check for and, F necessary, install the following software that is
required for AD FS 2.0to operate:

Windows PowerShel
NET Framework 3.5 SP1
Web Server (IIS)
Windows Identity

To begin installing this software on this computer. click Next.

<Provious |[ Net> | Cencel

Install Prerequisite Software %

Figure 3-30 Installing AD FS prerequisites.

Chapter 3
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8. After the installation is complete, select Start the AD FS 2.0 Management snap-in
when this wizard closes, as shown in Figure 3-31, and then click Finish.

15"_.1 Active Directory Federation Services 2.0 Setup Wizard

Completed the AD FS 2.0 Setup Wizard

‘You have successfully completed the AD FS 2.0 Setup Wizard. To finish configuring this computer for the
federation server role, start the AD FS 2.0 Management snap-in, and then run the AD FS 2.0 Federation Server
Configuration Wizard.

v Start the AD FS 2.0 Management snap-in when this m@

To close this wizard, click Finish.

Figure 3-31 Start the AD FS 2.0 Management snap-in.

9. Because we selected the check box to start the AD FS Management snap-in in
the preceding step, it will start at this time. Click the AD FS 2.0 Federation Server
Configuration Wizard link in the middle pane, as shown in Figure 3-32.
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1
W AD FS 2.0 [_[ofx]

|4 File  Action View Window Help

| =151

@ |m  3m

Overview

AD FS 2.0 provides single-sign-on (550) access for cent computers.

‘.0 Configure This Federation Server

TheAD FS 2.0 Federation Server Configuration Wizard must first be
completed successtully before you can use this snap-in to manage
your Federation Service.

> AD FS 2.0 Fed lion Server Confi
Wizard

9 Learn About:

Configuring Claims Provider or Relying Party
Trusts

Adding Federation Servers to a Farm and Setting
oad-f ncing

Configuri ion Server Proxies

Troubleshooting AD FS 2.0

o Fs 2.0 | ADFS 2.0 | Actions
. AD

AD FS5 2.0 Federation Server Confi...
View »
New Window from Here

H ree

[

Figure 3-32 AD FS 2.0 Federation Server Configuration Wizard.

Because this is the first and primary federation server, select the Create a new
Federation Service option, as shown in Figure 3-33, and then click Next.

'*a;l AD FS 2.0 Federation Server Configuration Wizard

Welcome

Steps

Welcome
@ Select Deployment Type
@ Federation Service Name
@ Summary

@ Results

Welcome to the AD FS 2.0 Federation Server Configuration Wizard

This wizard helps you configure Active Directory Federation Services [AD FS) 2.0 software on this
computer, which sets up the computer as a federation server. An instance of AD FS is referred to as a

Federation Service.

< @ Create a new Federation Service >
Select I ion o set up a stand-alone federation server of the first server in a federation

server fam.

O Add a ion server to an

Service

Select this option to join this computer to an existing federation server farm.

o [ New> Cancel Help

Figure 3-33 Create a new Federation Service.
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11. In the Select Stand-Alone or Farm Deployment page, select New federation server
farm, as shown in Figure 3-34, so you have the option to add more servers to the
farm later.

"#3 AD FS 2.0 Federation Server Configuration Wizard B x|

Select Stand-Alone or Farm Deployment

Steps

You can create either a stand-alone f ion server for
o Welcome environment, mywcmmeafedelmm mananmfmf«hndbdmmdl‘#\avﬁd:ﬁy
@ Select Deployment Type Select one of the following options. Either of these options will use the Windows Intemal Database to store

configuration data.
@ Federation Service Name
@ Speciy Service Account () New federation server farm

This option will create a new Federation Service with settings for high availability and load balancing.

@ Summary This computer will be the primary federation serverin the famm. Later, you can scale out this farm by
@ Resuls adding more federation servers.

To create a federation server fanm, you must run this wizard while you are logged on with an account
that has sufficient pemmissions in Active Directory to create a container object for sharing cedificates)
and to set an SPN for the service account), such as an account that is a member of the Domain
Admins group.

© Stand-alone federation server

Thsoplnunwic'edeaneerduahonSeMceonthswrpuer This option is recommended for
t. if you select this option, you will not be able

or a small p
to 3dd more servers to create a fam.
@ You can use SQL Server with AD FS 2.0to take advantage of the full feature set and achieve
maximum

scalability. To set up AD FS to use SQL Server, use the commanddine version of this
wizard. For more information, click Help

<Previous [[ Net> | Cancel |  Hep

Figure 3-34 Create a new AD FS farm.

TROUBLESHOOTING

Problem with a stand-alone AD FS server

Remember our discussion earlier about AD FS potentially being a weak link for Office
365? For that reason, you should build an AD FS farm for a production environment. A
stand-alone AD FS server will not allow you to add additional servers later.

12. The wizard will query the default website in 1IS and should select the certificate you
installed on the default website, as shown in Figure 3-35. Click Next.
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x|
Specify the Federation Service Name
Saee This wizard determines the Federation Service name from the Subject field of the SSL cettficate for the
@ Welcome Default Web Site. If the wizard cannot determine the Federation Service name from the SSL settings. you
must select a certificate.
@ Select Deployment Type
Select the cerificate and/or port. and then click Next.
@ Federation Service Name
@ Specify Service Account SSL cerificate: Port:
- [ADFs cen I vew.. |[e3 -
@ Results Federation Service name:
|'ed thomsonhills.com ¥ J
What ki ificate do | need?
<Previous | Net> | Canced | Hep |

Figure 3-35 AD FS 2.0 Federation Server Configuration Wizard detects the certificate for
the Default Web Site.

13. On the Specify a Service Account page, select the AD FS service account you created
earlier, as shown in Figure 3-36. If you did not create the service account, you can
use Active Directory Domain Services (AD DS) or Windows PowerShell to create
the account. As a reminder, the service account must be a member of the Local
Administrators group of the AD FS server. Click Next.
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1 AD FS 2.0 Federation Se figuration Wizard

Figure 3-36 Select the AD FS service account.

14. On the Summary page, click Next to begin the AD FS configuration. When the
configuration is complete, a Configuration Results page will appear that reports any
issues, similar to the one shown in Figure 3-37.
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I
Configuration Results
St ) . :
5t The following settings are being configured
@ Welcome
Component Stat
@ Select Deployment Type il - =
)| Stop the AD FS 2.0 Windows Service | Configuration finished
@ Federation Service Name T
4| Install Windows Intemal Database Configuration finished
5 Specify Service Account +
)| Start the Windows Intemal Database service Configuration finished
@ S T
i '} '| Create AD FS configuration database :Oonﬁgulalion finished
= s /)| Create Active Directory container for sharing certificates | Configuration finished
@ :Cunﬁgure service settings Configuration finished
)| Deploy browser sign-in Web site Configuration finished
) | Statt the AD FS 2.0 Windows Service Configuration finished
@) | Create defaut claim set Configuration finished

V) :Creale default Active Directory claim acceptance rules | Configuration finished

You have successfully completed the AD FS 2.0 Federation Server Configuration Wizard.
To close this wizard, click Close.

_ Cee |

Figure 3-37 Configuration Results page showing AD FS 2.0 was successfully installed.

TROUBLESHOOTING

SPN was not set

You might be required to set the SPN for the service account manually. A common
problem that occurs is when your host name is the same as the certificate issued to the
default website. You can either change the server host name or revoke and reissue the
certificate. The first option is usually simpler. Once you have done so, run the following
command in a command line window as an administrator:

setspn -a host\<fully qualified servername> <domain>\<service account>

For example, if the fully qualified host name is fed.adatum.com and the service account
is adatum\svc_adfs, the command will be the following:

setspn -a host\fed.adatum.com adatum\svc_adfs



112 Chapter 3 Active Directory Federation Services

15. Download and install the current AD FS 2.0 update rollup. For more information
about the update rollup, see Knowledge Base (KB) article 2681584 at http.//support.
microsoft.com/kb/2681584.

Testing the federation server

Now that we have installed AD FS 2.0, we need to test that it is responding. Use a client
computer located in the same forest as the AD FS server. From the client’s browser, enter
the URL of the AD FS server and append /FederationMetadata/2007-06/FederationMeta-
data.xml to the end of the URL. For example, if your federation server's URL is https://fed.
adatum.com, enter the URL in the client's browser, as shown in the following example:

https://fed.adatum.com/FederationMetadata/2007-06/FederationMetadata.xml

If the federation server is responding correctly, you will see an XML document similar to the
one shown in Figure 3-38.

-e - | e | | ® u :
© @ hitps.//fed thomsonhills.com/FederationMetadate/200 O ~ @ B|| @ fed thomsonhills.com x u_‘ ok T |

Lb6 jzbgVxIzWHOZTK/DVOfrtNHpF6scWEKqF YmBTD8U=DAa90qbI14008Q jshFEFvFxHyrTIM3goaR4r0ey0d2RxeZ3e01 TAuk sup4EBkI0nSdUiI8FAIOPGN JE o
AddressThe e-mail address of the userGiven NameThe given name of the userNameThe unique name of the userUPNThe user
principal name (UPN) of the userCommon NameThe common name of the userAD FS 1.x E-Mail AddressThe e-mail address of the
user when interoperating with AD FS 1.1 or ADFS 1.0GroupA group that the user is a member ofAD FS 1.x UPNThe UPN of the
user when interoperating with AD FS 1.1 or ADFS 1.0RoleA role that the user hasSurnameThe surname of the userPPIDThe
private identifier of the userName IDThe SAML name identifier of the userduthentication time stampUsed to display the
time and date that the user was authenticatedAuthentication methodThe method used to authenticate the userDeny only
group SIDThe deny-only group SID of the userDeny only primary SIDThe deny-only primary SID of the userDeny only primary
group SIDThe deny-only primary group SID of the userGroup SIDThe group SID of the userPrimary group SIDThe primary group
SID of the userPrimary SIDThe primary SID of the userWindows account nameThe domain account name of the user in the form
of {domain>‘<user>

https://fed. thomsonhills. com/adfs/services/trust/2005/1ssuedtokenmixedasymmetrichasic256

https://fed. thomsonhills. com/adfs/services/trust/2005/1ssuedtokenmixedsymmetricbasic256

https://fed thomsonhills. com/adfs/services/trust/13/1ssuedtokennixedasymmetrichasic256

https://fed. thomsonhills. com/adfs/services/trust/13/1ssuedtokenmixedsymmetrichbasic256

https://fed. thomsonhills. com/adfs/Is/

http://fed thomsonhills. com/adfs/services/trust

https://fed. thomsonhills. com/adfs/services/ trust/2005/1ssuedtokenmixedasymmetrichasic256

https://fed thomsonhills. com/adfs/Is/

MIIC5DCCAcygAwIBAgIQERCn3g9xhbdIY Jivim6Z2DANBgkqhkiGOw0BAQsFADAUMSwwKgYDVQQDEyNBREZTIFNpZ25pbme gL SBnZWQudGhvbXNvbmhpbGxzl
AddressThe e-mail address of the userGiven NameThe given name of the userNameThe unique name of the userUPNThe user
principal name (UPN) of the userCommon NameThe common name of the userAD FS 1.x E-Mail AddressThe e-mail address of the
user when interoperating with AD FS 1.1 or ADFS 1.0GroupA group that the user is a member ofAD FS 1.x UPNThe UPN of the
user when intercperating with AD FS 1.1 or ADFS 1.0RoleA role that the user hasSurnameThe surname of the userPPIDThe
private identifier of the userName IDThe SAML name identifier of the userduthentication time stamplUsed to display the
time and date that the user was authenticatedAuthentication methodThe method used to authenticate the userDeny only
group SIDThe deny-only group SID of the userDeny only primary SIDThe deny-only primary SID of the userDeny only primary
group SIDThe deny-only primary group SID of the userGroup SIDThe group SID of the userPrimary group SIDThe primary group
SID of the userPrimary SIDThe primary SID of the userWindows account nameThe domain account name of the user in the form
of <domain>\<user>

https://fed. thomsonhills. com/adfs/services/trust/2005/certificatemixed

https://fed thomsonhills. com/adfs/services,/trust/mex

https://fed thomsonhills. com/adfs/Is/

MIIC6 jCCAdKgAwIBAgIQf 3STWIDwoRpVHe v ToVPAozANBgkahkiGIwW0BAQsFADAXMS8wLQYDVQQDEYZBREZT IEVUY3 J5c HRpb242L5BmZWQudGhvbXNvbmhpb
format :emailAddressurn:oasis:names:tc:SAML:2. 0:nameid-format:persistenturn:oasis:names:tc:SAML:2. 0:nameid-
format:transientMIIC6jCCAdKgAwIBAgIQf 3TRIDwSRpVHe vk ToVPA0zANBgkqhk iGIw0BAQsFADAxMS8wLQYDVRADEyZBREZTIEVuY3 J5cHRpb24gLSBmZ vV

farmat amailAddrecenrnnacic namec o QAU 2 N namaid-Ffarmat ‘nercictanturnaacic namac 4+ SAM =9 N nameid-

Figure 3-38 XML document and service description when accessing the AD FS server’s URL.
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Converting the domain from standard authentication to
identity federation

Now that we have installed IIS, bound the AD FS service to the IIS server, applied the neces-
sary certificates applied to the IIS server, tested AD FS, and can see the XML schema, it is
safe to say that AD FS is now operational and can service authentication requests.

The last step is to convert your domain that is in Office 365 from standard authentication
to identity federation. This action will cause Office 365 to redirect access requests by users
with the UPN suffix of the domain to your AD FS for authentication, unless a user already
has a valid token from a previously successful authentication. Converting the tenant to
identity federation for a domain will not affect or alter the logon experience of cloud iden-
tity accounts.

To convert the domain from standard authentication to identity federation, we will need to
switch back to Windows PowerShell. Follow the steps in one of the two following sections
that best describes your environment.

AD FS server is installed on Windows Server 2008 R2

1. Download and install the Windows Azure Active Directory Module for Windows
PowerShell cmdlets, formerly known as the Microsoft Online Services Module for
Windows PowerShell cmdlets. The 32-bit version of the Windows Azure Active
Directory Module for Windows PowerShell is located at http://go.microsoft.com/
FWLink/p/?Linkid=236298 and the 64-bit version is located at http.//go.microsoft.
com/FWLink/p/?Linkid=236297.

2. Start the Windows Azure Active Directory Module for Windows PowerShell cmdlets.

3. Enter the following command, which will produce a logon prompt for a user name
and password:

$cred = Get-Credential

4. The credentials you provide will be stored in the $cred variable. At the logon prompt,
use your Office 365 Global Administrator account name.

N
Note Why save a credential in a variable?

Technically, when managing identity with Windows PowerShell you can simply
use the command Connect-MsolService. You do not need to save the credential

in a variable first. However, we saved the credential in a variable in our example
because we will need it when we use Windows PowerShell for Exchange Online, so
we are just keeping it consistent throughout the book.

L .
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Enter the following command, which will attempt to connect and authenticate to an
Office 365 tenant using the logon credentials you stored in $cred:

Connect-Msol1Service -Credential $cred

Lastly, enter the following command to convert the domain from

standard authentication to identity federation in Office 365. Note that the
-SupportMultipleDomain parameter is optional. Use it only if you will be federating
other top-level domains (TLDs) with this Office 365 tenant.

Convert-MsolDomainToFederated -DomainName <domain name> -SupportMultipleDomain
If you do not receive any Windows PowerShell error messages, which are usually red

in color, then your domain now supports identity federation. We will verify this in the
“Verifying a successful conversion of a domain” section.

The AD FS server is installed on Windows Server 2008 SP2 or on a
remote Windows 7 workstation

1.

Download and install the Windows Azure Active Directory Module for Windows
PowerShell cmdlets, formerly known as the Microsoft Online Services Module for
Windows PowerShell cmdlets. The 32-bit version of the Windows Azure Active
Directory Module for Windows PowerShell cmdlets is located at http.//go.microsoft.
com/FWLink/p/?Linkid=236298 and the 64-bit version is located at http.//
go.microsoft.com/FWLink/p/?Linkid=236297.

Install the Windows Azure Active Directory Module on a remote server running
Windows 2008 R2 or on a Windows 7 workstation.

On your AD FS server, right-click the shortcut to Windows PowerShell and run it as an
administrator. Next, enter the following command:

Enable-PSRemoting -force

e R
Note

The Enable-PSRemoting command creates a Windows Remote Management
(WinRM) listener service on all IP addresses on the server using the HTTP protocol
through port 5985. It also creates the required Windows Firewall rules to allow the
Windows Remote Management application to go through port 5985. This allows a
remote workstation or server to execute remote Windows PowerShell commands
against this server.

To confirm that the Windows Remote Management service has been configured,
execute the following command to see the configuration details:

winrm enumerate winrm/config/Tistener



http://go.microsoft.com/fwlink/p/?linkid=236298
http://go.microsoft.com/fwlink/p/?linkid=236298
http://go.microsoft.com/fwlink/p/?linkid=236297
http://go.microsoft.com/fwlink/p/?linkid=236297
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5. Return to the remote server or workstation on which you installed the Windows
Azure Active Directory Module and start the module.

6. Enter the following command, which will produce a logon prompt for a user name
and a password:

$cred = Get-Credential

The credentials you provide will be stored in a variable called $cred. When you see
the logon prompt, enter your Office 365 Global Administrator account name.

( )
Note Why save a credential in a variable?

Technically, when managing identity with Windows PowerShell you can simply
use the command Connect-MsolService. You do not need to save the credential

in a variable first. However, we saved the credential in a variable in our example
because we will need it when we use Windows PowerShell for Exchange Online, so
we are just keeping it consistent throughout the book.

.

7. Enter the following command, which will attempt to connect and authenticate to an
Office 365 tenant using the logon credentials that you stored in $cred:

Connect-MsolService -Credential $cred

8. Enter the following command to set the context to that of the AD FS server:

Set-MsolAdfscontext -Computer <FQDN of federation server>

9. Lastly, enter the following command to convert the domain from standard
authentication to identity federation in Office 365:

Convert-MsolDomainToFederated -DomainName <domain name> -SupportMultipleDomain

Note that the -SupportMultipleDomain parameter is optional. Use it only if you will
be federating other top-level domains (TLDs) with this Office 365 tenant.

If you do not receive any Windows PowerShell error messages, which are usually red
in color, then your domain is now a federated domain. We will verify this in the "Veri-
fying a successful conversion of a domain” section.

Verifying a successful conversion of a domain
There are two main ways you can verify that federation has been successfully accomplished:
e Using Windows PowerShell

e Using the AD FS 2.0 Management snap-in
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Windows PowerShell

You can verify your federation settings for the domain by issuing the following Windows
PowerShell command after you have connected to Office 365 by using the Connect-Msol-
Service command, as shown in Figure 3-39.

Get-MsolDomainFederationSettings —-DomainName <your domain name FQDN>

For example:

Get-MsolDomainFederationSettings -DomainName thomsonhills.com

If you execute Get-MsolDomainFederationSettings without passing the -DomainName
parameter, you will be verbosely prompted for a domain name.

B Administrator: Windows Azure Active Directory Module for

PS C:\Users\administrator.TH\Desktop> Get—Ms nFederationSettings —DonainNal’
me thomsonhills.com

fNctiveLogOnUri : https://fed.thomsonhills.con/adfs/services/trust/20065/
usernanemnixed

FederationBrandName : fed.thomsonhills.com

Issuerlri : http://thomsonhills.con/adfs/services/trust/

LogOf fUri : https://fed.thomsonhills.com/adfs/ls/

MetadataExchangelri : https://fed.thomsonhills.con/adfs/services/trust/mex

NextSigningCertificate :

PassiveLogOnUri : https://fed.thomsonhills.comn/adfs/1s/

SigningCertificate : MIICSDCCAcygAwIBAgIQU2hDot ibg5ZPMLS?/sKI hTANBgkqhkiGPw
ABAQsFADAuMS wuwKgY DUQQDEYNBREZT I FNpZ25phnc gLS BnZHQud Ghu
bh&NubmhphGxz LmNubTAe FuBxMjASMzAuMT Q1 Mz 1aFuBxMzASMz AuMT
Q1Mz1aMC4xLDAgBgNUBAMT I AFER1MgU2 InbmluZyAt IGZ1ZC50aG9t
c29uaGlsbHMuY29tMI I BI jANBgkqhkiGIwBBAQEFAAOCAQBAMI I BCy
KCAGQEAqKUNF92 ihFEhmz7¢N1jRYQz j8nPBceunDJpBnS1rBKB+uxs +
K?73RCyHS yKZCE2RG+6WImR1tES3pS23ELBnE2xszR¥ 1W2hal3 +0zuR
EqAMQubdI6sNUdUWE x3R30s97u7L7s¥AzgzFRBK8BKq 1BalbnBG+Ly
1s3y¥vzi21GgUCOYUkplcDgjISYvhKSeMFQTev8UoJ6 hhSk2SNHFQh
dH2Uu jS5h0xWgnmznQsz I ZSns +c ywTAUAUf BurG2wUDNNKkMyBLBB/b
dbZ0ocS5f dsoFf g+cKr?MsHAhRh3UVCSul? INynD/ABup2CstEht Im70
zirkWdyhcgRKjApZN2 18GULQI DAQABMABGCSqGS I h3DQEBCuwUAA4IB
NQCQ6Sv470ThnuMDNQNJPN?Zo PDuKYUUBs rN?DCnaEhFOxS250npus

PS C:\Users\administrator.TH\Desktop>

Figure 3-39 Results after entering a command with the Get-MsolDomainFederationSettings
cmdlet.
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AD FS 2.0 Administration snap-in

You can also verify that a federation trust has been established between AD and Office 365
by looking at the trust relationships in the AD FS 2.0 Administration console. Follow the
steps below:

1. Start the AD FS 2.0 Administration console.

2. Inthe left pane, expand the Trust Relationships node and select Relying Party Trust,
as shown in Figure 3-40. You should see an entry in the middle pane for a trust
relationship with the Microsoft Office 365 Identity Platform.

P relying party Trusts
s D dertiier
Microsoft Office 365 Identity Platforn  Yes hitps://login microscftoniine com/ext STS st Add Relying Party Tr...
ey e ¥
New Window fromH...
|0 Refresh
Update from Federa...
Edit Claim Rules...
Disable
Properties
K Delete
H ree
< 3] K1 | 2
‘ [ [ 4

Figure 3-40 Verifying that federation trust has been established with Office 365.

Updating the federation URL endpoint

The federation URL endpoint is the FQDN of the federation server or service that Office 365
will redirect a user to once it detects the user is trying to log on with a UPN suffix that is
associated to an identity federated domain.

If for any reason you need to change the federation URL endpoint, you can do so by fol-
lowing these steps:

1. Startthe AD FS 2.0 Management console.
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2.

3.

Right-click the AD FS 2.0 root node and select Edit Federation Service Properties from

the drop-down box, as shown in Figure 3-41.

4 Fle  Adion Vew  Window Heb
%= Bim
©  Serv  AGdRelngParty Trist...

. Trust  Add Claims Provider Trust. ..
Add Attribate Stove..

Dverview

E ion Server Proxies

Edt the federation servie propertes

alol |

BG4 Redying Party Trust...
e Claims Provider Tras....
Add Attribuge Store. .
Ecit Foderstion Service P...
Edit Publlshed Clasis.
Revoke Al Proxies
Provide Feechack
Views >
Mewe Window From Here:
G Refresh
B we

bset| & 8 4 [@

Figure 3-41 Edit Federation Service Properties using AD FS 2.0 MMC.

[HE G 1w =

Edit the three properties of the federation service, as shown in Figure 3-42.
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General I Organization | Events |
Federation Service display name:
fed.thom
Example: Fabrikam Federation Service
Federation Service name:
|Ied. thomsonhills.com
Example: fe.fabrikam. com
Federation Service identifier.
|hl1p: /#ted thomsonhills.com/adfs/services/tiust
Example: http://fs. fabrikam.com/adfs/servicesdtust
web S50 lifetime: |430 3: minutes
| oK I Cancel Apply Help
Figure 3-42 Properties of the federation service.
~
Note SsO lifetime
AD FS 2.0 issues Security Assertion Markup Language (SAML) tokens that Office
365 consumes through the use of authentication cookies. Authentication cookies
facilitate SSO in Office 365. The period of time that each authentication cookie
can be used is represented by the SAML token’s lifetime, which can be modified
through the Web SSO lifetime setting, as shown in Figure 3-42. In the preced-
ing example, once a user has been authenticated by AD FS the user will not be
prompted for credentials for 480 minutes. If the user logs off and logs on again
before 480 minutes, the SSO lifetime is reset.
.

\

4. Click OK to save the settings and restart the AD FS 2.0 service, as shown in Figure
3-43.
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Figure 3-43 Restart the AD FS 2.0 service from the Services MMC.

Frsmt| 3 & |y 5l zesem m

If you have a wildcard certificate, you do not need to do anything with the certificate,
assuming you did not change the domain name of your AD FS service. However, if
you do not have a wildcard certificate and need to add a new certificate, you will first
need to issue the following Windows PowerShell command from your AD FS server
to turn off the AD FS automatic certificate rollover feature:

Set-ADFSProperties —-AutoCertificateRollover $False

Skip this step if you do not need to update your certificate. Acquire or generate your
new certificate.

Skip this step if you do not need to update your certificate. From the AD FS 2.0
Management console, expand the Service node under the root node, and then click
Certificates. In the Actions pane, click Add Token-Signing certificate and add your
new certificate. Click Add Token-Decrypting certificate, and then click Set Service
Communications. See Figure 3-44.
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Ilag File Acion View Window Help B
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ADF52.0
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Figure 3-44 Add Token-Signing Certificate, Add Token-Decrypting Certificate, and Set
Service Communications.

Lastly, enter the following Windows PowerShell command from the Windows Azure
Active Directory Module:

Update-MSOLFederatedDomain -DomainName <YourFederatedDomain FQDN>

(" )
Note

By this time, you should be somewhat familiar with Windows PowerShell. Thus, for
Step 8 we omitted the Windows PowerShell commands you would normally use

to connect to Office 365 first, namely the Get-Credential and Connect-MsolService
commands. Furthermore, if you are executing these commands from a remote
server running Windows 2008 R2 or a Windows 7 workstation and not from your
AD FS server, remember you need to also execute the Set-MsolAdfsContext com-

mand. Refer to previous sections if you need to refresh your memory.

.

Issue the following Windows PowerShell command from the Windows Azure Active
Directory Module to determine if the federation URL endpoint is successfully
updated:

Get-MsolDomainFederationSettings -DomainName <your domain FQDN>
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Removing Active Directory Federation Services

In the event you need to remove AD FS and disable SSO for a domain in your tenant, there
are a few important things you need to know:

® As with most actions, you will use the Windows Azure Active Directory Module and
Windows PowerShell to convert the federated domain in Office 365 back to a stan-
dard domain.

e Previously federated user accounts, if they existed prior to federation, will not revert
to using the original Office 365 passwords they had prior to federation.

e Temporary passwords will be generated for all federated users.

® The temporary passwords are stored in a file. You will specify the path and the name
of the file as one of the parameters.

e Users will have to log on with their new temporary password and will be prompted to
provide a new permanent password.

e If you choose to uninstall the AD FS role from your server, the virtual directories in
the default website will not be removed. This must be done manually.

e If you choose to uninstall the AD FS role from your server, the AD FS database will
not be removed. This can be done manually.

e Disabling SSO is also known as converting a domain from identity federation to stan-
dard authentication.

TROUBLESHOOTING

Accounts affected by reverting from identity federation to standard
authentication

After you convert a domain in Office 365 from identity federation to standard authen-
tication, all the user accounts associated with that domain will become unusable until
you either convert the domain back to identity federation or until the users are also
converted. Another word of caution is that the users will need to be assigned new
passwords.
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Converting a domain from identity federation to standard
authentication

The first step you need to take to break federation is to convert the domain from federated
to standard using Windows PowerShell. The second step, which is optional, is to uninstall
AD FS 2.0 from the server.

The following scenarios show how to convert a domain from federated to standard. Choose
the scenario that is right for you and follow the steps.

AD FS server that has the Windows Azure Active Directory Module
installed

1.

2.

From the AD FS Server, start the Windows Azure Active Directory Module.

Enter the following Windows PowerShell command to initiate a logon prompt, which
you will use to supply your Office 365 credentials, and store the credentials in a
variable named $cred:

$cred=Get-Credential

Enter the following command, which will attempt to connect and authenticate to an
Office 365 tenant using the logon credentials you stored in $cred:

Connect-MsolService -Credential $cred

Enter the following command to remove the Rely Party Trust information from the
Office 365 authentication system federation service and the on-premises AD FS 2.0
server:

Convert-MsolDomainToStandard -DomainName <domain name> -SkipUserCoonversion
[$true|$false] -PasswordFile:<path and filename>

If the —SkipUserConversion parameter is set to $true, a password file will not be
generated and the user accounts that are associated with the domain will become
unusable until either the domain is converted back to identity federation or each
account is converted using the Convert-MSOLFederatedUser cmdlet, which we will
discuss shortly. An actual command might look something like this:

Convert-MsolDomainToStandard -DomainName adatum.com -SkipUserConversion $false
-PasswordFile c:\TempPwd.txt
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-
Note Why not convert users?

Why would you use Convert-MsolDomainToStandard with the —SkipUserConver-
sion $true parameter so as not to convert users? One such scenario might be when
you need to re-establish the Relying Party Trust. There have been a few occasions
where we had to remove the Relying Party Trust because of an AD FS issue, and
then turn around and use the Convert-MsodDomainToFederated to re-establish the
Relying Party Trust. In such a scenario, we really do not want to convert the users.

\

.

6. Now that we have removed the Relying Party Trust, we need to reset the
authentication setting for the domain. Enter the following command to accomplish
this:

Set-MsolDomainAuthentication -Authentication Managed -DomainName <domain name>

7. If you need to manually convert user accounts to standard authentication because
you used the —SkipUserConversion $true parameter, then enter this command:

Convert-MsolFederatedUser -UserPrincipalName <user@domain-name> -NewPassword
"<password>"

An actual command will look something like this:

Convert-MsolFederatedUser -UserPrincipalName julian@adatum.com -NewPassword
"0ffice365Rocks"

| N Sl DE OUT Bulk conversion of user accounts

It might not be feasible for you to manually convert each user by repeatedly issuing the
Windows PowerShell command, as shown in Step 6. To bulk convert users, you will have
to write a script to iterate through a list of users and manually convert them. We use the
following example script:

#Script to bulk convert users

#after Domain has been converted from
#Identity Federated to Standard Authentication

Cred$=Get-Credential
Connect-Msol1Service -Credential Cred$

Get-MsolUser -Al11 | ForEach-Object {
Convert-MsolFederatedUser -UserPrincipalName $_.UserPrincipalName -NewPass-
word “Temp-pwd”

}
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Completely uninstall AD FS 2.0

The following process completely removes AD FS:
o Determine the location of the Certificate Sharing Container in Active Directory.
o Uninstall AD FS from the server(s) in the farm.
® Restore IIS by manually removing virtual directories and ADFSAppPool.
o Manually remove the Certificate Sharing Container in Active Directory.

As you can see, uninstalling AD FS completely will require a few manual steps because not
everything is removed as part of the uninstallation process. One of the manual steps you
need to do is remove the Certificate Sharing Container in Active Directory. To do so, you
might need to determine where this container is located before the last AD FS server in the
farm is removed.

Determining the location of the Certificate Sharing Container in Active
Directory

When we run the AD FS Configuration Wizard during installation to create a new AD FS
server and farm, it creates a Certificate Sharing Container in Active Directory. When you
uninstall, the Certificate Sharing Container is not automatically deleted, so we will need to
do this manually.

The actual removal of the Certificate Sharing Container will be carried out later. For now,
we just need to determine the container’s location. We do this now because the Windows
PowerShell commands to reveal the location of the container have to be run prior to unin-
stalling the last AD FS server in the farm.

To determine the location of the Certificate Sharing Container, follow these steps:
1. From an AD FS server, start Windows PowerShell.

2. Execute the following Windows PowerShell commands:

Add-PsSnapin Microsoft.Adfs.Powershell
Get-AdfsProperties

3. Take note of the CertificateSharingContainer property, as shown in Figure
3-45. We will use this information at a later step. In the example below,
the pertinent information revealed by the Windows PowerShell script is
CN=ADFS,CN=Microsoft, CN=Program Data,DC=thomsonhills,DC=com.
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The GUID for the AD FS farm in this example is CN=2e9a65b9-3a14-43el-b%ec-
d965fb6272c5. Take note of the GUID of your farm.

Usershadministrator.TH\Desktop> ndd—PQSnapln chPO“fo Adfs.Powershell
\Usershadministrator.TH\Desktop> Get-AdfsProperties

Acceptableldentifiers
AddProxyAuthorizationRules

ArtifactDhConnection

AuthenticationContextOrder

AutoCertif icateRollover
CertificateCriticalThreshold
CertificateDuration
CertificateGenerationThreshold
i ,ateProTnt;DnIhre hold

er if1cnteShar1ngLunta1ner

Lertiticatel hresho ldMultiplier

ClientCertRevocationCheck

O

exists([Type == "http://schemas.microsoft.com/
2808 786 -identitys/claims/groupsid”, Value ==
1-5-32-544", Tcsuer =~ "“AD AUTHORITYS"1>

=> issue(Type = "http://schemas.microsoft.com/

authorizationsclains/pernit', Ualue = "true'd;

c:[Type == "http://schemas.microso
ft.com/ws/ 200 ’BE/xdentlr sclaims/primarysid",
Issuer =~ "“AD AUTHORITY:" 1
=> issue(store=""_ProxyC
redentialStore" . types=("http:/sschemas.
ft.com/authorization/claims/
ProxyTrustManager$id<{@3>", para
:[Type == “http://s
ft.com/ws/2008/86/identity/claims/proxytrustid
v, Issuer =~ ““SELF AUTHORITY$" 1
issue(store="_ProxyC
redentialStonr types ttp://s mas .micy
ft.com/author tion/c s/permnit") . quer is
ProxyIrustProvisioned({@}>", param=c.Ualue );
Data Source=\\.\pipesmssglémicrosofti#fisseesgl
Nquery;Initial Catalog=AdfsArtifactStore;Intey
rated Security=True
{urn:oasis:names:tc:iSAML:2.B:ac:
urnioasis:inames:tc:SAML:2.8:
dProtectedlr port, urn:oasis:
.B:ac:classe LS8Client. urnioasis:names:t
:SAML:2.@:ac:classes:R509...>
True
2

365
28

G e%a65h9-3a14-43el1-h%ec—-d965fh6272c5 . CN=ADF
8.CN=Microsoft,CN=Program Data,.DC=thomsonhills
.DC=com

Figure 3-45 Take note of the value for the CertificateSharingContainer.

Now that we know the location of the Certificate Sharing Container, we can start uninstall-
ing AD FS 2.0 from the servers in the farm.

Uninstalling AD FS 2.0

As mentioned earlier in the chapter, if you need to remove the AD FS 2.0 role from your
server, you will need to follow these steps:

1. Open Control Panel and in the Category view, click Programs.
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2. Select the View Installed Updates link and search for the Active Directory Federation
Services 2.0 component.

3. Select the Active Directory Federation Services 2.0 component and click Uninstall, as
shown in Figure 3-46.
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C) Control Pane ~ Progeans = Programs and Features - Intaled @

(<)@ Progas - s ot + [ [sover et '
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Name.

|| Progrem 1| verson || Publsher | R ]
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{Hotfix for Microsoft Windows (KB381002) Mirosoft Windows Mirosaft Corporation 9/27/2012
Tupdate for Mirosoft Windows (KB2533552) Microsoft Windows Mirosaft Corparation 9272002
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Security Update for Microsoft Windows (B382666)  Mirosoft Windows Microsoft Corporation 9/27/2012
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Figure 3-46 Uninstall Active Directory Federation Services 2.0.

Restoring IIS

Uninstalling AD FS 2.0 does not restore IIS to its original state. When you installed AD FS
2.0, the setup created virtual directories in IS and an application pool for AD FS. These are
not removed as part of the uninstall process, so you will have to do this manually. The vir-
tual directories that were created in IS are /adfs and /adfs/Is, and the application pool that
was created is named ADFSAppPool, as shown in Figure 3-47.
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Figure 3-47 Virtual adfs directories and application pool.

To remove the application, application pools, and directories, follow these steps:

1. InlIS, navigate to the /adfs/Is directory.

2. Right-click the directory and select Remove, as shown in Figure 3-48.
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Figure 3-48 Remove the application in /adfs/Is.

Repeat the same steps for the /adfs directory.

Select the Application Pools node and locate the ADFSAppPool application pool.
Right click it and select Remove, as shown in Figure 3-49, or simply select Remove on
the Actions pane.

Chapter 3
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Figure 3-49 Remove the ADFSAppPool application pool.

5. Lastly, we need to remove the actual directories. Open Windows Explorer and
navigate to %systemdrive%\inetpub.

6. Right-click the \adfs directory and select Delete, as shown in Figure 3-50.
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Figure 3-50 Delete the \adfs subdirectory.

Removing the Certificate Sharing Container

From an earlier step, you should have gathered the location information for the Certificate
Sharing Container. We will now use that information to manually remove the container
from AD by following these steps:

1.

From a Windows 2008 or later Server that has the Active Directory Domain Services
role installed, click Start. Click Run, and then type ADSIEdit.msc, as shown in Figure

3-51.

If you need to install ADSIEdit on a server that is not running Windows 2008 or on
a workstation, see "ADSI Edit (adsiedit.msc)” at http.//technet.microsoft.com/en-us/
library/cc773354.aspx.


http://technet.microsoft.com/en-us/library/cc773354.aspx
http://technet.microsoft.com/en-us/library/cc773354.aspx
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o

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

H

# This task will be created with administrative privileges.

OK I Cancel Browse... |

Figure 3-51 Run ADSIEdit.msc.

2. Right-click ADSI Edit and select Connect to, as shown in Figure 3-52.

Fie Action View Hep

=lojx|

o el

z

Connect to.
View 3
Refresh

Hep

ﬁl Welcome to ADSI Edit

Active Directory Services Interfaces Editor (ADSI Edit) is a low-fevel editor for Active
Directory Domain Services / Active Directory Lightweight Directory Services, It alows
you to view, modify, create, and delete any object in Microsoft's AD DSLDS.

To create a connection to AD DSALDS, on the Action menu, dick Connect To.

Figure 3-52 Right-click ADSI Edit and select Connect to.




3. Under Connection Point, click Select a well-known Naming Context, as shown in

4.

Removing Active Directory Federation Services

Figure 3-53. Then click OK.

Connection Settings i

X

Name: | Default naming context

Path: | LDAP: [/Earth. thomsonhills. com/Default naming context

r— Connection Point
(" Select or type a Distinguished Name or Naming Context:

{* Select a well known Naming Context:

" Select or type a domain or server: (Server | Domain [:port])

|
(¢ Default (Domain or server that you logged in to)
[ Use SSL-based Enaryption

Figure 3-53 Select the default naming context.

Refer to the location information of the Certificate Sharing Container you
collected at the very beginning. In our example, we noted that the container is at
CN=ADFS,CN=Microsoft, CN=Program Data,DC=thomsonhills,DC=com.

Applying this information to our example, and reading backward starting from

133

DC=thomsonhills, DC=com, expand CN=Program Data, followed by CN=Microsoft,

and finally CN=ADFS. Navigate in that order, as shown in Figure 3-54.
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Figure 3-54 Locating the Certificate Sharing Container in ADSIEdit.msc.

5. Look for the GUID of the farm. You should already have that information from an
earlier step. In our example, the GUID we are looking for is 2e9a65b9-3a14-43el-
b9ec-d965fb6272c5, as shown in Figure 3-55. Right-click the appropriate GUID and

select Delete.

B¥ ADSI Edit 1
File Acton View Help
e 7m0 m
Z ADSIEdit Name | class | Distinguishe
Bl § Default naming context [Earth.thoms | | CN=2e68 1b7f-7269-41a3-a7b6-00e00bb6671e container CN=2e681t
1 ] DC=thomsanhills,DC=com || CN=2e9265b9-3a14-43e 1-b9ec-d965Mb6272c5 container CN=2e9365
i CH=Buliln ~| CN=CryptoPolicy contact CN=Cryptol
_| CN=Computers
3 ) OU=Domain Controllers
CN ForeognSeqmtvPrncpal:

Figure 3-55 Locate, right-click, and delete the GUID that matches the AD FS farm.

You have now completely uninstalled AD FS and manually cleaned up all the objects and
settings that were not removed by the uninstallation process.
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Summary

In this chapter, we undertook and implemented SSO, a key component that is unique to
enterprises and available only in the Office 365 Enterprise (A1/G1/E1, A3/G3/E3, or A4/G4/
E4) suite offerings. There are many technologies that made this possible, the most impor-
tant of which is a healthy Active Directory.

With most enterprise Office 365 deployments, we advocate an Active Directory health
assessment. As a reminder, the Microsoft Office 365 Deployment Readiness Toolkit will
analyze your AD for Office 365 readiness. The most important thing is to ensure that your
forest has a routable UPN suffix that you will assign to the users in the forest. This is also a
requirement for directory synchronization (Directory Sync), which we will cover Chapter 4,
“Directory Synchronization.” The planning work you did in Chapter 2, “Planning and prepar-
ing to deploy Office 365,” should have prepared your environment and made the tasks in
this chapter less daunting.

It is also important to stress that when you turn on SSO, you are in fact deferring authen-
tication to your on-premises AD FS farm. Therefore, if the AD FS farm is unreachable for
whatever reason, Office 365 services will be unavailable for users who are not yet authenti-
cated. Invest in the time and architecture to build a robust AD FS farm and consider alter-
native and redundant options such as Windows Azure laaS to supplement your AD FS farm.
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N Chapter 10, “Introducing Exchange Online,” we covered the different models of

deploying Exchange Online, and in Chapter 11, "Planning and deploying hybrid

Exchange,” we implemented an Exchange Online hybrid environment. We also per-
formed tests to confirm key mailbox operations.

Now that you have incorporated Exchange Online in your environment, it is time to discuss
mailbox migration options and administering the different messaging workloads. As we
mentioned before, this book is about Office 365, so we will focus only on Exchange Online
and hybrid administration topics in this chapter.

Mailbox migration options
There are three primary types of migration options:
o Cutover migration
e Staged migration
o Hybrid deployment migration

A cutover migration is a process where all on-premises mailboxes and contents are
migrated as a single batch and is applicable to Exchange 2003, 2007, 2010, and 2013 with
fewer than 1,000 mailboxes. You must disable directory synchronization if you would like to
do a cutover migration.

A staged migration is a process where a subset of mailboxes and content is migrated in
several batches over time and is applicable only to Exchange 2003 and 2007. A staged
migration is typically the approach if you have more than 1,000 mailboxes. A special con-
sideration for staged migration is that you need to identify mailboxes that must be in the
same migration batch. The mailboxes of individuals participating in delegate permissions
must be kept together. Therefore, they need to belong to the same batch when you plan a
staged migration.

565
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If your organization has Exchange 2010 or 2013 with more than 1,000 mailboxes, you will
need to implement an Exchange hybrid deployment, which is what you implemented in

Chapter 11.

Figure 12-1 shows a flowchart depicting migration options available to your organization
based on your on-premises configuration.

Staged
Migration

Yes

Exchange
2003 or 2007
on-premises?

More than 1,000
mailboxes?

Directory
Synchronization
Implemented?

End

Figure 12-1 Migration options.

Cutover migration

No

Cutover
Migration

Exchange
2010 or 2013
on-premises?

More than 1,000
mailboxes?

Directory
Synchronization
Implemented?

Yes

Non-
exchange | K
Migration

Staged
Migration

A cutover migration is ideal for organizations with 1,000 mailboxes or less. The other
important requirement for a cutover migration is that directory synchronization has not
been established. The reason for this is because the cutover migration will create users in
Office 365 as part of the process. Therefore, if directory synchronization is already synchro-
nizing Active Directory (AD) objects to Office 365, you need to use a staged migration or
migrate using a hybrid deployment.
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A cutover migration is initiated through the Exchange admin center (EAC) for the latest
release of Office 365. For organizations that are currently on Office 365 but have not been
upgraded to the latest release, this is done through the Exchange Control Panel (ECP). You
can also use Windows PowerShell to provision new Exchange Online mailboxes, and then
migrate mailbox data from your on-premises Exchange to Exchange Online.

Before we look at how a cutover migration is set up, it is useful for you to know what hap-
pens when you execute a cutover migration. When a cutover migration is initiated, the fol-
lowing processes occur:

The migration service provisions new mailboxes in Exchange Online by reading the
on-premises Exchange 2003 or 2007 address book.

On-premises distribution groups and contacts are migrated to Exchange Online.

The migration service then migrates the contents, contacts, and calendar items from
on-premises mailboxes to their corresponding online mailboxes. This part of the pro-
cess is called initial synchronization.

On-premises mailbox contents are synchronized with their corresponding
online mailboxes every 24 hours. This part of the process is called incremental
synchronization.

When you are ready to complete the migration, change the MX record to start rout-
ing emails to the online mailboxes and end the migration. Exchange will conduct a
final synchronization and notify the administrator through email that the migration is
complete. The email notification will contain two reports:

O MigrationErrors.csv This report contains a list of mailboxes that failed to
migrate and information about the error.

O MigrationStatistics.csv  This report contains a list of mailboxes and the
corresponding number of items migrated. The report also includes a unique
password assigned to each mailbox that the user will need to change after ini-
tial log on. Remember that this is because the cutover migration creates new
accounts as part of the migration process.

You have the option to use Autodiscover or manually configure connection settings prior to
initiating the cutover migration. Configuring Autodiscover was covered in Chapter 11.
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Cutover migration with the ECP

Follow these steps to execute a cutover migration using the ECP:
1. Log on to Outlook Web App (OWA).

2. On the Options menu located at the upper-right corner of the OWA window, select
See All Options, as shown in Figure 12-2.

W& Find Sor Options *

Options

| —

Select a Theme
~
. >
E P L2

Figure 12-2 Options menu in OWA.

3. Select the Manage Myself option, and then select My Organization, as shown in
Figure 12-3. This will take you to the ECP.

Outlook Web App

il > Options; Manage Myself «

Select what to manage
Account 9 p_']
Myself -

Organize E-Mail nnected Accounts

Groups

Settings Account Information - Julian Soh

Figure 12-3 Access the ECP through the Manage My Organization menu item.
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When the ECP appears, select the E-Mail Migration tab on the Users & Groups page,
as shown in Figure 12-4.

[
£1a.0ffice 365 Julian Soh
Mail > Options: Mana Sraarinifion My mail @ -
Users & Groups a & QJ- rj’:&
Roles & Auditing Mailboxes  Distribution Groups  External Contacts  E-Mail Migration
Mail Control
Phone & Voice E-Mail Migration

There are no active migrations

Use E-Mail Migration to migrate mailbox content from your server to your cloud-based organization. The content of users'
mailboxes will continue to synchronize until you complete the migration.

The following factors can affect how long it takes to migrate users' mailboxes:
® The number of mailboxes being migrated
® The size of each mailbox
® The uplink speed of your Internet connection

® The number of simultaneous connections to your server

Learn more about how to migrate e-mail.

88 Nev

(2]

Positior Name Status Migrated Errors

There are no items to show in this view.

Figure 12-4 Exchange Control Panel (ECP).

The main pane shows migration processes and their corresponding statuses and
errors. If there are any existing migration processes, you will see them listed here and
you can edit, start, resume, pause, or delete the processes by using the controls on
this page. To create a new cutover migration, click New.

Select whether to use Autodiscover, manually configure connection settings, or use
IMAP for mailbox content migration, and then click Next.

Provide an administrator’s email address, log on with a credential and password, and
enter the number of mailboxes to migrate simultaneously. The default is to migrate
three mailboxes simultaneously, and the maximum is 50. Click Next.

ECP will test the connection to your on-premises Exchange server with the
Autodiscover or manual connection settings. When the connection is successful, you
will be prompted to provide a name for the batch migration.

Provide email addresses that the migration report should be sent to by typing in the
addresses or by using the Browse button to select from the global address list.
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Note

For more information about migrating all mailboxes to Office 365 through a cutover
migration, see http://help.outlook.com/en-us/140/ms.exch.ecp.emailmigrationwizardex-
changelearnmore.aspx.

Cutover migration with EAC

If your organization is using the latest release of Office 365, the ECP will not be an available
graphical user interface (GUI) option. Instead, you will use the EAC. To initiate a cutover
migration using the EAC, follow these steps:

1. Access the Office 365 admin center at https.//portal.onmicrosoft.com.

2. After authentication, select Exchange from the Admin menu, as shown in Figure 12-5.

ﬂOfﬁceSGS Outlook Calendar People Newsfeed SkyDrive Sites ... I} Julian Sof:

o . Office 365

Orrice 30 ad center -
— oconge ‘

gashocard W et £ teror Lync

SharePoint

version of Office

n on Yammer

service overview

service health

No service issues l e

https://www.outlook.com/ecp/?rfr=Admin_o3658 = 1&mkt=en-US&Realm=JulianCorp.onmicrosoft.com

Figure 12-5 The Office 365 admin center.

3. Inthe EAC, select recipients on the pane on the left, and then click the migration tab,
as shown in Figure 12-6.


http://help.outlook.com/en-us/140/ms.exch.ecp.emailmigrationwizardexchangelearnmore.aspx
http://help.outlook.com/en-us/140/ms.exch.ecp.emailmigrationwizardexchangelearnmore.aspx
https://portal.onmicrosoft.com
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1] Office 365 tiook Calendar People Newsfeed SkyDrive Sites ... Admin~ EEFIEGEIEES & ?

Exchange admin center

recipients_ mailboxes groups resources contacts shared migration_

permissions

Click to view the status for all current migration batches. Status for all batches

ement
- o

Migrate to Exchange Online  DTAL | SYN. FINA.. | FAILED

f h line |
I o o xchonge e [

organization

mail flow

mobile
public folders
unified messaging

0 selected of 0 total

Figure 12-6 The EAC with the migration options.

Select Migrate to Exchange Online. You will be provided with migration options, as
shown in Figure 12-7. Select the Cutover migration option, and then click next.

. . Help
new migration patch

Select a migration type

The migration type to use depends on your existing email system,
how many mailboxes you want to migrate, and whether you plan to
maintain some mailboxes in your on-premises organization or
migrate them all to the cloud. You'll also want to consider how long
the migration will take and whether user identity will be managed in

your on-premises organization or in Office 365, . 3
Select this to migrate all on-

EaSiricie premises mailboxes to
Exchange Online over a few
days, All mailboxes are
migrated in a single batch
and user identity will be

O Remote move migration (supported by Exchange Server 2010
and later versions)

QO Staged migration (supported by Exchange Server 2003 and managed in Office 365 after
Exchange Server 2007 only) the migration. A maximum
® Cutover migration (supported by Exchange Server 2003 and later ~ of 1,000 mailboxes can be
VErsions) migrated using a cutover
O imMap migration (supported by Exchange and other email migation.
systems)

Learn more

S —

‘ next || cancel

Figure 12-7 Migration options in the EAC.

Provide the email address of any one of the mailboxes that will be migrated, and
then provide an on-premises administrator credential, as shown in Figure 12-8. Click
Next.

Chapter 12
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<} New Migration Batch - Windows Internet Explorer s =

new migration batch
Enter on-premises account credentials

Enter the email address of one of the users whose on-premises mailbex will be migrated using this
endpoint. Also enter the name and password for an on-premises user account that has administrative
privileges to perform the migration. This information will be used to detect the migration endpoint and
test the connectivity to the user mailbox. Learn more

This is the email address of
one of the users that you're
migrating in this batch.
Exchange will test
connectivity to this user’s
mailbox.

Email address:
‘julian@adalum.cou" b s l
Account with privileges (domain\user name):

{Adatum\.lulian I

Password of account with privileges:

fisucins |

This is the first time you've created a migration batch. The connection settings for this batch will be
used to create a migration endpoint that you can use again. Learn more

Ir back | I next I ‘ cancel

®100% -
Figure 12-8 Credentials and email information for a new cutover migration batch.

6. Enter a name for the cutover migration, as shown in Figure 12-9, and then click Next.

new migration
Migration configuration

The below batch migration configuration will be applied. Learn more

*New batch name:
IEXAM PLE CUTOVER MIGRATION

Figure 12-9 Name the cutover migration.
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7. Choose to either manually or automatically start the migration and provide email
addresses that a report should be sent to after the migration is complete, as shown in
Figure 12-10, and then click new.

new migration

Start migration

A new migration batch request will be created after you click "new". You can start or stop the migration

or monitor the migration status on Office 365 migration tab. Le

*After the migration is complete, a report will be sent to these recipients. You must provide at least
one e-mail address to receive the migration report.

Automatically start the migration

9@ Manually start the migration later

Figure 12-10 Start migration and email address of administrators.

Staged migration

A staged migration is initiated through the EAC, the ECP, or through Windows PowerShell.
It is similar to a cutover migration except that you have the ability to identify a subset of
mailboxes to migrate through a .csv file. Staged migration is the appropriate migration
method if directory synchronization is already implemented.

Before we examine how to set up a staged migration, it is useful for you to know what
happens during a staged migration. When you initiate a staged migration, the following
processes occur:

e The migration service checks that directory synchronization is configured, prompts
for the .csv file, and checks that each entry in the .csv file is a mail-enabled user
(MEU) in Office 365.

® The service then converts the MEUs into mailboxes and populates the TargetAddress
property of the on-premises mailbox with the email address of the cloud mailbox.

e After the TargetAddress property has been updated for all mailboxes, you will receive
an email with a list of mailboxes that have been successfully created and converted.
Mailbox contents are not migrated yet, but the users can start using the mailbox
without any MX record changes. This is because if emails arrive at the on-premises
mailbox, they will be redirected to Exchange Online because of the TargetAddress

property.
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The migration service then starts to migrate the contents, contacts, and calendar
items from the on-premises mailboxes to their corresponding online mailboxes.
When content migration is done, another report is emailed to administrators.

At this point, you can create and start additional migration batches.

When you are done with migration, change the MX records so that email will be
directly delivered to the online mailboxes. You can then complete the migration. The
migration service will carry out any necessary cleanup and checks to make sure every
MEU that has a corresponding on-premises mailbox has been migrated. A final status
report will then be sent to the administrator.

Creating a .csv file

The first order of business to carry out a staged migration is to create a .csv file containing
the attributes of mailboxes you want to migrate. The first row of the .csv file is the header
row and should contain only the following attribute names:

EmailAddress This is the SMTP address of the mailbox and is the only required
attribute.

Password The password that will be set for the cloud-based mailbox after it is
migrated. This is an optional attribute and is not required if single sign-on (SSO) is
enabled. If you set the password in the .csv file and SSO is enabled, it will be ignored.
Simply leave this box blank if it does not apply to your configuration.

ForceChangePassword This Boolean attribute specifies whether the user must
change the password when first logging on to the cloud mailbox. The value is either
True or False. This is also an optional attribute and is not required if SSO is enabled.
If you set this attribute in the .csv file and SSO is enabled, it will be ignored. Simply
leave this box blank if it does not apply to your configuration.
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Figure 12-11 shows an example of a .csv file for a staged migration. This .csv file will cause
the staged migration process to migrate five mailboxes, set the password for the new cloud
mailboxes to NewPa$$word, and require only Anna and Scott to change their password
upon initial logon to their respective cloud mailboxes.

) Untitled - Notepad = “

File Edit Format View Help

| EmailAddress,Password, ForceChangePassword
julian@adatum.com,NewPa$$word,False
marshall@adatum.com,NewPa$$word,False
anthony@adatum. com,NewPa$$word,False
anna@adatum.com,NewPa$$word, True
scott@adatum.com,NewPa$%word, Tr‘uel

Figure 12-11 Contents of a .csv file for staged migration.

A .csv file is required regardless whether the staged migration is initiated through the
ECP, the EAC, or Windows PowerShell. Furthermore, the .csv file can contain only these
attributes.

INSl DE OUT Support for non-ASCII characters

If you need to support non-ASClI or special characters in your .csv file, then save it with
UTF-8 encoding.

Staged migration with ECP
Follow these steps to initiate a staged migration using the ECP:
1. Logon to OWA.

2. From the Options menu located at the upper-right corner of the OWA window, select
See All Options, as shown in Figure 12-2.



576 Chapter 12 Mailbox migration and administering Exchange Online

3. Select the Manage Myself option, and then select My Organization, as shown in
Figure 12-3.

4. When the ECP appears, select the E-Mail Migration tab on the Users & Groups page, as
shown in Figure 12-4.

5. Click New to create a new migration batch and decide whether to use Autodiscover
to detect settings or to manually specify the settings by selecting the option that
applies to your scenario:

O Exchange 2007 and later versions Automatically detect connections set-
tings with Autodiscover

O Exchange 2003 and later versions Manually specify connection settings
o IMAP

6. Provide an administrator’s email address, log-on credential, password, and the
number of mailboxes to migrate simultaneously. The default is to migrate three
mailboxes simultaneously, and the maximum is 50.
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7. When prompted for the .csv file, click the Browse button to navigate to the location
and file, and then provide a name for this staged migration batch, as shown in Figure
12-12. Note that by default, a report will be sent to the administrator’s email address
identified in Step 7. You can provide additional email addresses if you want to have
the report directed to other administrators in addition to the administrator identified
in Step 7. The batch name cannot contain spaces or special characters. Click Next.

’ & https
E-Mail Migration (7]

1ps/EmailMigrationWizard.aspx?pwmcid= 1 8ReturnObjectT

10.outlock.com/ecp/UsersGr

Specify what and how to migrate. (Step 2 of 3)

Please choose a name for your batch and specify a CSV file with the list of
mailboxes to migrate. Directory synchronization has to be implemented for
your organization before you can start migration.

Learn more about how to migrate e-mail.
*Required fields

* Select a CSV file:
C\Users\julianso\Stage
1, By clicking Next, | agree to give the migration process permission to
make changes in my on-premises directory. This is required to
forward e-mail to cloud-based mailboxes. Learn more...

* Batch name:
FirstBatchofMailboxes

When the migration is done, a report will be e-mailed to:
Julian.Soh@adatum.com
Send a copy of the report to the following users:

Eiji Yasuda X Browse

&® Back = Next ¥ Cancel

Figure 12-12 Upload a .csv file, a batch name, and a report.
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8. The migration wizard will verify the .csv file and contents to make sure there are no
errors before creating the migration batch. If there are validation errors, you will see
a warning such as the one shown in Figure 12-13. Click the Show error details link to
get detailed information about the errors. The errors could be invalid email addresses
or formatting errors in the .csv file. In this particular case, we had an email address in
the .csv file that was not properly formatted.

' @ https://bl2prd0410.outlook.com/ecp/UsersGroups/EmailMigrationWizard.aspx?pwmcid= 1&ReturnObjectT
E-Mail Migration (7]

Migration batch "FirstBatchofMailboxes” created successfully (Step 3
of 3)

To start the migration, click the start button on the dashboard page's batch
list.

FirstBatchofMailboxes

Contains: Items - 5
Requested by julian.soh@adatum.com on 4/7/2013 3:07 PM

1. Validation errors: 5
Show error details..

Migration Settings ¥

/ Close
Figure 12-13 Validation errors with a .csv file.
9. Click Close.

10. On the E-Mail Migration page in the ECP, the staged batch migration you just created
should be listed, as shown in Figure 12-14. Select it and click Start to begin the batch
migration.



E-Mail Migration
Migration started on 4/7/2013 10:07 PM

Learn more about how to migrate e-mail.
Total: ltems -5

Active: None

Synced: None

Errors: None
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83 New.. = Edit | Start x

[+]

Position Name Status Migrated

1 FirstBatchofMailboxes Created o/5 None

Figure 12-14 Starting a migration batch.

data from Fi
Started by julian.soh@thomsonhills.com on

Status: Created

Requested: tems - 5

Synced: None

Active: None

Errors: None

Creation Time: 4/7/2013 3:07:13 PM
Start Time: Never

Initial Sync Time: Never

Initial Sync Duration:
Last Synced Time: Never
Per-User Details: [open]

Reports 2

Created Success Repo

s Error Reports

There are no items to show in this view.

0 selected of 0 total

11. After you have started the migration, you can monitor the process by selecting the
batch migration and looking at the statistics located in the right pane, as shown in
Figure 12-14. The status of the migration, number of mailboxes migrated, and errors

are also listed along with the migration batch.

Staged migration with EAC

Starting a staged migration from the EAC is similar to a cutover migration from the EAC.
Follow these steps to initiate a staged migration from the EAC:

1.

2.

Access the Office 365 admin center at https://portal.onmicrosoft.com.

After authentication, click the Admin menu on the upper-right corner of the page

and select Exchange, as shown in Figure 12-5.

In the EAC, select recipients on the pane on the left and then select the migration

tab, as shown in Figure 12-6.


https://portal.onmicrosoft.com
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4. Select Migrate to Exchange Online. You will be provided with migration options, one of
which is a staged migration. Select it, as shown in Figure 12-15, and then click next.

@ https://pod51038.outlook.com/ecp/Migration/NewMigrationBatch.aspx?reqld=8698777&pwmcid=18&ReturnObject Type=184

Help
new migration batch
Select a migration type

The migration type to use depends on your existing email system, how many mailboxes you -

want to migrate, and whether you plan to maintain some mailboxes in your on-premises Select this if you're (n)

organization or migrate them all to the cloud. You'll also want to consider how long the planning an Exchange

migration will take and whether user identity will be managed in your on-premises hybrid deployment with

organization or in Office 365, mailboxes both on-
premises and in

[ Lo Exchange Online. If you
plan to migrate all

O Remote move migration (supported by Exchange Server 2010 and later versions) g:llil::::?elruaEI:;hgange

® Staged migration (supported by Exchange Server 2003 and Exchange Server 2007 only) period of time, this

O Cutover migration (supported by Exchange Server 2003 and later versions) migration type lets you

O map migration (supported by Exchange and other email systems) use hybrid deployment
features during
migration. After the
migration, user identity
will still be managed in
YOur on-premises
organization. You have ™
e WA )

‘ next ‘ \ cancel

Figure 12-15 Select Staged migration from the list of migration options.
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5. Click the Browse button, navigate to the location of the .csv file, and select it. The
wizard will read the .csv file, determine the number of mailboxes to be migrated, and
display that information, as shown in Figure 12-16. Click next.

Use a CSV file to specify the mailboxes you'd like to migrate. Learn
more

Specify the users with a CSV file
StagedMigration.csv
change

5 mailboxes to migrate

back next cancel

Figure 12-16 Selecting the .csv file in the EAC migration wizard.
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6.

Provide account credentials of an account that has access to the on-premises
mailboxes that need to be migrated. The account is in the down-level format
(domain\user name), as shown in Figure 12-17. Do not use the user principal name
(UPN) as the account name. Click next.

& https://pod51038.outlook.com/ecp/Migration/NewMigrationBatch.aspx?reqld=8698777 & pwmcid=1&Ret

) ) Help
new migration batch

Enter on-premises account credentials

Enter the name and password for an on-premises user account that has
administrative privileges to perform the migration. This information will
be used to detect the migration endpoint and test the connectivity to a
user mailbox in the CSV file for the migration batch. Learn more

Account with privileges (domain\user name):

|adatumjulian

Password of account with privileges: This is the password for the

""""I user account that you
- — specified in the previous
box.
This is the first time you've created a migration batch. The connection
settings for this batch will be used to create a migration endpoint that
you can use again. Learn more
' back | next —| ‘ cancel

Figure 12-17 Provide credentials of an account with permissions to on-premises
mailboxes.
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7. The migration wizard will try to automatically detect settings. If it is not able to do
so, you will need to manually provide your on-premises server settings, as shown in
Figure 12-18. Enter the information, if requested, and click next.

E https://pod51038.outlook.com/ecp/Migration/NewMigrationBatch.aspx?reqld=86987778pwmcid=18Ret

) ) Help
new migration batcn

Confirm the migration endpoint

The connection settings for this migration batch have been
automatically selected based on the migration endpoints created in your
organization. Learn more

*Exchange server:

-

This is the FQDN of the RPC

proxy server for the

% | Exchange server that hosts
l.adatum.

Uit AL ccml the mailboxes that you're

migrating. For example,

mail.contoso.com,

'mail.adatum.com

*RPC proxy server:

back next | [ cancel

Figure 12-18 Connection settings in the event that automatic detection fails.

8. Give the migration batch a name, as shown in Figure 12-19, and then click next.

&) hitps://pod51038.outlook.com/ecp/Migration/NewMigrationBatch.aspx?reqld=8698777&pwmcid=1&Ret

3 Help
new migration batch

Move configuration

These configuration settings will be applied to the new batch, Learn
more

*New migration batch name:

StagedMigrationFirstBatch| |

back | | next | cancel

Figure 12-19 Provide a name for this phased migration batch.

Chapter 12
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9. Click browse to select administrators who should receive a report when the migration
is completed, as shown in Figure 12-20. Click new to create the migration batch.

) hitps://pod51038.outlook.com/ecp/Migration/NewMigrationBatct ) https://pod51038.0utlook.com/ecp/Pickers/MemberPickeraspiireq

Help | 2

migration batch

DISPLAY NAME & | EMAIL ADDRESS
A new migration batch will be created after you click new, Learn =

e Julian Soh julian@adatuminc.onmicrosoft.com

“After the batch is complete, a report will be sent to the following
recipients. You must select at least one recipient to receive this
report,

Julian Sch X browse... v

back new cancel

1 selected of 1 total

Select a user from the list and click Add. To add recipients who aren't on the list,
type their email addresses and click Check names.

[ add -3 | | Julizn Sehpemovei;

check names

ok I cancel
Figure 12-20 Select report recipients.

10. After the migration batch is created, you can view its status and start it from the EAC,
as shown in Figure 12-21.

Click to view the s§ills for all current migration batches. Status for all batches

+- L
NAME a | STATUS TOTAL SYNCED | FINAUZED | FAILED

StagedMigrationFirstB.. Created o (1] o o

StagedMigrationFirstBatch

Type: Exchange Outlook Anywhere
Direction: Onboarding
Status: Created

Synced mailboxes: 0 of 0
Finalized mailboxes: 0 of 0
Failed mailboxes: 0

Created by: julian@
Create time: 4/8/2013
Start time:

Initial sync time:
Initial sync duration:
Last synced time:

ed endpoint

mail.thomsonhills.com | View details

Figure 12-21 Starting the phased batch migration.
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IMAP migration

An IMAP migration is commonly used in migrations from non-Exchange email systems to
Exchange Online. As the name implies, the on-premises email system will need to have
the IMAP protocol enabled to use an IMAP migration method. Prior to initiating an IMAP
migration, there are two manual tasks you must perform:

e Create the Exchange Online mailboxes for users whose mailbox contents you want to
migrate.

e Create a .csv file with the email address, user name, and password for each mailbox
you will be migrating.

Like cutover and staged migrations, you will use either the ECP or EAC GUI to initiate an
IMAP batch migration. You can also use Windows PowerShell to initiate an IMAP batch
migration.

Creating a .csv file

Create a .csv file to target the on-premises users’ mailboxes whose content you want to
migrate to Exchange Online. The first row of the .csv file is the header row and should con-
tain only the following attribute names:

® EmailAddress This is the user ID for the user’s cloud-based mailbox in UPN format.
Note that this is not the SMTP address; this is the user ID in Office 365.

® UserName This is the user logon name for the on-premises mailbox on the IMAP
server.

® Password This is the password for the user’s account on the on-premises IMAP mail-
box server.

The .csv file for an IMAP migration batch must not be larger than 10 MB and cannot con-
tain more than 50,000 rows. Furthermore, all three attributes are required. Contacts, calen-
dar items, and tasks cannot be migrated with the IMAP method.

IMAP migration with the ECP

Follow these steps if your organization has not been upgraded to the latest release of
Office 365 and would like to use the ECP to initiate an IMAP migration. This section
assumes you have created mailboxes in Exchange Online for the on-premises users for
whom you want to migrate content.

1. Logonto OWA.
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2. Fromthe Options menu located at the upper-right corner of the OWA window, select See
All Options, as shown in Figure 12-2.

3. Selectthe Manage Myself option at the upper left, and select My Organization, as shown
in Figure 12-03. This will take you to the ECP.

4. In the ECP, as shown in Figure 12-04, select E-Mail Migration under Users & Groups.

5. To create a new IMAP migration, click New, then select IMAP.

6. As shown in Figure 12-22, provide the fully qualified domain name (FQDN) of the
on-premises email server in the IMAP server box. Select the authentication type,

encryption level, and the IMAP port if it is not the standard port 993 for IMAP. Finally,

specify the number of mailboxes to simultaneously migrate. Click Next.

E-Mail Migration

Provide connection settings for your server (Step 1 of 3)

Enter the connection settings for the server you want to migrate e-mail
from. These settings will persist between migration batches.

Learn more about how to migrate e-mail.

*Required fields

* IMAP server:
Imai!.adatumlcom x J

Authentication:

|8351c V!

Encryption:
SSL v

* Port:
993 I

Number of mailboxes to migrate simultaneously:
E V]

4= Back

Figure 12-22 IMAP server settings.

IMAP server

This is the FQDN of the
server that hosts the
mailboxes that you are
migrating.

/

Learn More

= Next ¥ Cancel
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The migration wizard will test the connection settings by attempting to connect to
the on-premises mail server with the IMAP protocol. If successful, it will prompt you
for the .csv file.

Click the Browse button to navigate to the location and .csv file. Provide a name
for the IMAP migration in the Batch name box. Batch names cannot have spaces or
special characters.

Click Add folders to exclude if you do not want to migrate the contents of certain
folders, such as contents in the Deleted Items folder.

Type the name of the folder and click the Add button to add the folder to the
exclusion list. Make sure you type the name of the folder exactly as it appears. Repeat
this step until all the folders you want to exclude are added to the list. Click OK.

To send copies of the migration report to other administrators, click Browse at the
bottom of the page and add other administrators. Click Next.

Exchange Online will check the .csv file to ensure that no errors are detected. If there
are no errors, you will be notified that the .csv file successfully passed the checks.

Review the information about the migration batch, and then click Close.

The IMAP migration batch should now appear in the list in the ECP E-Mail Migration
window. Select it, and then click Start to initiate the migration.

After the migration is completed, change your MX records so that new mail will be
delivered to the cloud mailboxes.

IMAP migration with the EAC

If your organization is using the latest release of Office 365 and would like to use the EAC,
follow these steps to initiate an IMAP migration:

1.

2.

Access the Office 365 admin center at https.//portal.onmicrosoft.com.

After authentication, click the Admin menu on the upper-right corner of the page
and select Exchange, as shown in Figure 12-05.

In the EAC, under recipients, select the migration tab from the main pane, as shown
in Figure 12-6.

Select Migrate to Exchange Online. You will be provided with migration options, one
of which is IMAP migration. Select it, and then click next.


https://portal.onmicrosoft.com
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5. Click the Browse button and navigate to the location and the .csv file. Click Open,
and then click next.

6. Exchange Online will check the .csv file to ensure that no errors are detected. If there
are no errors, you will see the number of mailboxes detected in the .csv file. Click next
to continue.

7. As shown in Figure 12-23, provide the FQDN of the on-premises email server in the
IMAP server box. Select the authentication type, encryption level, and the IMAP port
if it is not the standard port 993 for IMAP. Finally, specify the number of mailboxes to
simultaneously migrate. Click next to continue.

https://pod51038.outlook.com/ecp/Migration/NewMigrationBatch.aspx?reqld=8730697&p

Help

Enter the connection settings for the server you want to migrate
email from. These

batches. Learn more

ettings will be used for other IMAP migration

*IMAP server:
mail.adatum.com

Authentication

Basic v
Enc ry ption:
SSL v
*Port:
002

3

back next cancel
Figure 12-23 Provide IMAP connection settings.

8. If the IMAP settings in Step 7 are correct and Exchange Online can connect to the
on-premises server through IMAP, the wizard will use the information to create a
migration endpoint. On the Confirm the migration endpoint page, click next.

9. After the migration endpoint has been successfully created, the information about
the endpoint will be displayed on the IMAP migration configuration page. Click next.

10. Onthe Move configuration page, provide a name for the migration batch, and then click
next.
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11. On the Start the batch page, click browse to select additional administrators to
whom you would like to send a copy of the migration report once the migration is
complete.

12. Select whether to automatically start the batch or to manually start it later. Click new
to create the batch.

13. After migration is complete, modify your MX record to point to Office 365 Exchange
Online.

Migration using remote Windows PowerShell

Windows PowerShell can be used to initiate cutover or staged migrations. The commands
are slightly different depending on whether you are using the latest release of Office 365 or
not.

Using remote Windows PowerShell with Office 365 with Exchange
Online 2010

A cutover migration to Exchange Online 2010 can be done through remote Windows Pow-
erShell by following these steps:

1. Connect to Exchange Online by creating a PSSession using the following commands:
Import-Module MSonline
$cred = Get-Credential
Connect-Msol1Service -Credential $cred

$Session = New-PSSession -ConfigurationName Microsoft.Exchange-ConnectionUri
https://ps.outlook.com/powershell/ -Credential $cred -Authentication Basic
-AlTowRedirection

Import-PSSession $Session -AllowClobber

2. Create a connection string containing the migration settings:

$MigrationSettings = Test-MigrationServerAvailability -Exchange -Credentials
(Get-Credential) -ExchangeServer <on-premises Exchange fqdn> -RPCProxyServer
<external Outlook Anywhere fqdn>

3. When prompted, enter the on-premises credentials of a user who has full access
privileges to the on-premises mailboxes.

4. Create the migration batch by entering the following command:

New-MigrationBatch -Exchange -Name <Batch Name> -ExchangeConnectionSettings
$MigrationSettings.ConnectionSettings -MaxConcurrentMigrations <number of
concurrent migrations> -TimeZone <TimeZone in double quotes, example "Pacific
Standard Time">
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5. Start the migration by entering the following command:

Start-MigrationBatch

6. During the migration, you can monitor the progress by entering the following
command:

Get-MigrationBatch | f1 Status

| N Sl DE OUT Cutover migration best practices

Plan to do a cutover migration over a weekend and change the MX record as soon as the
cutover migration is successfully completed. Remember that cutover migrations are for
organizations with 1,000 or fewer mailboxes, and even though there is a final synchro-
nization, it is common for mailboxes to be missing items between synchronizations if a
cutover migration is left in synchronized mode for an extended period of time. There-
fore, plan to complete a cutover migration in a single pass and switch the MX records
as soon as possible. It also helps if prior to the migration you set the Time to Live (TTL)
for your MX records to be fairly short, thereby reducing the time required for Domain
Name System (DNS) convergence. The Complete-Migration cmdlet is deprecated as of
April, 2012. For more information, see http://community.office365.com/en-us/blogs/
office_365_technical_blog/archive/2012/04/04/why-administrators-don-t-see-the-com-
plete-migration-button-in-the-e-mail-migration-tool.aspx.

y

Using remote Windows PowerShell with the latest release of Office 365
with Exchange Online 2013

Follow these steps to initiate a migration to Exchange Online 2013 using remote Windows
PowerShell:

1. Open a new PSSession by entering the following commands:
Import-Module MSonline
$cred = Get-Credential
Connect-Msol1Service -Credential $cred

$Session = New-PSSession -ConfigurationName Microsoft.Exchange-ConnectionUri
https://ps.outlook.com/powershell/ -Credential $cred -Authentication Basic
-AllowRedirection

Import-PSSession $Session -AllowClobber


http://community.office365.com/en-us/blogs/office_365_technical_blog/archive/2012/04/04/why-administrators-don-t-see-the-complete-migration-button-in-the-e-mail-migration-tool.aspx
http://community.office365.com/en-us/blogs/office_365_technical_blog/archive/2012/04/04/why-administrators-don-t-see-the-complete-migration-button-in-the-e-mail-migration-tool.aspx
http://community.office365.com/en-us/blogs/office_365_technical_blog/archive/2012/04/04/why-administrators-don-t-see-the-complete-migration-button-in-the-e-mail-migration-tool.aspx
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2. Enter the following command to create a new migration endpoint:

$SourceEndPoint = New-MigrationEndpoint -ExchangeOutlookAnywhere -Name
SourceEndPoint -Credentials (Get-Credential) -ExchangeServer <on-premises
Exchange FQDN> -RpcProxyServer <on-premises Outlook Anywhere FQDN>
-EmailAddress <SMTP address of an on-premises mailbox to be migrated>

3. To create a cutover migration batch, go to Step 4. To create an IMAP migration batch,
go to Step 5. To create a staged migration batch, enter the following command:

$StagedBatch = New-MigrationBatch -Name StageBatchl -SourceEndpoint
$SourceEndPoint.Identity -CSVData ([System.IO.File]::ReadAl1Bytes("<path and
filename of CSV file"))

4. To create a cutover migration batch, enter the following command:

$CutoverBatch = New-MigrationBatch -Name CutoverBatchl -SourceEndpoint
$SourceEndPoint.Identity -TimeZone "<Time Zone. For example:
Pacific Standard Time>"

5. To create an IMAP migration batch, enter the following command:

$IMAPBatch = New-MigrationBatch —-Name

6. Start the migration batch automatically by adding the —AutoStart parameter to the
commands in Step 3 or 4. Otherwise, you can manually start the migration batch by
entering the following command:

Start-MigrationBatch -Identity $StagedBatch.Identity

or

Start-MigrationBatch -Identity $CutoverBatch.Identity

Migration with an Exchange hybrid environment

Migration after establishing an Exchange hybrid environment is one of the most popular
approaches because, unlike the other methods we have covered so far, after you establish
an Exchange hybrid environment, you can move mailboxes to the cloud and back to on-
premises. Part of setting up an Exchange hybrid environment is to implement an Exchange
2010 Service Pack 3 (SP3) Client Access Server (CAS). This introduces the Mailbox Replica-
tion Service (MRS) that comes with the 2010 SP3 CAS. MRS is the service responsible for
carrying out mailbox moves.

In Chapter 11, we discussed in depth how an Exchange hybrid model is implemented. As
such, we will not be covering the steps again here.
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Microsoft Exchange PST Capture

With Exchange Online, your users have large mailboxes with access to a personal archive.
As mentioned before, this makes personal folders (.pst) files obsolete. If your organization
has .pst files, in addition to migrating mailboxes you might have to search for .pst files on
computers in your organization so you can incorporate the contents into personal archives.
This can be accomplished with Microsoft PST Capture.

PST Capture works with Exchange on-premises and Exchange Online. Therefore, you have
two import options:

e Discover .pst files and import contents to an on-premises Exchange server first, then
migrate mailboxes to Exchange Online. In this scenario, the on-premises Exchange
server must be Exchange 2010 or Exchange 2013.

e Discover .pst files and import contents directly to Exchange Online.
PST Capture comprises the following components:

e PST Capture Central Service The Central Service maintains the list of .pst files
found in your organization and manages the migration of the data into Exchange
Online.

e PST Capture Agent This is the component that needs to be installed on computers
in your organization and is responsible for locating .pst files associated to the com-
puter it is installed on. The agent is also responsible for transmitting the .pst file to
the Central Service during import operations.

e PST Capture Console The PST Console is the administrator interface to configure
.pst discovery, configure the import process, and also import .pst files from network
storage devices that do not have capture agents installed.

Note

For more information about Microsoft PST Capture, see http://technet.microsoft.com/
en-us/library/hh781036(EXCH.141).aspx. Pay special attention to the permissions
required for PST Capture. The PST Capture Console and Agent also require the .NET
Framework 4.5.



http://technet.microsoft.com/en-us/library/hh781036(EXCH.141).aspx
http://technet.microsoft.com/en-us/library/hh781036(EXCH.141).aspx
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Installing and using PST Capture

Implementing a PST Capture strategy involves installing the PST Capture Console first. Fol-
low these steps to install the PST Capture Console:

1.

Download Microsoft PST Capture and PST Capture Agent from the Microsoft
Download Center at http.//www.microsoft.com/en-us/download/details.
aspx?id=36789.

Use a user account that is part of the local Administrators Group of a host computer
to install the PST Capture Console. The host computer must have a 64-bit operating
system that is Windows 7 or Windows 8, Windows Server 2008, Windows Server 2008
R2, or Windows Server 2012. It also must have the .NET Framework 4.5.

Next, you need to deploy the agents. Even though you can manually install the PST
Capture agent, to distribute it to multiple computers you need to use a software
distribution solution such as System Center Configuration Manager. You can

start Windows installer with the following parameters to initiate an unattended
installation:

Msiexec /I PSTCaptureAgent.msi /q CENTRALSERVICEHOST=<IP Address or FQDN of
Capture Console> SERVICEPORT=6674

After all the agents have been distributed to the computers on your network, start
the PST Capture Console. As shown in Figure 12-24, there are two major actions: New
PST Search and New Import List.

L PST Capture Console -0 n
File View PSTSearch Importlist Tools Help
New ~ o Open = &, Edit PST Searct Add From Folder... | [Z]Refresh
£} Home
PST Searches: Import Lists:
To find PST files, set up a PST Search To import PST files, create an import list

New PST Search... % NewlImportlst... ~

Figure 12-24 PST Capture Console.


http://www.microsoft.com/en-us/download/details.aspx?id=36789
http://www.microsoft.com/en-us/download/details.aspx?id=36789

594 Chapter 12 Mailbox migration and administering Exchange Online

5.

Before searching for .pst files, you need to specify your online connection settings.
From the Tools menu, select Settings.

On the Settings page, under Online Connection, provide the credentials of an Office
365 administrator account.

If you are migrating .pst content directly to Office 365 Exchange Online, select

the The above is an Office 365 Server check box and provide the server name.

To determine your Exchange Online server name, use the ECP by going to OWA,
selecting Options, selecting See All Options, and clicking the Settings for Post Office
Protocol (POP), IMAP, and SMTP access link, as shown in Figure 12-25.

Outlook Web App 2 Protocol Settings - Windows Internet Explorer = A8 n
Mail > Options: Manage Myself Julian Soh (7]
Account 3,@ Use these settings to access your e-mail using POP, IMAP, or SMTP.

Organize E-Mail My Account  Connec
POP setting

Groups Server name: pod51009.outlook.com _
Settings Port: 995

Account Informat
Encryption method: SSL

Phone

General
Block or Allow Display name: IMAP setting
User ID: Server name: pod51009.outlook.com
Port: 993
Mailbox Usage Encryption method: SSL

17402 MBof ma =~ SMTP setting

won't be able to Server name: pod51009.outlook.com

Contact Numbers i
Work phone: I Lhoss
Mobile phone: ®100% ~

Settings for POP, IMAP, and SMP access...
[ Edit
Like [MIDon't like it?

Wwe'd like to know what you think.
E) Please give us feedback.

Figure 12-25 ECP showing your Exchange Online information.
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After you have entered the information in the Online Connection Settings page,

click Check. If the PST Capture Console can connect to Exchange Online with the
credentials, you will see the “Successfully connected to Exchange Online” message, as
shown in Figure 12-26. Click OK to save the settings and close the window.

=  Online Connection Settings

Connection details:

Username: i).im@adamormcroso&mm

Password: luouuuo }

[] Grant delegate access to thismaibox @

Server: !podswos.ouuook.com

[¥] The above is an Office 365 Server

Check password and connectivity: Check 1
+” Successfully connected to Exchange Online

Figure 12-26 Successfully connected to Exchange Online.

Chapter 12



Z1 43deyd

596 Chapter 12 Mailbox migration and administering Exchange Online

9. Click New PST Search to invoke the New PST Search Wizard, as shown in Figure
12-27. Note that there are four steps. At the first step, select the Computers node,

and then click Next.

Step 1 of 4: Select the computers that you want to search for PST files
You can select computers on which the PST Agent is not installed; however, PST Importer will search only those
computers on which the agent is detected when the search is run,

Domain: |ﬂnmsmhlsmm V| ﬁ'Kt{ ] * Next * Previous
| AgentDeteced

Computers
= Ei ath omsonhills.com

& [ ] computers
@ [J (JDomainControllers

¥, No agents detected on this domain

<Back | Next> || cancel

Figure 12-27 New PST Search Step 1 of 4.
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10. In Step 2 of the New PST Search Wizard, specify the computers’ storage locations to

include and exclude when searching for .pst files, as shown in Figure 12-28, and then
click Next.

Step 2 of 4: Specify locations
Spedfy the locations you want to search,

Locations to search

Permaneut had ik dhrivess
(®) All (not induding network or external drives) @
() These locations (e.g. ¢: ; d:\myPSTs)

["] All removable drives (e.g. USB fiash drives)

Locations to ignore

Spedfy the locations to be exduded from the search.
System folders (e.g. Windows, WINNT)
Program files folder
[] These locations (e.g. c: ; d:\myPSTs)

Figure 12-28 New PST Search Wizard Step 2 of 4: Specify locations.

11. In Step 3 of the New PST Search Wizard, you can choose to schedule this search at an

off-peak time by specifying the date and time, or you can accept the default of No
schedule so you can manually start this search. Click Next.

Chapter 12
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12. In the last step of the New PST Search Wizard, give the search a name, as shown in
Figure 12-29, and then click Finish.

Step 4 of 4: Summary
Review the PST Search settings.
PST Search planned for: 26 computers
Schedule: Run manually
Agents detected on: 0 computers
PST Search name: |Search for PSTs 4/21/2013 11:40 AM ]

Figure 12-29 New PST Search Wizard Step 4 of 4: Provide a PST search name.

13. A new PST Search is created, and the details are displayed in a separate tab in the PST
Search Console, asshownin Figure 12-30. Note the following key information: Number of
computersincluded in the search scope, the status of each task, and whether the search is
scheduled or not. Also, make sure the agent is detected for the computers that are in this
PST Search. There is a Search All Now button you can use to invoke this search. Click this
button to manually start the search now.

Fifll View PSTSearch Importlist Tools
2 Open + @ Edit PST Search... |4 Add From{illder... |[Z]Refresh
Q, PST Search 4/21/20138:37PM X |
1 Computer in PST Search . 1Notstarted + 0 Completed y} PST Search is not scheduled g)suscm... (3
(J 0lInprogress Set a schedule or search now Search All Now
Computers Agent Detected | Files Found Total Size Satus
& (@I THOMSONHILLS.COM 1of1
& J Computers 1of1 -
R woncmnec v _ o
Results: 0 PST files found in THOMSONHILLS.COM
| toation | sz | Computer | File Ouner | crested | LastModified A
v
0 files selected \':;‘)Tnlw!ﬂes,addmtnmi!w!ist. New ImportList... ~ | Existing Importlist ~

Figure 12-30 PST Capture Console: search information.



14.

15

16.

Mailbox migration options 599

When the search is complete, the status beside each computer selected will be
Completed and the number of PST files found, if any, will be listed in the Files Found
column together with the total size of all the PST files found on the computer. Figure
12-31 shows the results of a computed PST search.

1 Computer in PST Search ONotstarted ' 1Completed ¥ PST Search is not scheduled ) Set Schedule... »
W’ 01Inprogress Set a schedule or search now Search All Now
Computers Agent Detected Files Found Total Size Status
= @ THOMSONHILLS.COM 1of1 1 513 KB
= ) Computers 1of1 1 513K8
&, WINZCLIENT-PC v 1 513KB Completed

Results: 1 PST files found in THOMSONHILLS.COM

[J| Location Size Computer File Owner Created LastModified
[ C:\Users\Win7Client\MyPST.pst 513KE WINTCLIENT-PC Win7Client-PC\Win7Client 4/20/2013 B:57:53 PM 4/20/2013 11:45:11 PM
0 files selected I, Toimport fles, add them to.an import ist. | New Import List.. Exdsting Iy

Figure 12-31 PST search results.

Select the .pst files you want to import by selecting the check boxes. Then click the New
Import List button at the bottom of the page.

You will see a drop-down list with two options: Cloud Import List and OnPrem Import
List. As mentioned before, you can use PST Capture to import content from .pst files to
an on-premises Exchange server or directly into Exchange Online. For this exercise, select
Cloud Import List.
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17. Set the .pst files to a destination mailbox by clicking the Set mailbox link, as shown
in Figure 12-32. A list of mailboxes will be listed in a separate window. Select the
destination mailbox from the list, and then click OK.

LM e ________DST Cantuy - B8
Set Mailbox
File View PSTSearch Importlist Took
New ~ (£ Open = ) Edit PST Search... [3Addf| Setdestination mailbox for: C:\Users\Win7Client\MyPST.pst
) Home | 4, PST Search 4/21/20138:37PM X | 4 Find: 4 )
1 Files to import 1 1Requre a destination | rdue.... P>
colinc@thomsonhills.onmicrosoftcom  coline Al
S0 Ry it Iport eifi@thomsonhills.com i Yasuda Japs
ine@thomsonhills.onmicrosoft.
Location JovmineithcinscuiNe o e Destination Mailbax
$1 C:\Users\Win7Client\MyPST.pst win7Client  Set mailbox...
Import results: 0 files 1 J0Inprogress «’0)
Location ilbox Import Status a |

Figure 12-32 Setting destination mailbox.

Note

If you recently set the online connection settings (Step 8), the Set Mailbox window
might be empty. This is because the PST Console has not retrieved a list of all the
mailboxes on Exchange Online. Wait for a while, and then try again. Depending on
the number of mailboxes in Office 365, it might take some time.

18. Click the Import All Now button to start importing .pst contents to the respective
destination mailboxes.

Although we did not cover all the settings for the PST Capture Console, you can explore the
different options available, such as setting the staging area, import tolerance, and whether
to import non-mail items such as calendars. Click Tools from the PST Capture Console
menu and select Settings. Next, review the available settings options and configure them to
meet your organization’s needs.
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Third-party migration tools

If for some reason the existing tools and options provided by Microsoft do not meet your
migration needs, there are always third-party tools you can turn to. Examples of third-party
Exchange migration tools are Quest Software, Binary Tree, BitTitan, Cemaphore, and Metal-
ogix. Exchange is a mature platform and has been around for some time. Therefore, third-
party tools are readily available and are just as mature.

Migration best practices

There are several best practices when migrating mailboxes. We will list some of the com-
mon ones you should consider adopting when migrating mailboxes from on-premises mail
servers to Exchange Online.

Reduce the TTL for MX records

In most scenarios, you will want to route incoming email to Exchange Online. Therefore, before
starting any of the migration tasks, regardless of whether it is a cutover, staged, or IMAP migra-
tion, change the Time To Live (TTL) of your MX records so as to improve the DNS convergence
time when you do switch your MX records. The recommendation is that you change the TTL to
3,600 seconds, which is one hour.

Migration performance

There are many factors that affect migration performance, such as the size and number

of items in the mailboxes, network bandwidth, network latency, and the on-premises mail
servers. Migration performance can also be affected by the time of day and the number

of users on the network. That is why you should carry out migrations after the work day

is done or over weekends. As an example, after initial tests with a small staged migration
batch, Microsoft Consulting Services generally aims to ramp up to a migration rate of 1,000
mailboxes a week, mostly conducted after business hours when network utilization is at the
lowest level.

As we mentioned in Chapter 2, “Planning and preparing to deploy Office 365", bandwidth
is not necessarily the only factor. Latency and sustained throughput are factors that are just
as important when it comes to migration performance. For an idea on how much through-
put is required for the different types of migration options we covered in this chapter, refer
to the Migration Performance white paper referenced in the following Inside Out sidebar. In
the Migration Performance white paper, an important metric to note is that past experience
has shown that a 5 GB to 10 GB per hour rate of data migration can be reliably achieved,
but depends on the Internet connection.
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|NS| DE OUT “Migration Performance” white paper

Microsoft has provided an excellent TechNet article about migration performance based
on experience and observations from actual customer migrations to Office 365. The
“Migration Performance” white paper is located at http://technet.microsoft.com/en-us/
library/jj204570.

If you are going to use Microsoft PST Capture, you can import the .pst files to your on-
premises mailbox first and then do a migration, or you can import the .pst files directly to
cloud mailboxes. PST imports are bandwidth-intensive operations, so you need to take that
into consideration when scheduling and designing your PST import strategy.

Migration service throttling

In the migration exercises that you looked at earlier in this chapter, recall that you have
the ability to specify the number of mailboxes that are migrated simultaneously, which
by default is three. Specifying the number of mailboxes that should be simultaneously

migrated is referred to as migration-service throttling.

Refer again to the "Migration Performance” white paper or test a single mailbox migration
to determine the migration throughput. This will help you determine the optimum number
of simultaneous migrations your network can support.

User throttling

User throttling mostly affects third-party migration tools. User throttling limits the number
of mailboxes a user can access simultaneously and is designed to minimize risks and pre-
serve resources. Therefore, if a migration tool uses a single service account with access to
all mailboxes, Office 365 might throttle the service account if it starts to access too many
mailboxes simultaneously during the migration process, thereby impacting migration per-
formance. When you evaluate migration tools, make sure that performance will not be
impacted by user throttling. Good migration tools generally use Exchange Web Services to
impersonate user accounts so Exchange Online is not seeing a single user simultaneously
accessing multiple mailboxes, but rather the users accessing their respective mailboxes.
Thus, user throttling will not be triggered.


http://technet.microsoft.com/en-us/library/jj204570
http://technet.microsoft.com/en-us/library/jj204570
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Moving mailboxes back to on-premises Exchange

Moving mailboxes back to on-premises can be facilitated only through an Exchange hybrid
environment. Otherwise, you will need to rely on third-party tools. Unlike having the
cutover and staged migration options from the EAC and ECP, when moving mailboxes to
Office 365, there are no built-in options to carry out the reverse.

As you saw in Chapter 11, after you have implemented an Exchange hybrid environment,
the move of a mailbox to Office 365 is done by carrying out a remote move request. To
move mailboxes back on-premises, you need to take into consideration whether the mail-
boxes you want to move were created in Office 365 from the very beginning or whether
they were first created on-premises and then moved to Office 365.

Mailbox originally created on-premises

If the mailbox you want to migrate from Office 365 was initially created on-premises and
then migrated to the cloud, all you have to do is submit a new remote move request from
the Exchange Online organization to the Exchange on-premises organization through the
Exchange Management Console (EMC). Follow these steps to see how this is accomplished:
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Start the EMC. Expand the Microsoft Exchange On-Premises node and navigate to
the Recipient Configuration node. As shown in Figure 12-33, right-click the Recipient
Configuration node, right-click a mailbox in the middle pane, and select New Remote
Move Request from the drop-down menu.

B Exchange Management Console

% Recipient Configuration - Entire Forest 32 objects

¥ Create Fiter
Server Configuration =
Rerbiet Corflaatin Ds.. » [ales Jox Unik [ Recipient Type Detas
@3 Maibox dakdmin  admin  namprd04.prod.outiook.c...  User Maibosx
¥2 Distribution Group SaAdrian... Adrian  namprd04.prod.outiook.c...  Mai Contact

%, Antho... Anth... namprd0d.prod.outiook.c...  Mal User

%, Christi.,.. Chris... namprd0d.prod.outiook.c...  Mail User
“lcolin... coinc  namprddd.prod.outiook.c... User Maibox
edyConfe... Conf... namprd04.prod.outiook.c... Room Maibox
%, Corfe... Corf... namprd04.prod.outiook.c... Mall User
~xDee O... Des namprd04.prod.outiook.c...  Mail Contact
1EaDiscov... Disco... namprd0d.prod.outlook.c... Discovery Malbox

[EiYa.. eii  namprddd.prod.outiook.c... User Maibox
52 Jar jar namprdd.prod.outiook.c...  Mai Universal Distributior
@8Jzemin  seing  namprd04.prod.outiook.c...  User Malbox

T2 2BanComp ., namprd0d.prod.cutiook.c...  Mai User
daderry ... Jerry... namprd0d.prod.outiook.c... User Maibox
@8Jounal  journal  namprdd4.prod.outiook.c...  User Mailbox

250k Enable Unified Messaging. .. m

JMaMy ¥ ‘:IJ: Mailbax
Jﬁmd\...: User Mailbox

@A Marsh... User Mallbox
CaMindy .. Mail Contact
AaMoric... User Mailbox

RA0365 ... User Malbox

t’_-th User Mailbox

£ prisci.. Mal User

£2 Rental Mail Universal Distributior

Figure 12-33 Remote Move Request from Office 365.

Follow the steps in the Remote Move Request Wizard, as in Chapter 11. When you
get to the Move Settings page, select your on-premises domain in the Target Delivery
Domain box. In the Remote Target Database box, if you are migrating to an Exchange
2010 server, use the format <Server>\<Database Name>, as shown in Figure

12-34. If you are migrating to an Exchange 2003 or 2007 server, use the format
<Server>\<Storage Group>\<Database Name>; for example, MAIL\First Storage
Group\Mailbox Database.
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£
| __.-_% New Remote Move Request
[ 7
[ Introduction Move Settings
& Specify the seltings used to move the selected mailboxes.
Connection > i
Eonﬁgurlahong Taiget Defivery Domain:
[ Move Settings [thomsarkils.com Browse.. |
New Remote Move Archive Domair:
| S Heguest |lhomsnnl'\||[s.com Browse... |
= Gompletion Remote T arget Database:
[MAIL\S ales Datababad

[~ Suspend this move when it is ready to complete

Help <Back [ New> |  concel

Figure 12-34 Move Settings page.

3. Complete the rest of steps in the New Remote Move Request Wizard, and then click
New to initiate the move request.

Mailbox originally created in Exchange Online

If the Exchange Online mailbox you want to move back to on-premises Exchange was
originally created in Office 365, you will need to first set the ExchangeGUID property on the
associated on-premises mailbox. You need to do this because the ExchangeGUID property
is not synchronized back to the associated on-premises mailbox if the mailbox was ini-
tially created in Office 365. For a remote move request to succeed, the value stored in the
ExchangeGUID property must be the same for the mailbox in Office 365 and the associated
on-premises remote mailbox.

Follow these steps to check and set the ExchangeGUID property for the on-premises
remote mailbox:
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1.

Start the EMC on your on-premises Exchange hybrid server or management
computer.

Check if the ExchangeGUID property on the on-premises remote mailbox is set by
entering the following command. Figure 12-35 shows an example of the output as a
result of issuing the command:

Get-RemoteMailbox <alias of cloud mailbox to migrate back on-premises> | For-
mat-List ExchangeGUID

[PS]1 C:\Windows\system32>Get—RemoteMailbhox julians | Format-List ExchangeGUID

ExchangeGuid : 9523¢117-ed29-4388-8a%94-7chaf42cB48e

[PS]1 C:\Windows\system32>_

Figure 12-35 Checking the value of ExchangeGUID.

If the return value for ExchangeGUID is not all zeros, as shown in Figure 12-35, then
ExchangeGUID is set. You can immediately initiate a remote mailbox move back to
on-premises Exchange by following the steps outlined in the "Mailbox originally
created on-premises” section.

If the return value for ExchangeGUID is all zeros, then ExchangeGUID is not set. On a
separate computer, start the Windows Azure Active Directory Module for Windows
PowerShell and connect to Exchange Online. Do not use the Exchange Management
Shell. As a reminder, you can use the following syntax to connect to Exchange Online
through remote Windows PowerShell:

Import-Module MSonline

$cred = Get-Credential

Connect-Msol1Service -Credential $cred

$Session = New-PSSession -ConfigurationName Microsoft.Exchange-ConnectionUri
https://ps.outlook.com/powershell/ -Credential $cred -Authentication Basic
-AllowRedirection

Import-PSSession $Session -AllowClobber

Enter the following command to retrieve ExchangeGUID for the Exchange Online
mailbox, and write down the returned value:

Get-Mailbox <alias of the cloud mailbox to migrate back to on-premises> \ For-
mat-List ExchangeGUID
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6. Go back to the Exchange Management Shell window, and enter the following
command to set the value of the ExchangeGUID property on the on-premises remote
mailbox:

Set-RemoteMailbox <alias of cloud mailbox to move> -ExchangeGUID <GUID>

7. Start an unscheduled directory synchronization process using the Start-
OnlineCoexistenceSync command. Refer to Chapter 4, "Directory synchronization”, if
you need a refresher on how to do this.

8. After directory synchronization is complete, you can follow the steps outlined in the
preceding section to move the mailbox from the cloud back to on-premises.

Decommissioning on-premises Exchange

The subject of decommissioning on-premises Exchange is most applicable to organiza-
tions that have created an Exchange hybrid environment. It might seem logical to consider
decommissioning all on-premises Exchange after all mailboxes and email workloads have
been migrated. However, it is important to note that if your organization wants to manage
Exchange Online with the EMC, a minimum of one Exchange on-premises CAS must still
exist in the forest.

If directory synchronization is implemented, Active Directory is then the source of author-
ity, and Microsoft recommends not removing the last Exchange 2010 on-premises server.
By removing the last on-premises Exchange server, you will be unable to make changes
to the mailbox objects in Exchange Online because the source of authority is defined as
on-premises.

The bottom line is that you should keep one Exchange 2010 CAS on-premises, for now. A
more detailed discussion about this topic is covered by the Microsoft Exchange team on
their team blog referenced in the following Inside Out sidebar.

|NS| DE OUT Microsoft recommendation on decommissioning Exchange

on-premises

You can read about the Exchange team'’s recommendation to maintain on-premises
Exchange 2010 CAS and the reasons on the Exchange Team Blog located at http://
blogs.technet.com/b/exchange/archive/2012/12/05/decommissioning-your-exchange-
2010-servers-in-a-hybrid-deployment.aspx.


http://blogs.technet.com/b/exchange/archive/2012/12/05/decommissioning-your-exchange-2010-servers-in-a-hybrid-deployment.aspx
http://blogs.technet.com/b/exchange/archive/2012/12/05/decommissioning-your-exchange-2010-servers-in-a-hybrid-deployment.aspx
http://blogs.technet.com/b/exchange/archive/2012/12/05/decommissioning-your-exchange-2010-servers-in-a-hybrid-deployment.aspx
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Administering Exchange Online

Because Exchange on-premises, Exchange Online, and the Exchange hybrid environment
are based on a common set of technologies, the management tools and experience are
similar across the different deployment models. The administration tools for Exchange are
the following:

e 2010 SP3 Exchange Management Console (EMC)
e Windows PowerShell

e Office 365 admin center and the browser-based EAC, including managing Exchange
Online Protection (EOP) in the latest release of Office 365 with Exchange Online 2013

e Forefront Online Protection for Exchange (FOPE) Administrator Console for Office
365 with Exchange Online 2010

This book does not cover all the intricacies of administering Exchange and messaging; there
are dedicated Exchange books for that. What we will do is provide a summary of the differ-
ent administration tools and focus on the specifics of administering Exchange Online and
the Exchange hybrid environment and introduce you to the new capabilities in Exchange
Online 2013.
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Exchange Management Console

The EMCserves as a familiar interface for Exchange administrators. To manage Exchange Online
through the EMC, you need to maintain an on-premises Exchange Client Access Server (CAS).
To use EMC as the administration tool, simply add Exchange Online as a new organization into
EMC, as shown in Chapter 11. However, note that there are differences between what you can
administer in Exchange on-premises versus Exchange Online, and this is reflected in the EMC.
For example, because there is no need for you to manage the server configuration in Exchange
Online, the Server Configuration node is not present for the Exchange Online organization in
EMC, as shown in Figure 12-36.

(=) %3 Microsoft Exchange On-Premises {mail.thomsonhills.com)
[# 25 Organization Configuration =

=

® i—; Server Configuration
# ¥, Recipient Configuration

@8 Toolbox —

No Server
[+ :’F Wave 15 tenant - JulianCorp —— Configuration
node

Ei zi‘ Wave 14 tenant - Thomsonhills =
[# sss Organization Configuration
* 3) Recipient Configuration
@ Toolbox =

Figure 12-36 Difference between Exchange on-premises and Exchange Online in the EMC.
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Implementation of an Exchange hybrid environment through Exchange 2010 SP3 CAS
also provides the capabilities to create and manage the hybrid components as workloads,
such as remote mailbox moves and managing the hybrid configuration, as shown in Fig-
ure 12-37 and through the tasks covered in Chapters 11 and 12, “Mailbox migration and
administering Exchange Online”.

1 Microsoft Exchange

(1 |23 Microsoft Exchange On-Premises (mail, thomsonhills.com)
23} T Organization Configuration
# = Server Configuration
@ ¥, Recipient Configuration

'J;ﬁ Manage Hybrid Configuration —

B Organization Configuration

m®

Bl Inkoduction Introduction

[J Credentials This vnzad helps you manage and configure the hybrid canhguahon betweenyou
on-premises Exchange organization and Office 365 A hybrid configuration enables

[J Domains ing free/busy inf ion, secure ion of e-mail, a\dmcmngmal:wes
between your on-pr Euchaﬂge ganization and Dffice 365.

o Domain Proof of

Ownership Before using this wizard

[ Servers Before you can un the hybrid configuration wizard, the following prerequisite tasks must be
completed:

[ Mail Flow Settings
+ Sign up for the Office 365 for enterprises service

[ Mail Flow Security + Register any custom domains with Office 365
+ Deploy Office 365 Active Dlectoty synchronization in your

I Progress | on-premises Exchange organiz:

.

InstalEnd\ange Sevvel 2010 5P2 Client Access and Hub Transport roles

Iwal ard assign Exchange semces toa vaid digital certificate
issued by a public Certificate Authority

Run the Remote Connectivity Analyzer to verify your on-premises Exchange
ization is ready for configuring hybrid depl
Leamn more...

[J Completion

Hep | cesck | News> Cancel |

Figure 12-37 Using EMC to manage hybrid configuration.
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Exchange Online remote Windows PowerShell

A majority of Office 365 Windows PowerShell cmdlets are for Exchange Online, and
Windows PowerShell is the recommended approach to managing Exchange. To manage
Exchange Online through remote Windows PowerShell, you first need to establish a new
session. We use the following base script as a template in the Windows PowerShell ISE:

#Base script for managing Exchange Online
Import-Module MSonline

$cred = Get-Credential
Connect-MsolService -Credential $cred

$Session = New-PSSession -ConfigurationName Microsoft.Exchange-ConnectionUri https://
ps.outlook.com/powershell/ -Credential $cred -Authentication Basic -AllowRedirection

Import-PSSession $Session -AllowClobber
#
# <Exchange Online Management cmdlets> #
#

Remove-PSSession $Session

Between the Import-PSSession and Remove-PSSession commands, you can insert the vast
array of remote Windows PowerShell cmdlets for Exchange Online.

Note

A reference to all the available Windows PowerShell cmdlets for Exchange Online is
located at http://help.outlook.com/en-us/exchangelabshelp/dd575549.aspx.

INSIDE OUT  ctearyour pssession

It is important to always clear your session with the Remove-PSSession cmdlet because
there is a maximum of three sessions per logon. Therefore, if you do not clear a session,
you run the risk of running out of sessions and will need to wait for a session to timeout
before you can open a new session.

v



http://help.outlook.com/en-us/exchangelabshelp/dd575549.aspx
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Exchange Online administration user interface

Another management tool is a browser-based user interface (Ul), which takes the form

of the Exchange Control Panel (ECP) or the Exchange admin center (EAC), depending on
which release of Office 365 your organization is using. One of the key new capabilities

in Exchange is Role Based Access Control (RBAC). RBAC provides the ability to delegate
administrative tasks, some of which may be handled by non-technical personnel. For exam-
ple, the responsibility for conducting electronic discovery (eDiscovery) should belong to
compliance or legal personnel. Therefore, there is a need for an easy interface to manage
such functions without having to distribute special administrative software or grant exces-
sive administrative privileges.

Exchange Control Panel

The ECP is hosted and accessed through the OWA. Accessing the ECP through OWA was
covered earlier in this chapter. Figure 12-38 shows the ECP Ul.

3 M-\rwﬂ.l'
£a.Office 365

Mail > Options: Manage My Organization v

Users & Groups & =@ Q %&

Roles & Auditing Mailboxes Distribution Groups ~ External Contacts  E-Mail Migration

Mail Control

Phone & Voice Mailboxes
Select view: | All mailboxes v|

ENew.. ~ | @y Importusers.. [ElDewils X & | &
| X
Display Name Mailbox Type E-Mail

84 Anna Lidman User anna@

Figure 12-38 The ECP user interface.



Administering Exchange Online 613

Along the left side of the ECP is the navigation pane that groups the administrative func-
tions. Figure 12-38 shows the administrative capability to manage mailboxes, distribution
groups, and external contacts. Additionally, you can access the E-Mail Migration wizard on
the Users & Groups page.

RBAC and compliance management capabilities are located on the Roles & Auditing page.
A number of RBAC roles are available out of the box, as shown in Figure 12-39. However,
you can modify the scope of each role’s capabilities and create new RBAC roles.

[P
‘;S.dfﬁce 365 | Julian Soh
Mail > Options: Manage My Organization ¥ My Mail @ -
Users & Groups \; L%%
Roles & Auditing Administrator Roles  Liser Roles
Mail Control
Phone & Voice Role Groups

$ New. [ElDetalls| X Lacopy £ Discovery Management

Members of this management role

ad group can perform searches of
e mailboxes in the Exchange organization
g for data that meets specific criteria.

Discovery Management
Help Desk Assigned Roles:

Legal Hold
HelpdeskAdmins_d7731 ec_p.a y

Mailbox Search
Organization Management
Recipient Management Members:
Records Management Julian Soh
RIM-MailboxAdminsfa6e0aB3dd3e419081b7f8d5a60777c0 Julian Soh
TenantAdmins_a56c5

Write scope:

UM Management Seh

View-Only Organization Management

1 selected of 10 total

Figure 12-39 Roles & Auditing page in the EMC.

As mentioned earlier, we will leave the detailed administration of Exchange to other
resources. However, before we leave this topic it is important to note that you can perform
the majority of daily administrative functions through the ECP. As you explore the Ul, notice
that it is designed to be user friendly so that even non-technical administrators, such as the
compliance and legal professionals we identified earlier, can perform administrative tasks.
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At this point, we will leave the ECP and move on to discuss Forefront Online Protection for
Exchange (FOPE).

Forefront Online Protection for Exchange administration

FOPE is responsible for email protection in Exchange Online 2010 and is a separate inter-
face that is launched through the ECP. From the ECP, select Mail Control and click Configure
IP safelisting, perimeter message tracking, and e-mail policies, as shown in Figure 12-40.

u:lOffice 365 Julian Soh

Option fanage My Organizat - My Mail 0 v

& & @ 32 i3

diting Rules 3 rotection  Retention Policies  Retention Tags  Journaling discovery  Delive
Mail Control
Phone & Voice Rules Additional Security Settings
Use rules to control the flow of e-mail messages in your organization. If Forefront Online Protection for
you don’t want a rule to run, you can turn it off or delete it. Learn Exchange
more. »
Configure IP safelisting,
" perimeter message tracing, and
New e-mail policies.
~
o

On Rule

There are no items to show in this view.

Figure 12-40 Accessing FOPE from the ECP.

This will start the FOPE administration interface, as shown in Figure 12-41. The FOPE
administration interface provides statistics on mail hygiene and enables you to create
reports, track messages, and create mail-handling policies.
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Welcome

30 days | 90 days | 180 days | 365 days

Announcements | Network Alerts | Virus Alerts | Resources | Training |
Configuration

| @ 1P Add
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SUMMARY

The IP-atdress range FOPE uses t deliver outbound messages o non-
FOPE customers will soon change. If you have business-partmers who
have safe-listed these [P addresses so they can receve messages from
you, when these IP addresses change they may no longer accept
miessages sent from FOPE. Altemnative measures are required to support
such scenarios. (See Achon Required secton.)

Range Changes

The published IP sddress ranges are designed for relaying messages to
customer domains and customers’ pariner destinations as configured in
FOPE Outbound connectors. Previously, [P addresses from the
published ranges were also used for delivering outbound messages to
non-customers. Moving forward un-published [P addresses will be used
for outhound message delivery to non-FOPE cusmmers.

ACTION REQUIRED

To ensure that messages to business parmers, 3 smart host, or an on-
premises in a hybrid ¢ route through FOPE'S
published range of 1P addresses, you rmust configure an Outbound
Connector for routing to that business parner or on-premises
environment. For more information on creating an Outbound connector
that routes messages to partners and others via the published [P-
address rangss, see the following Wpics:

Using FOPE Connectors to Configured Advanced Email Flow Scenarios
Outhound Smart Host Scenario
Regulated Partner with Farced TLS Scenaric

Exchange Online Protection (EOP) replacing Forefront Online ]

Protection for Exchange (FOPE)

Posted: 3/6/2013 12:05:32 aM

On March 1st, 2013, Microsoft launched Exchange Online Protection
(EOP), a doud-based email hyglene service that provides- enterprise-
class spam and wirus filtenng. EOP is the new version of Forefront
Online Protection for Exchange (FOPE) hased on te Office 365

platform. All existing customers using FOPE for their Exchange Online

Figure 12-41 FOPE administration interface.

Your core activity in FOPE is the creation of mail policies. Follow these steps to see

policies are created and maintained in FOPE:

30 days | 90 days | 180 days | 365days

m Inbound Delivery 2:48%
W SpamFiltered 75.2%

@ Policy Filtered 239%

W VirusFittered 001%

Delivery Count (M)

615

how mail

1. From the FOPE administration console, click the Administration tab, and then select

Policy Rules.

2. Click New Policy Rule located under Tasks.
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3.

6.

Set the domain scope, set the traffic scope, and select the policy’s action, as shown in
Figure 12-42.

__EXCHANGE__22471... julian@thomsonhills. onmicresoft.com v Signout  Help

Company Domans Users Policy Rules  Filters
A et Sy

Rule Settings Match - New Policy Rule Actions
Domain Scope: (@ tieadar |l Save Policy Rule
All Domains v - X cancel
Traffic Scope: (%] Sender
Inbound messages v ® addrasses match: Synitax: Basic
Acuan:
REnct -
Allowe
| Quarantine
| Redirect
{ Deliver with Bee Use dictionary for match:
Fi = =
_T::e Lo Domains match: Syntax: @ Basic U RegEx
Notifications Use dictionary for match:
‘ = : . ®pasic O
O Wotify serder E-mail addresses match: Synte: (®Basic L RegEx
[ Hotfy recipient
Copy administrator e-mail address:
Use dictionary for match:
(¥) Recipient
%) Attachment
¥) Subject

Figure 12-42 New FOPE policy.

Provide settings for the Expiration date field, if applicable, and determine if you want
to send notifications whenever this rule is triggered.

In the Match pane, define the data patterns that would lead to the triggering

of this policy. As you can see, you have the option to match by header, sender, and
recipient IP addresses, domains, or e-mail address, attachment, subject, body, and
message properties.

Click Save Policy Rule on the Actions pane to save this policy.

As with the ECP, there are other administrative functions for FOPE that we will let you
explore on your own. This section serves only as an introduction to FOPE administration.
We will now move on to look at the Exchange admin center (EAC).
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Exchange admin center

The EAC is the successor to the ECP in the latest release of Office 365 and, like the ECP, it is
a browser-based interface that organizes administrative functions into groups, as shown in
Figure 12-43.

1] Office 365 ‘: Outlook Calendar People MNewsfeed SkyDrive Sites e Julian Soh = ol

Exchange admin center

recipients mailboxes gQroups. resources contacts snared

FPRE -

DISPLAY NAME 4 MAILBOX TYPE EMAIL ADDRESS

Julian Soh Julian@adatuminc.onmicrosoft.com

datuminc.enmicrosoft.com

1 selected of 1 total

Figure 12-43 The EAC.

The main difference between the ECP and the EAC s the introduction of several new capabilities
in Exchange Online 2013 and the respective administration functions that are exposed in the
EAC.One of the new capabilities is Data Leakage Prevention (DLP) thatis located on the Compli-
ance Management page, as shown in Figure 12-44.

( )
Note

DLP is a premium feature that requires an Exchange Online Plan 2 subscription. Exchange
2013 implemented on-premises requires an Exchange Enterprise client access license

(CAL). In a hybrid Exchange implementation, Exchange Online Plan 2 users are covered

for all premium features implemented on-premises, including DLP, and will not require a
separate Exchange 2013 Enterprise CAL. y
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1] Office 365 A’ Outook Calendar People Newsfeed SkyDrive Stes s+ Admin~ [NUURUESUESS FoY

Exchange admin center

data loss prevention

compliance management s¢ DL? policies to scan email messages for sensitive information that may be subject to cert

plate UDES  FALSEPOS.. MODE

0 selected of O total

Figure 12-44 Data loss prevention in the EAC.

Prior to the latest release of Office 365, you had to rely on on-premises DLP solutions and
have Exchange Online route all email through that solution. With the latest release of Office
365, Exchange Online 2013 provides DLP capability. You can create content triggers that
rely on ISO-based templates to recognize data patterns. ISO stands for the International
Organization for Standardization and is the internationally recognized entity that develops
and publishes international standards. Following are a few examples of the included DLP
templates:

e U.S. Health Information Portability Act (HIPAA)
e U.S. Personally Identifiable Information (PII)
e U.S. Social Security Act

e U.S. Financial Information
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There are international DLP templates included as well. To see the full list of DLP templates,
click the + icon, as shown in Figure 12-44, and then select New DLP policy from template
from the drop-down menu. For example, if we create a DLP policy based on the HIPAA
template and name the policy HIPAA Rules, this rule will show up in the DLP list of policies.
At the same time, the corresponding rules that dictate how to handle emails that trigger
this policy will be created in the mail flow section, as shown in Figure 12-45. Notice that
you have the granular ability to define actions such as whether to allow overrides, different
handling for internal versus external recipients, and how attachments should be handled.
You can clear the box next to a rule to disable it or delete it altogether if it does not apply.

] Office 365 A° outiook Calendar People Newsfeed S

Exchange admin center

g data loss prevention ret

] Office 365 A’ Outiook Calendar People Newsfeed SkyOriy

compliance management _

+- 70 R

T3 Exchange admin center

o
- e i
rules delivery reports message trace

& | MATCHES OVERRID

HIPAARules
t LWV R E

o
=
=

<]
S -
i
H
3
2
&

R

Actions corresponding to DLP Policy
Figure 12-45 DLP policy and the corresponding mail flow rules.
The new DLP feature is an important addition to Exchange Online because it further

enhances the service by providing another built-in mechanism to prevent the accidental
disclosure of sensitive information through email.
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Exchange Online Protection

Exchange Online Protection (EOP), the successor to FOPE, does not have a separate user
interface. EOP administration is now fully integrated into the EAC through the protection
page, as shown in Figure 12-46.

1] Office 365 ‘r Outlook Calendar People Newsfeed SkyDrive Sites =+ Admin~ ESTUEURGIEES &5 2

Exchange admin center

recipients malware filter connection filter content filter outoound spam  quarantine
e ra F=-]
: NAME i
janiza
-
: Defau
protection Default
Scoped to:
All domains

Summary
Malware detection response:
Delete the entire message

Sender notifications:
None

Administrator notifications:
None

Customized notification text:
Not configure

1 selected of 1 total
Figure 12-46 EOP management incorporated into the EAC.

As with the other administration tools, we will not go into the details of administration and
instead will continue in the following sections to look at other new capabilities of Exchange
Online.
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Compliance, Legal Hold, and eDiscovery concepts

Compliance, eDiscovery, Legal Hold, and records management are very important topics
for many organizations in the public and private sectors because of the legal and financial
implications for not properly preserving or disposing of communication content in a timely
fashion. Emails usually make up a significant, if not majority, of the content managed by an
organization. Almost all legal cases allow or require the introduction of email content and
transactions as evidence. As such, Exchange Online 2010 has these compliance capabilities
natively built into the service, which is further enhanced in Exchange Online 2013.

The overall compliance strategy for Exchange involves the following key capabilities:
® Preserving content
e Automated deletions

o Enforced retention

Preserving content

Preserving content is the capability to allow for the indefinite storage of content in a cen-
tralized location. A centralized storage location can serve as an authoritative data source
that will ease management and eDiscovery efforts. Furthermore, if the centralized storage
location is big enough, users will feel less compelled to delete content just to free up space,
thereby reducing the risk of accidental deletions.

This capability is provided by the introduction of the personal archive, which we will discuss
in detail shortly.

Automated deletions

To properly control the deletion of emails and to counter-balance the ability to indefinitely
store them, Exchange introduces a concept called messaging records management (MRM).
MRM consists of retention tags and policies, which help to automatically archive or delete

email based on the age of the email timestamp. We will look at MRM in detail soon.

Enforced retention

Enforced retention is the capability to preserve email content to make it discoverable and
yet permit the normal mailbox functions, including deletions and modifications. Enforced
retention is accomplished by Exchange Online 2010 Legal Hold. In Exchange Online 2013,
this is known as In-Place Hold. We will look at holds in detail shortly.
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Putting it all together

As you can see, the three capabilities are designed to work together to form a comprehen-
sive corporate compliance strategy. There is a centralized email storage location that makes
search easier and an automated email archiving and deletion mechanism to help manage
content without user intervention, thereby reducing human error or oversight. Finally, there
is a mechanism to enforce preservation of content that overrides any other action to mod-
ify or destroy that content. Let us now look in detail at the actual technologies that provide
these three capabilities.

Personal archive

We think of the personal archive as the foundational technology that supports compliance.
The personal archive is sometimes referred to as the online archive or Exchange Online
Archiving (EOA) if it is implemented as a stand-alone Exchange Online workload.

Before the introduction of the personal archive, users had limited mailbox sizes because of
the need to manage the performance of Exchange. That is why Personal Storage Tables (PSTs)
became popular. Users either delete emails to free up space in their mailbox or move them to
.pst files. Both of these actions are major causes of concern when it comes to compliance.

Exchange Online Plan 1 provides a 25 GB storage that is shared between the primary mail-
box and the archive mailbox. Exchange Online Plan 2 provides unlimited archive space that
is separate from a 25 GB primary mailbox.

Note

Remember that Exchange Online Archiving provides each user with an unlimited amount
of archive mailbox space that is initially provisioned as 100 GB, and it is accessible
through Outlook and Outlook Web App.

Therefore, the first step to compliance remediation is to assign users a personal archive.
You can choose to do this for every user or only for certain users. Provisioning a personal
archive can be done through the EAC, ECP, EMC, or Windows PowerShell.

Messaging Records Management

After you have provided users with a generous personal archive, you might still need to
implement MRM to automatically archive or dispose of email content. MRM is accom-
plished through retention tags and retention policies.
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Retention tags

Retention tags are discrete actions that can be applied to email messages and folders.
Retention tags are designed to be very granular. Here are a few examples of retention tags:

® Move items that are 180 days old from the Inbox to the Personal Archive.

e Permanently delete items in the Personal Archive that are older than 1,825 days (five
years).

e Delete, but enable recovery of items that are older than 5 days in the Junk Mail
folder.

Retention policies

Retention policies comprise multiple retention tags. It is a way to apply different reten-
tion tags to different items under a single policy and to facilitate workflows that carry out
sequential actions on items, such as moving items from the primary mailbox to the archive
mailbox if they are two years old, and then deleting them after five years. Using the three
retention tag examples, you can combine all of them into a single organization retention
policy and apply the retention policy to all mailboxes. If you do that, your organization’s
email compliance statement will look something like this:

Adatum Inc. Email Retention Policy

All emails that are 180 days old are automatically moved from your primary mailbox to
your personal archive, where they will reside for 4.5 years, at which time they will be per-
manently deleted. Emails that are determined by the system to be junk mail are stored in
the junk mail folder for 5 days, after which they will be deleted. However, if you believe that
an email was accidentally identified as junk and you did not get to it within 5 days, you can
recover it from your recycle bin within 14 days after it was automatically deleted.

Holds

Retention policies are sometimes misunderstood because of their name. It is easy to for-
get that retention tags and policies are responsible only for moving or deleting content

to ensure the content does not exceed its retention schedule. Retention tags and policies
do not actually preserve content. This means if a user decides to delete an email on the
first day it arrives, the retention policy you just put in place does not prevent the user from
doing so.

To enforce the preservation of email content, Exchange uses the concept of a Legal Hold
(Exchange Online 2010) or an In-Place Hold (Exchange Online 2013). Another interesting
concept about enforced preservation is that the user is not prevented from carrying out
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actions that modify or delete email content. This is by design because mailbox operations
should continue to function normally. This is a very significant Microsoft strategy because it
balances your organization's compliance requirements and at the same time does not affect
the productivity of your users. When email content is on hold, it is discoverable.

Alegal Hold in Exchange Online 2010 is applied at the mailbox level and implemented through
the EMC, ECP, or Windows PowerShell. While the concept of immutability can be accomplished
through Legal Hold, the ability to apply it only at the mailbox level might not be granular
enough because too much content might be placed on hold. Nonetheless, what is important is
that contentisimmutably preserved and, with a large personal archive, the space consumption
as a result of content preservation under Legal Hold is not an issue.

In Exchange Online 2013, Legal Hold is renamed In-Place Hold, and it now addresses the ability
foryou to be more granular in selecting the content to preserve by introducing two types of In-
Place Holds:

e Time-based hold, including indefinite hold

o C(riteria-based hold

Time-based hold

Time-based holds, sometimes referred to as rolling holds, work like an MRM retention tag
in that the hold is applied based on the timestamp of an email. As long as the timestamp of
the email falls within the limits of the time-based hold, the email content will be preserved
and is discoverable through a multi-mailbox eDiscovery search. After the timestamp of the
email falls outside the time-based holds, the content of the email will no longer be pre-
served and will be subject to the modification or deletion actions of the user or MRM.

Criteria-based hold

Criteria-based hold relies on keywords and Boolean logic to preserve content. Aside from a
keyword criteria match, you can also specify source and recipients, date ranges, and mes-
sage types (email, calendar items, and so on).
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~
I NSl DE O UT Keyword Query Language
A new capability that is not very well advertised is the Keyword Query Language (KQL).
KQL is a syntax that allows you to conduct proximity searches. The following is an exam-
ple of KQL syntax:
“acquisition” NEAR(n=3) “debt”
The preceding KQL syntax allows you to search for content that has the word acquisition
located a maximum distance of three words from the word debt. Search the Internet for
other KQL syntax examples. )

Creating holds

You can create and apply multiple holds to the entire organization (all mailboxes), to spe-
cific individuals, or to distribution groups. If an email is subject to multiple holds, as long as
any of the hold remains applicable to the email, then its contents will be preserved and is
discoverable.

You can create time-based holds and criteria-based holds on the compliance management
page of the EAC, as shown in Figure 12-47.

A Outiook Calendar People Mewsfeed ShyDrive Sites = Julian Soh = & ?

Exchange admin center

in-place eDiscovery & hold auditing data loss prevention  retention polices  retention tags  journal rules
ssio new in-place eDiscovery & hold
compha nce managemem Search the mailboxes in your on) -
existing one. To update the sear i
+ e
oo HAME HC
Ther
[
|
@nr ving
Tic

Figure 12-47 Creating In-Place Holds through the EAC.
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When prompted for the holding period, you can choose to hold indefinitely or to hold for a
certain number of days, as shown in Figure 12-48.

In-Place Hold settings

days to hold items relative to their recev

a premium feature that reg hange Online Plan 2 or Exchange Online Archiving

t for each user mailbox. L

back finish cancel
Figure 12-48 Define hold settings.

As an example of a corporate-enforced, In-Place Hold policy, an organization could choose to
create an organization-wide, time-based hold by following these steps:

1. Inthe EAC, select compliance management, and then select in-place eDiscovery &
hold.

2. Click the + icon to create a new in-place hold.
3. Provide a name for the hold, and then click next.
4. Select Specify mailboxes to search, and then click the + icon.

5. Inthe Global Address List (GAL) dialog box, select a distribution group, such as Everyone.
Click add, and then click ok to close the GAL. Alternatively, you can simply select the
Search all mailboxes option in Step 4. Click next.
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6. On the Search query page, select Include all user mailbox content. This enforces the
preservation of all email, regardless of content. Click next.

7. On the In-Place Hold settings page, select Place content matching the search query
in selected mailboxes on hold. Select the Specify number of days to hold items
relative to their received date option. Type 180 in the text box, and then click finish.

You have now implemented an organization-wide, time-based hold. In the event that you
need to create a new hold based on criteria rather than time, you will perform the same
preceding steps to create a new hold with one difference: instead of selecting Include all
user mailbox content in Step 6, select Filter based on criteria and use keywords, Boolean
logic, KQL, and the other settings to define your criteria-based search.

Multi-mailbox search (eDiscovery)

Multi-mailbox search enables you to search mailboxes for items that meet your criteria. The
results of a multi-mailbox search are stored in a special type of mailbox called the Discovery
mailbox. Each tenant is provisioned with a single Discovery mailbox, but you can create
additional Discovery mailboxes. Furthermore, each Discovery mailbox is limited to 50 GB.

~

INSIDE OUT  concurrent searches

It is not stated explicitly in the Service Description, but you are limited to two concur-
rent multi-mailbox searches. If you have the need for multiple concurrent searches, you
can submit a request to Microsoft Online Support with a business case for the need to
temporarily increase this limit.

An alternate option is to create all the required eDiscovery searches, and then write a
Windows PowerShell script that checks the status of each search request and attempts
to start it if the status of the search is Failed because two other searches are already run-
ning. We created a script and had it run every few minutes. The Windows PowerShell
script to check the status of the search and attempt to start it is the following:

if((Get-MailboxSearch “<search job name>") status -eq “Failed”
Start-MailboxSearch -identity “<search job name>” -Force }
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Results of multi-mailbox searches are located on the same page as In-Place Holds. As you
can see in Figure 12-49, by clicking on an existing time-based or criteria-based hold, the
information including estimates of the search results are shown in the informational pane
to the right.
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Figure 12-49 Estimate of search results.
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By clicking the magnifying glass icon, as shown in Figure 12-50, you can re-run the esti-
mate for search results, preview the search results, or copy the search results.

] Cffice 365 Preview Outlook  Calendar People Newsfeed SkyDrive Sites .. Julian Soh & 2

Exchange admin center

in-place eDiscovery 8 hold ‘auditing data loss prevention retention policies retention tags
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Figure 12-50 Search results options.

Summary

We covered a lot of information in this chapter. We started by looking at the different mail-
box migration options, including a strategy to migrate .pst content with PST Capture. We
also covered the administration of Exchange and its different workloads, such as Forefront
Online Protection for Exchange (FOPE), Exchange Online Protection (EOP), and Data Loss
Prevention (DLP). Finally, we covered the compliance capabilities of Exchange Online in the
form of In-Place Holds, multi-mailbox search, and Messaging Records Management (MRM).

What we covered in the last three chapters is very specific to Exchange in the cloud. We
focused on Exchange hybrid models and mailbox migrations. We hope these chapters have
provided you with a strong foundation to understand Exchange Online and how it inte-
grates with your on-premises messaging solution.



630 Chapter 12 Mailbox migration and administering Exchange Online

Because it is not possible for this book to be exhaustive on all aspects of Exchange admin-
istration, bear in mind that Exchange Online 2010 is equivalent to Exchange on-premises
2010, and Exchange Online 2013 is equivalent to Exchange on-premises 2013. Therefore,
if you need to dive deeper into the topic of administering Exchange, there are many good
books already in the market that focus solely on Exchange administration and all its work-
loads, and these should meet your needs.

In the next chapter, we will look at SharePoint Online, which is another service provided
under Office 365.
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Chief Security Officer (CSO), 150 366
Citrix, 214 Configuration Manager, System Center, 210-212
CJIS (Criminal Information Services) Security Addendum, 14  Configuration Results page, 110
Classic Administrative Templates (ADM), 752 Configuration.xml file, 770
Clear Move Request action, 555 Configure External Client Access Domain option, 508
Click-to-Run installation method, 762 Configure Prompts page, 389
client access license (CAL), 11, 786 ConfigWizard.exe file, 169
Client Access Server (CAS), 53, 207, 461, 591 Confirm installation selections page, 234
Client Mix tab, 40, 43 Connection Configurations page, 552
client-side session, 403 Connect-MsolService cmdlet, 62, 113, 115, 121, 144
Client tab, 47 consumer vs. enterprise, 3-4
cloud identities content management system (CMS), 632
creating from csv file, 814 conversation history for Lync Online, 742-754
defined, 72 converting users, 124
Cloud Import List option, 599 Convert-MSOLFederatedUser cmdlet, 123
cloud services, consumer vs. enterprise, 3—4 copper cables, 27
CMDB (Configuration Management Database), 217, 352, CorpSQL, 159
366 Create a new Federation Service option, 107
cmd command, 397 Create a New Group option, Tasks pane, 284
cmdlets Create App Catalog Site Collection page, 648
defined, 396 Create Certificate Request option, 94
general discussion, 53 Create Request Offering option, 387
Office 365 commands listing, 424 Create Run As Account option, 293
CMS (content management system), 632 Create Service Offering option, 390
CN (common name), 139, 469 Create User activity, 348
Collect Needed Information page, 466 credentials
Command Add-on library, 410, 411 in Manage Hybrid Configuration Wizard, 520
Command Channel text box, 267 management by FIM, 786
Command Pane in PowerShell ISE, 67, 410 storing in variable, 61
Command Prompt program, 397 $cred variable, 60, 113, 144
common name (CN), 139, 469 Criminal Information Services (CJIS) Security Addendum, 14
Community site, Office 365, 19 criteria-based hold for Exchange Online data, 624-625

Complete-Migration cmdlet, 590 criteria for subscriptions, 271-272
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Cryptographic Service Provider Properties page, 96
CSO (Chief Security Officer), 150
CSR (certificate signing request), 470, 482, 496, 507
CSV File Maker link, 25
.csv files

creating cloud identities from, 814

IMAP migration, 585

staged migration, 574-575
Custom Compliance Policy Settings folder, 752
Customer Experience Improvement Program, 248
CustomLync2013IMArchive.adm file, 750
cutover migration

with EAC, 570-573

with ECP, 568-570

overview, 566-567

D
dashboards (SCOM)
creating, 312-317
operator console dashboards, 311-312
SLA dashboards, 317-323
databases, AD FS architecture planning, 101
Data Bus in Orchestrator, 370
data center locations, 28
Data Leakage Prevention (DLP), 422, 456, 460, 562, 617
Data Protection Manager, System Center. See DPM, System
Center
Data Reader account, 249
Data Tables tab, 42
Data Warehouse Write account, 249
Data Writer account, 249
DC (domain controller), 84, 283, 746, 794
debugging
in ISE, 406
in PowerShell ISE, 66
decommissioning on-premises Exchange, 607
default website, protecting with certificates, 98-99
deleted users, purging, 820
Deliver with Bcc action, 446
Delta Confirming Import option, 190
Delta Import Delta Sync profile, 183, 186
Delta Import operation, 182
Delta Synchronization operation, 182
dependent servers, identifying, 283-286
Deploy IP to Runbook Server or Runbook Designer
option, 345
deployment
Deployment Guide, 18
Deployment Readiness Toolkit, 18
Exchange hybrid model
capabilities, 460
centralized mail transport disabled, 558-559
centralized mail transport enabled, 560-562
centralized mail transport, enabling/disabling, 562-564
certificates, 482-507

changing MX record, 558
configuring Exchange Web Services, 508-512
configuring hybrid deployment, 517-534
EMC configuration, 471-482
establishing hybrid relationship, 514-516
requirements, 460-462
testing mailbox creation, 542-549
testing mailbox move, 549-557
troubleshooting, 534-542
using Exchange Server Deployment Assistant, 462-471
Lync Online
allowing outgoing connections, 723
DNS entries, 723-727
overview, 718
policies, 742-754
ports and protocols, 722-723
testing network bandwidth and latency, 719-721
Microsoft Office 365 Deployment Readiness Toolkit, 21-26
Office 365 Deployment Guide, 20-21
Office 365 Professional Plus
32-bit vs. 64-bit version, 775
Group Policy, 775-776
overview, 762-763
system requirements, 775
virtualization, 776-777
Office 365 Service Descriptions, 19-20
of OS, 211
tools for, 18-19
Depot PC scenario, 210
Details Information window, 348
Device Management node, 256
dial-in audio conferencing, 717-718
Differential configuration, 214
DigiCert, 495
directory-based blocking, 444
directory synchronization
activating
Active Directory schema, updating, 140-143
through admin center, 145-147
with Windows PowerShell, 144-145
changing schedule, 195
Directory Sync Setup Wizard, 164
Directory Sync tool, 137
forcing unscheduled
run profiles and management agents, 182-183
with Synchronization Service Manager, 183-192
through Windows PowerShell, 191-195
new feature, 138
process of, 140-142
troubleshooting common errors
with MOSDAL toolkit, 199-204
synchronization not running, 197-198
unrecognized or invalid data in Active Directory, 198-199
verifying
through admin center, 176-177



Event Viewer, checking, 181-182
service status, 177
with Synchronization Service Manager, 178-181
Windows Azure Active Directory Sync
configuring, 170-176
installing with dedicated computer running SQL
Server, 151-163
installing with Windows Internal Database, 164-168
direct synchronization, 790
DirSync command, 327
DirSyncConfigSell.pscl file, 192
Dirsynclnstallshell.pscl file, 158
DirSyncObjects.xml file, 202
disaster recovery, 439, 455
DisplayName attribute, 139
Distinguished Name Properties page, 94
Distribute apps for Office task, 649
Distribute apps for SharePoint task, 649
distribution lists (DLs), 92, 138
DLP (Data Leakage Prevention), 422, 460, 562, 617
DLs (distribution lists), 92, 138
DNS (Domain Name System)
configuring, 81-82
creating entries for Lync Online, 723-727
creating TXT record, 76
dependent technologies, 223
entering TXT records, 77-79
planning environment for Exchange Online, 461
domain controller (DC), 84, 283, 746, 794
domain names
adding to Office 365
DNS, configuring, 81-82
domain purpose, setting, 81-82
licenses, assigning, 80
TXT records, entering, 77-79
users, adding, 80
verifying domain, 79-80
associating multiple to tenant, 75
converting from identity federation to standard
authentication, 123-124
converting from standard authentication to identity
federation
AD FS server on remote Windows 7 workstation, 114-115
AD FS server on Windows Server 2008 R2 or
later, 113-114
AD FS server on Windows Server 2008 SP2, 114-115
verifying successful conversion, 115-117
Domain Name System. See DNS
Domain Proof of Ownership page, 524
Domain Scope page, 485
Domains page, Manage Hybrid Configuration Wizard, 521
downloading
Management Pack, 254
Microsoft Office 365 Deployment Readiness Toolkit, 22
Microsoft Online Service Module, 57

EMC (Exchange Management Console) 827

Microsoft Online Service Sign-in Assistant, 56
Microsoft Report Viewer Redistributable Package, 226
MOSDAL, 49
/download mode, 769
Download Report button, 691
Download Results button, 691
DPM (Data Protection Manager), System Center, 214-215
Dynamic Members page, 286

EAC (Exchange admin center)
administration interface, 612
cutover migration with, 567, 570-573
IMAP migration with, 587-589
overview, 617-619
staged migration with, 579-584
EAS (Exchange ActiveSync Services), 212, 435
ECP (Exchange Control Panel)
administration methods, 53
cutover migration with, 568-570
E-Mail Migration window, 587
IMAP migration with, 585-587
overview, 612-613
staged migration with, 575-579
Edge Transport server, 465
eDiscovery (electronic discovery)
Download Manager page, 692
multi-mailbox search in Exchange Online, 627-630
responsibility for, 612
Sets page, 687
in SharePoint Online, 674-693
Edit Bindings option, 98
Edit Federation Service Properties option, 118
Edit in Browser option, 670
editions of Microsoft Office, 760-762
Edit user settings page, Lync Online Control Panel, 738
Education suites, 6
EHE (Exchange Hosted Encryption), 438, 451-452
electronic discovery. See eDiscovery (electronic discovery)
email. See also Exchange Online
accounts
creating runbooks for, 346-349
mailbox access, granting, 417-418
time zones, changing, 418-419
campaigns, sending responsibly, 439
clients vs. server, 433
sending bulk email to users, 820-821
EmailAddress attribute, 574, 585
E-Mail Addresses tab, 556
E-Mail Migration page, 569, 576, 578
EMC (Exchange Management Console)
adding Exchange Online, 479-482
administration options, 53
installing, 469
migrating mailboxes, 603
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overview, 468, 608-609
on server, 471
on workstation, 471-478
-EnabledSharedAddressSpace parameter, 755
Enable Exchange hybrid deployment check box, 173
Enable multi-factor authentication page, 802
Enable-OrganizationCustomization cmdlet, 423
Enable Password Sync check box, 174
Enable-PSRemoting cmdlet, 114
Enable User activity, 349
Enable wildcard certificate check box, 485
encryption for Exchange Online, 435
Endpoint Protection, System Center, 218-219
enterprise
certificate authority, 97
Enterprise suites, 6
Enterprise Voice vs. peer-to-peer voice, 700
vs. consumer, 3-4
environment, readiness, 21
EOA (Exchange Online Archiving)
access, 450-451
archive size, 448-449
backup and recovery, 449-450
compliance, 451
hybrid archiving, 454
overview, 434
personal archives, 622
EOP (Exchange Online Protection)
next release, 438
overview, 620
Error Reporting page, 473
E suites, 7, 20
ESX, 214
Event Viewer, 181-182
EWS (Exchange Web Services)
configuring for Exchange hybrid model, 508-512
planning for deployment, 469
Exchange 2010 Pre-Deployment Analyzer (ExPDA), 462
Exchange Active Sync is enabled check box, 486
Exchange ActiveSync Services (EAS), 212, 435
Exchange admin center. See EAC
Exchange Client Network Bandwidth Calculator, 40
Exchange Control Panel. See ECP
ExchangeGUID property, 605, 607
Exchange Hosted Encryption (EHE), 438, 451-452
Exchange Hub Transport server, 561
Exchange hybrid model
deploying
capabilities, 460
centralized mail transport disabled, 558-559
centralized mail transport enabled, 560-562
centralized mail transport, enabling/disabling, 562-564
certificates, 482-508
changing MX record, 558
configuring Exchange Web Services, 508-512

configuring hybrid deployment, 517-534
EMC configuration, 471-482
establishing hybrid relationship, 514-516
requirements, 460-462
testing mailbox creation, 542-549
testing mailbox move, 549-557
troubleshooting, 534-542
using Exchange Server Deployment Assistant, 462—-470
migrating mailboxes, 591
Exchange Management Console. See EMC
Exchange Management Shell window, 607
Exchange Online. See also Exchange hybrid model
administration
EAC, 617-619
ECP, 612-613
EMC, 608-609
EOP, 620
FOPE, 614-617
remote Windows PowerShell, 611
capabilities of
backup and recovery, 439-441
Data Leakage Prevention, 456457
messaging limits, 439
Rights Management Service, 457-458
service availability and redundancy, 441-442
compliance
automated deletions, 621
enforced retention, 621
holds, 623-627
Messaging Records Management, 623
multi-mailbox search (eDiscovery), 627-630
personal archive, 622
preserving content, 621
core workloads and concepts
archiving, 434
communication between clients and Exchange
Online, 435-436
communication between Exchange Online and
destination email servers, 436-437
communication between Exchange Online
customers, 437
filtering, 438-439
handling and transport, 435-437
mailboxes and calendaring, 433-434
security, 438
Deployment Readiness tool, 24
domain purpose, 81
establishing Windows PowerShell session with, 414-416
Exchange Hosted Encryption, 451-452
Exchange Online Archiving
access, 450-451
archive size, 448-449
backup and recovery, 449-450
compliance, 451



Forefront Online Protection for Exchange
anti-spam, 443-445
layered protection, 443-444
message handling, 446-447
message quarantining, 445
policies, 445-446
reporting, 447-448
hybrid environment, 20
implementation options
enabling hybrid deployment, 173
hybrid archiving model, 454-455
hybrid mailbox model, 452-453
hybrid mail protection and routing model, 455
plans, 431-432
and public-facing sites, 82
recovering deleted items, 440
Service Descriptions, 430
Exchange Online Archiving. See EOA
Exchange Online for Kiosk Workers, 431
Exchange Online Protection. See EOP
Exchange On-Premises node, 498
Exchange Server 2010 Setup Wizard, 473
Exchange Server Deployment Assistant, 462-470
Exchange Server Enterprise Edition, 431
Exchange Server Standard Edition, 431
Exchange Unified Communications Certificate, 484
Exchange Unified Messaging (UM), 173
Exchange Web Services. See EWS
Exchange Web Services is enabled check box, 487
Excluded Members page, 286
Exit And Show Files option, 200
ExPDA (Exchange 2010 Pre-Deployment Analyzer), 462
Export operation, 183
EXRCA (Microsoft Exchange Remote Connectivity
Analyzer), 534
external collaboration with SkyDrive Pro, 660-664

F
Family Education Right and Privacy Act (FERPA), 14
Federal Information Security Management Act (FISMA), 13
Federal Trade Commission (FTC), 456
federated identities
converting domain from standard authentication to
AD FS server on Windows Server 2008 R2 or
later, 113-114
AD FS server on Windows Server 2008 SP2, 114-115
verifying successful conversion, 115-117
converting domain to standard authentication
from, 123-124
overview, 72-73
Federation server option, 104
federation URL endpoint, 117-121
FERPA (Family Education Right and Privacy Act), 14
fiber optic cable, 27
FILES tab, 668
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file upload size for SharePoint Online, 637
FIM (Forefront Identity Manager)
automating default UPN using, 90
dependent technologies, 223
directory synchronization, 138
licensing, 786
management agents, 788
multi-forest scenarios
account forest and resource forest scenario, 792
direct synchronization, 790
indirect synchronization, 791
overview, 788-789
overview, 786-788
purpose of, 781
FIMSyncAdmins group, 201
FIMSynchronizationService database, 163
Find Text activity, 327
firewalls, 27
FISMA (Federal Information Security Management Act), 13
FOPE (Forefront Online Protection for Exchange)
actions in, 447
anti-spam, 443-445
future releases, 438
layered protection, 443-444
message handling, 446-447
message quarantining, 445
overview, 614-616
policies, 445-446
prerequisite for EHE, 451
reporting, 447-448
vs. SCEP, 218
vs. Hub Transport, 445
ForceChangePassword attribute, 574
force TLS action, 446
Forefront Endpoint Protection 2010, 218
Forefront Identity Manager. See FIM (Forefront Identity
Manager)
Forefront Online Protection for Exchange. See FOPE
Forefront Online Protection for Exchange Outbound
Connector box, 530
Forefront Protection 2010 for Exchange Server (FPE), 438
forests, AD
discovering information about, 23
multi-forest scenarios
account forest and resource forest scenario, 792
direct synchronization, 790
indirect synchronization, 791
overview, 788-789
one-way forest trusts, 785
trusts, 785
two-way forest trusts, 785
FPE (Forefront Protection 2010 for Exchange Server), 438
FQDN (fully qualified domain name), 74, 94, 96
FTC (Federal Trade Commission), 456
Full Backup configuration, 214
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Full Import/Delta Synchronization operation, 183 groups
Full Import/Full Synchronization operation, 183 creating distribution, 419-421
Full Import operation, 182 viewing, 419
Full Synchronization operation, 183 G-tenant, 10
fully qualified domain name (FQDN), 74, 94, 96 GUI (Graphical User Interface), 52, 405
G H
GAL dialog box, 626 headquarters (HQ), 36
GAL (global address list), 92, 452, 460 Health Insurance Portability and Accountability Act
gateways, 27 (HIPAA), 14, 438, 456
Gbps (gigabits per second), 27 Heating Ventilation and Air Conditioning (HVAC)
GCC (Government Community Cloud), 8, 10 systems, 212
General page, Service Level Tracking Wizard, 318 helper scripts, 68
General Properties page, Create Group Wizard, 285 Help files, updating, 416
General Properties page, Update Configuration Wizard, 315 /help mode, 769
geolocation, 29 HIPPA (Health Insurance Portability and Accountability
geo-redundancy, 11, 442 Act), 14, 438, 456
Get-AutodiscoverVirtualDirectory cmdlet, 542 holds (Exchange Online data)
Get-Command cmdlet, 416 creating, 625-627
Get-Credentials cmdlet, 121, 403 criteria-based hold, 624-625
Get-CSUser cmdlet, 756 overview, 623-624
Get-ExchangeCertificate cmdlet, 507 time-based hold, 624
Get-ExecutionPolicy cmdlet, 64, 401 hops, 27
Get-Federationinformation cmdlet, 538, 539 -HostedMigrationOverrideUrl parameter, 756
Get-Group cmdlet, 419, 421 HQ (headquarters), 36
Get-HybridConfiguration cmdlet, 534 HR (Human Resources) task, 325
Get-HybridMailFlow cmdlet, 563, 564 HTTPS (Hypertext Transfer Protocol Sercure), 433, 435
Get-Mailbox cmdlet, 415 Hub Transport
Get-MailboxPermission cmdlet, 418 email handling, 435
GetMailboxRegionalConfiguration cmdlet, 418 Exchange hybrid deployment, 489, 530
Get-MsolDomainFederationSettings cmdlet, 116 vs. FOPE, 445
Get-MsolSubscription cmdlet, 62 Human Resources (HR) task, 325
GetO365LicInfo.psl script, 63, 66 HVAC (Heating Ventilation and Air Conditioning)
Get Object activity, 349 systems, 212
Get Relationship activity, 349 Hybrid Configuration tab, 517
Get-RetentionPolicy cmdlet, 422 hybrid deployments
gigabits per second (Gbps), 27 defined, 9
GLBA (Gramm-Leach-Biley Act), 456 establishing hybrid relationship, 514-516
Global Address List dialog box, 626 Exchange Online
global address list (GAL), 92, 452, 460 configuring, 517-534
Global Administrator account, 150, 197 general discussion, 20, 172
Go Daddy, 76 hybrid archiving model, 454-455
Government Community Cloud (GCC), 8, 10 hybrid mailbox model, 452-453
Government suites, 6 hybrid mail protection and routing model, 455
GPOs (Group Policy Objects), 72, 743, 775 planning for, 463
Gramm-Leach-Biley Act (GLBA), 456 Lync Online
Graphical User Interface (GUI), 52, 405 configuring, 754-756
greater-than symbol ( > ), 422 overview, 714-717
Group management, 786 SharePoint Online, 637
Group Membership tab, 201 SharePoint Online search
Group Policy one-way inbound topology, 697

deploying Office 365 Professional Plus, 775-776 one-way outbound topology, 697

Group Policy Management, 746 two-way topology, 698

Group Policy Objects (GPOs), 72, 743, 775 Hypertext Transfer Protocol Sercure (HTTPS), 433, 435



Hyper-V Dynamic Memory setting, 244
hypervisor, 215

|
laaS (Infrastructure as a Service), 101, 209, 781
IBE (Identity-Based Encryption), 452
IDE (Integrated Development Environment), 410
Identity-Based Encryption (IBE), 452
Identity Management (IDM), 786
identity management in Windows Azure
components all deployed in, 796
components duplicated in, 797-798
overview, 794-795
IETF (Internet Engineering Task Force), 700
1IS 6 Management Compatibility node, 472
11S (Internet Information Server)
administrators for SharePoint Online, 633
certificates, installing on, 97-98
installing on AD FS server, 92
Metabase Compatibility, 231
requirement for Orchestrator, 331
restoring, 127-131
IMAP (Internet message access protocol)
and EOA, 450
Exhange Online protocol support, 433
protocol, 585
IMAP migration
creating .csv file, 585
with EAC, 587-589
with ECP, 585-587
IMAutoArchivingPolicy, 748
IM (Instant Message), 703
Import-ExchangeCertificate cmdlet, 501
importing
Management Pack, 253-263
purchased certificate, 498-506
Import-Module cmdlet, 414
Import-PSSession cmdlet, 405
Incremental Backup configuration, 214
indirect synchronization, 791
Infrastructure as a Service (laaS), 101, 209, 781
Initialize Data activity, 348
In-Place Hold, 624, 626, 627, 684
Input tab, 42
Installation Type page, 474
installing
Microsoft Exchange PST Capture, 593-600
Microsoft Online Services Module, 54
Microsoft Online Services Sign-in Assistant, 56
selecting path Operations Manager installation, 240
Install-OnlineCoexistenceTool cmdlet, 160
Instant Message (IM), 703
Integrated Development Environment (IDE), 410
Integrated Scripting Environment. See PowerShell ISE
(Integrated Scripting Environment)
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Integration Packs (IPs)
and Management Server, 325
SCO, 216
using with Office 365 automation, 344-346
IntelliSense, 66, 406, 408, 410
Intercall, 717
Internet backbone, 28
Internet Engineering Task Force (IETF), 700
Internet Information Server. See 11S
Internet message access protocol. See IMAP
Internet Protocol (IP), 700
Internet Service Provider (ISP), 76
In-Transit flag, 555
Introduction page, Manage Hybrid Configuration
Wizard, 519
Introduction page, New Remote Move Request Wizard, 550
IP (Internet Protocol)
discovering IP addresses, 30
SIP and, 700
Iplocation.net, 31
IPs (Integration Packs). See Integration Packs
ISE (Integrated Scripting Environment). See PowerShell ISE
(Integrated Scripting Environment)
ISP (Internet Service Provider), 76
ITIL (IT Infrastructure Library), 217, 326, 352
ITPA (IT process automation), 325

J
Join Lync Meeting option, 705

K

KB (Knowledge Base), 112

Key Management Server (KMS), 760

key performance indicators (KPIs), 353, 632
Keyword Query Language (KQL), 625, 684
Kiosk plans, 6, 20

KMS (Key Management Server), 760
Knowledge Base (KB), 112

KPIs (key performance indicators), 353, 632
KQL (Keyword Query Language), 625, 684

L
LAN (Local Area Network), 36, 223
large VMs, 799
latency, network
and bandwidth, 26-27
testing for Lync Online, 719-721
Legal Hold, 624
LIBRARY tab, 668
Library workspace, 387
licenses
accepting terms, 245
assigning, 80
script for swapping, 818-819
stand-alone purchases, 5
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suites, 6-8
limits, SharePoint Online
file upload size, 637
site collection limits, 636
storage limits, 635-636
users, 636-637
$LiveCred variable, 404
LOB (line-of-business), 632, 635
Local Area Network (LAN), 36, 223
Local System account, 249
Locations Mapper app, 651, 653, 657
locations of data centers, 28
Lock and turn off Auto Archiving for IMs option, 753
Log Location page, 541
Logon with default credential check box, 480
Long URL option, 487
Lotus Notes to Exchange Online, 20
Lync Federation, 713-714
Lync Online
client, 702-704
conversation history, 742-754
deploying
allowing outgoing connections, 723
DNS entries, 723-727
overview, 718
policies, 742-754
ports and protocols, 722-723
testing network bandwidth and latency, 719-721
dial-in audio conferencing, 717-718
domain purpose, 81
features, 713
hybrid Lync Online
configuring, 754-756
overview, 714-717
Lync Federation, 713-714
Lync Web App, 708-712
managing
Lync Online 2010, 736-741
Lync Online 2013, 728-735
meetings, 704-707
migration considerations, 757
mobile, 707
Outlook Web App and, 708-712
and public-facing sites, 82
terminology
peer-to-peer voice vs. Enterprise Voice, 700
SIP 700
Lync Online Control Panel, 736
Lync Transport Reliability Probe, 19, 45, 719
Lync Voice Client Access Licenses, 699
Lync Web App, 708-712

mailboxes (Exchange Online)
changing size of, 432

cutover migration
with EAC, 570-573
with ECP, 568-570
overview, 566-567
decommissioning on-premises Exchange, 607
Exchange hybrid model deployment
creating, 542-549
moving, 549-557
IMAP migration
creating .csv file, 585
with EAC, 587-589
with ECP, 585-587
limits for Exchange Online plans, 431
Microsoft Exchange PST Capture
installing and using, 593-600
overview, 592
migration best practices
performance, 601-602
reducing TTL for MX records, 601
service throttling, 602
user throttling, 602
migration overview, 565-566
migration using remote Windows PowerShell, 590-591
migration with Exchange hybrid environment, 591
moving to on-premises Exchange
originally created in Exchange Online, 605-607
originally created on-premises, 603-605
recovering deleted, 432
staged migration
creating .csv file, 574-575
with EAC, 579-584
with ECP, 575-579
third-party migration tools, 601
Mailbox Replication Service (MRS), 591
mail-enabled user (MEU), 573
Mail Flow Security page, 531
Mail Flow Settings page, 530
malware, 218
Manage Hybrid Configuration Wizard, 517, 519
Manage License option, 659
management agents
defined, 182-183
FIM, 788
Management Agents tab, 184, 189
management groups, naming, 244
Management Packs (MPs). See MPs
Management Pack Templates node, 300
Management server action account, 249
Management Server component, 325
Manage My Organization option, 568
Manage Myself option, 568, 576, 586
Manage requests for apps task, 649
Manage Result Sources page, 679
MAN (Metropolitan Area Network), 36
manual activity, 386



Map Prompts page, 389, 390
Mbps (megabits per second), 27
medium VMs, 799
meetings, Lync Online, 704-707
megabits per second (Mbps), 27
Members attribute, 139
message quarantining, 445
Message Records Management (MRM), 422, 449
Metalogix, 601
Metropolitan Area Network (MAN), 36
MEU (mail-enabled user), 573
Microsoft Account Team, 19
Microsoft Application Virtualization (App-V)
technology, 764
Microsoft Cloud Vantage Service, 789
Microsoft Developer Network (MSDN), 236
Microsoft Download Center, 409
Microsoft Exchange On-Premises node, 483, 514, 517, 540,
543, 550, 604
Microsoft Exchange PST Capture
installing and using, 593-600
overview, 592
Microsoft Exchange Remote Connectivity Analyzer
(ExRCA), 534
Microsoft Federation Gateway, 516
Microsoft Hyper-V virtual machine, 214, 237
Microsoft Installer (MSI) package, 762
Microsoft Lync 2013 Custom Compliance Policy Settings
folder, 752
Microsoft Management Console (MMC), 78, 405, 471
Microsoft .NET Framework 3.5.1, 55
Microsoft Office 365
automation with Orchestrator
applying runbook concept, 327-329
creating runbooks for email accounts, 346-349
installing, 330-346
overiew of, 326-327
using components of, 329-331
automation with Service Manager
components of, 352-353
configuring, 369-394
installing, 353-358
Orchestrator connector, enabling, 367-369
overview of, 351-352
Self-Service Portal, installing, 358-365
service catalog overview, 365-366
service request automation, 366-367
domain name, adding
adding users and assigning licenses, 80
DNS, configuring, 81-82
licenses, assigning, 80
setting domain purpose and configuring DNS, 81-82
TXT records, entering, 77-79
verifying domain, 79-80
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user accounts
cloud identities, 72
federated identities, 72-73
Microsoft Office 365 Deployment Readiness Toolkit
overview, 21-26
troubleshooting data quality errors, 198
Microsoft Office Subscription Error message, 777
Microsoft.Online.DirSync.Scheduler.exe.Config file, 194
Microsoft Online Services Diagnostics and Logging
Toolkit. See MOSDAL Toolkit
Microsoft Online Services Module
overview, 54-59
testing, 60-65
Microsoft Online Services Sign-in Assistant, 56, 401
Microsoft Operations Framework (MOF), 217, 326, 352
Microsoft Outlook, 433
Microsoft Remote Connectivity Analyzer, 46-48
Microsoft Report Viewer Redistributable Package, 226
Microsoft Server Manager, 397
Microsoft Silverlight, 364
Microsoft Software License Terms for the Directory Sync
tool, 153, 165
Microsoft Software License Terms page, 473
Microsoft SQL Server
directory synchronization, installing, 151-163
installing, 334-335
Microsoft Updates, 218, 363
Microsoft Visual Studio, 410
Migrate to Exchange Online option, 571, 580
migrating mailboxes (Exchange Online)
best practices
performance, 601-602
reducing TTL for MX records, 601
user throttling, 602
cutover migration
with EAC, 570-573
with ECP, 568-570
overview, 566-567
with Exchange hybrid environment, 591
IMAP migration
creating .csv file, 585
with EAC, 587-589
with ECP, 585-587
Microsoft Exchange PST Capture
installing and using, 593-600
overview, 592
moving to on-premises Exchange
originally created in Exchange Online, 605-607
originally created on-premises, 603-605
overview, 565-566
using remote Windows PowerShell, 590-591
staged migration
creating .csv file, 574-575
with EAC, 579-584
with ECP, 575-579
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third-party migration tools, 601
using remote Windows PowerShell, 590-591
migration
Lync Online considerations, 757
options for Exchange Online, 566
MigrationErrors.csv, 567
MigrationStatistics.csv, 567
miisclient.exe graphical Ul, 180
MMC (Microsoft Management Console), 78, 405, 471
mobile access to SkyDrive Pro, 669-670
mobile Lync Online, 707
MOF (Microsoft Operations Framework), 217, 326, 352
Monitor Folder activity, 327
Monitoring Overview pane, Operations Manager, 262
monitoring with System Center
alert notifications
creating alert recipients, 262-270
creating subscription, 270-281
resources for, 280-281
App Controller, 219-221
Configuration Manager, 210-212
Data Protection Manager, 214-215
Endpoint Protection, 218-219
importing Management Pack, 253-263
Operations Manager
downloading Service Pack 1 media, 236-237
installing, 225-235, 238-253
overview, 212-214
Orchestrator, 216
overview, 207-209
planning
administering monitoring solution, 224-225
evaluating what to monitor, 222-224
monitoring targets, 225
Service Manager, 217-218
Virtual Machine Manager, 214-215
MORE ACTIONS option, 659
More secure option, 295
MOSDALLog_Directory_Synchronization_Tool file, 200, 202
MOSDAL (Microsoft Online Services Diagnostics and
Logging) Toolkit
overview, 48-52
troubleshooting data quality errors, 198
Windows PowerShell and, 52-54
Move configuration page, 588
Move Settings page, 553
MPs (Management Packs)
and monitoring, 222
catalog for, 253
configuring, 291-304
creating runbook automation activity, 380
defined, 253
importing, 253-263
and Operations Manager, 213
watcher nodes, 300-304

MRM (Messaging Records Management)
retention policies, 422, 623
retention tags, 623
time limits on, 449
MRS (Mailbox Replication Service), 591
MSDN (Microsoft Developer Network), 236
msExchArchiveStatus attribute, 172
msExchUCVoiceMailSettings attribute, 173
MSI (Microsoft Installer) package, 762
multi-factor authentication
Azure Multi-Factor Authentication, 800-802
initial verification process, 802-805
overview, 799-800
multi-forest scenarios
account forest and resource forest scenario, 792
direct synchronization, 790
indirect synchronization, 791
overview, 788-789
multi-mailbox search (eDiscovery), 627-630
MX records
Exchange hybrid model, 558
reducing TTL, 601
verifying DNS, 77

N
NAT (Network Address Translation), 536
NDR backscatter prevention, 444
NetBIOS method, 92
Netdom command-line tool, 783
network
latency, 26-27
performance statistics, 35
signal degradation, 27
testing speed, 29
Network Address Translation (NAT), 536
New Dashboard and Widget Wizard, 313, 321
New-DistributionGroup cmdlet, 419, 420
New Exchange Certificate Wizard, 483
New federation server farm option, 108
New Hybrid Configuration Wizard, 514, 515, 516
New Import List button, 599
New Lync Meeting option, 705
New Other Records option, 526
New PC scenario, 210
New PST Search Wizard, 596
New Registry Properties dialog box, 748
New Remote Mailbox Wizard, 542, 547
New Remote Move Request Wizard, 550, 604, 605
New-RetentionPolicyTag cmdlet, 423
New Site Collection dialog box, 644
New Trust Wizard, 783
non-ASClII characters, 575
No Subscription Found error message, 777
Notification node, Administration pane, 263



notifications
creating alert recipients, 262-270
creating subscription, 270-281
resources for, 280-281

Notification Subscriber Wizard, 264-271

o
0365 tab, 199
OAB (offline address book), 470, 512
Object Selection page, 286
OCT (Office Customization Tool), 773
Office 365
admin resource center, 19
certifications, 13-14
Community site, 19
core competency, 12
data center locations, 28
economies of scale, 11
GCC version, 10
licensing
stand-alone purchases, 5
suites, 6-8
overview, 4
portal page, 802
redundancy, 11-12
regulatory compliance, 14-15
scalability, 11
screen shots in book, 9
subscription model, 10-11
suite of tools in, 18
terminology
hybrid, 9
tenant, 8
tenant name, 8
vanity domain name, 9
waves, 9
Trust Center, 12-13
Office 365 Deployment Guide, 20-21
Office 365 Home Premium, 6
Office 365 Midsize Business, 6
Office 365 Professional Plus
Click-to-Run process
customizing, 769-771
modes for, 769-771
overview, 764-768
vs. MSI, 771-773
deploying
32-bit vs. 64-bit version, 775
Group Policy, 775-776
overview, 762-763
system requirements, 775
virtualization, 776-777
Microsoft Office editions, 760-762
Office on Demand, 773-774

Overview page, Lync Online Control Panel

patching, 774

Service Description, 762

troubleshooting
Activation Error, 778

Microsoft Office Subscription Error, 777

No Subscription Found, 777

Office Subscription Removed, 777
Office 365 Service Descriptions, 19-20
Office 365 Small Business Premium, 6
Office Customization Tool (OCT), 773
Office Deployment Tool, 769
Office Professional Plus subscription, 218

Office Subscription Removed error message, 777

Office Web Apps, 670-674

offline address book (OAB), 470, 512
one-way forest trusts, 785

Online Connection Settings page, 595
OnPrem Import List option, 599
Opalis, 216

OpenPegasus, 213

operating systems (OS), 54, 210
OperationsManagerDW, 305

Operations tab, Synchronization Service Manager

window, 192
operator console dashboards, 311-312
opportunistic TLS, 437

Orchestrator Exchange Admin Integration Pack, 344

Orchestrator, System Center
console port, 342
overview, 216
Product registration page, 336
runbook changes not updated, 379
Runbook Designer console, 347,370
Setup window, 335
Organizational Unit (OU), 90
Organization and Location page, 492
OS (operating systems), 54, 210
Other New Records option, 78
Other verification option, 808
OU (Organizational Unit), 90
outgoing connections, 39

Outlook Anywhere is enabled check box, 487

outlook.com
geolocation information for, 31
pinging, 30
Outlook Web App (OWA)
and .pst files, 434
ECP, 612
Exchange Online plans, 431
hybrid Exchange environment, 460
Lync Online and, 708-712
traffic analysis, 36

Overview page, Lync Online Control Panel, 736
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/packager mode, 771
packet loss, 46
PALs (Partner Access Licenses), 139, 636, 660
Password attribute, 574, 585
Password Synchronization screen, 174
Patriot Act, 456
PBX (Private Branch eXchange), 699
peer-to-peer voice vs. Enterprise Voice, 699, 700
performance, migrating mailboxes, 601-602
permissions
changing using PowerShell, 417
SharePoint Store, 655-657
PERMISSIONS tab, 668
personally identifiable information (PIl), 456
Personal Storage Table (PST) files, 434, 622
PGi (Premiere Global), 717
PhoneFactor, 800
Pll (personally identifiable information), 456
ping command, 30
pipe, defined, 422
PKI (private key infrastructure), 451
Plan 1/Plan 2, 20
planning for Office 365
foundational planning and remediation tasks, 18
Microsoft Office 365 Deployment Readiness Toolkit, 21-26
Microsoft Online Services Diagnostics and Logging
(MOSDAL) Support Toolkit, 48-52
Microsoft Remote Connectivity Analyzer, 46-48
Microsoft Windows PowerShell Integrated Scripting
Environment (ISE) 3.0, 66-68
network
email traffic analysis, 39-43
misconception about distance, 28
quality vs. quantity, 27
requirements for Lync Online, 44-46
requirements for SharePoint Online, 43-44
speed tests, 28-34
traffic analysis, 35-39
Office 365 Deployment Guide, 20-21
Office 365 Service Descriptions, 19-20
service-specific planning and remediation tasks, 18
tools for, 18-19
Windows PowerShell and
Microsoft Online Services Module, 54-59
overview, 52-53
testing Microsoft Online Services Module, 60-66
POC (proof of concept), 330
Policies node, 751
Policy management, 786
POP (Post Office Protocol)
and EOA, 450
Exchange Online protocol support, 433
ports for Lync Online, 722-723
pound (#) key, 800

PowerShell
closing sessions, 405
cmdlets, 396
customizing user interface, 403
directory synchronization, activating with, 144-145
directory synchronization, forcing unscheduled
through, 191-195
environment preparation
configuring WinRM settings, 401-402
connecting PowerShell to Office 365 service, 403-405
pre-configured for workstation or server, 396-404
examples and exercises
Admin Audit log, using, 421-422
Exchange Online, establishing session with, 414-416
groups, creating distribution, 419-421
groups, viewing, 419
Help files, updating, 416
mailbox access, granting, 417-418
permissions, validating, 418
retention policies, creating, 423-425
retention policies, viewing, 422-423
time zones, changing, 418-419
as future interface, 405
Integrated Scripting Environment
navigating, 409-414
starting from Windows 7, 407-408
starting from Windows 8, 407
starting from within Windows PowerShell, 407
Microsoft Online Services Module
overview, 54-59
testing, 60-65
Office 365 commands listing, 424
online resources, 822
overview, 52-53
remoting, 53
scripts
activating services, 819-820
creating cloud identities from csv file, 814
determining subscription name, 813
generating subscription assignment report, 815-818
generating user list, 815
purging deleted users, 820
sending bulk email to users, 820-821
swapping licenses, 818-819
synchronizing AD account with Office 365, 375
testing scripts on test tenant, 414
underlying services, 395-396
upgrading, 399
verifying successful domain conversion, 115-116
PowerShell ISE (Integrated Scripting Environment)
Command Pane, 410
debugging in, 406
executing scripts in, 91
Module view in, 424
navigating, 409-414



overview, 66—68
required tools, 53
starting from Windows 7, 407-408
starting from Windows 8, 407
starting from within Windows PowerShell, 407
upgrading, 409
using as Administrator, 399
Preboot Execution Environment (PXE), 210
Preferred Server drop-down box, 32
Premiere Global (PGi), 717
Preview Results window, 685
primary federation server, 101
primary mailbox, searching, 433
Private Branch eXchange (PBX), 699
private key infrastructure (PKI), 451

Progress page, Manage Hybrid Configuration Wizard, 532

Project Online, 4

proof of concept (POC), 330

protocols for Lync Online, 722-723
ProxyAddresses attribute, 173

proxy role, 100-101

PSTN (public switched telephone network), 700
PST (Personal Storage Table) files, 434, 622
public-facing website, 82

public switched telephone network (PSTN), 700
purging deleted users, 820

PXE (Preboot Execution Environment), 210

QoS (Quality of Service), 35
Quarantine action, 446
Quest Software, 601

Quick Links, 24

R
RAM (random-access memory), 244
RBAC (Role Based Access Control), 224, 612, 786
Readiness Checks page, 476
read-only domain controller (RODC), 793
Recipient Configuration node, 543, 550, 604
recipients, limits on, 439
Recoverable Items folder, 440
recovering deleted items, 440
Recover License option, 659
Recovery Point Objective (RPO), 442
Recovery Time Objective (RTO), 442
Redirect action, 446
redundancy

business case for cloud, 11-12

data center locations and, 28
Refresh PC scenario, 210
Registry Editor (Regedit), 744
regulatory compliance, 14-15
Reject action, 446
released to manufacturing (RTM), 429

RTO (Recovery Time Objective)

Relying Party Trust option, 117
remediation tasks
defined, 18
foundational planning and, 18
service-specific planning and, 18
Remote-AutodiscoverVirtualDirectory cmdlet, 542
Remote Procedure Call (RPC), 48, 435
Remote Target Database box, 604
remote workers, single sign on scenarios
not logged on to corporate network, 84
on virtual private network connection, 83-84
remoting with PowerShell, 53
Remove on the Actions pane, 129
Remove-PSSession cmdlet, 405, 611
Repair-SPOSite cmdlet, 696
Repeat Count value, 289
Replace PC scenario, 210
Report a Violation option, 659
reports (SCOM), 305-310
Report Tasks pane, 306
Request License option, 659
request offering
creating, 387-390
in Self-Service Portal, 392-394
Request timed out error message, 30
Require sign-in check box, 664
re-routing of connections, 28
Research In Motion (RIM), 436
Resolution State window, 275
resource forest, 792
Resource Record Type dialog box, 78
resources, SCOM notifications, 281
Restart Manager, 408
retention of data
enforced, 621
policies
creating, 423-425
defined, 623
viewing, 422-423
tags, 623
Return on Investment (ROI), 4, 222, 325
Return to site link, 651
Rights Management Service (RMS), 457-458
RIM (Research In Motion), 436
RODC (read-only domain controller), 793
ROI (Return on Investment), 4, 222, 325
Role Based Access Control (RBAC), 224, 612, 786
Roles & Auditing page, 613
Roles Summary pane, 92
RootCAType, 507
routers, 27
RPC (Remote Procedure Call), 48, 435
RPO (Recovery Point Objective), 442
RTM (released to manufacturing), 429
RTO (Recovery Time Objective), 442
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Run As Account Creation Progress page, 296 executing, 64
Run As Account Credentials page, 294 helper scripts, 68
Run As Account Distribution Security page, 295 in Operations Manager, 213
Run as Administrator icon, 398 PowerShell
Run As Configuration node, 293 activating services, 819-820
runbook automation creating cloud identities from csv file, 814
creating activity template, 379-383 determining subscription name, 813
flow of, 367 generating subscription assignment report, 815-818
Orchestrator Runbook Designer console, 370 generating user list, 815
process overview, 369 purging deleted users, 820
Runbook Control Integration Pack folder, 348 sending bulk email to users, 820-821
Runbook Designer, 216, 325, 329, 341 swapping licenses, 818-819
runbooks saving, 68
applying concept to office 365, 327-329 SDK (Software Development Kit), 328
creating for Office 365 email accounts, 346-349 Search-AdminAuditLog cmdlet, 421, 422
defined, 216 Search All Now button, 598
finalizing, 371-379 searching
modifying for testing, 379 EOA mailboxes, 451
naming, 372 multi-mailbox in Exchange Online, 627-630
not updating in Orchestrator database, 379 primary mailbox, 433
Run Management Agent dialog box, 190 SharePoint Online hybrid environment
run profiles, 182-183 one-way inbound topology, 697
Run the query every option, 302 one-way outbound topology, 697
two-way topology, 698
S secondary federation servers, 101
Saa$S (Software as a Service), 720 Secure Sockets Layer (SSL), 27, 700
SafeRecipientHash attribute, 172 Security Assertion Markup Language (SAML) toke, 119
SafeSendersHash attribute, 172 Select a Target Class page, 319
samAccountName attribute, 139 Select a well known Naming Context option, 133
SAML (Security Assertion Markup Language) toke, 119 Select Client Access Server dialog box, 529
SANs (subject alternative names), 496, 537 Select features page, 231
Save Policy Rule on the Actions pane, 616 Select Management Packs page, 256
scalability Select Services page, 504
business case for cloud, 11 Select Stand-Alone or Farm Deployment page, 108
economy of, 11 self-repairing connections, 28
SCO. See Orchestrator, System Center Self-Service Portal
SCOM (System Center 2012 Operations Manager) installing, 358-365
alert views, 289-290 request offering in, 392-394
dashboards service offering in, 392-394
creating, 312-317 Silverlight required, 365
operator console dashboards, 311-312 Self Signed column, 498
SLA dashboards, 317-323 Send Instant Message icon, 710
downloading Service Pack 1 media, 236-237 Send Mail activity, 327
identifying dependent servers, 283-286 Server Certificates option, 93
installing, 225-235, 238-253 Server Configuration node, 483, 498, 508, 540, 608
management pack server farm, 100
configuring, 291-304 Server Role selection page, 475
watcher nodes, 300-304 server-side session, 403
overview, 212-214 Service Descriptions
reports, 305-310 downloading, 430
state views, 287-288 for Exchange Online, 430
SCOM Web Application Monitoring Wizard, 291 for Office 365 Professional Plus, 762
screen shots in book, 9 for SharePoint Online, 633-635
scripts Service Level Agreement. See SLA

authoring pane in PowerShell ISE, 67 Service Level Objectives page, 320



Service Manager Integration Pack, 344
Service Manager, System Center, 217-218
service offering
creating and publishing, 390-392
in Self-Service Portal, 392
service request template, 383-387
Service Request Template form, 384
services, activating via script, 819-820
service (SRV) records, 461
service throttling, 602
Session Initiation Protocol. See SIP
sessions, PowerShell, 405
Set as common name option, 490
Set-ExecutionPolicy cmdlet, 64, 401
Set-HybridMailFlow cmdlet, 563
Set it up now button, 802
Set mailbox link, 600
Set-MailboxRegionalConfiguration cmdlet, 419
Set-MsolAdfsContext cmdlet, 121
Set Service Communications option, 120
Set up and manage Active Directory synchronization
page, 145
Set up link for Active Directory synchronization, 149
SharePoint 2010, 359
SharePoint Foundation 2010, 359
SharePoint Foundation 2013 Server, 359
SharePoint Online
architecture, 633
compliance with eDiscovery, 674-693
domain purpose, 81
hybrid model, 637
limits
file upload size, 637
site collection limits, 636
storage limits, 635-636
users, 636-637
managing
SharePoint Online 2010, 642-645
SharePoint Online 2013, 638-641
Office Web Apps, 670-674
overview, 631-632
and public-facing sites, 82
search in hybrid environment
one-way inbound topology, 697
one-way outbound topology, 697
two-way topology, 698
Service Description, 633-635
SharePoint Online Management Shell, 694-696
SharePoint Store
adding apps to sites, 655-657
managing app licenses, 657-659
overview, 646-654
permissions, 655-657
SkyDrive Pro
external collaboration capabilities, 660-664

SourceAD update

managing external sharing, 664-669
mobility, 669-670
overview, 659-660
storage, 660
SharePoint Online Management Shell, 694-696
SharePoint Store
adding apps to sites, 655-657
managing app licenses, 657-659
overview, 646-654
permissions, 655-657
Sharing dialog box, 663
Show error details link, 578
signal degradation, 27
Simple Mail Transfer Protocol (SMTP), 48, 436
Simple Network Management Protocol (SNMP), 212
single sign on. See SSO
single sign on (SSO)
defined, 71
lifetime, 119
requirements for, 84-86
scenarios
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remote worker not logged on to corporate network, 84

remote worker on virtual private network
connection, 83-84

SLA and, 224

when to implement, 73

in Windows Azure, 794-795
SIP (Session Initiation Protocol)

overview, 699-700

URIs, 700
site collections, limits on, 636
sites, SharePoint Online, 655-657
-SkipUserConversion parameter, 123, 124
SkyDrive Pro

external collaboration capabilities, 660-664

managing external sharing, 664-669

mobility, 669-670

overview, 659-660
SLA (Service Level Agreement)

and Service Descriptions, 19

dashboards displaying, 317-323

financial obligations, 441

for EOA, 449

leveraging with Windows Azure, 101

monitoring, 224, 293
small VMs, 799
SMS (Systems Management Server) 1.0, 210
SMTP (Simple Mail Transfer Protocol), 48, 278, 436
SNMP (Simple Network Management Protocol), 212
Software as a Service (SaaS), 720
Software Development Kit (SDK), 328
SourceAD Delta Import Delta Sync operation, 193
SourceAD Export Sync operation, 193
SourceAD Management Agent, 187
SourceAD update, 185
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spam directory synchronization, verifying with, 178-181
blacklists, 444 Synchronization Statistics pane, 188
FOPE protection, 218, 438, 443 SyncTimelnterval key value, 195
Specify a Service Account page, 109 System Center
Specify IM and Call Logging in Outlook dialog box, 753 alert notifications
speedtest.net, 31 creating alert recipients, 262-270
SPN (service principal name), 111 creating subscription, 270-281
SQL Reporting Services report, 309 resources for, 280-281
SQL Server App Controller, 219-221
Installation Center, 334 Configuration Manager, 210-212
installing, 354 Data Protection Manager, 214-215
Management Studio console, 379 Endpoint Protection, 218-219
Native Client, 156 importing Management Pack, 253-263
SQL Server Reporting Service (SSRS). See SSRS Operations Manager
SRV (service) records, 461 downloading Service Pack 1 media, 236-237
SSL (Secure Sockets Layer), 27, 361, 700 installing, 225-235, 238-253
SSO (single sign on). See single sign on (SSO) overview, 212-214
hybrid Exchange environment, 465 Orchestrator, 216
SSRS (SQL Server Reporting Service) overview, 207-209
Configuration Manager reporting, 212 planning for monitoring
Operations Manager reporting, 250 administering monitoring solution, 224-225
staged migration evaluating what to monitor, 222-224
creating .csv file, 574-575 monitoring targets, 225
with EAC, 579-584 Service Manager, 217-218
with ECP, 575-579 Virtual Machine Manager, 214-215
stand-alone AD FS server, 108 System Center 2012 Orchestrator
stand-alone purchases, 5 Data Bus in, 370
Start Configuration Wizard now option, 156, 168 installing
Start-OnlineCoexistenceSync cmdlet, 192, 607 completing installation, 335-344
star topology, 27 installing Microsoft SQL Server, 334-335
Start-Process cmdlet, 407 Integration Packs, 344-346
Start Test button, 719 prerequisites for, 331-333
StateAlertPerformance dashboard, 304 overiew of, 326-327
state views (SCOM), 287-288 runbooks
storage applying concept, 327-329
SharePoint Online limits, 635-636 automation, 367
SkyDrive Pro, 660 creating for email accounts, 346-349
Stored Conversations folder, 433 System Center connector, completing integration, 370-373
Subgroups page, 286 System Center connector, enabling, 367-369
subject alternative names (SANs), 496, 537 using components of, 329-331
Subscriber Addresses page, 269 System Center 2012 Service Manager
Subscriber Name text box, Notification Subscriber and SharePoint Foundation 2013 Server, 359
Wizard, 264 architecture of, 352
subscription assignment report, 815-818 components of, 352-353
subscription model, 10-11 configuring automation
subscription name, determining, 813 completing Orchestrator integration, 370-371
subscriptions, creating, 270-281 request offering, creating, 387-390
Suffixes tab, UPN, 88 request offering, in Self-Service Portal, 392-394
suites, 6-8 runbook automation activity template, creating, 379-383
Summary Dashboard option, 313 runbooks, finalizing, 371-379
Summary page, 280 service offering, creating and publishing, 390-392
-SupportMultipleDomain parameter, 114, 115 service offering, in Self-Service Portal, 392-394
swapping licenses, 818-819 service request template, creating, 383-387
Synchronization Service Manager hardware requirements, 353
directory synchronization, forcing unscheduled installing, 353-358

with, 183-192



Orchestrator connector, enabling, 367-369
overview of, 351-352

runbook automation, 367

Self-Service Portal, installing, 358-365
service catalog overview, 365-366

service request automation, 366-367
software requirements, 353

System Center connector, completing integration, 370-371

Systems Management Server (SMS) 1.0, 210

T
Tailspin Toys, 678
TargetAddress property, 573
Target Delivery Domain box, 553, 604
targets, monitoring, 225
TargetWebService, 189, 190
TargetWebService Delta Confirming Import Sync
operation, 193
TargetWebService Export Sync operation, 193
Team Foundation Services (TFS) Online, 4
TechNet, 430
technical contact, 196
tenant, 8
tenant name, 8
tenants
for testing, 414
terminology
hybrid, 9
Lync Online
peer-to-peer voice vs. Enterprise Voice, 700
SIP 700
tenant, 8
tenant name, 8
vanity domain name, 9
waves, 9
testing, 60-65
test tenant, 414
TFS (Team Foundation Services) Online, 4
ThirdParty certificate type, 507
throttling limits, 19
ticketing systems, 214
Tier 1 networks, 28
time-based hold, 624
Time To Live (TTL), 601
time zones, changing, 418-419
TLDs (top-level domains), 114, 115
TLS (Transport Layer Security), 27, 437, 700
top-level domains (TLDs), 114, 115
tracing email messages, 448
Transport Layer Security (TLS), 27, 437, 700
troubleshooting
Exchange hybrid model
Autodiscover service, 534-537
resetting Autodiscover virtual directory, 539-542
virtual directory security settings, 537-539

User Prompts page

Office 365 Professional Plus
Activation Error, 778
Microsoft Office Subscription Error, 777
No Subscription Found, 777
Office Subscription Removed, 777
tools for, 18-19
Trust Center, 12-13
Trust Relationships node, 117
trusts
one-way forest trusts, 785
overview, 783-785
two-way forest trusts, 785
TTL (Time To Live), 601
two-way forest trusts, 785
TXT record, 526
TXT records
confirming domain ownership, 77
entering, 77-79

U
UAC (User Account Control), 397
UM (Unified Messaging), 431
Unified Communications certificate, 494, 495, 537
Unified Messaging (UM), 431
Uninterruptable Power Supplies (UPS), 213
unlimited storage, 449
Update Activity activity, 349
Update-Help cmdlet, 416
Update-HybridConfiguration cmdlet, 539
Update-SCSMConnector cmdlet, 369
Update Sequence Number (USN), 183
UPN Suffixes tab, 88
UPN (User Principal Name)

common problems, 86

format, 137,171

remediating suffix, 86-91
UPS (Uninterruptable Power Supplies), 213
uptime

for EOA, 449

guaranteed by FOPE, 442
Use AutoDiscover check box, 680
Use Microsoft Update option, 363
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Use mutual TLS to help secure Internet mail check box, 489

Use Office On Demand option, 773
User Account Control (UAC), 397
user accounts
adding users and assigning licenses, 80
cloud identities, 72
federated identities, 72-73
User Administration portal page, 549
user list, generating via script, 815
User management, 786
UserName attribute, 585
User Principal Name (UPN). See UPN
User Prompts page, 388
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users
purging deleted, 820
sending bulk email to, 820-821
throttling, 602

Users & Groups page, 569, 576

USN (Update Sequence Number), 183

\")

vanity domain name, 9

verbose console pane, 67

Verification required dialog box, 804

Verify Prerequisites Again option, 242

View Installed Updates link, 127

virtual directory security settings
troubleshooting Exchange hybrid model

deployment, 537-539

virtualization
deploying Office 365 Professional Plus, 776-777
VM sizing in Windows Azure, 798-799

Virtual Machine Manager, System Center. See VMM, System

Center

virtual private network (VPN), 83

Virtual Server hosts, 328

virus protection, 218, 442

VMM (Virtual Machine Manager), System Center, 214-215

VMs (virtual machines), 244

VMware, 214

voice quality, Lync Online, 46

VolIP (Voice over IP), 700

Voltage Security, 438

Volume Shadow Service (VSS) API, 214

VPN (virtual private network), 83

VSS (Volume Shadow Service) API, 214

w
watcher nodes, 300-304
waves, 9
Web Application Editor, 301
Web App Transaction Monitoring pane, 300, 301
Web Management Tools node, 472
Web Server Role page, 232
Web Service port, 342
Welcome page, Configuration Wizard, 170
Welcome page, Directory Sync Setup Wizard, 152, 164
-whatif parameter, 91
WID (Windows Internal Database). See Windows Internal
Database
Wildcard certificate, 485
wildcard certificates, 95
Windows 7
PowerShell ISE in, 407-408
remote workstations, 114-115
WinRM versions, 397
Windows 8
PowerShell ISE in, 407, 409
WinRM versions, 397

Windows Authentication, 231
Windows Azure
App Controller and, 219, 220
identity and SSO for Office 365, 794-795
identity management components all deployed in, 796
identity management components duplicated in, 797-798
on-premises dependencies supported in, 793-794
VM sizing, 798-799
Windows Azure Active Directory Module for Windows
PowerShell
converting domain from identity federation to, 123-124
downloading, 113
installing, 401
Windows Azure Active Directory Sync
configuring, 170-176
installing with dedicated computer running SQL
Server, 151-163
installing with Windows Internal Database, 164-168
service for, 177
Windows Computer state view, 288
Windows Internal Database (WID)
directory synchronization, installing, 164-168
planning architecture, 99
system requirements, 148
Windows InTune, 212
Windows PowerShell. See PowerShell
Windows PowerShell Integrated Scripting Environment
(ISE) 3.0. See PowerShell ISE (Integrated Scripting
Environment)
Windows Presentation Foundation (WPF), 408
Windows Remote Management. See WinRM
Windows Server 2008 R2
converting domain from standard authentication to identity
federation, 113-114
PowerShell ISE in, 409
WinRM versions, 397
Windows Server 2008 SP2, 114-115
Windows Server 2012, 397
Windows Server Update Services (WSUS),, 772
Windows WF (Workflow Foundation), 787
WinRM (Windows Remote Management)
Basic authorization, 402
configuring settings, 401-402
determining version, 397-399
listener service, 114
upgrading, 399
verifying running status, 399-401
versions, 397
WPF (Windows Presentation Foundation), 408
Write Web Page activity, 327
WSUS (Windows Server Update Services), 772

X
XenServer, 215
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