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Introduction

hen Microsoft Learning puts together exam objectives for an exam, it doesn’t randomly

select pages from TechNet. Instead, in conjunction with subject matter experts and
representatives of the product team, it puts together a list of tasks and areas of knowledge
that represents what someone in a specific job role would do and need to know on a day-to-
day, a weekly, or even a monthly basis.

Each exam maps to a different job role. The objectives for the 70-411 exam are a list of
tasks and areas of knowledge that describe what an administrator of the Windows Server
2012 operating system with several years of on-the-job experience (managing other server
operating systems as well as Windows Server 2012) does and understands. The objectives
don't cover everything that a Windows Server 2012 systems administrator would know, and
there will be tasks and areas that will be relevant to one person’s real world role and not an-
other, but the exam objectives provide a reasonable approximation of that role.

This book covers the majority of the topics and skills that are the subject of the Microsoft
certification exam 70-411. The idea behind this book is that by reading it, you can learn how
to perform tasks you may need to perform on a day-to-day basis in your role as a Windows
Server 2012 administrator. Using the exam objectives as a working definition of that role has
the additional benefit of giving you a better understanding of the topics and tasks listed on
the 70-411 exam objectives. This book will assist you in preparing for the exam, but it's not a
complete exam preparation solution. If you are preparing for the exam, you should use ad-
ditional study materials, such as practice tests and Exam Ref 70-411: Administering Windows
Server 2012 (Microsoft Press, 2013) to help bolster your real-world experience. For your refer-
ence, a mapping of the topics in this book to the exam objectives is included in the back of
the book in the Objectives Map.

By using this training guide, you will learn how to do the following:
m Deploy, manage, and maintain servers

m Configure file and print services

m Configure network services and access

m Configure a network policy server infrastructure

m Configure and manage Active Directory

m Configure and manage Group Policy
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System requirements

The following are the minimum system requirements your computer needs to meet to com-
plete the practice exercises in this book. This book is designed assuming you will be using
Hyper-V—either the client version available with some editions of Windows 8 or the version
available in Windows Server 2012. You can use other virtualization software instead, such as
VirtualBox or VMWare Workstation, but the practice setup instructions in the Appendix as-
sume that you are using Hyper-V.

Hardware and software requirements

This section presents the hardware requirements for Hyper-V and the software requirements.

Virtualization hardware requirements

If you choose to use virtualization software, you need only one physical computer to perform
the exercises in this book. That physical host computer must meet the following minimum
hardware requirements:

m x64-based processor that includes both hardware-assisted virtualization (AMD-V or
Intel VT) and hardware data execution protection. (On AMD systems, the data execu-
tion protection feature is called the No Execute or NX bit. On Intel systems, this feature
is called the Execute Disable or XD bit.) These features must also be enabled in the
BIOS. (Note: You can run Windows Virtual PC without Intel-VT or AMD-V.) If you want
to use Hyper-V on Windows 8, you need a processor that supports Second Level Address
Translation (SLAT).

m 8 GB of RAM (more is recommended).

m 80 GB of available hard disk space.

m |nternet connectivity.

Software requirements
The following software is required to complete the practice exercises:

®  Windows Server 2012 evaluation. You can download an evaluation edition of Windows
Server 2012 in iso format from the Windows Server and Cloud Platform website at
http://www.microsoft.com/server.
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Virtual Machine setup instructions

The instructions for building the virtual machine environment that allow you to perform the
exercises in this book are located in the Appendix.

Acknowledgments

I'd like to thank the following people for their dedication and help in getting this book writ-
ten: Troy Mott, Randall Galloway, Nancy Sixsmith, Holly Bauer, and Jeff Riley.

Errata & book support

We made every effort to ensure the accuracy of this book and its companion content. Any er-
rors that have been reported since this book was published are listed on our Microsoft Press
site:

http://aka.ms/TGAdminWinServer2012/errata
If you find an error that is not already listed, you can report it to us through the same
page.

If you need additional support, send an email to Microsoft Press Book Support at
mspinput@microsoft.com.

Please note that product support for Microsoft software is not offered through the
previous addresses.

We want to hear from you

At Microsoft Press, your satisfaction is our top priority, and your feedback is our most valu-
able asset. Please tell us what you think of this book at:

http://www.microsoft.com/learning/booksurvey

The survey is short, and we read every one of your comments and ideas. Thanks in ad-
vance for your input!

Stay in touch

Let's keep the conversation going! We're on Twitter: http://twitter.com/MicrosoftPress.
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Managing Group Policy
application and infrastructure

here is far more to managing Group Policy than knowing the location of specific policy

items. After your environment has more than a couple of Group Policy Objects (GPOs),
you have to start thinking about issues such as how they apply, who can edit them, what to
do if substantive changes in policy need to be rolled back, and how you can track changes
in Group Policy over time. In this chapter, you'll learn how to back up, restore, import, and
export GPOs. You'll learn how to delegate the process of editing and applying GPOs and
how to resolve configuration problems related to the application of Group Policy.

Lessons in this chapter:
m Lesson 1: Group Policy Object maintenance

m Lesson 2: Managing the application of Group Policy

Before you begin

To complete the practice exercises in this chapter, you need to have deployed computers
DC, SYD-A, and SYD-B, as described in the Appendix, using the evaluation edition of Win-
dows Server 2012.

Lesson 1: Group Policy Object maintenance

As an experienced systems administrator pursuing certification, you have a reasonable idea
of how to use Group Policy. The administration of Group Policy doesn't just occur at the
level of configuring individual policies. In large organizations with many policies, it's neces-
sary to have a maintenance strategy. Ensuring that important Group Policy Objects (GPOs)
are backed up and recoverable is as important as backing up and recovering other critical
services such as DNS and Dynamic Host Configuration Protocol (DHCP). In this lesson, you'll
learn how to back up, restore, import, and copy GPOs. You'll also learn how to delegate the
management of GPOs.
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After this lesson, you will be able to:
m Back up, import, copy, and restore GPOs.
m  Migrate GPOs between domains and forests.

m Delegate GPO management.

Estimated lesson time: 45 minutes

Managing Group Policy Objects

As an experienced systems administrator, you are aware that GPOs enable you to configure
settings for multiple users and computers. After you get beyond editing GPOs to configure
settings, you need to start thinking about issues such as GPO maintenance. For example, if an
important document is lost, you need to know how to recover it from backup. Do you know
what to do if someone accidentally deletes a GPO that has hundreds of settings configured
over a long period of time?

1\») The main tool you'll use for managing GPOs is the Group Policy Management Console
(GPMC), shown in Figure 5-1. You can use this console to back up, restore, import, copy, and
migrate. You can also use this console to delegate GPO management tasks.

J__% File Action View Window Help
e nE a8l 6|

5, Group Policy Management Group Policy Objects in contoso.com
4 A Forest: contoso.com m'—| Deleagtion
Fl E Domains
4 F3 contoso.com Name - GPO Status WMI Fitter Modified
Eﬂ Default Domain Policy E Default Domain Cortroller...  Enabled None: 10/28/2012)
E:I' Default Domain Policy Enabled Mone 1042872012

 [2] Domain Controllers

4| Group Policy Objects EIMaboume-Comaner Enabled None 141172013 1

EI Melboume-User Enabled None 11172013 7

5[ Default Domain Controller
E[ Default Domain Policy
g Melbourmne-Computer
5l Melboume-User
I [ WMI Filters
3 Eﬂ Starter GPOs
I Ea Sites
fﬂ Group Policy Modeling
[ Group Policy Results

4 Group Policy Object(s)

FIGURE 5-1 GPMC

There are also a substantial number of cmdlets available in the Windows PowerShell Group
Policy module, including the following:

m Get-GPO Enables you to view GPOs. The output of this cmdlet is shown in Figure 5-2.
m Backup-GPO Enables you to back up GPOs.
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Import-GPO Enables you to import a backed-up GPO into a specified GPO.

m New-GPO Enables you to create a new GPO.

Copy-GPO Enables you to copy a GPO.
m Rename-GPO Enables you to change a GPO’s name.
m Restore-GPO Enables you to restore a backed-up GPO to its original location.

m Remove-GPO Enables you to remove a GPO.

5 | Administrators _
< m >

FIGURE 5-2 Output of the Get-GPO cmdlet

Backing up a GPO enables you to create a copy of a GPO as it exists at a specific point in time.

A user must have read permission on a GPO to back it up. When you back up a GPO, the
backup version of the GPO is incremented. It is good practice to back up GPOs prior to edit-
ing them so that if something goes wrong, you can revert to the unmodified GPO.

REAL WORLD BACKING UP GPOS

If your organization doesn’t have access to the Microsoft Desktop Optimization Pack
(MDOP), you should back up GPOs before you or other people modify them. If a problem
occurs, it's quicker to restore a backup than it is to reconfigure the modified GPO with the
existing settings.

To back up a GPO, perform the following steps:

1. Open the GPMC.

2. Right-click the GPO that you want to back up and click Back Up.In the Back Up Group
Policy Object dialog box, shown in Figure 5-3, enter the location of the backup and a
description for the backup.

Lesson 1: Group Policy Object maintenance
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Enter the name of the falder in which you want to store backed up versions of
thiz Group Policy Object [GPQ). You can back up multiple GPOs to the same
falder.

Mate: Settings that are external to the GPO, such az WMl fikers and [Psec
policies, are independent objects in Active Directory and will not be backed up.

To prevent tampering of backed up GPOs, be sure to secure this folder so that
only authorized administrators have wiite access to this location.

Location:

CAGPO-Dackup v

Erowse...

Diescription:

Backup 258-12-2012 |

‘ Back Up ‘ | Cancel |

FIGURE 5-3 Backing up a GPO

You can restore a GPO using the Restore-GPO cmdlet. Restoring a GPO overwrites the
current version of the GPO if one exists or re-creates the GPO if the GPO has been deleted.
To restore a GPO, right-click the Group Policy Objects node in the GPMC and click Manage
Backups. In the Manage Backups dialog box, shown in Figure 5-4, select the GPO that you
want to restore and click Restore. If multiple backups of the same GPO exist, you can select
which version of a GPO to back up.

Backup location:
v ‘ | Browse. .

Backed up GFOs:

Domain -~ Mame Time Stamp Description GPOID

E contoso. com Melbourne-C...  1/12/2013 55505 AM Backup 28-12-2012 {9F400CD3-70...
[<] m 2]
[ Show anly the latest version of each GPO
| Restore ‘ | Delete | | Wiew Settings. |

FIGURE 5-4 Restoring a GPO from backup

240 CHAPTERS5 Managing Group Policy application and infrastructure



N
o

Import and copy GPOs

Importing a GPO enables you to take the settings in a backed-up GPO and import them into
an existing GPO. To import a GPO, perform the following steps:

1. Right-click an existing GPO in the GPMC and click Import Settings.

2. Inthe Import Settings Wizard, you are given the option of backing up the destination
GPO's settings. This enables you to roll back the import.

3. Specify the folder that hosts the backed-up GPO.

4. On the Source GPO page of the Import Settings Wizard, shown in Figure 5-5, select the
source GPO. You can view the settings that have been configured in the source GPO
prior to importing it. Complete the wizard to finish importing the settings.

Source GPO
Select the GPO from which pou want to import settings.

Backed up GPOs

=
Name

. telbourne-Computer

Time Stamp Description

[<] m [=]

[] Show anly the latest version of each GPO

| < Back ” Hext > || Cancel || Help |

FIGURE 5-5 Importing GPO settings

Remember that when you import settings from a backed-up GPO, the settings in the
backed-up GPO overwrite the settings in the destination GPO.

Copying a GPO creates a new GPO and copies all configuration settings from the original
to the new. You can copy GPOs from one domain to another. You can also use a migration
table when copying a GPO to map security principals referenced in the source domain to
security principals referenced in the destination domain.

To copy a GPO, perform the following steps:
1. Right-click the GPO that you want to copy and click Copy.

2. Right-click the location that you want to copy the GPO to and click Paste.

Lesson 1: Group Policy Object maintenance
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3. Inthe Copy GPO dialog box, choose between using the default permissions and pre-
serving the existing permissions assigned to the GPO (see Figure 5-6).

Specify the pemissions far the new GPO:

@ Use the default pemissions for new GPOs.

O Preserve the existing permissions.

FIGURE 5-6 Copying a GPO

Migrate Group Policy Objects

When moving GPOs between domains or forests, you need to ensure that any domain-
specific information is accounted for, so locations and security principals in the source domain
aren’t used in the destination domain. You can account for these locations and security princi-
pals using migration tables. You use migration tables when copying or importing GPOs.

Migration tables enable you to alter references when moving a GPO from one domain to
another or from one forest to another. An example is when you are using GPOs for software
deployment and need to replace the address of a shared folder that hosts a software instal-
lation file so that it is relevant to the target domain. You can open the Migration Table Editor
(MTE), shown in Figure 5-7, by right-clicking Domains in the GPMC and clicking Open Migra-
tion Table Editor.

File Edit Tools Help
Source Name |Sa|.n:eType

»

FIGURE 5-7 Opening the MTE

When you use the MTE, you can choose to populate from a GPO that is in the current do-
main or choose to populate the MTE from a backed-up GPO. When you perform this action,
the MTE will be populated with settings that reference local objects. If, when you perform this
action, there are no results, then no local locations are referenced in the GPO that you are
going to migrate.
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MORE INFO WORKING WITH MIGRATION TABLES

You can learn more about working with migration tables at http://technet.microsoft.com/

en-us/library/cc754682.aspx.

Delegate GPO management

In larger environments, there is more than one person in the IT department. In very large
organizations, one person’s entire job responsibility might be creating and editing GPOs.
Delegation enables you to grant the permission to perform specific tasks to a specific user
or group of users. You can delegate some or all of the following Group Policy management

tasks:
m GPO creation
® GPO modification

m  GPO linking to specific sites, organizational units (OUs), or domainsPermission to
perform Group Policy Modeling analysis at the OU or domain levelPermission to view
Group Policy Results information at the OU or domain levelWindows Management
Instrumentation (WMI) filter creation

Users in the Domain Admins and Enterprise Admins groups can perform all Group Policy

management tasks. Users that are members of the Group Policy Creator Owners domain
group can create GPOs. They also have the right to edit and delete any GPOs that they have

created.

You can delegate permissions to GPOs directly using the GPMC, as shown in Figure 5-8.

5 File Action View Window Help

= 2F & B

12k Group Policy Management

Group Policy Objects in contoeso.com

Fi tﬁ Forest: contoso.com Conterts | Delegation
4 [ Domains
4 F5 contosa.com The following groups and users can create GPOs in this domain.
=/ Default Domain Policy Groups and users:

4 &1 Domain Controllers Name - Inhesited
=] Default Damain Controllers Po 82 Domain Admins {CONTOSO\Domain Admins) No

1[5 Group Palicy Objects 82 Group Policy Creator Owners (CONTOSO\Group Policy Creator 0. No

b 5 WM Filkers SYSTEM

3 [ﬂ Starter GROs

b Cg Sites
Siﬂ Group Policy Modeling
[E Group Palicy Results

\ Add

Remove || Propeie:

FIGURE 5-8 Group Policy permissions

Lesson 1: Group Policy Object maintenance
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Creating GPOs

If you want to delegate the ability for users to create GPOs, you can add them to the Group
Policy Creator Owners group. You can also explicitly grant them permission to create GPOs
using the GPMC. To do this, perform the following steps:

1. Open the GPMC from the Tools menu of Server Manager.

2. Expand the domain in which you want to delegate the ability to create GPOs, click
Group Policy Objects, and click the Delegation tab.

3. Click Add and select the group or user that you want to give the ability to create GPOs
in that domain.

( Quick check

m  What group should you add users to if you want to enable them to create GPOs in
the domain, but not add them to the Domain Admins or Enterprise Admins groups?
Quick check answer

m  Add them to the Group Policy Creator Owner group.

Editing GPOs

To edit a GPO, users must be either a member of the Domain Admins or Enterprise Admins
group. They can edit a GPO if they created it. They can also edit a GPO if they have been
given Read/Write permissions on the GPO through the GPMC.

To grant a user permission to edit a GPO, perform the following steps:
1. Click the GPO in the GPMC.
2. Click the Delegation tab, as shown in Figure 5-9.

3. Click Add, specify the user or group that should have permission to edit the GPO, and
then specify the permissions that you want to give this user or group. You can choose
from one of the following permissions:

®m Read
m Edit Settings
m Edit Settings, Delete, Modify Security
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FIGURE 5-9 Delegating permissions

Linking GPOs

To enable a user to link a GPO to a specific object, you need to edit the permission on that
object. You can perform this task in the GPMC, as shown in Figure 5-10. For example, to grant
a user or group permission to link a GPO to an OU, select the OU in the GPMC, select the
Delegation tab, click Add, and then select the user or group to which you want to grant this
permission.
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FIGURE 5-10 Delegating link GPO permission
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Modeling, results, and WMI filters

Delegating permissions to perform tasks related to Group Policy Modeling and Group Policy
Results is performed at the domain level, as shown in Figure 5-11. You can delegate the ability

1\») to create WM filters by selecting the WMI Filters node in the GPMC and granting the permis-
sion on the Delegation tab.

B
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E—ﬂ Default Dormain Policy Permission:
4 [&] Domain Contrallers ILmkGF‘Ds—vl
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(&1 Research Perform Group Policy Modeling analyses -
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3 g WAL Filkers
I fﬂ Starter GPOs
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[ Group Policy Results

Properties | | Advanced...

FIGURE 5-11 Delegating Group Policy Modeling and Group Policy Results permissions

Lesson summary

m Each time you back up a GPO, it creates a copy of that GPO at a particular point in
time.

m Restoring a GPO overwrites the existing GPO if it still exists or recovers it if it has been
deleted.

m Importing a GPO overwrites the settings in the destination GPO with the settings from
the imported GPO.

m Copying a GPO creates a duplicate of the GPO.

® You use migration tables when moving GPOs between domains and forests to account
for local references in the source domain.

®m You can delegate the permission to create, edit, and link using the GPMC. Non-
administrative users can then perform some Group Policy tasks, such as editing poli-
cies, without giving them unnecessary privileges.
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Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1. You have 200 individual GPO settings in a backed-up GPO named Melbourne-2012
that you want to include in an existing GPO named Sydney-2013. Which of the follow-
ing Windows PowerShell cmdlets should you use to accomplish this goal?

A. Backup-GPO
B. Import-GPO
C. Restore-GPO
D. Copy-GPO

2. Prior to editing a Group Policy, your assistant makes a backup of the GPO that she is
going to edit. Unfortunately, she makes a mistake in configuring the GPO. You need to
revert the GPO to the state it was in prior to your assistant’s edits. Which of the follow-
ing Windows PowerShell cmdlets should you use to accomplish this goal?

A. Copy-GPO

B. Restore-GPO
C. Import-GPO
D. Backup-GPO

3. You want to copy a GPO from one domain to another in a forest. Which tool should
you use to ensure that references to objects in the source domain updated are relevant
to the destination domain? (Choose all that apply.)

A. Active Directory Sites And Services
B. Active Directory Users And Computers
C. Migration Table Editor

D. Group Policy Management Editor

4. Which of the following security groups have the right to create GPOs by default?
(Choose all that apply.)

A. Group Policy Creator Owners
B. Enterprise Admins
C. Domain Admins

D. Domain Controllers

Lesson 1: Group Policy Object maintenance
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5. You are about to make substantial modifications to the default domain GPO. You want
to ensure that you can return to the current state of the GPO if the modifications cause
problems. Which of the following Windows PowerShell cmdlets should you use?

A. Copy-GPO

B. Restore-GPO
C. Import-GPO
D. Backup-GPO

Lesson 2: Managing Group Policy application

For environments in which you need to apply more than one Group Policy, understanding
the rules of precedence is critical. Not only do you need to understand that where you apply
a Group Policy determines its overall influence but also that GPOs may or may not apply due
to inheritance blocks, security filtering, or loopback processing. In this lesson, you'll learn the
rules on Group Policy application and how to determine which Group Policy settings have
precedence in complex environments.

After this lesson, you will be able to:

m Determine policy processing order and precedence.
m  Configure policy enforcement and blocking.

m Perform Group Policy security filtering.

m  Configure WMI filtering.

m Enable loopback processing.

m  Configure slow-link processing.

Estimated lesson time: 45 minutes

Policy processing precedence

In organizations with large Group Policy deployments, multiple GPOs might apply to a single
user account or computer account; or when a user is signed on to a specific computer, to
both. Group Policy processing precedence is the set of rules that determines which Group
Policy items apply when multiple GPOs are configured.

Group Policies are processed in the following manner:

m Local Settings configured at the local level apply first. If multiple local policies apply,
settings in machine policies apply first, settings in admin and nonadmin local policies
override them, and settings in per-user policies override any configured at the machine
and admin/nonadmin level.

Managing Group Policy application and infrastructure



m Site Policies based on location apply next. Any settings configured at the site level
override settings configured at the local level. You can link multiple GPOs at the site
level. When you do this, policies with a lower numerical link order override poli-
cies with a higher numerical link order. For example in Figure 5-12, settings in the
Melbourne-Computer policy override settings configured in the Melbourne-User

policy.
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5] Default Domain Controllers Po
E]’ Default Darmain Palicy
5 Melbaurne-Camputer
15 Melbourne-User
b [ Wl Filters
I L:ﬁ Starter GPOs
a [fR Sites
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S‘E Group Policy Modeling
EE Group Policy Results
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[<] m

Linked Group Policy Objects | Group Policy Inheritance | Delegation

LinkDrder GFO Enfarced Link Enabled
= 1 ﬁ Melbourne-Computer Mo fes
2 5/ Melboume-U ser Mo Yes
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FIGURE 5-12 GPO link order

= Domain Settings applied at the domain level override settings applied at the site and
local levels. You can link multiple GPOs at the domain level. The Default Domain Policy

is linked at this level.

= Organizational unit (OU) Settings applied at the organizational unit level override
settings applied at the domain, site, and local levels. When an account is a member of
a child OU, policies applied at the child OU level override policies applied at the parent
OU level. You can apply multiple GPOs at the OU level. Policies with a lower numerical

link order override policies with a higher numerical link order.

Group Policy processing precedence is relevant only when there are conflicts in policies. If
policy A applies at the domain level, and policy B applies at the OU level, both policy A and

policy B apply.

Policy enforcement and blocking

When configuring a Group Policy, you can choose to enforce that policy. To enforce a Group
Policy, right-click that policy at the location in which you link the policy and then click Enforced.
When you choose to enforce a policy, that policy will apply and override settings configured
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at other levels. For example, normally a policy linked at the OU level would override a policy
linked at the domain level. If you configure the policy at the domain level as Enforced, it
instead overrides the policy linked at the OU level.

@ The Block Inheritance function enables you to block policies applied at earlier levels. For
example, you can use Block Inheritance at the OU level to block policies applied at the do-
main and site level. Block Inheritance does not stop the application of policies configured as
Enforced. For example, Figure 5-13 shows the Research OU configured with the Block Inheri-
tance setting. The Melbourne-Computer policy, applied at the domain level as Enforced, still
applies because a setting of Enforced overrides a setting of Block Inheritance.
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FIGURE 5-13 Override versus Enforced

Group Policy security filtering

@ Security filtering enables you to configure permissions on GPOs. By default, Group Policies
apply to the Authenticated Users group. By changing the default permissions, you can make
the Group Policy apply only to a specific group. For example, if you remove the Authenticated
Users group and add another security group such as the Melbourne-Users group (shown in
Figure 5-14), the Group Policy applies to only that configured security group.
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FIGURE 5-14 Security filtering

When considering whether to

m A security filter applies to the GPO, so it applies wherever the GPO is linked. You can't
have one security filter apply to the GPO when linked at the domain level and another

use security filtering, keep the following in mind:

security filter apply to the GPO when linked at the OU level.

m Filtered policies still need to be checked during the Group Policy processing process,
which can increase the amount of time spent on Group Policy processing. Startup and

logon times may increase.

It is also possible to apply a Deny permission on the basis of security account or group.

Deny permissions override Allow permissions. You block a particular security group from

receiving a Group Policy by setting the Apply Group Policy (Deny) advanced permission, as
shown for the Sydney-Users group for the Melbourne-General GPO in Figure 5-15. You can

do this on the Delegation tab of a GPO'’s properties instead of the Scope tab.
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FIGURE 5-15 Security filtering

( Quick check

m How would you block a GPO from applying to members of a particular security

group?

Quick check answer
m  Configure an Apply Group Policy (Deny) advanced permission on the Delegation

tab of a GPO's properties.

Group Policy WMI filtering

WM filtering enables you to filter the application of policy based on the results of a WMI
query. For example, you might write a WMI query to determine whether a computer has an
x86 or x64 processor, or whether there is more than a certain amount of disk space avail-
able. WMI queries are often used with policies related to software deployment to determine
whether the target computer has the appropriate system resources to support the installation
of the application.

The drawback of WMI queries is that they are complicated for systems administrators who
are unfamiliar with programming beyond simple scripting. WMI queries also cause significant
delays in Group Policy processing. In environments in which sophisticated logic needs to be
applied to targeted application distribution, products such as Microsoft System Center 2012
Configuration Manager are more appropriate. System Center 2012 Configuration Manager
enables administrators performing software deployment to configure ways of checking hard-
ware configuration prior to software deployment that do not require writing queries in WMI

Query Language (WQL).
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You can create WM filters by using the New WMI Filter dialog box (shown in Figure 5-16).

Mame:
[268 Free

Description:

|2 GB of disk space available

Queries:

Mamespace | Gueny
roothClyv2 SELECT *FROM Win32_LogicalDisk "WHERE
FreeSpace ¢ 2000000000

Save Cancel

FIGURE 5-16 Creating a WM filter

MORE INFO MORE INFO TITLE

You can learn more about WMI queries at http://msdn.microsoft.com/en-us/library/
ms186146(VS.80).aspx.

Loopback processing

As you are aware, each GPO has two distinct sections: Computer Configuration and User
Configuration (see Figure 5-17). The resultant policies for a user are based on the cumulative
user configuration settings in GPOs that apply to the user’s accounts at the site, domain, and
OU setting. The resultant computer policies are applied based on the cumulative computer
configuration settings in GPOs that apply to the computer’s account at the site, domain, and
OU level.

File  Action  Miew Help
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a {8 Computer Configuration & Computer Configuration

p [ Policies i Lser Configuration
b 5] Preferences
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b 1 Policies
B [ Preferences
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FIGURE 5-17 GPO structure
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In some situations, you'll want only the GPOs that apply to the computer account to apply.
You might want to do this with conference room computers, for which you want people to be
able to sign on with domain accounts but to have a very controlled configuration. When you
enable loopback processing, user settings are determined based on the settings in the User
Configuration settings area of GPOs that apply to the computer account.

There are two types of loopback processing that you can configure by setting the Group
Policy loopback processing mode policy, shown in Figure 5-18 and located under Computer
Configuration\Administrative Templates\System\Group Policy: Replace And Merge.

m Replace When you configure Replace, only the GPOs that apply to the computer ac-
count will apply. Settings in the User Configuration area of the GPOs that apply to the
computer account will apply.

m Merge The settings in the User Configuration area of GPOs that apply to the user ac-
count will still apply, but will be overridden by settings in the User Configuration area
of GPOs that apply to the computer account.

@ Configure user Group Policy loopback processing mode

Previous Setting | | [ext Setting

O Mot Configured Comment; Z
® Enabled
O Disabled Il
Supparted oni - [agea st Windows 2000 Z
V]
Options: Help:

|>

Mode: This policy setting directs the systemn to apply the set of Group

Policy objects for the computer to any userwho logs onto a
computer affected by this setting, It is intended for special-use
computers, such as those in public places, laboratoties, and
classroorms, where you must modify the user setting based an
the computer thatis being used,

By default, the user's Group Policy Objects determine which user
settings apply, If this setting is enabled, then, when a user logs
on to this computer, the computer's Group Policy Objects
determine which set of Group Policy Objects applies,

If wou enable this setting, you can select one of the following
modes from the Mode box:

"Replace” indicates that the user settings defined in the
cornputer's Group Policy Objects replace the user settings
normally applied to the user,

"Merge" indicates that the user settings defined in the
computer's Group Policy Objects and the user settings normally |

| 0K || Cancel || Apply |

FIGURE 5-18 Loopback processing policy
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Slow-link processing enables you to configure Group Policy application to be performed in a
different manner, depending on the speed of the connection from the client to the domain
controller. It enables you to block activities such as software deployment when the connec-
tion between Active Directory and the client is detected as falling below a particular thresh-
old. You configure slow link detection by configuring the Group Policy slow link detection
policy, as shown in Figure 5-19. This policy is located under Computer Configuration\
Administrative Templates\System\Group Policy.

E Configure Group Policy slow link detection

| Previous Setting | ‘ MNext Setting
® Mot Configured Comment: Z
O Enabled
O Disabled [
Supported on: - [as |east Windows 2000 (]
v
OQptions: Help:
Connection speed (Kbps): This policy setting defines a slow connection for purposes of [~

applying and updating Group Palicy,

If the rate at which data is transferred from the domain controller
Enter O to disable slow link detection, providing a policy update to the computers in this group is
slowver than the rate specified by this setting, the systern

[ Always treat WAAN connections as a slow link considers the connection to be slow.

The systern's response to a slow policy connection wvaries amaong
policies, The program implermenting the palicy can specify the
response to a slow link. Also, the policy processing settings in
this folder lets you owverride the programs' specified responses to
slow links.

If you enable this setting, you can, in the "Connection speed"
box, type a decimal number between 0 and 4,254,967, 200,
indicating a transfer rate in kilobits per second, Any connection
slowver than this rate is considered to be slow, [fyou type 0, all
connections are considered to be fast,

If wou disable this setting or do not configure it, the systern uses [

| Ok || Cancel || Apply |

FIGURE 5-19 Slow link detection

Lesson summary

m Group policies are processed in the following order: local, site, domain, and OU. Poli-
cies processed later override policies processed earlier.

® When there are parent and child OUs, and the user or computer account is a member
of the child OU, the policy applied at the child OU overrides policies applied at the par-
ent OU.

m Policy processing order is important only when policies conflict.
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A policy with the Override setting will override other policies in the processing order,
including when Block Inheritance has been configured.

Security filtering applies on a GPO, no matter where it is linked.

Loopback processing enables GPO settings applied to the computer account to over-
ride GPO settings applied to the user account.

Slow-link processing enables you to configure policies not to be processed when low
bandwidth connections to Active Directory are detected.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1.

You want to ensure that a Group Policy applies only to computers that have more than
2 gigabytes (GB) of disk space. Which of the following should you configure to accom-
plish this goal?

A. Security filtering

B. WMl filtering

C. Loopback processing

D. Slow-link processing

A Group Policy named Alpha applies at the site level. A Group Policy named Beta is as-
signed link order 2 at the domain level. A Group Policy named Gamma is assigned link
order 1 at the domain level. A Group Policy named Delta is assigned to the Research
OU. A computer account is located in the Research OU. If the same setting is config-

ured differently in the Alpha, Beta, Gamma, and Delta GPOs, which GPO's version of
this setting will apply to the computer?

A. Alpha

B. Beta

C. Gamma

D. Delta

A Group Policy named Alpha applies at the site level. A Group Policy named Beta is as-
signed link order 2 at the domain level. A Group Policy named Gamma is assigned link
order 1 at the domain level. A Group Policy named Delta is assigned to the Research
OU. A computer account is located in the Research OU. GPO Gamma is configured with

the No Override setting. If the same setting is configured differently in the Alpha, Beta,
Gamma, and Delta GPOs, which GPO's version of this setting will apply to the computer?
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A. Alpha
B. Beta
C. Gamma

D. Delta

A Group Policy named Alpha applies at the site level. A Group Policy named Beta is as-
signed link order 2 at the domain level. A Group Policy named Gamma is assigned link
order 1 at the domain level. A Group Policy named Delta is assigned to the Research
OU. A computer account is located in the Research OU. GPO Beta is configured with
the No Override setting. OU Research is configured with the Block Inheritance setting.

If the same setting is configured differently in GPOs Alpha, Beta, Gamma, and Delta,
which GPO's version of this setting will apply to the computer?

A. Alpha
B. Beta
€. Gamma

D. Delta

You have a policy applied at the domain level that you don't want applied to five
computers in your organization. Which of the following should you configure to ac-
complish this goal?

A. Security filtering
B. WMl filtering
C. Loopback processing

D. Slow-link processing

Practice exercises

The goal of this section is to provide you with hands-on practice with the following:

Creating, backing up, and restoring GPOs
Delegating GPO permissions

Enabling loopback processing
Configuring blocking and enforcement

Configuring GPO security filtering

To perform the exercises in this section, you need access to the virtual machines you creat-
ed by following the instructions in the Appendix. You should ensure that you have a snapshot
of the virtual machines in their unaltered configuration so that you can revert to this snapshot
after you have completed these exercises.

Practice exercises
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EXERCISE 1 Prepare GPOs, security groups, and OUs

In this exercise, you will prepare GPOs. To complete this exercise, perform the following steps:
1. Signin to DC with the Contoso\Administrator account.
2. In Server Manager, click the Tools menu and click Group Policy Management.

3. Expand the Forest: contoso.com\Domains\Contoso.com node and click Group Policy
Objects, as shown in Figure 5-20.
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FIGURE 5-20 Clicking Group Policy Objects

4. Inthe Action menu, click New.

5. Inthe New GPO dialog box, type Melbourne, as shown in Figure 5-21, and click OK.

Mame:

| Melboume

Source Starter GPO

| [hone]

FIGURE 5-21 New GPO dialog box

6. Repeat steps 4 and 5 to create new GPOs named Sydney and Adelaide.
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7.

Verify that there are five GPOs listed, as shown in Figure 5-22.
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FIGURE 5-22 Three new GPOs

In Server Manager, click Active Directory Administrative Center.

In Active Directory Administrative Center, click Contoso (Local) and then click Users, as
shown in Figure 5-23.
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- Overview

i N T Descripti
contoso (local) » ame ype escription

Domain Controllers B TPM Devices msTPM-Inf... Delete
i Dynamic Access Contrel £ Container Default cantainer for upgr... I Search under this node
E Properties
P Global Search
<l Ll 1] contoso (local) ~

Users v Change domain controller

Object class:  Container Modified: 10/28/2012 437 AM Raise the forest functional ...
Description: Default container for upgraded user accounts Raice the domain functions.
Enable Recycle Bin ...

MNew 3

Search under this node

Drmmartiar

WINDOWS POWERSHELL HISTORY

FIGURE 5-23 Users container
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10. In the Tasks pane, click New and click Group.

11. In the Create Group dialog box, enter the group name Melbourne_GPO_Editors; click
Security, Global, and Protect From Accidental Deletion, as shown in Figure 5-24; then

click OK.
Create Group: Melbourne GPO Editors Tasks v | [sections « |
Group Group ®® o
Managed By

Group name: % |Melbourne_GPQ_Editors E-mail: l:l
Member OF Group (SamAcc... * Melbourne GPO_Editors Create in: CN=Users,DC=contoso,DC=com

Members Group type: Group scope: _ Change..
. ® Security O Domain local Description: E
Password Settings | | 5 piciripution ® Global ‘ ‘
O Universal
Protect from accidental deletion ‘N"tﬁ: ‘
Managed By ®@
Managed by: Office:
[[] Manager can update membership list
Phone numbers: Address:
Main: ‘ Street ‘
Mobile:
Fax: [city || State/Provinee| Zip/Postat c... |
Country/Region: v
Member Of @
[ ks
@ More Information 0K | | Cancel |

FIGURE 5-24 Creating a security group

12. Repeat steps 10 and 11 to create the Adelaide_Computers security group.

13. In the Active Directory Administrative Center, in the Tasks pane, under Contoso (Local),
click New and then click Organizational Unit.

14. In the Create Organizational Unit dialog box, enter the name Melbourne_Computers,
as shown in Figure 5-25, and click OK.
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15.

16.

17.

18.

19.

20.

Create Organizational Unit: Melbourne_Computers [Tasks ] [secrions w |
Organizational Unit | Oyrganizational Unit @®e
Managed By

Name: % [Melbourne_Computers Create in: DC=contoso,DC=com Change...
Address: Description:
Street
city State/Province Zip/Postal code Protect from accidental deletion
Country/Region: | |"
Managed By ®@
Managed by: Office:
Phone numbers: Address:
Main: Street
Mobile:
Fax: City State/Province | Zip/Postal code
Country/Region: ‘ |'|
@ More Information

FIGURE 5-25 Create Organizational Unit dialog box

Close the Active Directory Administrative Center.

On the taskbar, click File Manager.

In File Manager, click Computer and then double-click Local Disk (C:) .
On the title bar of the Local Disk (C:) window, click the New Folder icon.
Name the new folder GPO_Backup.

Close the Local Disk (C:) window.

EXERCISE 2 Manage GPOs

In this exercise, you will perform several Group Policy management-related tasks. To com-
plete this exercise, perform the following steps:

1.

2.

In the GPMC, click the Melbourne GPO.

When the Melbourne GPO is selected, click the Delegation tab, as shown in
Figure 5-26.
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5L File  Action  Wiew Window Help
a5 nE 4

15 Group Palicy Management Melbourhe
4 A Farest: contoso.corm
4 @ Domains
Fl ﬁ contosa.com
i/ Default Domain Palicy Groups and users:

> &1 Domain Controllers Mame - Allowed Permissions Inherited

b (5] Melbourne_Camputers xhulhanhcatad Users  Read [from Security Filtering) Mo

4 @ Group Policy Objects gDomain Adming (...  Edit eettings, delete, modify security Mo

E:I' Adelaide gEnlerprise Adming (.. Edit settings, delete, modify security Mo

5] Default Domain Control BLENTERPRISEDO... Read Ha

E] Default Damain Palicy gSYSTEM Edit zettings, delete, modify security No

[ 5cope [ Details [ Setings | Delegation | Status |

These groups and uzers have the specified permission for this GPO

E:f Sydney
I [ Wi Filters
I @ Starter GPOs
3 Ea Sites
Pﬂ Group Policy Modeling
[E Group Palicy Results

| | Fropertiez | | Advanced

FIGURE 5-26 OU Delegation tab

3. On the Delegation tab, click Add.

4. In the Select User, Computer, Or Group dialog box, type Melbourne_GPO_Editors,
click Check Names, and click OK.

5. Inthe Add Group Or User dialog box, use the drop-down menu to select Edit Settings,
Delete, Modify Security, as shown in Figure 5-27, and click OK.

Group or user hame:

| COMTOS0MMelbourme_GPO_E ditars

Peimizsions:

| Edit settings, delete, modify secrity

FIGURE 5-27 OU Delegation tab

6. Inthe GPMC, click the Sydney GPO.
7. Inthe Action menu, click Back Up.

8. Inthe Back Up Group Policy Object dialog box, type C:\GPO_Backup as the location,
as shown in Figure 5-28, and click Back Up.

262 CHAPTER5 Managing Group Policy application and infrastructure



Enter the name of the falder in which you want to store backed up versions of
this Group Policy Object (GPO). *You can back up multiple GPOs to the same
falder.

Mate: Settings that are external to the GPO, such az ‘WM filkers and [Psec
policies, are independent objects in Active Directory and will not be backed up.

Ta prevent tampering of backed up GPOs, be sure to secure this folder so that
only authorized administrators have wiite access to this location.

Lacation:

c%GPO_Backup v |

Browse...

Description:

| Back Up | | Cancel |

FIGURE 5-28 Back Up Group Policy Object dialog box

9. In the Backup dialog box, click OK.
10. In the GPMC, click the Sydney GPO.
11. In the Action menu, click Delete.

12. In the Group Policy Management dialog box, click Yes.

13. Verify that the Sydney GPO is no longer listed under Group Policy Objects, as shown in
Figure 5-29.

Action View  Wfindow  Help

J__g File

@« nE 8|6l
13 Group Palicy Management |~ ||Group Policy Objects in contoso.com
4 A Forest: contoso.com W
4 @ Darnains
4 @5 contoso.com Name - GPO Status WM Filker
EEI' Default Domain Policy E}-\delalde Enabled Mone
b [F1 Dornain Cortrollers &::I'DefaultDomain Controller...  Enabled Mone
b Bl Melbourme_Cormputers | = : Default Domain Policy Enabled Maone
4 = 5] Melboume Enabled Mone
J:E__F Adelaide
Default Domain Con
Default Dormain Poli
g Melbourne
I @ Wikl Filters —
I ﬁ Starter GPOs
b g Sites M =T m B
<] D

FIGURE 5-29 Verify deleted GPO

14. Click Group Policy Objects. In the Action menu, click Manage Backups.
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15. In the Manage Backups dialog box, click the Sydney GPO, as shown in Figure 5-30, and
click Restore.

Backup location:

| c\GPO_Backup

Backed up GPOs:

Domain~ * Time Starmp Description

91910 P {OEATA7FE-30..

[<]

[ 5how only the latest version of each GPO

| Restoe | | Delete | | Yiew Settings...

FIGURE 5-30 Manage Backups dialog box

16. In the Group Policy Management dialog box, click OK.

17. In the Restore dialog box, click OK.

18. In the Manage Backups dialog box, click Close.

19. Verify the presence of the Sydney GPO in the list of Group Policy Objects.

EXERCISE 3 Manage Group Policy processing

In this exercise, you will perform Group Policy management tasks related to Group Policy pro-
cessing. To complete this exercise, perform the following steps:

1. Inthe GPMC, click the Adelaide GPO.
2. In the Action menu, click Edit.

3. Inthe Group Policy Management Editor, expand the Computer Configuration\Admin-
istrative Templates\System\Group Policy node and select the Configure User Group
Policy loopback processing mode policy, as shown in Figure 5-31.
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File  A&ction View Help
e nE 2 H= T

a [ System Setting State
[ Access-Denied Assistance Configure Group Policy slow link detection Mot configured

[E] Credentials Delegation Set Group Policy refresh interval for computers Mot configured
b 5] Device Installation

Set Group Policy refresh intersal for domain controllers Mot configured

g Disk NV Cache AlwaysuseIocaIADMfiIestrGroup Palicy Object Editar Mot configured
Disk Quotas

b [ Distributed COM

Turn off Resultant Set of Policy logging Mot configured
Enable AD/DFS domain cantroller synchronization during p... Mot configured

Driver Installation . . X
= Configure Direct Access connections as a fast netwark conn.,, Mot configured

[3 Early Launch Antimalware
[ File Classification Infrastructu
[ File Share Shadow Copy Provi

v = Filesystern
[ Folder Redirection ] Allows asynchronous user Graup Policy processing when log... Mot configured

b [ Group Policy Configure Applications preference extension policy processi., - Mot configured
b 5 Internet Communication Mal Confiqure Data Sources preference extension palicy processi., Mot configured
N Bl | =

[ wm ] [» Extended ) Standard

50 setting (s}

Change Group Policy processing to run asynchronoushywh.., Mot configured
Specify startup policy processing wait time Mot configured

FIGURE 5-31 Select Group Policy loopback processing mode policy

In the Action menu, click Edit.

In the Configure User Group Policy Loopback Processing Mode dialog box, click
Enabled. Set the mode to Replace, as shown in Figure 5-32, and click OK.

@ Configure user Group Policy loopback processing mode

| Previous Setting | | Mext Setting

O Mot Configured Comment:

[>

@ Enabled

<]

O Disabled

Supported on: At jeqst Windows 2000

<[>

Options: Help:

Wode: This policy setting directs the systern to apply the set of Group

Policy objects for the computer to any user who logs onto a
computer affected by this setting, It is intended for special-use
computers, such as those in public places, laboratories, and
classroomms, where you must modify the user setting based on
the computer that is being used,

|>

By default, the user's Group Palicy Objects determine which user
settings apply. If this setting is enabled, then, when a user logs
on to this computer, the computer's Group Policy Objects
deterrine which set of Group Policy Objects applies.

If you enable this setting, you can select one of the following
modes from the Mode box:

"Replace” indicates that the user settings defined in the
computer's Group Policy Objects replace the user settings
normally applied to the user.

"Merge" indicates that the user settings defined in the
computer's Group Policy Objects and the user settings normally

w

| 0K || Cancel || Apply ‘

FIGURE 5-32 Configure replace mode
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6. Close the Group Policy Management Editor.

7. Inthe GPMC, click the Adelaide GPO and click the Scope tab.

8. On the Scope tab, click the Authenticated Users group and click Remove.
9. In the Group Policy Management dialog box, click OK.

10. Under Security Filtering, click Add.

11. In the Select User, Computer, Or Group dialog box, type Adelaide_Computers, click
Check Names, and click OK.

12. Verify that the security filtering properties of the Adelaide GPO match those in
Figure 5-33.

B

J__% File Action View Window Help
e saE 28X H=

g Group Policy Management Adelaide
4 ‘& Forest: co.ntoso.com Scope | Dretails I Settings | Delegation I Status ‘
a [F Domains )
Links
Pl ﬁ contaso.com . o .
] Default Damain Palicy Display finks in this location: |contoso.com
I [E] Domain Controllers
3] Melbourne_Computers
b - P Location - Erforced Link Enabled Path
4 [E Group Policy Objects
=[ Adelaide

The following zites, domainz, and OUs are linked to this GPO:

o
I
I
o
£
=
o
5
E
E3
O
o
=
El
=R

<]

Security Filtering

=4
T
=
=1
=
=1
E

I @ Wbl Filters
l? ﬂ Starter GROs gAdelalde_Eompulers [COMTOS 0% delaide_Computers]
[ [a Sites
S‘E Group Policy Modeling
[@ Group Policy Results |

g
E:I' Default Dornain Palicy
g
g

w

=
o
=1
o

b

The settings in this GPO can only apply to the following groups, users, and computers:

Mame -

Add... | | Remove | | Properties

WMl Filtering

FIGURE 5-33 Configuring security filtering properties

13. In the GPMC, click Contoso.com and click the Linked Group Policy Objects tab.
14. Click contoso.com. In the Action menu, click Link An Existing GPO.

15. In the Select GPO dialog box, click Adelaide, as shown in Figure 5-34, and click OK.
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Loak in this domain:

| contoso,com

Group Policy objects:

MNarme -

Default Domain Controllers Palicy
Diefault Domain Policy

Melbourne

Sydney

| ‘ Cancel

FIGURE 5-34 Selecting the GPO to link

16. In the GPMC, verify that the Adelaide GPO and the Default Domain Policy GPO are
linked to the domain, as shown in Figure 5-35.

E

gFiIe Action  Wiew  Window  Help

NI RE] \

5k Group Policy Management contoso.com

4 A Farest: contaso.com Statuz | Linked Group Policy Objects | Group Paolicy Inheritance I Delegation
4 @ Darnains

Linkrder GPO Enforced Link Enabled GPO Sta

E_EI' Ndelaide &= 1 @' Defal,!lt Dormain Palicy Mo Yes Enabled
5] Default Darnain Policy . 2 ] Adelaide No Yes Enabled
b [E] Domain Controllers
b B Melbourne_Computers V
4 @ Group Policy Objects g
g:r Adelaide
Q Default Dornain Control
E:f Default Dormain Policy
E:f Melbourne
E:f Sydney
I @ Wikl Filters
I Eﬁ Starter GPO1s
3 Ea Sites
E Group Policy Modeling
[ Group Policy Results

[<] [

FIGURE 5-35 GPOs linked to the domain
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EXERCISE 4 Group Policy Inheritance and Enforcement

In this exercise, you will perform Group Policy management tasks related to Group Policy pro-
cessing. To complete this exercise, perform the following steps:

1. Inthe GPMC, click the Melbourne_Computers OU.

2. In the Action menu, click Block Inheritance.

3. Inthe GPMC, click contoso.com.

4. Inthe Action menu, click Link An Existing GPO.

5. In the Select GPO dialog box, click Melbourne and then click OK.

6. Click the Melbourne GPO under contoso.com.

7. In the Action menu, click Enforced.

8. Verify that the GPMC shows the Melbourne policy as Enforced and the Melbourne_
Computers OU set to Block Inheritance, as shown in Figure 5-36.

=

15 File  Action Wiew Window Help

= #E Xa HE

g Group Policy Management
Fl A Forest: contoso.corm
4 @ Dornains
Fl ﬁ contoso.com
s Adelaide
fg Default Dormain Policy
@1 Domain Controllers
ﬁ Melbourne_Computers
4 [E Group Policy Objects
=] Adelaide
=] Default Domain Control
5] Default Domain Palicy
15 Melbourne
S/ Sydney
I @ WAL Filters
I @ Starter GPOs
I [a Sites
SE Group Policy Modeling
[@ Group Policy Results

Melbourne

< m

Scope | Dietails: I Settingz | Delegation |

Links

Dizplay links in this location: |cUnlUsU.cDm

The following sites, domains, and OUs are linked to this GPO:

-

Location Enforced

ﬁ contozo. com e

Link Enabled
Yes

Path
contoso.com

<]

[>]

Security Filtering

The zettings in this GPO can only apply to the following groups, users, and computers:

Mame
B buthenticated Users

| Add.. | [

Remove | | Froperties

WHMI Filtering

FIGURE 5-36 Block Inheritance and Enforced GPOs

Managing Group Policy application and infrastructure




10.

11.

12.

13.

14.

15.

16.

17.

18. Verify that the report for the Melbourne_Computers OU matches Figure 5-38 and that

In the GPMC, click the Group Policy Modeling node.
In the Action menu, click Group Policy Modeling Wizard.
In the Welcome page of the Group Policy Modeling Wizard, click Next.

In the Domain Controller Selection page, click This Domain Controller and click
DC.contoso.com. Click Next.

In the User And Computer Selection page, click Browse next to Container in the Com-
puter Information section.

In the Choose Computer Container dialog box, click Melbourne_Computers and
click OK.

Verify that the User And Computer Selection page matches Figure 5-37 and click Next.

Uszer and Computer Selection —
You can view simulated policy settings for a selected user (or a container with uzer —

information] and computer [or a container with computer information).

Example container name: Ch=lsers.DC=contoso DC=com
Example user or computer:  COMTOS50MAdministrator
Simulate policy settings for the fallawing:

User infarmation

® Container [ | Browse...

O User | | Eleres

Computer information

(® Container |DU=Melbuulna_CUmpularS,DC=cuntUsU,DC=cum | Browse...

O Computer. [ | Browse...

[] Skip to the final page of this wizard without collecting addiional data

| < Back ” Mext > || Cancel

FIGURE 5-37 Group Policy Modeling Wizard

In the Summary Of Selections page, click Next and then click Finish.

In the Warning dialog box, click OK.

only the Melbourne GPO is listed.
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EFHE Action Niew  Window

YEEE

5L Group Policy Management
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4 @ Dornains
Fl ﬁ contaso.com
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EEI' Default Dornain Policy
Ei Melbourne
b [E] Domain Controllers
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4 @ Group Policy Objects
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15[ Default Domain Con

I @ WAL Filters
3 @ Starter GPOs
I [a Sites
a a Group Palicy Modeling
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Summary | Details | Query

com/Melb ne_Comput
Data collected on: 1/28/2013 11:04:43 PM

Summary

T R |

hude

Dunng last computer policy refresh on 1/28/2012 11:04:32 PM
1 Afast link was detected More infommation....
1 Inh is blocking all non-enforced GPOs inked above
contoso_com’ Melboume_Computers
1 The following GPOs have special alerts
GPO Name Alert
Melboumne Enforced

No data available.

FIGURE 5-38 Group Policy Modeling results

Suggested practice exercises

The following additional practice exercises are designed to give you more opportunities to
practice what you've learned and to help you successfully master the lessons presented in this

chapter.

m Exercise 1 Configure GPO settings in the Melbourne GPO. Import these settings into

the Sydney GPO.

m Exercise 2 Configure the Melbourne GPO so that it will not apply to members of the

Adelaide_Computers group.
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Answers

This section contains the answers to the lesson review questions in this chapter.

Lesson 1

1.

Correct answer: B
A. Incorrect: You use the Backup-GPO cmdlet to back up an existing GPO.

B. Correct: You use the Import-GPO cmdlet to import settings from a backed-up
GPO to an existing target GPO.

C. Incorrect: You use the Restore-GPO cmdlet to restore a backed-up GPO to a
previous state.

D. Incorrect: You use the Copy-GPO cmdlet to create a copy of an existing GPO.
Correct answer: B

A. Incorrect: You use the Copy-GPO cmdlet to create a copy of an existing GPO.

B. Correct: You use the Restore-GPO cmdlet to restore a backed-up GPO to a previ-

ous state.

C. Incorrect: You use the Import-GPO cmdlet to import settings from a backed-
up GPO to an existing target GPO. Although it would import the settings from

the backed-up GPO, it is possible that other settings not included in the original

backed-up GPO were configured by your assistant.
D. Incorrect: You use the Backup-GPO cmdlet to back up an existing GPO.

Correct answer: C

A. Incorrect: You use the Active Directory Sites And Services console to manage Ac-
tive Directory sites. You can't use this console to configure GPO migration settings.

B. Incorrect: You use this console to manage Active Directory security principals and

containers. You can't use this console to configure GPO migration settings.

C. Correct: You use this tool to configure the migration table, which is necessary
when migrating objects from one domain or forest to another.

D. Incorrect: You use this to edit GPOs. You can't use this console to configure GPO

migration settings.
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4. Correct answers: A, B, and C

Correct: Members of the Group Policy Creator Owners group can create GPOs by
default.

Correct: Members of the Enterprise Admins group can create GPOs by default.
Correct: Members of the Domain Admins group can create GPOs by default.

Incorrect: The Domain Controllers group is a group for the accounts of domain
controllers. It does not grant any permissions on GPOs.

5. Correct answer: D

A. Incorrect: You use the Copy-GPO cmdlet to create a copy of an existing GPO. It
does not allow you to revert the default domain GPO to its original state.

B. Incorrect: You use the Restore-GPO cmdlet to restore a backed-up GPO to a pre-
vious state. You need to create the backup first.

C. Incorrect: You use the Import-GPO cmdlet to import settings from a backed-up
GPO to an existing target GPO.

D. Correct: You use the Backup-GPO cmdlet to back up an existing GPO.

Lesson 2
1. Correct answer: B

A. Incorrect: You use Security Filtering to filter GPO application based on security
group membership.

B. Correct: You can use a WMI query to filter GPO application based on the proper-
ties of a target computer, such as how much disk space it has available.

C. Incorrect: You use loopback processing to enforce settings that apply to the com-
puter account rather than the user account.

D. Incorrect: You use slow-link processing to configure Group Policy not to apply

across low-bandwidth connections.

2. Correct answer: D

A.

272

Incorrect: In this scenario, GPO Delta has precedence over the other GPOs.
Incorrect: In this scenario, GPO Delta has precedence over the other GPOs.
Incorrect: In this scenario, GPO Delta has precedence over the other GPOs.

Correct: In this scenario, GPO Delta has precedence over the other GPOs.
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3.

Correct answer: C

A.

Incorrect: In this scenario, the No Override setting on GPO Gamma means that it
has precedence.

Incorrect: In this scenario, the No Override setting on GPO Gamma means that it
has precedence.

Correct: In this scenario, the No Override setting on GPO Gamma means that it
has precedence.

Incorrect: In this scenario, the No Override setting on GPO Gamma means that it
has precedence.

Correct answer: B

A.

Incorrect: No Override settings override Block Inheritance, so the setting in GPO
Beta applies to the computer.

Correct: No Override settings override Block Inheritance, so the setting in GPO
Beta applies to the computer.

Incorrect: No Override settings override Block Inheritance, so the setting in GPO
Beta applies to the computer.

Incorrect: No Override settings override Block Inheritance, so the setting in GPO
Beta applies to the computer.

Correct answer: A

A.

Correct: You use Security Filtering to filter GPO application based on security
group membership. In this case, you configure the Apply Group Policy (Deny)
advanced permission.

Incorrect: You can use a WMI query to filter GPO application based on the prop-
erties of a target computer, such as how much disk space it has available.

Incorrect: You use loopback processing to enforce settings that apply to the com-
puter account rather than the user account.

Incorrect: You use slow-link processing to configure Group Policy not to apply
across low-bandwidth connections.
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Monitoring and auditing
Windows Server 2012

roperly monitoring servers is a critical component in administering them. If you moni-

tor servers correctly, you'll know well in advance if the server is under resource pressure
from lack of disk space, RAM, or processor resources. You'll be able to deal with those issues
before they start to affect the people that use the servers on a day-to-day basis. Auditing
servers enables you to track object access and configuration changes, from modifications to
security settings to users who are accessing a particularly sensitive spreadsheet.

In this chapter, you will learn how to monitor and configure auditing for computers run-
ning the Windows Server 2012 operating system.

Lessons in this chapter:
®m Lesson 1: Monitor servers

m Lesson 2: Configure advanced audit policies

Before you begin

To complete the practice exercises in this chapter, you need to have deployed comput-
ers DC, SYD-A, and SYD-B, as described in the Appendix, using the evaluation edition of
Windows Server 2012.

Lesson 1: Monitor servers

Unwatched servers, like unwatched children, invariably end up in a chaotic state. Monitor-
ing a server using data collector sets, alerts, and events enables you to keep an eye on the
server's performance and configuration. Although effective monitoring is unlikely to stop
a server from ever experiencing problems, it often provides warning signs about develop-
ing problems, giving you a chance to resolve them before they cause a service disruption.
In this lesson, you will learn how to configure data collector sets, manage alerts, monitor
events, and perform network monitoring.
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After this lesson, you will be able to:
m Configure data collector sets.

= Manage alerts.

= Monitor events.

m Configure event subscriptions.

m Perform network monitoring.

Estimated lesson time: 45 minutes

Data collector sets

| Data collector sets enable you to collect performance data, system configuration information,
and statistics into a single file. You can use Performance Monitor or other third-party tools
to analyze this information to make a determination about how well a server is functioning
against an assigned workload.

You can configure data collector sets to include the following:

m Performance counter data The data collector set not only includes specific perfor-
mance counters but also the data generated by those counters.

m Event trace data Enables you to track events and system activities. Event trace data
can be useful when troubleshooting misbehaving applications or services.

m System configuration information Enables you to track the state of registry keys
and record any modifications made to those keys.

Windows Server 2012 includes the following built-in data collector sets, as shown in
Figure 10-1.

@ File Action View Window Help

e nE R He @

@ Performance Marme Status
4 [ Monitoring Toals P Active Directory Diagnostics Stopped

B8 Performance Monitor ?Sy'stem Diagnostics Stapped

4 [ Data Collector Sets W 5ystem Performance Stopped
I [ﬁ User Defined

y
W Active Directory Diagnostics
W Systern Diagnostics
W Systern Performance
E Event Trace Sessions

E Startup Bvent Trace Sessions
I Eﬁ Reparts

FIGURE 10-1 Built-in data collector sets
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= Active Directory Diagnostics Available if you have installed the computer as a do-

main controller; it provides data on Active Directory health and reliability.

System Diagnostics Enables you to troubleshoot problems with hardware, drivers,
and STOP errors.

System Performance Enables you to diagnose problems with sluggish system per-
formance. You can determine which processes, services, or hardware may be causing
performance bottlenecks.

To create a data collector set, perform the following steps:

Open Performance Monitor from the Tools menu of the Server Manager console.
Expand Data Collector Sets.
Click User Defined. On the Action menu, click New and click Data Collector Set.

You are given the option of creating the data collector set from a template, which
enables you to select from an existing data collector set, or to create a data collector
set manually. If you choose to create a data collector set manually, you have the option
of creating a data log, which can include a performance counter, event trace data, and
system configuration information; or a performance counter alert. This choice is shown
in Figure 10-2.

What type of data do you want to include?

® Create data logs
[ Performance counter
D Eventtrace data

|:| System configuration information

O Performance Counter Alert

FIGURE 10-2 Creating a new data collector set
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5. If you select Performance Counter, you then choose which performance counters to
add to the data collector set. You also specify how often Windows should collect data
from the performance counters. Figure 10-3 shows data being collected once every 15
seconds.

Which performance counters would you like to log?

Performance counters;

“LogicalDisk(_Totallh* Add...

"
e
\Processor]_Tatal]y*

Sample interal: Units:

is F [seconas v]

FIGURE 10-3 Setting an interval for the data collector set

6. If you choose to include event trace data, you need to enable event trace provid-
ers. As Figure 10-4, shows, a large number of event trace providers are available with
Windows Server 2012. You use event trace providers when troubleshooting a specific
problem. For example, the Microsoft Windows-AppLocker event trace provider helps
you diagnose and troubleshoot issues related to AppLocker.

Choose Event Trace Provider:

Microsoft-windows-appModel-Runtime
Microsoft-wWindows-AppModel-State
Microsoft-Windows-AppXDeployment
Microsoft-Windows-AppXDeployrment-Server
Microsoft-Windows-appxPackagingOmM
Microsoft-wWindows-A5N1

Microsoft-windows-ATAPork
Microsoft-windows-Aodio

Microsoft-windows-audit

Microsoft-wWindows-Backup
Microsoft-Windows-Base-Filkering-Engine-Cannections
Microsoft-Windows-Base-Filkering-Engine-Resource-Flows
Microsoft-Windows-Battery
Microsoft-Windows-Bf e TriggerProvider
Microsoft-windows-Bits-Clignt
Mirrnanft-bindns-Finnk] 13

FIGURE 10-4 Event trace providers
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7. If you choose to monitor system configuration information, you can select registry keys
to monitor, as shown in Figure 10-5. Selecting a parent key enables you to monitor all
registry changes that occur under that key while the data collector set is running.

Which registry keys would you like to record?

Reqistry keys:

Add..

Remowe

FIGURE 10-5 Setting registry keys to record

8. You then specify where you want data collected by the data collector set to be stored.
The default location is the %systemdrive%\PerfLogs\Admin folder. If you intend to run
the data collector set for an extended period of time, you should store the data on a
volume separate from the one that hosts the operating system.

9. The final step in setting up a data collector set is to specify the account under which
the data collector set runs. The default is Local System, but you can configure the data
collector set to use any account for which you have the credentials.

MORE INFO DATA COLLECTOR SETS

For more information about data collector sets, consult the following TechNet link:
http://technet.microsoft.com/en-us/library/cc749337.aspx.

Alerts

Performance counter alerts enable you to configure a task to run when a performance
counter, such as available disk space or memory, falls under or exceeds a specific value. To
configure a performance counter alert, you create a new data collector set, choose the Create
Manually option, and select the Performance Counter Alert option, as shown in Figure 10-6.
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What type of data do you want to include?

reate data logs

O Create data log
|:|Performance counter
|:| Event trace data

|:| System configuration information

® Performance Courter &lert

FIGURE 10-6 Configuring the performance counter alert

You add the performance counter, threshold value, and whether the alert should be trig-
gered if the value exceeds or falls below this value. Figure 10-7 shows an alert that is trig-
gered when the amount of available memory falls below 512 megabytes.

Which performance counters would you like to monitor?

Performance counters;

WMemondAvailable MBytes Add...

Remove

Alert when: Limit:

Below v| |51

FIGURE 10-7 Setting an alert threshold
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When you create an alert, all it does when triggered is to add an event to the event log.
You can also configure an alert to run a scheduled task when triggered. You do this by editing
the properties of the alert and specifying the name of the scheduled task on the Task tab, as
shown in Figure 10-8.

| General I Directary I Security I Schedule | Stap Conditionl Task |

Fiun thiz scheduled tazk when the data collector zet stops:

| Example-Task

Task arguments:

Task argument user text:

Example task arguments:

f fil's i ‘ Cancel ‘ | Apply | | I

FIGURE 10-8 Running a scheduled task

Event Viewer

Event Viewer, shown in Figure 10-9, enables you to access recorded event information. The
Windows Server 2012 Event Viewer differs from the Event Viewer in earlier versions of the
Windows Server operating system, such as Windows Server 2003, in that it not only offers

the application, security, setup and system logs but it also contains separate application and
service Logs. These logs are designed to provide information on a per-role or per-application
basis, rather than having all application and role service-related events funneled into the ap-
plication log. When searching for events related to a specific role service, feature, or applica-
tion, check to see whether that role service, feature, or application has its own application log.
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View Help

E Event Wiewer {Local) Ewent Viewer [Local) I Actions I
S v i 5 | Event Viewer (Local) = |
4 [i Windows Logs = summary ast refreshed:...

& Application Open Saved Log...
& security o Create Custom Wiew.,,
H setup To view events that have occgrred of your Import Custorn Viewr..,
Systern cormputer, select the appropriate source, log =
é Forwarded Events ar custorm view node in the consale tree, The Connect to &nother C..,
a [ Applications and Services Logs i | S— i Wiews 4
g Dictive Directory Web Services G Refresh
. G| Refres
[ DFS Replication | Event Type EventID  Source Lng
Directory Service < m | | > | Help »

g DS Server

% Hardwrare Events -
& Intemet Explarer %

[E Key Management Service

b I Microsoft | Mame Description | Modified E‘
< m >
g Windows PowerShell " I ‘ | |
Subscriptions
| Log Marne Size (Curr.. | Modified E
< [ [ [>]

FIGURE 10-9 Event Viewer

MORE INFO EVENT VIEWER

For more information about Event Viewer, consult the following TechNet link:
http://technet.microsoft.com/en-us/library/cc766042.aspx.

Event log filters

Filters and event logs enable you to view only those events that have specific characteristics.
Filters apply only to the current Event Viewer session. If you constantly use a specific filter or
set of filters to manage event logs, you should instead create a custom view. Filters apply only
to a single event log. You can create filters on a log based on the following properties:

m Logged Enables you to specify the time range for the filter.

m Event Level Enables you to specify event levels. You can choose the following
options: Critical, Warning, Verbose, Error, and Information.

m Event Sources Enables you to choose the source of the event.

m EventIDs Enables you to filter based on event ID. You can also exclude specific
event IDs.

m Keywords Enables you to specify keywords based on the contents of events.
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m User Enables you to limit events based on user.
= Computer Enables you to limit events based on the computer.

To create a filter, perform the following steps:
1. Open Event Viewer and select the log that you want to filter.
2. Determine the properties of the event that you want to filter.

3. On the Actions pane, click Filter Current Log.

4. In the Filter Current Log dialog box, shown in Figure 10-10, specify the filter properties.

Logged: |Anytime v‘

Buent level: [ Critical [] Warning [ werbose

[J Error [ Information

@ Bylog Event logs: ISecurity =]

() Bysource  Event sources: I El

Includes/Excludes Event Ds: Enter ID numbers andfor D ranges separated by commas, To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

[<ail EventiDs > ‘

Task category: I Iz‘
Eeywords: I El

User: |<AII Userss ‘

Cornputer(s): | <Al Computers =

FIGURE 10-10 Specifying filter properties

Event log views

Event log views enable you to create customized views of events across any event log stored
on a server, including events in the forwarded event log. Rather than looking through each
event log for specific items of interest, you can create event log views that target only those
specific items. Event Viewer includes a custom view named Administrative Events. This view
displays critical, warning, and error events from a variety of important event logs such as the
application, security and system logs.

Views differ from filters in the following ways:

m Persistent You can use a view across multiple Event Viewer sessions. If you configure
a filter on a log, it is not available the next time you open the Event Viewer.
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® Include multiple logs A custom view can display events from separate logs. Filters
are limited to displaying events from one log.

m Exportable You canimport and export event log views between computers.

Creating an event log view is a similar process to creating a filter. The primary difference
is that you can select events from multiple logs and you give the event log view a name and
choose a place to save it. To create an event log view, perform the following steps:

1. Open Event Viewer.

2. Click the Custom Views node and then click Create Custom View from the Actions
menu.

3. In the Create Custom View dialog box, shown in Figure 10-11, select the properties of
the view, including:
m  When the events are logged
m The event level
= Which event log to draw events from
= Event source
m Task category
m Keywords
m User

= Computer

Logged: |Any time v|

Event level: [ critical  [] Warning [ Werbose

[ Errar [ Infarmation

® Bylog Event logs: I El

O By source Ewent sources: I El

Includes/Excludes Event I0s: Enter D numbers and/or 1D ranges separated by comemas. Ta
exclude criteria, type a minus sign first. For exarmple 1,3,5-99,-76

|<A||Euent|Ds> |

Task category: I El
Keywards: I [=]
User: |<AI|LIsers> |

Computer(s) |<AII Cornputers > |

FIGURE 10-11 Creating a custom view
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4. In the Save Filter To Custom View dialog box, enter a name for the custom view and a
location in which to save the view (see Figure 10-12). Click OK.

Mame |New Wi

Description |

Selectwhere to save the Custorn views:

=- Eyent Wiewver (o]’

B
Mewr Folder

FIGURE 10-12 Entering the custom view name

5. Verify that the new view is listed as its own separate node in the Event Viewer.

You can export a custom event log view by selecting the event log view and clicking
Export Custom View. Exported views can be imported on other computers running Windows
Server 2012.

MORE INFO EVENT LOG VIEWS

For more information about event log views, consult the following TechNet link:
http://technet.microsoft.com/en-us/library/cc766522.aspx.

Event subscriptions

Event log forwarding enables you to centralize the collection and management of events
from multiple computers. Rather than having to examine the event log of each computer by
making a remote connection to that computer, event log forwarding enables you to do one
of the following:

m Configure a central computer to collect specific events from source computers. Use
this option in environments in which you need to consolidate events from only a small
number of computers.

m Configure source computers to forward specific events to a collector computer. Use
this option when you have a large number of computers from which you want to con-
solidate events. You configure this method using Group Policy.

Lesson 1: Monitor servers 575


http://technet.microsoft.com/en-us/library/cc766522.aspx

576

Event log forwarding enables you to configure the specific events that are forwarded to
the central computer. This enables the computer to forward important events. It isn't neces-
sary to forward all events from the source computer. If you discover something that warrants
further investigation from the forwarded traffic, you can log on to the original source com-
puter and view all the events from that computer in a normal manner.

REAL WORLD OPERATIONS MANAGER

In large environments, you use Microsoft System Center 2012 Operations Manager as a
way of monitoring large numbers of computers for important events instead of searching
through the event log manually looking for events that require further investigation.

Event log forwarding uses Windows Remote Management (WinRM) and the Windows
Event Collector (wecsvc). You need to enable these services on computers that function as
event forwarders and event collectors. You configure WinRM using the winrm quickconfig
command. You configure wecsvc using the wecutil gc command. If you want to configure
subscriptions from the security event log, you need to add the computer account of the col-
lector computer to the local Administrators group on the source computer.

To configure a collector-initiated event subscription, configure WinRM and Windows Event
Collector on the source and collector computers. In the Event Viewer, configure the Subscrip-
tion Properties dialog box, shown in Figure 10-13, with the following information:

m Subscription Name The name of the subscription.
m Destination Log The log where collected events will be stored.

m Subscription Type And Source Computers: Collector Initiated Use the Select
Computers dialog box to add the computers that the collector will retrieve events
from. The collector must be a member of the local Administrators group or the Event
Log Readers group on each source computer, depending on whether access to the
security log is required.

m Events To Collect Create a custom view to specify which events are retrieved from
each of the source computers.
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Subscription narme: Interesting Event Collection

Description:

[<[[>]

<

Destination log;: Formarded Events

Subscription type and source computers

® Collector initiated | Select Computers... |

This computer contacts the selected source computers and provides the subscription,

O Source computer initiated | Select Cornputer Groups.., |

Source computers in the selected groups rmust be configured through policy or
local configuration to contact this computer and receive the subscription,

Events to collect: Select Events.., |v

User account (the selected account must have read access to the source logsy:

Machine Account

Change user account or configure advanced settings:

| 0K | | Cancel |

FIGURE 10-13 Configuring a collector-initiated event subscription

If you want to instead configure a source computer-initiated subscription, you need to
configure the following group policies on the computers that will act as the event forwarders:
m Configure Forwarder Resource Usage This policy determines the maximum event
forwarding rate in events per second. If this policy is not configured, events will be
transmitted as soon as they are recorded.
= Configure Target Subscription Manager This policy enables you to set the location
of the collector computer.

MORE INFO EVENT SUBSCRIPTIONS

For more information about event subscriptions, see http://technet.microsoft.com/en-us/
library/cc749183.aspx.

Both these policies are located in the Computer Configuration\Policies\Administrative
Templates\Windows Components\Event Forwarding node. When configuring the subscrip-
tion, you must also specify the computer groups that hold the computer accounts of the
computers that will be forwarding events to the collector. You do this in the Computer Groups
dialog box, as shown in Figure 10-14.
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Cornputers (13

Mame Inclusion | Add Domain Computers..,
CONTOSON upiter Included

| Remove

|
| Add MNon-dormain Cornputers... |
|
|

| Exclude

<] [[>]

Select the certification authaorities to be used to authenticate non-domain computers:

lssued Ta Issued By Expiration Date i | Add Certificates..,
Microsoft R..  Microsoft Root.. 3/9/2021 |

Remowe Certificates

[<]

Ok | | Cancel

FIGURE 10-14 Configuring subscription computer groups for the subscription

( Quick check

®  You want to view specific events across multiple event logs. What tool should you
use to accomplish this goal?

Quick check answer

®m You should use custom views.

Event-driven tasks

Event Viewer enables you to attach tasks to specific events. A drawback to the process of
creating event-driven tasks is that you need to have an example of the event that triggers the
task already present in the event log. Events are triggered based on an event having the same
log, source, and event ID.

To attach a task to a specific event, perform the following steps:

1. Open Event Viewer. Locate and select the event upon which you want to base the
new task.
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2. On the Event Viewer Actions pane, click Attach Task To This Event. The Create Basic

Task Wizard displays.

3. On the Create A Basic Task page, review the name of the task that you want to create.
By default, the task is named after the event. Click Next.

4. On the When An Event is Logged page, review the information about the event. This
will list the log from which the event originates, the source of the event, and the event

ID. Click Next.

5. On the Action page, shown in Figure 10-15, you can choose the task to perform. The
Send An E-Mail and Display A Message tasks are deprecated, and you get an error if
you try to create a task using these actions. Click Next.

@ Action

Create a Basic Task

When an Bvent |s Logged

Send an E-mail (deprecated)
Finish

What action do you want the task to perform?

® Start a program

O Send an e-mail (deprecated)
O Display a message (deprecated)

FIGURE 10-15 Attaching a task to a specific event

6. On the Start A Program page, shown in Figure 10-16, specify the program or script that
should be automatically triggered as well as additional arguments.
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@ Start a Program

Create a Basic Task
When an Event |s Logged

Program/script:
Action

Cihscriptshautomation.ps1
ragram

Finish Add arguments {optional):

Startin (optionaly:

FIGURE 10-16 Specifying a triggered script

After you complete task creation, you can modify the task to specify the security
context under which the task executes. By default, event tasks run only when the user

is signed on. You can configure the task to run whether the user is signed on or not, as
shown in Figure 10-17.

General |Triggers |Acti0ns | Conditions | Settings | Histmy|

Nare: |Directnvy Service_Microsoft-YWindows-ActiveDirectory_DomainService_2080

Location: “EwentYiewer Tasks

Author CONTOSMNadministrator

Description:

Security options

When running the task, use the following user account:

CONTOSMNadministrator Change User or Group...

O Run only when useris logged on

® Runwhether user is logged on or not

[ Do rot store password, The task will only have access to local computer resources.

[ Run with highest privileges

[ Hidden Configure for: [M¥indows Vista™, Windows Server™ 2008

FIGURE 10-17 Run your task if the user is logged on or off
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REAL WORLD IT'S NOT ABOUT SENDING EMAIL, IT’S ABOUT SENDING A MESSAGE

Even though the Send An Email task is deprecated, you can use the Start A Program op-
tion to execute a Windows PowerShell script that sends an email. In many cases, however,
instead of sending a message to an administrator so the administrator can perform a task,
it's better to have the task directly called wherever possible. Creating automated tasks that
resolve problems without requiring direct intervention saves time and money. You should
send email messages only when you need to notify yourself about an issue that cannot be
resolved by running a script.

Network monitoring

Network monitoring enables you to track how a computer interacts with the network.
Through network monitoring, you can determine which services and applications are using
specific network interfaces, which services are listening on specific ports, and the volume of
traffic that exists. There are two primary tools through which you can perform network moni-
toring on computers running Windows Server 2012:

m Resource Monitor

m Message Analyzer

Resource Monitor

Resource Monitor enables you to monitor how a computer running the Windows Server 2012
operating system uses CPU, memory, disk, and network resources. Resource Monitor provides
real time information. You can't use Resource Monitor to perform a traffic capture and review
activity that occurred in the past. You can use Resource Monitor to view activity that is cur-
rently occurring. The Network tab of Resource Monitor is shown in Figure 10-18.
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File Monitor Help

| Ovemewl CPU | Memnryl Disk | Metwark |
I

; i Wiews

] image Send (Bised) Receive (Bfsed] Tofal (Bised Metavork 1 Mbps 7
[1 15as5.exe 476 1,183
[ dns.exe 695 1,137
[ MicrosoftactiveDirectani., 12

[ system 4 14

60 Seconds

Image Address send B, Receive [B.. TotaITB TCP Connections

dns.exe DC.contoso.com 565 1,653
Isass.exe DC.cantosa.com 669 261

Isass.exe DC.contoso.com 36 216
m

Local ..  Llocal .. Remo..  Remo.
dns.exe IPvG .. 51993 IPvGl. 389

I5a55.e0e PGl 383 IPvEL. 51993 Ethernet

Image Address Protocal Firewall 5.,
dns.exe fedlu1af., TCR Allowed, ...
dns.exe IPvE [aop.., TCP Allowed, ..,
dns.exe P [oop.., TCR Allowed, ...
dnhs.exe 10.10.10.10 TCP Allgwed, ...

FIGURE 10-18 Resource Monitor Network tab

Resource Monitor provides the following information that is relevant to network
monitoring:
m Processes With Network Activity This view lists processes by name and ID; and
provides information on bits sent per second, bits received per second, and total bits
per second.

m Network Activity Lists network activity on a per-process basis, but also lists the
destination address, sent bits per second, received bits per second, and total bits per
second.

m TCP Connections Provides information on connections on the basis of local address,
port, and remote address and port.

m Listening Ports Lists the ports and addresses that services and applications are
listening on. Also provides information about the firewall status for these roles and
services.

Message Analyzer

Microsoft Message Analyzer is the successor to Network Monitor. You can use Message
Analyzer to perform network traffic capture and analysis. Message Analyzer also functions
as a replacement for LogParser, which enables you to manage system messages, events, and
log files. When performing a capture, you select the scenario that best represents the type
of event about which you are interested in capturing traffic. For example, the LAN scenario,
shown in Figure 10-19, enables you to capture traffic on local area network (LAN) interfaces.

582 Monitoring and auditing Windows Server 2012



-|la] x|

Save As

& Quick Open
& Close
Start Page

Browse

Ready Parsed:

_} Session namer* Trace Session 1

~Trace Scenario C

Comment: ‘

X Remove Provider <2 Clear List Search and add providers £ I

o
Include Name ~
Microsoft-PEF-NDIS-PacketCapture 9dessb12-1202-4
Trace Scenarios _ Microsoft-Windows-L2NACP ssteroos-fta-ss
Windows Filtering Platform Trad ~ | ('7‘ - Winde d n"ﬁf her?fd-ﬂrm‘-g !
@ wet prowy ENE
Web Tracing with web proxy sel 4 ETW Pravider Core Configuration -~
LaN 1d 9deB5b12-1202-467c-8047-ed 308 |
= Troubleshoot Wired LAN Issues| & Level Verbose
KeywordToMask True L
WLAN ) 0x0000000000000000 hd
"= Troubleshoot wireless LAN relat| | | |Netwark Adapters
Installed network interfaces on the system
~ Device
Trace Filter
< USB2
USE Tracing \M Y Library - “History <ZClear
Enter a filter expression, such as:
tepport==80
oz USB3 o
USB Tracing for USB 3 host conf | “address==192.168.1.1
[<] [ I I
B H i
Advanced Sa ’ -
nc ve
Confiquration - Start With | Analysis Grid
Caplured; Displayed: Version: 40.5950.0

FIGURE 10-19 LAN scenario

When performing certain types of network traffic capture, you need to run Message Ana-
lyzer using an account that is a member of the local Administrators group. After the capture
has been performed, you can analyze the content of each message, as shown in Figure 10-20.
By applying appropriate filters, you can locate network traffic that has specific characteristics,

such as using a particular TCP port, source, or destination address.
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FIGURE 10-20 Message Analyzer
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NOTE MESSAGE ANALYZER

At the time of writing, Message Analyzer is still beta software. There is a blog on Tech-
Net that describes the features and functionality of the new product: http://blogs.technet
.com/b/messageanalyzer/archive/2012/09/17/meet-the-successor-to-microsoft-network-

monitor.aspx.

Lesson summary

m Data collector sets enable you to collect performance counter data, event trace data,
and system configuration information.

m Performance counter alerts enable an event to be written to the event log and a
command to be run when a specified performance counter exceeds or falls below a
configured value.

m Event log filters apply to a single event log and are not persistent.

m Event log views are persistent, can include items from multiple event logs, and can be
imported and exported.

m Event subscriptions enable you to configure one computer to consolidate the event
logs of multiple computers.

m Event-driven tasks enable you to configure a program or script to be run when a spe-
cific event is written to the event log.

m  Message Analyzer, which is the successor to Network Monitor, enables you to capture
and analyze network traffic.

Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
orincorrect in the “Answers” section at the end of this chapter.

1. You want to collect processor, memory, and network interface utilization data over
the course of several hours. You need to be able to review the data at a later period in
time. Which of the following tools should you use to accomplish this goal?

A. Resource Monitor
B. Task Manager
C. Data collector set

D. Message Analyzer
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2. A particular network service on a computer running Windows Server 2012 that you
are responsible for managing is not functioning correctly. You suspect that the service
is listening on a TCP port that Windows Firewall is configured to block, but you don't
know which TCP port the service uses. Which of the following tools should you use to
determine this information?

A. Task Manager

B. Resource Monitor
C. Message Analyzer
D. Data collector set

3. Which of the following tools can you use to capture and analyze network traffic?

A. Data collector set
B. Message Analyzer
C. Resource Monitor

D. Task Manager

4. You are configuring event log subscriptions. Computer SYD-A will function as the event
log collector, and computers MEL-A, MEL-B, and MEL-C will function as the event log
sources. You want SYD-A to collect events from the security logs on computers MEL-A,
MEL-B, and MEL-C. To which of the following security groups on MEL-A, MEL-B, and
MEL-C should you add the computer account of SYD-A?

A. Backup operators
B. Power users
C. Eventlog readers

D. Administrators

Lesson 2: Advanced audit policies

Auditing enables you to track both actual and attempted access and changes to objects and
policies. Auditing enables you to verify that the policies that you've put in place to secure
your organization’s network infrastructure are actually being enforced, from tracking modi-
fications to sensitive user accounts through to access to sensitive files and folders. In this
lesson, you will learn about advanced audit policy, how to configure expression-based audit
policies, and how you can use auditpol.exe to manage auditing.
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After this lesson, you will be able to:
m Understand advanced audit policies.
m  Configure auditing using Group Policy.

m Use auditpol.exe to manage auditing.

Estimated lesson time: 45 minutes

Advanced auditing

There are two sets of audit policies in a Group Policy Object (GPO): traditional audit poli-

cies and advanced audit policies. The traditional audit policies are located in the Computer
Configuration\Policies\Windows Settings\Security Settings\Local Policies\Audit Policies node
and are shown in Figure 10-21. They are the audit policies that have been available with the
Windows Server operating system since Windows 2000. The drawback of these policies is that
they are general, and you can't be specific in the way you configure auditing. When you use
these policies, you'll not only audit the events that you're interested in but you'll also end up
auditing many events that you don't need to know about.

©

File  Action Wiew Help
e 2[E X5
5[ Default Domain Palicy [DC.CONTOSOLCOM)] Palicy : Palicy - Policy Setting
4 {88 Computer Configuration 5] A dit account logon events Mat Defined
a [ Policies [£3] Audit account rnanagerment Mot Defined
b [ Software Settings 5] St directory service access Mot Defined
4 [ Windows Settings 5] Awdit logon events Mot Defined
b [5] Marne Resolution Palicy Auditobjectaccess Mot Defined
Scripts (Startup/Shutdown) [55] Awdit policy change Mot Defined
4 [ Security Settings ] it privilege use Mot Defined

= A t Polici
b g Lcco‘u; p olieles 5] Awidit process tracking Mot Defined
4 [ Local Policies

b [ _Audit Policy] 2] Audit system events Not Defined
3 i User Rights Assignment
3 i Security Options

b G Eventlog

I 3 Restricted Groups

I E Systern Services

FIGURE 10-21 General auditing policies

REAL WORLD NEEDLES AND HAYSTACKS

The trick of implementing a successful audit policy is to reduce the size of the haystack
so that finding the needles is easier. An audit policy that records only activity that you are
interested in produces fewer events than a more general audit policy, in which interesting
events can get lost in the clutter.
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The advanced audit policies enable you to be more specific in the types of activity you
audit. The advanced audit policies are located under the Computer Configuration\Policies\
Windows Settings\Security Settings\Advanced Audit Policy Configuration node, as shown in
Figure 10-22.

File Action Wiew Help
L IEE Y

b 's IP Security Palicies on Active Directo : Subcateqory Audit Events
4 [ Advanced Audit Palicy Configuratio 5] Audit Credential Validation Mot Configured
4 EEAUdit Policies Audlt Kerberos Authentication Service Mot Configured

Audit Kerberos Service Ticket Operations Mot Configured

Eﬂ Azcount Management 5] Audit Other Account Logon Events Mot Configured
8 Detailed Tracking

I

I

[ E'ﬂ DS Access

b 54 Loganflogaff
I

4

4

E'ﬂ Object Access
E’ﬂ Policy Change
E’ﬂ Privilege Use
b E:ﬂ Systern
b 55 Global Object Access Auditing
I fllf Policy-based QoS
4[5 Administrative Ternplates: Policy definitions
4 [ Contral Panel
< w | I

FIGURE 10-22 Advanced audit policies

There are 10 groups of audit policy settings and 58 individual audit policies available
through Advanced Audit Policy Configuration. The audit policy groups contain the following
settings:

m Account Logon You can audit credential validation and Kerberos-specific operations.

= Account Management You can audit account management operations, such as
changes to computer accounts, user accounts, and group accounts.

= Detailed Tracking You can audit encryption events, process creation, process termi-
nation, and RPC events.

m DS Access You can audit Active Directory access and functionality.

m Logon/Logoff You can audit logon, logoff, and other account activity events, includ-
ing IPsec and Network Policy Server (NPS) events.

m Object Access You can audit access to objects including files, folders, applications,
and the registry.

= Policy Change You can audit changes to audit policy.
m Privilege Use You can audit the use of privileges.
m System You can audit changes to the security subsystem.

= Global Object Access Auditing You can configure expression-based audit policies
for files and the registry.
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REAL WORLD CONFIGURE AN AUDIT POLICY

Determine what you want to audit first and then enable the policies to audit that type of
activity. A mistake that many administrators make is that they aren’t entirely sure what
they should be auditing, so they audit everything. They become frustrated with the process
because the auditing events that they might be interested get lost in the vast sea of audit-
ing events that they are not interested in.

Expression-based audit policies

Traditional object audit policies involve specifying a group and configuring the type of activi-
ties that will trigger an event to be written to the security log. Specifying that an audit event

will be written each time a member of the Managers group accesses a file in a specific folder

is a good example.

Expression-based audit policies enable you to go further. These policies enable you to
put conditions as to when auditing might occur. For example, you might want to configure
auditing so that members of the Managers group have access to sensitive files tracked only
when they access files from computers that aren't part of the Managers_Computers group.
Figure 10-23 shows auditing configured in this way. This way, you don't bother tracking
access when members of this group access sensitive files from within the office, but you do
track all access to those sensitive files when members of this group are accessing them from
an unusual location.

Principal:  Managers (CONTOSOManagers)  Select a principal

Type: [an V]
Permissions:
[l Full contral [w] Delete subfolders and files
[ Traverse folder / execute file [ Delete
[ List folder / read data [#] Read permissions
[ Read attributes ¥ Change permissions
[ Read extended attributes [ Take ownership
[ Create files / write data [w] Read
[ Create falders £ append data o] irite
[ Mirite attributes [W] Execute
[ ¥vrite extended attributes
Clear all
&dd a condition to limit the scape of this auditing entry, Security events will be logged anly if conditions are met.
Device v] [Group v] [Not member of any v] [value v [Titemis) selected v | [ Add items Remave

Add a condition

FIGURE 10-23 Expression-based audit policies
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You can integrate expression-based audit policies with Dynamic Access Control (DAC) to
create targeted audit policies that are based on user, computer, and resource claims. Instead
of just adding claims based on user or device group membership, the claim can be based
on document metadata such as confidentiality settings and site location. You can config-
ure expression-based audit policies at the file or folder level, or apply them through Group
Policy using policies in the Global Object Access Auditing node of Advanced Audit Policy
Configuration.

( Quick check

m  What type of auditing should you configure if you want to audit file access by a
specific group of people only when they aren’t signed on to a specific group of
computers?

Quick check answer

m You configure an expression-based audit policy to audit file access by a specific
group of people who are accessing files from computers other than those in a spe-
cific group.

Configuring file and folder auditing

After you configure auditing of object access, either through the traditional or advanced au-
dit policies, you can configure auditing at the file and folder level. The simplest way to config-
ure auditing is at the folder level because you can then configure all folders and subfolders to
inherit those auditing settings. If you change the auditing settings at the folder level, you can
use the Replace All Child Object Auditing Entries option to apply the new auditing settings to
the folder’s child files and folders.

You can configure auditing for a specific file and folder through the Advanced button
on the Security tab of the object’s properties. You can configure basic success and failure
auditing, as shown in Figure 10-24. You can also configure expression-based auditing so that
activity by members of a specific security group are audited only if other conditions, such as
membership of other security groups, are also met.
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Marne: Ch\Audited_Files

Chvner; Administrators (CONTOSO\Administrators) @ Change

Permissions | Auditing Effective Access |

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit {if available),

Auditing entries:

Type Principal Inherited from Applies to
Managers (CONTOS50\Managers) Read & execute This folder, subfolders and

<

2dd | [ Remove | [ Edit

Disable inheritance

[[] Replace all child object auditing entries with inheritable auditing entries from this object

o] || Cancel || Apply

FIGURE 10-24 Configuring basic success and failure auditing

The advantage of using Global Object Access Auditing is that when you have it configured,
you can use file classification to apply metadata to files and then automatically have audit-
ing enabled for those files. For example, using file classification and DAC, you can configure
a Windows Server 2012 file server so that all files that contain the phrase “code secret” are
marked as Sensitive. You can then configure Global Object Access Auditing so that all access
to files marked as Sensitive are automatically audited. Instead of having an administrator
track down all the files that are sensitive and configuring auditing on those files, the process is
automatic. All that needs to happen to trigger it is the inclusion of the phrase “code secret” in
the file.

Using auditpol with auditing
Gj Auditpol.exe is a command-line utility that you can use to configure and manage audit policy
settings from an elevated command prompt. You can use auditpol.exe to perform the follow-
ing tasks:
m View the current audit policy settings with the /get subcommand

m Set audit policy settings with the /set subcommand

m Display selectable policy elements with the /list subcommand

590 Monitoring and auditing Windows Server 2012



m Back up and restore audit policies using the /backup and /restore subcommands

m Delete all per-user audit policy settings and reset the system policy settings using the
/clear subcommand

m Remove all per-user audit policy settings and disable all system policy settings using
the /remove subcommand

For example, to enable success and failure auditing for the File System subcategory of
Object Access, execute this command:

Auditpol.exe /set /subcategory:"File System" /success:Enable /failure:Enable

To view the current audit policy settings for all audit policies, issue this command:
Auditpol.exe /get /category:*

To view the current audit policy settings for a specific category, such as Object Access,
issue this command:

Auditpol.exe /get /category:"Object Access"

MORE INFO AUDITPOL.EXE

To learn more about auditpol.exe, consult the following TechNet article at: http://technet
.microsoft.com/en-us/library/cc731451(v=ws.10).aspx.

Lesson summary

m  Advanced audit policies enable you to perform more granular auditing than is possible
with the traditional auditing policies available in earlier versions of Windows server.

m Expression-based audit policies enable you to configure auditing based on object
metadata. You can also use expression-based audit policies to perform conditional
auditing.

m After you have enabled the auditing of object access, you can configure auditing at the
file and folder level. File- and folder-level auditing supports expression-based audit
policies.

® You can use the auditpol.exe command-line utility from an elevated command prompt
to configure and manage audit policy settings.
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Lesson review

Answer the following questions to test your knowledge of the information in this lesson. You
can find the answers to these questions and explanations of why each answer choice is correct
or incorrect in the "Answers” section at the end of this chapter.

1.

Which of the following commands should you use to enable success and failure audit-
ing for all audit policies under the Object Access category on a computer running
Windows Server 20127

Auditpol.exe /set /subcategory:"File System” /success:Enable /failure:Enable.
Auditpol.exe /set /Category:"Object Access” /success:Enable /Failure:Enable
Auditpol.exe /get /Category:"Object Access” /success:Disable /Failure:Disable.
Auditpol.exe /get /Category:"Object Access” /success:Disable /Failure:Enable.

You want to enable failure auditing, but not success auditing, for all audit policies un-
der the Object Access category on a computer running Windows Server 2012. Which
of the following commands should you use to accomplish this goal?

Auditpol.exe /get /Category:"Object Access” /success:Disable /Failure:Enable.
Auditpol.exe /get /Category:"Object Access” /success:Disable /Failure:Disable.
Auditpol.exe /set /Category:"Object Access” /success:Enable /Failure:Enable.

Auditpol.exe /set /subcategory:"File System” /success:Enable /failure:Enable.

You want to enable success and failure auditing only for the File System subcategory.
Which of the following commands should you use to accomplish this goal?

A.
B.
C.
D.

Auditpol.exe /set /Category:"Object Access” /success:Enable /Failure:Enable.
Auditpol.exe /get /Category:"Object Access” /success:Disable /Failure:Enable.
Auditpol.exe /set /subcategory:"File System” /success:Enable /failure:Enable.

Auditpol.exe /get /Category:"Object Access” /success:Disable /Failure:Disable.

You want to disable all success and failure auditing on all auditing subcategories under
the Object Access category. Which of the following commands should you use to ac-
complish this goal?

A.
B.

Auditpol.exe /get /Category:"Object Access” /success:Disable /Failure:Disable.
Auditpol.exe /get /Category:"Object Access” /success:Disable /Failure:Enable.
Auditpol.exe /set /Category:"Object Access” /success:Enable /Failure:Enable.

Auditpol.exe /set /subcategory:"File System” /success:Enable /failure:Enable.
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Practice exercises

The goal of this section is to provide you with hands-on practice with the following:
m Configure data collector sets
m Configure alerts
®m Manage event subscriptions
m Perform network monitoring
m  Configure removable device auditing
m Configure logon auditing
m  Configure expression-based audit policies
m Enable folder auditing

To perform the exercises in this section, you need access to an evaluation version of
Windows Server 2012. You should also have access to virtual machines SYD-DC, SYD-A, and
SYD-B, the setup instructions for which are as described in the Appendix. You should ensure
that you have a snapshot of these virtual machines that you can revert to at the end of the
practice exercises.

EXERCISE 1 Configure data collector sets

In this exercise, you will configure data collector sets. To complete this exercise, perform the
following steps:

1. On DC, click Performance Monitor in the Tools menu of Server Manager.

2. Inthe Performance Monitor console, expand the Performance\Data Collector Sets\User
Defined, as shown in Figure 10-25.
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@ File  Action  ‘iew Window Help

I EEEIEE

@ Performance
4 [ Monitaring Tools
BE Performance Manitar
4 [; Data Caollector Sets
:
P Server Manager Performance Mani
b Eqi Systern
[E Event Trace Sessions
[E Startup Event Trace Sessions
I Ei Reports

Marme Status
[ Server Manager Perfarmance M... Stopped

FIGURE 10-25 Accessing data collector sets

3. On the Action menu, click New and click Data Collector Set.

4. In the Create New Data Collector Set dialog box, enter the name DC-Performance-
Measurement and click Create Manually (Advanced), as shown in Figure 10-26. Click

Next.

How would you like to create this new data collector set?

Marme:

D-Performance-Measurement

O Create from a template [Recommended)
Howe do wwork with templates?

® Create manually (Advanced)

How do | choose data collectors manually?

[ Ned¢ || Finish |[ Cancel

FIGURE 10-26 Entering the data collector set name
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5.

On the What Type Of Date Do You Want To Include? page, click Performance Counter,

as shown in Figure 10-27, and click Finish.

What type of data do you want to include?

® Create data logs

D Eventtrace data

|:| System configuration information

O Perfarmance Counter Alert

[ Nex |[ Fnish || Cancel

FIGURE 10-27 Selecting Performance Counter

In the Performance Monitor console, click DC-Performance-Measurement.

In the details pane, click DataCollector01.

On the Action menu, click Properties.

In the DataCollectorO1 Properties dialog box, shown in Figure 10-28, click Add.

Petformance Counters | File

Performance counters:

‘LogicalDisk{_Total)i* add...
Memaryiavailable MBytes
\Metwork Interfacel* )+

‘\Processor(_Total)i*

Log format:
Sarnple interval Uriits: [ tMascinnurn samples:

7 F H
Data source name:

| Y]

| QK ‘ ‘ Cancel | | Apply | | Help |

FIGURE 10-28 Performance counters
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10. In the Available Counters dialog box, click Logical Disk and click Add.
11. Click Memory, click the arrow, click Available Mbytes, and click Add.
12. Click Network Interface and click Add.

13. Click Processor and click Add.

14. Verify that the list of added counters matches Figure 10-29 and click OK.

Available counters Added counters

Select counters Fram computer: Caunter Parent Inst.. Computer

<Local computer= V| | Browse. .. LogicalDisk

* - Total
Physical MEtwork Interface Lard ACtivity ~ -

PhysicalDisk Memaory
Power Meter Awailable MBytes
PowerShell Workflow Metwork Interface

Print Queue *

Process Processor

*
Processor

Processor Information

Instances of selected object:

instances:>

V|| Search |

[ Add=> ‘Eemove £ |

[ show description |

Help | | K | | Cancel

FIGURE 10-29 Matching added counters

15. In the DataCollector01 Properties dialog box, set the Sample Interval to 15 seconds
(see Figure 10-30) and click OK.
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Performance Counters | File

Performance counters:

\LagicalDisk{_Taotal)i* Add...
\Memary|Available MBytes
\Metwork Interface{*\*

\Processor(_Taokali*

Liog Forrnat:
Sample inkerval: Uniits: [CIMaximum samples:
15 % Seconds v 0 %

Data source name:

| Y]

| [s]4 | | Cancel | | Apply | |

FIGURE 10-30 Setting the interval

EXERCISE 2 Collect data

In this exercise, you will collect data from the data collector set. To complete this exercise,
perform the following steps:

1. In Performance Monitor, click Data Collector Sets\User Defined\DC-Performance-
Measurement.

2. On the Action menu, click Start.
3. After 2 minutes, on the Action menu, click Stop.
4. Expand Reports, expand User Defined, and click DC-Performance-Measurement.

5. Click the report listed in the details pane, as shown in Figure 10-31.
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FIGURE 10-31 Selecting a report

6. Click View Data In Performance Monitor.
7. Click Change Graph Type and click Report.

8. View the report, as shown in Figure 10-32.

@File Action  Wiew  Window Help

e pE X HE =S
@Perfurmance E|'|+x’| EQ‘ ) ’||

4 [i ;D:::F:Ti:::elsl\donitor Avq. Disk Read Queue Length 0.000
Avq. Disk sec/Read 0.000
4 [ Data Collector Sets Avg. Disk sec/Transfer 0.002
4 [1 User Defined Avq. Disk sec/Write 0.002
@ DC-Performance-heasurerment Avq. Disk Write Queue Length 0.002
P Server tanager Perfarmance Moni Current Disk Queue Length 0.000
b [‘:" Gystern Disk Bytesisec T.087.527
1 Event Trace Sessions Disk Read Bytes/sec 318.644
[‘E, Startup Event Trace Sessions DESk Reads/sec 009
Disk Transfersisec 1.078
4 Ea Reparts X Disk Write Bytes/sec 7,668,887
4 @, User Defined Disk Writesisec 1.039
A EE DC-Performance-Measurement Free Megabytes 120,390.000
& Dc_20130223-000001 Split 10/5ec 0.056
I Ea Server Manager Performance Moni

[ E System Memory
Available MBytes 1,372.077

[<] EY| K3

FIGURE 10-32 Viewing the report
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EXERCISE 3 Configure alerts

In this exercise, you will configure a free disk space alert. To complete this exercise, perform
the following steps:

1. In Performance Monitor, click User Defined under Data Collector Sets.
2. On the Action menu, click New and click Data Collector Set.

3. On the Create New Data Collector Set page, type Disk Space Alert, click Create
Manually (Advanced), and click Next.

4. On the Create New Data Collector Set page, click Performance Counter Alert, as shown
in Figure 10-33, and click Next.

What type of data do you want to include?

(O Create data logs
D Performance counter
|:| Ewenttrace data

[ swstem configuration information

® Performance Counter Alert

[ Net |[ Finish |[ Cancel

FIGURE 10-33 Choosing Performance Counter Alert

5. On the Which Performance Counters Would You Like To Monitor? page, click Add.

6. In the Available Counters dialog box, click LogicalDisk, click %Free Space, click C:, and
click Add, as shown in Figure 10-34. Click OK.
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Added counters

Available counters
Counter Parent  Inst... Computer

Select counters Fram computer:
LogicalDisk

<Local computer=

% Free Space

Job Object Details
KPSSVC

LogicalDisk

%> Disk Read Time

o Disk Time

s Disk Write: Time

% Free Space

%o Idle Time

Avg, Disk Bytes/Read

Instances of selected object:

_Tatal
<Al inskances =

Harddiskiolume1

V|| Search |

| Add = | ‘Remove<< |

Help | | K | | Cancel

[ show description

FIGURE 10-34 Selecting LogicalDisk

7. Set the Alert When drop-down menu to Below.

8. Set the Limit value to 5, as shown in Figure 10-35, and click Next.

Which performance counters would you like to monitor?

Performance counters:
“LogicalDisk[Ch Free Space

Add..

Remowe

Alertwhen: Limit:

Below v| ‘ 5

| [ Finish | [ cancel

FIGURE 10-35 Setting the limit value

9. Click Finish.
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EXERCISE 4 Prepare computers for event subscriptions

In this exercise, you will configure computers to support event log subscriptions. To complete
this exercise, perform the following steps:

1. On DC, click Windows PowerShell on the task bar.

2. Enter the following command and press Enter:

Wecutil qc

3. When prompted, press Y and press Enter.

4. Close the Windows PowerShell prompt.

5. Sign on to SYD-A as Contoso\Administrator.

6. In the Tools menu on Server Manager, click Computer Management.

7. In the Computer Management console, expand Local Users And Groups, click Groups,
and then click Administrators, as shown in Figure 10-36.
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FIGURE 10-36 Accessing Administrators

8. On the Actions pane, click More Actions and click Properties under Administrator.

9. Inthe Administrators Properties dialog box, click Add.

10. In the Select Users, Computers, Service Accounts, Or Groups dialog box, click Object

Types.
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11. In the Object Types dialog box, enable the Computers check box, as shown in Figure
10-37, and click OK.

Select the types of objects you want to find.

Object types:
1 &l
[ 186l Computers
] n Groups
| s Users

FIGURE 10-37 Selecting Computers

12. In the Select Users, Computers, Service Accounts, Or Groups dialog box, type DC, click
Check Names, and click OK.

13. Verify that the Administrators Properties dialog box matches Figure 10-38 and
click OK.

General
ﬁ Adrinistrators

Description: Administrators have complete and unrestricted access
to the computer/domain

Members:

ﬁAdministrator

18 coNTOSONDE

8& COMTOS0MND omain Adrirs

Changes to a uzer's group membership

are not effective until the nest time the

uzer logs an.

ok | | Cancel | | Apply | | Help |

FIGURE 10-38 Administrators Properties dialog box

14. Restart SYD-A.
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EXERCISE 5 Configure event subscriptions

In this exercise, you will configure event subscriptions. To complete this exercise, perform the
following steps:

1. Inthe Server Manager console on DC, open the Tools menu and click Event Viewer.

2. In Event Viewer, click the Subscriptions node, as shown in Figure 10-39.

File Action View Help

i [
& EventViewer (Localy Subscriptions 0 Total. I Actions I
b E; Custarn Wiews —_I
N [E Windows Logs Mame Status | Type Source Co.. | Destinat
» B Dpplications and Services Lo @ Open Saved Log..
[ Subscriptions | ¥ Create Custom Vieww.,,

Irnpart Custarn Vieww..,

Create Subscription...

Wiew »
Refresh
Help »

FIGURE 10-39 Clicking the Subscriptions node

3. On the Actions pane, click Create Subscription.

4. In the Subscription Properties dialog box, enter the name as Subscription-Alpha, click
Collector Initiated, and click Select Computers.

5. Inthe Computers dialog box, click Add Domain Computers.
6. In the Select Computer dialog box, type SYD-A, click Check Names, and click OK.

7. Verify that the Computers dialog box matches Figure 10-40 and click Test.
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LCormputers (1)

Marne | Add Domain Computers... |
SYD-A contoso,com

| Remove |

| Test |

FIGURE 10-40 Computers dialog box

8. In the Event Viewer dialog box, click OK.

9. In the Computers dialog box, click OK.

10. Click Select Events.

11. In the Query Filter dialog box, select Critical, Error, Warning, and Information.
12. Click the Event Logs drop-down menu and click Windows Logs.

13. Verify that the Query Filter appears the same as Figure 10-41 and click OK.

Logged:

‘Anytime v

Event level: [ Critical [ Warning [ verbose

[w Error ¥ Infarmation

® Bylog Eventlogs: }AppI\cat\on,Secur\tyJSetup,System,Fonn\rarded [lz‘

O Bysource  Event sources: I lz‘

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas, To
exclude criteria, type a minus sign first, For example 1,3,5-99,-76

[ <8l Event IDs > |

Task category: I El
Keywords: I El

User: ‘<AIIUsers> |

Computer(s): ‘ <Al Computers»

FIGURE 10-41 The Query Filter dialog box
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14. In the Subscription Properties dialog box, click Advanced.

15. In the Advanced Subscription Settings dialog box, click Minimize Latency, as shown in
Figure 10-42, and click OK.

User Account:
The selected account must have read access to the source logs

® Machine Account

O Specific User

COMNTOSCYAdrministrator User and Passward..,

Event Delivery Optimization:
O Mormal
O Minimize Bandwidth
® Minirnize Latency

O Custom

Protocol: |H‘|‘rp ] Port:

FIGURE 10-42 Advanced Subscription Settings dialog box

16. Verify that the Subscription Properties — Subscription-Alpha dialog box matches Figure
10-43 and then click OK.

Subscription narme: Subscription-Alpha

Description:

Destination log: Forwarded Events

Subscription type and source computers

® Collector initiated | Select Computers..,

This computer contacts the selected source computers and provides the subscription,

O Source computer initiated | Select Cornputer Groups.., |

Source computers in the selected groups must be configured through palicy or
local configuration to cortact this camputer and receive the subscription.

Events to collect: Select Events.., |v

User account (the selected account rust have read access to the source logs):
Machine Account

Change user account or configure advanced settings:

0K | | Cancel |

FIGURE 10-43 Subscription Properties dialog box
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17. Restart server SYD-A.
18. Expand the Windows Logs node and click Forwarded Events.

19. Verify the presence of items in the event log, as shown in Figure 10-44.
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4 [ﬂ Windows Logs 1

g Application oError 272372013 10:31:42 PM Securit... 8198 & Open Saved Log..,
g Security @\nformatlon 2/232M 3103142 Pr Securit.. 1003
é Setup @\m’ormation 2232031031242 P Securit., 1003 )
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@\m’ormation 2232013 10:31:28 P Winlog.. 6000
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< m >
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[ ]
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hr=0x80072EEF X
Command-line arauments: Event Properties

@ Attach Task To This...
Copy

i| Refresh

Help

[<] m |>|_

FIGURE 10-44 Event log

20. Close Event Viewer.

EXERCISE 6 Configure network monitoring

In this exercise, you will monitor the processes and services that use network interfaces. To
complete this exercise, perform the following steps:

1. On the Tools menu of the Server Manager console on DC, click Resource Monitor.

2. On the Network tab, click the arrow next to TCP Connections, as shown in
Figure 10-45.
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3.

N

File Monitor  Help
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FIGURE 10-45 Network tab of the Resource Monitor
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Click the arrow next to Listening Ports to list the ports on which different services are
listening (see Figure 10-46).
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FIGURE 10-46 Listing the different ports.
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EXERCISE 7 Using Message Analyzer

In this exercise, you use Message Analyzer to perform network monitoring. This exercise re-
quires that you have downloaded Message Analyzer from the Microsoft website and installed
it on SYD-A, but have not run the program yet. To complete this exercise, perform the follow-
ing steps:

1. InServer Manager on SYD-A, click Local Server and then select I[E Enhanced Security
Configuration.

2. Inthe Internet Explorer Enhanced Security Configuration dialog box, set the Adminis-
trators setting to Off, as shown in Figure 10-47, and click OK.

Inkernet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administratars and Users groups.

Adminiskrators:

@ O on (Recommended)

@ ©uF

Users:

@ ®) on {Recommendsd)

B Ooff

Maore about Internet Explorer Enhanced Security Confiquration

FIGURE 10-47 Internet Explorer security

3. Inthe Search charm on SYD-A, type Microsoft Message Analyzer.
4. Click Microsoft Message Analyzer in the results list.

5. On the File menu, click SMB Server Full PDU on the Capture/Trace option, as shown
in Figure 10-48, and click Start With.
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6.

7.

10. In the File Sharing dialog box, click Share and then click Done.
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FIGURE 10-48 SMB Server Full PDU

On the taskbar, click File Explorer.

In File Explorer, click Computer and then double-click Local Disk (C:).

On the title bar, click New Folder. Name the new folder TEST.

Right-click the TEST folder, click Share With, and click Specific People.

11. In Microsoft Message Analyzer, verify that messages have been recorded and click

the final message, as shown in Figure 10-49.
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FIGURE 10-49 Verifying that messages have been recorded

12. Use File Explorer to navigate to C:\TEST.

13. Create a text file in C:\TEST named secretfile.txt. The content of the file should be the
words “secret secret”.

14. Switch to DC.

15. On DG, in the Search charm, type \\SYD-A\TEST \secretfile.txt and click secretfile.
txt in the Results pane.

16. Switch to SYD-A.
17. Verify that additional traffic has been recorded.

18. Examine the message data for network addresses, such as server SYD-A.contoso.com
(see Figure 10-50).
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FIGURE 10-50 Examining message data

19. Close Microsoft Message Analyzer.

20. When prompted to save the captured trace, click No.

EXERCISE 8 Configure removable device auditing

In this exercise, you will configure a GPO so that removable device usage is audited. To com-
plete this exercise, perform the following steps:

1. On DC, click Group Policy Management in the Tools menu of Server Manager.

2. Expand Forest: contoso.com\Domains\contoso.com\Group Policy Objects and click
Default Domain Policy, as shown in Figure 10-51.
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FIGURE 10-51 Clicking Default Domain Policy

3. On the Action menu, click Edit.

4. Inthe GPME, navigate to the Computer Configuration\Policies\Windows Settings\
Security Settings\Advanced Audit Policy Configuration\Audit Policies\Object Access
node and click Audit Removable Storage, as shown in Figure 10-52.
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FIGURE 10-52 Clicking Audit Removable Storage
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5.

6.

10.

11.

Double-click Audit Removable Storage.

In the Audit Removable Storage Properties dialog box, select Configure The Following
Audit Events, Success, and Failure; then click OK (see Figure 10-53).

Palicy | Explain

a Audit Remaovable Starage

[w] Canfigure the following audit events:

[ Success
[V Failure

Cancel | | Apply

FIGURE 10-53 Auditing properties

Close the GPME.
On the taskbar, click Windows PowerShell.
In the Windows PowerShell window, type the following command and press Enter:

Gpupdate /force

In the Windows PowerShell window, type the following command and press Enter:

Auditpol /get /category:"Object Access"

Verify that Removable Storage is configured for Success And Failure auditing, as shown
in Figure 10-54.
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FIGURE 10-54 Configuring Removable Storage

EXERCISE 9 Configure logon auditing
In this exercise, you will configure logon auditing. To complete this exercise, perform the fol-
lowing steps:
1. Inthe Group Policy Management Console (GPMC) on DC, right-click the Default
Domain Policy and click Edit.

2. Inthe GPME, navigate to the Computer Configuration\Policies\Windows Settings\
Security Settings\Advanced Audit Policy Configuration\Audit Policies\Logon/Logoff
and click Audit Logon, as shown in Figure 10-55.
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FIGURE 10-55 Selecting Audit Logon
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3. On the Action menu, click Properties.

4. In the Audit Logon Properties dialog box, select Configure The Following Audit Events,
Success, and Failure (see Figure 10-56). Click OK.

Palicy | Explain

a Audit Logon

[w] Canfigure the following audit events:

[ Success
[V Failure

Cancel | | Apply

FIGURE 10-56 Setting audit properties

5. Close the GPME.

6. In the Tools menu of the Server Manager console, click Active Directory Users And
Computers.

7. In Active Directory Users And Computers, select Users and then click Administrator.
8. On the Action menu, click Copy.

9. Inthe Copy Object — User dialog box, configure the following information, as shown
in Figure 10-57, and click Next.
= First Name: Don
m Last Name: Funk

= User Logon Name: Don_Funk
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10.

11.

12.

13.

14.

& Create in:  contoso.comdlsers

First name: |Don | Initials: ‘

Last name: |Funk

Full name: |Don Funk.

User logon name:

|DDn_Funk | | {@contozo.com

User lagon name [pre-wWindaws 2000):
|conTosos | [por_Funk

| <Back [F Newt» ‘| Cancel |

FIGURE 10-57 Setting copy object data

Enter Pa$$wOrd in the Password and Confirm Password text boxes, click Next, and
click Finish.

Close Active Directory Users And Computers.
In Windows PowerShell, enter the following command and press Enter:

Gpupdate /force

In Windows PowerShell, enter the following command and press Enter:

Auditpol /get /category:"Logon/Logoff"

Verify that Logon is configured for Success And Failure auditing, as shown in
Figure 10-58.

SUC
[l

FIGURE 10-58 Logon for Success And Failure auditing
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15. Switch to SYD-A.

16. Sign out and sign on as contoso\don_funk with the password Pa$$wOrd.
17. Switch to DC.

18. On the Tools menu of the Server Manager console, click Event Viewer.

19. Expand Windows Logs\Security Logs and click the most recent event with Event ID
4624.

20. Click the Details pane and verify that the TargetUserName Don_Funk is listed, as
shown in Figure 10-59. You may need to scroll through several events to find this
TargetUserName.
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FIGURE 10-59 TargetUserName Don_Funk

EXERCISE 10 Configure expression-based audit policies

In this exercise, you will configure expression-based audit policies in Group Policy. To com-
plete this exercise, perform the following steps:

1. On DC, open Active Directory Users And Computers from the Tools menu of the Server
Manager console.

2. Right-click the Users container, click New, and click Group.

3. Inthe New Object — Group dialog box, enter the name Jupiter, as shown in Figure
10-60, and click OK.
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Q Create in:  contoso.comjUsers

Qroup Nare:

| Jupiter

Group name {pre-Windows 2000):

| Jupiter

Group sCope Group bype
) Domain local ® security
® Global O Distribution
O Uriversal

Cancel

FIGURE 10-60 Entering the group name

4. Right-click the Users container, click New, and click Group.

5. Inthe New Object — Group dialog box, enter the name Saturn and click OK.
6. Right-click the Users container, click New, and click Group.

7. Inthe New Object — Group dialog box, enter the name Neptune and click OK.
8. Right-click the Users container, click New, and click Group.

9. Inthe New Object — Group dialog box, enter the name Mars and click OK.

10. Close Active Directory Users And Computers.

11. In the GPMC, right-click Default Domain Policy and click Edit.

12

In the GPME, navigate to the Computer Configuration\Policies\Windows Settings\
Security Settings\Advanced Audit Policy Configuration\Audit Policies\Global Object
Access Auditing and click File System, as shown in Figure 10-61.
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18.
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FIGURE 10-61 Selecting File System

On the Action menu, click Properties.

In the File System Properties dialog box, click Define This Policy Setting and click
Configure.

In the Advanced Security Settings for Global File SACL dialog box, click Add.
In the Auditing Entry For Global File SACL dialog box, click Select A Principal Link.

In the Select User, Computer, Service Account, Or Group dialog box, type Jupiter, click
Check Names, and click OK.

In the Type drop-down menu, click All.
Click the Add A Condition link.
Click the Add Items button.

In the Select User, Computer, Service Account, Or Group dialog box, type Saturn, click
Check Names, and click OK.

Verify that the Auditing Entry For Global File SACL dialog box matches Figure 10-62
and click OK.
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Principali  Jupiter (CONTOSOVupiter)  Select a principal

Type Al v]
Permissions:
[ Full cantral [] Delete subfalders and files
[ Traverse falder / execute file [ Delete
[W List folder / read data [w] Read permissians
[ Read attributes [ Change permissians
[ Read extended attributes [ Take ownership
[ Create files / wiite data ¥ Read
[W] Create falders / append data [ vrite
[ Wirite attributes [ Execute
[ ivrite extended attributes
Clear all
2dd a condition to limit the scope of this auditing entry. Security events will be lagged only if canditions are met,
User v| [group | [Mlamber of sach v| [value v [1itemis) selected v | [ Add tems Remove

Add a condition

FIGURE 10-62 Auditing the Entry For Global File SACL dialog box

23. In the Advanced Security Settings For Global File SACL dialog box, click Add.

24. In the Auditing Entry For Global File SACL dialog box, click Select A Principal link.

25. In the Select User, Computer, Service Account, Or Group dialog box, type Mars, click
Check Names, and click OK.

26. Set the Type drop-down menu to Fail.
27. Click the Add A Condition link.

28. Click the Member Of Each drop down menu and select Not Member Of Any.

29. Click the Add Items button.

30. In the Select User, Computer, Service Account, Or Group dialog box, type Neptune,
click Check Names, and click OK twice.

31. Verify that the Advanced Security Settings For Global File SACL dialog box matches
Figure 10-63 and click OK.
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Auditing

For additional inforimation, double-click an audit entry, To modify an audit entry, select the entry and click Edit (if available),

Auditing entries:

Type Principal Condition

5 Full centrol Member of any({MNeptune (CONTOSO\Neptune) }}
ONTOSOM\upiter)  Full control Member of each({Saturn (CONTOSOASaturn)}}

<

| Add || Rermoue || Edit

H Cancel || Apply

FIGURE 10-63 Advanced Security Settings For Global File SACL dialog box

32. Click OK to close the File System Properties dialog box and close the GPME.

EXERCISE 11 Configure folder auditing

In this exercise, you will configure expression-based audit policies at the folder level. To com-
plete this exercise, perform the following steps:

Click File Explorer on the taskbar.

Click Computer and double-click Local Disk (C:).

On the title bar, click the New Folder icon.

Name the new folder Audited_Files.

Right-click the Audited_Files folder and click Properties.
On the Security tab, click Advanced.

On the Auditing tab of the Advanced Security Settings For Audited_Files dialog box,
shown in Figure 10-64, click Add.
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Marne: C\Audited_Files

Chner Administrators (CONTOSOVAdministrators) @ Change

Permissions | Auditing Effective Access |

For additional information, double-click an audit entry. To rodify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from Applies to

| Add || Rernowe H Wiews

Disable inheritance

[JReplace all child object auditing entries with inheritable auditing entries from this object

| Ok || Cancel H Apply

FIGURE 10-64 Auditing tab of the Advanced Security Settings For Audited_Files dialog box

8. In the Auditing Entry For Audited_Files dialog box, click Select A Principal link.

9. In the Select User, Computer, Service Account, Or Group dialog box, type Neptune,
click Check Names, and click OK.

10. Change the type from Success to Fail.
11. Click the Add A Condition link.
12. Click the Add Items button.

13. In the Select User, Computer, Service Account, Or Group dialog box, type Saturn, click
Check Names, and click OK.

14. Verify that the Auditing Entry For Audited Files dialog box matches Figure 10-65 and

click OK.
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Principal:  Meptune (CONTOSO\Neptune)  Select a principal

Type: | Fail v
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[JFull contral
[ Modify
[ Read & execute
[ List folder contents
[ Read
[Jivrite
[ 5pecial permissions
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Add a condition to limitthe scope of this auditing entry, Security events will be logged only if conditions are met.

User v| [Group v| [Member of each v] [value v| [1item(s) selected v | [ Add icerns Remove

Add a condition

FIGURE 10-65 Auditing Entry For Audited Files dialog box

15. Click OK twice to close all dialog boxes.

Suggested practice exercises

The following additional practice exercises are designed to give you more opportunities to
practice what you've learned and to help you successfully master the lessons presented in this
chapter.

m Exercise 1 Use auditpol.exe to enable File System, Registry, and File Share Success
And Failure auditing on SYD-A.

m Exercise 2 Create a test share on DC and populate it with text files. Add user ac-
counts to the Mars, Jupiter, Saturn, and Neptune groups. Sign on to SYD-A and access
the files across the network using different accounts. Verify that the expression-based
audit policies record auditing information appropriately.

Suggested practice exercises 623
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Answers

This section contains the answers to the lesson review questions in this chapter.

Lesson 1
1. Correct answer: C

A. Incorrect: Resource Monitor enables you to view point in time resource utilization
information. You can't use this tool to record resource utilization information for
later review.

B. Incorrect: Task Manager does enable you to view resource utilization information,
but you can't record that data for later review.

C. Correct: A data collector set can be used to capture performance counters and
trace information related to resource utilization for later review.

D. Incorrect: Message Analyzer, the successor to Network Monitor, enables you to cap-

ture and analyze network traffic. Although it can capture and record network traffic,
you can't use this tool to record processor and memory utilization information

Correct answer: B

A.

Incorrect: Task Manager provides real-time information about network utilization,
but doesn't provide information about port utilization and firewall configuration.

Correct: Resource Monitor provides information about services, the ports that
they listen on, and firewall configuration.

Incorrect: Message Analyzer enables you to capture and analyze network
traffic, but it can't be used to determine port utilization and associated firewall
configuration.

Incorrect: A data collector set can record performance information and system
trace information, but it can’t be used to determine port utilization and associated
firewall configuration.

Correct answer: B

A.

Incorrect: A data collector set can be used to capture performance counters and
trace information related to network traffic, but it can’t be used to capture net-
work traffic.

Correct: Message Analyzer, the successor to Network Monitor, enables you to cap-
ture and analyze network traffic.

Incorrect: Resource Monitor enables you to view point in time network utilization
information. You can't use Resource Monitor to capture and analyze network traffic.

Incorrect: Task Manager does enable you to view network traffic, but doesn’t en-
able you to capture and analyze that traffic.
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4. Correct answer: D

A. Incorrect: Members of the Backup Operators group are enabled to perform back-
ups; they do not have access to the Security event log.

B. Incorrect: The Power Users group is included for backward compatibility; mem-
bers of this group do not have access to the Security event log.

C. Incorrect: Although members of the Event Log Readers group have access to the
other event logs, they don't have access to the Security event log. Only members
of the local Administrators group have access to the Security event log.

D. Correct: When configuring event log subscriptions involving events in the Security
event log, it is necessary to add the account of the collector computer to the local
Administrators group on the source computer.

Lesson 2
1. Correct answer: B

A. Incorrect: This command enables success and failure auditing for the File System
subcategory.

B. Correct: This command enables success and failure auditing for all subcategories
under the Object Access category.

C. Incorrect: This command disables success and failure auditing for all subcatego-
ries under the Object Access category.

D. Incorrect: This command enables only failure auditing, not success auditing, for all
subcategories under the Object Access category.

2. Correct answer: A

A.

Correct: This command enables only failure auditing, not success auditing, for all
subcategories under the Object Access category.

Incorrect: This command disables success and failure auditing for all subcategories
under the Object Access category.

Incorrect: This command enables success and failure auditing for all subcategories
under the Object Access category.

Incorrect: This command enables success and failure auditing for the File System
subcategory.

Answers
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3.

Correct answer: C

A.

Incorrect: This command enables success and failure auditing for all subcategories
under the Object Access category.

Incorrect: This command enables only failure auditing, not success auditing, for all
subcategories under the Object Access category.

Correct: This command enables success and failure auditing for the File System
subcategory.

Incorrect: This command disables success and failure auditing for all subcategories
under the Object Access category.

Correct answer: A

A.

Correct: This command disables success and failure auditing for all subcategories
under the Object Access category.

Incorrect: This command enables only failure auditing, not success auditing, for all
subcategories under the Object Access category.

Incorrect: This command enables success and failure auditing for all subcategories
under the Object Access category.

Incorrect: This command enables success and failure auditing for the File System
subcategory.
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Symbols

802.1X enforcement, 376-379
.admx files, 290

.msi files, 280

.NET Framework 3.5 server, 8
.zap files, 280-281

A

AAAA records, 144
Access Client IPv4 Address condition, 347, 364
Access Client IPv6 Address condition, 347, 364
accidental deletion (objects), 207-208
Accounting Configuration Wizard, 426
accounting (RADIUS), 424-427, 471-473
account lockout policies
Account Lockout Duration, 66
Account Lockout Threshold, 67
Account Logon setting (advanced audit policies), 587
Account Management setting (advanced audit poli-
cies), 587
account requests, logging, 427
accounts, 62
configuring user accounts, 309-310
domain, password policies, 62-66
group Managed Service Accounts, 83-90
creating, 85-86
Kerberos delegation, 88
Kerberos policies, 89-90
practice exercises, 110-111
requirements, 85
service principal name (SPN) management, 91
virtual accounts, 87
Local System, 286
Action option, configuring, 301
Action page (Create Basic Task Wizard), 579

Active Directory
backup, managing BitLocker recovery keys, 506
domain controller maintenance, 195-201
database optimization, 196-198
metadata cleanup, 198-199
snapshots, 199-201

domain controller management, 177-194
cloning, 193
Global Catalog servers, 183-184
operations masters, 178-184
RODC (read-only domain controller), 185-193
UGMC (Universal group membership cach-
ing), 184-185
domain controllers, 450
integrated zones, 120-123
recovery, 203-211
authoritative/non-authoritative restore, 208-211
backup, 206-208
Recycle Bin, 203-205, 229-231
Rights Management Services, 510
security groups, 453
Active Directory Administrative Center Global Search
option, 70-71
Active Directory Certificate Services (AD CS), 375, 446
Active Directory Domain Services (AD DS), 62
Active Directory Zone Replication Scope page, 131
AD CS (Active Directory Certificate Services), 375, 446
Add-ADDSReadOnlyDomainControllerAccount
cmdlet, 188
Add-ADServiceAccount cmdlet, 85
Add Certification Authority task, 391
Add-DnsServerConditionalForwarderZone PowerShell
cmdlet, 131
Add-DNSServerDirectoryPartition cmdlet, 122
Add-DnsServerForwarder cmdlet, 129
Add-DnsServerPrimaryZone cmdlet, 123
Add-DnsServerResourceRecordAAAA cmdlet, 144
Add-DnsServerResourceRecordA cmdlet, 144
Add-DnsServerResourceRecordCName cmdlet, 144
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Add-DnsServerResourceRecordMX PowerShell cmdlet

Add-DnsServerResourceRecordMX PowerShell
cmdlet, 145
Add-DnsServerResourceRecordPtr cmdlet, 146
Add-DnsServerStubZone cmdlet, 132
Add-DnsServerZoneDelegation cmdlet, 127
/Add-Driver switch (DISM), 6
/Apply-Image switch (DISM), 10
Add Image Wizard, 19
Add-KDSRootKey cmdlet, 85
/Add-Package switch (DISM), 7
Add RADIUS Server dialog box, 419
Add/Remove Templates dialog box, 293
address allocation, NAT servers, 443
Add Roles And Features Wizard, 17, 135, 186, 206, 341
Add Roles And Features Wizard dialog box, 342
Add Rule dialog box, 38-39
AD DS (Active Directory Domain Services), 62
ADM files, 290
ADM format, importing an administrative
template, 294
administration
Active Directory
domain controller maintenance, 195-201
domain controller management, 177-194
recovery, 203-211
network policies
NAP enforcement methods, 370-385
NAP infrastructure, 386-393
NPS policies, 339-367
remote access
configuring DirectAccess, 445-465
configuring network routing, 439-441
configuring RADIUS, 413-428
configuring VPN settings, 432-440
deploying Routing and Remote Access, 430432
NAT (Network Address Translation), 441-442
administrative templates
Group Policy, 290-297
ADMX Mitigator, 294
central store, 292-293
settings, 291
importing, 293
practice exercises, 324-325
.admx files, 290
ADMX Mitigator, 294
advanced auditing policies, 585-591
auditpol utility, 590-591
configuring file and folder auditing, 589-590,
621-623
expression-based, 588-589, 617-621

logon auditing, 614-619
removable device auditing, 611-615
Advanced Audit Policy Configuration, 587
advanced DNS options, 143-151
aging and scavenging, 147-149
DNSSEC, 149-152
resource records, 144-147
Advanced Features view option, 84
Advanced option, configuring Folder Redirection
policy, 278
Advanced Password Replication Policy dialog box, 190
Advanced tab
configuring WDS, 24
New RADIUS Client dialog box, 423-424
aging (DNS zones), 147-149
alerts (monitor servers), 569-570
alias records, 144
Allow Clients To Connect Without Negotiating An
Authentication Method, 351
Allowed EAP Types condition, 364
Allowed RODC Password Replication Group, 189
Allow permissions, 251
answer files
automating operating system deployment, 12-13
configuring, 13-14
application management, Group Policy, 248-256
enforcement/blocking, 249-252
loopback processing, 253-256
processing precedence, 248-249
WMl filtering, 252-253
application servers, configuring DirectAccess, 464-465
applications, MSI (Microsoft Windows Installer) format
assigning an application, 281
deployment recommendations, 283
.msi files, 280
publishing applications, 282
upgrading applications, 284
.zap files, 280-281
Applications option, configuring Windows settings, 311
Apply Group Policy (Deny) advanced permission, 251-
252
app packages, adding to Windows images, 8-9
Approved for Install setting (Approve Updates dialog
box), 37
Approved for Removal setting (Approve Updates dialog
box), 37
Approve The Update For A Specific Computer Group
option (Add Rule dialog box), 39



Approve Updates dialog box, 37
App-V, 282
A records, 144
Assign A Static IPv4 Address (IP setting), 362
assigning applications, 281
audit policies, 585-591
advanced auditing, 586-589
auditpol utility, 590-591
configuring file and folder auditing, 589-590,
621-623
expression-based, 588-589, 617-621
logon auditing, 614-619
removable device auditing, 611-615
auditpol utility, 590-591
authentication
logging requests, 427
remote access, 461
VPN, 437-438
Authentication/Accounting tab (New Remote RADIUS
Server Group dialog box), 420
authentication methods (connection request poli-
cies), 351-352
Authentication Type condition, 364
authoritative restore, 208-210
Auto-Cast, configuring WDS transmissions, 25
automated deployment, Windows images, 12-25
configuring answer files, 13-14
configuring transmissions, 24-25
image management, 18-19
installation, 12-13
WDS (Windows Deployment Services), 14-24
automatic approval rules (WSUS), 38-39
Automatic Update Detection Frequency policy, 35

backing up

Active Directory, 206-208

client data, 277

GPOs (Group Policy Objects), 239-240
Backup-GPO cmdlet, 238
Back Up Group Policy Object dialog box, 239-240
balanced password policies, 65-66
Basic option, configuring Folder Redirection policy, 277
Before You Begin page (Add Roles and Features

wizard), 341

CHAP (Encrypted Authentication)

Behind An Edge Device (With A Single Network
Adapter) topology, 448
Behind An Edge Device (With Two Network Adapters)
topology, 448
BitLocker, 502-507
configuring policies, 555-557
Group Policy, 505
Network Unlock, 508-510
requirements, 503-505
BitLocker Provisioning option, 503
BitLocker To Go, 505
blocking, Group Policies, 249-252
Block Inheritance function, 250
block-level replication, 495
Boot images, 18
Boot options, configuring WDS, 22
Bring Your Own Device (BYOD) scenarios, 382
build and capture process, servicing Windows
images, 9-10
built-in data collector sets, 566567
BYOD (Bring Your Own Device) scenarios, 382

C

CA (Certification Authority), 342-343
Called Station ID condition, 349, 364
Called Station ID property, 365
Calling Station ID condition, 348, 364
canary users, 39
Capture images, 18
/Capture-Image switch (DISM), 10
centralized deployment, automating server operating
system deployment, 12-13
central store
configuring, 324-325
Group Policy administrative templates, 292-293
certificate enrollment, 549-553
Certificate Revocation List (CRL) distribution point, 450
certificate templates, 547-550
Certification Authority (CA), 342-343
Challenge Handshake Authentication Protocol
(CHAP), 437
Change Directory Server dialog box, 200
Change Schema Master dialog box, 179
CHAP (Challenge Handshake Authentication Proto-
col), 437
CHAP (Encrypted Authentication), 351

633



Cisco-NAC (Cisco Network Access Control)
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Cisco-NAC (Cisco Network Access Control), 340
Cisco Network Access Control (Cisco-NAC), 340
client configuration, NPS policies, 356-360
client data, backing up, 277

Client Friendly Name condition, 364

Client IPv4 Address condition, 349, 364

Client IPv6 Address condition, 349, 364

Client May Request An IP Address (IP setting), 362

Client Naming Policy, configuring WDS, 21
client policies, configuring, 400-402
clients
DirectAccess, 452-453
RADIUS (Remote Authentication Dial-In User
Service), 421-424
Client Vendor condition, 349, 364
cloning virtualized domain controllers, 193
clouds, 141
cmdlets

Add-ADDSReadOnlyDomainControllerAccount, 188

Add-ADServiceAccount, 85
Add-DnsServerConditionalForwarderZone
PowerShell, 131
Add-DNSServerDirectoryPartition, 122
Add-DnsServerForwarder, 129
Add-DnsServerPrimaryZone, 123
Add-DnsServerResourceRecordA, 144
Add-DnsServerResourceRecordAAAA, 144
Add-DnsServerResourceRecordCName, 144

Add-DnsServerResourceRecordMX PowerShell, 145

Add-DnsServerResourceRecordPtr, 146
Add-DnsServerStubZone, 132
Add-DnsServerZoneDelegation, 127
Add-KDSRootKey, 85
CNAME records, 144
collecting data, data collector sets, 597-600
collector-initiated event subscriptions, 576-577
Command option (notification thresholds), 483
/Commit option (DISM), 9
committing Windows images, 9
Computer Groups dialog box, 577
Computer property (event logs), 573
conditional forwarders, 130-131
Configure Authentication Methods page (NPS
console), 365
Configure Automatic Updates policy, 35
Configure Constraints page (NPS console), 365
Configure Forwarder Resource Usage policy, 577
Configure NAP Wizard, 371, 374-375

Configure Remote Access dialog box, 433-434
Configure Settings page, 352

Configure Target Subscription Manager policy, 577
configuring

802.1X enforcement, 376-379

answer files, 13-14

automatic approval rules, 38-39
BitLocker-related policies, 555-557

central store, 324-325

certificate enrollment, 549-553

certificate templates, 547-550

client policies, 400-402

collector-initiated event subscriptions, 576-577
connection request forwarding setting, 350
Control Panel settings, 313-315

data collection sets, 566-567, 593-598

data encryption, 502-514
BitLocker, 503-508
EFS (Encrypting File System), 510-512
key and data recovery, 512-513
Network Unlock, 508-510
DFS (Distributed File System), 492-500
DFS replication, 537-542
DHCP enforcement, 370-373, 402-405
DirectAccess, 445-465
application servers, 464-465
infrastructure, 446-452
Infrastructure Servers, 462-465
Remote Access Server, 461-462
Remote Clients, 458-461

domain user password policies, 62-66
event subscriptions, 603-607
expression-based audit policies, 617-621
file and folder auditing, 589-590, 621-623
file expiration, 526-529

file quotas, 519-523

file screens, 523-527

Folder Redirection, 276-279, 320-323

FSRM (File Server Resource Manager), 481-488
file classification, 486-487
file management tasks, 487
file screens, 483-484
quotas, 482-483
storage reports, 488-489

Group Policy enforcement, 249-252

Group Policy preferences, 298-299, 325-332
Group Policy scripts, 323-325

health policies, 389-390

HRAs (Health Registration Authorities), 391-392
Internet options, 309-312



IP filters, 360
IPsec enforcement, 373-375
IP settings, 362-363
logon auditing, 614-619
name resolution, 119-152
advanced DNS options, 143-151
conditional forwarders, 130-131
DNS zones, 120-125
forwarders, 128-129
Split DNS, 127-128
stub zones, 131-132
WINS (Windows Internet Name Service), 119-123
zone delegation, 126-127
network access servers, 345-346
network monitoring, 606-607
network routing, 439-441
NPS templates, 367-368
NRPT (Name Resolution Policy Table), 151-152
partition-based replication, 156-157
power options (Group Policy), 303-307
printers, 302-303
PSOs (Password Settings Objects), 78-80
RADIUS (Remote Authentication Dial-In User
Service), 413-428, 470-471
accounting, 424-427
clients, 421-424
proxies, 417-420
server groups, 468-470
servers, 414-417, 467-469

RD Gateway enforcement, 381-384
registry (Group Policy), 308
remediation server groups, 392-393, 399-400
removable device auditing, 611-615
replication partners, 137
secondary zones, 163-166
SHAs (System Health Agents), 389
SHVs (System Health Validators), 389
source-computer-initiated subscriptions, 577
storage reports, 529-532
VPN enforcement, 379-381
VPN servers, 474-475
VPN settings, 432-440
tunneling protocols, 437-439
VPN authentication, 437-438
WDS transmissions, 24-25
WDS (Windows Deployment Services), 19-24, 44-53
Windows images, 3-4, 41-45
Windows settings, 311-313
WINS (Windows Internet Name Service) role,
135-136

cryptographic policies

wired/wireless network policies, 356-360
WMI filtering, 252-253
WSHV (Windows Security Health Validator),
387-389, 397-398
WSUS (Windows Server Update Services), 52-56
Confirm Installation Selections page (Add Roles and
Features Wizard), 344
Conflict and Deleted folder (DFS replication), 495
Connect As option, configuring, 301
connection request forwarding setting, 350
connection request policies, 344-356
authentication methods, 351-352
connection request forwarding setting, 350
creating, 354-356
default policy, 353-354
network access server type, 345-346
realm names/RADIUS attributes, 352-353
Control Panel, configuring settings, 313-315
Copy-GPO cmdlet, 239
Copy GPO dialog box, 242-243
copying GPOs (Group Policy Objects), 241-242
Create A Basic Task page (Create Basic Task
Wizard), 579
Create Basic Task Wizard, 579
Create Custom View dialog box, 574-575
Create Group dialog box, 107
Create Multicast Transmission Wizard, 24
creating
conditional forwarders, 130-131
connection request policies, 354-356
data collection sets, 567-570
DFS namespaces, 535-537
event log filters, 573
event log views, 574-575
fine-grained password policies
practice exercises, 106-110
GPOs (Group Policy Objects), 243-245
group Managed Service Accounts, 85-86
Group Policy central store, 292-293
network policies, 362-366
NRPT (Name Resolution Policy Table), 151
reverse lookup zones, 124-125
shared folders, 515-519
stub zones, 131-132
Creator Owners domain group, creating GPOs, 243-245
credential roaming, 511
CRL (Certificate Revocation List) distribution point, 450
cryptographic policies, 391
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DAC (Dynamic Access Control), expression-based audit policies

D deploying updates, 36-37
WSUS groups, 34
WSUS management, 29-33
WSUS policies, 34-35
deployment
automated, 12-25
GlobalNames zones, 139
Group Policy software, 283

DAC (Dynamic Access Control), expression-based audit
policies, 589
data
accounting, 426
collection, 597-600
encryption, 502-514

BitLocker configuration, 502507 NPS (Network Policy Server), 340-344
EFS (Encrypting File System), 510-512 NPS role, 396-397
key and data recovery, 512-513 RODCs (read-only domain controllers), 186,
Network Unlock, 508-510 220-225

performance Routing and Remote Access, 430-432
alerts, 569-570 scripts, 286
data collection sets, 566-570 Windows images, 2, 12-25

database optimization (Active Directory), 196-198 WSUS (Windows Server Update Services), 29-37

data collector sets, 566-570, 593-598, 597-600 Deployment Image Servicing and Management (DISM)

data recovery agent (DRA), 506, 512 tool 3-10
Data Sources option, configuring Control Panel, 313 /Add-Driver switch, 6
Date-Time property (file classification), 486 /Add-Package switch, 7

Day And Time Restrictions condition, 348, 364
Day And Time Restrictions property, 365
Deadline setting (Approve Updates dialog box), 37
default connection request policy, 353-354
Default Domain Policy GPO, 63
defragmenting Active Directory database, 196-197
delegation
DNS zones, 158-163
GPO management, 243-247
Kerberos, group Managed Service Accounts, 88
password setting permissions, 74-76

/Apply-Image switch, 10

/Capture-Image switch, 10

/Commit option, 9

/Enable-Feature switch, 8

/Get-Driver option, 6

/Get-Features switch, 8

/Get-Package option, 7

/Unmount-Wim switch, 9
Destination Log property (Event Viewer), 576
Detailed Tracking setting (advanced audit policies), 587
Devices option, configuring Control Panel, 313

zones (DNS), 126-127 DFS (Distributed File System), 283, 492-500
Delegation of Control Wizard, 75 insatallation, 532-536
deleted objects, Active Directory recovery namespaces, 492-495, 535-537
authoritative/non-authoritative restore, 208-211 replication, 495-500, 537542
backup, 206-208 schedules, 498-500
Recycle Bin, 203-205 targets, 497
deleting inactive user accounts, 71 topologies, 497-498
Deny permissions, 251 DHCP (Dynamic Host Configuration Protocol), 129
deployed servers enforcement, 370-373, 402-405
servicing, 27-38 installation, 395-396
automated deployment with WSUS, 28-39 servers, 16
automatic approval rules, 38-39 DHCP Quarantine Enforcement Client, 372
deploying updates, 36-37 DHCP Server option, 346
WSUS groups, 34 dialog boxes
WSUS management, 29-33
WSUS policies, 34-35 Add RADIUS Server, 419
updating Add/Remove Templates, 293
automated deployment with WSUS, 28-29 Add Roles And Features Wizard, 342
automatic approval rules, 38-39 Add Rule, 38-39
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Advanced Password Replication Policy, 190
Approve Updates, 37
Back Up Group Policy Object, 239-240
Change Directory Server, 200
Change Schema Master, 179
Computer Groups, 577
Configure Remote Access, 433-434
Copy GPO, 242-243
Create Custom View, 574-575
Create Group, 107
Enable Recycle Bin Confirmation, 204-205
Filter Options, 295
New Drive Properties, 300-301
New Host, 144-145
New Object-User, 104
New RADIUS Client, 422-423
New Remediation Server Group, 392-393
New Remote RADIUS Server Group, 418-419
New Resource Record, 144-145, 145
New Shared Printer Properties, 302
New Wired Network Policy Properties, 358
New WMI Filter, 253
Operations Master, 180
Operations Masters, 178-179
Replication Partner Properties, 137-138
Save Filter To Custom View, 575
Storage Reports Task Properties, 488
Subscription Properties, 576-577
dial-up servers, as RADIUS clients, 421
dictionary attacks, 66
digital signatures (DNSSEC), 149
DirectAccess
configuring, 445-465
application servers, 464-465
infrastructure, 446-452
Infrastructure Servers, 462-465
Remote Access Server, 461-462
Remote Clients, 458-461
servers, 448-451
Directory Services Restore Mode (DSRM) password, 187
disabling inactive user accounts, 71
Discover images, 18
disk encryption, 502-514
BitLocker, 502-507
Group Policy, 505
recovery, 506-508
requirements, 503-505
EFS (Encrypting File System), 510-512
key and data recovery, 512-513
Network Unlock, 508-510

domain accounts, password policies

DISM (Deployment Image Servicing and Management)
tool, 3-10
/Add-Driver switch, 6
/Add-Package switch, 7
/Apply-Image switch, 10
/Capture-Image switch, 10
/Commit option, 9
/Enable-Feature switch, 8
/Get-Driver option, 6
/Get-Features switch, 8
/Get-Package option, 7
/Unmount-Wim switch, 9
Distributed File System (DFS), 283, 492-500
installation, 532-536
namespaces, 492-495, 535-537
replication, 495-500, 537-542
schedules, 498-500
targets, 497
topologies, 497-498
DNS (Domain Name Server)

advanced options, 143-151
aging and scavenging, 147-149
DNSSEC, 149-152
resource records, 144-147
conditional forwarders, 130-131
delegation, 158-163
forwarders, 128-129
Split DNS, 127-128
stub zones, 131-132
zone delegation, 126-127
zones, 120-125
Active Directory integrated zones, 120-123
practice exercises, 154-156
primary and secondary, 123-125
reverse lookup zones, 124-125
DNSKEY recource records, 151
DNS page (Infrastructure Server Setup Wizard), 462
DNSSEC (Domain Name System Security
Extensions), 149-152, 168-170
DNSSEC Key Master, 151
DNS Suffix Search List (Infrastructure Server Setup
Wizard), 463
domain accounts, password policies, 62-66
account lockout settings, 66-67
account management tasks, 67-72
balance, 65-66
fine-grained policies, 74-81
practice exercise, 93-99
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Domain Admins group, Group Policy management tasks
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Domain Admins group, Group Policy management
tasks, 243
domain-based namespaces, 493-494
domain controllers
installation, 213-221
maintenance, 195-201
database optimization, 196-198
metadata cleanup, 198-199
snapshots, 199-201

management, 177-194

cloning, 193

Global Catalog servers, 183-184

operations masters, 178-184

RODC (read-only domain controller), 185-193

UGMC (Universal group membership cach-

ing), 184-185

domain controllers, Active Directory, 450
domain-level operations masters, 178
Domain Name Server (DNS)

advanced options, 143-151
aging and scavenging, 147-149
DNSSEC, 149-152
resource records, 144-147

conditional forwarders, 130-131

delegation, 158-163

forwarders, 128-129

Split DNS, 127-128

stub zones, 131-132

zone delegation, 126-127

zones, 120-125
Active Directory integrated zones, 120-123
practice exercises, 154-156
primary and secondary, 123-125
reverse lookup zones, 124-125

Domain Name System Security Extensions (DNS-
SEC), 149-152, 168-170

domain naming master, 180

Domain Services Configuration Wizard, 183

Do Not Display This Package In The Add/Remove
Programs Control Panel deployment option, 281

DRA (data recovery agent), 506, 512

Drive Letter option, configuring, 301

Drive Maps (Group Policy preference), 300

drivers, adding to images, 6-8

DS Access setting (advanced audit policies), 587

DSRM (Directory Services Restore Mode) password, 187

Duplicate Files storage report, 488

Dynamic Access Control (DAC), expression-based audit
policies, 589

Dynamic Host Configuration Protocol (DHCP), 129

Dynamic Host Configuration Protocol (DHCP)
servers, 16
dynamic updates, 122

E

EAP-MD5 CHAP (Extensible Authentication Protocol-
Message Digest 5 Challenge Handshake Authenti-
cation), 437

EAP Quarantine Enforcement Client policy, 377

EAPs (Extensible Authentication Protocols), 351

EAP-TLS (Extensible Authentication Protocol-Transport
Level Security), 437

Edge topology, 448

editing GPOs (Group Policy Objects), 244

Effectivelmmediately option (Add-KDSRootKey com-
mand), 85

EFS (Encrypting File System), 510-512

E-mail option (notification thresholds), 483

Enable Client-Side Targeting policy, 35

/Enable-Feature switch (DISM), 8

Enable Keyword Filters (Filter Options dialog box), 295

Enable Recycle Bin Confirmation dialog box, 204-205

Enable Requirement Filters (Filter Options dialog
box), 295

enabling Active Directory Recycle Bin, 204-205

Encrypted Authentication (CHAP), 351

Encrypting File System (EFS), 510-512

encryption, 502-514

BitLocker configuration, 502-507
Group Policy, 505
recovery, 506-508
requirements, 503-505

configuring network policies, 361-362

EFS (Encrypting File System), 510-512

key and data recovery, 512-513

Network Unlock, 508-510
Enforce Account Lockout Policy option (PSO), 80
Enforce Maximum Password Age option (PSO), 80
enforcement, Group Policies, 249-252
enforcement methods (NAP), 370-385

802.1X, 376-379

DHCP, 370-373

IPsec, 373-375

RD Gateway, 381-384

VPN, 379-381
Enforce Minimum Password Age option (PSO), 80



Enforce Minimum Password Length option (PSO), 79
Enforce Password History option (PSO), 79
Enforce password history password policy, 64
Enforce User Logon Restrictions (Kerberos policy), 90
Enterprise Admins group, Group Policy management
tasks, 243
Enterprise CA, installation, 542-547
Environment option, configuring Windows settings, 311
Essentials version, 446
event-driven tasks (monitor servers), 578-580
Event IDs property (event logs), 572
Event Level property (event logs), 572
event logging, RADIUS accounting, 425
Event Log option (notification thresholds), 483
event logs
filters, 572-573
forwarding, 575-577
views, 573-575
Event Sources property (event logs), 572
Events To Collect property (Event Viewer), 576
event subscriptions (monitor servers), 575-577,
601-607
event trace data, 568-569
Event Viewer, 571-575
EXE format, file deployment, 280-281
exercises. See practice exercises
expiration, files, 526
expression-based audit policies, 588-589
Extensible Authentication Protocol-Message Digest 5
Challenge Handshake Authentication (EAP-MD5
CHAP), 437
Extensible Authentication Protocols (EAPs), 351
Extensible Authentication Protocol-Transport Level
Security (EAP-TLS), 437

F

features, adding to Windows images, 8-9
file classification, 486-487
file formats, WIM (Windows Imaging), 2
file groups, 483
files

ADM, 290

.admx, 290

configuring auditing, 589-590

encryption, 502-514

BitLocker configuration, 502-507

Folder Options, configuring Control Panel

EFS (Encrypting File System), 510-512
key and data recovery, 512-513
Network Unlock, 508-510
Files By File Group storage report, 488
Files By Owner storage report, 488
Files By Property storage report, 488
File Screening Audit storage report, 488
file screens, 483-484, 523-527
File Server Resource Manager (FSRM), 481-488
file classification, 486-487
file management tasks, 487
file screens, 483-484
installation, 515-519
quotas, 482-483
storage reports, 488-489
file servers, management of
DFS (Distributed File System), 492-500
namespaces, 492-495
replication, 495-500
encryption, 502-514
BitLocker configuration, 502-507
EFS (Encrypting File System), 510-511
key and data recovery, 512
Network Unlock, 508-510

FSRM (File Server Resource Manager), 481-488
file classification, 486-487
file management tasks, 487
file screens, 483-484
quotas, 482-483
storage reports, 488-489

Files option, configuring Windows settings, 311
Filter Options dialog box, 295
filters, event logs, 572-573
fine-grained password policies, 74-81
delegating password setting permissions, 74-76
determining password settings, 80-81
management, 77-78
practice exercises, 106-110
PSOs (Password Settings Objects), 78-80
firewall rules, 455
Flexible Single Master Operations (FSMO) roles, 179
domain naming master, 180
infrastructure master, 181-182
PDC emulator, 180-181
RID (relative identifier) master, 182
schema master, 179
seizing, 182
transferring roles, 225-228
Folder Options, configuring Control Panel, 314
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Folder Redirection
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Folder Redirection, 275-279
configuring, 320-323
practice exercise, 318-319
folders
configuring auditing, 589-590, 621-623
Folder Redirection, 275-279
Folders By Property storage report, 488
Folders option, configuring Windows settings, 312
Follow The Documents Folder, configuring Folder
Redirection policy option, 278
force tunneling, 459
Forefront Threat Management Gateway, 449
Forefront Unified Access Gateway, 449
forest-level operations masters, 178
forwarders, 128-131
Forwarders tab, 128-129
forwarding event logs, 575-577
FQDNs (fully qualified domain names), 119
Framed Protocol condition, 347, 364
FriendlyName field (.zap files), 280
FSMO (Flexible Single Master Operations) roles, 179
domain naming master, 180
infrastructure master, 181-182
PDC emulator, 180-181
RID (relative identifier) master, 182
schema master, 179
seizing, 182
transferring roles, 225-228
FSRM (File Server Resource Manager), 481-488
file classification, 486-487
file management tasks, 487
file screens, 483-484
installation, 515-519
quotas, 482-483
storage reports, 488-489
Full Mesh topology (DFS replication), 497
fully qualified domain names (FQDNs), 119

G

Get-ADDCCloningExcludedApplicationsList cmdlet, 193
get-ADDomain cmdlet, 178

get-AdForest cmdlet, 178

/Get-Driver option (DISM), 6

/Get-Features switch (DISM), 8

Get-GPO cmdlet, 238

/Get-Package option (DISM), 7

Getting Started Wizard, 456
Global Catalog servers, 183-184
Global cloud (PNRP), 141
GlobalNames zones, 139-140
Global Object Access Auditing, 590
Global Object Access Auditing setting (advanced audit
policies), 587
GPMC (Group Policy Management Console), 238-239,
356
creating GPOs, 244
delegating permissions to GPOs, 243-244
editing GPOs, 244
linking GPOs, 245
WMI filters, 246-247
GPME (Group Policy Management Editor), 360
GPOs (Group Policy Objects), 62. See also Group Policy
audit policies, 586
DirectAccess clients, 452
maintenance, 237-247
backing up GPOs, 239-240
delegating GPO management, 243-247
importing/copying GPOs, 241-242
migrating GPOs, 242-243
practicing management tasks, 261-264
preparing exercise, 258-261
security filtering, 249-252
group Managed Service Accounts, 83-90
creating, 85-86
Kerberos delegation, 88
Kerberos policies, 89-90
practice exercises, 110-111
requirements, 85
service principal name (SPN) management, 91
virtual accounts, 87
Group Policy
administrative templates, 290-297
ADMX Mitigator, 294
central store, 292-293
settings, 291
application management, 248-256
enforcement/blocking, 249-252
loopback processing, 253-256
processing precedence, 248-249
WMI filtering, 252-253
assigning WSUS groups, 34
BitLocker, 505
configuring domain user password policies, 62-66
configuring scripts, 323-325
configuring WSUS client options, 34
object maintenance, 237-247



backing up GPOs, 239-240
delegating GPO management, 243-247
importing/copying GPOs, 241-242
migrating GPOs, 242-243
preferences, 297-318
configuring power options, 303-307
configuring printers, 302-303
configuring the registry, 308
Control Panel settings, 313-315
Internet options, 309-312
item-level targeting, 299-300
mapping network drives, 300-302
practice exercise, 325-332
settings, 298-299
Windows settings, 311-313
settings, 275-287
Folder Redirection, 276-280
scripts, 285
software installation, 279-285
Group Policy loopback processing mode policy,
254-255
Group Policy Management Console (GPMC), 238-239,
356
creating GPOs, 244
delegating permissions to GPOs, 243-244
editing GPOs, 244
linking GPOs, 245
WMI filters, 246-247
Group Policy Management Editor, 293
Group Policy Management Editor (GPME), 360
Group Policy Modeling, 100-103
Group Policy Modeling Wizard, 100
Group Policy Objects (GPOs), 62. See also Group Policy
audit policies, 586
DirectAccess clients, 452
maintenance, 237-247
backing up GPOs, 239-240
delegating GPO management, 243-247
importing/copying GPOs, 241-242
migrating GPOs, 242-243
practicing management tasks, 261-264
preparing exercise, 258-261
security filtering, 249-252
Group Policy slow link detection policy, 255-256
groups, WSUS (Windows Server Update Services), 34

infrastructure

H

hard quotas, 483

hardware requirements, xvi

HCAP (Host Credential Authorization Protocol), 340

HCAP Server, 346

HCAP User Groups condition, 364

health policies, 389-390

Health Policies condition, 364

Health Policies (NPS template), 367

Health Registration Authorities (HRAs), 340, 346,
391-392

hibernation (power state), 304

Hide/Show All Drives option, configuring, 301

Hide/Show This Drive option, configuring, 301

Host Credential Authorization Protocol (HCAP), 340

host records, 144-145

HRAs (Health Registration Authorities), 340, 346,
391-392

Hub And Spoke topology (DFS replication), 497

IAS (Internet Authentication Service), 425
Identity Type condition, 348, 364
Idle Timeout property, 365
IKEv2 VPN protocol, 438-439
images, Windows Server 2012, 2-3
automated deployment, 12-25
configuring, 3-4
servicing, 4-10
implementing password policies, 62-72
Import-GPO cmdlet, 239
importing
administrative templates, 293
GPOs (Group Policy Objects), 241-242
Import Settings Wizard, 241
inactive user accounts, 71-72
infrastructure

DirectAccess, 446-452
clients, 452-453
DirectAccess server, 448-451
NLS (Network Location Server), 451
topology, 447-448
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infrastructure master
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NAP (Network Access Protection), 386-393
health policies, 389-390
HRAs (Health Registration Authorities), 391-392
remediation server groups, 392-393
SHAs (System Health Agents), 389
SHVs (System Health Validators), 389
WSHYV (Windows Security Health Validator),
387-389

infrastructure master, 181-182
Infrastructure Server Setup Wizard, 462
Infrastructure Servers section (Remote Access
Setup), 462-465
Ini Files option, configuring Windows settings, 312
Install-ADServiceAccount cmdlet, 86
installation
DFS (Distributed File System), 532-536
DHCP role, 395-396
domain controllers, 213-221
Enterprise CA, 542-547
FSRM (File Server Resource Manager), 515-519
NPS role, 341-344, 414-415
software, Group Policy settings, 279-285
VPN servers, 473-474
Windows Server 2012, 2-3
WINS (Windows Internet Name Service), 135-136
Install images, 18
Install This Application At Logon deployment op-
tion, 281
Integrated Administration console, 28
integrated zones (Active Directory), 120-123
integration, WINS with DNS, 138
integrity check (databases), 197
Internet Authentication Service (IAS), 425
Internet, configuring Group Policy preferences,
309-312
intervals, data collection, 568
IP filters, 360
IP Filters (NPS template), 367
IPsec enforcement, 373-375
IPsec Relying Party Properties policy, 375
IP settings, configuring, 362-363
IPv6 routing, 440-441
item-level targeting
configuring power options, 303-304
Group Policy preferences, 299-300

K

Keep Existing Approvals setting (Approve Updates
dialog box), 37
Kerberos
group Managed Service Accounts
delegation, 88
policies, 89-90
SPN (service principal name) management, 91
key distribution services root key, 85
key recovery agent, 512-513
Key Signing Key (KSK), 151
Keywords property (event logs), 572
KSK (Key Signing Key), 151

L

L2TP/IPsec VPN protocol, 439
Label As option, configuring, 301
LAN Routing, 440-441
Large Files storage report, 488
Idp.exe utility, 204
Least Recently Accessed Files storage report, 488
linking GPOs (Group Policy Objects), 245
Link-local cloud (PNRP), 141
Listening Ports view (Resource Monitor), 582
load-balanced configuration, DirectAccess, 450
Load Balancing tab (New Remote RADIUS Server Group
dialog box), 420
local groups, configuring, 309-310
local policies, 248
Local System account, 286
Local Users And Groups option, configuring, 309-310
locating
Folder Redirection policies, 276
inactive user accounts, 71-72
locked-out user accounts, 70-71
non-expiring passwords, 104-106
Location Groups condition, 347, 363
Location option, configuring, 301
locked-out accounts, 70-71
lockout policies, 66-67, 93-102
Logged property (event logs), 572
logging events, 426
Logoff script, 285
logon auditing, 614-619
Logon/Logoff setting (advanced audit policies), 587



Logon script, 285
LogParser, 425, 582
loopback processing, Group Policies, 253-256

M

Machine Groups condition, 363
Mail exchanger (MX) records, 145
Mail Server Priority field (New Resource Record dialog
box), 145
maintenance
domain controllers, 195-201
database optimization, 196-198
metadata cleanup, 198-199
snapshots, 199-201
GPOs (Group Policy Objects), 237-247
backing up GPOs, 239-240
delegating GPO management, 243-247
importing/copying GPOs, 241-242
migrating GPOs, 242-243
Managed Service Account Container, 84-85
Managed Service Accounts, 83-90
creating, 85-86
Kerberos delegation, 88
Kerberos policies, 89-90
practice exercises, 110-111
requirements, 85
service principal name (SPN) management, 91
virtual accounts, 87
management
domain account password policies, 67-72
domain controllers, 177-194
cloning, 193
Global Catalog servers, 183-184
operations masters, 178-184
RODC (read-only domain controller), 185-193
UGMC (Universal group membership cach-
ing), 184-185
file servers
DFS (Distributed File System), 492-500
encryption, 502-514
FSRM (File Server Resource Manager), 481-488
fine-grained password policies, 77-78
Group Policy application, 248-256
enforcement/blocking, 249-252
loopback processing, 253-256
processing precedence, 248-249
WMI filtering, 252-253
SPN (service principal name), 91

Minimum password length password policy

Windows images, 18-19
WSUS (Windows Server Update Services), 29-34
Management Servers page (Infrastructure Server Setup
Wizard), 463
mapping network drives, 300-302
masters (operations), 178-184
domain naming master, 180
infrastructure master, 181-182
PDC emulator, 180-181
RID (relative identifier) master, 182
schema master, 179
seizing FSMO roles, 182
Maximum Lifetime For Service Ticket (Kerberos
policy), 90
Maximum Lifetime For User Ticket (Kerberos policy), 90
Maximum Lifetime For User Ticket Renewal (Kerberos
policy), 90
Maximum password age password policy, 64
Maximum Tolerance For Computer Clock Synchroniza-
tion (Kerberos policy), 90
MDOP (Microsoft Desktop Optimization Pack), 239
Merge loopback processing, 254
Message Analyzer, 582-583, 608-611
metadata cleanup (Active Directory), 198-199
Microsoft Challenge Handshake Authentication
Protocol version 2 (MS-CHAPv2), 437
Microsoft Desktop Optimization Pack (MDOP), 239
Microsoft Encrypted Authentication (MS-CHAP), 351
Microsoft Encrypted Authentication Version 2 (MS-
CHAP-v2), 351
Microsoft Forefront Threat Management Gateway, 449
Microsoft Forefront Unified Access Gateway, 449
Microsoft Management Console (MMC), Schema
snap-in, 179
Microsoft Windows Installer (MSI) format, packaged
applications
assigning an application, 281
deployment recommendations, 283
.msi files, 280
publishing applications, 282
upgrading applications, 284
.zap files, 280-281
migrating GPOs, 242-243
Migration Table Editor (MTE), 242
migration tables, 242-243
Minimum password age password policy, 64
Minimum password length password policy, 64
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MMC (Microsoft Management Console), Schema snap-in

MMC (Microsoft Management Console), Schema stub zones, 131-132
snap-in, 179 zone delegation, 126-127
Modeling permissions (Group Policy), 246-247 PNRP (Peer Name Resolution Protocol), 140-141
monitor servers, 565-583 single-label, 134-141
alerts, 569-570 GlobalNames zones, 139-140

practice exercises, 166-168
WINS (Windows Internet Name Service), 135-139
Name Resolution Policy Table (NRPT), 151-152
namespaces (DFS), 492-495, 535-537
domain-based, 493-494
stand-alone, 494-495
NAP-Capable Computers condition, 364
NAP (Network Access Protection), 339
enforcement methods, 370-385

data collector sets, 566-570, 593-598

event-driven tasks, 578-580

event subscriptions, 575-577

Event Viewer, 571-575

network monitoring, 581-583, 606-607
Most Recently Accessed Files storage report, 488
mounting snapshots, 200, 211
mounting Windows images, 5-6

Move-ADDirectoryServerOperationMasterRole 802.1X, 376-379
cmdlet, 182 DHCP. 370-373
MS-CHAP (Microsoft Encrypted Authentication), 351 IPsec, 373-375
MS-CHAPv2 (Microsoft Challenge Handshake Authenti- RD Gateway, 381-384
cation Protocol version 2), 437 VPN, 379-381
MS-CHAP-v2 (Microsoft Encrypted Authentication infrastructure, 386-393
Version 2), 351 health policies, 35_59—39_0 B
msDS-deletedObjectLifetime attribute, 204 HRAs (vHe'aIth Registration Authorities), 391-392
e remediation server groups, 392-393
-msi files, 280 SHAs (System Health Agents), 389
MSI (Microsoft Windows Installer) format, packaged SHVs (System Health Validators), 389
applications WSHV (Windows Security Health Validator),
assigning an application, 281 387-389
deployment recommendations, 283 NAS Identifier condition, 349, 364
.msi files, 280 NAS IPv4 Address condition, 349, 365
publishing applications, 282 NAS IPv6 Address condition, 349, 365
upgrading applications, 284 NAS Port Type condition, 349, 365
.zap files, 280-281 NAS Port Type property, 365
MS-RAS Vendor condition, 364 NAT (Network Address Translation), 441-442
MS-Service Class condition, 364 NAT servers, 441-442
MTE (Migration Table Editor), 242 NCA (Network Connectivity Assistant), 460
Multicast options, WDS configuration, 23 Netlogon share, storing scripts, 286
Multiple Choice List property (file classification), 486 Network Access Protection (NAP), 339
Multi-string property (file classification), 486 enforcement methods, 370-385
MX (Mail exchanger) records, 145 802.1X, 376-379
DHCP, 370-373
IPsec, 373-375
RD Gateway, 381-384
N VPN, 379-381
infrastructure, 386-393
Name option (PSO), 79 health policies, 389-390
name resolution HRAs (Health Registration Authorities), 391-392
configuring, 119-152 remediation server groups, 392-393
advanced DNS options, 143-151 SHAs (System Health Agents), 389
conditional forwarders, 130-131 SHVs (System Health Validators), 389
DNS zones, 120-125 WSHYV (Windows Security Health Validator),
forwarders, 128-129 387-389
Split DNS, 127-128 network access servers, configuring, 345-346
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Network Activity view (Resource Monitor), 582
Network Address Translation (NAT), 441-442
Network Connectivity Assistant (NCA), 460
network drives, mapping, 300-302
Network Location Server (NLS), 451
network monitoring, 581-583, 606-607
Network Options, configuring Control Panel, 315
network policies
creating, 362-366
NAP (Network Access Protection)
enforcement methods, 370-385
infrastructure, 386-393

NPS (Network Policy Server), 339-367
client configuration, 356-360
connection request policies, 344-356
deploying NPS role, 340-344
encryption, 361-362
IP filters, 360
IP settings, 362-363
templates, 367-368

Network Policy Server (NPS), 339, 414

deployment, 396-397

policies, 339-367
client configuration, 356-360
connection request policies, 344-356
deploying NPS role, 340-344
encryption, 361-362
IP filters, 360
IP settings, 362-363
templates, 367-368

network routing, 430, 439-441

Network tab, configuring WDS, 24

Network tab (Resource Monitor), 581

network traffic capture and analysis, 582

Network Unlock, 508-510

Network Unlock option, 503

New-ADDCCloneConfig Windows PowerShell
cmdlet, 193

New Connection Request Policy Wizard, 356

New Drive Properties dialog box, 300-301

New-GPO cmdlet, 239

New Host dialog box, 144-145

New Local Group Group Policy preference, 310

New Network Policy Wizard, 366

New Object-User dialog box, 104

New RADIUS Client dialog box, 422-423

New Remediation Server Group dialog box, 392-393

New Remote RADIUS Server Group dialog box,
418-419

New Resource Record dialog box, 144-145

operations masters

New Shared Printer Properties dialog box, 302
New Topology Wizard, 497
New Wired Network Policy Properties dialog box, 358
New WMI Filter dialog box, 253
New Zone Wizard, 120-121
Next Secure (NSEC/NSEC3) records, 151
NLS (Network Location Server), 451
non-authoritative restore, 210
non-expiring passwords, 67-70, 104-106
Not Approved setting (Approve Updates dialog
box), 37
notification thresholds (quotas), 483
NPS (Network Policy Server), 339, 414
deployment, 396-397
policies, 339-367
client configuration, 356-360
connection request policies, 344-356
deploying NPS role, 340-344
encryption, 361-362
IP filters, 360
IP settings, 362-363
templates, 367-368
NRPT (Name Resolution Policy Table), 151-152
NSEC/NSEC3 (Next Secure) records, 151
NTDS Site Settings properties, enabling UGMC,
184-185
ntdsutil.exe command, 182, 196-197, 210
NTFS Permissions, 279
Number property (file classification), 486

o)

Object Access setting (advanced audit policies), 587
object deletion, Active Directory recovery
authoritative/non-authoritative restore, 208-210
backup, 206-208
Recycle Bin, 203-205
objects (Group Policy). See GPOs (Group Policy Objects)
offline files, Folder Redirection, 276
opening MTE (Migration Table Editor), 242
Operating System condition, 364
operating systems, automating deployment, 12-13
Operations Master dialog box, 180
operations masters, 178-184
domain naming master, 180
infrastructure master, 181-182
PDC emulator, 180-181
RID (relative identifiers) master, 182
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Operations Masters dialog box

646

schema master, 179

seizing FSMO roles, 182
Operations Masters dialog box, 178-179
Ordered List property (file classification), 486
organizational unit (OU) level settings, 249

P

packaged applications (MSI format)

assigning an application, 281
deployment recommendations, 283
.msi files, 280
publishing applications, 282
upgrading applications, 284
.zap files, 280-281
PAP (Password Authentication Protocol), 437
partition-based replication, 156-157
partners, replication, 136
pass phrases, 64
Password Authentication Protocol (PAP), 437
Password Must Meet Complexity Requirements option
(PSO), 64,79
Password Never Expires setting, 67-68
password policies, domain accounts, 62-66
account lockout settings, 66—-67
account management tasks, 67-72
balance, 65-66
fine-grained policies, 74-81
practice exercise, 93-99
passwords
DSRM (Directory Services Restore Mode), 187

group Managed Service Accounts, 83-90
creating, 85-86
Kerberos delegation, 88
Kerberos policies, 89-90
practice exercises, 110-111
requirements, 85
service principal name (SPN) management, 91
virtual accounts, 87

non-expiring, 104-106
Password Settings Objects (PSOs), configuring, 78-80
PDC emulator, 180-181
PEAP (Protected EAP), 351
peer groups (PNRP), 141
Peer Name Resolution Protocol (PNRP), 140-141
Performance Counter Alert option, 569
performance counter alerts, 569-570

performance data
alerts, 569-570
data collector sets, 566-570
Performance Monitor, 566
periodic accounting status, logging, 427
periodic authentication status, logging, 427
permissions
delegating GPO management, 243-247
password settings, 74-76
PIN/Password mode, 505
PNRP (Peer Name Resolution Protocol), 140-141
pointer (PTR) records, 144, 146-147
policies
auditing, 585-591
advanced auditing policies, 586-589
auditpol utility, 590-591
configuring file and folder auditing, 589-590,
621-623
expression-based, 588-589, 617-621
logon auditing, 614-619
removable device auditing, 611-615
configuring BitLocker-related policies, 555-557
domain user passwords, 62-66
account lockout settings, 66-67
account management tasks, 67-72
balance, 65-66
fine-grained policies, 74-81
practice exercise, 93-99
fine-grained password policies, 106-110
Group Policy. See Group Policy
Kerberos, Managed Service Accounts, 89-90
NPS (Network Policy Server), 339-367
client configuration, 356-360
connection request policies, 344-356
deploying NPS role, 340-344
encryption, 361-362
IP filters, 360
IP settings, 362-363
templates, 367-368
WSUS (Windows Server Update Services), 34-35
Policy Change setting (advanced audit policies), 587
Policy Expiration condition, 364
power options
configuring with Group Policy preferences, 303-307
Windows XP, 304-305
power plans, 306-307
Power Scheme (Windows XP), 305-306
PowerShell, WDS installation, 17
PPTP VPN protocol, 439



practice exercises
Active Directory Recycle Bin, 229-231
administrative templates, 324-325
collecting data from data collector sets, 597-600
configuring BitLocker-related policies, 555-557
configuring certificate enrollment, 549-553
configuring certificate templates, 547-550
configuring data collector sets, 593-598
configuring DFS replication, 537-542
configuring file expiration, 526-529
configuring file quotas, 519-523
configuring file screens, 523-527
configuring Folder Redirection, 320-323
configuring Group Policy scripts, 323-325
configuring RADIUS clients, 470-471
configuring remote RADIUS server groups, 468-470
configuring secondary zones, 163-166
configuring storage reports, 529-532
configuring VPN servers, 474-475
configuring Windows images, 41-45
creating DFS namespaces, 535-537
DFS installation, 532-536
DNS delegation, 158-163
DNSSEC (Domain Name System Security

Extensions), 168-170

DNS zones, 154-156
domain controller installation, 213-221
Enterprise CA installation, 542-547
event subscriptions, 601-607
expression-based audit policies, 617-621
fine-grained password policies, 106-110
folder auditing, 621-623
Folder Redirection, 318-319
FSRM installation, 515-519
GPO management, 261-264
group Managed Service Accounts, 110-111
Group Policy Inheritance and Enforcement, 268-271
Group Policy Modeling, 100-103
Group Policy preferences, 325-332
Group Policy processing, 264-267
installing VPN servers, 473-474
lockout policies, 98-101
logon auditing, 614-619
Message Analyzer, 608-611
network monitoring, 606—607
non-expiring passwords, 104-106
partition-based replication, 156-157
password policies, 93-99

PXE response settings, configuring WDS

preparing GPOs (Group Policy Objects), 258-261
RADIUS accounting, 471-473
RADIUS servers, 467-469
removable device auditing, 611-615
RODC deployment, 220-225
secondary zones, 158-163
setup instructions, 627-630
single-label name resolution, 166-168
transferring FSMO roles, 225-228
WDS configuration, 44-53
WSUS configuration, 52-56
Pre-boot Execution Environment (PXE)-compliant
network adapters, 14
Precedence option (PSO), 79
preferences, Group Policy, 297-318
configuring power options, 303-307
configuring printers, 302-303
configuring the registry, 308
Control Panel settings, 313-315
Internet options, 309-312
item-level targeting, 299-300
mapping network drives, 300-302
practice exercise, 325-332
Windows settings, 311-313
primary zones, 123-125
PrincipalsAllowedToDelegateAccount parameter, 88
printers, configuring, 302-303
Privilege Use (advanced audit policies), 587
Processes With Network Activity view (Resource
Monitor), 582
processing precedence, Group Policies, 248-249,
264-267
Protected EAP (PEAP), 351
Protect From Accidental Deletion option (PSO), 79
protocols, TFTP (Trivial File Transfer Protocol), 24
protocols, VPN tunneling, 437-439
Protocol Type: ICMPv6 property (firewall rules), 455
proxies (RADIUS), 417-420
PSOs (Password Settings Objects), configuring, 78-80
PTR (pointer) records, 144, 146-147
public keys, trust anchors, 151
publishing applications, 282
Pull partner (replication), 136
Push partner (replication), 136
PXE (Pre-boot Execution Environment)-compliant net-
work adapters, 14
PXE Response Delay setting, 20
PXE response settings, configuring WDS, 20
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quotas
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Q

quotas, 482-483, 519-523
quota templates, 482
Quota Usage storage report, 488

R

RADIUS Clients (NPS template), 367
RADIUS (Remote Authentication Dial-In User Service)
accounting, 471-473
attributes, connection request policies, 352-353
configuring, 413-428
accounting, 424-427
clients, 421-424, 470-471
proxies, 417-420

server groups, 468-470

servers
as RADIUS clients, 421
configuring, 414-417, 467-469

RD Gateway enforcement, 381-384
RD Gateway Quarantine Enforcement Client Properties
policy, 383
RD Gateway (Remote Desktop Gateway), 339, 346
RD RemoteApp applications, 381
RD Session Host servers, 381
read-only domain controller (RODC), 123, 185-193,
220-225
Read/Write permissions (GPMC), 244
realm names, connection request policies, 352-353
receiving folder (DFS replication), 496
recommendations, deploying software using Group
Policy, 283
Reconnect option, configuring, 301
recovery, Active Directory administration, 203-211
authoritative/non-authoritative restore, 208-211
backup, 206-208
Recycle Bin, 203-205, 229-231
recovery, BitLocker configuration, 506-508
recovery keys, 506
Recycle Bin (Active Directory), 203-205, 229-231
Regional Options, configuring Control Panel, 315
registry, configuring, 308
registry keys, monitoring, 569-570
relative identifier (RID) master, 182
remediation server groups, 392-393, 399-400
Remediation Server Groups (NPS template), 367

remote access
configuring DirectAccess, 445-465
Infrastructure Servers, 462-465
Remote Access Server, 461-462
Remote Clients, 458-461
configuring network routing, 439-441
configuring RADIUS, 413-428
accounting, 424-427
clients, 421-424
proxies, 417-420
servers, 414-417

configuring VPN settings, 432-440
tunneling protocols, 437-439
VPN authentication, 437-438
deploying Routing and Remote Access, 430-432
NAT (Network Address Translation), 441-442
Remote Access console, selecting wizard, 456-457
Remote Access Enforcement Client for Windows XP And
Windows Vista policy, 380
Remote Access Server section (Remote Access Setup
Wizard), 461-462
Remote Access Server (VPN-Dial Up), 346
Remote Access Server Wizard, 447
Remote Access Setup Wizard, 456
Remote Authentication Dial-In User Service (RADIUS)
accounting, 471-473
configuring
accounting, 424-427
clients, 421-424, 470-471
proxies, 417-420
server groups, 468-470
servers, 414-417, 413-428, 467-469

Remote Clients section (Remote Access Setup),
458-461
Remote Desktop, 381
Remote Desktop Connection Broker, 381
Remote Desktop Gateway (RD Gateway), 339, 346
remote differential compression, 495
Remote RADIUS Servers (NPS template), 367
Remote Server Administration Tools, 342
Remote Server Administration Tools (RSAT), 17, 86
removable device auditing, 611-615
Remove-GPO cmdlet, 239
Rename-GPO cmdlet, 239
Replace loopback processing, 254
replication
DFS (Distributed File System), 537-542
partition-based, 156-157
partners, 136
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replication, DFS, 495-500
schedules, 498-500
targets, 497
topologies, 497-498
Replication Partner Properties dialog box, 137-138
ReplicationScope parameter, 123
Report option (notification thresholds), 483
requirements
BitLocker encryption, 503-505
BitLocker Network Unlock, 508-509
DirectAccess clients, 452-453
DirectAccess servers, 449-451
group Managed Service Accounts, 85
hardware and software, xvi
RODCs ( read-only domain controllers), 186
SSTP, 438
system, xvi
WDS (Windows Deployment Services), 15-18
Reset Account Lockout Counter After policy, 67
Resource Monitor, 581
resource records, 144-147
Resource Record Signature (RRSIG) records, 150
Restore-GPO cmdlet, 239
restoring GPOs (Group Policy Objects), 240
Results permissions (Group Policy), 246-247
reverse lookup zones, 124-125
RID (relative identifier) master, 182
Rights Management Services (Active Directory), 510
RIP (Routing Information Protocol), 430
RODC (read-only domain controller), 123, 185-193,
220-225
Routing and Remote Access, 430-432
Routing And Remote Access Server Setup Wizard, 440
Routing Information Protocol (RIP), 430
RRSIG (Resource Record Signature) records, 150
RSAT (Remote Server Administration Tools), 17, 86
Rule Type: Custom property (firewall rules), 455

S

SAM (Security Account Manager) names, 85

Save Filter To Custom View dialog box, 575
scavenging (DNS zones), 147-149

Scheduled-Cast, configuring WDS transmissions, 25
scheduled tasks, 571

Scheduled Tasks, configuring Control Panel, 315
schedules, DFS replication, 498-500

schema master, 179
Schema snap-in (Active Directory), 179
scripts, Group Policy settings, 285, 323-325
secondary zones, 123-125, 163-166
Secured Password (EAP), 351
Security Account Manager (SAM) names, 85
security filtering, Group Policy, 249-252
security groups, Active Directory, 453
security identifiers (SIDs), 182
Security Updates Settings (WSHV), 388
seizing FSMO roles, 182
Select Destination Server page (Add Roles and Features
wizard), 341
Select Installation Type page (Add Roles and Features
wizard), 341
Select Server Roles page (Add Roles and Features
wizard), 341
self-service password reset portals, 76
semantic consistency check, 197
Server Application Virtualization, 9
Server Core, WDS (Windows Deployment Services), 17
server groups, configuring RADIUS, 468-470
Server Must Supply An IP Address (IP setting), 362
servers
application, configuring DirectAccess, 464—465
automated operating system deployment, 12-13
DirectAccess, 448-451
monitor servers, 565-583
alerts, 569-570
data collection sets, 593-598
data collector sets, 566-570
event-driven tasks, 578-580
event subscriptions, 575-577
Event Viewer, 571-575
network monitoring, 581-583, 606-607
NAT, 441-442
NPS (Network Policy Server), 339
policies, 339-367
RADIUS (Remote Authentication Dial-In User
Service), 414-417, 467-469
servicing deployed servers, 27-38
VPN
configuring, 474-475
deploying Windows Server 2012 as, 432-440
installation, 473-474
VPN (Virtual Private Network), 339
Server Settings Determine IP Address Assignment (IP
setting), 362
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service accounts, Managed Service Accounts, 83-90
creating, 85-86
Kerberos delegation, 88
Kerberos policies, 89-90
practice exercises, 110-111
requirements, 85
service principal name (SPN) management, 91
virtual accounts, 87
service principal name (SPN), 91
Service Type condition, 347, 364
servicing
deployed servers, 27-38
automated deployment with WSUS, 28-29
automatic approval rules, 38-39
deploying updates, 36-37
WSUS groups, 34
WSUS management, 29-33
WSUS policies, 34-35
Windows images, 4-10
adding drivers and updates, 6-8
adding features and app packages, 8-9
build and capture process, 9-10
committing an image, 9
mounting images, 5-6
Session Timeout property, 365
Set-ADComputer cmdlet, 88
Set-ADObject cmdlet, 204
Set-ADObject Windows PowerShell cmdlet, 208
Set-ADServiceAccount cmdlet, 85, 88
Set-ADUser cmdlet, 88
Set An Approval Deadline option (Add Rule dialog
box), 39
Set-DnsServerScavenging cmdlet, 148
settings
administrative templates, 291

Group Policy, 275-287
Folder Redirection, 276-280
preferences, 298-299
scripts, 285
software installation, 279-285

SetupCommand field (.zap file), 280

setup instructions (exercises), 627-630

shared folders, creating, 515-519

Shared Secrets (NPS template), 367

shared secrets, RADIUS clients, 422

Share Permissions For Root Folder, 278

SHAs (System Health Agents), 373, 389

Shiva Password Authentication Protocol (SPAP), 437
Shortcuts option, configuring Windows settings, 312
Shutdown script, 285

SHVs (System Health Validators), 373, 389
SIDs (security identifiers), 182
signing zones (DNSSEC), 149
Simple Mail Transfer Protocol (SMTP) gateways, 125
single-label name resolution, 134-141
GlobalNames zones, 139-140
practice exercises, 166-168
WINS (Windows Internet Name Service), 135-139
site level policy settings, 249
slow-link processing, 255-256
Smart Card (EAP), 351
SMTP (Simple Mail Transfer Protocol) gateways, 125
snapshots, 199-201, 211
soft quotas, 483
software
installation, Group Policy settings, 279-285
requirements, xvi
Software Update Services (SUS), 28
source-computer-initiated subscriptions, 577
SPAP (Challenge Handshake Authentication
Protocol), 437
Specific ICMP Types: Echo Request property (firewall
rules), 455
Specify Access Permission page (NPS console), 365
Specify Authentication Methods page (NPS con-
sole), 351, 356
Specify Conditions page (NPS console), 355, 363
Specify Connection Request Forwarding page (NPS
console), 350, 355
Specify Connection Request Policy Name And Connec-
tion Type page (NPS console), 345, 355
Specify Intranet Microsoft Update Service Location
policy, 35
Specify Network Policy Name And Connection Type
page (NPS console), 363
Split DNS, 127-128
SPN (service principal name)
management, 91
SSTP VPN protocol, 438
staging folder (DFS replication), 496
stand-alone namespaces (DFS), 494-495
standard primary zones, 123
Standard User PIN And Password Change option, 503
standby (power state), 304
Start A Program page (Create Basic Task Wizard), 579
Start Menu, configuring Control Panel, 315
Startup Key mode, 505
Startup script, 285



static routes, 430
storage reports, 488-489, 529-532
Storage Reports Task Properties dialog box, 488
Store BitLocker recovery, 506
Store Passwords Using Reversible Encryption policy, 65
Store Password Using Reversible Encryption option
(PSO), 79
storing scripts, 286
String property (file classification), 486
stub zones, 131-132
Subscription Name property (Event Viewer), 576
Subscription Properties dialog box, 576-577
Subscription Type And Source Computers: Collector
Initiated property (Event Viewer), 576
SUS (Software Update Services), 28
switches, as RADIUS clients, 421
Sysprep.exe utility, 9
system administration, Active Directory
domain controller maintenance, 195-201
domain controller management, 177-194
recovery, 203-211
System Center 2012 Configuration Manager, 19, 28, 35
System Center Configuration Manager 2012, 283, 307
System Health Agents (SHAs), 373, 389
System Health Validators (SHVs), 373, 389
System Out-of-Box Experience (OOBE), 10
system requirements, xvi
System setting (advanced audit policies), 587

T

targets, DFS replication, 497
tasks, event-driven, 578-580
TCP Connections view (Resource Monitor), 582
templates
file screens, 483
quotas, 482-483
templates (NPS), 367-368
test groups, automatic approval rules, 39
TFTP tab, configuring WDS, 24
TFTP (Trivial File Transfer Protocol), 24
Threat Management Gateway, 449
Threshold option (notification thresholds), 483
thresholds, alerts, 570-571
tombstone reanimation, 210

updating

tools
ADMX Mitigator, 294
DISM (Deployment Image Servicing and Manage-
ment), 3-10, 19
Idp.exe utility, 204
ntdsutil.exe utility, 182, 196
RSAT (Remote Server Administration Tools), 17, 86
Sysprep.exe, 9
Windows Server Backup, 206-208
topologies, DFS replication, 497-498
topologies, DirectAccess, 447-448
TPM Allow Startup Key, 504
TPM-Only Mode, 504
TPM (Trusted Platform Module), 503
TPM With PIN/Password And Startup Key mode, 505
TPM With PIN/Password mode, 504
traditional audit policies, 586
transport policies, 392
Trivial File Transfer Protocol (TFTP), 24
trust anchors, 151
Trusted Platform Module (TPM), 503
tunneling protocols (VPN), 437-439
Tunnel Type condition, 348, 364
Two-Factor Authentication, 449

U

UEFI (Unified Extensible Firmware Interface), 504
UGMC (Universal group membership caching), 184-185
Unassigned Computers group, 34
Unencrypted Authentication, 351
Unified Access Gateway, 449
Unified Extensible Firmware Interface (UEFI), 504
Uninstall-ADDSDomainController cmdlet, 198
Uninstall The Application When It Falls Out Of The
Scope Of Management deployment option, 281
Universal group membership caching (UGMC),
184-185
/Unmount-Wim switch (DISM), 9
Unspecified connection, 346
updates, adding to images, 6-8
Update Services console, 34, 36, 196
updating
deployed servers, 27-38

automated deployment with WSUS, 28-29

automatic approval rules, 38-39

deploying updates, 36-37

WSUS groups, 34
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WSUS management, 29-33
WSUS policies, 34-35
Windows images, 2
upgrading applications, Group Policy, 284
usage scenarios, RODCs, 191
Used Disk Space Only Encryption option, 503
user accounts
backing up data, 277
configuring, 309-310
User Groups condition, 363
User Name condition, 347
User property (event logs), 573
Use Windows Authentication For All Users, 353
utilities. See tools

\'

views, event logs, 573-575
virtual accounts, Managed Service Accounts, 87
Virtual Machine Manager (VMM), 19
Virtual Machines (VMs), BitLocker and, 503
Virtual Private Network (VPN) servers, 339
virtulaization hardware requirements, xvi
VMM (Virtual Machine Manager), 19
VMs (Virtual Machines), BitLocker and, 503
VPN enforcement, 379-381
VPN servers
as RADIUS clients, 421
configuring, 474-475
deploying Windows Server 2012 as, 432-440
installation, 473-474
VPN settings, configuring, 432-440
tunneling protocols, 437-439
VPN authentication, 437-438
VPN (Virtual Private Network) servers, 339

W

WDS (Windows Deployment Services), 14-18, 508
configuring, 19-24, 44-53
transmissions, 24-25
wecsvc (Windows Event Collector), 576
When An Event is Logged page (Create Basic Task
Wizard), 579
When An Update Is For A Specific Product option (Add
Rule dialog box), 39

When An Update Is In A Specific Classification option
(Add Rule dialog box), 38

WIM (Windows Imaging) file format, 2

Windows 2000 mode (domain-based namespaces), 493

Windows 2008 mode (domain-based namespaces), 493

Windows ADK (Windows Assessment and Deployment
Kit), 13

Windows Assessment and Deployment Kit (Windows
ADK), 13

Windows, configuring settings, 311-313

Windows Deployment Services (WDS), 14-18, 508

configuring, 19-24, 44-53
transmissions, 24-25

Windows Event Collector (wecsvc), 576

Windows Groups condition, 363

Windows Imaging (WIM) file format, 2

Windows Internet Name Service (WINS), 135-139

Windows Intune, 283

Windows PE, 18-19

Windows PowerShell Group Policy module, GPO
management, 238

Windows Remote Management (WinRM), 576

Windows Security Health Validator (WSHV), 373,
387-389, 397-398

Windows Server 2012

group Managed Service Accounts, 83-90
creating, 85-86
Kerberos delegation, 88
Kerberos policies, 89-90
practice exercises, 110-111
requirements, 85
service principal name (SPN) management, 91
virtual accounts, 87
images, 2,2-3
automated deployment, 12-25
configuring, 3-4
servicing, 4-10
WSUS (Windows Server Update Services), 27-38
automated update deployment, 28-29
automatic approval rules, 38-39
deploying updates, 36-37
deployment and management, 29-34

groups, 34
new features, 28
policies, 34-35

Windows Server Backup, 206-208

Windows Server Update Services (WSUS), 27-38
automated update deployment, 28-29
automatic approval rules, 38-39
configuring, 52-56



deploying updates, 36-37
deployment and management, 29-34

groups, 34
new features, 28
policies, 34-35

Windows SIM, answer files, 13-14
Windows Vista, power plans, 304
Windows XP
Power Options item, 304-305
Power Scheme item, 305-306
WinRM (Windows Remote Management), 576
WINS Server feature, 135-136
WINS (Windows Internet Name Service), 135-139
Wired Network (IEEE 802.3) Policies, 357
wired networks, configuring 802.1X enforcement,
377-378
wireless access points, as RADIUS clients, 421
Wireless Network (IEEE 802.11) Policies, 357
wireless networks, configuring 802.1X
enforcement, 378-379
wizards
Accounting Configuration, 426
Add Image, 19
Add Roles And Features, 19, 135, 186, 206, 341
Configure NAP, 371, 374-375
Create Basic Task, 579
Create Multicast Transmission, 19
Delegation of Control, 75
Domain Services Configuration, 183
Getting Started, 456
Group Policy Modeling, 100
Import Settings, 241
Infrastructure Server Setup, 462
New Connection Request Policy, 356
New Network Policy, 366
New Topology, 497
New Zone, 120-121
Remote Access Server, 447
Remote Access Setup, 456
Routing And Remote Access Server Setup, 440
WM filtering, Group Policies, 252-253
WM filters, GPMC (Group Policy Management
Console), 246-247
WMI queries, 252-253
WMI Query Language (WQL), 252
WQL (WMI Query Language), 252

WSHYV (Windows Security Health Validator), 373,
387-389

WSUS (Windows Server Update Services), 27-38
automated update deployment, 28-29
automatic approval rules, 38-39
configuring, 52-56
deploying updates, 36-37
deployment and management, 29-34

groups, 34
new features, 28
policies, 34-35

X

XML format, administrative templates, 290

Y

Yes/No property (file classification), 486

y 4

.zap files, 280-281
Zone In Active Directory option (New Zone
Wizard), 120
zones (DNS), 120-125
Active Directory integrated zones, 120-123
delegation, 126-127
GlobalNames, 139-140
practice exercises, 154-156
primary zones, 123-125
reverse lookup zones, 124-125
secondary, 123-125, 163-166
stub, 131-132
Zone Signing Key (ZSK), 151
Zone Transfers tab, 123-124
ZSK (Zone Signing Key), 151
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Training Guide: Administering
Server 2012 and Exam 70-411

The following is a list of 70-411 objectives and the mapping between those topics and the

chapters in this book.

DEPLOY, MANAGE, AND MAINTAIN SERVERS

Windows

Deploy and manage server images

Chapter 1, Lessons 1 and 2

Implement patch management

Chapter 1, Lesson 3

Monitor servers

CONFIGURE FILE AND PRINT SERVICES

Chapter 10, Lesson 1

Configure Distributed File System (DFS)

Chapter 9, Lesson 2

Configure File Server Resource Manager (FSRM)

Chapter 9, Lesson 1

Configure file and disk encryption

Chapter 9, Lesson 3

Configure advanced audit policies

CONFIGURE NETWORK SERVICES AND ACCESS

Chapter 10, Lesson 2

Configure DNS zones

Chapter 3, Lesson 2

Configure DNS records

Chapter 3, Lesson 3

Configure VPN and routing

Chapter 8, Lesson 2

Configure DirectAccess

CONFIGURE A NETWORK POLICY SERVER INFRASTRUCTURE

Chapter 8, Lesson 3

Configure Network Policy Server (NPS)

Chapter 8, Lesson 1

Configure NPS policies

Chapter 7, Lesson 1

Configure Network Access Protection (NAP)

CONFIGURE AND MANAGE ACTIVE DIRECTORY

Chapter 7, Lessons 2 and 3

Configure service authentication

Chapter 2, Lesson 3

Configure domain controllers

Chapter 4, Lesson 1

Maintain Active Directory

Chapter 4, Lessons 2 and 3

Configure account policies

Chapter 2, Lesson 2



CONFIGURE AND MANAGE GROUP POLICY

Configure Group Policy processing Chapter 5, Lesson 2
Configure Group Policy settings Chapter 6, Lesson 1
Manage Group Policy objects (GPOs) Chapter 5, Lesson 1
Configure Group Policy preferences Chapter 6, Lesson 3

Exam Objectives The exam objectives listed here are current as of this book’s publication date. Exam
objectives are subject to change at any time without prior notice and at Microsoft's sole discretion. Please

visit the Microsoft Learning website for the most current listing of exam objectives: http.//www.microsoft.com/
learning/en/us/exam-70-411.aspx.


http://www.microsoft.com/learning/en/us/exam-70-411.aspx
http://www.microsoft.com/learning/en/us/exam-70-411.aspx

What do

you think of
this book?

We want to hear from you!

To participate in a brief online survey, please visit:

microsoft.com/learning/booksurvey

Tell us how well this book meets your needs—what works effectively, and what we can
do better. Your feedback will help us continually improve our books and learning
resources for you.

Thank you in advance for your input!

Microsoft
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