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FEATURE BENEFITS REQUIREMENTS

Enhanced Fine-Grained 
Password Policy

Allows administrators 
to use Active Directory 
Administrative Center 
for Windows Server 2012 
to create and manage 
password-settings objects 
(PSOs).

Windows Server 2008 or 
higher domain functional 
level.

Enhanced Recycle Bin Allows administrators to 
recover deleted objects 
using Active Directory 
Administrative Center for 
Windows Server 2012.

Domain must have Recycle 
Bin enabled and Windows 
Server 2008 R2 or higher 
forest functional level.

Group Managed Service 
Accounts

Allows multiple services 
to share a single managed 
service account.

Active Directory schema 
must be updated for 
Windows Server 2012; 
must have at least one 
Windows Server 2012 
domain controller; services 
must run on Windows 
Server 2012.

Kerberos constrained 
delegation across 
domains

Allows managed service 
accounts to act on behalf 
of users across domains 
and forests.

Each affected domain must 
have at least one Windows 
Server 2012 domain 
controller; front-end server 
must run Windows Server 
2012; back-end server 
must run Windows Server 
2003 or later; and other 
requirements as well.

Kerberos with Armoring Improves domain security; 
allows a domain-joined 
client and domain 
controller to communicate 
over a protected channel.

Windows Server 2012 
domain controllers; 
Windows Server 2012 
domain functional 
level; on clients, enable 
“Require FAST” policy; 
on domain controllers, 
enable “Support CBAC and 
Kerberos Armoring” policy.

Off-premises domain 
join

Allows a computer to be 
domain-joined over the 
Internet.

Domain must be Direct 
Access–enabled, and 
domain controllers must 
run Windows Server 2012.
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Domain functions are limited and controlled by the domain functional level. 
Several domain functional levels are available, including the following:

■■ Windows Server 2003  Supports domain controllers running Windows 
Server 2003 and later.

■■ Windows Server 2008  Supports domain controllers running Windows 
Server 2008 and later.

■■ Windows Server 2008 R2  Supports domain controllers running Windows 
Server 2008 R2 and Windows Server 2012.

■■ Windows Server 2012  Supports domain controllers running Windows 
Server 2012.

For further discussion of domain functional levels, see “Working with Domain 
Functional Levels” later in this chapter.

Understanding Domain Forests and Domain Trees
Each Active Directory domain has a DNS domain name, such as microsoft.com. One 
or more domains sharing the same directory data are referred to as a forest. The 
domain names within this forest can be noncontiguous or contiguous in the DNS 
naming hierarchy.

When domains have a contiguous naming structure, they’re said to be in the 
same domain tree. Figure 6-2 shows an example of a domain tree. In this ex-
ample, the root domain msnbc.com has two child domains: seattle.msnbc.com and 
ny.msnbc.com. These domains, in turn, have subdomains. All the domains are part of 
the same tree because they have the same root domain.

hr.seattle.msnbc.com

msnbc.com

it.seattle.msnbc.com it.ny.msnbc.com

seattle.msnbc.com

hr.ny.msnbc.com

ny.msnbc.com

Active Directory forest

FIGURE 6-2  Domains in the same tree share a contiguous naming structure.

If the domains in a forest have noncontiguous DNS names, they form separate 
domain trees within the forest. As shown in Figure 6-3, a domain forest can have 
one or more domain trees. In this example, the msnbc.com and microsoft.com do-
mains form the roots of separate domain trees in the same forest.
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BEST PRACTICES  Two roles you should not separate are schema master and domain 
naming master. Always assign these roles to the same server. For the most efficient op-
erations, you usually want the RID master and PDC emulator to be on the same server 
as well. But you can separate these roles if necessary. For example, on a large network 
where peak loads are causing performance problems, you probably want to place the 
RID master and PDC emulator on separate domain controllers. Additionally, you usu-
ally shouldn’t place the infrastructure master on a domain controller hosting a global 
catalog. See “Exploring Global Catalogs” earlier in this chapter for details.

Using the Active Directory Recycle Bin

When your Active Directory forest is operating in the Windows Server 2008 R2 or 
higher mode, you can use the Active Directory Recycle Bin. The Active Directory 
Recycle Bin adds an easy-to-use recovery feature for Active Directory objects. When 
you enable this feature, all link-valued and non-link-valued attributes of a deleted 
object are preserved, allowing you to restore the object to the same state it was in 
before it was deleted. You can also recover objects from the recycle bin without hav-
ing to initiate an authoritative restore. This differs substantially from the previously 
available technique, which used an authoritative restore to recover deleted objects 
from the Deleted Objects container. Previously, when you deleted an object, most of 
its non-link-valued attributes were cleared and all of its link-valued attributes were 
removed, which meant that although you could recover a deleted object, it was not 
restored to its previous state.

Preparing Schema for the Recycle Bin
Before you can make the recycle bin available, you must update Active Directory 
schema with the required recycle bin attributes. You do this by by preparing the 
forest and domain for the Windows Server 2008 R2 functional level or higher. When 
you do this, the schema is updated, and then every object in the forest is updated 
with the recycle bin attributes as well. This process is irreversible once it is started.

After you prepare Active Directory, you need to upgrade all domain control-
lers in your Active Directory forest to Windows Server 2008 R2 or higher and then 
raise the domain and forest functional levels to the Windows Server 2008 R2 level 
or higher. Optionally, you can update Active Directory schema in your forests and 
domains for Windows Server 2012 to enable the enhanced recycle bin.

After these operations, you can enable and access the recycle bin. Once Recycle 
Bin has been enabled, it cannot be disabled. Now when an Active Directory object 
is deleted, the object is put in a state referred to as logically deleted and moved to 
the Deleted Objects container, shown in Figure 6-7. Also, its distinguished name is 
altered. A deleted object remains in the Deleted Objects container for the period of 
time set in the deleted object lifetime value, which is 180 days by default.
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■■ Active Directory Module For Windows PowerShell  For managing Active 
Directory when you are working with Windows PowerShell.

■■ Active Directory Sites And Services  For managing sites and subnets.
■■ Active Directory Users And Computers  For managing users, groups, 

computers, and organizational units.
■■ Group Policy Management  For managing the way Group Policy is used 

in the organization. It provides access to Resultant Set of Policy (RSoP) for 
modeling and logging.

SECURITY ALERT  Windows Firewall can affect remote administration with some 
MMC snap-ins. If Windows Firewall is enabled on a remote computer and you receive 
an error message stating that you don’t have appropriate rights, the network path isn’t 
found, or access is denied, you might need to configure an exception on the remote 
computer for incoming TCP port 445. To resolve this problem, you can enable the Win-
dows Firewall: Allow Remote Administration Exception policy setting within Computer 
Configuration\Administrative Templates\Network\Network Connections\Windows 
Firewall\Domain Profile. Alternatively, type the following at a command prompt 
on the remote computer: netsh firewall set portopening tcp 445 smb enable. See 
Microsoft Knowledge Base Article 840634 for more details (support.microsoft.com/
default.aspx?scid=kb;en-us;840634).

You can access the Active Directory administration tools from the Tools menu 
in Server Manager or add them to any updateable MMC. If you’re using another 
computer with access to a Windows Server domain, the tools won’t be available until 
you install them. One technique for installing these tools is to use the Add Roles And 
Features Wizard to add the Remote Server Administration Tools for AD DS.

Active Directory Command-Line Tools
Several tools are provided to let you manage Active Directory from the command 
line:

■■ Adprep  Allows you to manually prepare a Windows forest or domain for 
installation of Windows domain controllers (DCs). To prepare a forest or a 
domain, use adprep /forestprep and adprep /domainprep, respectively. 
If you plan to install any read-only domain controllers, you should also run 
adprep /rodcprep for the forest.

REAL WORLD  As discussed in Chapter 6, “Using Active Directory,” Server 
Manager for Windows Server 2012 automatically prepares forests and domains for 
you. However, you must use an account with appropriate permissions. For forest 
and RODC prep to succeed, you need to use an administrator account that is a 
member of Enterprise Admins, Schema Admins, or Domain Admins in the forest 
root domain. For domain prep to succeed, you need to use an account that is a 
member of the Domain Admins group in an applicable domain.

You can run Adprep on any server running a 64-bit version of Windows Server 
2008 or later. The server needs network connectivity to the schema master for the 
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■■ ForeignSecurityPrincipals  Contains information on objects from a trusted 
external domain. Normally, these objects are created when an object from an 
external domain is added to a group in the current domain.

■■ Managed Service Accounts  The default container for managed service 
accounts.

■■ Microsoft Exchange Security Groups  The default container for groups 
used by Microsoft Exchange Server. This folder is listed only if Exchange 
Server is running in the environment.

■■ Saved Queries  Contains saved search criteria so that you can quickly per-
form previously run Active Directory searches.

■■ Users  The default container for users.
Active Directory Users And Computers has advanced options that aren’t 

displayed by default. To access these options, tap or click View and then select Ad-
vanced Features. You now see the following additional folders:

■■ LostAndFound  Contains objects that have been orphaned. You can delete 
or recover them.

■■ NTDS Quotas  Contains directory service quota data.
■■ Program Data  Contains stored Active Directory data for Microsoft applica-

tions.
■■ System  Contains built-in system settings.
■■ TPM Devices  Lists devices with Trusted Platform Module (TPM) owner 

information stored in Active Directory.
You can also add folders for organizational units. In Figure 7-1, there are multiple 

administrator-created organizational units in the cpandl.com domain. These include 
Corporate PCs, CustServices, Development, Engineering, and Finance.

FIGURE 7-1  When you’re working with Active Directory Users And Computers, you can access com-
puter and user objects through the console tree.
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FIGURE 7-2  In the Find dialog box, you can search for resources in Active Directory.

2.	 In the Find list, choose the type of search you want. The options include the 
following:

■■ Users, Contacts, And Groups  Search for user and group accounts, as 
well as contacts listed in the directory service.

■■ Computers  Search for computer accounts by type, name, and owner.
■■ Printers  Search for printers by name, model, and features.
■■ Shared Folders  Search for shared folders by name or keyword.
■■ Organizational Units  Search for organizational units by name.
■■ Custom Search  Perform an advanced search or LDAP query.
■■ Common Queries  Allows you to search quickly for account names, ac-

count descriptions, disabled accounts, nonexpiring passwords, and days 
since the last logon.

3.	 Using the In list, select the location you want to search. If you chose a con-
tainer to search in step 2, such as Computers, this container is selected by 
default. To search all objects in the directory, tap or click Entire Directory.

4.	 Enter your search parameters, and then tap or click Find Now. As shown in 
Figure 7-3, any matching entries are displayed in the search results. Double-
tap or double-click an object to view or modify its property settings. Press 
and hold or right-click the object to display a shortcut menu of options for 
managing the object.

NOTE  The search type determines which text boxes and tabs are available in the Find 
dialog box. In most cases, you’ll simply want to type the name of the object you’re 
looking for in the Name text box, but other search options are available. For example, 
with printers, you can search for a color printer, a printer that can print on both sides 
of the paper, a printer that can staple, and more.
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change the password, and * indicates that Netdom should prompt you for 
the account password before continuing.

2.	 Type your password when prompted. Netdom changes the computer ac-
count password locally and on the domain controller. The domain controller 
distributes the password change to other domain controllers in the domain.

3.	 Restart the computer.
For domain controllers, you must perform additional steps. After you log on lo-

cally, you must stop the Kerberos Key Distribution Center service and set its startup 
type to Manual. After you restart the computer and verify that the password has 
been successfully reset, you can restart the Kerberos Key Distribution Center service 
and set its startup type back to Automatic.

Moving Computer Accounts
Computer accounts are normally placed in the Computers or Domain Controllers 
containers or in customized organizational unit containers. You can move an ac-
count to a different container by selecting the computer account in Active Directory 
Users And Computers and then dragging the account to the new location. You can’t 
click and drag accounts in Active Directory Administrative Center.

Using either tool, you can also use the following technique to move computer 
accounts:

1.	 In the console tree, select the container in which the computer account is 
located.

2.	 Press and hold or right-click the computer account you want to move, 
and then tap or click Move. This displays the Move dialog box, shown in 
Figure 7-8.

FIGURE 7-8  In the Move dialog box, you can move computer accounts to different 
containers.

3.	 In the Move dialog box, use the options provided to select the container to 
which you want to move the computer. Navigate to subcontainers or child 
OUs as necessary. Tap or click OK.
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FIGURE 7-9  In the Operations Masters dialog box, transfer operations masters to new loca-
tions or simply view their current locations.

2.	 The Operations Masters dialog box has three tabs. The RID tab shows the 
location of the current RID master. The PDC tab shows the location of the 
current PDC emulator master. The Infrastructure tab shows the location of 
the current infrastructure master.

You can transfer the current operations master roles by following these steps:

1.	 Start Active Directory Users And Computers. In the console tree, press and 
hold or right-click Active Directory Users And Computers and then tap or 
click Change Domain Controller.

2.	 In the Change Directory Server dialog box, tap or click This Domain Control-
ler Or AD LDS Instance, select the domain controller to which you want to 
transfer an operations master role, and then tap or click OK.

3.	 In the console tree, press and hold or right-click Active Directory Users And 
Computers. On the shortcut menu, point to All Tasks and then tap or click 
Operations Masters.

4.	 In the Operations Masters dialog box, tap or click the RID, PDC, or Infrastruc-
ture tab as appropriate for the type of role you want to transfer.

5.	 Tap or click Change to transfer the role to the previously selected domain 
controller. Tap or click OK.
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Viewing and Transferring the Domain Naming Master Role
You can use Active Directory Domains And Trusts to view or change the location of 
the domain naming master in the domain forest. In Active Directory Domains And 
Trusts, the root level of the control tree shows the currently selected domain.

TIP  If you need to connect to a different domain, connect to a domain controller fol-
lowing steps similar to those described in “Using Active Directory Users And Comput-
ers” earlier in this chapter. The only difference is that you press and hold or right-click 
Active Directory Domains And Trusts in the console tree.

To transfer the domain naming master role, follow these steps:

1.	 Start Active Directory Domains And Trusts. In the console tree, press and 
hold or right-click Active Directory Domains And Trusts and then tap or click 
Change Active Directory Domain Controller.

2.	 In the Change Directory Server dialog box, select the This Domain Controller 
Or AD LDS Instance option, and then select the domain controller to which 
you want to transfer the domain naming master role. Tap or click OK.

3.	 In the console tree, press and hold or right-click Active Directory Domains 
And Trusts and then tap or click Operations Master. This opens the Opera-
tions Master dialog box.

4.	 The Domain Naming Operations Master box displays the current domain 
naming master. Tap or click Change to transfer this role to the previously 
selected domain controller.

5.	 Tap or click Close.

Viewing and Transferring Schema Master Roles
You use Active Directory Schema to view or change the schema master’s location. 
Type regsvr32 schmmgmt.dll at an elevated, administrator command prompt to 
register Active Directory Schema. You can then transfer the schema master role by 
following these steps:

1.	 Add the Active Directory Schema snap-in to an MMC.
2.	 In the console tree, press and hold or right-click Active Directory Schema and 

then tap or click Change Active Directory Domain Controller.
3.	 Select Any Writable Domain Controller to let Active Directory select the new 

schema master, or select This Domain Controller Or AD LDS Instance and 
then select the new schema master.

4.	 Tap or click OK. In the console tree, press and hold or right-click Active Direc-
tory Schema and then tap or click Operations Master.

5.	 Tap or click Change in the Change Schema Master dialog box. Tap or click 
OK, and then tap or click Close.
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Configuring Universal Group Membership Caching
Universal membership caching eliminates the dependency on the availability of a 
global catalog server during logons. When you enable this feature on a domain 
operating in the Windows Server 2003 or higher functional level, any domain con-
troller can resolve logon requests locally without having to go through the global 
catalog server. As discussed in “Universal Group Membership Caching” in Chapter 6, 
this has advantages and disadvantages.

You can enable or disable universal group membership caching by following 
these steps:

1.	 In Active Directory Sites And Services, expand and then select the site you 
want to work with.

2.	 In the details pane, press and hold or right-click NTDS Site Settings, and then 
tap or click Properties.

3.	 To enable universal group membership caching, select the Enable Universal 
Group Membership Caching check box on the Site Settings tab. Then, in the 
Refresh Cache From list, choose a site from which to cache universal group 
memberships. The selected site must have a working global catalog server.

4.	 To disable universal group membership caching, clear the Enable Universal 
Group Membership Caching check box on the Site Settings tab.

5.	 Tap or click OK.

Managing Organizational Units

As discussed in Chapter 6, organizational units help you organize objects, set Group 
Policy with a limited scope, and more. In this section, you’ll learn how to create and 
manage organizational units.

Creating Organizational Units
You usually create organizational units to mirror your organization’s business or 
functional structure. You might also want to create units for administrative reasons, 
such as if you want to delegate rights to users or administrators. You can create 
organizational units as subgroups of a domain or as child units within an existing 
organizational unit.

To create an organizational unit, follow these steps:

1.	 In Active Directory Users And Computers or Active Directory Administrative 
Center, press and hold or right-click the domain node or existing organiza-
tional unit folder in which you want to add an organizational unit. Tap or 
click New on the shortcut menu, and then tap or click Organizational Unit.

2.	 Type the name of the organizational unit, and then tap or click OK.
3.	 You can now move accounts and shared resources to the organizational unit. 

See “Moving Computer Accounts” earlier in this chapter for an example.
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FIGURE 7-13  Connect to a naming context in ADSI Edit.

2.	 In the Connection Settings dialog box, the Select A Well Known Naming 
Context list is enabled by default. Choose the naming context you want to 
work with.

3.	 When you tap or click OK, you are connected to any available domain 
controller in your logon domain. To connect to a different domain or server, 
select Select Or Type A Domain Or Server, and then choose the server or 
domain you want to work with along with an optional port number for the 
connection, such as FileServer252.cpandl.com:389. Port 389 is the default 
port for LDAP.

After you select a naming context, domain, and server, you are connected to 
and can work with the naming context. As Figure 7-14 shows, when you connect to 
multiple naming contexts, you have separate nodes for managing each context. For 
troubleshooting, you can connect to the same naming context on different servers 
in the same domain as well. By comparing the values associated with properties on 
one server with those on another, you can identify a replication problem.

FIGURE 7-14  Navigate the naming contexts to examine related containers and properties.





















































	Chapter 8  Creating User and Group Accounts316

Groups Used by Administrators
An administrator is someone who has wide access to network resources. Admin-
istrators can create accounts, modify user rights, install printers, manage shared 
resources, and more. The main administrator groups are Administrators, Domain 
Admins, and Enterprise Admins. Table 8-5 compares the administrator groups.

TABLE 8-5  Administrator Groups Overview

ADMINISTRATOR 
GROUP TYPE NETWORK ENVIRONMENT GROUP SCOPE MEMBERSHIP

Administrators Active Directory domains Domain local Administrator, 
Domain Admins, 
Enterprise Admins

Administrators Workgroups, computers 
not part of a domain

Local Administrator

Domain Admins Active Directory domains Global Administrator

Enterprise 
Admins

Active Directory domains Global or 
Universal

Administrator

Schema Admins Active Directory domains Universal Administrator

TIP  The Administrator account and the global groups Domain Admins and Enterprise 
Admins are members of the Administrators group. The Administrator account is used 
to access the local computer. Domain Admins membership allows other administrators 
to access the system from elsewhere in the domain. Enterprise Admins membership 
allows other administrators to access the system from other domains in the current 
domain tree or forest. To prevent enterprisewide access to a domain, you can remove 
Enterprise Admins from this group.

Administrators is a local group that provides full administrative access to an indi-
vidual computer or a single domain, depending on its location. Because this account 
has complete access, you should be very careful about adding users to this group. 
To make someone an administrator for a local computer or domain, all you need to 
do is make that person a member of this group. Only members of the Administra-
tors group can modify this account.

Domain Admins is a global group designed to help you manage resources in 
a domain. Members of this group have full control of a domain. This group has 
administrative control over all computers in a domain because it’s a member of the 
Administrators group by default on all domain controllers, all domain workstations, 
and all domain member servers at the time they join the domain. To make someone 
an administrator for a domain, make that person a member of this group.





	Chapter 8  Creating User and Group Accounts318

■■ The Dial-Up identity  Any user accessing the system through a dial-up 
connection has the Dial-Up identity. This identity distinguishes dial-up users 
from other types of authenticated users.

■■ The Enterprise Domain Controllers identity  Domain controllers with 
enterprisewide roles and responsibilities have the Enterprise Domain Control-
lers identity. This identity allows them to perform certain tasks in the enter-
prise using transitive trusts.

■■ The Everyone identity  All interactive, network, dial-up, and authenticated 
users are members of the Everyone group. This special identity group gives 
wide access to a system resource.

■■ The Interactive identity  Any user logged on to the local system has the 
Interactive identity. This identity allows only local users to access a resource.

■■ The Network identity  Any user accessing the system through a network 
has the Network identity. This identity allows only remote users to access a 
resource.

■■ The Proxy identity  Users and computers accessing resources through a 
proxy have the Proxy identity. This identity is used when proxies are imple-
mented on the network.

■■ The Remote Desktop Services User identity  Any user accessing the 
system through Remote Desktop Services has the Remote Desktop Services 
User identity. This identity allows Remote Desktop Services users to access 
Remote Desktop Services applications and to perform other necessary tasks 
with Remote Desktop Services.

■■ The Restricted identity  Users and computers with restricted capabilities 
have the Restricted identity.

■■ The Self identity  The Self identity refers to the object itself and allows the 
object to modify itself.

■■ The Service identity  Any service accessing the system has the Service 
identity. This identity grants access to processes being run by Windows 
Server services.

■■ The System identity  The Windows Server operating system itself has the 
System identity. This identity is used when the operating system needs to 
perform a system-level function.

User Account Setup and Organization

A key part of your job as an administrator is to create accounts, and this chapter 
shows you how. User and group accounts allow Windows Server 2012 to track and 
manage information about users, including permissions and privileges. To create 
user accounts, you primarily use the following two account administration tools:

■■ Active Directory Users And Computers, which is designed to administer ac-
counts throughout an Active Directory Domain Services domain

■■ Local Users And Groups, which is designed to administer accounts on a local 
computer
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Configuring Local User Rights
For local computers, apply user rights by following these steps:

1.	 Open the Properties dialog box for the user right, which is similar to the one 
shown in Figure 8-6. Remember that site, domain, and organizational unit 
policies have precedence over local policies.

FIGURE 8-6  In the Properties dialog box, define the user right and then apply the right to 
users and groups. If you can’t edit local user rights, you might be working with a domain 
controller.

2.	 The Properties dialog box shows current users and groups that have been 
given a user right. To remove the user right, select a user or group and then 
tap or click Remove.

3.	 You can apply the user right to additional users and groups by tapping or 
clicking Add User Or Group. This opens the Select Users, Computers, Service 
Accounts, Or Groups dialog box shown previously in Figure 8-5. You can now 
add users and groups.

Adding a User Account

You need to create a user account for each user who wants to use your network re-
sources. You create domain user accounts with Active Directory Users And Comput-
ers. You create local user accounts with Local Users And Groups.

Creating Domain User Accounts
Generally, you can create new domain accounts in two ways:

■■ Create a completely new user account  Press and hold or right-click the 
container in which you want to place the user account, tap or click New, and 
then tap or click User. This opens the New Object—User Wizard, shown in 
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■■ All new domain workstations and member servers are members of Domain 
Computers, and their primary group is Domain Computers.

■■ All new domain controllers are members of Domain Controllers, and their 
primary group is Domain Controllers.

You manage group membership several ways:

■■ Manage individual membership
■■ Manage multiple memberships
■■ Set primary group membership for individual users and computers

Managing Individual Membership
You can quickly add a user or a group to one or more groups by pressing and hold-
ing or right-clicking the account and selecting Add To Group. This opens the Select 
Groups dialog box. You can now choose groups that the currently selected account 
should be a member of.

You can manage group membership for any type of account by following these 
steps:

1.	 Double-tap or double-click the user, computer, or group entry in Active Di-
rectory Users And Computers or Active Directory Administrative Center. This 
opens the account’s Properties dialog box.

2.	 On the Member Of tab or panel, groups the user is currently a member of 
are listed. Tap or click Add to make the account a member of an additional 
group. This opens the Select Groups dialog box. You can now choose groups 
that the currently selected account should be a member of.

3.	 To remove the account from a group, select a group and then tap or click 
Remove.

4.	 Tap or click OK.
If you’re working exclusively with user accounts, you can add users to groups by 

following these steps:

1.	 Select the user accounts you want to work with in Active Directory Users And 
Computers or Active Directory Administrative Center.

TIP  To select multiple users individually, hold down the Ctrl key and then tap or 
click the left mouse button on each user account you want to select. To select a 
sequence of accounts, hold down the Shift key, select the first user account, and 
then select the last user account.

2.	 Press and hold or right-click one of the selections, and then tap or click Add 
To A Group or Add To Group as appropriate. This opens the Select Groups 
dialog box. You can now choose groups that the currently selected accounts 
should be members of.

3.	 Tap or click OK.
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FIGURE 9-9  Dial-in privileges control remote access to the network.

Setting Account Security Options
The Account tab/panel of the user’s Properties dialog box has the following options, 
which are designed to help you maintain a secure network environment and control 
how user accounts are used:

■■ User Must Change Password At Next Logon  Forces the user to change 
his password when the user logs on next.

■■ User Cannot Change Password  Doesn’t allow the user to change the ac-
count password.

■■ Password Never Expires  Ensures that the account password never expires, 
which overrides the normal password expiration period.

CAUTION  Selecting this option creates a security risk on the network. Although 
you might want to use Password Never Expires with administrator accounts, you 
usually shouldn’t use this option with normal user accounts.

■■ Store Password Using Reversible Encryption  Saves the password as 
encrypted clear text.

■■ Account Is Disabled  Disables the account, which prevents the user from 
accessing the network and logging on (Active Directory Users And Comput-
ers only).

■■ Smart Card Is Required For Interactive Logon  Requires the user to log 
on to a workstation using a smart card. The user can’t log on to the worksta-
tion by typing a logon name and password at the keyboard.
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Enabling User Accounts
User accounts can become disabled for several reasons. If a user forgets her pass-
word and tries to guess it, the user might exceed the account policy for bad logon 
attempts. Another administrator could have disabled the account while the user 
was on vacation, or the account could have expired. The following sections describe 
what to do when an account is disabled, locked out, or expired.

Account Disabled

Active Directory Users And Computers and Active Directory Administrative Center 
depict disabled accounts with a down arrow next to the user icon in the main view. 
When an account is disabled, follow these steps to enable it:

1.	 Open Active Directory Users And Computers, Active Directory Administrative 
Center, or Local Users And Groups (whichever is appropriate).

2.	 Press and hold or right-click the user’s account name. Select the appropriate 
option for the tool you are using, either Enable or Enable Account.

TIP  To quickly search the current domain for disabled accounts, type dsquery user  
–disabled at a command prompt.

You can select multiple accounts at the same time and then use the options 
on the shortcut menu to enable or disable them. In Active Directory Users And 
Computers, enable all selected accounts using the Enable Account option or disable 
them by selecting Disable Account. In Active Directory Administrative Center, enable 
the accounts using the Enable All option or disable them using Disable All.

Account Locked Out

When an account is locked out, follow these steps to unlock it:

1.	 Open Active Directory Users And Computers, Active Directory Administrative 
Center, or Local Users And Groups (whichever is appropriate).

2.	 Double-tap or double-click the user’s account name, and then select the Un-
lock Account check box. In Active Directory Users And Computers, this check 
box is on the Account tab.

In Active Directory Administrative Center, you can unlock multiple accounts at 
the same time. Simply select the accounts and then use the Unlock All option on the 
shortcut menu to unlock the accounts.

NOTE  If users frequently get locked out of their accounts, consider adjusting the ac-
count policy for the domain. You might want to increase the value for acceptable bad 
logon attempts and reduce the duration for the associated counter. For more informa-
tion on setting account policy, see “Configuring Account Policies” in Chapter 8.
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STATUS DESCRIPTION RESOLUTION

Foreign The disk has been moved 
to your computer but 
hasn’t been imported 
for use. A failed drive 
brought back online might 
sometimes be listed as 
Foreign.

Press and hold or right-click the 
disk, and then tap or click Import 
Foreign Disks to add the disk to the 
system.

Unreadable The disk isn’t accessible 
currently, which can occur 
when disks are being 
rescanned. Both dynamic 
and basic disks display this 
status.

With FireWire and USB card readers, 
you might see this status if the 
card is unformatted or improperly 
formatted. You might also see this 
status after the card is removed 
from the reader. Otherwise, if the 
drives aren’t being scanned, the 
drive might be corrupted or have 
I/O errors. Press and hold or right-
click the disk, and then tap or click 
Rescan Disk (on the Action menu) 
to try to correct the problem. You 
might also want to reboot the 
system.

Unrecognized The disk is of an unknown 
type and can’t be used on 
the system. A drive from 
a non-Windows system 
might display this status.

If the disk is from another operating 
system, don’t do anything. You can’t 
use the drive on the computer, so 
try a different drive.

Not Initialized The disk doesn’t have a 
valid signature. A drive 
from a non-Windows 
system might display this 
status.

If the disk is from another operating 
system, don’t do anything. You can’t 
use the drive on the computer, so 
try a different drive. To prepare 
the disk for use on Windows Server 
2012, press and hold or right-click 
the disk, and then tap or click 
Initialize Disk.

No Media No media has been 
inserted into the DVD or 
removable drive, or the 
media has been removed. 
Only DVD and removable 
disk types display this 
status.

Insert a DVD or a removable disk to 
bring the disk online. With FireWire 
and USB card readers, this status is 
usually (but not always) displayed 
when the card is removed.
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FIGURE 12-7  The Share Permissions tab shows which users and groups have access to the 
share and what type of access they have.

FIGURE 12-8  Add users and groups to the share.

6.	 Type the name of a user, computer, or group in the current domain, and then 
tap or click Check Names. This produces one of the following results:

■■ If a single match is found, the dialog box is automatically updated and the 
entry is underlined.

■■ If no matches are found, you either entered an incorrect name part or 
you’re working with an incorrect location. Modify the name and try again, 
or tap or click Locations to select a new location.

■■ If multiple matches are found, select the name or names you want to use, 
and then tap or click OK. To assign permissions to other users, computers, 
or groups, type a semicolon (;) and then repeat this step.
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SHARE NAME DESCRIPTION USAGE

PRINT$ Supports shared printer 
resources by providing access 
to printer drivers.

Used by shared printers. Everyone 
has Read access. Administrators, 
server operators, and printer 
operators have Full Control.

SYSVOL Supports Active Directory. Used to store data and objects for 
Active Directory.

Driveletter$ A share that allows 
administrators to connect to 
a drive’s root folder. These 
shares are shown as C$, D$, 
E$, and so on.

On workstations and servers, 
administrators and backup 
operators can access these shares. 
On domain controllers, server 
operators also have access.

Connecting to Special Shares
Special shares end with the $ symbol. Although these shares aren’t displayed in File 
Explorer, administrators and certain operators can connect to them. To connect to a 
special share, follow these steps:

1.	 Open File Explorer, tap or click the leftmost option button in the address list, 
and then tap or click Computer.

2.	 Next, tap or click the Map Network Drive button on the Computer panel and 
then tap or click Map Network Drive. This displays the Map Network Drive 
dialog box, shown in Figure 12-11.

FIGURE 12-11  Connect to special shares by mapping them with the Map Network 
Drive dialog box.

3.	 In the Drive list, select a free drive letter. This drive letter is used to access the 
special share.
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■■ What type of information does the data contain?  Data that doesn’t 
seem important to you might be very important to someone else. The type 
of information the data contains can help you determine whether you need 
to back up the data, as well as when and how the data should be backed up.

■■ How often does the data change?  The frequency of change can affect 
your decision on how often certain data should be backed up. For example, 
data that changes daily should be backed up daily.

■■ Can you supplement backups with shadow copies?  Shadow copies are 
point-in-time copies of documents in shared folders. These point-in-time 
copies make recovering documents easy because you can quickly go back 
to an older version in case a document is deleted or overwritten acciden-
tally. You should use shadow copies in addition to standard backups, not to 
replace backup procedures.

■■ How quickly do you need to recover the data?  Recovery time is an 
important factor in a backup plan. For critical systems, you might need to get 
back online swiftly. To do this, you might need to alter your backup plan.

■■ Do you have the equipment to perform backups?  You must have 
backup hardware to perform backups. To perform timely backups, you might 
need several backup devices and several sets of backup media. Backup hard-
ware includes hard disk drives, tape drives, optical drives, and removable disk 
drives. In most environments, hard disk drives have become the preferred 
back up media.

■■ Who will be responsible for the backup and recovery plan?  Ideally, 
someone should be a primary contact for the organization’s backup and re-
covery plan. This person might also be responsible for performing the actual 
backup and recovery of data.

■■ What’s the best time to schedule backups?  Scheduling backups when 
system use is as low as possible will speed up the backup process. However, 
you can’t always schedule backups for off-peak hours, so you need to care-
fully plan when key system data is backed up.

■■ Do you need to store backups off-site?  Storing copies of backups off-site 
is essential to recovering your systems in the event of a natural disaster. In 
your off-site storage location, you should also include copies of the software 
you might need to install to reestablish operational systems.

REAL WORLD  Recovery time objective (RTO) and recovery point objective (RPO) are 
important factors to consider. RTO represents the time to recover, which might be two 
hours for one server and four hours for another server. RPO represents your potential 
data loss, which might be one business day of data with one server or two business 
days with another server. A high RTO environment is an environment in which you can 
recover server functionality quickly after an outage. A high RPO environment is an 
environment in which the data recovered is as up to date as possible.

The frequency of your full server backups will vary according to the speed of your 
backup system and the amount of data you need to back up. The frequency at which 
you can create backups controls both the RPO and the RTO available to you. For 
example, with nightly backups, your RPO will be one business day, meaning that any 
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Installing TCP/IP Networking

To install networking on a computer, you must install TCP/IP networking and 
a network adapter. Windows Server 2012 uses TCP/IP as the default wide area 
network (WAN) protocol. Normally, you install networking during Windows Server 
2012 setup. You can also install TCP/IP networking through network connection 
properties. 

To install TCP/IP after installing Windows Server 2012, log on to the computer 
using an account with administrator privileges and then follow these steps:

1.	 In Control Panel, access Network And Sharing Center by tapping or clicking 
View Network Status And Tasks under the Network And Internet heading.

2.	 In Network And Sharing Center, tap or click Change Adapter Settings. 
3.	 In Network Connections, press and hold or right-click the connection you 

want to work with, and then tap or click Properties. This displays a Properties 
dialog box for the connection, shown in Figure 14-3.

FIGURE 14-3  Install and configure TCP/IP protocols.

4.	 If Internet Protocol Version 6 (TCP/IPv6), Internet Protocol Version 4 (TCP/
IPv4), or both aren’t shown in the list of installed components, you need to 
install them. Tap or click Install. Tap or click Protocol, and then tap or click 
Add. In the Select Network Protocol dialog box, select the protocol to install, 
and then tap or click OK. If you are installing both TCP/IPv6 and TCP/IPv4, 
repeat this procedure for each protocol.
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Enabling and Disabling Network Connections
Network connections are created and connected automatically. If you want to dis-
able a connection so that it cannot be used, follow these steps:

1.	 In Network And Sharing Center, tap or click Change Adapter Settings. In 
Network Connections, press and hold or right-click the connection, and then 
tap or click Disable to deactivate the connection and disable it.

2.	 If you want to enable the connection later, press and hold or right-click the 
connection in Network Connections and then tap or click Enable.

If you want to disconnect from a network, follow these steps:

1.	 In Network And Sharing Center, tap or click Change Adapter Settings. In 
Network Connections, press and hold or right-click the connection and then 
tap or click Disconnect. Typically, only remote access connections have a 
Disconnect option.

2.	 If you want to activate the connection later, press and hold or right-click the 
connection in Network Connections and then tap or click Connect.

Renaming Network Connections
Windows Server 2012 initially assigns default names to network connections. In Net-
work Connections, you can rename a connection at any time by pressing and hold-
ing or right-clicking the connection, tapping or clicking Rename, and then typing a 
new name. If a computer has multiple network connections, a descriptive name can 
help you and others better understand the uses of a particular connection.
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FIGURE 15-1  Use the DHCP console to create and manage DHCP server configurations.

Icons on the various nodes show the current status of the nodes. For server and 
IP nodes, you might see the following icons:

■■ A server icon with a green circle with a check mark indicates that the DHCP 
service is running and the server is active.

■■ A server icon with red circle with an X through it indicates that the console 
can’t connect to the server. The DHCP service has been stopped or the server 
is inaccessible.

■■ A red down arrow indicates that the DHCP server hasn’t been authorized.
■■ A blue warning icon indicates that the server’s state has changed or a warn-

ing has been issued.
For scopes, you might see the following icons:

■■ A red down arrow indicates that the scope hasn’t been activated.
■■ A blue warning icon indicates that the scope’s state has changed or a warn-

ing has been issued.

Connecting to Remote DHCP Servers
When you start the DHCP console, you are connected directly to a local DHCP 
server, but you won’t see entries for remote DHCP servers. You can connect to 
remote servers by following these steps:

1.	 Press and hold or right-click DHCP in the console tree, and then tap or click 
Add Server. This opens the dialog box shown in Figure 15-2.

2.	 Select This Server, and then type the IP address or computer name of the 
DHCP server you want to manage.

3.	 Tap or click OK. An entry for the DHCP server is added to the console tree.
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FIGURE 15-2  If your DHCP server isn’t listed, you need to add it to the DHCP console 
by using the Add Server dialog box.

TIP  When you work with remote servers, you might find that you can’t select certain 
options. A simple refresh of the server information might resolve this: press and hold 
or right-click the server node, and then select Refresh.

Starting and Stopping a DHCP Server
You manage DHCP servers through the DHCP Server service. As with any other ser-
vice, you can start, stop, pause, and resume the DHCP Server service in the Services 
node of Computer Management or from the command line. You can also manage 
the DHCP Server service in the DHCP console. Press and hold or right-click the 
server you want to manage in the DHCP console, point to All Tasks, and then tap or 
click Start, Stop, Pause, Resume, or Restart, as appropriate.

NOTE  You also can use Server Manager to start and stop a DHCP server. Tap or click 
DHCP in the left pane of Server Manager. Next, in the main pane, on the Servers panel, 
select the DHCP server. Finally, on the Services panel, press and hold or right-click en-
try for the DHCP Server and then tap or click Start Service, Stop Service, Pause Service, 
Resume Service, or Restart Service, as appropriate.

Authorizing a DHCP Server in Active Directory
Before you can use a DHCP server in the domain, you must authorize it in Active 
Directory. By authorizing the server, you specify that the server is authorized to pro-
vide dynamic IP addressing in the domain. Windows Server 2012 requires authoriza-
tion to prevent unauthorized DHCP servers from serving domain clients. This in turn 
ensures that network operations can run smoothly.

In the DHCP console, you authorize a DHCP server by pressing and holding or 
right-clicking the server entry in the tree view and then selecting Authorize. To 
remove the authorization, press and hold or right-click the server and then select 
Unauthorize.
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To reconcile all scopes on a server, follow these steps:

1.	 In the DHCP console, expand the server entry, press and hold or right-click 
the IPv4 node, and then tap or click Reconcile All Scopes.

2.	 In the Reconcile All Scopes dialog box, tap or click Verify.
3.	 Inconsistencies are reported in the status window. Select the displayed ad-

dresses, and then tap or click Reconcile to repair inconsistencies.
4.	 If no inconsistencies are found, tap or click OK.











































































	Chapter 16  Optimizing DNS650

FIGURE 16-12  Configure a DNS server for manual or automatic monitoring 
on the Monitoring tab.

3.	 You can perform a manual test by tapping or clicking Test Now. You can 
schedule the server for automatic monitoring by selecting the Perform 
Automatic Testing At The Following Interval check box and then setting a 
time interval in seconds, minutes, or hours.

4.	 The Test Results panel shows the results of testing. You’ll see a date and time 
stamp indicating when the test was performed and a result, such as Pass or 
Fail. Although a single failure might be the result of a temporary outage, 
multiple failures normally indicate a DNS resolution problem.

NOTE  If all recursive query tests fail, the advanced server option Disable Recursion 
might be selected. Tap or click the Advanced tab and check the server options.

REAL WORLD  If you’re actively troubleshooting a DNS problem, you might want 
to configure testing to occur every 10–15 seconds. This interval will provide a rapid 
succession of test results. If you’re monitoring DNS for problems as part of your daily 
administrative duties, you’ll want a longer time interval, such as two or three hours.
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