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Introduction
When	we	began	this	project,	our	intent	was	to	create	a	real	world	scenario	

that	would	guide	IT	professionals	in	using	Microsoft	best	practices	to	
	deploy	Microsoft	Forefront	Threat	Management	Gateway	(TMG)	2010.	We	hope	
you	find	that	we	have	achieved	that	goal.	We’ve	also	included	the	main	deploy-
ment	scenarios	for	Forefront	TMG,	and	we	take	a	deep	dive	into	the	installation	
process	from	the	RTM	version	to	the	Service	Pack	1	version.

This	book	provides	administrative	procedures,	tested	design	examples,	quick	
answers,	and	tips.	In	addition,	it	covers	some	of	the	most	common	deployment	
scenarios	and	describes	ways	to	take	full	advantage	of	the	product’s	capabilities.	
This	book	covers	pre-deployment	tasks,	use	of	Forefront	TMG	in	a	Secure	Web	
Gateway	Scenario,	software	and	hardware	requirements,	and	installation	and	
configuration,	using	best	practice	recommendations.

Who Is This Book For?
Deploying Microsoft Forefront Threat Management Gateway 2010 covers	the	plan-
ning	and	deployment	phases	for	this	product.	This	book	is	designed	for:

■	 Administrators	who	are	deploying	Forefront	TMG

■	 Administrators	who	are	experienced	with	Windows	Server	2008	in	general	
and	with	Windows	networking	in	particular

■	 Current	ISA	Server	administrators

■	 Administrators	who	are	new	to	Forefront	TMG

■	 Technology	specialists,	such	as	security	administrators	and	network	
	administrators

Because	this	book	is	limited	in	size	and	we	want	to	provide	you	the	maximum	
value,	we	assume	a	basic	knowledge	of	Windows	Server	2008	and	Windows	
networking.	These	technologies	are	not	discussed	in	detail,	but	this	book	contains	
material	on	both	of	these	topics	that	relates	to	Forefront	TMG	administrative	
tasks.

How Is This Book Organized?
Deploying Microsoft Forefront Threat Management Gateway 2010 is	written	to	be	
a	deployment	guide	and	also	to	be	a	source	of	architectural	information	related	
to	the	product.	The	book	is	organized	in	such	a	way	that	you	can	follow	the	steps	
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to	plan	and	deploy	the	product.	The	steps	are	based	on	a	deployment	scenario	
for	the	company	Contoso.	As	you	go	through	the	steps,	you	will	also	notice	tips	
for	best	practices	implementation.	At	the	end	of	each	chapter,	you	will	see	an	
“Administrator’s	Punch	List,”	in	which	you	will	find	a	summary	of	the	main	admin-
istrative	tasks	that	were	covered	throughout	the	chapter.	This	is	a	quick	checklist	
to	help	you	review	the	main	deployment	tasks.

The	book	is	organized	into	three	chapters:	Chapter	1,	“Understanding	
	Forefront	Threat	Management	Gateway	2010,”	introduces	you	to	the	core	con-
cepts	of	firewalls,	perimeter	protection,	and	proxies	and	guides	you	through	
the	use	of	Forefront	TMG	as	a	secure	web	gateway.	Chapter	2,	“Installing	and	
	Configuring	Forefront	Threat	Management	Gateway	2010,”	guides	you	through	
the	product’s	installation	and	configuration.	Chapter	3,	“Deploying	Forefront	2010	
Service	Pack	1,”	covers	the	new	features	of	Service	Pack	1	and	describes	how	to	
install	and	configure	those	features.

We	really	hope	you	find	Deploying Microsoft Threat Management 
 Gateway 2010 useful	and	accurate.	We	have	an	open	door	policy	for	email	at 
mspress.tmgbook@tacteam.net,	and	you	can	contact	us	through	our	personal	
blogs	and	Twitter	accounts:	

■	 http://blogs.technet.com/yuridiogenes	and	http://blogs.technet.com
/tomshinder

■	 http://twitter.com/yuridiogenes	and	http://twitter.com/tshinder

Support for This Book
Every	effort	has	been	made	to	ensure	the	accuracy	of	this	book.	As	corrections	or	
changes	are	collected,	they	will	be	added	to	the	O’Reilly	Media	website.	To	find	
Microsoft	Press	book	and	media	corrections:

	 1.	 Go	to	http://microsoftpress.oreilly.com.

	 2.	 In	the	Search	box,	type	the	ISBN	for	the	book	and	click Search.

	 3.	 Select	the	book	from	the	search	results,	which	will	take	you	to	the	book’s	
catalog	page.

	 4.	 On	the	book’s	catalog	page,	under	the	picture	of	the	book	cover,	click	
View/Submit	Errata.

If	you	have	questions	regarding	the	book	or	the	companion	content	that	are	
not	answered	by	visiting	the	book’s	catalog	page,	please	send	them	to	Microsoft	
Press	by	sending	an	email	message	to	mspinput@microsoft.com.
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We Want to Hear from You
We	welcome	your	feedback	about	this	book.	Please	share	your	comments	and	
ideas	through	the	following	short	survey:

http://www.microsoft.com/learning/booksurvey

Your	participation	helps	Microsoft	Press	create	books	that	better	meet	your	
needs	and	your	standards.	

NOTE  We hope that you will give us detailed feedback in our survey. If you 
have questions about our publishing program, upcoming titles, or Microsoft 
Press in general, we encourage you to interact with us using Twitter at  
http://twitter.com/MicrosoftPress. For support issues, use only the email 
 address shown earlier.
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In	the	summer	of	2010,	Microsoft	released	a	major	product	update:	Forefront	TMG	2010	Service	Pack	1	(SP1)	for	Microsoft	Forefront	Threat	Management	Gateway	(TMG)	
2010.	This	service	pack	is	intended	to	not	only	fix	some	issues	that	were	detected	after	
Forefront	TMG	was	released,	but	also	add	new	capabilities	to	the	product.	This	chapter	
describes	the	new	features,	the	way	to	install	Forefront	TMG	2010	SP1,	the	way	to	deploy	
the	core	features	available	in	this	service	pack,	and	what’s	coming	next.

New Features in Service Pack 1

Forefront	TMG	2010	SP1	provides	improvements	to	Forefront	TMG	in	four	core	areas:

■ Reporting	 	Forefront	TMG	2010	SP1	changes	the	look	and	feel	of	Forefront	
TMG	reports	and	adds	a	new	user	activity	report	that	can	show	more	detailed	
information	about	the	pages	a	user	browsed	and	the	URL	categories	that	were	
requested	by	the	user.	

■ Secure Web Access	 One	of	the	main	uses	for	Forefront	TMG	is	as	a	Secure	
Web	Gateway	(SWG).	One	of	TMG’s	core	features,	called	URL	Filtering,	is	a	key	
component	of	SWG.	Forefront	TMG	2010	SP1	brings	a	new	capability,	called	URL 
Filtering User Override,	to	this	feature.	URL	Filtering	User	Override	allows	users	to	
override	the	access	restrictions	put	in	place	by	the	URL	Filtering	feature	imple-
mented	by	the	TMG	administrator.	
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■ Branch Office Support	 Forefront	TMG	2010	SP1	takes	advantage	of	the	
	BranchCache	feature	that	is	available	in	Windows	Server	2008	R2.	This	feature	provides	
branch	office	users	with	an	improved	browsing	experience	while	reducing	bandwidth	
utilization	between	the	branch	and	main	offices.

■ Publishing	 A	new	publishing	wizard	supports	SharePoint	2010	deployments	
through	Forefront	TMG.	

These	features	will	be	covered	in	detail	in	this	chapter.	However,	before	we	discuss	new	
features,	it	is	important	to	get	more	details	on	Forefront	TMG	2010	SP1	deployment.

Planning Service Pack 1 Deployment

Before	installing	Forefront	TMG	2010	SP1	on	Forefront	TMG,	it	is	necessary	to	plan	the	
deployment	to	ensure	that	it	goes	smoothly.	The	installation	sequence	and	prerequisites	will	
vary	according	to	your	TMG	setup.	The	overall	installation	process	is	shown	in	Figure	3-1:

FIGURE 3-1

In	order	to	carry	out	the	Forefront	TMG	2010	SP1	installation	procedures	correctly,	you	will	
need	to	answer	the	following	questions:

■	 Which	Forefront	TMG	version	(Enterprise	or	Standard)	are	you	using?	

■	 Are	the	Forefront	TMG	firewalls	deployed	as	array	members	or	as	stand-alone	servers?

■	 What	Forefront	TMG	role	(EMS	or	Firewall)	is	the	machine	providing?
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When	you	have	this	information,	you	can	determine	the	installation	sequence	from	
Table	3-1.

NOTE  Before you apply Forefront TMG 2010 SP1, create a full backup of your current 
Forefront TMG configuration. You should also have the latest Windows updates installed 
on the computer on which TMG is installed.

TABLE 3-1 Installation	based	on	the	Forefront	TMG	setup

TMG SETUP INSTALLATION ORDER GENERAL NOTES

Single	Server 	 1.	 Single	server	installation	
point

Regardless	of	the	Forefront	TMG	setup,	
always	run	the	setup	with	an	elevated	
administrative	level.

Array 	 1.	 Enterprise	Management	
Servers	(master	and	
replicas)

	 2.	 Array	managers

	 3.	 Array	members

Before	you	install	Forefront	TMG	2010	SP1	
on	Forefront	TMG	Enterprise	Edition,	you	
must	log	on	to	EMS	using	the	credentials	
that	were	used	to	install	EMS	during	the	
initial	setup	process.	If	you	try	to	install	
the	update	using	a	different	administrator	
	account,	the	installation	might	fail.

Installing Forefront TMG 2010 Service Pack 1

Assuming	that	you	downloaded	Forefront	TMG	2010	SP1	in	English—from	the	Microsoft	
Download	Center	(http://www.microsoft.com/downloads/details.aspx?FamilyID=f0fd5770
-7360-4916-a5be-a88a0fd76c7c&displaylang=en) to	a	temporary	folder,	such	as	C:\temp—
start	the	installation	by	following	these	steps:

	 1.	 Click	Start,	right-click	Command	Prompt,	and	choose	the	Run	As	Administrator	option.

	 2.	 Type	cd c:\temp	to	switch	to	the	temporary	folder.

	 3.	 Type	TMG-KB981324-AMD64-ENU.msp,	and	press	Enter.

	 4.	 On	the	Open	File	–	Security	Warning	page,	click	Open.

	 5.	 When	the	Welcome	To	The	Update	For	Microsoft	Forefront	TMG	Service	Pack	1	page	
appears,	as	shown	in	Figure	3-2,	click	Next	to	continue.
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FIGURE 3-2

	 6.	 When	the	License	Agreement	page	appears,	read	the	license	agreement	and	select	
the	I	Accept	The	Terms	In	The	License	Agreement	checkbox,	and	then	click	Next	to	
proceed.

	 7.	 The	Locate	Configuration	Storage	Server	page	appears.	Because	this	is	the	first	
	Forefront	TMG	to	which	we	are	applying	Forefront	TMG	2010	SP1,	the	option	to	spec-
ify	the	configuration	storage	server	is	unavailable	(grayed	out),	as	shown	in	Figure	3-3.	
When	you	are	applying	Forefront	TMG	2010	SP1	on	array	members,	this	option	will	
be	available	so	that	you	can	specify	the	configuration	storage	server.	Click	Next	to	
	continue.

FIGURE 3-3
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	 8.	 When	the	Ready	To	Install	The	Program	page	appears,	click	Install.

	 9.	 After	the	installation	is	finished,	the	Installation	Wizard	Completed	page	appears,	as	
shown	in	Figure	3-4.	Click	Finish	to	conclude	the	installation.

FIGURE 3-4

	 10.	 To	confirm	that	the	Forefront	TMG	2010	SP1	installation	is	in	place,	you	can	open	the	
Forefront	TMG	Management	console,	click	System,	and	verify	the	Forefront	TMG	ver-
sion,	which	should	be	7.0.8108.200,	as	shown	in	Figure	3-5.

FIGURE 3-5

Administrator's Insight: Troubleshooting an Installation

There are several issues that you might encounter when installing  Forefront 
TMG 2010 SP1, some of which are documented in the Forefront TMG 2010 SP1 

release notes at (http://technet.microsoft.com/en-us/library/ff717843
.aspx#troubleshooting). There may be other problems with the installation that will 
require troubleshooting. The general rule of thumb is to start troubleshooting the 
installation by reviewing the error messages presented in the UI, and then go to the 
Forefront TMG setup logs to track the root causes of the issues. The Forefront TMG 
Setup Installation logs are located at %windir%\temp, and the ADAM Setup log files 
are located at %windir%\debug. 
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There are two articles on the TMG Team Blog and one on my blog that describe a 
general approach to troubleshooting installation issues:

■  "Troubleshooting ERROR: Setup failed to install ADAM.\r\n (0x80074e46) and 
0x80070643 while trying to install TMG 2010" can be found at http://blogs
.technet.com/b/isablog/archive/2010/07/07/troubleshooting-error-setup-failed-to	
-install-adam-r-n-0x80074e46-and-0x80070643-while-trying-to-install-tmg-2010	
.aspx.

■  “Another TMG 2010 Installation failure with error 0x80070643” can be found 
at http://blogs.technet.com/b/isablog/archive/2010/07/13/another-tmg-2010
-	installation-failure-with-error-0x80070643.aspx.

■  “Unable to install Forefront TMG 2010 – Error 0x80074e46” can be found at http://
blogs.technet.com/b/yuridiogenes/archive/2010/08/16/unable-to-install-forefront	
-tmg-2010-error-0x80074e46.aspx.

Although these articles are not specifically related to Forefront TMG 2010 SP1, 
they can be used as troubleshooting methodology for your installation process on 
Forefront TMG.

Configuring User Override for URL Filtering

In	a	world	in	which	compliance	and	security	policy	enforcement	are	growing	trends,	having	
a	secure	Web	gateway	that	reflects	your	IT	business	requirements	is	a	real	advantage.	One	of	
the	pillars	for	the	Forefront	TMG	Secure	Web	Gateway	scenario	is	URL	Filtering,	which	directly	
affects	user	productivity	by	filtering	traffic	to	unwanted	destinations.	A	new	enhancement	to	
the	URL	Filtering	feature,	introduced	with	Forefront	TMG	2010	SP1,	allows	users	to	override	
restricted	Web	access	and	proceed	on	a	per-request	basis.	This	can	provide	a	more	flex-
ible	Web	access	policy	by	allowing	users	to	decide	whether	to	access	a	site	that	was	initially	
denied	to	them.	This	can	help	reduce	help	desk	calls,	especially	for	Web	sites	that	have	been	
incorrectly	categorized.

While	this	might	sound	too	flexible	when	the	subject	is	policy	enforcement,	the	fact	of	the	
matter	is	that	the	user	will	receive	a	warning	that	a	Web	site	being	entered	is	prohibited	and	
that	entering	the	Web	site	will	be	logged.	This	can	help	to	reveal	user	Internet	usage	behavior	
when	accessing	prohibited	Web	sites.	This	feature	uses	the	logic	illustrated	in	Figure	3-6.
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FIGURE 3-6

When	Forefront	TMG	sends	the	Deny	page,	as	illustrated	by	Step	4,	if	the	user	clicks	
	Override	Access	Restriction,	Forefront	TMG	will	allocate	to	the	user's	browser	a	cookie	that	
will	accompany	all	subsequent	Web	requests	to	this	domain,	and	the	browser	is	triggered	to	
reload	the	URL.	Once	Forefront	TMG	receives	the	Web	request	with	the	cookie,	it	will	effec-
tively	disable	the	blocking	rule	for	this	particular	Web	request.	It	is	important	to	understand	
that	the	cookie	will	remain	valid	only	for	the	length	of	the	browser	session	or	until	the	config-
ured	time-out	period	expires.	The	other	important	notes	about	this	feature	are:

■	 In	order	for	the	user	override	feature	to	work,	one	of	the	subsequent	firewall	policy	
rules	must	allow	access	to	the	requested	destination.

■	 User	override	configuration	requires	that	you	create	Deny	rules;	you	cannot	enable	
	Allow	rules	with	category	exceptions	and	then	enable	a	user	override.

■	 The	user	override	option	only	works	for	the	HTTP	protocol.

■	 User	override	is	not	supported	for	HTTPS	traffic.	

■	 You	can’t	customize	the	content	type	for	the	user	override	feature;	the	rule	must	apply	
to	all	types	of	HTTP	content.	

Now	that	you	know	how	the	core	functionality	of	this	feature	works,	the	next	step	is	to	
implement	it	by	following	these	steps:

	 1.	 Open	the	Forefront	TMG	Management	console.

	 2.	 Click	Web	Access	Policy,	right-click	the	rule	that	denies	the	traffic	to	a	set	of	destina-
tions	(for	this	example	we	will	use	the	default	Deny	rule	created	by	the	Web	Access	
Policy	Wizard),	and	choose	Properties.

	 3.	 Click	the	Action	tab,	and	then	select	the	Allow	User	Override	option,	as	shown	in	
	Figure	3-7.
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FIGURE 3-7

NOTE  You can also specify a range of time during which the user can stay on the 
blocked URL. This is the time that the assigned cookie will be valid for the user. 

	 4.	 To	customize	the	error	message	that	the	user	will	receive	when	attempting	to	browse	
a	blocked	URL,	click	Advanced.	The	Action	Advanced	Properties	dialog	box	appears,	as	
shown	in	Figure	3-8.

FIGURE 3-8

	 5.	 Type	your	custom	message,	as	shown	in	Figure	3-8,	click	OK,	click	OK	again,	and	click	
Apply	to	commit	the	changes.

Now	that	you’ve	implemented	this	feature,	you	can	perform	a	test	using	a	client	who	is	
trying	to	browse	a	Web	site	that	matches	one	of	the	categories	specified	on	the	Deny	rule	on	
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which	the	user	override	feature	is	enabled.	The	user	will	receive	an	error	message,	and	the	
Override	Access	Restriction	button	will	be	available,	as	shown	in	Figure	3-9.

FIGURE 3-9

IMPORTANT  If you don’t have an Allow rule for this destination, the user won’t be able 
to access this Web site even by clicking Override Access Restriction.

Reporting Enhancements

One	of	the	most	highly	anticipated	changes	in	Forefront	TMG	2010	SP1	is	the	enhancement	
to	the	reporting	feature.	The	new	report	design	changes	the	look	and	feel	of	Forefront	TMG	
reports,	and	the	new	format	provides	clearer	information.	Figure	3-10	shows	an	example	of	
the	new	report	main	page.
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FIGURE 3-10

NOTE  More sample reports can be found in “Reporting Improvements in Forefront 
TMG SP1,” at http://blogs.technet.com/b/isablog/archive/2010/08/15/reporting
-	improvements-in-forefront-tmg-sp1.aspx.

The	user	activity	report	will	contain	more	granular	information	about	the	Web	sites	that	
the	user	visited,	including	the	URL	category	for	each	site.

NOTE  While writing this book, a Reporting issue was detected after installing TMG SP1. 
To view the problem and the solution for this problem, review Yuri Diogenes’s answer on 
the following forum thread: http://social.technet.microsoft.com/Forums/en-US
/ForefrontedgeMLR/thread/543b0ef3-68fa-442c-bb3d-a42177809016.

Branch Office Support

The	new	Branch	Office	integration	functionality	uses	a	new	wizard	to	help	you	take	advan-
tage	of	the	Windows	Server	2008	R2	BranchCache	role.	This	option	enables	Forefront	TMG	to	
act	as	Hosted	Cache	Server	in	a	branch	office	scenario.	The	Forefront	TMG	UI	dashboard	for	
branch	and	Web	cache	utilization	can	be	used	for	monitoring.	To	illustrate	this	feature	and	
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the	capability	to	use	a	Read-Only	Domain	Controller	(RODC)	on	Forefront	TMG,	we	are	going	
to	use	the	topology	shown	in	Figure	3-11.

FIGURE 3-11

In	order	to	prepare	the	RODC	you	will	need	to:

■	 Verify	that	you	have	network	connectivity	to	the	Headquarters	Domain	Controller	
(HQ	DC)	and	that	you	set	the	branch	server's	DNS	to	the	HQ	DC.

■	 If	the	RODC	role	is	already	installed	on	the	server	located	in	the	branch	office,	create	
a	slipstream	version	of	Forefront	TMG	with	Forefront	TMG	2010	SP1	to	install	on	top	
of	the	RODC.	If	you	try	to	prepare	the	RODC	without	the	slipstream	version,	you	will	
receive	the	error	message	shown	in	Figure	3-12.
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FIGURE 3-12

■	 Verify	that	the	server	located	in	the	branch	office	is	already	a	member	of	the	domain	
(in	this	case	it	is	a	member	of	contoso.com).

■	 Verify	that	the	server	located	in	the	branch	office	uses	the	domain	controller	at	head-
quarters	as	its	DNS	server.

■	 Verify	that	the	certificate	that	will	be	used	by	the	BranchCache	feature	is	already	
installed	on	Forefront	TMG	under	Personal	Store,	which	is	under	Certificates	(Local	
	Computer).	Remember	that	the	certificate	must	be	trusted	by	the	clients	that	are	be-
hind	Forefront	TMG	in	the	branch	office.

With	these	elements	in	place,	the	first	step	is	to	enable	the	RODC	role	on	the	server	on	
which	Forefront	TMG	is	installed	to	prepare	the	forest	for	RODC.	To	do	that,	the	forest	must	
be	at	a	Windows	Server	2003,	Windows	Server	2008,	or	Windows	Server	2008	R2	functional	
level.	You	must	run	the	adprep /rodcprep	command	on	the	current	domain	controller	for	
the	domain.	

After	preparing	the	forest,	you	will	run	the	dcpromo	command	on	the	server	on	which	
Forefront	TMG	will	be	installed,	and	then	follow	the	wizard.	On	the	Additional	Domain	
	Controller	Options	page,	be	sure	to	select	the	Read-Only	Domain	Controller	(RODC)	option,	
as	shown	in	Figure	3-13.
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FIGURE 3-13

Continue	to	follow	the	wizard	to	complete	the	promotion	of	this	server	to	a	read-only	
domain	controller.

NOTE  For the complete planning and deployment guide for Active Directory RODC, 
 review the article "Deploying RODCs in Branch Offices" at http://technet.microsoft.com
/en-us/library/dd735411(WS.10).aspx.

The	next	step	is	to	install	Forefront	TMG	2010	SP1	on	the	server	on	which	the	RODC	is	
installed:

	 1.	 Run	the	following	command	from	an	elevated	command	prompt:

ServerManagerCmd.exe -inputpath <DVD_path>\FPC\PreRequisiteInstallerFiles 

\WinRolesInstallSA_Win7.xml -logPath C:\Windows\TEMP\TMG-Prerequisites.log

	 2.	 Prepare	a	Forefront	TMG	2010	SP1	slipstream	DVD	by	following	these	steps:

•	 Copy	the	Forefront	TMG	DVD	and	the	Forefront	TMG	2010	SP1	MSP	file	to	a	local	
drive	on	the	target	computer.	For	the	purposes	of	this	example,	let’s	assume	this	is	
c:\temp\TMG.	At	a	command	prompt,	type	the	following	command	and	press	Enter.

msiexec /a c:\temp\TMG\FPC\MS_FPC_SERVER.msi /p TMG-KB981324-amd64-ENU.msp /qb 

/L*v c:\tmg\log.txt

•	 Run	the	upgraded	setup	program	by	typing	c:\temp\TMG\FPC\setup.exe	at	a	
command	prompt	and	pressing	Enter.	Follow	the	wizard	for	the	Forefront	TMG	
installation.	For	more	information	on	Forefront	TMG	installation,	review	Chapter	2,	
“Installing	and	Configuring	Forefront	Threat	Management	Gateway	2010.”
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NOTE  During the installation process, be sure to define the internal network to in-
clude the branch subnets and complete the installation. 

The	Forefront	TMG	installation	automatically	identifies	that	it	is	running	on	a	domain	con-
troller	and	enables	the	system	policy	that	allows	DC	traffic	from	the	internal	network	to	the	
Forefront	TMG	server	as	well	as	from	the	HQ	DCs	(if	they	are	outside	the	internal	network).	

Every	branch	account	(user	or	computer)	that	is	joined	to	the	domain	needs	to	have	its	
password	replicated	to	the	RODC	for	authentication.	To	replicate	the	password,	complete	the	
following	steps	on	the	HQ	DC:

	 1.	 In	the	Active	Directory	Users	and	Computers	console,	select	the	Domain	Controllers	
branch,	right-click	on	the	RODC,	and	select	Properties.

	 2.	 Click	the	Password	Replication	Policy	tab,	and	then	click	Add.

	 3.	 Select	Allow	Passwords	For	The	Account	To	Replicate	To	This	RODC,	select	all	relevant	
local	users	for	this	branch,	and	then	click	OK.	

	 4.	 On	the	RODC’s	Properties	page,	click	Advanced,	and	verify	that	the	user	accounts	you	
added	appear	in	the	list	of	Accounts	for	which	the	passwords	are	stored	on	this	Read-
only	Domain	Controller.

	 5.	 Active	Directory	must	complete	replicating	the	user	information	to	the	RODC	before	
you	can	log	on	with	these	accounts.

The	next	step	to	configure	the	branch	office	Forefront	TMG	is	to	enable	BranchCache	sup-
port.	To	perform	this	operation:

	 1.	 Open	the	Forefront	TMG	Management	console.

	 2.	 Click	Firewall	Policy,	and	on	the	Task	Pane,	click	Configure	BranchCache.

	 3.	 In	the	BranchCache	window,	select	Enable	BranchCache	(Hosted	Cache	Mode),	as	
shown	in	Figure	3-14.
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FIGURE 3-14

	 4.	 Click	the	Authentication	tab;	click	Select,	as	shown	in	Figure	3-15;	and	then	choose	the	
certificate	that	will	be	presented	to	the	client	computers	for	authentication.

FIGURE 3-15
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	 5.	 Optionally,	you	can	select	the	Require	Client	Computers	To	Be	Members	Of	The	Same	
Domain	As	Forefront	TMG	option	if	you	want	to	restrict	the	access	to	this	feature.	If	
Forefront	TMG	is	in	a	workgroup,	you	should	not	use	this	option.

	 6.	 Click	OK	to	continue,	and	then	click	Apply	to	commit	the	changes.

What’s Next?

At	the	time	we	were	writing	this	chapter,	the	Forefront	TMG	product	team	was	finalizing	the	
next	update	(post-SP1)	for	Forefront	TMG;	it	is	called	Update	1.	Update	1	will	include	some	
additions	to	the	product,	such	as:

■ SafeSearch	 This	is	a	feature	that	acts	as	an	automated	adult-oriented-content	filter	
in	Web	search	engines,	such	as	Bing	and	Yahoo.	SafeSearch	is	activated	by	the	end	
user	from	a	search	Web	page.		Forefront	TMG	can	be	used	for	SafeSearch	enforce-
ment	when	organizational	policy	requires	that	all	or	some	of	its	personnel	perform	
	SafeSearch	only.

NOTE  For more information about the SafeSearch feature, read http://blogs.technet
.com/b/isablog/archive/2010/09/21/new-in-forefront-tmg-update-1-safesearch	
-enforcement.aspx.

■ Multiple Categories for URL Filter	 This	capability	provides	a	way	of	categorizing	
multiple	categories	in	a	single	URL.	With	this	feature,	a	Forefront	TMG	Administrator	
will	be	able	to	create	access	rules	that	consider	all	categories	returned	by	Microsoft	
Reputation	Services.	An	example	of	usability	of	this	option	is:	a	site	can	be	categorized	
as	primarily	a	“general	business”	site,	but	also	as	a	“Web	mail”	site.	In	this	case,	the	
“general	business”	category	is	ranked	higher	than	the	“Web	mail”	category.	So,	for	ex-
ample,	if	a	Forefront	TMG	Administrator	wanted	to	block	Web	mail,	but	couldn’t	with	
Forefront	TMG	2010	SP1	because	a	site’s	primary	category	was	general	business,	the	
multiple	categories	feature	of	Update	1	will	allow	the	Web	mail	to	be	blocked.

NOTE  For more information about the Multiple URL Categories feature, read 
http://blogs.technet.com/b/isablog/archive/2010/09/21/new-in-forefront-tmg-update	
-1-multiple-url-categories.aspx.

■ Improve Support of User Account Control in Patch Installation and 
 Uninstallation	 Update	1	will	include	improvements	in	the	installation	and	uninstal-
lation	processes	to	provide	a	better	product	experience	in	scenarios	in	which	User	
Account	Control	(UAC)	is	enabled.

Beyond	these	core	changes,	other	minor	changes	will	be	included	in	Update	1.
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Administrator’s Punch List

In	this	chapter,	you	learned	about	the	new	features	of	Forefront	TMG	2010	SP1	and	how	to	
configure	those	features,	you	learned	about	the	enhancements	included	in	Forefront	TMG	
2010	SP1,	and	you	heard	about	what’s	coming	next	with	Update	1.	When	preparing	to	deploy	
Forefront	TMG	2010	SP1,	keep	in	mind	the	following	points:

■	 Review	your	current	environment	before	deploying	Forefront	TMG	2010	SP1.	Knowing	
the	current	role	of	each	Forefront	TMG	can	assist	you	in	installing	this	service	pack	in	
the	correct	order.

■	 In	an	enterprise	scenario,	before	you	install	Forefront	TMG	2010	SP1,	you	must	log	on	
to	the	EMS	using	the	same	credentials	that	were	used	to	install	EMS	during	the	setup	
process.

■	 You	will	need	to	use	administrative	elevated	privileges	in	order	to	install	Forefront	
TMG	2010	SP1.

■	 If	you	have	installation	problems,	review	the	Forefront	TMG	installation	logs	under	
%windir%\temp.

■	 When	using	the	URL	Filtering	User	Override	option,	be	sure	to	review	the	reports	
and	logs	to	identify	the	users	who	are	using	sites	that	were	initially	blocked	by	URL	
	Filtering.

■	 After	installing	Forefront	TMG	2010	SP1,	review	the	new	report	design,	and	create	new	
reports	based	on	user	activity.

■	 Be	sure	to	plan	the	BranchCache	deployment	before	enabling	it.

■	 If	the	RODC	role	is	already	installed	on	the	server	on	which	Forefront	TMG	2010	SP1	
will	be	installed,	it	will	not	work	with	the	Forefront	TMG	RTM	version.	You	will	need	to	
create	a	slipstream	version	of	Forefront	TMG.

■	 To	prepare	for	the	RODC	installation,	you	must	run	the	adprep	/rodcprep	command	on	
the	current	controller	for	the	domain.
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