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Introduction
This training kit is designed for IT support personnel who support Windows 7 at the Tier 1 or 

Tier 2 level in a wide range of environments and who plan to take the  Microsoft  Certified 
Information Technology Professional (MCITP) exam 70-685. We assume that  before you begin 
using this kit you have a solid foundation-level understanding of Microsoft  Windows  client 
 operating systems and common Internet technologies. The Preparation Guide for Exam 70-685 
is available at http://www.microsoft.com/learning/en/us/exam.aspx?ID=70-685.

By using this training kit, you will learn how to do the following:

n Identify cause of and resolve desktop application issues 

n Identify cause of and resolve networking issues

n Manage and maintain systems that run Windows 7 client

n Support mobile users

n Identify cause of and resolve security issues

Refer to the objective mapping page in the front of this book to see where in the book 
each exam objective is covered. 

hardware Requirements
You can complete almost all the practice exercises in this book, other than those in Lesson 3 
of Chapter 2 (which requires a wireless network adapter), using virtual machines rather than 
server hardware. The minimum and recommended hardware requirements for Windows 7 
are listed in Table I-1. 

tabLe i-1 Windows 7 Minimum Hardware Requirements

haRdwaRe coMponent MiniMuM RequiReMents RecoMMended

Processor 1 GHz (x86), 1.4 GHz (x64) 2 GHz or faster

RAM 1 GB 2 GB or greater

Disk Space 16 GB 40 GB or greater

You also need to be able to install Windows Server 2008 R2, which is 64-bit. Therefore, you 
must use hardware or virtual machine software that supports 64-bit operating systems. As of 
the time of this writing, Microsoft Windows Virtual PC and Microsoft Virtual Server 2005 do not 
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 support 64-bit guests. Sun VirtualBox does support 64-bit guests and can be  downloaded for free 
from http://www.virtualbox.org. Alternatively, you can use the Hyper-V feature of Windows Server 
2008 R2, as described at http://www.microsoft.com/windowsserver2008/en/us/hyperv-main.aspx.

If you intend to implement several virtual machines on the same computer 
( recommended), a higher specification will enhance your user experience. In particular, 
a  computer with 4 GB RAM and 60 GB free disk space can host all the virtual machines 
 specified for all the practices in this book.

practice setup instructions
The practice exercises in this training kit require a minimum of three computers or virtual 
machines, as follows:

n One server running Windows Server 2008 R2 Standard and configured as a domain 
controller. Name the server DC1. Name the domain nwtraders.msft.

n Two computers running Windows 7 and configured as domain members. Name 
the computers CLIENT1 and CLIENT2.

When installing the operating systems, accept all default settings except for the computer 
names listed above.

using the companion cd
The companion CD included with this training kit contains the following:

n practice tests You can reinforce your understanding of how to support Windows 7 by 
using electronic practice tests that you customize to meet your needs from the pool of 
Lesson Review questions in this book, or you can practice for the 70-685 certification 
exam by using tests created from a pool of about 200 realistic exam questions, which 
give you many practice exams to ensure that you are prepared.

n Practice exercises Some chapters in this book include scripts that configure your test 
computers for the practice exercises at the end of every lesson. To install the scripts 
on your hard disk, run Setup.exe in the Practice Exercises folder on the companion CD. 
The default installation folder is \My Documents\Microsoft Press\MCITP Self-Paced 
Training Kit Exam 70-685.

n An eBook An electronic version (eBook) of this book is included for times when you 
do not want to carry the printed book with you. The eBook is in Portable Document 
Format (PDF), and you can view it by using Adobe Acrobat or Adobe Reader.

Digital Content for Digital Book Readers: If you bought a digital-only edition of this book, you can 
enjoy select content from the print edition’s companion CD. 
Visit http://www.microsoftpressstore.com/title/9780735627093   to get your downloadable content. This content 
is always up-to-date and available to all readers. 
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system Requirements for the companion cd

To use the companion CD-ROM, you need a computer running Windows 7, 
 Windows Server 2008, Windows Vista, Windows Server 2003, or Windows XP. 

The computer must meet the following minimum requirements:

n 1 GHz 32-bit (x86) or 64-bit (x64) processor 

n 1 GB of system memory 

n A hard disk partition with at least 1 GB of available space

n A monitor capable of at least 800 × 600 display resolution

n A keyboard

n A mouse or other pointing device

n An optical drive capable of reading CD-ROMs

The computer must also have the following software:

n A Web browser such as Microsoft Internet Explorer version 6 or later

n An application that can display PDF files, such as Adobe Acrobat Reader, which 
can be downloaded at http://www.adobe.com/reader

These requirements support use of the companion CD-ROM. To perform 
the  practice exercises in this training kit, you will require additional hardware 
or  software, as detailed previously.

How to Install the Practice Tests
To install the practice test software from the companion CD to your hard disk, perform 
the following steps:

	 1.	 Insert the companion CD into your CD drive and accept the license agreement. 
A CD menu appears.

Note if the cd Menu does not appeaR

If the CD menu or the license agreement does not appear, AutoRun might be disabled 
on your computer. Refer to the Readme.txt file on the CD for alternate installation 
instructions.

	 2.	 Click Practice Tests and follow the instructions on the screen.
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How to Use the Practice Tests
To start the practice test software, perform these steps:

	 1.	 Click Start, click All Programs, and then select Microsoft Press Training Kit Exam Prep. 

A window appears that shows all the Microsoft Press training kit exam prep suites 
installed on your computer.

	 2.	 Double-click the lesson review or practice test you want to use.

Note Lesson Reviews veRsus pRactice tests

Select (70-685) Windows 7, Enterprise Desktop Support Technician Lesson Review to 
use the questions from the “Lesson Review” sections of this book. Select Windows 7, 
 Enterprise Desktop Support Technician Practice Test to use a pool of more than 
200  questions (per exam), similar to those that appear on the 70-685 certification exam.

Lesson Review Options
When you start a lesson review, the Custom Mode dialog box appears so that you can 
 configure your test. You can click OK to accept the defaults, or you can customize the number 
of questions you want, how the practice test software works, which exam objectives you 
want the questions to relate to, and whether you want your lesson review to be timed. If you 
are retaking a test, you can select whether you want to see all the questions again or only 
the questions you missed or did not answer.

After you click OK, your lesson review starts as follows:

n To take the test, answer the questions and use the Next and Previous buttons to move 
from question to question.

n After you answer a question, if you want to see which answers are correct—along with 
an explanation of each correct answer—click Explanation.

n If you prefer to wait until the end of the test to see how you did, answer all 
the  questions and then click Score Test. You will see a summary of the exam  objectives 
you chose and the percentage of questions you got right, both overall and per 
 objective. You can print a copy of your test, review your answers, or retake the test.

Practice Test Options
When you start a practice test, you choose whether to take the test in Certification Mode, 
Study Mode, or Custom Mode:

n certification Mode Closely resembles the experience of taking a certification exam. 
The test has a set number of questions. It is timed, and you cannot pause and restart 
the timer.
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n study Mode Creates an untimed test, during which you can review the correct 
 answers and the explanations after you answer each question.

n Custom Mode Gives you full control over the test options so that you can customize 
them as you like.

In all modes, the user interface when you are taking the test is basically the same but 
with different options enabled or disabled depending on the mode. The main options 
are  discussed in the previous section, “Lesson Review Options.”

When you review your answer to a practice test question, a “References” section is 
 provided that lists where in the training kit you can find the information that relates to that 
question and provides links to other sources of information. After you click Test Results to 
score your entire practice test, you can click the Learning Plan tab to see a list of references 
for every objective.

How to Uninstall the Practice Tests
To uninstall the practice test software for a training kit, use the Uninstall A Program option 
in Windows Control Panel.

Microsoft certified professional program
Microsoft certifications provide the best method for proving your command of current  Microsoft 
products and technologies. The exams and corresponding certifications are  developed to 
validate your mastery of critical competencies as you design and develop, or implement 
and  support, solutions with Microsoft products and technologies. Computer professionals 
who  become Microsoft certified are recognized as experts and are sought after industry-wide. 
 Certification brings a variety of benefits to the individual and to employers and organizations.

More INfo aLL the MicRosoft ceRtifications

For a full list of Microsoft certifications, go to http://www.microsoft.com/learning/mcp/
default.asp.

support for this book
Every effort has been made to ensure the accuracy of this book and the contents of 
the  companion CD. As corrections or changes are discovered, they will be added to 
a  Microsoft Knowledge Base article accessible via the Microsoft Help and Support site. 
 Microsoft Press provides support for books, including instructions for finding Knowledge 
Base articles, at the following Web site:

http://www.microsoft.com/learning/support/books/
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If you have questions regarding the book that are not answered by visiting the site 
above or viewing a Knowledge Base article, send them to Microsoft Press via e-mail to 
tkinput@microsoft.com.

Please note that Microsoft software product support is not offered through these  addresses.

we want to hear from you
We welcome your feedback about this book. Please share your comments and ideas via 
the following short survey:

http://www.microsoft.com/learning/booksurvey

Your participation will help Microsoft Press create books that better meet your needs 
and your standards. 

Note connect with MicRosoft pRess

We hope that you will give us detailed feedback via our survey. If you have questions about 
our publishing program, upcoming titles, or Microsoft Press in general, we encourage you 
to interact with us via Twitter at http://twitter.com/MicrosoftPress. For support issues, use 
only the e-mail address shown above.
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c h a p t e R  5

Protecting Client Systems
Any computer that is connected to the Internet faces a barrage of network-based threats 

in the form of malicious software attacks. These threats are growing in number and 
sophistication every year, and as an enterprise support technician, you are responsible for 
protecting client systems from these evolving dangers.

As part of your company’s broad defense strategy, you need to know how to configure 
in Windows 7 the features whose purpose is to protect your clients. Specifically, you need 
to know how to minimize the risk of damage from malware by implementing User  Account 
Control (UAC) at an appropriate level, by using Windows Defender, and by removing 
 unwanted software if it is discovered.

Exam objective in this chapter:
n	 Identify and resolve issues due to malicious software.

Lesson in this chapter: 
n	 Lesson 1: Resolving Malware Issues 195

before you begin

To perform the exercises in this chapter, you need:

n A domain controller running Windows Server 2008 R2

n A client computer running Windows 7 that is a member of the same domain

real World

J.C. Mackin

I often hear people repeating a number of misconceptions about viruses and other 
malware, and I’m convinced that these misconceptions have lulled users and 

administrators into a false sense of security about the dangers their systems face. 
Often these misconceptions are based on an accurate understanding of what was
the state of malware threats about 10 years ago. But the nature of these threats has 
evolved significantly, and it continues to evolve. So in the interest of learning how best 
to defend ourselves today, let’s deal with the most common of these misconceptions.
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n “As long as you keep Windows updated, you’re fine.” 

It’s certainly true that you need to keep Microsoft Windows updated, but 
you need to keep all your software updated. Security holes can be found 
in applications as easily as they can be found in operating systems, and the 
security holes in many of these can be exploited to completely compromise 
a system. Microsoft Office applications in particular are often targeted. 
Remember that your systems are not safe from exploits if you are keeping only 
Windows updated.

n “As long as you aren’t tricked into opening anything, you’re fine.” 

A long time ago, it was true that malicious software needed user assistance 
to be installed on a system. Now, the situation is completely different. 
Merely browsing to the wrong site, for example, can lead to a secret drive-
by download of malicious software. Even worse, some of the most harmful 
attacks come from Internet worms, which need no user involvement 
whatsoever. It is still essential for users to avoid opening unknown software, 
but this preventative measure alone is not enough to keep your systems safe 
from infection. 

n “As long as you keep your antivirus software up to date and scan daily, you’re fine.”

This might be the most common of all misconceptions regarding malware. 
While it’s true that a robust anti-malware solution is one of the essential pillars 
of a sound client protection strategy, the sad truth is that such software has its 
limitations. Malware developers who are serious about exploiting computers 
naturally design their programs in a way that avoids detection by antivirus 
solutions. For example, a rootkit is a relatively new type of malware that—so 
far—few anti-malware applications have had good success in detecting. But 
even more familiar types of malware can be designed to evade detection. As  
a result, when your antivirus software fails to detect malware on a system, you 
should know that the system still could very easily be infected.

These three misconceptions all have a common thread running through them: the 
belief that you can protect your systems by adopting a small number of well-known 
defenses against malware. In truth, adequately protecting client systems requires 
your company to adopt a wide array of strategies that include effective software 
updates, antivirus software, user education, firewalls, and most important of all, 
effective management of these and other security features. 
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Lesson 1: Resolving Malware issues

The number of new malware applications being released today actually exceeds that of new 
legitimate applications. As an enterprise support technician, you need to adequately protect 
your clients from these mounting threats and know how to handle malware infections once 
they are discovered.

Windows 7 includes two features that assist you in this fight against malware. User Account 
Control (UAC) helps prevent programs from secretly altering protected areas of the operating 
system, and Windows Defender scans your system for spyware and offers to remove any 
unwanted software that is detected.

Though you will need to use additional applications such as Microsoft Forefront and 
a managed anti-malware solution to protect your network, understanding how to use and 
configure these built-in features of Windows 7 represents part of the essential skill set you 
need on your job.

After this lesson, you will be able to:
n	 Configure User Account Control (UAC) to display notifications in a way that 

suits the needs of your organization.
n Configure Windows Defender settings.
n Detect and remove some malware manually in case your anti-malware 

 applications fail.

Estimated lesson time: 30 minutes

Understanding Malware
Malware is an umbrella term for many different types of unwanted software. It’s important 
to understand the nature of these different threats, but it’s also important to recognize that 
many malware applications blend features from more than one of these malware types. 
The following list discusses the most common types of malware:

n virus A virus is a self-replicating program that can install itself on a target  computer. 
Viruses do not propagate over networks automatically; they need to be spread 
through e-mail or another means. Once installed, viruses usually alter, damage, 
or compromise a system in some way.

n worm A worm is a self-replicating program that can spread automatically over 
a network without any help from a user or a program such as an e-mail client or Web 
browser. Worms vary greatly in the potential damage they can cause. Some worms 
simply replicate and do little other than consume network bandwidth. Others can be 
used to compromise a system completely.
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n trojan horse A Trojan horse is a program that is presented to users as a desirable 
 application but that is intentionally written to harm a system. Unlike viruses and 
worms, Trojan horses do not copy themselves automatically or install themselves 
 automatically; they rely on users to install them.

n spyware Spyware is a type of privacy-invasive software that secretly records 
information about user behavior, often for the purposes of market research. Typically 
spyware is injected into a system when a user installs a free tool or visits a Web site 
with browser security settings set to a low level. The most common function of such 
spyware is to record the Web sites that a user visits. More rarely, some spyware, such 
as keyloggers (which record every keystroke), can be installed deliberately by a third 
party and be used to gather personal information. The biggest threat posed by most 
spyware is system performance degradation. All types of spyware reduce system 
performance by hijacking the resources of the computer for their own purposes. Unlike 
viruses and worms, spyware does not self-replicate.

n adware Adware is similar to spyware and is often installed alongside it. The purpose 
of adware is to display unsolicited advertisements to the user in the form of pop-up 
windows or Web browser alterations. Adware can also download and install spyware.

Note spywaRe and adwaRe

The term spyware is often used as a general term for all unwanted software that runs in 
the background and that gathers market research information, displays advertisements, 
or alters the behavior of applications such as Web browsers. Microsoft uses the phrase 
“spyware and potentially unwanted software” to refer to the type of software that is 
unwanted but is not unambiguously harmful. 

n backdoor A backdoor is a program that gives a remote, unauthorized party  complete 
control over a system by bypassing the normal authentication mechanism of that 
 system. Backdoors have been known to be installed by worms that exploit a weakness 
in a well-known program. To protect your system against backdoors, it is essential to 
keep your applications (not just your operating system) updated.

n Rootkit A rootkit is a persistent type of malware that injects itself beneath the 
 application level and that as a result, tends to be much harder to detect from within 
the operating system. A rootkit can alter the core functionality of the operating 
 system, or it can install itself as its own operating system invisible to the user and to 
most anti-malware software. Other rootkits can operate at the firmware (BIOS) level. 
Typically, a rootkit is used to provide a backdoor to a system.

Although malware has been proliferating in type and number, the defenses against these 
threats have improved as well. When UAC is enabled in Windows 7, for example, a malware 
application cannot install itself easily without the user's knowledge. This next section provides an 
overview of UAC, which was introduced in Windows Vista and has been refined in Windows 7.
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Understanding UAC
UAC is a set of security features designed to minimize the danger of running Windows as an 
administrator and to maximize the convenience of running Windows as a standard user. In 
versions of Windows before Windows Vista, the risks of logging on as an administrator were 
significant, yet the practice of doing so was widespread. Meanwhile, running as a standard 
user was generally safe, but the inconveniences prevented many from adopting the practice.

In versions of Windows before Windows Vista, malware could use the credentials of 
a  locally logged-on administrator to damage a system. For example, if you were logged 
on to Windows XP as an administrator and unknowingly downloaded a Trojan horse from 
a  network source, this malware could use your administrative privileges to reformat your hard 
disk drive, delete all your files, or create a hidden administrator account on the local system.

The main reason that users in previous versions of Windows often ran as  administrators 
despite these dangers is that many common tasks, such as installing an application or  adding 
a printer, required a user to have administrator privileges on the local machine. Because 
in  previous  versions of Windows there was no easy way to log on as a standard user and 
“elevate” to an  administrator only when necessary, organizations whose users occasionally 
needed  administrator privileges simply tended to configure their users as administrators on 
their local machines.

Note what is eLevation?

The term elevation is used when a user adopts administrator privileges to perform a task.

How Does UAC Address the Problem of Administrator Privileges?
UAC is the result of a new Windows security design in which both standard users and 
administrators use the limited privileges of a standard user to perform most actions. When 
users are logged on, UAC prompts them in different ways to confirm actions that make 
important changes to the computer. If an administrator is logged on, the action is performed 
only if he or she confirms it. If a standard user is logged on, the action is performed only if 
he or she can provide administrator credentials. In both cases, the elevation to administrator-
level privileges is temporary and used to perform only the action required. Through this new 
system, UAC inhibits malware from secretly using a logged-on administrator’s privileges.

Understanding UAC Notifications for Administrators
By default, UAC is configured to notify administrators only when programs request  elevation. 
For example, administrators see UAC notification when they attempt to run a program 
(such as Cmd.exe) at elevated administrator privileges, as shown in Figure 5-1. According to 
this default setting, administrators in Windows 7 do not see a UAC notification when they 
adjust Windows settings that require administrator privileges. 
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figuRe 5-1 Opening an elevated command prompt

Note changes in windows 7 uac behavioR

For administrators, the default behavior of UAC in Windows 7 has changed significantly 
from that in Windows Vista and Windows Server 2008. In those operating systems, UAC 
generated a prompt by default whenever any type of elevation was requested, including 
when an administrator attempted to change Windows settings. Administrators see UAC 
prompts less frequently in Windows 7.

The UAC notification that normally appears for administrators is called a consent prompt 
and is shown in Figure 5-2. Note that by default, the entire screen darkens when the 
 notification appears and freezes until the user responds to the prompt. This feature is called 
the Secure Desktop and can be disabled.

Note educate useRs about uac pRoMpts!

The point of UAC notifications is to alert users when malware might be harming your 
 computer. If malware were to request elevation for a particular purpose, it too would 
 generate a notification such as the one shown in Figures 5-2 or 5-3. Consequently,  
an essential factor in the ability of UAC to thwart malware is appropriate user response. You 
need to educate users—and gently remind your fellow administrators—that they should 
click No or Cancel whenever they see a UAC notification message that they did not initiate.
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figuRe 5-2 By default, UAC displays a consent prompt on a Secure Desktop to administrators who 
 request to run a program with elevation.

Understanding UAC Notifications for Standard Users
The UAC notifications shown to standard users are distinct from those shown to 
administrators in that the notifications for standard users prompt these users to provide 
administrator credentials. As with administrators, standard users by default receive UAC 
notifications when they attempt to run a program such as a command prompt at elevated 
privileges, or when a program independently requests elevation. In addition, standard users 
by default receive UAC notifications when they attempt to make changes on the system that 
require administrator privileges. For example, if standard users open the System page in 
Control Panel and click Remote Settings, they see the credential prompt shown in Figure 5-3. 

Note the defauLt behavioR of uac is the saMe foR standaRd 
useRs in windows 7

Although UAC in Windows 7 offers many notification levels that did not exist in  Windows 
Vista or Windows Server 2008, the default behavior for standard users is the same. 
 Whenever standard users attempt to make a change that requires administrator privileges, 
a credential prompt appears on a Secure Desktop. 
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figuRe 5-3 By default, UAC displays a credential prompt on a Secure Desktop to standard users who 
request elevation.

Configuring UAC in Control Panel
In a domain environment, it is recommended that UAC be controlled centrally by Group 
Policy instead of by configuration settings on each local machine. However, in workgroup 
 environments or in domain environments in which Group Policy allows local UAC 
configuration, you can configure UAC through Control Panel.

To configure UAC in Control Panel, perform the following steps:

	 1. In Control Panel, click System and Security.

	 2. Under Action Center, click Change User Account Control Settings, as shown in Figure 5-4.

figuRe 5-4 You can access UAC settings through the Action Center.
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This step opens the User Account Settings window, one version of which is shown in 
Figure 5-5. Note that the set of options that appears is different for administrators and 
standard users, and that each user type has a different default setting.

figuRe 5-5 UAC allows you to choose among four notification levels. 

	 3. Choose one of the following notification levels:

n always notify This level is the default for standard users, and it configures UAC 
to act as it does in Windows Vista. At this level, users are notified whenever any 
changes that require administrator privileges are attempted on the system.

n notify Me only when programs try to Make changes to My computer This 
level is the default for administrators and is not available for standard users. 
At this level, administrators are not notified when they make changes that require 
 administrator privileges. However, users are notified through a consent prompt 
when a program requests elevation. 

n always notify Me (and do not dim My desktop) This level is not available for 
administrators. It is similar to the default setting for standard users, except that at 
this particular level, the Secure Desktop is never displayed. Disabling the Secure 
Desktop tends to reduce protection against malware, but it improves the user 
 experience. This setting might be suitable for standard users who very frequently 
need to request elevation.
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n notify Me only when programs try to Make changes to My computer 
(do not dim the desktop) This level is available for both standard users 
and  administrators. At this level, the behavior is the same as with the default 
administrator level (“Notify me only when programs try to make changes to my 
computer”), but with this option the Secure Desktop is not displayed. 

n never notify This level disables notifications in UAC. Users are not notified of 
any changes made to Windows settings or when software is installed. This option is 
 appropriate only when you need to use programs that are incompatible with UAC.

	 4. Click OK.

Configuring UAC Through Group Policy
You can configure UAC through Local Security Policy or Group Policy settings. To find 
 UAC-related policy settings in a GPO, navigate to the following node:

Computer Configuration\Policies\Windows Settings\Security Settings\Local Policies
\Security Options

This location is shown in Figure 5-6.

figuRe 5-6 You can find UAC settings in Security Options in a GPO or in Local Security Policy

The following 10 UAC-related policy settings are available. The next section describes each 
of these configurable settings.
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n user account control: admin approval Mode for the built-in administrator 
 account This policy applies only to the built-in Administrator account, and not to 
other accounts that are members of the local Administrators group. When you enable 
this policy setting, the built-in Administrator account sees UAC notifications just as other 
administrative accounts do. When you disable the setting, the built-in Administrator 
account behaves just like it does in Windows XP, and all processes run using 
Administrator privileges. This setting is disabled in Local Security Policy by default.

n user account control: allow uiaccess applications to prompt for elevation without 
using the secure desktop  This setting controls whether user Interface Accessibility 
(UIAccess) programs can disable the Secure Desktop automatically. When enabled, 
UIAccess applications (such as Remote Assistance) automatically disable the Secure 
Desktop for elevation prompts. Disabling the Secure Desktop causes elevation prompts to 
appear on the standard desktop. By default, this setting is disabled in Local Security Policy.

n user account control: behavior of the elevation prompt for administrators in 
 admin approval Mode This policy setting controls the behavior of the elevation 
prompt for administrators. Six options are available:

• elevate without prompting With this option, administrators never see elevation 
prompts.

• prompt for credentials on the secure desktop When this option is chosen, 
administrators see credential prompts on a Secure Desktop when elevation is 
 requested.

• prompt for consent on the secure desktop With this option, administrators 
see a consent prompt on a Secure Desktop when elevation is requested.

• prompt for credentials When this option is selected, administrators see 
a  credential prompt on a normal desktop when elevation is requested.

• prompt for consent When this option is selected, administrators see a consent 
prompt on a normal desktop when elevation is requested.

• prompt for consent for non-windows binaries This option is the default 
 setting in Local Security Policy. It causes a consent prompt to appear any time 
an application requests elevation. 

n  user account control: behavior of the elevation prompt for standard users This 
policy setting controls the behavior of the elevation prompt for standard users. Three 
options are available:

• automatically deny elevation Requests When this option is enforced, standard 
users are not able to perform tasks that require elevation.

• prompt for credentials on the secure desktop With this option (the default 
setting in Local Security Policy), standards users see a credential prompt on the 
Secure Desktop when elevation is requested.

• prompt for credentials When this option is chosen, standard users see 
a credential prompt on the normal desktop whenever elevation is requested.
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n user account control: detect application installations and prompt for 
 elevation When enabled, this policy setting configures UAC to prompt for 
administrative credentials when the user attempts to install an application that 
makes changes to protected aspects of the system. When disabled, the prompt won’t 
appear. Domain environments that use delegated installation technologies such as 
Group Policy Software Install (GPSI) or Microsoft Systems Management Server (SMS) 
can disable this feature safely because installation processes can escalate privileges 
automatically without user intervention. By default, this setting is enabled in Local 
Security Policy.

n user account control: only elevate executables that are signed and 
validated When this policy setting is enabled, Windows 7 refuses to run any 
executable that isn’t signed with a trusted certificate, such as a certificate generated 
by an internal Public Key Infrastructure (PKI). When disabled, this policy setting allows 
users to run any executable, potentially including malware. If your environment 
requires all applications to be signed and validated with a trusted certificate, including 
internally developed applications, you can enable this policy to increase security 
greatly in your organization. This setting is disabled in Local Security Policy by default. 

n user account control: only elevate uiaccess applications that are installed in 
secure Locations When enabled, this policy setting causes Windows 7 to grant 
user interface access only to those applications that are started from Program Files 
or subfolders, from Program Files (x86) or subfolders, or from \Windows\System32\. 
When disabled, the policy setting grants user interface access to applications 
regardless of where they are started in the file structure. This policy setting is enabled 
by default in Local Security Policy.

n user account control: Run all administrators in admin approval Mode This 
policy setting, enabled by default in Local Security Policy, causes all accounts with 
administrator privileges except for the local Administrator account to see consent 
prompts when elevation is requested. If you disable this setting, administrators never 
see consent prompts and the Security Center displays a warning message.

n user account control: switch to the secure desktop when prompting for 
elevation The Secure Desktop is a feature that darkens the screen and freezes 
all activity except for the UAC prompt. It reduces the possibility that malware can 
function, but some users might find that the feature slows down their work too much. 
When enabled, this policy setting causes the Secure Desktop to appear with a UAC 
prompt. When disabled, this policy setting allows UAC prompts to appear on a normal 
desktop. This policy setting is enabled by default in Local Security Policy.

n user account control: virtualize file and Registry write failures to per-user 
Locations This policy setting, enabled by default in Local Security Policy, improves 
compatibility with applications not developed for UAC by redirecting requests for 
protected resources. When disabled, this policy setting allows applications not 
developed for UAC to fail.
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Disabling UAC Through Local or Group Policy
To force UAC to a disabled state, you can use Local Security Policy or Group Policy. First, set 
the User Account Control: Behavior Of The Elevation Prompt For Administrator In Admin 
Approval Mode setting to Elevate Without Prompting. Then, disable the User Account 
Control: Detect Application Installations And Prompt For Elevation and User Account Control: 
Run All Administrators In Admin Approval Mode settings. Finally, set User Account Control: 
Behavior Of The Elevation Prompt For Standard Users setting to Automatically Deny Elevation 
Requests. Then, restart the computers on which you want to apply the new settings.

Best Practices for Using UAC
To receive the security benefits of UAC while minimizing the costs, follow these best practices:

n Leave UAC enabled for client computers in your organization.

n Have all users—especially IT staff—log on with standard user privileges.

n Each user should have a single account with only standard user privileges. Do not give 
standard domain users accounts with administrator privileges to their local computers. 

n Domain administrators should have two accounts: a standard user account that they 
use to log on to their computers, and a second administrator account that they can use 
to elevate privileges.

n Train users not to approve a UAC prompt if it appears unexpectedly. UAC prompts 
should appear only when the user is installing an application or starting a tool that 
requires elevated privileges. A UAC prompt that appears at any other time might have 
been initiated by malware. Rejecting the prompt helps prevent malware from making 
permanent changes to the computer.

quick check
n Which Group Policy setting could you enable to prevent executables from 

running if they aren’t signed with a trusted certificate?

quick check answer
n User Account Control: Only Elevate Executables That Are Signed And Validated

Whereas UAC is a set of features that broadly aims to protect core areas of the  operating 
system, another Windows 7 tool—Windows Defender—has a much narrower goal of 
 detecting and removing unwanted software.

Protecting Clients from Spyware with Windows Defender
Windows Defender is a tool in Windows 7 whose purpose is to detect and remove spyware 
on a client system. By default, Windows Defender is configured to download new spyware 
definitions regularly through Windows Update and then use these definitions to scan for 
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spyware on the local system. Often, you do not need to change this default configuration, 
though in large networks you might want to disable some Windows Defender features 
through Group Policy. 

Note use windows defendeR in sMaLL netwoRks

Windows Defender is a basic anti-malware program that is suitable for use in small 
 networks or as a temporary solution before an advanced anti-malware solution is 
 purchased. In large networks, you should use a centrally managed anti-malware solution 
such as Microsoft Forefront Client Security. 

To view Windows Defender, open Control Panel, select View By Large Icons, and then scroll 
down to click Windows Defender, as shown in Figure 5-7. (Alternatively, you can click Start, 
type windows defender, and select Windows Defender in the Start menu.)

figuRe 5-7 Opening Windows Defender 

Windows Defender is shown in Figure 5-8.

By default, Windows Defender provides two types of protection:

n automatic scanning Windows Defender is configured by default to download new 
definitions and then perform a quick scan for spyware at 2 a.M. daily.

n Real-time protection With this feature, Windows Defender constantly monitors 
computer usage in areas such as the Startup folder, the Run keys in the registry, and 
Windows add-ons. If an application attempts to make a change to one of these areas, 
Windows Defender prompts the user either to Permit (allow) or Deny (block) the change.
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figuRe 5-8 Windows Defender automatically checking for spyware

Besides providing this automatic functionality, Windows Defender also lets you perform 
a manual scan of the system. You can start a manual scan by selecting Quick Scan, Full Scan, 
or Custom Scan from the Scan menu, as shown in Figure 5-9.

figuRe 5-9 Performing a manual scan in Windows Defender
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These three scan types are described in the following list:

n quick scan This type of scan scans only the areas of a computer most likely to be 
infected by spyware or other potentially unwanted software. These areas include the 
computer’s memory and portions of the registry that link to startup applications. 
A quick scan is sufficient to detect most spyware.

n full scan This type of scan scans every file on the computer, including common types 
of file archives and applications already loaded in the computer’s memory. A full scan 
typically takes several hours and can even take more than a day. You need to run a full 
scan only if you suspect that a user’s computer is infected with unwanted software 
after the quick scan is run.

n custom scan Custom scans begin with a quick scan and then perform a detailed scan 
on the specific portions of a computer that you choose. 

Note you can woRk on a coMputeR whiLe a scan is in pRogRess

Although scans slow the computer down, a user can continue to work on the computer 
while a scan is in progress. Note also that scans consume battery power on mobile 
 computers very quickly.

Handling Detected Spyware
If Windows Defender finds spyware or potentially unwanted software as a result of a scan, 
it displays a warning and provides you with four options for each item detected:

n ignore This option allows the detected software to remain untouched on your 
 computer and stay detectable by Windows Defender whenever the next scan is 
 performed. This option might be appropriate when you need to research the software 
that Windows Defender has found before you decide to remove it. 

n quarantine This option isolates the detected software. When Windows Defender 
quarantines software, it moves it to another location on your computer and then 
prevents the software from running until you choose to restore it or remove it from 
your computer. This option is used most often when the detected software cannot be 
removed successfully.

n Remove This option deletes the detected software from your computer. You should 
choose this option unless you have a compelling reason not to.

n always allow The option adds the software to the Windows Defender Allowed list 
and allows it to run on your computer. Windows Defender stops alerting you to actions 
taken by the program. You should choose this option only if you trust the software and 
the software publisher.
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Configuring Windows Defender Through Group Policy
In an AD DS environment, it is recommended that you configure clients by using Group 
Policy instead of individually on each machine. To find the Group Policy settings for  Windows 
 Defender, open a GPO and navigate to Computer Configuration\Policies\Administrative 
 Templates\Windows Components\Windows Defender, as shown in Figure 5-10.

figuRe 5-10 Group Policy settings for Windows Defender

The following seven policy settings for Windows Defender are available:

n turn on definition updates through both wsus and windows update If you 
enable or do not configure this policy setting and the Automatic Updates client is 
 configured to point to a WSUS server, Windows Defender obtains definition updates 
from Windows Update if connections to that WSUS server fail. If you disable this 
 setting, Windows Defender checks for updates only according to the setting de-
fined for the Automatic Updates client—either by using an internal WSUS server or 
 Windows Update. 

n turn on definition updates through both wsus and the Microsoft Malware 
 protection center If you enable or do not configure this policy setting and the 
Automatic Updates client is configured to point to a WSUS server, Windows Defender 
checks for definition updates from both WSUS and the Microsoft Malware Protection 
Center if connections to that WSUS server fail. If you disable this setting, Windows 
Defender checks for updates only according to the setting defined for the Automatic 
Updates client—either by using an internal WSUS server or Windows Update. 

n check for new signatures before scheduled scans If you enable this policy setting, 
Windows Defender always checks for new definitions before it begins a scheduled 
scan of the computer. When you disable or do not configure this setting, Windows 
 Defender does not check for new definitions immediately before beginning  
scheduled scans.
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n turn off windows defender If you enable this policy setting, Windows Defender no 
longer performs any real-time or scheduled scans. (However, users can still  perform 
manual scans.) You should enable this setting if you have implemented a more 
 advanced anti-spyware solution such as Microsoft Forefront Client Security. If you 
disable or do not configure this policy setting, Windows Defender performs both 
 real-time scans and any scheduled scans. 

n turn off Real-time Monitoring If you enable this policy setting, Windows Defender 
does not automatically prompt users to allow or block activity in protected areas of 
the operating system. If you disable or do not configure this policy setting, by default 
Windows Defender prompts users to allow or block potential spyware activity on their 
computers.

n turn off Routinely taking action If you enable this policy setting, Windows 
 Defender only prompts the user to choose how to respond to a threat but not to take 
any automatic action. If you disable or do not configure this policy setting, Windows 
Defender automatically takes action on detected threats after approximately 10 minutes.

n configure Microsoft spynet Reporting SpyNet is an online community that pools 
information about threats experienced by its members. SpyNet learns from the user 
responses to these threats to determine which threats are benign and which are 
 malicious. 

If you enable this policy setting and choose the "No Membership" option, SpyNet 
membership is disabled, and no information is sent to Microsoft. If you enable this 
 policy setting and choose the "Advanced" option, SpyNet membership is set to 
 Advanced, and information about detected threats and the responses to those threats 
is sent to Microsoft. 

If you disable or do not configure this policy setting, SpyNet membership is disabled 
by default, but local users can change the membership setting.

Note using a bootabLe antiviRus cd

When a computer has become severely infected with malware, the computer might run 
so slowly that it’s difficult to perform an anti-malware scan. In this case, it’s a good idea 
to  perform an offline scan from a bootable CD if you have one available. By performing 
the scan outside of Windows, you avoid running the malware programs that consume 
 resources and slow down the system.

Best Practices for Using Windows Defender
To receive the security benefits of Windows Defender while minimizing the costs, follow these 
best practices:

n Before deploying Windows 7, test all applications with Windows Defender enabled 
to ensure that Windows Defender does not alert users to normal changes that the 
 application might make. If a legitimate application does cause warnings, add the 
 application to the Windows Defender Allowed list.
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n Change the scheduled scan time to meet the needs of your business. By default, 
 Windows Defender scans at 2 a.M. If third-shift staff uses computers overnight, you 
might want to find a better time to perform the scan. If users turn off their computers 
when they are not in the office, you should schedule the scan to occur during the day. 

n Use WSUS to manage and distribute signature updates.

n Use antivirus software with Windows Defender. Alternatively, you might disable 
 Windows Defender completely and use client-security software that provides both 
anti-spyware and antivirus functionality.

n Do not deploy Windows Defender in large enterprises. Instead, use Forefront or 
a third-party client-security suite that can be managed more easily in enterprise 
 environments.

More INfo windows defendeR

For more information about Windows Defender, visit the Windows Defender  Virtual Lab 
Express at http://www.microsoftvirtuallabs.com/express/registration.aspx?LabId=92e04589-
cdd9-4e69-8b1b-2d131d9037af.

Determining When Your System Is Infected with Malware
As a enterprise support technician, you need to know how to recognize the symptoms of 
a malware infection on your client computers. Then, if your antivirus and anti-spyware are not 
functioning or not detecting any malware, you need to know how to remove malware manually.

Here are a few common signs of a computer being infected by a virus, worm, or Trojan 
horse:

n Sluggish computer performance

n Unusual error messages

n Distorted menus and dialog boxes

n Antivirus software repeatedly turning itself off

n Screen freezing 

n Computer crashing

n Computer restarting 

n Applications not functioning correctly

n Inaccessible disk drives, or a CD-ROM drive that automatically opens and closes

n Notification messages that an application has attempted to contact you from the 
Internet

n Unusual audio sounds

n Printing problems
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Note that, although these are common signs of infection, these symptoms might also 
 indicate other types of hardware or software problems that are unrelated to malware. 

Signs of a spyware infection tend to be slightly different from those of other types of 
 malware. If you see any of the following symptoms, suspect spyware:

n A new, unexpected application appears.

n Unexpected icons appear in the system tray.

n Unexpected notifications appear near the system tray.

n The Web browser home page, default search engine, or favorites change.

n New toolbars appear, especially in Web browsers.

n The mouse pointer changes.

n The Web browser displays additional advertisements when visiting a Web page, 
or pop-up advertisements appear when the user is not using the Web.

n When the user attempts to visit a Web page, she is redirected to a completely different 
Web page.

n The computer runs more slowly than usual. 

Some spyware might not have any noticeable symptoms, but it still might compromise 
private information. 

How to Resolve Malware Infections
The most important way to resolve malware infections is to prevent them in the first place 
by running antivirus and anti-spyware programs daily with the latest virus and spyware 
definitions. If malware is discovered on a system, use the application to remove the malware 
if possible and quarantine it if not. If it is a new malware program, you might need to run 
a removal tool or perform a series of steps to remove it manually.

These steps naturally apply to malware that is detected. However, as important as it is to 
remember to use antivirus and anti-spyware daily, it is just as important to remember that 
no anti-malware application is foolproof. Many malware programs are in fact written around 
anti-malware software so that they cannot be detected. And if even a single malicious feature 
remains after a scan, that remaining malware program can install other malware programs.

If you suspect a problem related to malware after running antivirus and anti-spyware 
 applications with the latest definitions, take the following steps:

	 1. If you notice changes to Windows Internet Explorer, such as unwanted add-ons 
or a new home page, use Control Panel to look for and uninstall any unnecessary 
 programs.

	 2. Use the Startup tab of the System Configuration utility (Msconfig.exe) to clear any 
unnecessary startup programs. Note the Registry entry associated with any of these 
programs. (You can use this Registry information to delete the associated Registry keys 
if necessary.) Use the Services tab to disable any unnecessary services.
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	 3. Open Task Manager. Note any unusual services listed on the Services tab or unusual 
processes listed on the Processes tab. (Be sure to click Show Processes From All Users 
so you can see all running processes.) Use the Go To Process option on the Services 
tab and the Go To Service(s) option on the Processes tab to help learn the connection 
between services and processes that are unknown to you. Then, perform Web searches 
on services and processes that lack descriptions or that otherwise seem suspicious. 
If you can determine from your research that any services or processes are associated 
with malware, right-click them to stop them. Then, in the Services console, disable the 
associated service so that it cannot run again.

	 4. Open the Registry Editor (Regedit.exe). Navigate to HKLM\Software\Microsoft\
Windows\CurrentVersion\Run. In the details pane, note any Registry values associated 
with unwanted started programs. Write the path names provided to the target files in 
the Data column, as shown in Figure 5-11, and then delete the Registry values. Then, 
navigate to HKCU\Software\Microsoft\Windows\CurrentVersion\Run and do the same.

figuRe 5-11 Copy down the path names to files associated with unwanted startup programs, 
and then delete the Registry values.

	 5. Using the path name information that you copied in step 4, visit these locations in the 
Windows file structure and delete the target files.

	 6. If you still see signs of malware, install an additional anti-spyware and antivirus 
application from a known and trusted vendor. Your chances of removing all traces of 
malware increase by using multiple applications, but you should not configure multiple 
applications to provide real-time protection.

	 7. If problems persist, shut down the computer and use the Startup Repair tool to 
perform a System Restore. Restore the computer to a date prior to the malware 
infection. System Restore typically removes any startup settings that cause malware 
applications to run, but it does not remove the executable files themselves. Do this 
only as a last resort: Although System Restore does not remove a user’s personal files, 
it can cause problems with recently installed or configured applications. 

Performing this series of steps resolves a great majority of malware problems. However, 
once malware has run on a computer, you can never be certain that the software is removed 
completely. In particular, rootkits are difficult to detect and remove. In these circumstances, 
if you suspect a rootkit and cannot remove it, you might be forced to reformat the hard disk, 
reinstall Windows, and then restore user files using a backup created prior to the infection.
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Practice	 enforcing an anti-Malware policy through group policy 

In this practice, you use Group Policy to enforce specific settings for UAC and Windows 
 Defender. These exercises require a domain controller running Windows Server 2008 R2 and 
a client running Windows 7 that is a member of the same domain.

exercise	1	 Enforcing UAC Settings Through Group Policy

In this exercise, you enforce new UAC default settings on computers running Windows 7 in 
the domain. 

	 1. Log on to the domain controller.

	 2. Open Group Policy Management by clicking Start\All Programs\Administrative Tools\
Group Policy Management.

	 3. In the Group Policy Management console tree, navigate to Group Policy Management\
Forest: Forest Name\Domains\Domain Name\Default Domain Policy.

	 4. Right-click Default Domain Policy, and then click Edit from the shortcut menu. The 
Group Policy Management Editor opens.

	 5. In the Group Policy Management Editor, navigate to Default Domain Policy\
Computer Configuration\Policies\Windows Settings\Security Settings\Local Policies\
Security Options.

	 6. In the details pane, double-click to open User Account Control: Switch To The Secure 
Desktop When Prompting For Elevation.

	 7. On the Security Settings tab, click Define This Policy Setting, select Disabled, and then 
Click OK.

	 8. In the details pane, double-click to open User Account Control: Behavior Of The 
 Elevation Prompt For Standard Users.

	 9. On the Security Settings tab, click Define This Policy Setting, select Prompt For 
 Credentials from the drop-down list, and then Click OK.

These settings remove the Secure Desktop from all UAC prompts.

	 10. Click OK.

	 11. Switch to the client running Windows 7. Restart the client, and then log on to the 
 domain from the client as a domain administrator. 

	 12. Open an elevated command prompt by clicking Start\All Programs\Accessories, then 
right-clicking Command Prompt and clicking Run As Administrator from the shortcut 
menu.

	 13. A consent prompt appears without a Secure Desktop.

	 14. Log off the client, and then log on again to the domain from the client as a standard 
user without administrative privileges.

	 15. In Control Panel, beneath User Accounts, click Change Account Type. A credential 
prompt appears without a Secure Desktop.

	 16. Log off the client.
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exercise	2	 Disabling Real-Time Monitoring for Windows Defender

A large corporate network should use a managed anti-spyware solution, which Windows 
Defender is not. Using Windows Defender to provide a secondary daily scan for malware 
on clients is a good idea, but you should not have two applications performing real-time 
monitoring. If your managed anti-spyware solution provides real-time monitoring, you should 
disable the same feature on Windows Defender by using Group Policy. 

In this exercise, you use Group Policy to disable real-time monitoring for Windows Defender.

	 1. Log on to the domain controller.

	 2. Using the steps described in Exercise 1, open Group Policy Management and then 
choose to edit the Default Domain Policy.

	 3. In the Group Policy Management Editor, navigate to Default Domain Policy\Computer 
Configuration\Policies\Administrative Templates\Windows Components\Windows 
Defender.

	 4. In the details pane, double-click to open Turn Off Real-Time Monitoring.

	 5. In the Turn Off Real-Time Monitoring dialog box, select Enabled, and then click OK.

	 6. Switch to Client1. Log on to the domain from Client1 as a domain administrator.

	 7. Open a command prompt and type gpupdate. You might see a notification bubble 
appear indicating that Windows Defender is turned off.

	 8. After the command finishes executing, click Start, type windows defender, and then 
click Windows Defender in the Start menu. 

	 9. In Windows Defender, click Tools, and then click Options.

	 10. Select Real-Time Protection from the list of options.

	 11. The settings are dimmed. Real-time monitoring is disabled.

	 12. Return to the domain controller and the Default Domain Policy. Revert the Turn Off 
Real-Time Monitoring policy setting to Not Configured, and then click OK.

	 13. Rerun gpupdate on Client1, and then close all open windows on both computers.

Lesson Summary
n UAC helps prevent malware from secretly installing itself on Windows systems by 

 notifying the user whenever a request is made to write to protected areas of the 
 operating system. Users must be educated to dismiss these notifications if they have 
not initiated them.

n You can configure the behavior of UAC notifications. By default, administrators see 
consent prompts on a Secure Desktop when a program requests elevation.  Standard 
users by default see credential prompts on a Secure Desktop whenever they or 
a  program requests elevation.
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n Windows Defender is a built-in feature of Windows 7 that provides basic spyware 
 filtering and detection. Often Windows Defender needs no configuration, but you 
might want to disable it in larger networks that require a managed anti-spyware 
solution.

n You should how to check for and remove malware manually in case your anti-malware 
solution isn't functioning as desired. To do so, investigate unknown processes and 
 services to stop and disable them if necessary, and look in the Registry for programs 
that are set to run automatically. Delete associated files.

Lesson Review
You can use the following questions to test your knowledge of the information in Lesson 2, 
“Resolving Malware Issues.” The questions are also available on the companion CD if you 
prefer to review them in electronic form.

Note answeRs

Answers to these questions and explanations of why each answer choice is correct 
or incorrect are located in the “Answers” section at the end of the book. 

	 1. You work as an enterprise support technician in a large company. Your manager 
reports that some network administrators are using the built-in Administrator account 
for the domain and that, when logged on with this account, they are not seeing UAC 
notifications. She asks you to change configuration settings so that users logged on to 
the domain with the built-in Administrator account see UAC consent prompts. What 
should you do?

	 a. Configure Local Security Policy to set the User Account Control: Admin Approval 
Mode For The Built-in Administrator Account option to Enabled.

	 b. Configure Group Policy to set the User Account Control: Admin Approval Mode 
For The Built-in Administrator Account option to Enabled.

	 c. Configure Local Security Policy to set the User Account Control: Run All 
 Administrators In Admin Approval Mode option to Enabled.

	 d. Configure Group Policy to set the User Account Control: Run All Administrators In 
Admin Approval Mode option to Enabled.

	 2. You work as an enterprise support technician in a company whose AD DS domain 
 consists of 20 servers running Windows Server 2008 R2 and 500 client computers 
running Windows 7, 10 of which are portable and are used by employees who travel 
globally for work. These users have complained that Windows Defender tends to start 
a scan when the computer is operating on the battery source, and the scan quickly 
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consumes battery power. You want to prevent Windows Defender from consuming 
needed battery power without reducing the protection that it provides. What should 
you do?

	 a. Instruct the users to perform a manual scan when their computers are connected 
to a power source.

	 b. Choose the option to run a scan only when idle.

	 c. Instruct the users to adjust the schedule for automatic scanning.

	 d. Disable automatic scanning on all 10 computers.
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chapter Review

To further practice and reinforce the skills you learned in this chapter, you can perform the 
following tasks:

n Review the chapter summary.

n Review the list of key terms introduced in this chapter.

n Complete the case scenario. The scenario sets up a real-world situation involving the 
topics of this chapter and asks you to create a solution.

n Complete the suggested practices.

n Take a practice test.

chapter summary

n Windows Firewall blocks all incoming connection requests by default. To allow 
a network program to initiate a connection with a computer running Windows 7, you 
need to create a firewall exception for that program.

n To combat malware, you need to educate yourself and users continually about the 
evolving nature of threats. You also need to manage antivirus software, anti-spyware 
software such as Windows Defender, and UAC effectively. Finally, you need to know 
how to recognize classic symptoms of an infection and how to remove an infection 
manually if needed.

key terms

Do you know what these key terms mean? You can check your answers by looking up the 
terms in the glossary at the end of the book.

n exception

n Malware

n spyware

n virus

n worm

case scenario

In the following case scenario, you apply what you’ve learned about protecting client systems. 
You can find answers to these questions in the “Answers” section at the end of this book. 
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Case Scenario 1: Resolving Malware Infections
You work as an enterprise support technician for Contoso, Ltd., a marketing research firm 
with 500 employees. You receive a call from the help desk to investigate a research assistant’s 
notebook computer that is apparently running very slowly. A help desk support technician 
was unable to resolve the issue.

You perform some basic testing on the computer, and you discover that several toolbars 
associated with spyware are installed in Internet Explorer. Your company uses a combined 
antivirus/anti-spyware solution, and Windows Defender is disabled on the network.

You conduct interviews with the Research Assistant and the Help Desk Support Technician.

Interviews
The following is a list of company personnel interviewed and their statements:

n Research assistant “The problem has been getting progressively worse for about 
six months. It’s gotten to the point that everything takes forever. I used to take this 
 computer home with me, but now I don’t even bother.”

n help desk support technician “I tried to run an anti-malware scan, but nothing 
seemed to happen.”

Questions
	 1. You want to immediately stop any malware that might be running. How should you 

achieve this?

	 2. Your testing reveals that the anti-malware client software installed on the computer 
does not run when it is opened. What can you do to perform an anti-malware scan on 
the computer?

suggested practices

To help you master the exam objectives presented in this chapter, complete the following 
tasks.

Identify and Resolve Issues Due to Malicious Software
Perform these practices to learn about tools that help detect and remove malware.

n practice 1 Perform a Web search for the term “Sysinternals Suite” or visit 
http://technet.microsoft.com/en-us/sysinternals/bb842062.aspx. Download the 
 Sysinternals Suite and unzip the file. Within the suite, locate Autoruns. Run Autoruns to 
discover the programs that are configured to start up automatically on your computer. 
Then, locate and run Rootkitrevealer to discover any rootkits on your system.
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n practice 2 Perform a Web search for the term “bootable anti-malware CD” and 
research the various bootable anti-malware CDs that are available online. Create or 
download a bootable anti-malware CD and then use it to perform a malware scan on 
your system.

take a practice test

The practice tests on this book’s companion CD offer many options. For example, you can test 
yourself on just one exam objective, or you can test yourself on all the 70-685  certification 
exam content. You can set up the test so that it closely simulates the experience of taking 
a certification exam, or you can set it up in study mode so that you can look at the correct 
answers and explanations after you answer each question.

More INfo pRactice tests

For details about all the practice test options available, see the section entitled “How to 
Use the Practice Tests,” in the Introduction to this book.
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c h a p t e R  9

Troubleshooting Software 
Issues

Software errors can appear during the installation process, immediately after  installation, 
or long afterwards. Those that appear during installation tend to result from policy 

or permission constraints, availability issues, or installation settings. Those that appear 
 immediately after installation tend to be associated with policy restrictions or  compatibility 
problems. Those that appear long after installation tend to result from configuration 
changes.

In this chapter, we look at the various causes of software errors and provide strategies for 
how to resolve them.

Exam objectives in this chapter:
n	 Identify and resolve new software installation issues.
n Identify and resolve software configuration issues.
n Identify cause of and resolve software failure issues.

Lessons in this chapter:
n	 Lesson 1: Understanding and Resolving Installation Failures 340

n	 Lesson 2: Resolving Software Configuration and Compatibility Issues 355

before you begin

To perform the exercises in this chapter, you need:

n A domain controller running Windows Server 2008 R2

n A client running Windows 7 Enterprise that is a member of the domain
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Lesson 1: understanding and Resolving  
installation failures

To troubleshoot installation failures, you need to understand the requirements of a  successful 
installation. These requirements include—among other factors—administrator privileges, 
compatibility with Windows 7, availability of installation code and data, and the status of 
application dependencies. You also need to understand how administrative features such 
as Software Restriction Policies (SRP) and AppLocker can block an installation even when 
these requirements are met. This lesson provides an overview of issues such as these that are 
 related both to successful and unsuccessful installations.

After this lesson, you will be able to:
n	 Troubleshoot software installation failures by verifying a number of well-known 

installation requirements.
n Understand how AppLocker can prevent software installations.
n Understand many of the feature improvements of AppLocker over Software 

Restriction Policies.
n Use AppLocker to block a Windows Installer program from running.

Estimated lesson time: 30 minutes

Verifying Software Installation Requirements
You can install new software on clients running Windows 7 in two general ways. First, you can 
push applications to clients by means of a software deployment technology such as Group 
Policy, Microsoft System Center Configuration Manager, or a third-party solution. The second 
option is to install a program manually. 

Although some of the requirements for successful software installation are  particular 
to the way in which the software is deployed, most requirements apply to all software 
 installation methods. To begin troubleshooting a failed installation, therefore, you can verify 
the general requirements described in the following section. 

Verifying Administrator Rights
One of the most basic requirements for a successful software installation is that the user 
 account running the installer program needs local administrator privileges, and to have these 
local administrator privileges on a particular computer, the account needs to be a  member of 
the Administrators group on that computer.

If you are not able to get past the User Account Control prompt when you  attempt to install 
a program, therefore, you should verify that the account used for installation is granted local 
administrator privileges on the computer in question. Typically, having domain  administrator 
privileges is sufficient because by default, domain administrators are members of the local 
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Administrators group on every computer that is a member of the same domain. However, you 
should perform this  verification even if you are already a domain administrator because the 
Domain Admins group might have been removed from the local Administrators group. 

To determine whether you are a member of the local Administrators group on a  particular 
computer, you can use the Local Users And Groups console. To open this console in 
 Windows 7, you can click Start, type edit local users and groups, and then press Enter. 
(Note that you can perform this step even if you are not already a local administrator.) 
Then, in the  console tree of the Local Users And Groups console, select Groups, and then 
double-click the  Administrators group in the details pane. This procedure opens the 
Administrators Properties dialog box, which is shown in Figure 9-1. This dialog box lists all the 
local administrators for that machine. 

figuRe 9-1 Viewing the local administrators

If you are a local administrator, you can then use the Add button in the  Administrators 
Properties dialog box to add other local administrators if desired. Note, however, that in 
an enterprise network, it is preferable to control local group membership by using the 
 Restricted Groups feature in Group Policy.

RUNNING AN INSTALLATION PROGRAM AS AN ADMINISTRATOR
If you can verify that you are a local administrator but you still see a message indicating 
that administrator rights are required to perform the installation, you should choose the 
 option to run the installer program as an administrator. To do this, right-click the installation 
icon for the program, and then click Run As Administrator, as shown in Figure 9-2. If a User 
 Account Control consent or credential prompt appears, provide confirmation or administrator 
 credentials as needed. 
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figuRe 9-2 Running an installation with administrator privileges

Verifying Windows 7 Compatibility
If an application is known to be incompatible with Windows 7, you might receive a message 
informing you of this fact when you attempt to install the program. If no updated version 
of the software is available, you can try altering the compatibility settings on the installer 
program or hosting the application in a virtual environment. Handling software  compatibility 
issues such as these is discussed in detail in Lesson 2 of this chapter, “Resolving Software 
 Configuration and Compatibility Issues.”

Verifying Trusted Publishers
When you install a new program, Windows 7 checks for a certificate and a digital  signature 
to authenticate the publisher of the program. To verify this digital signature properly, the 
local computer must trust the root certification authority (CA) for the publisher  certificate. 
Stated another way, the local computer must have installed in its Trusted Root  Certification 
 Authorities certificate store the root certificate in the certificate chain of the publisher 
 certificate. An  administrator can install this root certificate manually on a local computer or 
the  certificate can be deployed to the Trusted Root Certification Authority certificate store on 
many clients through Group Policy.
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If the certificate in the installer program is from a trusted publisher and the digital 
 signature is verified, the installation proceeds normally. However, if no digital signature 
is present, or if the local computer is not configured to trust the publisher, you will see 
a  warning message similar to the one shown in Figure 9-3. 

figuRe 9-3 Avoid installing programs from untrusted publishers.

In general, you should avoid installing programs from unsigned publishers in an  enterprise 
environment. Such programs might fail during installation, and even if they do install 
 successfully, they could present stability problems or introduce malware into your  network. 

Verifying Software Logo Testing on a Client Running Windows 7
Occasionally, when you attempt to install an application, you will receive a warning that the 
application has not passed Windows 7 logo testing. In this case, you should avoid installing 
the software. 

For an application to pass Windows 7 logo testing, it must meet a number of 
 requirements, including compliance with specific anti-spyware guidelines, isolation from 
 protected resources in Windows, a reversible installation, and a digital signature on all files.

Verifying the Installation Media Location
Before you attempt to install an application, ensure that all the files needed for installation 
are  available in the required locations. For example, if you have copied an installer program 
from a  network source to a local computer, be sure that you also copy all the associated 
 secondary files that are called by the installer program when it runs. (These secondary files 
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can include .cab files or .ini files.) If you are installing an application from over the network, 
verify that any  secondary files are also accessible from the local computer and that you have 
Read and  Execute permissions on these files.

Verifying Installation Settings
When you attempt to install an application, ensure that the settings that you have chosen for 
the installation are configured properly; otherwise, the installation might fail. For example, 
if you choose to install a program on a read-only disk, the installation fails.

Verifying External Connections
Certain applications require connectivity to external sources of data. For example, the 
 application might require a connection to a database, mainframe, Web site, license server, 
or other application server. In this case, verify that the installation program can reach these 
external connections.

Verifying Licensing and Other Application Constraints
An application might include constraints that will prevent it from installing successfully. 
For example, a license or product key might be required to install the application, or the 
 application might need to be installed with a specific user account. Verify also that the 
 application architecture is compatible with the local processor. For example, you cannot 
install a 64-bit application on a computer with a 32-bit CPU.

Verifying Application Dependencies
Some applications can be installed only after you first install other updates, features, service 
packs, or other applications. Be sure to prepare the client running Windows 7 for application 
installation by first installing all the necessary software dependencies.

More INfo depLoying appLications

The following Web sites are good resources for automating the installation of applications, 
as well as other deployment topics:

n AppDeploy.com at http://www.appdeploy.com

This Web site provides information about deploying applications that are packaged 
 using a variety of technologies.

n SourceForge at http://unattended.sourceforge.net

This Web site describes how to automate the installation of many older installers.

Understanding Installation Restrictions with AppLocker
Occasionally, when you are attempting to install an application, you might receive an error 
such as the one shown in Figures 9-4 or 9-5.
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figuRe 9-4 An installation prevented by AppLocker

figuRe 9-5 An installation prevented by SRP

If you see such a message, the AppLocker or SRP feature has been used to prevent the 
application from being installed. Both technologies are available in Windows 7 and Windows 
Server 2008 R2. AppLocker is essentially a new and improved version of SRP, but SRP is still 
included in these newer operating systems for compatibility with networks running older 
 versions of Windows. 

As with SRP, you configure AppLocker through Group Policy. To locate AppLocker, open 
a Group Policy Object (GPO) and navigate to Computer Configuration\Policies\Windows 
 Settings\Security Settings\Application Control Policies\AppLocker, as shown in Figure 9-6. 
(In Local Security Policy, the path is simply Security Settings\Application Control Policies.) 

figuRe 9-6 AppLocker is configured in a GPO.
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You can see that the container for AppLocker (Application Control Policies) is found 
 immediately below SRP.

The next section introduces AppLocker and describes the differences between it and SRP.

OVERVIEW OF APPLOCKER
AppLocker is a new feature in Windows 7 and Windows Server 2008 R2. It allows 
 administrators to restrict the programs that users can run or install in your organization. 

AppLocker resembles SRP in a number of ways. First, you configure both AppLocker and 
SRP in a GPO. Also like SRP, AppLocker allows you to create rules specifying an application 
to which you want to allow or deny access. Finally, as in SRP, in AppLocker you can define 
a  program by specifying—among other methods—a hash of or a path to its file. 

AppLocker, however, provides the following important improvements over SRP:

n Publisher rule condition

In AppLocker, you can specify a program by extracting information from its  digital 
signature, as shown in Figure 9-7. You can then use part of or all of this publisher 
 information to define the programs you want to allow or deny. This publisher condition 
essentially replaces Certificate Rules in SRP.

figuRe 9-7 With AppLocker, you can specify an application by digital signature.
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Using publisher information from a digital signature is by far the best way to specify 
an application in AppLocker. First, you can use this publisher information to  create 
rules at various levels of specificity: You can make the rule apply to the publisher 
in general, to any version of the particular application, or to specific versions of the 
application (including all previous or future versions). Second, the publisher condition 
solves a key problem with SRP: In SRP, there is no comparable way to restrict access to 
an application through multiple updates. If you specify a path to an application that 
you want to restrict, users can simply move the program to a new path to avoid the 
 restriction. If you specify a hash for the application, you have to create a new rule every 
time the application is updated.

n AppLocker blocks all programs that are not specifically allowed

In SRP, rules by default are used to block access to chosen applications. However,  within 
any company network, the number of applications that you want to block typically 
far exceeds the number that you want to allow. AppLocker accounts for this  disparity 
by locking all applications that are not allowed. More specifically,  AppLocker rules are 
 enabled for one of four file type (executables, Windows Installer programs, scripts, 
or DLL files) when you first create a rule for that file type. Then, when  AppLocker 
is enabled, all applications of that file type are locked if they are not allowed by 
a rule. To prevent system lockouts, AppLocker provides the Create Default Rules and 
 Automatically Create Rules options. These options create allow-type rules for most 
 applications. You can then create additional rules to change this default  configuration.

n Assign Rules to Specific Users and Groups

In AppLocker, you can create rules that apply to everyone or only to specific users 
and groups. In SRP, you can create only rules that apply to everyone.

n Exceptions

AppLocker enables you to create a rule with an exception. For example, you can create 
a rule that allows any application to run except a specific .exe file. This feature is not 
available in SRP.

n Audit-only mode

Unlike SRP, AppLocker includes an audit-only mode. Through auditing, you can test 
your configuration without enforcing AppLocker rules. When you configure AppLocker 
to audit AppLocker rules for a chosen file type (such Windows Installer programs), 
events are written to the event log when AppLocker would normally block access to 
that application.

Audit mode is configured in the properties of the AppLocker node in a GPO, as shown 
in Figure 9-8. Audit events as they appear in Event Viewer are shown in Figure 9-9.

n Import and export rules

In AppLocker, you can export and import rules to and from other computers, which 
allows administrators to copy and edit rules easily. 
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figuRe 9-8 Configuring AppLocker rules for audit only

figuRe 9-9 Audit-only events for AppLocker
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real World

J.C. Mackin

AppLocker is a great feature in many ways, but I don’t believe it sufficiently 
warns administrators about the dangers of configuring it incorrectly. If you 

create a new rule without also creating the default rules, for example, you can easily 
lock yourself and everyone else out of your computer. 

I actually experienced this problem firsthand when I originally saw AppLocker in 
a Windows 7 beta. I simply made a rule in Local Security Policy denying access to 
Notepad.exe, and I ignored the messages prompting me to create the default rules. 
Immediately afterwards, I was dismayed to see that Windows could not start. What 
I didn’t know at the time was that AppLocker is enabled when you create the first 
rule. After you create that first rule, all programs of the same type—executables, 
in this case—are denied if you have not allowed them. 

Luckily for me, this was only a virtual environment, and I had made a data  snapshot 
of the computer before making any changes. It was easy for me to return the 
 computer to the previous state. But I thought—what if this were a real  environment? 
It’s not unusual for administrators to explore new features on their own machines. 
Few people would suspect that the punishment for incorrectly configuring such 
a feature would be locking themselves out of their computer indefinitely. Worse yet, 
what if someone actually applied such a policy to the entire domain, and the domain 
controllers themselves were rendered unusable? It could be a disastrous situation. 

What you should remember is always to create the default rules first in AppLocker 
and then create additional rules to modify the behavior of those default rules. When 
creating new rules, always test your results first in audit-only mode or use a virtual 
machine environment so that you can easily revert to a previous state if necessary. 

quick check
n How do you find messages related to AppLocker in Event Viewer?

quick check answer
n In the Event Viewer console tree, navigate to Event Viewer (Local)\Applications 

and Services Logs\Microsoft\Windows\AppLocker.
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APPLOCKER AVAILABILITY AND COMPATIBILITY
AppLocker rules are enforced on computers running only Windows Server 2008 R2, 
 Windows 7 Ultimate, and Windows 7 Enterprise. AppLocker rules are not enforced on 
 computers running other versions of Windows, such as Windows Server 2008, Windows 7 
Professional, or Windows Vista. 

In a GPO containing only SRP rules, the rules are enforced on all computers running 
 Windows, including those running Windows Server 2008 R2, Windows 7 Ultimate, and 
 Windows 7 Professional. However, if a GPO contains both SRP rules and AppLocker rules, 
these same three operating systems read only the AppLocker rules. The SRP rules are applied 
to computers running other Windows operating systems.

APPLOCKER RELIES ON THE APPLICATION IDENTITY SERVICE
AppLocker rules are enforced on eligible clients only when those clients are running the 
 Application Identity Service. By default, this service is not configured to start automatically on 
computers running Windows 7. If you want to enforce AppLocker rules, therefore, you should 
use Group Policy to set the Startup Type parameter to Automatic for the Application Identity 
Service.

Practice	 preventing software installation with appLocker

In this practice, you download an .msi file from the Microsoft Web site and then prevent 
installation of that .msi file through AppLocker.

exercise	1	 Obtaining an .msi File

In this exercise, you download the file SharedView.msi from the Microsoft Download Center. 
You then begin a new installation to test its functionality.

	 1.	 Log on to the domain from the client running Windows 7 (Computer1) as a domain 
administrator.

	 2.	 In Windows Internet Explorer, visit the Microsoft Download Center at http://download
.microsoft.com. Search for the file “SharedView.msi,” and save it to your Downloads 
folder on Computer1. (If you do not have Internet access from Computer1, you can 
download the file from another computer and copy it to Computer1.)

Note you can use any .Msi fiLe

Although we will use the file SharedView.msi in this exercise, you can replace this file 
with any other that you can locate and copy to the Downloads folder on Computer1.

	 3.	 Share the Downloads folder by granting Read access to Everyone. To perform this step, 
right-click the Downloads folder, choose Share With on the shortcut menu, and then 
click Specific People. In the File Sharing window, type everyone, click Share, and then 
click Done.
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	 4.	 Open the Downloads folder and double-click SharedView.msi to begin the installation.

	 5.	 If an Open File-Security Warning message box appears and asks if you want to run the 
file, click Run.

	 6.	 The first page of the Microsoft SharedView Setup wizard appears. The fact that the 
wizard has started indicates that the .msi file is not blocked.

	 7.	 Click Cancel and then Yes to close the Microsoft SharedView Setup wizard.

exercise	2	 Configuring AppLocker to Block an .msi

In this exercise, you create a GPO, and then, in the new GPO, you create the default rules for 
AppLocker in the Windows Installer rule collection. Finally, you create a new Windows Installer 
rule that denies SharedView.msi.

	 1.	 Switch to the domain controller (DC1), and log on as a domain administrator.

	 2.	 Open Group Policy Management, which is available through the Start menu in the 
Administrative Tools folder.

	 3.	 In the Group Policy Management console tree, locate and expand the Domains 
 container, and then select the domain (Nwtraders.msft) node.

	 4.	 Right-click the Nwtraders.msft node, and then click Create A GPO In This Domain, 
And Link It Here in the shortcut menu.

	 5.	 In the New GPO dialog box, type appLocker block sharedview.msi, and then 
click OK.

	 6.	 In the Group Policy Management console, in the details pane, right-click the  AppLocker 
Block SharedView.msi GPO, and then click Edit. The Group Policy  Management Editor 
opens.

	 7.	 In the Group Policy Management Editor console tree, navigate to Computer 
 Configuration\Policies\Windows Settings\Security Settings\Application Control 
 Policies\AppLocker\Windows Installer Rules.

	 8.	 Select and then right-click the Windows Installer Rules node, and then click Create 
Default Rules from the shortcut menu.

In the details pane, three new rules appear. These rules allow everyone to run all 
 digitally signed Windows Installer files, everyone to run all Windows Installer files 
(signed or not) in the %Systemdrive%\Windows\Installer directory, and administrators 
to run all Windows Installer files without exception. 

	 9.	 Right-click the Windows Installer Rules node, and then click Create New Rule on the 
shortcut menu. The Before You Begin page of the Create Windows Installer Rules 
 wizard opens.

	 10.	 Read all of the text on the page, and then click Next.

	 11.	 On the Permissions page, click Deny, and then click Next.

	 12.	 On the Conditions page, leave the default selection of Publisher, and then click Next.

	 13.	 On the Publisher page, click Browse.
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	 14.	 In the Open window, in the File Name field, type \\computer1\users\username\
downloads\sharedview.msi, and then click Open. For the variable username, specify 
the name of the account that you used in Exercise 1 to copy SharedView.msi to the 
Downloads folder. On the Publisher page, the information from the digital signature in 
the .msi file has populated the gray fields next to the slider. 

	 15.	 Raise the slider two notches so that it is positioned next to Product Name. Next to the 
slider, MICROSOFT SHAREDVIEW still appears in the associated field, but the two fields 
beneath contain only an asterisk (“*”).

	 16.	 Click Next.

	 17.	 On the Exceptions page, click Next.

	 18.	 On the Name And Description page, type block sharedview.msi in the Name text 
box, and then click Create. The new Deny rule now appears in the details pane.

	 19.	 In the Group Policy Management Editor console tree, navigate to Computer 
 Configuration\Policies\Windows Settings\Security Settings\System Services.

	 20.	 In the details pane, double-click to open the Application Identity service. 
The  Application Identity Properties dialog box opens.

	 21.	 In the Application Identity Properties dialog box, check Define This Policy Setting, click 
Automatic, and then click OK. Clients need to run this service for AppLocker to work.

	 22.	 Close the Group Policy Management Editor console and the Group Policy  Management 
console.

	 23.	 Switch to Computer1, and then restart Computer1.

exercise	3	 Testing the Configuration

In this exercise, you test the results of implementing the new GPO that you created in the last 
exercise.

	 1.	 After Computer1 has finished restarting, log on to the domain from Computer1 as 
a domain administrator.

	 2.	 Open your Downloads folder, and then double-click SharedView.msi.

	 3.	 If an Open File-Security Warning message box appears and asks if you want to run the 
file, click Run.

	 4.	 A Windows Installer warning message appears, indicating that the system 
 administrator has set policies to prevent this installation.

	 5.	 Click OK to close the message.

	 6.	 Return to DC1. In the Group Policy Management console tree, locate the GPO named 
AppLocker Block SharedView.msi. 

	 7.	 Right-click the AppLocker Block SharedView.msi GPO, and clear Link Enabled on the 
shortcut menu. This step effectively disables the policy.

	 8.	 Log off both computers.
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Lesson Summary
n The successful installation of software depends on many requirements. These 

 requirements include local administrator privileges, Windows 7 compatibility, proper 
installation settings, and other factors. To troubleshoot problems with an installation, 
you should verify that all of these requirements are met.

n A Windows Installer program can also be blocked by SRP or AppLocker. 

n AppLocker is an improved version of SRP that is new to Windows 7 and Windows 
Server 2008 R2. Improvements in AppLocker include the publisher rule condition, the 
ability to assign rules to specific users and groups, and audit-only mode.

Lesson Review
You can use the following questions to test your knowledge of the information in Lesson 1, 
“Understanding and Resolving Installation Failures.” The questions are also available on the 
companion CD if you prefer to review them in electronic form.

Note answeRs

Answers to these questions and explanations of why each answer choice is correct or 
 incorrect are located in the “Answers” section at the end of the book. 

	 1.	 You work for Fabrikam, Inc., a firm whose network consists of a single Active Directory 
Domain Services (AD DS) domain. 

Fabrikam’s development team periodically tests new software tools for  various 
 departments. Recently the team has been testing a tool created by another company, 
a new partner named Contoso.com. Whenever authorized users attempt to install the 
program,  however, they receive a warning informing them that the program is from 
an unknown  publisher. 

You want to allow authorized users to install applications made by Contoso without 
 receiving a warning. What should you do?

	 a.	 Ensure that all authorized users are administrators of the computers on which they 
are installing the software.

	 B.	 Provide authorized users with the credentials of a domain administrator and 
 instruct them to provide these credentials at the User Account Control prompt 
when they attempt to install the software. 

	 c.	 Use Group Policy to deploy the public certificate provided with the software to the 
Trusted Publishers certificate store on all required computers.

	 D.	 Use Group Policy to deploy the root certificate for Contoso.com to the Trusted 
Root Certification Authorities certificate store on all required computers.
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	 2.	 You want to use AppLocker to prevent users from running a file named NewApp.msi 
for versions 7.0 and earlier. You have already created the default rules. How can you 
achieve this objective?

	 a.	 Create a new Executable rule with the Publisher rule condition.

	 B.	 Create a new Executable rule with the File Hash rule condition.

	 c.	 Create a new Windows Installer rule with the Publisher rule condition.

	 D.	 Create a new Windows Installer rule with the File Hash rule condition.
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Lesson 2: Resolving software configuration 
and compatibility issues

If a program that fails is known to be compatible with Windows 7, the failure is typically the 
result of a faulty configuration. In this case, resolving the issue requires you to review the 
 program settings to pinpoint the configuration error causing the problems  experienced. 
If on the other hand a program that fails is not fully compatible with Windows 7, you can 
often resolve the issue by adjusting compatibility settings or finding an alternate host for the 
 application. 

After this lesson, you will be able to:
n	 Understand strategies and features used to resolve software configuration errors.
n Understand the features in Windows 7 that are most likely to create 

an  application compatibility problem.
n Configure an application to run with settings compatible with an older version of 

Windows.
n Understand Group Policy settings that can affect compatibility handling 

and  reporting.

Estimated lesson time: 30 minutes

Resolving Software Configuration Issues
Installed applications that have been working properly sometimes malfunction or fail 
 unexpectedly for an unknown reason. Application errors such as these often result from 
changes in configuration settings that are specific to the application, but there are some 
 general guidelines that can help you in your efforts to resolve these issues. 

The following list includes general strategies and features to use in troubleshooting 
 software configuration problems. 

n Review application settings If an application suddenly fails, it is often the result 
of a configuration change. If you can open the application, proceed systematically 
through the available menus and configuration areas of the interface to see if any 
 settings have been set improperly. If an application relies on a database or specific 
type of file (such as Microsoft Outlook, which relies on .pst files), then make sure that 
the  database or file in question is accessible and not corrupted. If the application relies 
on a network resource, check network settings and ensure that the network resource is 
both accessible and available.

During this phase of troubleshooting, you should also perform research on the Web 
about the issue experienced and contact the application manufacturer if necessary. 
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n using event viewer As part of your troubleshooting process, you should use Event 
Viewer to find error messages related to the application you are troubleshooting. 
Event Viewer can help you determine when errors related to the application started 
 appearing and ultimately help you determine the cause of failure. Pay special attention 
to the Application log and any logs that are specific to the application in question. Use 
the Filter Current Log function to locate only Critical, Warning, and Error messages. 
If you find errors that seem relevant, perform Web searches on these errors to learn 
more about them if necessary.

n using event forwarding Troubleshooting a network-wide application issue might 
require you to review logs on multiple computers. To simplify this procedure, you 
can use Event Forwarding, a feature in which multiple computers are configured to 
 forward a particular event to a collecting computer. Using the Event Forwarding 
feature  requires that you configure both the forwarding computers, called the source 
 computers, and the collecting computer, called the collector.

To configure event forwarding, perform the following steps:

	 1.	 On each source computer, type the following at an elevated command prompt:

winrm quickconfig

	 2.	 On the collector computer, type the following at an elevated command prompt:

wecutil qc

	 3.	 Add the computer account of the collector computer to the local Administrators 
group on each of the source computers. 

	 4.	 In Event Viewer on the collector computer, choose Create Subscription, and then 
follow the prompts to specify both the event you want to collect and the source 
computers on which you want to collect them.

Note event foRwaRding RequiRes ceRtain seRvices to be Running

Event forwarding depends on the Windows Remote Management (WinRM) service and 
the Windows Event Collector (Wecsvc) service. Both of these services must be running 
on computers participating in the forwarding and collecting process.

n system Restore An application can fail because of changes to the operating 
 system. If an application stops functioning after you  install an update or make 
a  system change, consider using the System Restore  feature to  revert the computer’s 
 configuration to a time when the application  functioned  properly. Although this 
 feature does not remove or change user files such as  documents or e-mail, it will 
remove any applications, updates, or system changes that have occurred since the 
system restore point.

Note opening systeM RestoRe

To start the System Restore Wizard, click Start, type system restore, and then 
press Enter.
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n Repairing or reinstalling software If software stops functioning but you cannot 
revert to an earlier state manually or automatically, you should attempt to repair the 
software in question. A repair option, if available, essentially reinstalls the application 
while preserving user files and settings for that application. If no such repair option is 
available, you can back up the user files and simply reinstall the software. To perform 
a fresh installation, you might need to uninstall the software first.

n Restoring from backup If a critical application fails but you cannot repair it by 
 using any of the methods listed previously, you should restore the entire system from 
a  backup of the last functioning version of the computer. Before doing so, be sure to 
perform a backup of the user’s personal files and folders.

Understanding Application Compatibility
Each release of Windows includes new features and capabilities that affect how  applications 
run. Before making adjustments to improve application compatibility, you should gain 
some understanding of the particular features in Windows 7 that are most likely to cause 
 application compatibility problems. These particular features can generally be classified as 
security enhancements and operating system changes.

Security Enhancements Affecting Application Compatibility
Many organizations deploying Windows 7 will be replacing Windows XP on their clients, not 
Windows Vista. Compared to Windows XP, the Windows 7 environment offers a number of 
important security-related enhancements. The following security features are the ones most 
likely to lead to compatibility problems with third-party applications:

n user account control Introduced in Windows Vista, User Account Control (UAC) 
separates standard user privileges from administrator privileges in a way that helps 
reduce the effect of malware, unauthorized software installation, and unapproved 
system changes. If you are logged on as an administrator, UAC by default prompts 
you to confirm some tasks that you want to perform that require administrator 
privileges. If you are logged on as a standard user and attempt to perform a task that 
requires  administrator privileges, UAC gives you an opportunity to enter administrator 
 credentials instead of denying you the right to perform the task outright.

UAC can introduce problems in applications that are not compliant with this 
 technology enhancement. For this reason, it is important to test applications with UAC 
enabled before you deploy them.

n windows Resource protection (also called file and Registry virtualization) Windows 
Resource Protection is a feature in Windows Vista and Windows 7 that intercepts any 
application requests to write to protected system files or registry locations and then 
redirects these requests to safe and temporary locations. Although most applications 
can handle this redirection without generating an error, some applications require full 
access to the protected areas and cannot handle the redirection process. 
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n internet explorer protected Mode Protected Mode is a feature of Windows Internet 
Explorer 8 that protects computers from malware by restricting the browser’s  access 
within the registry and file system. Although Protected Mode helps maintain the 
integrity of client computers, it can affect the proper operation of older applications, 
ActiveX controls, and other script code.

n operating system and internet explorer versioning Many applications check the 
 version of the operating system and behave differently or fail to run when an  unexpected 
version number is detected. You can resolve this  issue by setting  appropriate 
compatibility modes or applying versioning shims  (application-compatibility fixes).

Operating System Changes Affecting Application Compatibility
Of the many operating system changes introduced by Windows 7, the following features are 
most likely to lead to application compatibility difficulties:

n new system application programming interfaces (apis) APIs expose layers of the 
Windows 7 operating system differently than they did in previous versions of Windows. 
Antivirus and firewall software are examples of applications that rely on these new APIs 
to monitor and protect Windows 7.

Applications that relied on outdated APIs will need to be upgraded or replaced for 
Windows 7.

n windows 7 64-bit Neither 16-bit applications nor 32-bit drivers are supported in the 
Windows 7 64-bit environment. The automatic registry and system file redirection that 
allows some older applications to function in the 32-bit version of Windows 7 are not 
available for the 64-bit environment. For these reasons, new 64-bit applications must 
comply fully with Windows 7 application standards.

n operating system version Many older applications check for a specific version of 
Windows and stop responding when they fail to find this specific version. Features built 
into Windows 7 such as the Program Compatibility Assistant (discussed in the next 
 section) can usually resolve this type of issue automatically.

n new folder locations User folders, My Documents folders, and folders with  localization 
have changed since Windows XP. Applications with hard-coded paths may fail. 

Using Windows 7 Built-in Compatibility Tools
Although you should perform extensive application compatibility testing before you deploy 
Windows 7, compatibility problems may unexpectedly appear or persist after deployment. 
To help you improve the compatibility of older programs after deployment, Windows 7 
provides three tools: the Program Compatibility Assistant (PCA), the Program Compatibility 
T roubleshooter, and the Compatibility tab in a program’s Properties dialog box.

n pca The PCA is a tool that automatically appears when Windows 7 detects known 
compatibility issues in older programs. When it does appear, the PCA can offer to 
fix the problem. For example, the PCA can resolve conflicts with UAC, or it can run 
the program in a mode that simulates earlier  versions of Windows. If you agree to the 
changes PCA proposes, these changes are then  performed automatically.  Alternatively, 
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if the compatibility issue detected is serious, the PCA can warn you or block the 
 program from running. 

When the PCA recognizes a problem but cannot offer a fix, it will give you an option to 
check online for possible solutions, as shown in Figure 9-10.

figuRe 9-10 The PCA triggers a message when a program incompatibility is found.

n program compatibility troubleshooter The Program Compatibility Troubleshooter 
is a Control Panel program that you can use to configure the compatibility settings for 
an older program if you notice that the program is not running smoothly. For  example, 
you can configure the program to run in a simulated environment of a previous  version 
of Windows, to run with specific display settings, or to run with Administrator privileges.

To start the wizard, in Control Panel, first click Programs, and then, in the Programs and 
Features category, click Run Programs Made For Previous Versions Of  Windows. You can 
also start the Program Compatibility Troubleshooter by right-clicking an  application and 
selecting Troubleshoot Compatibility from the shortcut menu, as shown in Figure 9-11.

figuRe 9-11 Launching the Program Compatibility Troubleshooter
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A page of the Program Compatibility Troubleshooter is shown in Figure 9-12.

figuRe 9-12 The Program Compatibility Troubleshooter

n compatibility tab As an alternative to running the Program Compatibility 
 Troubleshooter, you can simply configure compatibility settings on the  Compatibility 
tab within the Properties sheet of any given program. The options provided on this 
tab are the same as those you can configure through the Program Compatibility 
 Troubleshooter. The Compatibility Tab is shown in Figure 9-13.

figuRe 9-13 The Compatibility tab of an application
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Note that adjusting the compatibility settings of a program does not always fix the 
problem. If issues persist, you should attempt alternate hosting or obtain an updated 
version of the program.

Alternate Hosting for Application Compatibility
In some cases, your organization will need to support an application whose compatibility 
issues with Windows 7 cannot be resolved immediately. For example, if you are running 
a  64-bit version of Windows 7, you cannot run 16-bit applications by merely adjusting 
the compatibility settings of the program. Until a newer, more compatible version of the 
 application appears (or until your organization finds an alternate application), you must find 
a temporary fix for the application compatibility problem. 

The most common temporary fix for unresolved application compatibility problems such 
as this is simply to run the program within the old operating system in a virtual machine, 
on a remote server that can be accessed through Remote Desktop, or both.

The following list describes various options of hosting an older application on an older 
operating system:

n Microsoft virtual pc 2007 You can use Virtual PC to run applications that  function 
properly only with older versions of Windows. For example, if your organization needs 
to support a 16-bit application within a 64-bit version of Windows 7, you can use  Virtual 
PC 2007 to run the program within a virtual machine running a previous  version of 
Windows. Although virtual machine software such as Virtual PC is required to run 16-bit 
applications in 64-bit versions of Windows 7, the use of Virtual PC need not be reserved 
only for this purpose. Virtual PC also lets users keep a previous version of Windows until 
upgraded versions of older applications are developed. Whenever you need to support 
an older application that does not run smoothly in Windows 7 and that cannot be 
upgraded, you should consider running the application inside a virtual machine. 

n windows xp Mode Windows XP Mode is essentially a downloadable  enhancement 
to Virtual PC that is available in Windows 7 Professional, Enterprise, and Ultimate. 
 Windows XP Mode also requires special virtualization technology. Specifically, 
 Windows XP Mode requires a CPU with Intel-VT or AMD-V technology, and this 
 technology must be enabled in the BIOS. 

For eligible computers, Windows XP Mode enables you to access through the Start 
menu in Windows 7 any applications installed in a Windows XP guest virtual machine 
in Virtual PC. You then interact with these applications exactly as if they were installed 
natively in Windows 7. Windows XP Mode also provides an enormous performance 
advantage: It gives the Windows XP guest operating system direct access to the system 
hardware, so performance is much better than it is in Virtual PC alone. 

To install Windows XP Mode is easy: First download and install Virtual PC, and then 
download and install Windows XP Mode. You can perform both tasks from the 
Virtual PC Web site at http://www.microsoft.com/windows/virtual-pc/download.aspx. 
(Both  Virtual PC and Windows XP Mode are free.)
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More INfo windows xp Mode

For step-by-step instructions on using Windows XP Mode, including installing and using 
applications, visit http://www.microsoft.com/windows/virtual-pc/support/default.aspx. 
You can also view a five-minute introduction to Windows XP Mode at  
http://windows.microsoft.com/en-us/windows7/help/videos/using-windows-xp-mode.

n hyper-v on windows server 2008 Hyper-V is a high-performance virtualization 
environment available in Windows Server 2008. It allows you to create guest virtual 
machines with direct access to the hardware. On the virtual machines, you can install 
any version of Windows. 

If you choose to host an application on a virtual machine inside Hyper-V, clients 
 running Windows 7 or other operating systems can then connect remotely to this 
 application from over the network. 

Hyper-V requires a 64-bit processor with virtualization technology (Intel-VT or AMD-V). 

n Remote desktop services for hosting applications Hosting older applications on 
Remote Desktop Services lets you deliver Windows-based applications or the  Windows 
desktop itself to virtually any computer device on your network. Clients running 
Windows 7 can connect to these application-hosting environments through Remote 
Desktop.

quick check
n Which CPU technology must be available to use Windows XP Mode on a client 

 running Windows 7?

quick check answer
n Intel-VT or AMD-V

Understanding the Application Compatibility Toolkit (ACT)
The Application Compatibility Toolkit (ACT) is a tool you can use to identify application 
 compatibility issues before Windows 7 deployment. 

The following are some of the major components that make up the ACT solution:

n application compatibility Manager A tool that enables you to collect and  analyze 
your data so that you can identify any issues prior to deploying a new operating 
system or deploying a Windows update in your organization. You use this program 
heavily during the initial phases of an application migration project. Consider this tool 
as the primary user interface for ACT.
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n application compatibility toolkit data collector The Application Compatibility 
Toolkit Data Collector is distributed to each computer. It then performs scans by  using 
compatibility evaluators. Data is collected and stored in the central compatibility 
 database.

n setup analysis tool (sat) The SAT automates the running of application installations 
while monitoring the actions taken by each application’s installer.

n standard user analyzer (sua) The SUA determines the possible issues for 
 applications running as a standard user in Windows 7.

ACT is an important tool for testing applications across a wide variety of computers 
and operating systems within your organization. 

Configuring Application Compatibility Diagnostics  
Through Group Policy
Windows Server 2008 includes a set of policy options related to application compatibility 
diagnostics. To browse these settings in a GPO, browse to Computer Configuration\Policies\ 
Administrative Templates\System\Troubleshooting And Diagnostics\Application Compatibility 
Diagnostics.

The Application Compatibility Diagnostics container includes the following six policies:

n notify blocked drivers This policy setting determines whether the PCA will notify 
the user if drivers are blocked because of compatibility issues. If you enable this policy 
setting, the PCA notifies the user of blocked driver issues and provides the user with 
an option to check the Microsoft Web site for solutions. (This behavior is also the 
default behavior in Windows 7.) If you disable this policy setting, the PCA does not 
notify the user of blocked driver issues. Note that if this policy setting is configured as 
disabled, the user is not presented with solutions to blocked drivers. 

n detect application failures caused by deprecated windows coM objects This 
policy setting determines whether the PCA will notify the user when a COM object 
creation failure is detected in an application. If you enable this policy setting, the PCA 
detects programs creating older COM objects that are removed in this version of 
Windows. (This behavior is also the default behavior in Windows 7.) When this failure 
is detected, after the program is terminated, PCA notifies the user about this problem 
and provides an option to check the Microsoft Web site for solutions. If you disable this 
policy setting, the PCA does not detect programs creating older COM objects. 

n detect application failures caused by deprecated windows dLLs This policy setting 
determines whether the PCA will notify the user when a DLL load failure is detected 
in an application. If you enable this policy setting, the PCA detects programs trying 
to load older Microsoft Windows DLLs that are removed in this version of Windows. 
(This behavior is also the default behavior in Windows 7.) When this failure is detected, 
PCA notifies the user about this problem after the program is terminated and  provides 
an option to check the Microsoft Web site for solutions. If you disable this policy 
 setting, the PCA does not detect programs trying to load older Windows DLLs. 
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n detect application install failures This policy setting configures the PCA to notify 
the user when an application installation has failed. If you enable this policy setting, 
the PCA detects application installation failures and provides the user with an option 
to restart the installer in Windows XP compatibility mode. (This behavior is also the 
 default behavior in Windows 7.) If you disable this policy setting, the PCA does not 
detect program installation failures.

n detect application installers that need to be Run as administrator This policy 
setting determines whether the PCA will notify the user when application installations 
have failed because they need to be run as an administrator. If you enable this policy 
setting, the PCA detects such installation failures and provides the user with an option 
to restart the installer programs as an administrator. (This behavior is also the default 
behavior in Windows 7.) If you disable this policy setting, the PCA does not notify users 
when installer program failures have occurred for this reason.

n detect applications unable to Launch installers under uac This policy setting 
 configures the PCA to notify the user when UAC is preventing an application from 
launching an installer (typically an updater program). If you enable this policy setting, 
the PCA detects programs that fail to start installers and grants administrator  privileges 
that allow this task to be performed the next time the program is run. (This behavior is 
also the default behavior in Windows 7.) If you disable this policy setting, the PCA does 
not detect applications that fail to launch installers run under UAC.

exaM tIp

You need to understand these application compatibility diagnostics Group Policy settings 
for the 70-685 exam.

Practice	 configuring application compatibility diagnostics

In this exercise, you configure application compatibility settings in Group Policy.

exercise	 Creating a Policy for Application Compatibility Settings

In this exercise, you create a new GPO named Application Compatibility Diagnostics Policy. 
In the GPO, you enable two settings that enable particular behaviors in the PCA.

	 1.	 Log on to the domain controller as a domain administrator.

	 2.	 Click Start, type group policy Management, and then click OK. The Group Policy 
Management console opens.

	 3.	 In the Group Policy Management console tree, expand Forest: nwtraders.msft and then 
Domains.

	 4.	 Beneath the Domains container, select and right-click the Nwtraders.msft icon, and 
then click the option to Create A GPO In This Domain, And Link It Here. The New GPO 
dialog box opens.
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	 5.	 In the New GPO dialog box, type application compatibility diagnostics policy, 
and then click OK.

	 6.	 In the Details pane of the Group Policy Management console, ensure that the Linked 
Group Policy Objects tab is selected. Then, in the list of GPOs, right-click Application 
Compatibility Diagnostics Policy, and then click Edit. A Group Policy Management 
 Editor window opens.

	 7.	 In the console tree of the Group Policy Management Editor, navigate to  Computer 
Configuration\Policies\Administrative Templates\System\Troubleshooting 
and  Diagnostics\Application Compatibility Diagnostics. 

	 8.	 In the details pane of the Group Policy Management Editor, double-click the policy 
named Detect Application Failures Caused By Deprecated Windows DLLs. The 
 associated policy setting Properties dialog box opens.

	 9.	 Read the description of the policy setting. Note that the Diagnostic Policy Service 
and the Program Compatibility Assistant Service must be running on Windows 7 for 
the Program Compatibility Assistant to execute. These services run by default on 
domain-joined computers running Windows 7.

	 10.	 Click Enabled.

	 11.	 In the Scenario Execution Level drop-down list box, ensure that Detection, 
 Troubleshooting, And Resolution is selected.

	 12.	 Click OK. In the details pane of the Group Policy Management Editor, the policy setting 
should now appear as Enabled.

	 13.	 In the details pane of the Group Policy Management Editor, double-click the policy 
setting named Detect Application Install Failures. The associated policy setting 
 Properties dialog box opens.

	 14.	 Read the description of the policy setting, and then click Enabled.

	 15.	 Click OK. In the details pane of the Group Policy Management Editor, the policy setting 
should now appear as Enabled.

	 16.	 Close all open windows.

Lesson Summary
n If an application malfunctions after it has been working correctly, the problem is 

 usually a result of a configuration error or a system change. To discover or undo the 
error, you should use a variety of strategies, such as reviewing application settings, 
 reviewing event logs, using System Restore, repairing or reinstalling the application, 
and restoring the system from backup.

n Each new release of Windows introduces features that affect the functionality of 
 programs written for earlier operating systems. With Windows 7, the features most 
likely to affect application compatibility include UAC, Windows Resource Protection, 
and new system APIs.
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n Windows 7 includes tools that help detect and mitigate compatibility problems for 
older applications. The PCA automatically appears when Windows 7 detects known 
compatibility issues. The Program Compatibility Troubleshooter is a wizard that 
 enables you to run an older program with settings used in a previous version of 
 Windows. You can configure these same compatibility settings on the Compatibility 
Tab of the program.

n If you need to support an application that is not compatible with Windows 7, you 
can run the program in a compatible operating system within a virtual machine. 
 Alternatively, you can use a Remote Desktop connection to a computer running the 
application and a compatible operating system. 

n Windows 7 includes several Group Policy settings that allow you to determine how the 
PCA will diagnose and troubleshoot application compatibility problems.

Lesson Review
You can use the following questions to test your knowledge of the information in Lesson 2, 
“Resolving Software Configuration and Compatibility Issues.” The questions are also available 
on the companion CD if you prefer to review them in electronic form.

Note answeRs

Answers to these questions and explanations of why each answer choice is correct 
or  incorrect are located in the “Answers” section at the end of the book. 

	 1.	 You receive a call from the help desk about a user who is experiencing problems with 
an application on a computer running Windows 7. The application was  functioning 
well until the user installed an optional update to Windows. She has made no other 
changes to the system since. Now, however, she is unable to start the  application. 
 Unfortunately, neither she nor the help desk staff has been able to return the 
 application to its original functioning state. 

Which of the following steps should you take to solve the problem?

	 a.	 Use the System Restore feature to return the computer to the point in time just 
before the user installed the optional update to Windows.

	 B.	 Restore her user files from the latest backup.

	 c.	 Configure Event Forwarding to forward messages in the application log to your 
computer.

	 D.	 Uninstall and reinstall the application.
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	 2.	 After upgrading the client computers in your organization from Windows XP to 
 Windows Vista, you discover that a certain application installs without error but no 
longer runs properly in the new operating system. How can you ensure that users will 
receive any possible notifications telling them why the application has failed? 

	 a.	 In Group Policy, enable the Detect Application Failures Caused By Deprecated 
Windows DLLs Or COM Objects policy.

	 B.	 In Group Policy, enable the Notify Blocked Drivers policy.

	 c.	 In Group Policy, enable the Detect Application Install Failures policy.

	 D.	 In Group Policy, enable the Detect Application Installers That Need To Be Run As 
Administrator policy.

	 3.	 Which of the following applications is least likely to run on the 32-bit version of 
 Windows 7 without a software update?

	 a.	 A 16-bit application written for Microsoft Windows 2000

	 B.	 A 32-bit application written for Windows XP that requires administrative privileges 
to run properly

	 c.	 An application written for Windows 2000 that writes to a protected area of the 
registry

	 D.	 An application written for Windows XP that writes to protected system files
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chapter Review

To further practice and reinforce the skills you learned in this chapter, you can perform the 
following tasks:

n Review the chapter summary.

n Review the list of key terms introduced in this chapter.

n Complete the case scenarios. These scenarios set up real-world situations involving the 
topics of this chapter and ask you to create a solution.

n Complete the suggested practices.

n Take a practice test.

chapter summary

n To troubleshoot installation issues, verify administrator rights, Windows 7  compatibility, 
installation settings, application constraints and dependencies, resource availability, 
and any policy restrictions set in SRP or AppLocker.

n Applications can fail because of an improper configuration or because of 
a  fundamental compatibility issue with Windows 7. For configuration issues, first 
 attempt to identify and fix the problem manually, but if necessary, you can use System 
Restore, software repair, or system backups to resolve the issue. For compatibility 
issues, you can modify the program's compatibility settings, find a remote or virtual 
older host for the application, or simply upgrade your software to a newer version that 
is compatible with Windows 7.

key terms

Do you know what these key terms mean? You can check your answers by looking up the 
terms in the glossary at the end of the book.

n event forwarding A feature in which multiple source computers on a network are 
configured to forward particular events to a single collector computer. 

n windows Resource protection A feature of Windows Vista and Windows 7 in 
which requests by programs to write to protected areas of the operating system are 
 intercepted and redirected to safe areas.

n windows xp Mode In Windows 7, a downloadable enhancement to Virtual PC in 
which you can access and interact with programs transparently in a guest  Windows XP 
virtual machine. Windows XP Mode requires a CPU with Intel-VT or AMD-V  technology.
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case scenarios

In the following case scenarios, you apply what you’ve learned about protecting client 
systems. You can find answers to these questions in the “Answers” section at the end of this 
book. 

Case Scenario 1: Restricting Software with AppLocker
You work as an enterprise support technician in a large company whose network consists of 
a single AD DS domain. All the clients in the company are running Windows 7, and all the 
domain controllers are running Windows Server 2008 R2. 

You want to use AppLocker to allow users to run Windows Installer programs from 
 Microsoft. You also want to prevent them from running Windows Installer programs from 
other companies. You begin by creating a new GPO and linking it to the domain.

With this scenario in mind, answer the following questions:

	 1.	 You are creating a Windows Installer rule in the new GPO. What kind of rule condition 
should you specify if you want to allow Windows Installer programs from Microsoft to 
be run?

	 2.	 You successfully create a Windows Installer rule that allows everyone to run .msi files 
from Microsoft. You have not created any default rules. If the GPO is enforced without 
making further changes, will users be able to run Windows Installer programs created 
by other companies? Why or why not?

Case Scenario 2: Configuring Application 
Compatibility Settings
You work as an enterprise support technician for Contoso, Inc. The Contoso network includes 
20 computers running Windows Server 2008 R2, 150 client computers running Windows XP 
Professional, and 100 client computers on which Windows 7 Professional has been installed 
recently. 

You currently are handling issues related to application compatibility on the clients 
 running Windows 7.

With this scenario in mind, answer the following questions:

	 1.	 A certain application used infrequently by the Advertising department was written 
for Windows XP. Users report that the application is unstable in Windows 7. Assuming 
that no updates for the application are yet available, what is the first remedy that you 
should investigate?

	 2.	 Users report that sometimes applications fail to install, but that they receive no 
 notification about the failure. What can you do to ensure that users receive notification 
when applications fail to install?
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suggested practices

To help you master the exam objectives presented in this chapter, complete the following 
tasks.

Identify and Resolve New Software Installation Issues
Perform the following activities to learn to resolve common installation issues:

n practice 1 Attempt to install on Windows 7 an older program that was  written 
for Windows XP or Windows 2000. If the installation fails, run the installation as 
an  administrator and see if it succeeds.

n practice 2 In a test domain, obtain a certificate from a third-party software  publisher. 
Use Group Policy to deploy that certificate to the Trusted Publishers  certificate store on 
all clients in the domain.

Identify and Resolve Software Configuration Issues
Perform the following activity to learn to troubleshoot many computers on a network:

n practice 1 In a test domain, enable Event Forwarding on multiple source computers. 
Enable Event Forwarding on the collector computer, and then specify a common error 
to collect in order to test the results.

Identify Cause of and Resolve Software Failure Issues
Perform the following activity to learn one way to resolve an application compatibility issue:

n practice 1 On a computer whose CPU includes Intel-VT or AMD-V technology,  enable 
that feature in the BIOS. Then, download and install Virtual PC, and then download 
and install Windows XP Mode. Use Windows XP Mode to access applications installed 
in a virtual machine from the Start menu of Windows 7.

take a practice test

The practice tests on this book’s companion CD offer many options. For example, you can test 
yourself on just one exam objective, or you can test yourself on all the 70-685  certification 
exam content. You can set up the test so that it closely simulates the experience of taking 
a certification exam, or you can set it up in study mode so that you can look at the correct 
answers and explanations after you answer each question.

More INfo pRactice tests

For details about all the practice test options available, see the section entitled “How to 
Use the Practice Tests,” in the Introduction to this book.

MCITP_Exam_70-685.indb   370 2/17/2011   11:48:23 AM



645

Index

Symbols and 
Numbers
6to4, 253, 257
802.1X, 87
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definition, 2
troubleshooting with, 2–3
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ActiveX add-ons, 150–52
ActiveX Installer Service, 152–54
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150–51
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AD DS domain  
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HTTPS, 305–06
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Windows Boot Performance  
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Add-On List, 149
Add-ons, 147
ActiveX add-ons, 150–52
ActiveX Installer Service, 152–54
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enabling and disabling, 148
starting without, 149

Admin Approval Mode, 203–04
Administrator privileges, 197
Administrator rights
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Administrators
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Adware, 196
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enabling, 3–4

All Users profile (User Profile), 421
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Always-on connectivity
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misconceptions about, 194
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Application install failures, 364
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Arp (Arp.exe), 533, 536–37
Arp cache, 537
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Audit Logon Events, 139
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Authentication, 132, 229
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Credential Manager, 133–34
definition, 132–33
lesson review, 145–46



646

Authorization

lesson summary, 145
logon restriction  
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practices, 144–45
UAC compatibility problems, 135
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untrusted computer  

accounts, 143–44
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(APIPA), 60–61, 538–39
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(BIOS), 36, 39, 447–48
BCD registry file
manual updates to, 473–74

BCD store, 441–43
BCD Windows Management  

Instrumentation (WMI)  
provider, 441

BCDEdit output
interpretation of, 460–61

BCDEdit settings
backup and restoration of, 461

BCDEdit.exe, 441, 444, 460–65
Bi-directional access
through DirectAccess, 252

Biometrics, 132–33

BitLocker Drive  
Encryption, 130, 175

data recovery, 181–83
disabling or removing, 183–84
enabling, 178–80
Group Policy settings, 178
key management on local  

computers, 180–81
problems, 184
Trusted Platform Module (TPM) 

hardware, 176–77
USB flash drives, 177

BITS Net Utilization, 554
Blackhole routers, 558
Blocked drivers, 363
Blue screen, 597
Bluetooth problems, 528–29
Boot applications
optional, 443

Boot code, 448
Boot configuration data  

(BCD), 440–43
configuration of, 503
registry file, 440–43

Boot entry removal, 464, 490
Boot log analysis, 484–85
Boot logging, 479–80
Boot Manager menu  

items, 462
Boot menu time-out, 462
Boot process
understanding, 36–37

Boot sector
manual repairs to, 473

Bootable partition, 448
Bootcfg.exe, 441
BootPRO, 441
BootRec.exe, 444, 470–71
Bootsect.exe, 444, 473
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Bugcheck Information, 600
Built-in compatibility  

tools, 310–11
Built-in data collector  

sets, 322–23
Built-in diagnostics, 507
Built-in troubleshooting 

 packs, 492–93

c
Cache
nonvolatile, 519–20

CDPs, 258
Certificate problems
Internet Explorer, 158–59

Certificate revocation list  
(CRL), 232, 258

Certificate server, 231
Certificates
EFS, 168–70
personal, 172

Certification authority (CA)
untrusted, 142–43

Change Settings, 13
Change Troubleshooting  

Settings, 13–14
Checklist, 612–13
hardware, 615–17
software, 613–15

Chkdsk, 444
definition, 29
troubleshooting  

with, 29–31
using, 514–19

Client authentication, 158
Client IPv6 settings, 259
Client software, 226–28
Client systems protection  

(malware issues), 193–95
case scenario, 218–19
chapter practice test, 220
chapter practices, 219–20
chapter review, 218
chapter summary, 218
detected spyware, 208
key terms, 218
lesson practices, 214–15
lesson review, 216–17
lesson summary, 215–16
resolution of, 212–13
system infection, 211–12
types of, 195–96
UAC, 197
administrator  

privileges, 197
best practices, 205
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Disk problems

DHCP server, 231
Diagnosis, 501
built-in diagnostics, 507
data collector sets, 507–08
diagnostic tools, 504–05
disk-related problems, 505–07
hardware configuration, 502–04
hardware problems, 472
physical computer setup, 501–02
Reliability Monitor, 507
system firmware and peripheral 

firmware, 504
Windows Device Manager, 501
Windows Memory Diagnostics, 

508–13
Diagnostic Policy Service, 496
Diagnostic tools, 504–05, 616
Diagnostics
boot performance, 444–45
built-in, 507
disk failure, 495–96
memory, 495, 508–13

DirectAccess, 221–22, 251
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client IPv6 settings, 259
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infrastructure features, 255–59
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configuration, 260
lesson review, 265
lesson summary, 264–65
overview, 251–52
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transition technologies, 252–55
troubleshooting, 261–64

DirectAccess clients, 256–57
DirectAccess server, 256, 262
Disabled account, 138
Disaster recover features, 613
Disk Cleanup, 519
Disk Defragmenter
definition, 31
troubleshooting with, 31–32

Disk failure diagnostics, 495–96
Disk failures, 513–14
Disk problems, 513
ChkDsk, 514–19
diagnosis, 505–07

Connectivity troubleshooting
DirectAccess, 261–64
VPN client connections, 239

Contacts folder (User Profile), 421
Control Panel
Change Troubleshooting  

Settings, 13–14
UAC configuration in, 200–02
Windows Firewall, 382–83

Control Panel troubleshooters, 7–8
Control sets, 451–54
Controller settings, 616
Crashes, 18–19
Credential Manager, 133–34
Critical update, 273–74
Custom data collector sets, 324

d
Data authentication, 226, 266
Data collector sets
diagnosis, 507–08
network issues, 555–56
performance and, 321–25

Data recovery, 181–83
Data recovery agents (DRAs), 172–75
Debug and Dump Status  

Information, 600–01
Debugger settings
viewing and updating, 464–65

Default operating system  
entry, 461–62

Default profile, 422
Defragmentation, 327
Deny All Add-Ons Unless  

Specifically Allowed In 
The Add-On List, 149

Detected spyware, 208
Device Driver Roll Back, 485–86
Device Manager, 501, 523
startup problems, 483–84
troubleshooting with, 15–17

Device removal
temporary, 617

Device replacement, 617
Devices and Printers  

troubleshooter, 9–11

Control Panel  
configuration of, 200–02

disabling (through  
Local Security  
Policy or  
Group Policy), 205

Group Policy settings  
configuration of, 202–04

notifications for  
administrators, 197–98

notifications for standard  
users, 199

Windows Defender
best practices, 210–11
Group Policy settings, 209–10
spyware, 205–08

Code Red worm, 270
Collecting computer, 356
configuration, 301–02
definition, 298

Collector-initiated  
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COM objets, 363
Command Prompt, 444
Compatibility
of software updates, 273–74

Compatibility logging, 156–57
Compatibility tab, 358–61
Complete memory dump  

files, 602, 605
Complex traffic types, 375
Computer accounts
untrusted, 143–44

Computer Configuration, 277–78
Configuration Data  

Collector, 324
Configuration  

Manager 2007, 271, 273
Connection Manager, 226, 228
Connection Manager  

Administration Toolkit  
(CMAK), 228

Connection Security Rules, 386
Connectivity issues
PathPing and, 552–53

Connectivity process
DirectAccess, 261
VPN client connections, 236–39
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Disk Self Tests (DSTs)

key management on local  
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problems, 184
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hardware, 176–77
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and backup, 168–70
data recovery agents  

(DRAs), 172–75
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imports, 172
steps, 168
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lesson summary, 186–87

Enterprise management tools, 111
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Error reporting, 615
Error reporting improvements, 497
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AD DS domains, 299
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event subscription, 302–05
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lesson review, 313–14
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process of, 298–99
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creation of, 302–05
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Event Trace Data Collector, 324
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self-healing NTFS, 496
System Restore, 524
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updated drivers, 520
USB, 525
Windows Memory  
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Windows Troubleshooting  

Platform, 491–93
Driver reliability improvements, 497
Driver updates, 615
Driver Verifier, 520–22
Drivers
blocked, 363
updated, 520

Dual in-line package (DIP)  
switches, 502

Dynamic Host Configuration  
Protocol (DHCP), 538–39
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EASYBCD, 441
Elevation, 197, 203–04
Encrypting File System (EFS), 167
additional users, 170–72
certificate creation  

and backup, 168–70
data recovery agents  

(DRAs), 172–75
personal certificate imports, 172
steps, 168

Encryption, 167
BitLocker, 175
data recovery, 181–83
disabling or removing, 183–84
enabling, 178–80
Group Policy settings, 178

Disk Cleanup, 519
disk failures, 513–14
nonvolatile cache  

disabling, 519–20
performance, 326–28
unpredictable  

symptoms, 500–01
Disk Self Tests (DSTs), 495–96
Disk space management, 407–09
Disk space requirements  

(software), 611–13
Diskpart.exe, 444
DiskView, 529–30
DLLs, 363
DNS cache
cleaning, 73
disabling, 73
management, 72
viewing, 72

DNS lookups, 549–50
DNS records, 549
DNS server, 230
connectivity verification, 581–82
DirectAccess clients and, 263–64
NetBIOS names and, 542
Nslookup and, 547–50

Do Not Allow Users To Enable Or 
Disable Add-Ons, 149

Domain controllers, 230, 257
Domain firewall profile, 263
Domain joining and logging  

problems, 586–89
Domain Networks firewall  

profile, 377
Download Signed ActiveX  

Controls, 151
Download Unsigned ActiveX  

Controls, 152
Downloads folder (User Profile), 421
Driver compatibility
Stop messages and, 614

Driver failure, 481–85
Driver information, 483
Driver Information, 600
Driver issues/problems, 491, 520
Device Manager and resource us-

age, 523
disk failure diagnostics, 495–96
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Hardware issues

Group policy settings, 80–82
printers, 110–11

Group Policy settings
Application Compatibility  

Diagnostics, 312–13
BitLocker, 178
disk failure diagnostics, 496
Folder Redirection, 428
offline files, 410–17
startup application disabling 

through, 488–89
UAC configuration, 202–04
UAC disabling, 205
Windows Boot Performance  

Diagnostics, 444
Windows Defender, 209–10
Windows Firewall, 387–89
Windows Update configuration 

using, 277–79

h
Handle, 530–31
Hard disks
troubleshooting, 41–42

Hardware and Devices  
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Hardware clock speeds
nondefault, 616

Hardware configuration, 502–05
Hardware diagnostic tools, 616
Hardware failures
Reliability Monitor  

diagnoses, 18–19
software failures versus, 35

Hardware installation  
and connections, 616

Hardware installation problems, 498
Hardware issues, 491
diagnosis, 472, 501
built-in diagnostics, 507
data collector sets, 507–08
diagnostic tools, 504–05
disk-related problems, 505–07
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target folder location, 431–32
user profiles, 419–20
roaming profile  

incompatibility, 425–27
Windows Vista and, 421–25

Firewall
configuration, 119–20
DirectAccess clients and, 263

Firmware
nondefault settings, 615
system and peripheral, 504

FIXBOOT, 471
FIXMBR, 471
Flash drives, 177, 327
Folder encryption, 168
Folder locations, 358
Folder Redirection, 427–28
configuration of, 430–31
definition, 427
improvements in, 428–29

Folder Redirection Settings
tab options, 432–33

Folder restoration, 413–17
Forefront, 211
Format.exe, 444
Forwarding computer
configuration, 299–301
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Fragmentation, 326–27
Free space, 326–27
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Global debugger settings
viewing and updating, 464–65

Global IPv6, 262–63
Graphical Chkdsk interface, 516–17
Graphical tools
Windows Update configuration 

using, 277
Group Policy Management Console 

(GPMC), 430
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Internet Explorer, 160

Event Viewer, 356
logs, 614
network issues, 537–38
startup problems, 482
troubleshooting with, 19–20
wireless connection  

problems, 95–96
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Execute Print Drivers In Isolated 

Processes, 110
Executive initialization Stop  

errors, 601
Extensible Firmware Interface  

(EFI), 440, 448–49
External connections
verification of, 344

f
Faulty drivers, 16–17
File and Printer Sharing, 119, 

589–91
File replacement, 474–75
File restoration, 413–17
File Signature Verification, 522–23
Files and settings management, 395
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offline files, 395
automatic synchronization, 401
disk space management, 407–09
Group Policy settings, 410–17
manual synchronization, 401–02
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management, 404–07
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Hardware malfunction messages
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(ISA) devices, 505

Intranet servers
DirectAccess clients and, 263–64

Intra-site Automatic Tunnel  
Addressing Protocol  
(ISATAP), 253

IpConfig, 54–55
IPConfig, 533, 536, 538–39
IP-HTTPS, 255, 257
IPSec, 258
Ipsec AuthIPv4, 554
IPv4, 222, 554
IPv4 NAT, 255
IPv6, 222, 257, 536
DirectAccess and, 262–63
Internet features  

configuration, 260
Performance Monitor and, 554
settings, 259

IPv6 NAT, 255
IPv6 transition technologies, 252–55
IPv6-capable network, 257–58
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j
Jumpers, 502

k
Kernel debuggers, 608–10, 612, 615
Kernel loading phase, 451–55
Kernel memory dump files, 602, 

604–05
Key management
on local computers, 180–81

Key pair, 231
Keyloggers, 196
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Last Known Good Configuration, 

478–79, 613, 615
Latency, 56, 58

HTTPS, 298, 305–06
Hubs
USB, 527–28

Hyper-V, 362

i
ICMP, 554
ICMPv6, 554
Inbound exceptions, 378–81
Inbound traffic, 373
Infection (malware), 211–12
Information sources, 615, 617
Infrastructure features
of DirectAccess, 255–59

Initial startup phase, 446–49
Initialize And Script ActiveX  

Controls Not Marked As Safe 
For Scripting, 152

Installation Stop errors, 601
Intermittent connectivity  

issues, 583–85
Internet Assigned Numbers  

Authority (IANA), 222
Internet Explorer, 147
ActiveX Installer Service  

exercise, 161
add-ons, 147
ActiveX add-ons, 150–52
ActiveX Installer Service, 152–54
AD DS domain  

environments, 149
enabling and disabling, 148
starting without, 149

certificate problems, 158–59
certification issues  

exercises, 161–64
group policy restrictions, 160
lesson review, 165–66
lesson summary, 164–65
Protected Mode, 155–57, 358
Trusted Sites list, 154–55
versioning, 358
Windows 7 (64-bit versions), 154

Internet Key Exchange version 2 
(IKEv2), 232–33

Internet Printing Protocol (IPP), 119

hardware configuration, 502–04
physical computer  

setup, 501–02
Reliability Monitor, 507
system firmware and peripheral 

firmware, 504
Windows Device Manager, 501
Windows Memory  

Diagnostics, 508–13
Startup Repair, 472
Stop errors caused by, 601
summary, 532
troubleshooting process, 497
existing problems, 499–500
installation problems, 498
unpredictable  

symptoms, 500–01
Windows starting problems, 497

troubleshooting tools, 529
DiskView, 529–30
Handle, 530–31
Process Monitor, 531–32

USB, 525
Windows 7 troubleshooting  

improvements, 491
disk failure diagnostics, 495–96
driver reliability  

improvements, 497
error reporting  

improvements, 497
Resource Monitor, 494–95
self-healing NTFS, 496
Windows Memory  

Diagnostics, 495
Windows Troubleshooting  

Platform, 491–93
Hardware malfunction  

messages, 612
Hardware troubleshooters, 12–13
Hardware-related updates, 616
Hibernation, 329
Home or Work (Private) Networks 

firewall profile, 377
Hosting
alternate, 311

Hosts file, 582–83
Hotspots, 49
HTTP, 298
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Nblookup

Microsoft Malware Protection 
Center, 209

Microsoft Notepad, 71
Microsoft Online Crash Analysis 

(MOCA), 495
Microsoft Outlook Web Access 

(OWA), 252
Microsoft Product Support  

Services, 598
Microsoft System Center  

Configuration Manager 2007, 
271, 273

Microsoft Virtual PC 2007, 361
Microsoft Virtual Server VRMC 

Control, 147
Monitoring
printer events, 108–10

Monitoring node, 384
Motherboard
troubleshooting, 38–40

Mouse devices
troubleshooting, 15

Mouse Properties, 11
Mouse Settings, 11
Multifactor authentication, 132
My Documents, 421
My Music, 421
My Pictures, 421
My Videos, 421

n
Name resolution
definition of, 580

Name resolution issues, 70, 580–83
DNS cache cleaning, 73
DNS cache disabling, 73
DNS cache management, 72
DNS cache viewing, 72
lesson review, 75–76
lesson summary, 75
practices, 73–74, 102–03
problems, 70–72

Name Resolution Policy Table 
(NRPT), 257

Native IPv6, 257
Nblookup, 540

best practices, 205
Control Panel configuration  

of, 200–02
disabling (through Local Security 

Policy or Group Policy), 205
Group Policy settings  

configuration of, 202–04
notifications for  

administrators, 197–98
notifications for standard  

users, 199
Windows Defender
best practices, 210–11
Group Policy settings, 209–10
spyware, 205–08

Mandatory Integrity Control  
(MIC), 155

Manual file replacement, 474–75
Manual initiation
of Stop errors, 605–06

Manual repairs
boot sector, 473

Manual software  
installation, 276–77

Manual synchronization, 401–02
Manual troubleshooting
for network connections, 62–64

Manual updates
BCD registry file, 473–74

Manual wireless connections, 78–79
Media access control (MAC), 536–37
Memory compatibility, 616
Memory diagnostics, 495, 508–13
Memory dump files, 602–03
complete, 602, 605
kernel, 602, 604–05
small, 602–04
stop error analysis and, 606–10
stop error initiation and, 605–06

Memory problems
automatic detection of, 510

Microsoft Baseline Security Analyzer 
(MBSA), 280

Microsoft Debugging Tools, 598
Microsoft Deployment Toolkit, 275
Microsoft Help and Support, 598
Microsoft Kerberos SSP, 298
Microsoft Knowledge Base, 598

Layer 2 Tunneling Protocol  
(L2TP), 234–35

Libraries, 424–25
Licensing
verification of, 344

Links folder (User Profile), 421
Listener, 300
Local computers
key management on, 180–81

Local folder (User Profile), 422
Local printer exercise, 122
Local Security Policy
disabling UAC through, 205

LocalLow folder (User Profile), 422
Logo testing, 343
Logon
automatic, 465–66
domain accounts, 586–89
hour restrictions, 136
startup troubleshooting  

after, 486–90
Logon phase, 456
Logon restriction  

identification, 135–38
Logon scripts, 488–89

M
Machine accounts, 143
Malware issues, 193–95
case scenario, 218–19
chapter practice test, 220
chapter practices, 219–20
chapter review, 218
chapter summary, 218
detected spyware, 208
key terms, 218
lesson practices, 214–15
lesson review, 216–17
lesson summary, 215–16
misconceptions, 193–94
resolution of, 212–13
software updates and, 270
system infection, 211–12
types of, 195–96
UAC, 197
administrator privileges, 197
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group policy settings, 110–11
key terms, 125
lesson practices, 120–22
lesson review, 123–24
lesson summary, 123
network problems, 116–19
Printer Troubleshooter, 107–08
server problems, 111–13
sharing, 112

Network troubleshooting  
tools, 54

Ipconfig, 54–55
Nslookup, 59–60
PathPing, 56–58
Ping, 55–56
PortQry, 58–59

Networking, 49–50
case scenarios, 101
key terms, 100–01
name resolution issues, 70
DNS cache cleaning, 73
DNS cache disabling, 73
DNS cache management, 72
DNS cache viewing, 72
lesson review, 75–76
lesson summary, 75
practices, 73–74, 102–03
problems, 70–72

network connectivity issues, 51
APIPA address, 60–61
lesson review, 68–69
lesson summary, 68
network troubleshooting  

tools, 54
Ipconfig, 54–55
Nslookup, 59–60
PathPing, 56–58
Ping, 55–56
PortQry, 58–59

practices, 102
problems, 61–62
application, 64–66
manual troubleshooting, 62–64
practice, 66–67

Windows network diagnostics, 
51–54

review, 100
summary, 100

name resolution  
problems, 580–83

network connectivity  
problems, 572–76

Network Discovery, 589
performance problems and  

intermittent connectivity  
issues, 583–85

Windows Firewall  
problems, 594

wireless networks, 592–93
troubleshooting tools, 533–36
Arp (Arp.exe), 536–37
data collector sets, 555–56
Event Viewer, 537–38
IPConfig, 538–39
Nblookup, 540
Nbtstat, 540–42
Net (Net.exe), 542–44
Netstat, 544–45
Network Monitor, 546–47
Nslookup, 547–50
PathPing, 550–53
Performance Monitor, 553–55
Ping, 557–58
PortQry, 558–61
Resource Monitor, 556–57
routing, 561–63
service connectivity testing, 567
Task Manager, 563–66
TCPView, 566
Telnet Client, 566–67
Test TCP, 568–69
Windows Network  

Diagnostics, 570
Network location server, 257
Network locations, 375–77
Network Monitor, 533, 546–47
Network Policy Server  

(NPS), 226, 232
Network printers, 105–07
case scenarios, 125–26
chapter practice test, 127
chapter practices, 126–27
chapter review, 125
chapter summary, 125
driver problems, 113–16
events monitoring, 108–10

NBT Connection, 554
Nbtstat, 533, 540–42
Net (Net.exe), 533, 542–44
NET CLR Networking, 554
Net share, 543
Net view, 543–44
NetBIOS names, 540–42
Netdom, 144
NetSetup Log file, 587–88
Netsh, 536
Netsh wlan connect command, 83
Netstat, 533, 536, 544–45
Network Adapter troubleshooter, 8
Network Address Translation  

(NAT), 255
Network authentication issues, 142
Network connectivity  

issues, 51, 572–76
APIPA address, 60–61
lesson review, 68–69
lesson summary, 68
network troubleshooting  

tools, 54
Ipconfig, 54–55
Nslookup, 59–60
PathPing, 56–58
Ping, 55–56
PortQry, 58–59

practices, 102
problems, 61–62
application, 64–66
manual troubleshooting, 62–64
practice, 66–67

Windows network  
diagnostics, 51–54

Network Diagnostics, 592–93
Network Discovery, 589
Network Interface, 554
Network issues, 533
printers, 116–19
summary, 595
troubleshooting process, 570–71
application connectivity  

problems, 576–80
domain joining and logging 

problems, 586–89
file and printer  

sharing, 589–91
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Printer management

disk performance  
problems, 326–28

lesson review, 333–34
lesson summary, 333
Performance Monitor, 319–21
power settings, 329–30
practices, 331–33
system configuration, 330
Task Manager, 315–19

Performance Counter  
Alert, 324

Performance Counter Data  
Collector, 324

Performance Monitor
network issues, 553–55
network performance  

problems, 533
troubleshooting, 319–21
USB problems, 526–27

Peripheral firmware, 504
Personal certificate imports, 172
Physical computer setup, 501–02
Pilot group, 274
Ping, 55–56, 536, 557–58
Playing Audio troubleshooter, 7
Point and Print, 115–16
Point-to-Point Tunneling Protocol 

(PPTP), 235
PortQry, 58–59, 533, 536,  

558–61, 578
Power settings, 329–30
Power supply unit
troubleshooting, 37–38

Power-on self test (POST), 446
Previous versions, 413–17
Print drivers
print servers and, 113–14
printer sharing clients, 114–15

Print queue, 112–13
Print servers, 111
driver updates for, 113–14
requirements for, 111–12

Print Spooler, 111–12
Printer drivers
automatic installation of, 111

Printer events
monitoring, 108–10

Printer management, 112

viewing, 403
working offline, 402–03
working with, 398–99

Operating system changes
application compatibility  

and, 310
Operating system  

updates, 615
Operating system versioning, 358
Operating systems
BCDEdit and, 462–64

Outbound traffic, 374
Override Print Driver Execution 

Compatibility Setting Report 
By Print Driver, 110

p
Partition table, 448
Password expiration, 137–38
PathPing, 56–58, 533, 536,  

550–53, 585
PathPing output, 550–51
Performance, 295–97
case scenarios, 336–37
chapter review, 335
chapter summary, 335
event forwarding, 298
AD DS domains, 299
collecting computer, 301–02
event subscription, 302–05
forwarding computer, 299–301
HTTPS, 305–06

lesson review, 313–14
lesson summary, 313
practices, 310–13
process of, 298–99
troubleshooting, 307–09
workgroup environments, 306–07

key terms, 335
network issues, 583–85
PathPing, 552
practice test, 338
practices, 337–38
troubleshooting, 315
data collector sets  

and reports, 321–25

wireless connectivity issues, 77
common problems, 92–95
Event Viewer, 95–96
group policy settings, 80–82
lesson review, 98–99
lesson summary, 98
manual connection, 78–79
overview, 77–78
practices, 96–97, 103
priorities changes, 85
profile types
configuration of, 91

reconfiguration, 84–85
scripts, 82–84
security, 86–88
wireless network profile, 79–80
WPA-EAP security, 88–90

New computers
software installation on, 275–76

Non-Microsoft tools
BCD registry modification  

with, 441
Nonvolatile cache  

disabling, 519–20
Notepad.exe, 444
Nslookup, 59–60, 533, 536,  

547–50
NTFS
Chkdsk and, 517–19
self-healing, 496

Ntldr, 440, 443
NvrBoot, 441

o
Offline files, 395
automatic synchronization, 401
definition, 396
disk space management, 407–09
Group Policy settings, 410–17
manual synchronization, 401–02
practice, 417–18
reasons for, 398
removing, 400
Sync Center for synchronization 

management, 404–07
understanding, 396–98
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Printer sharing

practices, 268
VPN client connections, 223
connectivity process, 236–39
connectivity  

troubleshooting, 239
lesson review, 249–50
lesson summary, 249
practices, 239–49
tunneling protocols, 232–35
understanding, 223–32

Remote access VPN  
infrastructure, 226–32

Remote Desktop, 544–45
Remote Desktop Services, 362
Remote management  

protocols, 560
Reports
performance data, 325

Resource Monitor
hardware problems, 491
network issues, 556–57
network performance  

problems, 533
performance and connectivity 

problems, 584
Windows 7 troubleshooting  

improvements, 494–95
Resource usage
Device Manager and, 523

Restart Manager, 283
Roaming profile  

incompatibility, 425–27
Roaming user profile, 419
Roaming user profile folder, 422
Roaming users, 419
Folder Redirection, 427–28
configuration of, 430–31
improvements in, 428–29

Folder Redirection Settings tab 
options, 432–33

incompatibility, 425–26
practice, 433–37
target folder location, 431–32
user profiles, 419–20
roaming profile  

incompatibility, 425–27
Windows Vista and, 421–25

Rootkit, 175, 194, 196, 213

Pull delivery mode, 303
Push delivery mode, 304

q
Quality Assurance (QA), 274

R
RAM
troubleshooting, 40–41
Windows Memory  

Diagnostic, 24–29
REBUILDBCD, 471
Recommend User Action, 600
Reconfiguration
of wireless networks, 84–85

Redirector, 554
Reliability Monitor
definition, 17
diagnosis, 507
hardware failure  

diagnoses, 18–19
hardware problems, 491
troubleshooting with, 17–18

Remote access  
authentication, 229

Remote access  
connections, 221–22

case scenarios, 266–67
chapter review, 266
chapter summary, 266
DirectAccess, 251
client IPv6 settings, 259
connection process, 261
infrastructure features, 255–59
IPv6 Internet features  

configuration, 260
lesson review, 265
lesson summary, 264–65
overview, 251–52
practice, 264
transition technologies, 252–55
troubleshooting, 261–64

key terms, 266
practice test, 268

Printer sharing
client sharing, 117–18
driver additions for, 114–15
practices, 120–22
server sharing, 118–20
steps in, 112

Printer Troubleshooter, 107–08
Printers, 105–07
case scenarios, 125–26
chapter practice test, 127
chapter practices, 126–27
chapter review, 125
chapter summary, 125
driver problems, 113–16
events monitoring, 108–10
group policy settings, 110–11
key terms, 125
lesson practices, 120–22
lesson review, 123–24
lesson summary, 123
network problems, 116–19
Printer Troubleshooter, 107–08
server problems, 111–13

Priorities changes
for wireless networks, 85

Private key infrastructure  
(PKI), 231, 258

Process Identifiers (PIDs), 544–45
Process Monitor
hardware troubleshooting, 531–32

Processor time, 317–19
Profiles
domain firewall, 263
Windows Firewall, 377–78

Program Compatibility Assistant 
(PCA), 358–59, 363–64

Program Compatibility  
Troubleshooter, 358–60

Program stopping, 319
Protected Mode, 155–57
Protected Mode Compatibility 

Layer, 156
Public key, 231
Public Networks firewall  

profile, 377
Public profile, 422
Publishers
trusted, 342–43
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Smart cards

group policy restrictions, 160
lesson review, 165–66
lesson summary, 164–65
Protected Mode, 155–57
Trusted Sites list, 154–55

key terms, 189
practice test, 192
practices, 190–91
printers and, 111
wireless networking, 86–88
WPA-EAP, 88–90

Security enhancements
application compatibility, 310
DirectAccess, 252

Security support provider  
(SSP), 298–99

Self-healing NTFS, 496
Self-Monitoring Analysis and  

Reporting Technology 
(SMART), 495–96

Server authentication, 158
Server Certificate Policy, 153
Server problems
for printers, 111–13

Servers, 554, 591
Service connectivity  

testing, 559–60, 567
Service disabling
during startup, 486

Service failure, 481–85
Service information, 483
Service pack, 273–74
Service pack updates, 614
Service Set Identifier  

(SSID), 79–80
Session Manager, 454–55
Settings configuration
for troubleshooters, 13–15

Setup Analysis Tool (SAT), 363
Shift key
startup application disabling 

through, 487–88
Shockwave Flash, 147
Signed ActiveX Controls, 153
Single-sign on feature, 133
Small memory dump  

files, 602–04
Smart cards, 132

UAC compatibility  
problems, 135

untrusted certification  
authority, 142–43

untrusted computer  
accounts, 143–44

case scenarios, 189–90
chapter review, 188
chapter summary, 188–89
DirectAccess, 252
encryption, 167
BitLocker, 175
data recovery, 181–83
disabling or removing, 183–84
enabling, 178–80
Group Policy settings, 178
key management on local  

computers, 180–81
problems, 184
Trusted Platform Module (TPM) 

hardware, 176–77
USB flash drives, 177

Encrypting File System  
(EFS), 167

additional users, 170–72
certificate creation  

and backup, 168–70
data recovery agents  

(DRAs), 172–75
personal certificate  

imports, 172
steps, 168

lesson practices, 184–86
lesson review, 187
lesson summary, 186–87

Internet Explorer, 147
ActiveX Installer Service  

exercise, 161
add-ons, 147
ActiveX add-ons, 150–52
ActiveX Installer Service, 152–54
AD DS domain  

environments, 149
enabling and disabling, 148
starting without, 149
certificate problems, 158–59
certification issues  

exercises, 161–64

Route, 536
Routine checks, 14
Routing, 561–63
Routing and Remote Access  

Services (RRAS), 226, 229–30
Routing loops, 552
Routing tables, 561
Run ActiveX Controls And  

Plug-Ins, 152
RunSynchronous commands, 275

s
Safe mode, 481–83, 614
SAN list, 159
Saved Games folder  

(User Profile), 421
Scanning
in Windows Defender, 207–08

SCANOS, 471
Script ActiveX Controls Marked  

Safe For Scripting, 152
Scripting
software updates, 279

Scripts, 82–84
SCSI configuration
verification of, 503

SCSI disk, 616
Seamless connectivity
of DirectAccess, 252

Searches folder  
(User Profile), 421

Secure Desktop, 203–04
Secure Socket Tunneling Protocol 

(SSTP), 232–34
Secure Sockets Layer (SSL), 298
Security, 129–31
authentication, 132
auditing, 138–41
Credential Manager, 133–34
definition, 132–33
lesson review, 145–46
lesson summary, 145
logon restriction  

identification, 135–38
network issues, 142
practices, 144–45
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Sniffer

Standard users
UAC notifications for, 199

Standby, 329
Starting Windows logo  

(troubleshooting after), 476–77
boot logging, 479–80
Device Driver Roll Back, 485–86
Last Known Good  

Configuration, 478–79
safe mode, 481
service and driver failure, 481–85
service disabling, 486
Startup Repair, 478
System Restore, 479

Starting Windows logo  
(troubleshooting  
before), 467–68

BCD registry file manual  
update, 473–74

boot sector manual  
repairs, 473

BootReC.exe, 470–71
file replacement (manual), 474–75
hardware problem  

diagnosis, 472
Startup Repair, 469–70
System Restore, 472
Windows reinstallement, 475–76
Windows XP recovery console 

equivalents, 471
Startup and Recovery, 440–41
Startup and Recovery dialog  

box, 458–59
Startup applications and processes
permanently disabling, 489–90
temporarily disabling, 487–89

Startup configuration and  
troubleshooting, 439

boot configuration data, 440–43
important startup files, 457–58
initial startup phase, 446–49
kernel loading phase, 451–55
logon phase, 456
power-on self test (POST), 446
startup process and, 445–46
startup settings, 458
automatic logon, 465–66
BCDEdit, 460–65

configuration issues, 308–10
installation failures, 340
AppLocker and installation re-

strictions, 299–302
installation requirements  

and, 296–99
lesson review, 306–08
lesson summary, 306
practices, 302–06

key terms, 318
practice tests, 320
practices, 320

Software updates, 269–71
application methods, 271–73
case scenarios, 291–92
chapter practice test, 293
chapter practices, 292
chapter summary, 290
compatibility, 273–74
installation, 274–75
automatic, 277–79
manual, 276–77
new computers, 275–76
scripting updates, 279
troubleshooting, 282–83
update removal, 283–84
verification, 280–81

key terms, 290–91
lesson practices, 284–88
lesson review, 289
lesson summary, 288–89
removal of, 283–84

Sound disabling, 466
Source computer-initiated  

subscriptions, 301
Source computers, 356
Source port, 560
SpyNet, 210
Spyware
definition, 196
detected, 208
Windows Defender  

and, 205–08
SSL certificates, 159
SSTP, 232–34
Stack, 610
Standard User Analyzer  

(SUA), 363

Sniffer, 546
Software checklist, 613–15
Software disk space  

requirements, 611–12
Software failures, 35
Software installation, 274–75
automatic, 277–79
manual, 276–77
media location, 343–44
new computers, 275–76
scripting updates, 279
settings, 344
troubleshooting, 282–83
update removal, 283–84
verification, 280–81

Software installation failures, 340
AppLocker and installation  

restrictions, 299–302
installation requirements  

and, 296–99
Software installation  

requirements, 296–99
Software installation  

restrictions, 299–302
Software logo testing, 343
Software reinstallation, 357
Software repair, 357
Software Restriction Policies  

(SRP), 340, 345–47
Software troubleshooting, 339
application compatibility, 308–10
alternate hosting, 311
Application Compatibility Di-

agnostics and Group Policy 
settings, 312–13

Application Compatibility Toolkit 
(ACT), 311–12

lesson review, 315–17
lesson summary, 314–15
operating system  

changes, 310
practice, 313–14
security enhancements, 310
Windows 7 built-in compatibility 

tools, 310–11
case scenarios, 318–19
chapter review, 317
chapter summary, 318
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System Restore

definition, 597
Driver Information, 600
hardware malfunction  

messages, 612
identification of, 598
kernel memory dump files, 604–05
memory dump files, 602–03
overview, 597
Recommend User Action, 600
recording and saving, 611
small memory dump files, 603–04
Stop error analysis and memory 

dump files, 606–10
Stop error initiation and memory 

dump files, 605–06
summary, 617
Technical Information, 600
troubleshooting information, 598

Subject Alternative Names  
(SANs), 159

Symbol files, 608–10, 612
Sync Center, 404–07
Synchronization
automatic, 401
Folder Redirection, 428
manual, 401–02

Synchronization management
Sync Center for, 404–07

System Configuration, 330
System Configuration tool, 459–60
System Configuration utility, 330, 

441–51, 486, 488
System firmware, 504
System Image Recovery, 444
System infection (malware), 211–12
System Information, 483
System Maintenance  

troubleshooter, 14
System Recovery, 443–44, 469–70
System Recovery Options, 21–23, 26
System restart
prevention of, 610–11
safe mode, 614

System Restore, 356
driver problems, 524
Startup Repair and, 472
startup troubleshooting, 472, 479
System Recovery and, 443–44

Startup files
important, 457–58

Startup process, 445–46
Startup process speed,  

466–67
Startup Repair
definition, 21
launching, 21–24
startup troubleshooting, 21, 

469–70, 478
Stop messages, 614
System Recovery and, 443

Startup settings, 458
automatic logon, 465–66
BCDEdit, 460–65
sound disabling, 466
Startup and Recovery dialog  

box, 458–59
startup process speed, 466–67
System Configuration tool, 459–60
Windows Boot Loader  

removal, 465
Startup sound disabling, 466
Stop error analysis
memory dump files and, 606–10

Stop error initiation
memory dump files and, 605–06

Stop error preparation, 610
kernel debugger and symbol  

files, 612
software disk space  

requirements, 611–12
Stop message recording  

and saving, 611
system restart prevention, 610–11

Stop errors
manual initiation of, 605–06
memory dump files and, 606–10
types of, 601

Stop messages, 597, 599–600
Bugcheck information, 600
checklist, 612–13
hardware, 615–17
software, 613–15

complete memory dump  
files, 605

Debug and Dump Status  
Information, 600–01

sound disabling, 466
Startup and Recovery dialog box, 

458–59
startup process speed, 466–67
System Configuration  

tool, 459–60
Windows Boot Loader  

removal, 465
summary, 490
system recovery, 443–44
troubleshooting process, 467
logon (after), 486–90
Starting Windows logo  

(after), 476–77
boot logging, 479–80
Device Driver  

Roll Back, 485–86
Last Known Good  

Configuration, 478–79
safe mode, 481
service and driver  

failure, 481–85
service disabling, 486
Startup Repair, 478
System Restore, 479

Starting Windows logo  
(before), 467–68

BCD registry file manual  
update, 473–74

boot sector manual  
repairs, 473

BootReC.exe, 470–71
file replacement  

(manual), 474–75
hardware problem  

diagnosis, 472
Startup Repair, 469–70
System Restore, 472
Windows reinstallement, 475–76
Windows XP recovery console 

equivalents, 471
Windows 7 changes, 439–40
Windows Boot Loader, 450–51
Windows Boot  

Manager, 449–50
Windows Boot Performance  

Diagnostics, 444–45
Startup failures, 21
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Tab options

v
Verification
of software updates, 280–81

Virtual memory, 327–28
Virtual PC 2007, 361
Virus, 195
Volume Boot Record, 440
VPN (virtual private network), 221
VPN client, 226–28
VPN client connections, 223
connectivity process, 236–39
connectivity troubleshooting, 239
lesson review, 249–50
lesson summary, 249
limitations of, 251–52
practices, 239–49
tunneling protocols, 232–35
understanding, 223–32

VPN encapsulation, 224–26
VPN Reconnect, 232–33, 266
VPN server, 229–30

w
WFAS console, 384–86
Wi-Fi Protected Access  

(WPA), 87
Windows 7
stratup changes, 439–40

Windows 7 64-bit, 154, 358
Windows 7 built-in compatibility 

tools, 310–11
Windows 7 compatibility
verification of, 342

Windows 7 Disk Cleanup, 327
Windows 7 Hardware  

Troubleshooting  
Components, 35–44

boot process, 36–37
case scenarios, 46–47
chapter review, 45
chapter summary, 45
hard disks, 41–42
hardware failures versus software 

failures, 35
key terms, 45

Control Panel  
configuration of, 200–02

disabling, 205
Group Policy settings  

configuration of, 202–04
UAC compatibility  

problems, 135
UAC notifications
administrators, 197–98
standard users, 199

UDP-based services, 561
UDPv4, 554
UDPv6, 554
UIAccess, 203–04
Uninstall, 489
Universal Resource Locator  

(URL), 119
Unsigned ActiveX Controls, 153
Untrusted certification  

authority, 142–43
Untrusted computer  

accounts, 143–44
Updated drivers, 520
Updates
BCD registry file, 473–74
hardware-related, 616
misconceptions about, 194
Stop messages and, 615

USB flash drives, 177
USB hubs, 527–28
USB problems, 524–25
Bluetooth problems, 528–29
driver and hardware problem solv-

ing, 525
limitations, 525–26
Performance Monitor, 526–27
USB hubs, 527–28

User account
automatic logon to, 465–66

User Account Control  
(UAC), 357

Application Compatibility, 364
User Configuration, 279
User profiles, 419–20
changes to, 421–25
definition, 419–21
roaming profile  

incompatibility, 425–27

t
Tab options
Folder Redirection, 432–33

Target folder location, 431–32
Task Manager, 315–19, 533, 545
network issues, 563–66
performance and connectivity 

problems, 584
TCP, 549–50
TCP Port, 559
TCPv4, 554
TCPv6, 554
TCPView, 545, 566
Technical Information, 600
Technical support, 617
Telnet Client, 533, 566–67, 578–80
Teredo, 254–55, 257
Test TCP, 568–69, 578
Third party software
BCD registry modification  

with, 441
Tracert, 536
Traffic encryption, 158
Transition technologies, 252–55
Trojan horse, 196
Troubleshooting packs
built-in, 492–93
definition, 5
remote use of, 493

Trusted ActiveX Controls, 153
Trusted Platform Module (TPM) 

hardware, 176–77
Trusted publishers
verification of, 342–43

Trusted Sites list, 154–55
Tunneling
definition, 225, 266
protocols, 232–35
VPN encapsulation and, 224–26

Turn Off Crash Detection, 149

u
UAC, 197
administrator privileges, 197
best practices, 205
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Windows XP recovery console equivalents

event logs, 390
Group Policy settings, 387–89
logs, 389–90
WFAS console, 384–86

troubleshooting process, 594
understanding, 371–75
updates and, 299–300

Windows Hardware Quality Labs 
(WHQL), 522

Windows Internet Naming Service 
(WINS), 540

Windows Media Player, 147
Windows Memory Diagnostic, 440, 

495, 508–13
definition, 24–25
System Recovery and, 444
troubleshooting with, 24–29

Windows Network Diagnostics, 
51–54, 533, 570

Windows Preinstallation  
Environment  
(Windows PE), 443

Windows Recovery Environment 
(WinRE), 21–23, 439, 467

Windows reinstallement, 475–76
Windows Remote Management, 

299–300, 356
Windows Resource  

Protection, 357, 368
Windows Resume Application, 440
Windows security
printers and, 111

Windows Server 2008 R2, 109–10
Windows Server Update Services 

(WSUS), 209, 271–73
Windows starting  

problems, 497
Windows System Image  

Manager, 275
Windows Troubleshooting  

Platform, 4–5, 491–93
Windows Update, 194, 209, 282–83
Windows Update client, 272
Windows Update Standalone  

Installer (Wusa.exe), 279
Windows XP Mode, 361–62, 368
Windows XP recovery console 

equivalents, 471

disk failure diagnostics, 495–96
driver reliability  

improvements, 497
error reporting  

improvements, 497
Resource Monitor, 494–95
self-healing NTFS, 496
Windows Memory  

Diagnostics, 495
Windows Troubleshooting  

Platform, 491–93
Windows Automated Installation  

Kit (AIK), 115
Windows Boot Loader, 440,  

450–51, 465
Windows Boot Loader  

objects, 442
Windows Boot Manager, 26,  

440, 449–50
EFI initial startup phase and, 448–49
Windows Memory Diagnostic  

and, 25–26
Windows Boot Manager object, 442
Windows Boot Performance  

Diagnostics, 444–45
Windows Defender
best practices, 210–11
Group Policy settings, 209–10
spyware and, 205–08

Windows Error Reporting  
(WER), 483, 495, 606–08

Windows Event Collector, 299, 356
Windows executive, 451
Windows failures, 18–19
Windows Firewall, 371
chapter summary, 394
complex traffic types, 375
configuration of, 119–20
inbound exceptions, 378–81
inbound traffic, 373
network locations, 375–77
outbound traffic, 374
practices, 391–93
profiles, 377–78
troubleshooting, 381
allowed programs  

(exceptions), 383–84
Control Panel, 382–83

lesson review, 44
lesson summary, 44
motherboard, 38–40
power supply unit, 37–38
practice test, 47
practices, 47
RAM, 40–41
testing, 42–43

Windows 7 Hardware  
Troubleshooting Tools, 2–34

Action Center, 2–3
alerts, 3–4

case scenarios, 46–47
chapter practice test, 47
chapter practices, 47
chapter review, 45
chapter summary, 45
Chkdsk, 29–31
Device Manager, 15–17
Disk Defragmenter, 31–32
Event Viewer, 19–20
key terms, 45
lesson practices, 32–33
lesson review, 34
lesson summary, 33
Reliability Monitor, 17–19
Startup Repair
launching, 21–24
startup failure  

troubleshooting, 21
Windows 7 troubleshooters, 4–5
Control Panel  

troubleshooter, 7–8
Devices and Printers  

troubleshooter, 9–11
hardware troubleshooters, 12–13
settings configuration, 13–15

Windows Memory  
Diagnostic, 24–29

Windows 7 logo testing, 343
Windows 7 troubleshooters, 4–5
Control Panel troubleshooter, 7–8
Devices and Printers  

troubleshooter, 9–11
hardware troubleshooters, 12–13
settings configuration, 13–15

Windows 7 troubleshooting  
improvements, 491
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Wired Equivalent Protection (WEP)

Wireless networks
troubleshooting process, 592–93

Workgroup environments
event forwarding and, 306–07

Working offline, 402–03
Worm, 194–95, 270
WPA2, 87
WPA-EAP security, 87–90
WPA-PSK, 87

profile types
configuration of, 91

reconfiguration, 84–85
scripts, 82–84
security, 86–88
wireless network  

profile, 79–80
WPA-EAP security, 88–90

Wireless network profile
configuration of, 91
manual creation of, 79–80

Wired Equivalent Protection  
(WEP), 87

Wireless connectivity issues
common problems, 92–95
Event Viewer, 95–96
group policy settings, 80–82
lesson review, 98–99
lesson summary, 98
manual connection, 78–79
practices, 96–97, 103
priorities changes, 85
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