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Introduction

ne of the great things about being the Microsoft Scripting Guy is the interac-
Otion | have with customers people who are using Windows PowerShell

to manage enterprise networks of every size and description: pure Microsoft
networks, heterogeneous networks, and even networks running software that is
obsolete and no longer supported. Within all of these interactions with customers
runs a common thread: How can | more ef ciently manage my network?

Windows PowerShell is the Microsoft answer to the question of more effective
and ef cient network management. At TechEd 2009 in Los Angeles, the Windows
PowerShell sessions were the most heavily attended of all of the sessions offered.
While | was manning the Microsoft Scripting Guys booth, nearly all of the ques-
tions | received were about Windows PowerShell. My Friday afternoon talk on
using Windows PowerShell to manage the Windows 7 desktop saw the highest
attendance of any session offered during that time slot. Quite frankly, | was sur-
prised that anyone attended because the convention center was a scant 15 miles
from Disneyland. | felt like | was competing with Mickey Mouse for the attendees
attention after a week of sessions.

Why | Wrote This Book

Windows administrators do not script. | have heard this truism for years. Prior to
becoming the Microsoft Scripting Guy, | delivered workshops to Microsoft Premier
Customers around the world on VBScript, Windows Management Instrumentation
(WMI), and Windows PowerShell. Because these workshops were so popular, | had
to train other instructors to assist with the demand for training. These scripting
workshops were the highest-rated workshops offered through Microsoft Premier
Services. There is de nitely a demand and an interest in scripting. Over the years,
the questions we elded began to repeat themselves: What is the best way to
do this? or What is the best way to do that? The scripting instructors formed a
work group as we researched answers to these common questions. At one point,
we discussed the creation of a scripting Best Practices workshop, and much of that
work has been incorporated into this book.

On Form and Function

To a very large extent, the use of your script will dictate the form that it takes. Will
all of the best practices in this book apply to every script that you write? No. The
goal of administrative scripting is to do work, and anything that enables you to
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ef ciently accomplish your task is probably acceptable. However, there is a point
when a quickly hobbled-together script can be more trouble than it is worth,
particularly if it introduces security concerns or reliability issues.

Several bene ts can be derived from following best practices. The rst is that
a well-crafted script will be easier to understand. If it is easier to read and under-
stand, it will be easier to modify when the time comes to add capability to the
script. If a problem arises with the script, it will also be easier to troubleshoot.

For Whom Is This Book?

Windows PowerShell 2.0 Best Practices is aimed at experienced IT professionals
including IT architects, engineers, administrators, and support professionals who
are working in large organizations and in the enterprise. IT pros who work in
smaller companies would also bene t from most of the guidelines concerning

the structuring of code, many of the tips and tricks, and much of the how to
sections regarding common everyday problems. The audience is expected to have
obtained the level of Windows PowerShell understanding presented in Microsoft
Windows PowerShell Step by Step (Microsoft Press, 2007). The audience is assumed
to know and understand the basics of Windows PowerShell: fundamental looping
constructs, basic decision-making code blocks, and a rudimentary understand-
ing of the use of cmdlets, which is the type of information they would obtain in a
three-day class. In this book, there are two level-setting chapters as well as refer-
ences back to topics covered in more detail in Microsoft Windows PowerShell Step
by Step. This book is a 300-level book, but the planning and managing section will
be very useful to IT managers seeking guidance on establishing scripting proce-
dures for an enterprise organization.

How Is This Book Organized?
This book is organized into ve sections as listed here:
o Part I: Introduction
o Part Il: Planning
o Part Ill: Designing
o Part IV: Testing and Deploying
o Part V: Optimizing
The rst four chapters introduce many of the new features of Windows
PowerShell 2.0. In Chapter 1, | cover a variety of the new cmdlets that are intro-
duced in Windows PowerShell 2.0 as well as best practices for deploying Windows

PowerShell 2.0 to different portions of the network. In Chapter 2, | discuss the new
xx Introduction



WMI features in Windows PowerShell 2.0 and provide tips for incorporating these
features into a management strategy for your network. Chapters 3 and 4 cover
Active Directory.

| begin the planning section of the book in Chapter 5 by identifying scripting
opportunities. Here | talk about the different types of technology available to the
scripter. In Chapters 6 and 7, | present best practices for con guring the scripting
environment and avoiding scripting pitfalls. Chapter 8 concludes the planning
section by discussing best practices for engendering scripting collaboration within
the corporate IT environment.

In the section about design, | go into a great amount of detail about functions
and help. There are signi cant new features in Windows PowerShell 2.0 that will
ratchet your enterprise scripts to a new level of functionality. Chapter 11 covers
modules, which are another new Windows PowerShell 2.0 feature that provides
the ability to store, share, and deploy functions and other program elements in
an easy-to-reuse manner. Because there are so many methods to get data into
and out of a Windows PowerShell script, | provide some guidelines to help you
determine the best methodology for your particular application. You cannot
always predict what the environment will be when your script is run. Therefore, in
Chapter 13, | discuss best practices for handling errors.

Of course, many errors can be avoided if a script is thoroughly tested prior to
deployment, so | ve included a section on testing and deploying. Script testing is
discussed in Chapter 14, including the types of tests to run and the type of envi-
ronment to use for your script testing. In Chapter 15, | discuss best practices for
running scripts. Here | talk about working with the script execution policy, code
signing, and other topics that are often confusing.

In the nal section of the book, | cover optimization. In Chapter 16, | present
different options for implementing logging in your script. | conclude Windows
PowerShell 2.0 Best Practices with Chapter 17, where | cover the new troubleshoot-
ing and debugging tools included in Windows PowerShell 2.0. There are many
choices for you to use, and | provide quite a bit of guidance, tips, and best prac-
tices to effectively troubleshoot a Windows PowerShell script.

NOTE Sidebars are provided by individuals in the industry as examples
for informational purposes only and may not represent the views of their
employers. No warranties, express, implied, or statutory, are made as to the
information provided in sidebars.
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What This Book Is Not

In Windows PowerShell 2.0 Best Practices, | assume that you have a basic under-
standing of Windows PowerShell. While | go to great lengths to explain the new
features of Windows PowerShell 2.0, | do not always devote the same detail to
the features of Windows PowerShell 1.0. Even though | think you can learn to use
Windows PowerShell from reading this book, it is not a comprehensive text, nor
is it a tutorial or even a Windows PowerShell reference book. The organization of
the book, while appropriate for dealing with Windows PowerShell best practices,
is not optimal for learning Windows PowerShell from scratch. | therefore recom-
mend the following books as either prereading prior to approaching this book or,
at a minimum, as supplemental reading while you are perusing this book:

0 Microsoft Windows PowerShell Step by Step (Microsoft Press, 2007)

0 Windows PowerShell Scripting Guide (Microsoft Press, 2008)

DIGITAL CONTENT FOR DIGITAL BOOK READERS If you bought a digital-
only edition of this book, you can enjoy select content from the print edition s
companion media. Visit http://go.microsoft.com/fwlink/?Linkld=169554 to get
your downloadable content. This content is always up to date and available to
all readers.

System Requirements
This book is designed to be used with the following software:

0 Windows XP or later

0 512 MB of RAM

0 P4 processor or higher

0 100 MB of available disk space

o Internet Explorer 6.0 or later

o Windows PowerShell 2.0 or later

The following list details the minimum system requirements needed to run the

companion media provided with this book:

0 Windows XP, with the latest service pack installed and the latest updates
from Microsoft Update Service

0 CD-ROM drive

o Display monitor capable of 1024 768 resolution

xXii Introduction



o Microsoft Mouse or compatible pointing device

o Adobe Reader for viewing the eBook (Adobe Reader is available as a
download at http://www.adobe.com.)

Support for This Book

Every effort has been made to ensure the accuracy of this book. As corrections or
changes are collected, they will be added to a Microsoft Knowledge Base article
accessible via the Microsoft Help and Support site. Microsoft Press provides sup-
port for books, including instructions for nding Knowledge Base articles, at the
following Web site: http://www.microsoft.com/learning/support/books/.

If you have questions regarding the book that are not answered by visiting the
site above or viewing a Knowledge Base article, send them to Microsoft Press via
e-mail to mspinput@microsoft.com. Please note that Microsoft software product
support is not offered through these addresses.

We Want to Hear from You

We welcome your feedback about this book. Please share your comments and

ideas via the following short survey: http://www.microsoft.com/learning/booksurvey.

Your participation will help Microsoft Press create books that better meet your
needs and your standards.

NOTE We hope that you will give us detailed feedback via our survey. If

you have questions about our publishing program, upcoming titles, or
Microsoft Press in general, we encourage you to interact with us via Twitter at
http://twitter.com/MicrosoftPress. For support issues, use only the e-mail
address shown above.
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About the Companion Media

n this book s companion media, | include all of the scripts that are discussed
O in the book. The scripts are stored in folders that correspond to the chapters
in the book. There is also a folder named Extras that contains extra scripts that |
wrote while working on the chapters.

Writing extra scripts has become a tradition for me throughout all of the ve
scripting books that | have written. Some of these are simply modi cations of the
scripts in the chapters, while others are scripts that | wrote for fun that | wanted to
share. You will also nd some planning templates and other tools that might be
useful to you as you develop your corporate scripting standards. Last but certainly
not least, you will nd a document that contains a summary of the best practices
from this book. It is my sincere hope that this document will become a quick ref-
erence that you can use to refer to the best practices for scripting when you have
a question while writing a script.
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Assessing the Scripting
Environment

Why Use Windows PowerShell 2.0? 3
Comparison with Windows PowerShell 1.0 4
New Features of Windows PowerShell 2.0 8
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o Deployment Requirements for Windows PowerShell 2.0 22
Deploying Windows PowerShell 2.0 23

Additional Resources 25

ith the release of Windows PowerShell 2.0, a number of enterprise customers are
Wrelying on a single-script environment to provide all of their script solutions. The
advantage to this approach, at rst glance, seems obvious: You no longer need to sup-
port multiple-script platforms. Is this a valid approach? You will examine the pros and
cons to this seeming scripting utopia in this chapter. Along the way, you will look at the
requirements for performing such an upgrade and hear from people in the eld about
their experiences in migrating to Windows PowerShell 2.0.

Why Use Windows PowerShell 2.0?

In my mind, a better question is: Why not use Windows PowerShell 2.0? If you are talking
about your personal computer, there may be little reason not to use Windows PowerShell
2.0. After all, it is a very small, free download from the Microsoft Download Center
(http://www.microsoft.com/downloads/). But as you will see, some dependencies must be
met, and it is the dependencies that may tilt the scale in one direction or the other.

Clearly, the main reason to use Windows PowerShell 2.0 is for the new features, and
some features are very compelling. At the top of that list is remoting, which is the ability
to run Windows PowerShell commands against remote computers. Remoting happens
to be the feature that causes the most dif culty on upgrade due to its dependence on
Windows Remote Management (WinRM) 2.0.



Perhaps second on the list of new features for Windows PowerShell 2.0 is the graphi-
cal scripting console. The graphical scripting console is like a script editor, and it has been a
highly requested feature from the eld since the earliest beta of Windows PowerShell 1.0. The
requirement for this feature is Microsoft .NET Framework 3.5. However, this is a nonissue in
most cases because, with any upgrade to the .NET Framework, you will want to test com-
patibility issues with existing applications. This testing will slow your migration to Windows
PowerShell 2.0 on a global basis.

Comparison with Windows PowerShell 1.0

If you dread learning a new version of Windows PowerShell because you just got comfortable
with PowerShell 1.0, you do not need to worry. You can use Windows PowerShell 2.0 in exact-
ly the same manner as you use PowerShell 1.0, with the advantages being better performance
and fewer unexpected surprises. Gradually, you may want to use some of the new features,
such as remoting and access to diagnostic logs, and some of the more advanced features,
such as modules and script cmdlets, to create more robust and powerful scripts. These can be
added to your scripting repertoire as required by the scripting needs of your environment.

Backward Compatibility

A major design goal for Windows PowerShell 2.0 is that it be 100 percent backward-compatible.
In other words, any script written for Windows PowerShell 1.0 will run on PowerShell 2.0. Be-
cause Windows PowerShell 1.0 and PowerShell 2.0 cannot be installed on the same computer
at the same time, it is necessary to ensure that your scripts will still work after an upgrade.

There are three ways in which this backward compatibility is achieved.
0 No Windows PowerShell 1.0 cmdlets or commands are renamed.
o No changes to Windows PowerShell 1.0 parameters are permitted.

0 The version tag is introduced.

NOTE Technically, the version tag existed in Windows PowerShell 1.0, and this is why you
can use it in your scripts. However, prior to the introduction of Windows PowerShell 2.0,
there was no need to use the version tag.

Using the Version Tag

To maintain compatibility with Windows PowerShell 1.0, you can use the version tag. Strictly
speaking, the version tag is not a requirement to enable Windows PowerShell scripts to
execute. For example, you do not use the version tag in QueryEventLogForTimeErrors.psl,

a script that was written on a Windows PowerShell 2.0 computer. However, this script does
not use any new features from Windows PowerShell 2.0. As a result, it is a script that can run
equally well on either Windows PowerShell 1.0 or PowerShell 2.0.

Assessing the Scripting Environment



QueryEventLogForTimeErrors.psl

Get-EventLog -LogName system |

Where-Object { $_.timegenerated -ge [datetime]::today -AND $_.source -eq "w32time" } |
Format-Table -Property TimeGenerated, entrytype, message -AutoSize -Wrap

As shown in Figure 1-1, the requested information is returned on a Windows PowerShell
1.0 computer, and the script runs without errors. Any script that is written on a Windows
PowerShell 1.0 computer will run on any computer on which PowerShell 2.0 is installed.
However, only scripts that do not use new Windows PowerShell features when written on
PowerShell 2.0 will run on a PowerShell 1.0 computer. To ensure compatibility, it is recom-
mended that you use the version tag.

EntryType

B:14 AM Information

h the time source Berlin.nwtraders.
B.A.P:123->192.168.2.1:123>.
:@8:14 AM Information The time provider HtpClient is currently recei
ving wvalid me data from Berlin.nwtraders.com
{ntp.diB.8.0.9:123->192_168.2.1:123>.
:@8:14 AM Information HtpClient ceeds in resolving domain peer Be
rlin.nwtra com after a previous failure.
:53:14 AM Harning i . nable to set a domain peer to u
i urce because of discovery error
. HtpClient will try again in 15 minute
ouble the reattempt interval thereafter
P The entry is not found. (BxEA
2/22/2089 8:53:13 nM Warning as unabhle to set a domain pe
se as a time source bhecause of discover
. MtpClient will try again in 15 minute
ouble the reattempt interval thereafter. he &
rror was: The entry is not found. {Bx8BA7B6EL>

FIGURE 1-1 A script written on Windows PowerShell 2.0 will run on a PowerShell 1.0 computer if it does
not use any new features.

The script in this gure is rather inef cient due to the way it operates. It gets all of the
events from the entire system event log and passes them to the Where-Object cmdlet, where
the Itering takes place. On my laptop, this script takes nearly 12 seconds to run. You can do
better than that by using one of the new parameters that was added to the Get-EventLog
cmdlet the source parameter. The revised script that uses the new Windows PowerShell 2.0
features is shown here.

QueryEventLogForTimeErrorsV2.psl

#requires -version 2.0

Get-EventLog -LogName system -source w32time]

Where-Object { $_.timegenerated -ge [datetime]::today } |

Format-Table -Property TimeGenerated, entrytype, message -AutoSize —-Wrap

There are actually two bene ts to the revised script. The rst bene tis that the code is
much simpler to understand. You now have a single WHERE clause instead of the more com-
plicated compound WHERE clause. The second bene t pertains to how quickly the script runs.
This script completes in half the time on my laptop.

Comparison with Windows PowerShell 1.0



As mentioned earlier, the #requires version 2.0 tag is not a requirement to enable the use
of the new features of Windows PowerShell 2.0. If all of your computers are running Windows
PowerShell 2.0 and you never share your scripts with another person, there is no real need to
have the #requires version 2.0 tag present in your code.

The problem comes into play when a version 2.0 script is run on a computer running
Windows PowerShell 1.0. As shown in Figure 1-2, the error message can be a bit misleading.

5 windows PowerShell | 1ol x|

N> C:ndatasPouwerShellBestPractices\Scripts\ChapterlsListWinEventLogs.psl !
|

FIGURE 1-2 A script written for Windows PowerShell 2.0 that does not contain
a #requires version 2.0 tag generates an ambiguous error message.

From a troubleshooting perspective, an error stating that the source parameter cannot
be found can be a bit confusing. Additionally, if the script is run on a computer on which
Windows PowerShell 2.0 is installed, the script runs without generating any errors. This type
of error can cause a network administrator or a help desk person to waste hours trying to
duplicate the error and determine the root cause of the problem. To forestall such an even-
tuality, you can use the #requires version 2.0 tag. When this tag is present, the script still
generates an error when run on a Windows PowerShell 1.0 computer; however, the error is
more understandable in that it speci cally informs the user that the script is being run on an
incorrect version of Windows PowerShell. This error message is shown in Figure 1-3. As a best
practice, | recommend setting the #requires version 2.0 tag in any script that uses a feature
from Windows PowerShell 2.0.

[ BwindowsPowershet

Windows PowerShell
GCopyright <C> 2BB6 Microsoft Corporation. All rights reserved.

P§ G:n> G:zndatasPowerS8hellBestPractices>Scripts~Chapteri~QueryEventLogForTimeErrorsU2.psl

A H .z

FIGURE 1-3 When the #requires version 2.0 tag is present in a script, the error message points
to version incompatibility.
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Deploying Windows PowerShell

Rahul Verma, Senior Systems Engineer
Microsoft Corporation

As a senior systems engineer at Microsoft, | work on a network with thousands
of servers that consists of both Microsoft Windows Server 2003 and Windows
Server 2008. When we began our deployment of Windows PowerShell across the
network, most of the network was running .NET Framework 2.0, and we knew we
needed to perform some updates. This of course necessitated some compatibility
testing with our deployment. Here is how we did it.

1. We deployed Windows PowerShell on our test/staging environment to make
sure it was not going to affect any production properties. During this time, we
performed our .NET Framework updates as part of the package. For us, this
simpli ed the testing scenario.

2. We selectively deployed Windows PowerShell on the production servers and
made other operations teams and dev/test teams aware of this con guration.
This was a pilot that happened with a small number of locations.

3. We fully deployed Windows PowerShell on speci ¢ properties. This was also an
open beta period in which properties were given the opportunity to opt-in if
desired.

4, We made Windows PowerShell an optional component on our bulk installation
method. (We have about 200 properties, and each property seems to have dif-
ferent production methods, architectures, and application requirements.)

As a result of our testing, we found no compatibility issues other than a rather
obscure one involving Microsoft SQL Server 2000 running on 64-bit hardware and
running a job in Windows PowerShell that invokes PowerShell x86. From a deploy-
ment perspective, we used a series of custom-built tools to deploy our package to
the different servers, which was required due to the sheer size of our production
facilities. Additionally, there is no off-peak time for us because we are a global
entity. The closest we come to an off-peak period is a slight reduction in computing
load during the off hours in the United States, which is handled by redundancy that
is built into the network. Fortunately, because Windows PowerShell was available as
an update and because our deployment solution was already aware of the process
involved in the deployment of Windows-based hot xes and updates, there was very
little custom work required for this particular deployment. The rst phase of de-
ployment was accomplished during a maintenance window, and the second phase
was done during the monthly update cycle.

Comparison with Windows PowerShell 1.0



From a timing perspective, the entire project was rather simple. The actual installa-
tion of the package took only 5 to 10 minutes depending on the hardware con gu-
ration and exact server load. With so many servers, we obviously did not update
them all at the exact same time; rather, we took a fan-out approach. The following
time lines de ne our speci ¢ project phases.

0 Phase 1: 1 month
0 Phase 2: 1 month
0 Phase 3: 1 month
0 Phase 4: 3 months

A number of people in the following roles were involved in the Windows Power-
Shell deployment project. It is important to make sure that the operations team is
brought up to speed early in the project.

0 Deployment team

0 Operating system imaging team
0 Operations team (tier 2, tier 3)

O Dev groups

0 Test groups

The main advantage we were hoping to gain from the Windows PowerShell deploy-
ment was the ability to manage servers remotely and to quickly gather information
via Windows Management Instrumentation (WMI). The most dif cult aspect of the
project was convincing the operations team of the bene ts of running Windows
PowerShell in production. They offered some resistance in moving from VBScript,
which they were very familiar with, to Windows PowerShell, which to them looked
like C#. | helped them overcome this potential problem by providing numerous

canned scripts to replace existing VBScripts, which really helped them to transi-
tion from VBScript to Windows PowerShell.

New Features of Windows PowerShell 2.0

The new features of Windows PowerShell 2.0 fall into three main areas: new cmdlets, modi ed
cmdlets, and architectural changes. This section provides an overview of some of the more
important changes in each of these areas; this is not a comprehensive discussion of all of the
new features.
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New cmdlets

The number of cmdlets in Windows PowerShell 2.0 has nearly doubled from the number that
shipped with the original product. The number of cmdlets available to an IT Pro is not limited
to those inside Windows PowerShell 2.0 because many of the features and roles in Windows
Server 2008 R2 include new cmdlets written speci cally to provide exciting automation capa-
bilities. Many of these cmdlets are for use with remoting and the underlying WS-Management
(WSMan) technology.

Some of the new cmdlets allow for easier use of WMI to manage and con gure your com-
puter systems. These cmdlets are listed as follows:

O

Invoke-WmiMethod Calls WMI methods. Depending on the method you are trying to
perform, you need to either specify the path to the object or call the method directly.
The following two examples demonstrate this. The rst example deletes a share named
fso by specifying the path to the share. The name of the method in this example is the
delete method. In the second example, instead of connecting to a speci ¢ process, the
Invoke-WmiMethod cmdlet creates a process. The name of the method is create, and the
argument it passes to the create method is the name of the process to create.

Invoke-WmiMethod -path "win32_share.name="fso"" -Name delete
Invoke-WmiMethod -Class win32_process -Name create -ArgumentList notepad.exe

Register-WmiEvent Registers for an event with the WMI eventing subsystem. To use
this cmdlet, write an event query using the WMI Query Language (WQL) syntax. (For
more information on event-driven queries, refer to Microsoft Windows Scripting with
WMI: Self-Paced Learning Guide [Microsoft Press, 2005]). In the following example, you
create an event that will tell you when a new process starts. The noti cation contains
the message, A new process has started. To receive this message, you need to use
the Get-PSEvent cmdlet. This process is detailed in the Working with WMI section in
Chapter 2, Survey of Windows PowerShell Capabilities.

Register-WMIEvent -query "Select * From __InstanceCreationEvent within 3 Where
Targetlinstance ISA "Win32_Process®" -messageData "A new process has started."

-sourceldentifier "New Process™

Remove-WmiObject Deletes WMI classes and instances. By using the
Remove-WmiObject cmdlet, you have another way to delete instances of classes. As an
example, to remove a share, you can use the delete method of the Win32_Share WMI
class as illustrated earlier in the examination of the Invoke-WmiMethod cmdlet. However,
you can also perform the query to nd the class and pipeline the resulting WMI object
to the Remove-WmiObject cmdlet as shown here. You may prefer this syntax for simplic-
ity s sake.

Get-WmiObject -Class win32_share -Filter "name = "fso"" | Remove-WmiObject

New Features of Windows PowerShell 2.0



0 Set-Wmilnstance Creates or modi es instances of WMI classes. Use the
Set-Wmilnstance cmdlet in places where you would have used the Spawninstance
method from within VBScript. Here you create a new environmental variable by using
the Win32_Environment WMI class. Because the class has no methods, you need to
create a new instance of the class to create a new environmental variable, which is
rather easy to do using the Set-Wmilnstance cmdlet. The only tricky part is the way
the arguments parameter needs to be speci ed: use a hash table. Each property from
the Win32_Environment WMI class to which you need to assign a value becomes a key
value within the hash table. The code is shown here.

Set-Wmi Instance -class win32_environment -arguments
@{Name=""testvar';VariableValue="testvalue';UserName="<SYSTEM>""}

One area that historically has been a problem for network administrators is dealing with
event logs. This problem became even more severe with the introduction of Windows Vista
and the new types of event logs, as well as the dif culty of keeping up with the sheer num-
bers of the logs. A number of the new cmdlets are designed to address these concerns.

0 Clear-EventLog Deletes all entries from speci ed event logs on local or remote com-
puters. The following example clears the contents of the application log on the local
computer.

Clear-EventLog -LogName application

0 Get-Event Gets events from event logs and event-tracing log les on local and remote
computers. This cmdlet runs only on Windows Vista and later versions of Windows. As
a best practice, use the Get-EventLog cmdlet when accessing the classic event logs. Use
the Get-Event cmdlet when working with the newer diagnostic and tracing logs.
As shown in Figure 1-4, Windows Vista and later versions have many diagnostic logs.
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FIGURE 1-4 Windows-based diagnostic logs can be read by using the Get-Event cmdlet.
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The actual names for these diagnostic logs can be rather long. The name of the log in
Figure 1-4 is Microsoft-Windows-Bits-Client/operational. The easiest way to refer to
the logs is by using a wildcard character as shown here.

Get-Event -LogName *bits*

Limit-EventLog Sets the event log properties that limit the size of the event log and
the age of its entries on a local or remote computer. To set the retention policy for a
computer, use the retention parameter as shown here.

Limit-EventLog -LogName application -Retention 8

New-EventLog Creates a new event log and a new event source on a local or remote
computer. To create a new event log, you need to specify both a name and a source
for the log. If you leave out the computername parameter, it is assumed to be local.
The following example creates a new event log named forScripting with a named
source called ScriptErrors. This log will be created on a remote computer named berlin.
The custom event log created by this command is shown in Figure 1-5.

New-EventLog -LogName forScripting -Source ScriptErrors -ComputerName berlin
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FIGURE 1-5 Custom event logs are easily created by using the New-EventLog cmdlet.

Remove-EventLog Deletes an event log or unregisters an event source on a local
or remote computer. To remove an event log, use the Remove-EventLog cmdlet, and
specify the log name and the computer name, if applicable.

Remove-EventLog -LogName forscripting —computername berlin
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o

Show-EventLog Displays the event logs of a local or remote computer in Event
Viewer. This command is the same as typing eventvwr inside the Windows PowerShell
console. To use the show-EventLog cmdlet, type the name of the cmdlet, and specify
the name of the computer whose event logs you want to display in the Event Viewer
console as illustrated here.

Show-EventLog -ComputerName berlin
Write-EventLog Writes an event to an event log.

Write-EventLog -LogName forScripting -Eventld 1000 -Source ScriptErrors ~
-EntryType information -Message ''Script Completed™ —ComputerName berlin

You can nd a complete listing of new cmdlets and a description of their use in this book s
Appendices section.

Modi ed cmdlets

Several cmdlets in Windows PowerShell 2.0 have new parameters. Perhaps the most imme-
diately useful parameter is the computername parameter, which allows you to work with
computers in a remote fashion. The following modi ed cmdlets now add the computername
parameter.

[mli

Get-EventLog Gets the events in an event log or a list of the event logs on local or
remote computers. The following command uses the computername parameter with
the Get-EventLog cmdlet to retrieve the most recent event from the application log on
a remote computer named berlin.

Get-EventLog -ComputerName berlin -LogName application -Newest 1

Get-Process Gets the processes that are running on a local or remote computer. The
following command uses the new computername parameter with the Get-Process
cmdlet to obtain a listing of the processes currently running on a remote computer
named berlin.

Get-Process -ComputerName berlin

Get-Service Gets the services on a local or remote computer. By using the
computername parameter with the Get-Service cmdlet, you can obtain a listing of the
status of all of the services that are de ned on a remote computer named berlin.

Get-Service -ComputerName berlin

Set-Service Starts, stops, and suspends a service and changes its properties. The
Set-Service cmdlet also has been updated to include the computername parameter.
As shown here, the new parameter is used to connect to a remote computer named
berlin and to change the startup type of the service to manual. Because the Set-Service
cmdlet is modifying the system state, it uses the con rm switch to ensure that you are
working with both the correct computer and the correct service.

Set-Service -ComputerName berlin -Name bits -StartupType manual —Confirm

Assessing the Scripting Environment



Alternate Credentials and the Windows PowerShell Providers

The credential parameter was present in Windows PowerShell 1.0 in the
Get-WmiObject cmdlet only. It has since been added to several cmdlets, such as
Add-Content and Get-Content. This parameter allows for the use of alternate cre-
dentials when making remote connections. However, when | tested this by trying to

accessa le on aremote computer, it came back with an error as shown in Figure 1-6.

& Administrator: Windows PowerShell — ol x|

P8 C:\> Get—Content —Path “\herlin\c$\fso\test.txt —Credential nut}-a(le}-s\adninis!
trator 1

FIGURE 1-6 To use the credential parameter, the provider must support it.

| investigated this error by examining the capabilities of the providers. To see what
types of capabilities the providers could support, | used the GetValues() static method
from the System.Enum .NET Framework class. The GetValues() method takes one
argument the name of the .NET Framework class from which it is to retrieve the enu-
meration values. The System.Management.Automation.Provider.ProviderCapabilities
class contains the enumeration values. The following code obtains these values.

[enum] : :getValues("'System.Management.Automation.Provider.
ProviderCapabilities')

The result was the following list of provider capabilities.

None

Include

Exclude

Filter

ExpandWi Idcards
ShouldProcess
Credentials
Transactions

Now that | had a listing of the capabilities available to providers, | needed to see
which default Windows PowerShell 2.0 providers support the Credentials capability.
(This Credentials capability will be implemented by the cmdlets as a credential
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parameter.) To see this, | used the Get-PSProvider cmdlet. As shown here, none of
the default Windows PowerShell 2.0 providers support the use of capabilities.

Get-PSProvider
Name

Alias
Environment
FileSystem
apw. ..}
Function
Registry
HKCR}
Variable
Certificate
certCU}
WSMan

Capabilities
ShouldProcess
ShouldProcess

Filter, ShouldProcess

ShouldProcess

ShouldProcess, Transactions

ShouldProcess
ShouldProcess

None

Architectural Changes

Perhaps the most exciting additions to Windows PowerShell are in the area of architectural
changes, including the ability to run a script remotely. There are ve ways in which you can do

remoting within Windows PowerShell 2.0, listed here.

[mli

The computername parameter of certain cmdlets This is the easiest remoting

{Alias}
{Env}
{C, D, dle,

{Function}
{HKLM, HKCU,

{Variable}
{cert,

{wsman}

to do and was discussed earlier in the Modi ed cmdlets section of this chapter.

Remote interactive session Establish a remote session by using the
Enter-PSSession cmdlet.

Remote command execution Execute a remote command by using the
Invoke-Command cmdlet.

Persistent connection Use the New-PSSession cmdlet to create a persistent con-

nection prior to using Invoke-Command to execute remote commands.

Remote script execution Use Invoke-Command to execute a locally stored script on
a remote computer.

Remote Interactive Session

on the console of the remote computer.

Assessing the Scripting Environment

When you have a series of commands to enter or some work to accomplish on a remote serv-
er or workstation, a remote interactive session is the remote tool you need to use. A remote
interactive session turns the Windows PowerShell session on your machine into a PowerShell
session on a remote machine. All commands that you type are executed as if they were typed



NOTE Be careful with path parameter in a remote interactive session because it resolves
to the remote computer, which can be very confusing at rst.

You are allowed to have only one remote interactive session running from your Windows
PowerShell console. It is permissible, however, to have multiple Windows PowerShell con-
soles open and for each to have a remote interactive session running. To begin an interac-
tive Windows PowerShell session, use the Enter-PSSession cmdlet. You do not need to rely
on passthrough authentication because the cmdlet supports the credential parameter. This
syntax is illustrated here.

Enter-PSSession -ComputerName Berlin -Credential nwtraders/administrator

Remote Command Execution

If you have only a few commands that you want to execute on the remote computer, you can
use the Invoke-Command cmdlet. When using the Invoke-Command cmdlet, a remote connec-
tion is established on the remote computer, the command is executed, data is returned to the
originating computer, and the connection is broken. A subsequent command to the remote
computer creates a new temporary connection in the same manner as the rst. There is no
persistent connection, data, or shared state between the connections. The following code
executes the Get-Host cmdlet on a remote server named berlin. The results from berlin are
returned to the host computer.

PS C:\> Invoke-Command -ComputerName berlin -ScriptBlock { get-host }

Name : ServerRemoteHost

Version : 1.0.0.0

Instanceld : 4bef95fc-7ee4-4be6-93b8-be7ea9ed3757

ul : System.Management.Automation. Internal .Host. InternalHostUserInterf
ace

CurrentCulture : en-US

CurrentUlCulture : en-US
PrivateData : PSComputerName > berlin

Persistent Connection

If you want to run a series of commands on multiple computers and maintain the ability to
share data between the commands, you need to rst make a persistent connection prior to
using the Invoke-Command cmdlet. To create the persistent session, you use the New-PSSession
cmdlet and specify the name of the computer. You will need to save the returned connection
object in a variable. You then use this connection when running the remote command. In the
example here, the command rst establishes a persistent session with a computer named berlin.
The command then stores the returned session object in a variable named $session. On the next
line in the example, the session parameter is used by the Invoke-Command cmdlet to run two
commands. The script block for the rst command uses the Get-Command cmdlet to get a col-
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lection of commands from the remote computer. The command objects are stored in a variable
named $a. On the next line of the example, the persistent connection continues to be used as
the session object stored in the $session variable is once again supplied to the Invoke-Command
cmdlet. This time, the $a variable is shared between the running of the two commands. The ob-
jects contained in the $a variable pass to the Get-Help cmdlet. This sharing of variables between
commands in a single session can add great exibility to your ability to work remotely.

$session = New-PSSession -ComputerName berlin
Invoke-Command -Session $session -ScriptBlock { $a = Get-Command }
Invoke-Command -Session $session -ScriptBlock { $a | get-help }

Remote Script Execution

In the past, if you needed to execute a script on a remote computer but the script was stored
locally on your host machine, you had to physically copy the script to the remote computer
and then use something to execute the remote computer, such as the create method from the
Win32_Process class. In Windows PowerShell 2.0, you can use the Invoke-Command cmdlet to
execute a script that is stored locally and have it run on a remote computer. When the script is
run, the results of the script are returned to the local computer.

As a best practice, you can use a remote interactive session when you want to perform
multiple commands on a single remote computer. If you want to run one or two commands
on multiple remote computers, you can use remote command execution. If you want to
execute multiple commands on multiple computers, you can use a persistent connection. If
you need to run a script that does not exist on a remote computer, you can use remote script
execution.

The example shown here uses the Invoke-Command cmdlet to run a script named GetBios.psl
on a remote computer named berlin. The  lepath parameter is used to tell the Invoke-Command
cmdlet where to nd the script. This path must resolve locally.

PS C:\> Invoke-Command -ComputerName berlin -FilePath C:\fso\getBios.psl
SMBI0SBIOSVersion : 080002

Manufacturer : American Megatrends Inc.

Name : BIOS Date: 02/22/06 20:54:49 Ver: 08.00.02
SerialNumber : 2096-1160-0447-0846-3027-2471-99

Version TAMI1 - 2000622

PSComputerName : berlin

Comparing Windows PowerShell 2.0 to VBScript

Comparing Windows PowerShell 2.0 to VBScript may seem like comparing oranges with ba-
nanas, but it is a comparison that companies need to make as they determine where to invest
their future scripting efforts.
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The Learning Curve

At rst glance, Windows PowerShell seems to be overly complicated. The syntax is strange to
most network administrators. The hyphen in the cmdlet names is annoying at rst, as is the
use of the braces (curly brackets, or squiggly things).

VBScript just seems to be a bit more natural, despite its admittedly wordy syntax. Per-

haps the biggest reason for this perception is simply the amount of exposure it has received.
Network administrators have been looking at VBScript les for more than 10 years, while even
the most ardent Windows PowerShell fan has been using PowerShell for less than one-third
of that time frame. What is also daunting at rst is the interactive nature of Windows Power-
Shell. VBScript is a scripting language and does not behave in an interactive fashion. To run

a command that is not native to VBScript, you must use the exec method from the WshShell
object. This process is not needed within Windows PowerShell; external commands are native.
In this manner, Windows PowerShell behaves more like an old-fashioned batch le. In fact, in
its most basic form, a Windows PowerShell script is exactly like a batch le. It s simply a collec-
tion of commands that can be typed interactively from the prompt. Bill Mell, a senior systems
administrator from Ohio in the United States, shares his experience in the following sidebar.

Learning Windows PowerShell

Bill Mell, MCSE, Senior Systems Administrator
Ohio Shared Information Systems

When I rst saw Windows PowerShell, | was really struck by how different the
command line is compared to working with the command prompt. Second, |
was confronted with how dif cult it is to get a script to run.

As | began to dig into Windows PowerShell, | saw that this program is de nitely
good. | like being able to chain different commands together by using the pipeline.
At rst, | used Windows PowerShell with Microsoft Exchange 2007, and | am now
using it to replace as many of my existing VBScripts as | can. However, | have not
found another method that | can use in Windows PowerShell to modify folder per-
missions that works as well for me as what | have already established in VBScript.

Most of my new development is done on Windows PowerShell because | can spend
one-third of the time in development and obtain two or three times as much infor-
mation from my computer systems compared to working with VBScript. The ability
to create new cmdlets via scripting is pretty cool, but | have not really noticed a big
demand for script cmdlets yet.

The most dif cult challenge that | have confronted is trying to create a scheduled
task to run a series of Windows PowerShell commands. | was initially a bit baf ed,

Comparing Windows PowerShell 2.0 to VBScript
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but after spending some time doing research on the Internet and then experiment-
ing, it ended up being very easy.

All'in all, | can say | love Windows PowerShell. The biggest bene ts it has given to
me are ease of development and rapid access to vital system con guration informa-
tion. It is quickly becoming my go-to tool of choice for system administration.

Component Object Model (COM) Support

When working with Windows PowerShell, you often have a choice between two or more ways
of doing essentially the same task. Often, the method you choose does not really matter as
long as the job gets done. If you are really comfortable with VBScript, you may prefer to use
the FileSystemObject object as shown in the following CreateFolder.ps1 script.

CreateFolder.psl
$fso = New-Object -ComObject scripting.filesystemobject
$fso.CreateFolder("'C:\fso02")

When you become more comfortable with Windows PowerShell, you can perform the
same action in a single line as shown here.

New-Iltem -Path C:\fso2 -ltemType directory

So, which is better? One way to make this determination is to see which command per-
forms the fastest. To measure the length of time that elapses from running each command,
you can use the Measure-Object cmdlet. The following command measures the amount of
time spent running the CreateFolder.ps1 script.

Measure-Command -Expression { $fso = New-Object -ComObject scripting.filesystemobject ;
$fso.CreateFolder(*'C:\fso2") }

Here are the results from this measurement.

Days -0

Hours : 0

Minutes -0

Seconds -0

Milliseconds o1

Ticks : 15452

TotalDays : 1.78842592592593E-08
TotalHours 1 4.29222222222222E-07
TotalMinutes : 2.57533333333333E-05
TotalSeconds : 0.0015452

TotalMilliseconds : 1.5452
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One millisecond is pretty quick! Let s see how the native Windows PowerShell commands
fare. Once again, you can use the Measure-Command cmdlet. Here is the code to measure your
command.

Measure-Command -Expression { New-ltem -Path C:\fso2 -ltemType directory }

When you run this command, you obtain the following results.

Days : 0

Hours : 0

Minutes : 0

Seconds : 0

Milliseconds -3

Ticks : 34692

TotalDays : 4.01527777777778E-08
TotalHours : 9.63666666666667E-07
TotalMinutes : 5.782E-05
TotalSeconds : 0.0034692

TotalMilliseconds : 3.4692

With this run, the results indicate that the Windows PowerShell method is three times
slower than using FileSystemObject. As a best practice, when using the Measure-Command
cmdlet, you should not make decisions about the capabilities of commands based on millisec-
onds. Rewrite your task in the form of a script that performs several thousand iterations of the
command and time that task.

Now, write a few scripts to test your results. The rst script is named CreateFolders.ps1,
and it creates 10,000 subfolders under the C:\fso2 folder on your computer. This script is
shown here.

CreateFolders.psl
for( $i = 1 ; $i -le 10000 ; $i++)
{

new-item -path c:\fso2 -name "Folder_$i" -itemtype director

}

To use the Measure-Command cmdlet to measure how long it takes for the script to com-
plete, you must use the Invoke-Expression cmdlet. This cmdlet executes your script and
allows you to see how long the command takes to complete, essentially measuring the execu-
tion time of your script. Here is the command to execute and measure the time to completion
of the script.

Measure-Command -Expression { Invoke-Expression "C:\FSO\createFolders.psl" }

When this script nally completes after approximately 40 seconds, the following results are
presented.

Days -0
Hours -0

Comparing Windows PowerShell 2.0 to VBScript
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Minutes : 0

Seconds : 40

Milliseconds : 449

Ticks © 404494371
TotalDays : 0.00046816478125
TotalHours : 0.01123595475
TotalMinutes : 0.674157285
TotalSeconds : 40.4494371

TotalMilliseconds : 40449.4371

Now, use the FileSystemObject object in a script and see how long it takes to create 10,000
subfolders. Here is the script, named CreateFoldersFSO.ps1.

CreateFoldersFSO.ps1
$fso = New-Object -ComObject scripting.filesystemobject
for( $i = 1 ; $i -le 10000 ; $i++)

{
$fso.CreateFolder(""'C:\fso2\Folder_$i"")

¥

Use the same command to measure the execution time of the script. The only change you
must make is to point to the new script as shown here.

Measure-Command -Expression { Invoke-Expression "C:\FSO\CreateFoldersFSO.psl™ }

The results are rather surprising. The script that uses FileSystemObiject is nearly seven times
faster. The CreateFoldersFSO.psl script completes in about 7 seconds as shown here.

Days -0

Hours -0

Minutes -0

Seconds 17

Milliseconds : 428

Ticks © 74287808

TotalDays : 8.59812592592593E-05
TotalHours : 0.00206355022222222
TotalMinutes : 0.123813013333333
TotalSeconds : 7.4287808

TotalMilliseconds : 7428.7808

From a performance perspective, FileSystemObject is clearly faster than the corresponding
.NET Framework classes that Windows PowerShell relies on. Which is easier to use? There is one
extra step involved in using a Component Object Model (COM) object as opposed to the na-
tive Windows PowerShell command. When working directly from the command line and creat-
ing a small number of folders, | prefer to use the New-Item cmdlet because it is easier to use.
However, when creating a large number of folders, | fall back on using FileSystemObject due to
its inherent speed. As a best practice, | prefer to use the native Windows PowerShell cmdlets
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over corresponding COM objects because they are generally easier to use. The only exception
is when a COM object has a clear speed advantage over the Windows PowerShell cmdlet.

Perhaps the biggest decision maker as to whether you can abandon VBScript is support
for COM objects. Because Windows PowerShell is based on the .NET Framework, it does not
have native COM support. However, this does not mean that you cannot use COM objects.
For simple COM objects, the support is good. To create an instance of a COM object, use
the New-Object cmdlet and specify the program ID to the ComObject parameter. Windows
PowerShell expects a string value for this parameter, and quotation marks are not required.
Store the returned COM object in a variable named $wshShell. On the next line, use the item
method to obtain the path to the user s desktop folder as shown here.

PS MRED C:\>$wshShell = new-object -ComObject wscript.shell
PS MRED C:\>$wshShell.SpecialFolders.Item("desktop™)
C:\Users\edwi Ison\Desktop

If you are not interested in using anything else from the COM object, you do not need to
go through the intermediate step of storing the object and accessing the object from a vari-
able. You can rewrite the previous line of code to create the object and use the object at the
same time. As a best practice, be very careful when using the inline method of working with
COM obijects. Inline code, in which you both create and use the object at the same time, can
quickly become dif cult to read. Stylistically, you should prefer the block method, in which
you create the object and store it in a variable. Then, in the next line, you use the methods or
properties from that object. This warning aside, here is the one-line version of the script.

PS MRED C:\>(new-object -ComObject wscript.shell)._specialfolders.item(''desktop’™)
C:\Users\edwi lson\Desktop

Comparing Windows PowerShell 2.0 to the Command Shell

Many companies that have never used VBScript have invested heavily in the use of .bat les.
In most cases, existing .bat les can be translated into Windows PowerShell. At times, the
translation can be as simple as changing the extension from .bat to .ps1 as shown in the fol-
lowing example.

CopyAndLog.bat

md c:\fso2

copy c:\fso\* c:\fso2 > c:\fso2\auditLog.txt
c:\fso2\auditlog.txt

All of the commands in the CopyAndLog.bat script are legal commands within Windows
PowerShell. The md alias creates a directory. The copy alias copies les from one folder to an-
other, and typing the path to the text le causes it to open in the Notepad program. The dif-
ference is discovered when the Auditlog.txt le is opened. When the Copy command is used
in the cmd prompt, it prints the path of each le as it is copied. When using the copy alias in
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Windows PowerShell, it does not print the path of each le. To achieve the same functionality
as the CopyAndLog.bat script, you need to modify the script a bit as shown here.

CopyAndLog.psl

md c:\fso2

Copy C:\fso\* C:\fso2 -passthru |

foreach { $_.fullname >> c:\fso2\auditlog.txt}
c:\fso2\auditlog. txt

In the CopyAndLog.psl script, the rst change you need to make from the CopyAndLog.bat
script is to add the passthru parameter, which tells Windows PowerShell to allow the object
to pass over the pipe (the | character) to enable you to continue to work with the object.
Because you will have several objects coming over the pipe, you need to use the ForEach
cmdlet to obtain the FullName property of the le objects. You then redirect and append the
names and paths of all of the les that are copied to the Auditlog.txt le. The braces signify
the start and end of a code block that will be executed for each le that comes over the pipe.
The $_ automatic variable is used to refer to each individual le in succession.

Deployment Requirements for Windows PowerShell 2.0

Depending on the version of Windows that is running on your network, the deployment of
Windows PowerShell 2.0 can be rather easy. For example, with Windows Server 2008 R2,
Windows PowerShell is already installed. On the Windows Server 2008 server, you need to
update the version of the .NET Framework if you did not install the .NET Framework 3.0
feature. If you installed the Windows PowerShell 1.0 feature, you need to uninstall PowerShell
1.0. Before delving into all of the deployment details, let s look at the requirements for
Windows PowerShell 2.0.

.NET Framework

There are actually two dependencies on the .NET Framework. If you want to use Windows
PowerShell 2.0 in the same manner that you used PowerShell 1.0, all that you need is .NET
Framework 3.0, which ships with Windows Vista and is included on the DVD with Windows
Server 2008. On Microsoft Windows XP and Windows Server 2003, you more than likely need
to perform an upgrade to the .NET Framework to at least version 3.0 because neither of these
operating systems shipped with version 3.0 of the .NET Framework. This level of the .NET
Framework allows you to work in an interactive fashion from within Windows PowerShell.

If you install .NET Framework 3.5 while you are installing .NET Framework 3.0, you also gain
access to the graphical user interface (GUI) version of Windows PowerShell. This graphical
console has many script editor like features, including IntelliSense. The Windows PowerShell
Integrated Scripting Environment (ISE) uses features from .NET Framework 3.5.

Assessing the Scripting Environment



In general, there are very few compatibility issues between different versions of the .NET
Framework. You will probably be safe installing .NET Framework 3.5 directly because, techni-
cally, .NET Framework 3.5 is considered to be an update to version 2.0 of the .NET Framework.
You can directly apply the .NET Framework 3.5 package to your existing installation, which
permits you to bypass installing .NET Framework 3.0 and 3.0 Service Pack 1 (SP1).

Service Dependencies

Two services need to be running to install Windows PowerShell 2.0. Because Windows
PowerShell is delivered as an update to the operating system, you need both the Background
Intelligent Transfer Service (BITS) and the Windows Update Service. This is generally not an
issue because both services typically start by default. However, it was common in the past
for both services to be disabled in an enterprise environment when software updating used
alternatives to Windows Update. Windows Remote Management (WinRm) needs to be run-
ning version 2.0 and to be properly con gured. On both Windows Vista and Windows Server
2008, you need to update WinRM. On Windows XP and Windows Server 2003, you need to
install WinRm. On Windows Server 2008 R2, no update is required. Once installed, WinRm
also needs to be con gured. A cmdlet, Enable-PSRemoting, can be used to con gure WinRM.

Deploying Windows PowerShell 2.0

Deploying Windows PowerShell 2.0 can be somewhat complicated depending on the number
of different operating systems on your network. Additionally, the complications are exac-
erbated depending on whether you have stayed current with all of the updates to the .NET
Framework. The following list details some of the considerations and paths that you can take
to get Windows PowerShell 2.0 up and running on your system. The process is not quite as
complicated as it looks. Basically, if you are running Windows PowerShell 1.0, you need to
uninstall it. If you want to use remoting, you need WinRM 2.0. If you want to use the Windows
PowerShell ISE, you need .NET Framework 3.5. The details are listed here.

IMPORTANT Prior to deploying Windows PowerShell 2.0, you must decide whether
you will be taking advantage of the remoting features and using the Windows
PowerShell ISE. If the answer is no on both counts, you can skip the download of
WinRM 2.0 and .NET Framework 3.5.

o Windows XP  Windows XP needs to be at Service Pack 2.0 and needs an update
to the .NET Framework. In addition, if Windows PowerShell 1.0 is installed, it must be
uninstalled. WinRM 2.0 needs to be installed prior to the installation of Windows
PowerShell 2.0.

o Windows Server 2003 Windows Server 2003 needs to be at SP1 and needs an up-
date to the .NET Framework. In addition, if Windows PowerShell 1.0 is installed, it must
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be uninstalled. WinRM 2.0 needs to be installed prior to the installation of Windows
PowerShell 2.0.

o Windows Vista Windows Vista needs an update to the .NET Framework. If Windows
PowerShell 1.0 is installed, it must be uninstalled. You need to install WinRM 2.0 prior
to the installation of Windows PowerShell 2.0.

o Windows Server 2008 Windows Server 2008 needs an update to the .NET Frame-
work. If Windows PowerShell 1.0 is installed, it must be uninstalled. You need to install
WinRM 2.0 prior to the installation of Windows PowerShell 2.0. Windows PowerShell
2.0 cannot be installed on Windows Server 2008 Core Edition.

o Windows Server 2008 R2 and Windows 7 operating systems Windows
PowerShell 2.0 is included in both the server and client versions of Windows Server
2008 R2. No con guration changes are required. For Windows Server 2008 R2 Core
Edition, Windows PowerShell 2.0 and the corresponding .NET Framework requirement
can both be added as features.

ON THE COMPANION MEDIA This information is summarized in the Windows
PowerShell_Requirements spreadsheet in the Job Aids folder on the companion media.

Where to Deploy Windows PowerShell 2.0

One of the main decisions facing network administrators and consultants is where to deploy
Windows PowerShell 2.0. As you saw in the previous section, Windows PowerShell can be
installed on a wide variety of platforms. From a decision standpoint, the easy approach is to
deploy it everywhere. However, as detailed in the previous section, the number of dependen-
cies and the wide variety of test matrixes required to ensure a zero-impact deployment across
the entire network may not justify deploying it everywhere.

How Do You Anticipate Using Windows PowerShell 2.0?

Part of the decision to deploy Windows PowerShell 2.0 will be in uenced largely by how you
decide to use it. Once you have installed Windows Server 2008 R2 everywhere, the decision
to deploy Windows PowerShell is a nonissue because it is already included. The following list
highlights ways in which Windows PowerShell can be used in the enterprise.

o Schedule jobs

0. Run scripts

07 Run remote commands to make con guration changes
0 Query settings

o0 Parse setup logs

0: Parse event logs
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Depending on which features you need, you may deploy to the desktop, to the server
farm, or only to selected machines. Some network administrators consider it a large problem
to deploy Windows PowerShell 2.0 to the desktop, with the main consideration being the
issue of updating the .NET Framework to the required levels. Depending on your philosophy
of desktop management, Windows PowerShell can be an awesome tool to use to administer
desktop computers. It can be heavily used by help desk personnel. However, if you have a
30-minute image rule (if a problem is not solved in 30 minutes, you re-image the desktop), it
is possible that the help desk is not greatly involved in troubleshooting. Because of its ability
to access event logs, diagnostic logs, and system settings in a quick and ef cient manner,
Windows PowerShell should nd a place in your standard troubleshooting arsenal.

Most enterprises that | have worked with have deployed Windows PowerShell to the
server farm rst. It seems that network administrators are more comfortable with Windows
PowerShell and, once trained on its use, they naturally want to use it to perform both simple
and complex con guration tasks and auditing. Because servers are more closely managed
than desktops in most enterprises, Windows PowerShell makes a nice addition to the server.

Some companies have deployed Windows PowerShell to a few machines. The biggest
problem with this scenario is that it is easy to become addicted to Windows PowerShell, and
it then becomes indispensible. An analogy to partial Windows PowerShell deployment comes
from the early days of VBScript. When VBScript was not available everywhere, you could not
depend on it. When you needed to use VBScript, you were confronted with a download-and-
install scenario on a server. This meant putting VBScript into change control, requesting ap-
proval for the installation, providing justi cation and cost return on investment calculations,
and scheduling downtime for the server. By the time you were done with all of these steps,
the simple change of adding VBScript to a server had become a project. The presenting
problem that prompted you to seek VBScript assistance was easier to do manually, even if it
meant making 150 changes via the GUI. This exact scenario is occurring today with Windows
PowerShell. Until Windows PowerShell is ubiquitous in your environment, you will be hesi-
tant to rely on its power. As a best practice, you should initially deploy Windows PowerShell
to servers where you can more than likely see the greatest bene t because servers are more
heavily managed than desktops, and Windows PowerShell can provide assistance in con gu-
ration management. Once ensconced in the server farm, you should deploy to the desktop
and begin using Windows PowerShell to assist in troubleshooting desktop issues. Training
should follow deployment that is, server administrators rst and then help desk personnel.

Additional Resources

o Windows PowerShell is a free download from the Microsoft Download Center at
http://www.microsoft.com/downloads/.

oo For information on event-driven queries, refer to the Microsoft Press book, Microsoft
Windows Scripting with WMI: Self-Paced Learning Guide (Microsoft Press, 2006).

o On the companion media, you can nd the Windows PowerShell_Requirements
spreadsheet in the Job Aids folder.
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hile this chapter presents a survey of some of the basic capabilities of Windows
WPowerSheII 2.0, it also presents some pretty cool best practices for using them.
Windows PowerShell issues in a raft of new and exciting features, many of which will
completely change the way you have used Windows PowerShell in the past.

Using the Interactive Command Line

Once Windows PowerShell 2.0 is installed on a workstation or server, it is quite natural
to open the PowerShell prompt and begin to work. In fact, a lot of information can be
obtained quickly, ef ciently, and easily. As an example, if you are concerned about the
processes running on a computer, you can type the following command at the Windows
PowerShell prompt.

PS C:\> Gps

Three little letters, and you receive back the following information (trimmed for clarity).

Handles NPM(K) PM(K) WS(K) vM(M) CPU(s) Id ProcessName
300 5 1636 1552 23 50.35 416 csrss
101 4 872 3288 36 1.45 1260 ctfmon
377 9 13596 20480 74 32.15 912 explorer
0 0 0 16 0 0 Idle
376 9 3692 1928 40 1.87 572 lIsass
211 5 29320 24560 127 0.74 492 powershell
286 7 4272 5612 55 4.23 560 services



In this example, an alias (shortcut name) is used for the Get-Process cmdlet. However,

if you type the entire cmdlet name, it does not involve a tremendous amount of effort to
retrieve a signi cant piece of information. While it is true that you can obtain similar infor-
mation from the Windows Task Manager utility, you are limited in your ability to store the
information and to Iter and sort the data that is returned. With Windows PowerShell, there
is no such limitation. In this example, you nd only processes that have a CPU time of more
than ve seconds and that write the results to a text le named FilteredProcess.txt. When this
command is run, there is no screen output. As you can see in Figure 2-1, you now have a text

le that you can use at a later date for comparison purposes on your server.

PS C:\> Get-Process | Where-Object { $_.cpu -gt 5 } |
Out-File -FilePath C:\fsol\FilteredProcess.txt

[Biterecprocers ot atepod =T
File Edit Format view Help
=

Handles NPM{K] PM (KD WS (1K) wM (M) CPU(s) Id ProcessName

198 5 1568 6016 107 B.BE 520 csrss

542 24 19300 26816 180 10.15 1060 explorer

221 12 10568 21676 124 7.03 172 snagIti2
4] | 3y

FIGURE 2-1 One of the advantages of Windows PowerShell is the ease of storing results.

In other scripting languages, formatting output can consume a signi cant amount of time
and resources. With Windows PowerShell 2.0, there are a number of cmdlets that ease the
burden of formatting output.

If you are interested in the status of services running on your computer, you can use the
Get-Service cmdlet. When working interactively from the Windows PowerShell 2.0 console,
you can type the following command.

PS C:\> gsv

You are rewarded with a listing of services installed on your computer. You can see the
status of the service, the name of the service, and the display name of the service as shown
here (truncated for readability).

Status Name DisplayName

Running 1-vmsrvc Virtual Machine Additions Services ...
Stopped AeLookupSvc Application Experience

Stopped ALG Application Layer Gateway Service
Stopped Appinfo Application Information

Stopped AppMgmt Application Management

Stopped AudioEndpointBu... Windows Audio Endpoint Builder
Stopped Audiosrv Windows Audio

Running BFE Base Filtering Engine

Running BITS Background Intelligent Transfer Ser...
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The display of this information is important owing to the difference between the name of
the service and the display name of the service. As an example, the name of the BITS service
is BITS; however, the display name is Background Intelligent Transfer Service. When using the
Services snap-in, the name that is shown is the display name and not the actual name of the
service. This causes confusion when trying to manage a service from the command line or
from the graphical Services tool. The Services tool is shown in Figure 2-2.

[Qservices -loj x|

Fle  Acion  View Help

edElo=Balr s mun

i, Services (Local) £} Services (Local)

Select an item to view its description. Name = | Deseription | skatus Startup Type | LogOnds  ~
., Application Experie... Processes .. Manual Local Syster
£, Application Informa... Faclitates ... Manual Local Syster
%, Application Layer ... Provides ... Manual Local Service
, Application Manage... Frocesses .. Manual Local Syster—
“iBackground Intellig... Transfersf... Started  Automatic Local Syster
iBass Fikering Engine  The Bass F... Started  Automatic Local Service
% Block Level Backup ... Engine top... Manual Local Syster
i Certfficate Propaga... Fropagate... Manual Local Syster
CACNGKey lsolation  The NG k... Manual Local Syster
4, COM+ Event System  Supports 5., Started  Automatic Local Service
,.COM+ System Appl... Managest... Manual Local Syster
i Computsr Browser  Maintains a... Automatic Local Syster
4 Cryptographic Serv... Provides fo... Manual Hetwork S...
4, DCOM Server Proc... Frovidesla.., Starked  Automatic Local Syster
“Deskiop Window M... ProvidesD.. Started  Automatic Local Syster
£ DHCP Client Registers a... Starked  Automatic Local Service
. Diagnostic Policy Se... The Diagna. .. Manual Local Service
£ Disgnostic Servics ... The Diagno... Manual Local Service
., Diagnostic System ... The Diagna. .. Manual Local Syster
. Distributed Link Tra... Maintains ..,  Starked  Automatic Local Syster
“ Distributed Transac... Coordinate... Manual Hetwork S...
£, DNS Client TheDNSCl.. Starked  Automatic Network 5.,
4 Evtancible tthant The Evtanc Warual [P —
4 D
Extended A Standard /
\ [ \

FIGURE 2-2 The Services snap-in arranges services by display name rather than by name.

Be Careful with Performance

Georges Maheu, DESS, MCSE, CISSP, Security Operations Consultant
Microsoft Canada Services

When I am working with Windows PowerShell, | spend 100 percent of my time
writing scripts. However, | always have the console open so that | can look
up information, test syntax, or use help. The thing to keep in mind is that Windows
PowerShell can go from simple (using a cmdlet with no parameters) to complex
scripts very quickly. Yet, the same can be said of VBScript; | have seen both simple
VBScripts and very convoluted scripts. Be careful when writing scripts because you
can easily peg the processor if you write a bad Windows Management Instrumenta-
tion (WMI) query. A poorly written script can bring a server to its knees.
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The Easiest cmmdlets

With more than 200 cmdlets in Windows PowerShell 2.0, it may seem overwhelming at

rst glance. Where do you begin? Some people begin using Windows PowerShell by using
the low-hanging fruit methodology: What can | type and get back information? The
following are some easy-to-use cmdlets. Every cmdlet returns information and requires no
parameters or additional information. Keep in mind that on Windows Vista and later, the
Get-ComputerRestorePoint cmdlet requires administrative rights, or it will fail with access
denied.

u]

Get-Acl Gets the security descriptor for a resource, such as a le or registry key.
When used without any parameters, it displays access permissions for the C: drive. This
command returns a System.Security class.

Get-Alias Gets the aliases for the current session. When used without any parameters,
it produces a listing of all aliases that are de ned in the current session of Windows
PowerShell. This command returns a System.Management. Automation.Aliasinfo object.

Get-Childltem Gets the items and child items in one or more speci ed locations.
When used without any parameters, it produces a listing of les and folders from the
root drive. This command returns a System.lo.Fileinfo and a System.lo.Directoryinfo
object.

Get-Command Gets basic information about cmdlets and other elements of Windows
PowerShell commands. When used without any parameters, it produces a listing of
all cmdlets available during the current Windows PowerShell session. This command
returns a System.Management.Automation.Cmdletinfo object.

Get-Culture Gets the current culture set in the operating system. When used without
any parameters, it returns the current culture settings. This command returns a System.
Globalization.Culturelnfo object.

Get-Date Gets the current date and time. When used without any parameters,
it produces a listing of the current date and time. This command returns a
System.DateTime object.

Get-Host Gets a reference to the current console host object. It displays the Windows
PowerShell version and regional information by default. This command returns a
System.Management.Automation.Internal.Host.Internalhost object.

Get-HotFix Returns a System.Management.ManagementObject object that points to
the Win32_QuickFixEngineering WMI class.

Get-ComputerRestorePoint Returns a System.Management.ManagementObject
object that points to the Win32_SystemRestore WMI class.

Get-Process Gets the processes that are running on a local or remote computer. This
command returns information from the System.Diagnostics.Process class.
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0 Get-Random Gets a random number or selects objects randomly from a collection.
This command returns a random number that is an instance of System.Int32. This num-
ber is generated by the System.Random class.

0 Get-Service Gets the services on a local or remote computer. This command returns
information from the System.ServiceProcess.ServiceController class.

0 Get-UlCulture Gets the current user interface culture set in the operating system.
This command returns information from the Microsoft.PowerShell.VistaCulturelnfo class
on Windows Vista and Windows Server 2008. On Windows Server 2003 and Windows XP,
it returns an instance of the System.Globalization.Culturelnfo class.

The Most Important cmdlets

How do you determine which cmdlets are the most important? One approach is to nd the
cmdlets that will enable you to become productive in working with Windows PowerShell
2.0. Most Windows PowerShell experts agree that the three most important or foundational
cmdlets are Get-Help, Get-Command, and Get-Member. When taken together, you not only can
use Windows PowerShell 2.0 in a productive manner, but you have the tools to learn how to
effectively use any set of cmdlets produced by any PowerShell application.

0 Get-Help Displays information about Windows PowerShell cmdlets and concepts.
There are two kinds of help. Each cmdlet has a Help le that displays information about
parameters and syntax, as well as technical information about the cmdlet. Most cmdlets
also have examples that illustrate various methods of using them. The Get-Help cmdlet
returns a MamlCommandHelpInfo object when producing cmdlet help. When return-
ing a conceptual help article, it returns a System.String object.

0 Get-Command Gets basic information about cmdlets and other elements of Windows
PowerShell commands. The Get-Command cmdlet allows you to search for cmdlets. This
capability is important whether you are using native cmdlets or snapped-in additional
cmdlets. The two most basic ways of locating cmdlets are by either the verb portion or
the noun portion of their names. As mentioned earlier, the Get-Command cmdlet returns
a System.Management.Automation.Cmdletinfo object.

0 Get-Member Gets the properties and methods of objects. The use of Get-Member
provides insight into the object-oriented nature of Windows PowerShell. Everything
in Windows PowerShell is an object, and Get-Member can be used to display the
properties and methods that the objects provide. The judicious application of this
cmdlet can open many new areas for exploration and exploitation within the scripting
environment.

As an example, suppose you have the following string.

$string = "string”
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By itself, it seems rather boring. But when you pipeline the $string variable to the
Get-Member cmdlet, you reveal many properties and methods for the System.String
class as shown here.

$string | Get-Member

Once you display the members of the System.String Microsoft .NET Framework class,
you can examine the methods and properties to nd the capability that you might
want to implement in your script. For example, you might want to display the string
in all capital letters, which is easily accomplished by using the ToUpper() method as
shown here.

$string.ToUpper()

Once you have an idea of the basic capabilities of Windows PowerShell and are feeling
comfortable with the command line, it is time to add two more cmdlets to the com-
mand line. These two cmdlets assist in handling and Itering output and are listed here.

© Where-Object Createsa Iter that controls which objects are passed along a

command pipeline. In the GetThreads.ps1 script, you use the Where-Object cmdlet to

Iter threads based on the process ID of the Explorer.exe process. Using this informa-
tion, you can reduce the amount of information that is returned when you query the
Win32_Thread WMI class. The GetThreads.ps1 script is shown here.

GetThreads.psl

$name = “explorer™

$processHandle = (Get-Process -Name $name).id

$Threads = Get-WmiObject -Class Win32_Thread |

Where-Object { $_.ProcessHandle -eq $processHandle }

"The $name process has $($threads.count) threads"

$threads | Format-Table -Property priority, thread*, User*Time, kernel*Time

Once the GetThreads.ps1 script is run, it prints the count of the number of threads that
make it through the Iter. The resultant thread objects are stored in the $threads vari-
able that gets piped to the Format-Table cmdlet. You choose a group of properties to
be displayed. The resultant output is shown here.

The explorer process has 23 threads
Priority ThreadState ThreadWaitReason UserModeTime KernelModeTime

10 13 590 911
9 13 3424 12528
10 5 6 120 140

© Format-List Formats the output as a list of properties in which each property

appears on a new line. You can use this cmdlet when you are interested in a series of
properties and values that would be too crowded for a table. An example of using the
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Format-List cmdlet is the GetExplorer.psl script, which uses the Get-WmiObject cmdlet
to retrieve information from the Win32_Process WMI class. This class uses the  Iter
parameter to reduce the information returned as only data from the Explorer.exe process.
The resulting management object is pipelined to the Format-List cmdlet where only a
few properties are selected. Format-List is designed to allow the use of wildcard char-
acters when selecting properties to display. The GetExplorer.psl script is shown here.

GetExplorer.ps1
Get-WmiObject -Class win32_process -Filter "name = "explorer.exe™" |
Format-List -Property name, ProcesslD, page*, peak*, w*

When the GetExplorer.psl script is run, the output includes other properties from the
object that are matched as shown here.

name : explorer.exe
ProcessID - 1388
PageFaults : 50788
PageFileUsage : 17465344
PeakPageFileUsage : 17764352
PeakVirtualSize : 126586880
PeakWorkingSetSize : 23097344

WS : 15151104
WindowsVersion - 5.1.2600
WorkingSetSize : 15151104

WriteOperationCount : 114
WriteTransferCount : 1923825

The complete Win32_Process management object is shown in Table 2-1.

TABLE 2-1 Members of the Win32_Process Management Object

NAME MEMBERTYPE DEFINITION

Handles AliasProperty "Handles = Handlecount"

ProcessName AliasProperty "ProcessName = Name"

VM AliasProperty "VM = VirtualSize"

WS AliasProperty "WS = WorkingSetSize"

AttachDebugger Method "System.Management.ManagementBaseObject
AttachDebugger()"

GetOwner Method "System.Management.ManagementBaseObject
GetOwner()"

GetOwnerSid Method "System.Management.ManagementBaseObject
GetOwnerSid()"
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NAME MEMBERTYPE  DEFINITION
SetPriority Method "System.Management.ManagementBaseObject
SetPriority(System.Int32 Priority)"
Terminate Method "System.Management.ManagementBaseObject
Terminate(System.UInt32 Reason)”
Caption Property "System.String Caption {get;set;}"
CommandLine Property "System.String CommandLine {get;set;}"
CreationClassName Property "System.String CreationClassName {get;set;}"
CreationDate Property "System.String CreationDate {get;set;}"
CSCreationClassName Property "System.String CSCreationClassName {get;set;}"
CSName Property "System.String CSName {get;set;}"
Description Property "System.String Description {get;set;}"
ExecutablePath Property "System.String ExecutablePath {get;set;}"
ExecutionState Property "System.UInt16 ExecutionState {get;set;}"
Handle Property "System.String Handle {get;set;}"
HandleCount Property "System.UInt32 HandleCount {get;set;}"
InstallDate Property "System.String InstallDate {get;set;}"
KernelModeTime Property "System.UInt64 KernelModeTime {get;set;}"
MaximumWorkingSetSize ~ Property "System.UInt32 MaximumWorkingSetSize
{get;set;}"
MinimumWorkingSetSize Property "System.UInt32 MinimumWorkingSetSize
{get;set;}"
Name Property "System.String Name {get;set;}"
OSCreationClassName Property "System.String OSCreationClassName {get;set;}
OSName Property "System.String OSName {get;set;}"
OtherOperationCount Property "System.UInt64 OtherOperationCount {get;set;}"
OtherTransferCount Property "System.UInt64 OtherTransferCount {get;set;}"
PageFaults Property "System.UInt32 PageFaults {get;set;}"
PageFileUsage Property "System.UInt32 PageFileUsage {get;set;}"
ParentProcessid Property "System.UInt32 ParentProcessld {get;set;}"
PeakPageFileUsage Property "System.UInt32 PeakPageFileUsage {get;set;}"
PeakVirtualSize Property "System.UInt64 PeakVirtualSize {get;set;}"
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NAME MEMBERTYPE  DEFINITION
PeakWorkingSetSize Property "System.UInt32 PeakWorkingSetSize {get;set;}"
Priority Property "System.UInt32 Priority {get;set;}"
PrivatePageCount Property "System.UInt64 PrivatePageCount {get;set;}"
Processld Property "System.UInt32 Processld {get;set;}"
QuotaNonPagedPoolUsage Property "System.UInt32 QuotaNonPagedPoolUsage
{get;set})"
QuotaPagedPoolUsage Property "System.UInt32 QuotaPagedPoolUsage
{get;set})"
QuotaPeakNonPaged- Property "System.UInt32
PoolUsage QuotaPeakNonPagedPoolUsage {get;set;}"
QuotaPeakPagedPoolUsage Property "System.UInt32 QuotaPeakPagedPoolUsage
{get;set;}"
ReadOperationCount Property "System.UInt64 ReadOperationCount {get;set;}"
ReadTransferCount Property "System.UInt64 ReadTransferCount {get;set;}"
Sessionld Property "System.UInt32 Sessionld {get;set;}"
Status Property "System.String Status {get;set;}"
TerminationDate Property "System.String TerminationDate {get;set;}"
ThreadCount Property "System.UInt32 ThreadCount {get;set;}"
UserModeTime Property "System.UInt64 UserModeTime {get;set;}"
VirtualSize Property "System.UInt64 VirtualSize {get;set;}"
WindowsVersion Property "System.String WindowsVersion {get;set;}"
WorkingSetSize Property "System.UInt64 WorkingSetSize {get;set;}"
WriteOperationCount Property "System.UInt64 WriteOperationCount {get;set}"
WriteTransferCount Property "System.UInt64 WriteTransferCount {get;set;}"
__CLASS Property "System.String __CLASS {get;set;}"
__DERIVATION Property "System.String[] __DERIVATION {get;set;}"
__DYNASTY Property "System.String __DYNASTY {get;set;}"
__GENUS Property "System.Int32 __GENUS {get;set;}"
__NAMESPACE Property "System.String __ NAMESPACE {get;set;}"
__PATH Property "System.String __PATH {get;set;}"
__PROPERTY_COUNT Property "System.Int32 __PROPERTY_COUNT {get;set;}"
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NAME MEMBERTYPE DEFINITION

__RELPATH Property "System.String __RELPATH {get;set;}"
__SERVER Property "System.String __SERVER {get;set;}"
__SUPERCLASS Property "System.String __SUPERCLASS {get;set;}"
ConvertFromDateTime ScriptMethod "System.Object ConvertFromDateTime();"
ConvertToDateTime ScriptMethod "System.Object ConvertToDateTime();"
Delete ScriptMethod "System.Object Delete();"

GetType ScriptMethod "System.Object GetType();"

Put ScriptMethod "System.Object Put();"

Path ScriptProperty  "System.Object Path

{get=$this.ExecutablePath;}"

Grouping and Sorting Output

Prior to presenting output from a script, it is often advantageous to group or sort the data.
The proper sort or group can allow you to discover previously unseen relationships in data
obtained by a Windows PowerShell cmdlet or WMI query. In previous scripting languages,
complicated merging algorithms involving multiple arrays or dictionaries were required to
provide grouped information, and many sorts involved using a bubble-sorting routine that,
while accurate, is a rather inef cient means of sorting data.

Windows PowerShell has the Group-0Object and Sort-Object cmdlets, both of which accept
pipelined data and are therefore easy to use. In the AnalyzeApplicationLog.psl script, you
can use the Get-EventLog cmdlet to connect to the application log on the local computer and
retrieve all of the events. You can then sort the returned collection of event log entries based
on the source property. You can pipeline the sorted list of event log entries to the Group-Object
cmdlet, which produces a listing of the number of event log entries. You then pipeline the
resulting object into another Sort-Object cmdlet and specify the descending parameter to
group the most prevalent entries rst. The resulting output from the AnalyzeApplicationLog.psl
script is shown in Figure 2-3.

AnalyzeApplicationLog.psl

Get-EventLog —logname application |
Sort-Object —property source |
Group-Object —property source |

Sort-Object -Property count -Descending
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FIGURE 2-3 Grouping and sorting cmdlets lend insight to the application log.

Group-Object

This cmdlet groups objects that contain the same value for speci ed properties. The
Group-Object cmdlet produces output that displays a numerical count of the number of
times that an object meeting speci c criteria occurs. The following example produces a list
that tells you how many aliases exist for which cmdlets.

GroupAliases.psl

Get-Alias |

Group-Object —property definition |
Sort-Object -Property count -Descending

Sort-Object

This cmdlet sorts objects by property values. The Sort-Object cmdlet is useful in organizing a
listing of data. Once data is grouped by property, it is often bene cial to sort the data as well.
The descending switched parameter displays the sorted list from largest numbers to small-
est. In the GetGroupPolicyProcessingError.psl script, you can retrieve Group Policy processing
failure events from the Microsoft-Windows-GroupPolicy operational log by using the Get-Event
cmdlet. You can then pipeline the results to the where-Object cmdlet to Iter out only in-
stances of the event ID 7001, which states that Group Policy processing failed for a particular
user. You then pipeline the collection of event log entries to the Sort-Object cmdlet where
you can perform a descending sort based on the time the error occurred.
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GetGroupPolicyProcessingError.psl

Get-Event -LogName *group* |

Where-Object { $_.id -eq 7001 } |
Sort-Object -Property timecreated -descending

Saving Output to Files
The following three cmdlets are useful in saving output to les:

0 Out-File Sendsoutputtoa le.If you need to create a text le, you can use the
redirection operator. As shown here, the redirection operator creates a le that does
not exist or overwrites a previously existing le.

Get-Process > c:\fso\process.txt

If you need to append to a text le, you can use the double arrow to redirectto a le
and append to it. The following example illustrates this process by appending to the
previously created text le. If the le did not exist, it would be created.

Get-Process >> c:\fso\process.txt

With the ease of creating les using the redirection operator, why do you need a
cmdlet that does the same job? The answer is: You don t. If you are only creating or
appending to a le, you can use redirection. The primary reason for using the out-File
cmdlet is to take advantage of the additional parameters that are offered, which are
width, encoding, and noclobber.

01 Export-Clixml Creates an XML-based representation of an object or objects and
storesitina le.

00 Export-CSV Converts .NET Framework objects into a series of comma-separated,
variable-length (CSV) strings and saves the strings in a CSV le.

Working with WMI

Windows Management Instrumentation (WMI) is part of Microsoft s strategic management
direction and has been since its appearance more than a decade ago. Microsoft continues to
invest heavily in WMI technology and the development of new classes, as well as the addition
of new methods and properties to existing classes. At rst glance, some network administra-
tors may shy away from WMI in Windows PowerShell 2.0: After all, we now have Windows
PowerShell. We do not need WMI anymore. They may even point to Get-Process,
Get-Service, and Get-HotFix as examples of the new and improved Windows PowerShell
model. Yet, both Get-Process and Get-Service lack the functionality that is achieved by
Win32_Process and Win32_Service, and, amusingly enough, Get-HotFix simply calls WMI s
Win32_QuickFixEngineering class to retrieve its information. So, WMI is still with us.
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Much of the management you will need to do involves using WMI. As a result, Windows
PowerShell 2.0 has added new cmdlets to make the work involved with using WMI less oner-
ous. WMI support in Windows PowerShell 1.0 was good, but it is much better in PowerShell
2.0. On Windows Vista, there are more than 2,000 WMI classes on the computer; compare
this with approximately 200 Windows PowerShell cmdlets. In numbers alone, the coverage via
WMI is ten times as great. It was not the intention of the Windows PowerShell team to write
cmdlets that duplicate existing WMI classes; rather, it was their intention to write cmdlets to
allow you to access WMI in an easy fashion. The WMI cmdlets that are in Windows PowerShell
are detailed here.

O

Get-WmiObject Gets instances of WMI classes or information about available
classes. This is the fundamental WMI cmdlet and the one you will likely reach for rst.
By using the Get-WmiObject cmdlet, you can query properties of WMI classes, set
properties, and call methods on both local and remote computers. The following is an
example of retrieving information about the C: drive.

Get-WmiObject —class Win32_Volume —filter "name = "c:

Invoke-WmiMethod Calls WMI methods. This is one of the new cmdlets for
Windows PowerShell 2.0. At rst glance, | did not think it would be all that useful.
After all, you can easily use Get-WmiObject and call WMI methods by using the dotted
notation. After working with it for a while, however, the cmdlet excels at calling WMI
methods.

Register-WmiEvent The Register-WmiEvent cmdlet is a tremendous bonus to
network administrators who have used other scripting languages, such as VBScript, to
write event-driven WMI scripts. To use the cmdlet, you must write a WMI query that is
event-driven.

2 Remove-WmiObject Deletes WMI classes and instances. The Remove-WmiObject

cmdlet may sound dangerous, and it can be. If you are not careful, you can easily
delete an actual WMI class and damage your WMI repository. There are certain WMI
classes that require you to actually delete an instance of the class; one class that comes
to mind is Win32_PrinterJob.

1 Set-Wmilnstance Creates or modi es instances of WMI classes. Some WMI classes

require you to modify an existing instance of the class or create a new instance of the
class, such as the Win32_TcplPPrinterPort class.
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One-Line Commands

f you want to set a property of the drive, such as the label, you can use the follow-
ing command.

((Get-WmiObject —class Win32_Volume —Ffilter "name = "c:""").label = "new
drive label™).put()

| do not prefer to write one-line commands, such as the previous one, because they
are hard to read. Yet, there are some valid bene ts.

0 Easy to schedule. Copy the one-line command on the Actions tab in Task Scheduler.

0 Easy to re-execute. Use the Up Arrow, add the computer parameter, and press
Enter.

0 Easy to back up. Highlight the line, press Enter, and copy to Notepad.

| would prefer to assign a new volume label with three lines of code. The rst line
obtains the connection to the Win32_Volume class associated with the C: drive.
The next line assigns the new value to the property, and the last line commits the
changes.

$wmi = Get-WmiObject —class Win32_Volume —filter "name = "c:™"
$Wmi . label = "new drive label”
$wmi .put(Q

The three-line version of the label command is much easier to read and to trouble-
shoot if a problem arises. The one-liner is less intuitive and fragile in its heavy
reliance on nested parentheses.

If you want to call a method by using the Get-WmiObject cmdlet, you can do so as
shown in the DefragAnalysis.psl script.

$wmi = Get-WmiObject —class Win32_Volume —filter "name = "c:™"
$return = $wmi.DefragAnalysis(Q)
$return.DefragAnalysis

To write the command in a single line, it would look like the following:

((Get-WmiObject —class Win32_Volume —filter “name = "c:"").
DefragAnalysis) .DefragAnalysis

Survey of Windows PowerShell Capabilities



Obtaining Information from Classes

Several different methods can be used to query WMI classes for information. The most basic
method involves using the Get-WmiObject cmdlet and supplying a WMI class name for the
class parameter as shown here.

Get-WmiObject —class Win32_Bios

When you do this, the Get-Wmiobject cmdlet retrieves a formatted display of information
from the Win32_Bios WMI class as shown in Figure 2-4.

X Windows PowerShell I

PS C:n\> Get-WmiObject —Class win32_hios

SMBIOSBIOSUersion : BEOBA2
Manuf acturer : American Megatrends lEc.

ame : BIOS Date: B2-22/06 20:54:49 Uer: BO8.00.02
SerialNumber : 2716-2298-1514-1558-4398-7113-73
Uersion :AMI - 2000622

FIGURE 2-4 The Win32_Bios WMI class presents formatted BIOS information.

If you prefer to use the built-in alias and rely on a positional parameter, you can shorten
the command as shown here.

Gwmi Win32_Bios

The advantage to this command is that it relies on less typing and can therefore make you
more ef cient from the command line. The disadvantage, of course, is readability and reliabil-
ity. The command relies on the built-in alias, gwmi; this may be a reasonably valid assumption,
but it is not guaranteed.

Managing Aliases

ne problem in working with aliases is that they are never guaranteed to exist.
Windows PowerShell 2.0 ships with two types of aliases: canonical and com-
patibility. Compatibility aliases are essentially mappings of various DOS and UNIX
commands to their equivalent Windows PowerShell cmdlets. These aliases are not
protected and can be freely deleted or modi ed. | know some Windows PowerShell
users at Microsoft who have a command similar to this one in their PowerShell
pro le.

Get-Alias |
Where-Object { $_.options —notmatch “readonly® } |
Remove-ltem —path $_.name
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Their logic is to remove the entire collection of compatibility aliases from Windows
PowerShell and force the use of either canonical aliases or actual cmdlet names.
Such a technique might prove helpful when learning Windows PowerShell because
it requires you to type Get-Childltem or GCl every time you want to obtain a direc-
tory listing instead of using the more familiar dir or Is alias. Typing Get-Childltem
does not involve much more typing when you take tab expansion into account; it is
only ve keystrokes as opposed to either three for dir or two for Is.

Aliases can be changed, deleted, or overridden by Windows PowerShell users

and, as a result, should never be used in a script. For network administrators and
help desk personnel who may be working on multiple systems, there are basically
three different approaches. The rst approach is to use no aliases. In this man-
ner, you will always know the actual command name and be able to work on any
system that has Windows PowerShell installed. The second approach to working
with aliases involves establishing a corporate Windows PowerShell pro le in which
companywide aliases are de ned. The third method creates a roaming pro le by
storing the pro le on a shared, networked location. When the network location is
available, Windows PowerShell loads the pro le.

Finding WMI Classes

On a default installation of a Windows Vista computer, there are more than 3,000 WMI classes
that are spread out over several different namespaces. Yet in the default WMI namespace,
root\cimv2, there are nearly 1,000 classes. This highlights one of the hardest problems that
network administrators encounter when using WMI. It is not the inability to work with WMI,
nor is it the paucity of class coverage. Rather, it is the plethora of classes itself that causes the
problem.

One approach to nding WMI classes is to use a tool, such as the Windows PowerShell
Scriptomatic (included in the Tools folder on the companion media with this book.) The
Windows PowerShell Scriptomatic makes it easy to choose a WMI namespace, select a WMI
class, and then run the script to see whether the output is useful. A unique feature of the
Windows PowerShell Scriptomatic is that it automatically generates WMI code to query the
WMI class you selected and then executes the code to display the results of the command. If
you like the results, you can save the script.

Such a method has two potential pitfalls. The rstis that it can be rather tedious to manu-
ally walk through all of the WMI classes on your server. A better approach involves program-
matically searching the WMI classes. To do this, you rely on the list parameter from the
Get-WmiObject cmdlet as shown here.

Get-WmiObject —List |
Where-Object { $_.name —match “"disk"}
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You can use this technique to identify potential WMI classes that could be of bene t to
you. One of the problems with the previous query is that it returns both dynamic and abstract
WMI classes. You are not allowed to query abstract classes because they are unreliable. One
way to reduce the number of abstracts returned is to Iter out classes that begin with the let-
ters cim because most abstract classes begin with these letters. There are exceptions to this,
of course, but they are few in number. The revised query is shown here.

Get-WmiObject —List |
Where-Object { $_.name —match "disk® —AND $_.name —notmatch "~cim" }

You may want the ability to query remote computers and to select different WMI
namespaces other than root\cimv2, which is the default namespace. You can use the
computername and namespace parameters from the Get-wmiobject cmdlet to add
additional functionality to your command as shown here.

Get-WmiObject —List —computername "lisbon®™ —namespace root\wmi |
Where-Object { $_.name —match "disk”-AND $_.name —notmatch "~cim” }

Once you have set the command the way you like it, you can modify it a little further and
turn it into a function. To use the function, you should pass three parameters: the related
WMI classes, the computer name, and the namespace. To do this, you will cause your function
to use named parameters. In the GetWmiClasses.ps1 script is a function named
GetWmiClasses.

GetWmiClasses.psl
Function GetWmiClasses(

$Computername = “localhost”,
$NameSpace = “root\cimv2-,
$Class = "disk”

)

{
Get-WmiObject —List —computername $computername —namespace $namespace |

Where-Object { $_.name —match $class-AND $_.name —notmatch "~cim® }

}

Setting Properties

When working with WMI, a number of properties can be set. Most of these properties are
read-write, but some properties are write-only. When set, they cause a change in behavior.

The value of these properties can be obtained by querying other properties. In the
SetVolumeName.ps1 script, you can write a new value to the VolumeName property of the
Win32_LogicalDisk WMI class. The volume name can be seen when examining the drive
con guration via Windows Explorer as illustrated in Figure 2-5. To do this, rst connect to
aspeci c logical disk by using the Iter parameter of the Get-WmiObject cmdlet. Once you
have connected to a speci c instance of the WMI class, you can assign a new value for the
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property and use the put method to write the changed value back to the object. The
SetVolumeName.ps1 script is shown here.

SetVolumeName.psl
$wmi = Get-WmiObject -Class win32_LogicalDisk -Filter "name = "c:" "

$wmi .VolumeName = “Local_Disk"
$wmi .PutQ
iLJ Computer I [m] 53
oW
e o = & [sca 2
File Edit View Tools Help
Organize v 57 Views v (B4 System properties Uninstall or changs & program . Map network drive  [5] open Control Panel (@)
—— Name || Type = | -] Total Size | »| Free space | |
Hard Disk Drives {1) =]
| Documents
1B Pictures _ Local Disk(C:)
[0 pusic 50.0 GE free of 63,9 GE
[ Recently Changed
18 searches Devices with Removable Storage (2) =
Public
S &
Floppy Disk Drive () @ WD Drive (D1}
Network Location (1) =]
Metwark Drive (Z:)
| |
. | 9.9 GB free of 147 GB
Folders ~

FIGURE 2-5 The volume name can be changed by editing a WMI property.

You might assume that you can modify the VolumeName property in a single line by using
a combination of parentheses and piling parameters together. If you did, the command would
look something like the following:

PS C:\> ((Get-WmiObject -Class win32_LogicalDisk -Filter "name = "c:" ").volumeName =
"c Drive™).putQ)
Method invocation failed because [System.String] doesn®"t contain a method named "put

At line:1 char:93

+ ((Get-WmiObject -Class win32_LogicalDisk -Filter "name = "c:" ").volumeName = "c D
rive’).put <<<<

The reason the previous command fails is that you need a WMI object to be able to call
the put method. The problem arises because you are working with a string. To write the
command in a single line, you need to use a variable to store the connection into WMI. This
command looks like the following:

PS C:\> $wmi = (Get-WmiObject -Class win32_logicaldisk -Filter "name = "c:"");
$wmi .volumename = *'sea Drive" ; $wmi.put()
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The semicolon is a logical line separator in Windows PowerShell. While the command
spans a single line in the Windows PowerShell console and can technically be considered to
be a single line of code, the semicolon actually masks three separate lines of code. This com-
mand is three separate commands and can be written as follows:

PS C:\> $wmi = (Get-WmiObject -Class win32_logicaldisk -Filter "name = "c:"");
$wmi .volumename = "'sea Drive" ;
$wmi .put()

If I was to go through the trouble of entering three different lines of code, | believe | would
turn the series of commands into a script. The SetVolumeName.ps1 script was shown earlier in
this chapter.

As a best practice, if you need to modify a property on a WMI object and the command
needs to be a single line, use the Set-Wmilnstance cmdlet.

Calling Methods

One of the most obvious areas for exploration in WMI involves methods. Much of WMI al-
lows you to query and to obtain a great deal of information about the operating system and
hardware of the computing device. Methods allow you to make changes to the operating
system or hardware. One way to call a method is to use the Get-WmiObject cmdlet to return a
management object at the appropriate level and then call the method, which you can do in a
single line. The example shown here returns an instance of the Win32_OperatingSystem WMI
class and then calls the ShutDown method.

(Get-WmiObject -Class win32_operatingsystem -EnableAllPrivileges).Shutbown()

You can use the Invoke-WmiMethod cmdlet to call a method. To do so, you need to specify
the path to a particular instance of a WMI class. The following example makes the printer
named textprinter the default printer on the computer. The key property for the class is the
DevicelD property. The path is the name of the class, the name of the key property, and the
value of the key property. The name parameter is the name of the method, which in this case
is SetDefaultPrinter. When the command is run, it returns some system information by default
that might not be of interest to you as shown here.

PS C:\> Invoke-WmiMethod -Path "win32_Printer.devicelD="textprinter""
-name SetDefaultPrinter
__GENUS 2

__CLASS : _ PARAMETERS
__SUPERCLASS

__DYNASTY : __ PARAMETERS
__RELPATH

__PROPERTY_COUNT : 1
__DERIVATION {3

__SERVER

__NAMESPACE
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__PATH

ReturnValue : 0

Properties : {Returnvalue}

SystemProperties : {_ GENUS, _ CLASS, _ SUPERCLASS, _ DYNASTY...}
Qualifiers - O

ClassPath : _ PARAMETERS

Site '

Container

To control the amount of information that is returned from the Invoke-WmiMethod cmdlet,
you can surround the command in parentheses and select the ReturnValue property. This
command and its results are shown here.

PS C:\> (Invoke-WmiMethod -Path "win32_Printer.devicelD="textprinter®" ~
-name SetDefaultPrinter).returnvalue
0

Working with Instances

When you query a class in WMI, multiple instances of the WMI class are usually returned. As
an example, the Win32_Volume WMI class on most computers returns multiple instances of
the class. On those systems, the value of the DevicelD property is the drive letter you want to
work with. This command is shown here.

PS C:\> Set-Wmilnstance -Path "win32_logicalDisk.DevicelD="c:"" ~

-argument @{volumeName = "sea_drive"}

If you want to set the same information for several instances of the same class, you can use
a WMI query to return the instances you want to work on and pipeline the results to the
Set-Wmilnstance cmdlet. In this example, the WMI class is Win32_LogicalDisk, which represents
logical drives on a computer. The Iter selects only drives that have a DriveType property that
is equal to 3. The enumeration value of 3 represents a xed logical disk. You then pipeline the
resulting WMI objects to the Set-Wmilnstance cmdlet where you specify that the VolumeName
property will have a value of Local_Disk. You do not need to specify the path to the WMI
instance because it is received over the pipeline. This technique is illustrated here along with
the associated output describing each drive that is modi ed.

PS C:\> Get-WmiObject -Class win32_logicaldisk -Filter "driveType = 3" |

Set-WmiInstance -Argument @{volumeName = "Local_Disk"}
DevicelD : C:

DriveType : 3

ProviderName :

FreeSpace : 53678329856

Size : 68716326912

VolumeName : Local_Disk
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Working with Events

When something occurs, it generates an event. In Windows PowerShell 1.0, it is rather dif cult
to work with events. In VBScript, you can write event-driven scripts, but they are a specialized
subject and are complicated to execute properly. Windows PowerShell 2.0 has changed all of
that.

Windows PowerShell has the Register-wmiEvent cmdlet that allows you to receive events
by writing a WMI event-driven query. If you use an intrinsic WMI event class, you do not even
have to write an event-driven query. The following example uses the Win32_ProcessStartTrace
intrinsic event class to generate an event when a new process is created. The Sourceldenti er
parameter is used when retrieving events and should therefore be both unique and easy to
remember.

Register-WmiEvent -Class win32_processStartTrace -Sourceldentifier startTrace

Any event that is generated is collected by the Windows PowerShell event collector. To
retrieve the events, use the Get-PSEvent cmdlet. The following example retrieves a speci ¢
event by supplying the Eventldenti er property to the Where-Object cmdlet.

$psEvent = Get-PSEvent | where-object { $_.eventidentifier -eq 13 }

Once you obtain an instance of the System.Management. Automation.PSEventArgs class
from the Get-PSEvent cmdlet, examine the NewEvent property from the System.Management.
EventArrivedEventArgs object as shown here.

$psEvent.SourceEventArgs.NewEvent

The NewEvent property returns a System.Management.ManagementBaseObject object that
contains a new instance of the Win32_ProcessStartTrace class. This is where you can nd out
the ProcessID, ProcessName, and other important information about the process that gener-
ated the event. A sample of the output is shown here.

PageDirectoryBase : 0

ParentProcessID : 2736

ProcesslID : 2688

ProcessName : calc.exe

SECURITY_DESCRIPTOR :

SessionlD 1

Sid : {1, 5, 0, 0...}

TIME_CREATED : 128649718365018915

Properties : {PageDirectoryBase, ParentProcesslID, ProcesslID, ProcessName...
¥

SystemProperties - {_ GENUS, _ CLASS, _ SUPERCLASS, _ DYNASTY...}

Qualifiers : {abstract, Locale}

ClassPath : Win32_ProcessStartTrace

Site

Container
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Working Remotely

It is seldom that an IT Pro works on a single machine. In Windows PowerShell 2.0, the exibil-
ity of PowerShell has been extended to working with other computers. You can always run a
WMI command or talk to Active Directory on a remote computer, but in Windows PowerShell
2.0, you have the ability to connect to a remote computer directly and run PowerShell com-
mands there. Several methods allow you to work remotely with the Windows PowerShell 2.0
environment, and they are detailed in this section.

Using computer

The easiest way to work remotely is to use the computer parameter. This parameter has
always been available via the Get-wmiobject cmdlet, but it has been added to several other
cmdlets as well as shown in the following list.

0 Get-Process

[ Get-Service

0 Get-WinEvent

0 Get-EventLog

[0 Restart-Computer
0 Stop-Computer

0 Test-Connection

Get-Process

The Get-Process cmdlet has been upgraded in Windows PowerShell 2.0 with the computer

parameter, which allows access to the System.Diagnostics.Process .NET Framework class on a
remote computer. There are a number of ways in which the Get-Process cmdlet can be used.
In its most basic form, this cmdlet produces a listing of processes and related information as

shown here (truncated for readability).

PS C:\> Get-Process -ComputerName berlin

Handles NPM(K) PM(K) WS(K) VM(M) CPU(s) Id ProcessName
379 5 1436 4700 106 436 csrss
78 4 1208 4376 103 480 csrss
288 13 15028 14560 78 1696 dfsrs
150 7 2196 5892 53 1972 dfssvc
218 13 7284 8968 66 1708 dns
0 0 0 12 0 0 Idle
129 6 1892 4792 40 1728 ismserv
171 15 7320 10980 86 920 LogonUl
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The listing that is returned by default by the Get-Process cmdlet is useful; | prefer to mod-
ify the readout to enable myself to nd information easier. When deciding how to modify the
command, | consider how | use Windows Task Manager. In general, | sort by either CPU or
memory utilization. You can produce similar results by using the Get-Process and Sort-Object
cmdlets as shown here (truncated for readability).

PS C:\> Get-Process -ComputerName berlin | Sort-Object -Property WS -Descending

Handles NPM(K) PM(K) WS(K) vM(M) CPU(s) Id ProcessName

985 58 24672 28988 93 576 lIsass

586 13 10684 17692 83 996 svchost
288 13 15048 14580 78 1696 dfsrs

468 40 7984 12824 71 1160 svchost
171 15 7320 10980 86 920 LogonUl

231 21 5148 9620 46 1324 svchost

95 3 5436 9540 42 1012 SLsvc

218 13 7284 8968 66 1708 dns

311 10 4776 8860 83 1632 spoolsv

If I am concerned about CPU utilization on the server, | sort by CPU as shown here. The
problem with this approach is that the CPU property does not report remotely. No error is
generated, and the data is simply missing.

PS C:\> Get-Process -ComputerName berlin | Sort-Object -Property CPU -Descending

Handles NPM(K) PM(K) WS(K) VM) CPU(s) Id ProcessName
99 4 2320 4480 39 1132 svchost
244 9 3512 7028 43 1072 svchost
234 21 5176 9632 46 1324 svchost
461 39 7944 12808 71 1160 svchost
291 10 4712 7468 44 944 svchost

To solve this problem, you can use the remoting features of Windows PowerShell 2.0 and
either run the command remotely or start a remote session and execute the command from
within the session.

By using the id parameter of the Get-Process cmdlet, you can manage processes that
may have similar names. If you use the WshShell object to create a process by using the exec
method, you can then use the ProcessID property that is returned when the process is created
and feed it to the Get-Process cmdlet to obtain diagnostic information about the newly cre-
ated process. To do this, store the object that is returned by the exec method into a variable
named $rtnPid. Then use the variable to obtain the ProcessID and pass this to the id param-
eter of the Get-Process cmdlet as illustrated here.
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PS C:\> $rtnPid = (New-Object -ComObject wscript.shell).exec(‘'notepad')
PS C:\> Get-Process -1d $rtnPid.ProcessliD

Handles NPM(K) PM(K) WS(K) vM(M) CPU(s) Id ProcessName

52 2 976 3496 59 0.38 3248 notepad

This technique is great if you are working directly on a local computer. The problem is that
the WshShell object does not remote. To use a similar technique on a remote computer, you
can use the [WMICLASS] type accelerator, pass it the path to the Win32_Process WMI class,
and call the create method. The path is composed of three parts: the computer name, the
namespace, and the class. In the example shown here, the computer is berlin, the namespace
is root\cimv2, and the class is Win32_Process.

NOTE Keep in mind that when the create method from Win32_Process is used, it will not
be visible even though the process is running. Therefore, the program will not be useful.
This technique is valid for starting processes that perform automated tasks, but it is useless
if the process displays a graphical user interface.

To create an instance of the Notepad program on a remote computer named berlin, the
command is shown here.

$wmiReturn = ([WMICLASS]'"\\berlin\root\cimv2:win32_process").create("'notepad")

When it is time to delete the process, use the terminate method of the Win32_Process WMI
class. To connect speci cally to the process you created earlier, you need to use the ProcessID.
You can use the management base object that was created when the process was created to
obtain the information you need. If you try to use the object directly, the command fails due
to the extra information that is stored in the object.

You need to use a subexpression to control the unraveling of the object. To do this, you
can use a dollar sign and a set of parentheses. Place the $() around $wmiReturn.Processld. By
using the subexpression, you can control the amount of information that is returned when
you query the ProcessID property that you stored in the $wmiReturn variable during the
previous command.

To delete the process, use the [WMI] type accelerator and give it the path to the exact in-
stance of the class you want to delete. To do this, use the WMI path and include the key prop-
erty. In the command below, the computer is berlin, the namespace is root\cimv2, the class is
Win32_Process, the key property is handle, and the value of the handle property is contained
in the $wmiReturn.Processld property. Once you have connected to the speci c instance, call
the terminate method.

(IWIT™\\berlin\root\cimv2:win32_process.handle=$($wmiReturn._Processld)") .terminate()
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If you want to use the Invoke-WmiMethod cmdlet, you still need to be able to connect to
the key property of the class, the handle property. To nd the key property for a WMI class,
you can use the Windows Management Instrumentation Tester (WbemTest) program. Press
the Open Class button after you connect to WMI on the computer. In the Get Class Name dia-
log box that appears, type the name of the WMI class (Win32_Process for this example). You
then press the Instances button from the right side of the screen, and the Query Result dialog
box shown in Figure 2-6 appears.

Instances of Win32_Process
| 36 0biects| max. batch: 10 |D0ne
Win32_Procesz. Handle="0" -
Win32_Procesz. Handle="4"
Win32_Process. Handle=""392
Win32_Process.Handle:

Win32_Process Handle="540"
Win32_Process Handle="588"
Win32_Process Handle="604"
Wwin3d2_Process. Handle="612"

win32_Process. Handle="504" _|;|
<I I 3

sdd | Dekte |

FIGURE 2-6 The Windows Management Instrumentation Tester displays key values for WMI classes.

If you have stored the handle to the process in a variable, it is not too dif cult to work
with it. If you have not stored the handle, you need to perform another query to obtain the
handle. You can use the Get-Process cmdlet to obtain this information.

$processID = Get-Process -ComputerName berlin -Name notepad

Once you have the process ID, you can use it with the Invoke-WmiMethod cmdlet. The main
advantage of the Invoke-WmiMethod cmdlet is that it spares you from typing the obscure
\\computername\namespace type of syntax that is required by the [WMI] type accelerator.

It also contains other advanced features that you will look at later in Chapter 7, Avoiding
Scripting Pitfalls.

Invoke-WmiMethod -ComputerName berlin -Path "win32_process.handle=$($processiD.id)" *

-name terminate

Get-Service

If you need to check the status of a service on a remote computer, you can use the
Get-Service cmdlet. There are essentially three ways to use this cmdlet. The easiest way is
to simply use the computername parameter to produce a listing of the status of all services
de ned on the remote computer. This process is shown here with a truncated output.
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PS C:\> Get-Service -ComputerName berlin

Status Name DisplayName

Running 1-vmsrvc Virtual Machine Additions Services ...
Running AeLookupSvc Application Experience

Stopped ALG Application Layer Gateway Service
Stopped Appinfo Application Information

If you are interested in the status of a particular service, there are two ways to obtain the
information. If you know the actual name of the service, you can use the name parameter as
shown here.

PS C:\> Get-Service -Name bits

Status Name DisplayName

Stopped BITS Background Intelligent Transfer Ser...

Often, you do not know the actual name of the service because this name is not always
displayed. The problem with some display names is that, while they are easy to read, they
are not easy to type. A good example is the BITS service shown earlier. You can use the

DisplayName parameter to gain the advantage of using the friendly name; to ease the
typing burden, you can use wildcards to shorten the name as shown here.

PS C:\> Get-Service -DisplayName background*

Status Name DisplayName

Stopped BITS Background Intelligent Transfer Ser...

If you are working on a local computer, you can use the Start-Service cmdlet to start
the service. However, the start-Service cmdlet does not have the computername
parameter and therefore does not remote. You can use the underlying .NET Framework
System.ServiceProcess.ServiceController class as shown here.

$service = New-Object ServiceProcess.ServiceController(""BITS","berlin™)
$service.Start()

If you need to stop a service on a remote server, you also need to use the
System.ServiceProcess.ServiceController class because the Stop-Service cmdlet does
not have the computername parameter as shown here.

$service = New-Object ServiceProcess.ServiceController("BITS","berlin'™)
$service.Stop()

What if you need to start a service and the service is disabled? In this case, you cannot use
the start method from the System.ServiceProcess.ServiceController class because there is no
ChangeStartMethod method associated with this class. You are not allowed to override the
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disabled property of the service. One problem with the System.ServiceProcess.ServiceController
.NET Framework class is that there is no property that displays the start mode of the service.
When you attempt to start the disabled service as shown here, you generate an error.

PS C:\> $service = New-Object ServiceProcess.ServiceController("'BITS","berlin™)
PS C:\> $service.Start()

Exception calling "Start™ with "0" argument(s): "Cannot start service BITS on
computer “berlin”_"At line:1 char:15+ $service.Start <<<< ()

Unfortunately, the error does not indicate the reason that the service failed to start. As a
best practice, when starting services, | prefer to check the status of the service. If the service is
stopped, | check the startmode property of the service by using the Win32_Service WMI class.
If the service is disabled, | change the start mode of the service to manual and then start the
service. An example of this technique can be seen in the GetStatusAndStartService.psl script.

GetStatusAndStartService.psl

$computerName = "berlin™

$serviceName = "bits"

$remoteService = Get-Service -ComputerName $computerName -Name $serviceName

if($remoteService.status -ne "running”)

{

$service = [wmi]'"\\$computerName\root\cimv2:Win32_service.name=
if($($service.startmode) -eq "disabled™)
{

$service.changeStartMode(*'manual'™)

$service.startService()

}
ELSE

{

$service.startService()

¥

Get-EventLog

The Get-EventLog cmdlet works with traditional event logs such as the System, Application,
and Security logs. In addition to these three logs that have existed since the inception of
Windows NT, a few additional event logs also fall into the traditional category. This is not
due to their longstanding existence, but rather because they use the traditional event log
format. To see which event logs the Get-EventLog cmdlet is capable of viewing, you can use
the Get-EventLog cmdlet with the list parameter. This can be done on a local machine or
remotely by using the computername parameter. If you use the command remotely, you
might very well nd additional event logs. In the following example, we use the Get-EventLog
cmdlet on the local computer, which is running Windows Vista.
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PS C:\> Get-EventLog —-List

Max(K) Retain OverflowAction

20,480 0 OverwriteAsNeeded
512 7 OverwriteOlder
20,480 0 OverwriteAsNeeded
512 7 OverwriteOlder
20,480 0 OverwriteAsNeeded
20,480 0 OverwriteAsNeeded
20,480 0 OverwriteAsNeeded
15,360 0 OverwriteAsNeeded

Entries

0
9,040
21,813
1,584

Name

Application

DFS Replication
Hardware Events
Internet Explorer

Key Management Service
Security

System

Windows PowerShell

When the command is run on a remote computer that is running Windows Server 2008
and is con gured as a domain controller and Domain Name System (DNS) server, you will
notice some additional event logs displayed.

PS C:\> Get-EventLog -List -ComputerName berlin

Max(K) Retain OverflowAction

20,480 0 OverwriteAsNeeded
15,168 0 OverwriteAsNeeded
512 0 OverwriteAsNeeded
16,384 0 OverwriteAsNeeded
20,480 0 OverwriteAsNeeded
512 7 OverwriteOlder
20,480 0 OverwriteAsNeeded
131,072 0 OverwriteAsNeeded
20,480 0 OverwriteAsNeeded
15,360 0 OverwriteAsNeeded

Entries

56,928
7,419
200

Name

Application

DFS Replication
Directory Service
DNS Server
Hardware Events
Internet Explorer
Key Management Service
Security

System

Windows PowerShell

If you want to view the two most recent entries from the DNS server log, you need to use
the logname parameter and the computername parameter from the Get_EventLog cmdlet.
One factor to keep in mind is that the logs that have spaces in the name must be placed in
quotation marks. If you do not, an error is generated as shown in Figure 2-7.

B Administrator: Windows PowerShell

PS C:\> Get—EventLog —LogName DNS Server —ComputerName hex'lin —Newest 2

P2 C:~\> Get—EventLog —LogName "DH2 Server" —ComputerMame herlin —Mewest 2

Index Time EntryType Source

54@ Feb 22 B8:57 Information DNS
53% Feb 22 B8:57 Information DNS

PS Civ> _

InstancelD Mes

1
16873741826 The DNS...

FIGURE 2-7 Use quotation marks for log names that include spaces when querying with Get-EventLog.
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Get-WinEvent

The GetwinEvent cmdlet is new for Windows PowerShell 2.0 and is designed to replace the
Get-EventLog cmdlet. While it is a bit more dif cult to use, the Get-WinEvent cmdlet includes
both the functionality of the Get-EventLog cmdlet and additional functionality as well. One
of the new features of Windows Vista was the inclusion of new event logs. The Windows
Event Log Service (code-named Crimson ) is a standardized service that allows you to create
and publish events in standard event logs. These logs are primarily used for diagnostics and
auditing. Event Tracing for Windows (ETW) logs are of a higher performance and are used
primarily to monitor application performance. ETW was introduced in Microsoft Windows
2000, but improvements have been made in every version of Windows since that time. The
Get-WinEvent cmdlet can read both types of logs.

To nd the logs that are available to the Get-winEvent cmdlet, you can use the listlog
parameter with a wildcard as shown in the ListEventLogs.ps1 script.

ListEventLogs.psl
Get-WinEvent -ListLog * |
Format-Table -Property logname, RecordCount —AutoSize

When you run the ListEventLogs.ps1 script, between 50 and 60 event logs are returned
depending on the version of the operating system and the types of applications installed on
the machine as shown in Figure 2-8.

indows PowerShell

PS C:\> Get—WinEvent —ListLog * | Format—Table —Property LDgNane. RecordCount *Ru
utoSize

HardwareEvents
Internet Explorer
Key Hanagenent Service

—Bits—Client/Analytic

—Bits—Client/Operational

—GAPI2 /Operational
—CertificateServicesClient—CredentialRoaming/Operational

—CodeIntegrity-/Operational

—GCorruptedFileRecovery—Client/Operational

—Cormp uptedFlleRecuuel y—Server/0Operational
tlananel/Opal ational

Performance  Operational
ic/0perational
1cDataCnlle[:tnl +Operational
solversOperational
serModeOperational
A0perational
—Forwarding-Operational
—GroupPolicy-Operational
—HelpA/Operational
—HttpService Trace
—International/Operational
—Kernel-WDIOperational
—Kerne 1-WHERA
ozof t- —LanguagePackSetup-Operational
H1|:1 osoft—MWindows—MemoryDiagnostics—Results/Debu

FIGURE 2-8 The number of event logs returned by Get-Event depends on the
version of the operating system and the type of applications installed.
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To see classic event logs with the Get-WinEvent cmdlet, you can use the ListClassicEventLogs.psl
script. The script begins with the Get-winEvent cmdlet and uses the  listlog parameter with a
wildcard. It then pipelines the resulting System.Diagnostics.Eventing.Reader.EventLogCon guration
object to the Where-Object cmdlet where it  Iters the Boolean value IsClassicLog. If the log is a
classic event log, the script chooses several properties and formats the output as a table. The
ListClassicEventLogs.ps1 script is shown here.

ListClassicEventLogs.ps1

Get-WinEvent -ListlLog * |

Where-Object { $_.isClassiclLog } |

Format-Table -Property logname, MaximumSize*, *count —AutoSize

The members of the EventLogCon guration class are shown in Table 2-2.

TABLE 2-2 Members of the EventLogConfiguration Class

NAME MEMBERTYPE DEFINITION

Dispose Method System.Void Dispose()

Equals Method System.Boolean Equals(Object obj)
GetHashCode Method System.Int32 GetHashCode()
GetType Method System.Type GetType()
SaveChanges Method System.Void SaveChanges()
ToString Method System.String ToString()

FileSize NoteProperty FileSize=null

IsLogFull NoteProperty IsLogFull=null

LastAccessTime NoteProperty LastAccessTime=null

LastWriteTime NoteProperty LastWriteTime=null
OldestRecordNumber  NoteProperty OldestRecordNumber=null
RecordCount NoteProperty RecordCount=null

IsClassicLog Property System.Boolean IsClassicLog {get;}
IsEnabled Property System.Boolean IsEnabled {get;set;}
LogFilePath Property System.String LogFilePath {get;set;}
Loglsolation Property System.Diagnostics.Eventing.Reader.

EventLoglsolation Loglsolation {get;}

LogMode Property System.Diagnostics.Eventing.Reader.
EventLogMode LogMode {get;set;}

56 Survey of Windows PowerShell Capabilities



NAME MEMBERTYPE DEFINITION
LogName Property System.String LogName {get;}
LogType Property System.Diagnostics.Eventing.Reader.
EventLogType LogType {get;}
MaximumSizelnBytes  Property System.Int64 MaximumSizelnBytes {get;set;}
OwningProviderName Property System.String OwningProviderName {get;}
ProviderBufferSize Property System.Nullable 1[[System.Int32 mscorlib Version
=2.0.0.0 Culture=neutral PublicKeyToken
=b77a5c561934e089]] ProviderBufferSize {get;}
ProviderControlGuid Property System.Nullable 1[[System.Guid mscorlib Version
=2.0.0.0 Culture=neutral PublicKeyToken
=b77a5c561934e089]] ProviderControlGuid {get;}
Providerkeywords Property System.Nullable 1[[System.Int64 mscorlib Version
=2.0.0.0 Culture=neutral PublicKeyToken
=b77a5c561934e089]] ProviderKeywords {get;set;}
ProviderLatency Property System.Nullable 1[[System.Int32 mscorlib Version
=2.0.0.0 Culture=neutral PublicKeyToken=
b77a5c¢561934e089]] ProviderLatency {get;}
ProviderLevel Property System.Nullable 1[[System.Int32 mscorlib Version
=2.0.0.0 Culture=neutral PublickeyToken
=b77a5c¢561934e089]] ProviderLevel {get;set;}
ProviderMaximum- Property System.Nullable 1[[System.Int32 mscorlib Version
NumberOfBuffers =2.0.0.0 Culture=neutral PublicKeyToken=
b77a5c¢561934e089]]
ProviderMaximumNumberOfBuffers {get;}
ProviderMinimum- Property System.Nullable 1[[System.Int32 mscorlib Version
NumberOfBuffers =2.0.0.0 Culture=neutral PublickeyToken=
b77a5c561934e089]]
ProviderMinimumNumberOfBuffers {get;}
ProviderNames Property System.Collections.Generic.
IEnumerable 1[[System.String mscorlib
Version=2.0.0.0 Culture=neutral PublicKeyToken
=b77a5c561934e089]] ProviderNames {get;}
SecurityDescriptor Property System.String SecurityDescriptor {get;set;}

The Get-Event cmdlet does not have a newest parameter like the Get-EventLog cmdlet
has; however, this does not preclude using such a syntax. Due to the pipelining nature of
Windows PowerShell, you can use the Get-Event cmdlet and pipeline the results to the
Select-Object cmdlet, where you have access to a last parameter as shown here.
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PS C:\> Get-WinEvent -logname *bits*op* | Select-Object -Last 3

TimeCreated ProviderName Id Message

8/7/2007 10:34:2... Microsoft-Window. .. 3 The BITS service...
8/7/2007 10:21:4... Microsoft-Window. .. 306 The BITS service...
8/7/2007 1:07:39 PM Microsoft-Window. .. 306 The BITS service...

When querying event logs with the Get-WinEvent cmdlet, you can use partial parameters
to reduce typing and to maintain the readability of the code. If a partial parameter matches
several parameters, the cmdlet returns an error as shown in Figure 2-9.

/& Administrator indows Powershell

PS C:N> Get Event —Log Microsoft-YWindows
Select—Object —Last 3

82,2007 10:34:2_.. Microsoft—Window... BITS service...
87,2007 10:21:4_.. Microsoft—Window... BITS oo
87,2007 1:87:3% PH Microsoft—Window... 386 The BITS

PS C:»\> Get—WinEvent —Log Microsoft-Windows—Bits—Client/Operational —c Uista

elect—0Object —Last 3

FIGURE 2-9 Partial parameters need to be unique to avoid errors.

When you use the Get-WinEvent cmdlet to retrieve entries from an event log that does not
contain any entries, a record count of 0 is returned. Because no error is generated, this simpli-
es working from the command line. This process is shown in Figure 2-10.

1852672

FIGURE 2-10 Empty event logs list O records in the counter.

It is a best practice to check the record count of the event log prior to attempting access.
This technique is illustrated in the DisplayEventsCheckCount.psl script. Because the script
uses the Get-WinEvent cmdlet, which only exists in Windows PowerShell 2.0, it begins with
the #requires version 2.0 version tag. The log name can use wildcards, and considering the
length of some of the event log names, | recommend the liberal use of wildcards as long as
they do not interfere with the readability of the script. The $numberLogs variable is used to
hold the number of log entries you want to retrieve from the script. The key to the script is
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using the Get-WinEvent cmdlet to retrieve the RecordCount property. The RecordCount prop-
erty is treated like a Boolean value. The number 0 is false, and if RecordCount is anything but
0, then the expression is evaluated to true and you can proceed to query the event log. The
DisplayEventsCheckCount.ps1 script is shown here.

DisplayEventsCheckCount.psl

#requires -version 2.0

$logname = "*bits*op*"

$numberLogs = 3

if((Get-WinEvent -ListLog $logname).recordCount)

{

"Displaying the last $numberLogs events from log $logName™
Get-WinEvent -LogName $logname |

Select-Object -last $numberLogs

}

Test-Connection

With the presence of Ping.exe and the Win32_PingStatus WMI class, you really do not need
the Test-Connection cmdlet. But since you have it, go ahead and use it. One of the primary
advantages of Win32_PingStatus is that you can target a remote computer and have it ping a
different destination, which provides a tremendous amount of exibility when troubleshoot-
ing network connectivity problems. This can be done with the Test-Connection cmdlet as
well.

Another powerful feature of Win32_PingStatus is the ease with which you can create an
array and have it ping a series of computers that are within the array. This can also be easily
done with Test-Connection. Both of these techniques are shown in Figure 2-11.

B Administrator: Windows PowerShell

PS G:\}> SarylP = "192.168.2.1","192.168.2.5"

PS C:\> Foreach{$IP in $aryIP> { Test—Connection —Destination $IP 2
WARNING: 2 columns do not fit into the display and were removed.

IPUGAddress

192.168.2.5
192_168.2.5
192.168.2.5
192_168.2.5

-2,
2.
-2,
-2
-2,
220
2.
-2,

FIGURE 2-11 Test-Connection works locally or remotely.
When you pipe the results from Test-Connection into Get-Member, you can see why the

Test-Connection cmdlet reproduces the functionality of Win32_PingStatus the cmdlet wraps
the WM class. The members of the Win32_PingStatus WMI class are shown in Table 2-3.
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TABLE 2-3 Members of the Win32_PingStatus WMI Class

NAME MEMBERTYPE DEFINITION

Address Property System.String Address {get;set;}

BufferSize Property System.UInt32 BufferSize {get;set;}
NoFragmentation Property System.Boolean NoFragmentation {get;set;}
PrimaryAddress- Property System.UInt32 PrimaryAddressResolutionStatus
ResolutionStatus {get;set;}

ProtocolAddress Property System.String ProtocolAddress {get;set;}
ProtocolAddress- Property System.String ProtocolAddressResolved {get;set;}
Resolved

RecordRoute Property System.UInt32 RecordRoute {get;set;}
Replylnconsistency Property System.Boolean Replylnconsistency {get;set;}
ReplySize Property System.UInt32 ReplySize {get;set;}
ResolveAddressNames  Property System.Boolean ResolveAddressNames {get;set;}
ResponseTime Property System.UInt32 ResponseTime {get;set;}
ResponseTimeToLive Property System.UInt32 ResponseTimeTolLive {get;set;}
RouteRecord Property System.String[] RouteRecord {get;set;}
RouteRecordResolved Property System.String[] RouteRecordResolved {get;set;}
SourceRoute Property System.String SourceRoute {get;set;}
SourceRouteType Property System.UInt32 SourceRouteType {get;set;}
StatusCode Property System.UInt32 StatusCode {get;set;}

Timeout Property System.UInt32 Timeout {get;set;}
TimeStampRecord Property System.UInt32[] TimeStampRecord {get;set;}
TimeStampRecord- Property System.String[] TimeStampRecordAddress
Address {get;set;}

TimeStampRecord- Property System.String[] TimeStampRecordAddressResolved
AddressResolved {get;set;}

TimeStampRoute Property System.UInt32 TimeStampRoute {get;set;}
TimeToLive Property System.UInt32 TimeTolLive {get;set;}
TypeofService Property System.UInt32 TypeOfService {get;set;}
__CLASS Property System.String __CLASS {get;set;}
__DERIVATION Property System.String[] __ DERIVATION {get;set;}
__DYNASTY Property System.String __DYNASTY {get;set;}
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NAME MEMBERTYPE DEFINITION

__GENUS Property System.Int32 __GENUS {get;set;}
__NAMESPACE Property System.String __ NAMESPACE {get;set;}
__PATH Property System.String __PATH {get;set;}
__PROPERTY_COUNT Property System.Int32 __PROPERTY_COUNT {get;set;}
__RELPATH Property System.String __RELPATH {get;set;}
__SERVER Property System.String __SERVER {get;set;}
__SUPERCLASS Property System.String __ SUPERCLASS {get;set;}

ConvertFromDateTime  ScriptMethod System.Object ConvertFromDateTime();

ConvertToDateTime ScriptMethod System.Object ConvertToDateTime();

Restart-Computer

Once again with Windows PowerShell 2.0, we suffer from an embarrassment of riches. There
are several ways to reboot a remote or local computer, but few of them are as easy to use

as the Restart-Computer cmdlet. This cmdlet follows the Windows PowerShell development

model exactly and contains virtually no learning curve. To reboot a remote computer named
vista, type the following command.

Restart-Computer —computername vista
To restart you own computer, you use the following command:
Restart-Computer

If someone is logged on or has open programs, an error is generated when the command
is executed remotely. To bypass the error, you need to use the force parameter (which is con-
sistent with normal Windows PowerShell behavior). This process is shown in Figure 2-12.

B Administrator: Windows PowerShell

PS C:\> Restart—Computer —ComputerName Berlin

PS C:\> Restart—Computer —ComputerMame Berlin -Force
[PS C:N>

FIGURE 2-12 Use the force parameter to reboot a computer that has open files or active user sessions.
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Stop-Computer

The stop-Computer cmdlet is used to shut down a computer, which can be done on a local
machine or via the computername parameter. If the account on which you are logged on
does not have rights on the remote computer, you can use the credential parameter to spec-
ify an account that does have the rights to shut down the machine. The credential parameter
only works for a remote shutdown. It does not allow a low-rights user to shut down the local
computer because alternate credentials are not permitted for local connections. To shut down
the local computer, you only need to type the command shown here.

Stop-Computer

If you want to shut down a remote computer, you can use the computername parameter
as shown here.

Stop-Computer —computername Berlin

To use alternate credentials when shutting down the remote computer, you can use the
credential parameter and supply the user name that you want to use. You cannot embed a
password in the command because the credential parameter requires a credential object and
not just a user name/password combination. When you use the credential parameter with
the user name, a dialog box appears that prompts you to type in the password as shown in

Figure 2-13.

2 Administrator: Windows PowerShell I =

PS C:\> Stop—Computer —ComputerName berlin —Force —Credential nwitradershadminis
rator

windows Powershell Credential Request 2lx|
.éf 3
.w %‘

Flease enter your credentials.

User name: € nwtraders\administrator ¥ J
Password: sssssssse

FIGURE 2-13 The credential parameter causes a dialog box to appear to permit entry of passwords.
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Creating a Remote Interactive Session

If you need to run several commands on a remote computer, you can create a new Windows
PowerShell session based on the other computer. When you start a remote Windows PowerShell
session, the prompt includes the name of the other computer as shown in Figure 2-14.

on —(_30 mputerName Berlin

ratorsDocuments? hostname

FIGURE 2-14 When starting a remote Windows PowerShell session, the prompt includes the name of the
remote computer.

Two cmdlets that are used when working with a remote interactive session are Enter-
PSSession and Exit-PSSession.

NOTE There is an alias for Enter-PSSession named Start-PSSession. This alias works, but
one indicator that it is not an actual cmdlet is that tab expansion does not work for it.

A large number of parameters can be supplied for Enter-PSSession, but only one is
required the name of the remote computer. This syntax is illustrated here.

PS C:\> Enter-PSSession -ComputerName berlin
[berlin]: PS C:\Windows\System32>

Once you have ended your session, it is important to properly exit the remote Windows
PowerShell session. To do this, use the Exit-PSSession cmdlet as shown here.

[berlin]: PS C:\Windows\System32> Exit-PSSession
PS C:\>

Running a Remote Command

If you want to execute a single command, you can use the Invoke-Command cmdlet. The easi-
est way to use this cmdlet is to supply two parameters: computername and ScriptBlock. The

computername parameter accepts an array of computer names, and the ScriptBlock param-
eter accepts the code that will be run. The following example runs the Ipcon g command on
the remote computer named berlin.

PS C:\> Invoke-Command -ComputerName berlin -ScriptBlock { ipconfig }
Windows IP Configuration
Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix . :
Link-local IPv6 Address . . . . . : fe80::920:225c:1154:bf8f%10
IPv4 Address. . . . . . . . . . . 1 192.168.2.1
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Subnet Mask . . . . . . . . . . . 1 255.255.255.0
Default Gateway . . . . . . . . . - 0.0.0.0

Tunnel adapter Local Area Connection* 8:
Media State . . . . . . . . . . . - Media disconnected
Connection-specific DNS Suffix

Because the Invoke-Command cmdlet accepts an array for the computer name, you can sup-
ply multiple computer names when calling the cmdlet as shown here.

PS C:\> Invoke-Command -ComputerName berlin, hamburg -ScriptBlock { hostname }
Berlin
Hamburg

Additional Resources

0 The TechNet Script Center at http://www.microsoft.com/technet/scriptcenter has many
examples of Windows PowerShell scripts.

0 The TechNet Script Center Windows PowerShell hub at http://www.microsoft.com
/technet/scriptcenter/hubs/msh.mspx has a plethora of PowerShell resources.

0 The MSDN Windows PowerShell library at http://msdn.microsoft.com/en-us/library
/bb905330.aspx includes detailed documentation of the internals of PowerShell.

0 On the companion media, you will nd the Windows PowerShell Scriptomatic.

0 On the companion media, you will nd all of the scripts referred to in this chapter.
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ctive Directory Domain Services provides security as well as storage of network
Aobjects, such as users, groups, and computers, to distributed networks built on
Windows Server based operating systems beginning with Microsoft Windows Server
2000. You may have referred to Active Directory Domain Services in the past as simply
Active Directory. Active Directory is now considered to be a legacy term. Any network
administrator will need to work with Active Directory Service Interfaces (ADSI). In fact,
many ordinary users interact with Active Directory on a daily basis through various appli-
cations, such as Microsoft Of ce Outlook, or through self-provisioning of such processes
as password reset. As tempting as it may be to think of Active Directory primarily in
terms of user management (assigning users, groups, and permissions), such a view does
not take into account the scope of its application. If user management was all there was
to it, there would be no need to upgrade past Windows NT (WinNT). Indeed, it is the use
of other features, such as Group Policy, that provides much of the management facilities
within the Windows-based world.

ON THE COMPANION MEDIA You will nd all of the scripts, comma-
/' separated variable (CSV) les, and Excel spreadsheets referred to in this
chapter on the companion media.
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Creating Users, Groups, and Organizational Units

The process of creating objects is similar for many of the items created in Active Directory
directory service. The organizational unit (OU) is one of the most basic objects to create
because it is used to group other objects within Active Directory. As seen in the CreateOu.psl
script, you begin by establishing a connection into Active Directory. There are three parts to
the connection: the [ADSI] type accelerator, the protocol, and the path to the object. The path
to the object is also known as the distinguished name of the object. The three parts of the
connection string are seen in Table 3-1.

TABLE 3-1 Parts of an ADSI Connection

[ADSI] TYPE ACCELERATOR PROTOCOL PATH (DISTINGUISHED NAME)

[ADSI] LDAP:// dc=nwtraders,dc=com

[ADSI] LDAP, WIinNT, NDS,  ou=myou,dc=nwtraders,com
NWCOMPAT cn=myuser,ou=myou,dc=nwtraders,com

When working with objects in Active Directory, always use the [ADSI] type accelerator
to make your connection. Which protocol is used in the connection depends on the type of
directory you are working with. As seen in Table 3-2, several potential protocols can be used.
The most common protocols used in the Windows-based world are Lightweight Directory
Access Protocol (LDAP), which is used to connect with Active Directory, and the WinNT pro-
vider, which connects to Security Account Manager (SAM) registry-based account databases.
The SAM database is typically used for local accounts on workstations and stand-alone servers.

TABLE 3-2 ADSI-Supported Providers

PROTOCOL PURPOSE

WInNT To communicate with Windows NT 4.0 primary domain controllers (PDCs)
and backup domain controllers (BDCs) and with local account databases
for Microsoft Windows 2000 and newer workstations

LDAP To communicate with LDAP servers, including Microsoft Exchange 5.x
directory and Windows 2000 Active Directory

GC To communicate with a global catalog (GC) server

IS To communicate with Internet Information Services (IIS) 6.0 and earlier or

with 7.0 using Metabase compatability mode
NDS To communicate with Novell Directory Services (NDS) servers

NWCOMPAT To communicate with Novell NetWare servers
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Creating Objects

Once you make the connection to the appropriate level within Active Directory, you can use
the create method to create an instance of the object. The create method takes two positional
arguments. The rst argument is the type of object to create, and the second argument is the
name of the object. The name used to create the object includes a pre x that indicates the
type of object being created. Because you are creating an OrganizationalUnit, the pre xis
ou=. When put together, the pre x and the name form a property called the relative distin-
guished name (RDN). Table 3-3 lists some of the more common RDN pre xes.

TABLE 3-3 Common Relative Distinguished Name Attribute Types

ATTRIBUTE DESCRIPTION

dc Domain component
cn Common name

ou Organizational unit
o] Organization name
street Street address

c Country name

uid User ID

The CreateOU.psl script illustrates the three common tasks involved in creating an object
in Active Directory, which are detailed here.

0 Connect to the location in the directory.
0 Use the create method.
o Call the Setinfo method.

The CreateOU.psl script is shown here.

CreateOu.psl

$adsi = [adsi]”LDAP://dc=nwtraders,dc=com”

$de = $adsi.create(“OrganizationalUnit”,”ou=MyTestOu™)
$de.SetInfo()

When you combine the protocol used for the connection with the path to the object to
which you are connecting, you get what is called the ADsPath. Combining the [ADSI] type
accelerator with the ADsPath gives you a connection string. Examples of various connection
strings are shown in Table 3-4.

Creating Objects
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NOTE Connection strings are not interchangeable; rather, they generally connect in dif-
ferent ways and to different locations. Whereas various strings may actually connect to the
same location in Active Directory, most connect to different locations in Active Directory
and, in some cases, actually return different types of objects as well. You should always be
aware of where you are connecting prior to performing actions that change state, such as

create, modify, and delete.

TABLE 3-4 ADSI Connection Strings and Their Meanings

CONNECTION STRING

MEANING

[ADSI]™
[ADSI]"LDAP://rootdse"

[ADSI]"LDAP://berlin"

[ADSI]"LDAP://192.168.2.1"
[ADSI]"LDAP://berlin:389"

[ADSI]"LDAP: //berlin:389/
DC=nwtraders,DC=com"

[ADSI]"LDAP://berlin/
DC=nwtraders,DC=com"

[ADSI]"LDAP://192.168.2.1/
DC=nwtraders,DC=com"

[ADSI]"LDAP://CN=Dberlin,OU=domain
controllers, DC=nwtraders,dc=com"”

[ADSI]"LDAP://CN=myuser,OU=
mytestou,DC=nwtraders, DC=com"

[ADSI]"LDAP://berlin/
CN=myuser,OU=mytestou,
DC=nwtraders,DC=com"

[ADSI]"LDAP://192.168.2.1/
CN=myuser,OU=mytestou,DC=
nwtraders,DC=com"

[ADSI]"LDAP://192.168.2.1:389/
CN=myuser,OU=mytestou,
DC=nwtraders,DC=com"
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Binds to a root of an LDAP namespace.

Serverless binding to the directory of the
current domain.

Binds to a speci c server using a NetBIOS
name.

Binds to a speci ¢ server using an IP address.

Binds to a speci ¢ server using a speci ed port
number.

Binds to a speci ¢ domain through a speci ¢
server and port number.

Binds to a speci ¢ domain through a speci ¢
server using the NetBIOS name of the server.

Binds to a speci ¢ domain using the IP address
of a speci c server.
Binds to a speci ¢ domain controller.

Binds to a speci c user.

Binds to a speci ¢ user using a speci c server.

Binds to a speci ¢ user using a speci c server.

Binds to a speci c user via a speci ¢ server and
port number.



CONNECTION STRING MEANING

[ADSI]"LDAP://berlin:389/ Binds to a speci ¢ user via a speci ¢ server and
CN=myuser,OU=mytestou, port number.

DC=nwtraders,DC=com"

[ADSI]"LDAP://berlin.nwtraders.com/ Binds to a speci c user through a speci ¢
CN=myuser, OU=mytestou,DC= server. Because the fully quali ed Domain
nwtraders,DC=com" Name System (DNS) server name is used, the

connection will allow Kerberos authentication
to take place.

Creating a User Account

To create a user account, you must follow three steps: connect to the appropriate location
within the Active Directory hierarchy, specify the class of the object (user in this example) and
the name of the user, and call the Setinfo method as illustrated in the CreateUser.psl script.

CreateUser.psl

$adsi = [adsi]"LDAP://ou=MyTestOU,dc=nwtraders,dc=com"
$de = $adsi.create('User", " "cn=MyUser)

$de.SetInfo()

Creating a Group

To create a group, you must follow three steps: connect to the speci ¢ location within Active
Directory, specify the class name of the object, and call the Setinfo method. In this example,

you connect to the organizational unit named MyTestOU in the Nwtraders.com domain. The
class of the object is Group and the name of the group is MyGroup. This technique is seen in
the CreateGroup.psl script.

CreateGroup.psl

$adsi = [adsi]"LDAP://ou=MyTestOU,dc=nwtraders,dc=com"
$de = $adsi.create(’'Group™, 'cn=MyGroup')

$de.SetInfo()

Creating a Computer Account

If you need to create a computer account, the process is similar to creating a group, user, or
organizational unit. You connect to the speci c location within Active Directory where the ob-
ject will reside and then use the create method, specifying the type of object to create and the
name of the object, and call the Setinfo method as shown in the CreateComputer.ps1 script.

CreateComputer.psl

$adsi = [adsi]"LDAP://ou=MyTestOU,dc=nwtraders,dc=com"
$de = $adsi.create('Computer™, " cn=MyComputer')
$de.SetInfo()
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Let s examine another example of creating objects in Active Directory. If you want to cre-
ate a contact in Active Directory, you connect to the location within Active Directory where
you will store the contact. You then call the create method, specifying that contact as the type
of object you want to create. You supply the RDN of the object and call Setinfo as shown in
the CreateContact.psl script.

CreateContact.psl

$adsi = [adsi]"LDAP://ou=MyTestOU,dc=nwtraders,dc=com"
$de = $adsi.create("'Contact", " cn=MyContact')
$de.SetInfo()

Choosing the Correct ADSI Interface

James Turner, MCSE, Senior Premier Field Engineer
Microsoft Services

As a premier eld engineer for Microsoft, | come in contact with companies that
work in many different industries ranging from health care to government to
education and everything in between. While | am primarily based out of New York
City, my travels take me all over the United States and Canada. As a result, | see cus-
tomers who have differing needs, capabilities, and abilities; however, there are some
similarities. For one thing, | tend to see the following tasks commonly performed by
network administrators:

0 Implement login scripts (for example, modify client operating system
con guration; install/uninstall software, drivers, and updates)

0 Provision new user accounts
0 Decommission Active Directory objects
0 Maintain group memberships

0 Enable and provision application-speci c services (for example, provision
Microsoft Exchange Server messaging services)

0 Automate data protection strategies
0 Monitor and troubleshoot Active Directory infrastructure services
0 Search for stale or unused accounts

What s interesting is that these types of tasks can all be automated. For example,
the following script gives you the option to search Active Directory for disabled
user accounts or accounts with expired passwords.

PARAM([Switch]$PasswordExpired, [Switch]$AccountDisabled, $LastLogon,$DOM
= ([ADSI]"LDAP://rootdse') .defaultNamingContext)
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$ADS_UF_Dont_EXPIRE_PASS = 65536
$ADS_UF_ACCOUNTDISABLED = 2
$ADS_UF_PASS_Expired = 8388608

#lastLogon

1T ($PasswordExpired.IsPresent -eq $true)

{

$ADQuery = "<LDAP://$DOM>; (&(ObjectCategory=Person)(ObjectClass=User)
(UserAccountControl:1.2.840.113556.1.4.803:=$ADS_UF_PASS_Expired
));ADsPath;Subtree™

} Elself ($AccountDisabled.IsPresent -eq $true)

{

$ADQuery = "'<LDAP://$DOM>; (&(ObjectCategory=Person)(ObjectClass=User)
(UserAccountControl:1.2.840.113556.1.4.803:=$ADS_UF_ACCOUNTDISABLED));
ADsPath;Subtree™

} Else {

Write-Host "---> Syntax:ADStaleUsers.psl [-$PasswordExpired]
[-AccountDisabled]"

Exit
3

Write-Host "Binding to AD Path [$DOM]"

$0ADOConnection =
New-Object -ComObject '""ADODB.Connection

$0ADOCommand = New-
Object -ComObject "ADODB.Command*
$0ADOConnection.Open(*"Provider=ADsDSOObject;")

$0ADOCommand . ActiveConnection =
$0ADOConnection

$0ADOCommand . CommandText = $ADQuery

$oRS

= $oADOCommand . Execute ()

IT (-not $oRS.RecordCount -or $oRS.RecordCount -eq 0) {Write-Host "No
Objects Found!"; exit}

$oRS . MoveFirst()

While ($0RS.EOF -ne $true)

{
$oRS.Fields. item(*"ADsPath™) .value
$0RS . MoveNext ()

bs

Creating Objects
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When | work with Active Directory, | generally have a choice of working with either
the ADSI LDAP provider or the ADSI WinNT provider. The provider | choose depends
on the task and on which interface better facilitates that task (that is, fewer lines

of code). | notice that WinNT is more straightforward and requires fewer lines of
code. | use the WinNT interface to change passwords, create enabled users, create
groups, and easily disable/enable user accounts by using the property methods that
allow me to pass the friendly property name as the parameter instead of a bit mask,
as with the UserAccountControl property. Also, WinNT can access the local SAM
account database, which LDAP cannot. On the other hand, | can bind to a location

in Active Directory using LDAP and retrieve/access a much greater volume of Active
Directory properties than when using WinNT. With little modi cation, | can access
all naming contexts and special Active Directory objects using LDAP (for example,
RootDSE). When using LDAP, | can also use different authentication methods, such
as Kerberos. WinNT has access to more object types and interfaces. | tend to prefer
WiInNT over LDAP if | have a choice (that is, if both providers can facilitate the same
tasks).

Look at the following code.

PS C:\> $ADBind = [ADSI]"LDAP://cn=James Turner,cn=Users,DC=contoso,DC=c
om"
PS C:\> $ADBind.PsBase. InvokeSet("'AccountDisabled”, $false)

PS C:\> $ADBind.PsBase.CommitChanges()

To bind to my user account in my test lab using the LDAP provider, | must know
the full distinguished name of my Active Directory object. This usually means that
I need to use a tool such as Ldp, Adsiedit, or Active Directory Users and Computers
(to view the object path and copy to my script).

PS C:\> $ADBind = [ADSI]"WinNT://contoso/jaturn™
PS C:\> $ADBind.psbase. invokeset("'AccountDisabled",$true)
PS C:\> $ADBind.psbase.CommitChanges()

To bind to my user account using the WinNT provider, all | need to know is my
SamAccountName that | use to log in every day. This is one of the many nuances of
WiInNT that makes it my preferred provider.

When | need to create an Active Directory script, | use the [ADSI] type accelerator
from Windows PowerShell (used for binding to objects) and an ActiveX Data Object
(ADO) Component Object Model (COM) object (that | use in VBScript for searching
a directory). | do not use [ADSISearcher] (DirectorySearcher from .NET) to conduct a
search due to my limited .NET experience. This leads me to both create from scratch
when | want to bind using the accelerator and to rewrite VBScripts in Windows
PowerShell to search Active Directory when using ADO because it is familiar to me.
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The biggest challenge is knowing what methods are available for a given object. To
this end, | use a variety of sources of information that are available to anyone seek-
ing to use Windows PowerShell. The following are some of my favorites:

0 TechNet Script Center

o Jeffrey Snovers Windows PowerShell blog

0 Scripting Guys

0 MSDN

0 Microsoft Windows Server 2008 Software Development Kit (SDK)

0 Windows PowerShell Help Guide (.chm) PowerShell Documentation Pack

| admit that there are some issues in trying to use the MSDN documentation. For in-
stance, you need to know the keywords to use when searching for information. You
really need to think your way through the problem in an orderly fashion to come up
with the information. At times, you can nd information related to legacy inter-
faces. Using MSDN can become confusing unless you understand how Windows
PowerShell uses an adapter system to return these COM objects in a .NET wrapper
object. For instance, when you bind to an Active Directory user object using

ADSI via VB/VBScript, it returns an IADsUser interface. If you use the [ADSI] accel-
erator for Windows PowerShell, you need to be knowledgeable about the .NET
System.DirectoryServices.DirectoryEntry class. Also, some errors may refer to Inter-
face Association Descriptors (IADs).

When using ADSI in Windows PowerShell, certain methods and properties are hid-
den from the Get-Member cmdlet; this has been improved in PowerShell 2.0. This
cmdlet still confuses newcomers and can be highly frustrating. Some actions | can
perform directly with the property within Active Directory Domain Services, and
other actions require me to use some type of adapter method. Through practice,
research, and collaboration with peers and communities, | was able to gain an un-
derstanding of Windows PowerShell and ADSI. The techniques involved in accessing
the hidden properties are not as clearly explained as they should be, and articles
about accessing those properties are hard to nd (again, without the right keyword,
you won't nd articles).

Windows PowerShell scripting is far more ef cient and reliable than Active Directory
Users and Computers. You can quantify how much time it takes to manage users,
groups, and computers. Consider the following example.

You want to create a user. Your company has a set of mandatory attributes that
must be set on all users in the directory to facilitate directory lookups and Human
Resources (HR) activity. Let’s say that more than 20 attributes must be set, and more
than half of these attributes are common to all users within a geographical location
or workgroup. Your current process is to receive a spreadsheet from HR and the IT
help desk containing the information required to create user objects and populate
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the necessary attributes. The users were processed by HR yesterday and processed
by the IT help desk this morning. You receive the e-mail containing the spreadsheet
right after lunch, and you review it. Using the user interface, you open Active Direc-
tory Users and Computers and locate the appropriate Active Directory container
where the user will be created. You invoke the Create User dialog box and begin
the painful process of manually entering all of the necessary common and unique
information for that user, which takes approximately 15 to 20 minutes at a mini-
mum. Now, imagine performing that process for 10, 20, 30, or even 100 or more
users at one time within a time-related deadline. It would take hours to complete if
you were solely dedicated to the task. However, it would take days to complete this
task if you have other duties to perform, not to mention the time that the company
already spent while waiting for the IT help desk to process the new employee and
to relay the administrative task of creating the user to you. Using this process, it
would take more than 24 hours to create a user account. Why do this when you can
automate the entire process?

What if you could automate the process of periodically connecting (in 1-hour inter-
vals) to the HR SQL database to detect new employees that are approved for

an Active Directory user account? On connection, you detect that a new employee
requires a user account. Your script checks Active Directory for an existing account
with the same name. If it does not nd one, it retrieves the necessary properties
from the HR database, reads the IT database for IT-speci c requirements (that is,
password info), and creates the user account using ADSI. Once complete, the script
veri es that all domain controller update sequence numbers (USNs) in the region of
the user are synchronized. It then sends an e-mail, text, or voice mail to the user us-
ing Exchange Server or Uni ed Messaging (UM), informing the user that his account
is ready and providing the minimum required information to log in. Depending on
Active Directory convergence time, the polling interval, and the time that the new
employee was entered into the HR system, this process may take only 30 minutes to
4 hours to complete. Moreover, neither you nor the IT help desk was tied up in the
process. This is a huge PLUS.

Additionally, automation promotes the following bene ts:

0 Provides consistency in process implementation, especially if you need it done
right the rst time

0 Facilitates business-, corporate-, legal-, and security-related compliance
0 Provides automation
0 Lowers total cost of ownership (TCO)

O Incurs less administrative overhead
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Deriving the Create Object Pattern

As you have no doubt begun to realize by now, the process of creating an object in Active
Directory incorporates the same three steps: make the connection to the appropriate loca-
tion within Active Directory, use the create method while specifying both the name and type
of object to create, and then call the Setinfo method. If you can abstract the items that may
change within the process of creating an object into variables, you are left with a block of
code that can be used to create an object in Active Directory. Consequently, you never have
to write this block of code again because it is completely reusable.

As a rst attempt, you can choose one of the previous scripts that create an object in

Active Directory and begin to abstract every potential value that can be supplied to the script.

You nd that the items that change the variable items are the path to the location within
the Active Directory hierarchy, the class of the object, and the name of the object. Everything
else within the various scripts that you previously reviewed is the same; the process of con-
necting to Active Directory, the method you used to create the objects, and the necessity of
using the Setinfo method did not change. The resulting script is CreateObject_1.ps1 as shown
here. Notice that the variable items that changed are now stored in variables. The values that
did not change between the different scripts are the items that use the variables.

CreateObject_1.psl

$path = ""dc=nwtraders,dc=com"
$class = "OrganizationalUnit”
$name = "ou=testou"

$adsi = [adsi]"LDAP://$path"
$de = $adsi.Create($class,$name)
$de.SetInfo()

Modifying the Variables

If you want to create a user now, all you need to do is modify the appropriate values that are
stored in variables. You do not need to modify the value stored in the $path variable. Simply
append the ou=path portion to the name value if desired, which simpli es the number of values

that need to be modi ed to run the script as shown in the example in the CreateUser_1.ps1 script.

CreateUser_1.ps1

$path = “"dc=nwtraders,dc=com"
$class = "user"
$name = *‘cn=myuser ,ou=testou"

$adsi = [adsi]"LDAP://$path™
$de = $adsi.Create($class,$name)
$de.SetInfo()
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Constant vs. Read-Only Variables

If you create a variable (in most normal circumstances, the value of the variable never
changes), you can turn that variable into either a constant variable or a read-only variable. To
do this, use the New-variable cmdlet. After specifying the value and the name of the variable,
use the option parameter and either of the following keywords: read-only or constant. The
difference between a read-only variable and a constant variable is that a constant variable is
constant; you cannot change it or delete it. A constant exists forever within the scope in which
itis de ned. If you do not have a compelling reason for creating a constant, | recommend

as a best practice that you create a read-only variable. The revised CreateUser_1.ps1 script is
now named CreateUser_2.psl, and you have de ned a constant variable for the path.

CreateUser_2.psl

New-Variable -name path -value "dc=nwtraders,dc=com"™ -option constant
$class = "user"

$name = '‘cn=myuser,ou=testou"

$adsi = [adsi]"LDAP://$path"

$de = $adsi.Create($class,$name)

$de.SetInfo()

Creating a Utility Script

Opening and editing a script if there are only two or three variables that might need to be
modi ed is a little foolish and certainly not a practical solution for an enterprise network
administrator. You can use your basic design pattern to your advantage and easily create

a few scripts that might be a bit more robust. You can modify the script so that it accepts
command-line parameters, which provide you with a utility script that you can use to

create various objects quickly and easily from the command line. Given the form of the
CreateObject_1.ps1 script shown earlier in this chapter, your basic task is to use the Param
statement and surround your variables with parentheses. While you are at it, it is a good idea
to create a minimal form of help for the script. | consider it a best practice to always include a
help function when de ning command-line parameters, which greatly enhances the usability
and discoverability of the script. We will call the newly created script CreateObject_Param.ps1.

Your next task is to move the code into functions. This paves the way for a modular form
of script design and makes it easier to modify the code in the future. As a best practice, |
recommend using a verb/noun form for the function names; this is in keeping with the overall
design of Windows PowerShell and promotes discoverability. Try to use standard verbs if at all
possible because this also simpli es reading the script.

One other addition to make to the CreateObject_Param.psl script is adding a debug
switched parameter. You will then be able to access debug statements by using the
Write-Debug cmdlet. When the script is run using the debug parameter, you write out some
debugging information to the command line. This process is useful from two perspectives.
First, it simpli es writing the script in the rst place. If errors are occurring at different stages

Survey of Active Directory Capabilities



of the script development process, it is often helpful to see what values are actually getting
passed to the variables. Once you nish writing the script, you typically do not need such
information. In VBScript, it is common to use wscript.echo to print the values of the variables
in the script. The process is almost a wasted effort due to the time spent typing in the code
to print the values and the subsequent time spent deleting that code. In Windows PowerShell,
however, you can leave the debug statements in the code. This introduces the second helpful
aspect of using the write-Debug cmdlet, which occurs at run time. If a user types in com-
mand-line parameters and receives errors, he can add the debug parameter to see what is
getting passed to the script; it may point him in the direction of a typo.

In the CreateObject_Param.psl script, you do this very thing.

CreateObject_Param.psl

Param(
$path = ""dc=nwtraders,dc=com",
$class = ""OrganizationalUnit",
$name,
[switch]$debug,
[switch]$help
D)
Function GetHelp(Q)
{

"SYNTAX: CreateObject_Param.psl -name -class user"
} #end GetHelp

Function CreateAdObject()

{

Write-Debug "Connecting to $path™

$adsi = [adsi]"LDAP://$path"

Write-Debug "Creating $class, $name™

cn=myuser, ou=testou”

$de = $adsi.Create($class,$name)

$de.SetInfo()

} #end CreateAdObject

# *** Entry Point ***

if($debug) { $DebugPreference = *“continue" }

1f($help) { GetHelp ; exit }

if($name) { CreateAdObject ; exit }

if(I$name) { "Missing name of object!" ; GetHelp ; exit }

Using CSV Files to Create Multiple Objects

You can use the create object pattern to simplify the process of creating multiple objects in
Active Directory. Windows PowerShell can work with comma-separated value (CSV) lesina
native fashion by using the Import-csv cmdlet. The CSV le itself is merely a text le that has
one row of column headers and then a series of rows that supply values for the column head-
ers. Such a CSV le named Objects.csv is shown in Figure 3-1.

Deriving the Create Object Pattern

7



78

-l

File Edit Format view Help

name, path, class -
ou=mytestou, " dc=nwtraders,dc=com" ,organizationalunit
"cn=auser,ou=mytestou',"dc=nwtraders ,dc=com" ,user

"ch=acomputer,ou=mytestou',"dc=nwtraders,dc=com",computer
"chn=agroup,ou=mytestou’ | "dc=nwtraders ,dc=com"  group
"chn=acontact,ou=mytestou","dc=nwtraders,dc=com” ,contact

A ¥ 4

FIGURE 3-1 A CSV file in Notepad uses the first row for columns and the remaining rows for data.

When working with CSV les in Notepad, keep in mind that items such as
dc=nwtraders,dc=com show up as two columns when they are imported in Windows
PowerShell. To force the item to be interpreted as a single string instead of two values for
two columns, you need to surround the two pieces with quotation marks as shown here:
"dc=nwtraders,dc=com". When working with CSV les, they are a bit easier to read if you have
a space between the commas. However, if you intend to open and read the les in Microsoft
Of ce Excel, then you do not want the spaces because they cause the columns not to line up
properly as shown in Figure 3-2.

(0n) (= R E MisAligned.csv - Microsoft Excel -ox
= | Home_l Insert Page layout  Formulas Data Review  View @ - = x
j % | calibri -1 - [§ =|5 | |Genera - Ay Gemmset - | E - ? [ﬁ
Paste & ‘B =L '”A‘ Avl |= @' ‘s S ‘l Styles i E' Sort & Find &
- || oA | |48 % - Elrormat- | 2 Fiter~ select-
Clipboard ™ Font (] Alignment 5| Number = Cells Editing ]
[ A20 - £ | ]
I A I B c D E F i~
1 |name path class
2 |ou=mytestou "de=nwtraders de=com" organizationalunit
3 |cn=auser,ou=mytestou "de=nwtraders dc=com" user
4 |cn=acomputer,ou=mytestou "de=nwtraders de=com" computer
5 |cn=agroup,ou=mytestou "de=nwtraders de=com" group
6 |cn=acontact,ou=mytestou "de=nwtraders dc=com" contact
7 L
5 =
9
10
11
12
13
14
15
16
17
W 4> vi| MisAligned <0 4 [N
Ready |

FIGURE 3-2 Misaligned Office Excel file splits the domain name into two columns
and leaves object class without a column head.

Due to the nicky nature of both the quotation rules and the spacing issues, | consider it a
best practice to create and maintain CSV les in Excel and to allow the application to handle
the details. If you are pro cient with Excel, you can use the auto-completion suggestions and
auto- |l features to create a large le much quicker than is possible using Notepad. The only
issue with creating CSV les in Excel is the in nite loop you may encounter when trying to
save the sheet as a CSV le. Itis easy to end up with an XLS-formatted sheet in addition to a
CSV-formatted le if you do not read the prompts carefully. Such a warning message is shown
in Figure 3-3.
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(@ @aco-

v - Microsoft Excel

| Home | Insert Page layout  Formulas Data Review  View @ - = x
== M clibr M =|E¢ |ceneral - A Semnsert~ || X - ﬂ ﬁ
pT] @Bz u &= - || Sl » 5% Delete ~ || [g]~ o i
aste €5 || uang o in
- i S A | 6 &% - | EdFormat -+ || 2~ Fiter~ Select~
Clipboard = Font 5| mignment | Number Cells Editing ]
| e &]
A B & D E % G i
1 [name path class
2 |cn=test,ou=mytest de=nwtraders,dc=com user
3 |cn=group,ou=mytest de=nwtraders,dc=com group
4 |cn=computer,ou=mytest de=nwtraders,dc=com computer
5
3 Microsoft Office Excel x|
7 excel.csv may contain Features that are not compatible with CS¥ (Comma delimited). |
8 . Davyouwant to keep the workbookin this Format? 3
9 1 « To keep this Farmat, which leawes out any incompatible features, dick Yes,
0 « To preserve the features, dlick Mo, Then save a copy in the latest Excel format,
« To se what might be lost, dlick Help,
al — —
12 s o Help
13
14
15
16
17
W4 » ¥ excel /T 4 [
Ready |
S

FIGURE 3-3 Excel warns of compatibility issues when saving a CSV file.

Once you click Yes from the dialog box shown in Figure 3-3, everything seems to be ne.
You can continue to work, or you can choose to exit Excel. If you decide to exit Excel, a dialog
box asks whether you want to save your work. This prompt appears even if you have previ-
ously saved your work. When you click Yes, you are presented with the Save As dialog box.
The name of your le is populated for you. Clicking Save presents you with the Con rm Save
As dialog box shown in Figure 3-4.

Microsoft Office Excel x|

! E The file excel.csv already exists, Do you want to replace the existing file?

FIGURE 3-4 Saving a CSV file from Excel prompts you to replace the file.

By clicking Yes, you are once again confronted with the Excel dialog box with the message
Excel.csv May Contain Features That Are Not Compatible With CSV (Comma Delimited), as
shown in Figure 3-5.

Microsoft Office Excel 5 |

excel.csy may contain Features that are not compatible with CSY {Comma delimited),
Do you wantk to keep the workbook in this Format?

-
\]) + To keep this Format, which leaves out any incompatible Features, click Yes,
+ To preserve the features, click Mo, Then save a copy in the latest Excel Format,
+ To see what might be lost, click Help.

Mo | Help |

FIGURE 3-5 When trying to save a CSV file from within Excel, you will likely see this dialog box a few times.

Deriving the Create Object Pattern

79



80

Using Microsoft Of ce Excel and CSV Files

f you seem to be going around in circles, you probably are. The rst few times

| tried to use Excel to work with CSV les, | became frustrated by the multiple
warnings and thought | must have done something wrong. So, | slowed down, paid
close attention to the dialog boxes, and concluded that what | was seeing was the
intended user experience.

The necessity of having Excel installed on a computer prior to being able to take
advantage of its neat organizational features and superior text-processing capabili-
ties is something you need to be concerned about. The question is: Where do you
install Microsoft Of ce so you can take advantage of Excel? You can certainly install
Microsoft Of ce on desktop machines and use it there, but you are not allowed to
install Microsoft Of ce products on production servers except in extremely limited
circumstances. The rationale is that Microsoft Of ce products are user productiv-
ity tools and not server productivity tools; therefore, they are not supported on
production servers. However, there is a workaround. By using ADO in either the
classic COM version or the .NET variety, you can easily access data that is stored in
the spreadsheet. Keep in mind that to programmatically access Excel les, they must
be saved in compatibility mode. An example Excel.xls spreadsheet is included on the
companion media and is shown in Figure 3-6.

O\ H9-© s excel.xls [Compatibility Mode] - Microsoft Excel -8Xx
Home | Insert Pagelayout  Formulas Data Review  View @ - = x
% | calibri =l -l S=Inset- | E - ? ﬁ
Paste ) AT i .}xwm' @- Sort & Find &
- 7| =S | [ElFormat = | 2~ Fitter~ Select~
Clipboard ™ Font & 5 || Number Cells Editing
‘ A26 -~ & b3 ‘ cn=computer7,ou=mytest
A B C D i
1 |name path class
2 |ou=mytest dc=nwtraders,dc=com organizationalUnit
3 |cn=test,ou=mytest de=nwtraders,dc=com user
4 |cn=group,ou=mytest de=nwtraders,dc=com group
5 |cn=computer,ou=mytest dc=nwtraders,dc=com computer
6 |cn=testl,ou=mytest de=nwtraders,dc=com user =
7 |cn=groupl,ou=mytest de=nwtraders,dc=com group
8 |cn=computerl,ou=mytest de=nwtraders,dc=com computer
9 |cn=test2,ou=mytest dec=nwtraders,dc=com user
10 |cn=group2,ou=mytest de=nwtraders,dc=com group
11 |cn=computer2,ou=mytest de=nwtraders,dc=com computer
12 |cn=test3,ou=mytest dec=nwtraders,dc=com user
13 |cn=group3,ou=mytest de=nwtraders,dc=com group
14 | cn=computer3,ou=mytest de=nwtraders,dc=com computer
15 |cn=testd,ou=mytest dec=nwtraders,dc=com user
16 | cn=group4,ou=mytest de=nwtraders,dc=com group
17 |cn=computerd,ou=mytest de=nwtraders,dc=com computer
WA M excel /T4 [ m
e e —

FIGURE 3-6 A native mode Excel spreadsheet provides a simple way to manage
the creation of objects.
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Testing a Script

The CreateObject_AdoNet.ps1 script illustrates retrieving data from Excel and creating objects
in Active Directory. Due to the design of the script, it does not produce any output by default,
which can be rather frustrating if you are not sure whether the script works. If you prefer to
see output, you can run the script with the verbose parameter. There are checks in several
places in the script that will output con rmation messages to the screen. The verbose param-
eter is shown here.

Param([switch]$verbose)

All of the logic is incorporated into separate functions, and the entry point of the script
merely launches each of the different functions. This modular type of design makes the script
easier to maintain.

The rst function is the TestPath function that checks the path to the Excel spreadsheet. If
the leis found and the script was run with the verbose parameter, the le name is printed
to the command line. If the script was not run with the verbose parameter, nothing is printed
if the Excel spreadsheet is found. If the le is not found, the le name is printed in red and the
script exits. The TestPath function is shown here.

Function TestPath($FilePath)
{
1f(Test-Path -path $FilePath)
{
if($verbose) { "$filePath found" }
} #end if
ELSE
{
Write-Host -foregroundcolor red "$filePath not found.™
Exit
} #end else
} #end TestPath

Con guring the Connection to the Database

You can use either ADO.NET or classic ADO COM objects to query your Excel spreadsheet;
which methodology you use when reading from an Excel spreadsheet is a matter of prefer-
ence. In general, when working with Windows PowerShell, | prefer to use the Microsoft .NET
Framework classes if possible. When working with ADO.NET or using classic ADO, there could
be performance issues. With the OLEDB .NET provider, you basically wrap the COM objects so
that the performance advantage is not as large. To test this process for your systems, you can
use the Measure-Command cmdlet to quickly and easily time the execution of two very similar
scripts as shown below. You will need to modify the path to point to the actual location of the
les on your system.

Measure-Command -Expression { &("'C:\Bestpractices\CreateObject_AdoCOM.psl'™) }

Con guring the Connection to the Database
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Using ADO.NET

The next function you create is the SetConnectionString function, which is used to con gure
all of the values that are required to make your ADO connection to the database. You specify
the path to the Excel spreadsheet, the name of the spreadsheet, and the provider name. Two
things to keep in mind are the following:

0 The spreadsheet name must be followed by a dollar sign ($).
0 The provider you are using is the Microsoft.Jet.OleDB.4.0 provider.

You need to specify the data source as the path to the spreadsheet, and you must choose
to use extended properties that are equal to Excel 8.0. It does not matter what version of
Microsoft Of ce you are running because you will use Excel 8.0 properties; these proper-
ties have not been updated for newer versions of Microsoft Of ce. Keep in mind that the
Excel 2007 spreadsheets need to be saved in compatibility mode to work. You next de ne a
rudimentary query: Select * from [$strSheetName]. Note that the spreadsheet name is sur-
rounded in square brackets. This section of code is shown here.

Function SetConnectionString()

{

$strFileName = $FilePath

$strSheetName = "Excel$”

$strProvider = "Provider=Microsoft.Jet.OLEDB.4.0"
$strDataSource = "Data Source = $strFileName"
$strExtend = "Extended Properties=Excel 8.0"
$strQuery = "Select * from [$strSheetName]"
NewAdoConnection

} #end SetConnectionString

Once you con gure all of the connection string parameters, you call the NewAdoConnection
function, which creates two objects. The rst object is the System.Data.OleDb.OleDbConnection
object. When you create this object, you need to give it the provider, the data source,
and the extended properties as the constructor. The second object you create is the
System.Data.OleDb.OleDbhCommand object. This class receives a query for the constructor.
Now, you need to wire up the connection by specifying the connection object to the connection
property of the command object and then open the connection object. Once the connection
is open, you can use the ExecuteReader method to return a DataReader object; this object is
an instance of the System.Data.OleDb.OleDbDataReader class. One item to notice is that the
variables you intend to use later in other functions are speci ed as script-level variables, which
places them into the script scope where they can be accessed anywhere within the script. The
NewAdoConnection function is shown here.

Function NewAdoConnection()
{

$Script:objConn = New-Object System.Data.OleDb.OleDbConnection(”
“"$strProvider;$strDataSource;$strExtend™)

$sqlCommand = New-Object System.Data.OleDb.OleDbCommand($strQuery)
$sqlCommand.Connection = $objConn
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$Script:objConn.open()
$Script:DataReader = $sqlCommand.ExecuteReader()
} #end NewAdoConnection

Once you create your instance of the OleDbDataReader class, you need to read the data
and assign the values to variables that you can use when creating objects in Active Directory.
In the ReadData function, you can use a While statement to control the execution of the data
reader. By using the Read method of the OleDbDataReader class (as long as there is data in
the data reader), you can retrieve the rst three columns from the current row. You can use
the ToString method to ensure that the data is a string, and you can populate the variables
that will be used to create the objects in Active Directory. The three values to use are the
name of the object, the path where the object will reside, and the class of object to create.
Once you populate the appropriate variables, you call the CreateObject function to create the
objects in Active Directory. The ReadData function is shown here.

Function ReadData()

{
While($Script:DataReader.read())

{
$Script:Name = $Script:DataReader[0].Tostring()
$Script:Path = $Script:DataReader[1].Tostring()
$Script:Class = $Script:DataReader[2].Tostring()
CreateObject

} #end while

} #end ReadData

The CreateObject function is used to actually create the objects in Active Directory. At this
point in the script, you have received all of the information you need from the constants and
variables as well as the data retrieved from the Excel spreadsheet. If you are running the script
in verbose mode, you can print a message that states the class of the object, the name, and
the path that will be used to create the object in Active Directory. If you are not running in

verbose mode, no con rmation message is displayed. You are now back at your abstracted
three lines of code that you rst saw in the CreateUser_1.ps1 script earlier in this chapter. You
can connect to the appropriate location in Active Directory, use the create method while
specifying the class and name of the object, and call the Setinfo method to write the informa-
tion to Active Directory. The CreateObject function is shown here.

Function CreateObject()
{
1T ($verbose)
{
"Creating $Script:Class $Script:Name,$Script:Path”
} #end if verbose
$adsi = [adsi]"LDAP://$Script:path”
$de = $adsi.Create($Script:class,$Script:name)
$de.SetInfo(Q)
} #end CreateObject
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Lastly, you must clean up after the script by closing the data reader and closing the con-
nection. To do this, you use the Close method from both the OleDbDataReader class and the
OleDbConnection class. The CloseAdoConnection function is shown here.

Function CloseAdoConnection()
{

$Script:dataReader.close()
$Script:objConn.close()

3

The last item in the script is the rst item that is executed when the script is run. At the en-
try point to the script, you can specify the path to the Excel spreadsheet and call the TestPath
function. By calling the TestPath function, you pass the path to the spreadsheet to the
function as an argument. If you pass the TestPath function, you call the SetConnectionString
function, then the ReadData function, and nally the CloseAdoConnection function. The entry
point to the script is shown here.

$FilePath = "C:\BestPractices\excel .xlIs"
TestPath($FilePath)

SetConnectionString

ReadData

CloseAdoConnection

The completed CreateObject_AdoNet.psl script is shown here.

CreateObject_ AdoNet.psl
Param([switch]$verbose)
Function TestPath($FilePath)
{
I1f(Test-Path -path $FilePath)
{
if($verbose) { "$FfilePath found" }
} #end if
ELSE
{
Write-Host -foregroundcolor red "$filePath not found."
Exit
} #end else
} #end TestPath
Function SetConnectionString()
{
$strFileName = $FilePath
$strSheetName = "Excel$”
$strProvider = "Provider=Microsoft.Jet.OLEDB.4.0"
$strDataSource = "Data Source = $strFileName™
$strExtend = "Extended Properties=Excel 8.0"
$strQuery = "Select * from [$strSheetName]”
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NewAdoConnection
} #end SetConnectionString
Function NewAdoConnection()
{
$Script:objConn = New-Object System.Data.OleDb.OleDbConnection(”
"$strProvider;$strDataSource;$strExtend™)
$sqlCommand = New-Object System.Data.OleDb.OleDbCommand($strQuery)
$sqlCommand.Connection = $objConn
$Script:objConn.open()
$Script:DataReader = $sqlCommand.ExecuteReader()
} #end NewAdoConnection
Function ReadData()
{
While($Script:DataReader.read())
{
$Script:Name = $Script:DataReader[0].Tostring()
$Script:Path = $Script:DataReader[1].Tostring()
$Script:Class = $Script:DataReader[2].Tostring(Q)
CreateObject
} #end while
} #end ReadData
Function CreateObject()
{
1F($verbose)
{
"Creating $Script:Class $Script:Name,$Script:Path”
} #end if verbose
$adsi = [adsi]"LDAP://$Script:path™
$de = $adsi.Create($Script:class,$Script:name)
$de._Setinfo()
} #end CreateObject
Function CloseAdoConnection()
{
$Script:dataReader.close()
$Script:objConn.close()
}
# *** Entry Point ***
$FilePath = "C:\BestPractices\excel .xlIs"
TestPath($FilePath)
SetConnectionString
ReadData
CloseAdoConnection
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Using ADO COM Objects

You may not want to use ADO.NET to query the Excel spreadsheet. In this case, you can
rewrite the CreateObject_AdoNet.psl script to use ADO COM obijects. The advantage of the
modular approach in the way the previous script was written is that you only need to modify
the NewAdoConnection function and the ReadData function in the script. Everything else
remains the same.

In the NewAdoConnection function, you rst create an instance of a connection object
by using the New-0Object cmdlet. Specify that you are creating a ComObject and give it the
ADODB.Connection program ID. Next, you create an instance of a command object. You can
use the ADODB.Command program ID with the New-Object cmdlet to create the object. Once
you have the two objects, you can open the connection object and specify the provider, data
source, and extended properties. You can then specify the active connection as the con-
nection you created and stored in the script-scope $objConn variable. You can use the query
string as the command text and then use the Execute method. The revised NewAdoConnection
function is shown here.

Function NewAdoConnection()

{

$Script:objConn = New-Object -comObject “ADODB.Connection™
$Command = New-Object -comObject "ADODB.Command™
$Script:objConn.open('$strProvider;$strDataSource;$strExtend™)
$Command.ActiveConnection = $script:objConn

$Command .Commandtext = $strQuery

$Script:RecordSet = $Command.Execute()

} #end NewAdoConnection

Second, the ReadData function needs to be modi ed. The rst step is to move the record
pointer to the rst position in the record set. To do this, you can use the MoveFirst method on
the RecordSet object. This time, you can use a Do Until loop instead of the While statement
that was used in the previous version of the script. Next, you can use the Fields property of
the RecordSet object and the Item method to retrieve the speci ¢ column from the spread-
sheet. You then query the Value property to see the data stored there, call the CreateObject
function, and then move to the next record in the record set. The revised ReadData function
is shown here.

Function ReadData()

{

$Script:RecordSet.MoveFirst()

Do

{
$Script:Name = $Script:RecordSet.Fields. Item("'name') .Value
$Script:Path = $Script:RecordSet.Fields. Item('path'™).Value
$Script:Class = $Script:RecordSet.Fields.ltem('class'™).Value
CreateObject
$Script:RecordSet.MoveNext()
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Until ($Script:recordSet.eof)
} #end ReadData

With the previous two modi cations made to the script, the completed
CreateObject_AdoCOM.psl script is seen here.

CreateObject_ AdoCOM.ps1
Param([switch]$verbose)
Function TestPath($FilePath)

{
1f(Test-Path -path $FilePath)
{
if($verbose) { "$filePath found" }
} #end if
ELSE
{
Write-Host -foregroundcolor red "$filePath not found.™
Exit

} #end else
} #end TestPath
Function SetConnectionString()
{
$strFileName = $FilePath
$strSheetName = "Excel$”
$strProvider = "Provider=Microsoft.Jet_OLEDB.4.0"
$strDataSource = "Data Source = $strFileName™
$strExtend = "Extended Properties=Excel 8.0"
$strQuery = "Select * from [$strSheetName]"
NewAdoConnection
} #end SetConnectionString
Function NewAdoConnection()
{
$Script:objConn = New-Object -comObject "ADODB.Connection™
$Command = New-Object -comObject "ADODB.Command"
$Script:objConn.open('$strProvider;$strDataSource;$strExtend™)
$Command.ActiveConnection = $script:objConn
$Command.Commandtext = $strQuery
$Script:RecordSet = $Command.Execute()
} #end NewAdoConnection
Function ReadData()
{
$Script:RecordSet.MoveFirst()
Do
{
$Script:Name = $Script:RecordSet.Fields.ltem("'name').Value
$Script:Path = $Script:RecordSet.Fields. Item("'path™).Value
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$Script:Class = $Script:RecordSet.Fields. ltem(“"class').Value
CreateObject
$Script:RecordSet.MoveNext()
3
Until ($Script:recordSet.eof)
} #end ReadData
Function CreateObject()
{
1f($verbose)
{
"Creating $Script:Class $Script:Name,$Script:Path™
} #end if verbose
$adsi = [adsi]"LDAP://$Script:path"
$de = $adsi.Create($Script:class,$Script:name)
$de.SetInfo()
} #end CreateObject
Function CloseAdoConnection()
{
$Script:recordSet.close()
$Script:objConn.close()
3
# *** Entry Point ***
$FilePath = "C:\BestPractices\excel .xlIs"
TestPath($FilePath)
SetConnectionString
ReadData
CloseAdoConnection

Modifying Properties

The process of modifying the properties of the objects in Active Directory generally involves
three steps. You must establish a connection to the object, use the put method to put the
data into the attribute, and use the Setinfo method to write the data back to Active Directory.
The following list summarizes these steps.

o Connect to the object by using the [ADSI] type accelerator and the ADsPath.

o Use the put method while supplying the attribute name and attribute value.

0 Use the Setinfo method.

In the code shown here, you make a connection to an object named myuser that
resides in the Organizational Unit named MyTestOU in the Nwtraders.com domain.

The DistinguishedName attribute for the object is therefore cn=myuser,ou=mytestou,
dc=nwtraders,dc=com. Next, you can use the put method to put the value of lastname into
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the sn attribute and then call the Setinfo method to write the information back to Active
Directory. This code was typed directly inside the Windows PowerShell console and illustrates
the fact that you can work interactively with Active Directory if desired.

PS C:\> $user = [ADSI]"LDAP://cn=myuser,ou=mytestou,dc=nwtraders,dc=com"
PS C:\> $user.Put('sn”,"lastName')
PS C:\> $user.SetInfo()

Using Excel to Update Attributes

A more productive way to update the various attributes of user objects is to populate an
Excel spreadsheet with the values you want to supply for the attributes. In this way, it is
relatively easy to type the information into the spreadsheet, and you can then easily read
the data from the spreadsheet by using ADO. Figure 3-7 presents a spreadsheet that
contains the attribute names on the second row; the rst row includes the tab names. The
actual data begins on the third row. With the user name, ou name, and domain name in
the rst three columns of the spreadsheet, it is very easy to create the DistinguishedName
attribute that is required for the ADsPath connection to be able to modify object attributes
in Active Directory. The ModifyUsers.xls spreadsheet can easily be read and used to popu-
late Active Directory attributes.

o \B9-&- )= ModifyUserxls [Compatibility Mode] - Microsoft Excel -8Xx
A | Home | Insert Page layout  Formulas Data Review  View @ - = x
== X | calibri ~li - General - || A, Selnset~ || X - ﬂ [ﬁ
B . B L U-|& & IR 3% Detete ~ || [g]~
Paste r Styles ’ Sort & Find &
- || Sl w5 %) |7+ | EdFomat - || 2+ Fitter~ Select-
Clipboard = Font & Alignment 5| Number & Cells Editing |
s Gl
A B c D —— F G i
1
2 givenName  initials sn DisplayName
3 |en=test |ou=mytest dc=nwtraders,dc=com  AfirstName UserLastName AuserDisplayName
4 |en=Testl Jou=mytest dc=nwtraders,dc=com  AfirstName n UserLastName AuserDisplayName
5 |en=test2 |ou=mytest dc=nwtraders,dc=com  AfirstName m UserLastName AuserDisplayName
6 |cn=test3 |ou=mytest dc=nwtraders,dc=com  AfirstName n UserLastName AuserDisplayName
7 |en=test4 |ou=mytest dc=nwtraders,dc=com  AfirstName g UserLastName AuserDisplayName |=
| 8 |
| 9 |
10 |
|11 |
12|
13 |
L
LE)
16
17|
W4 M| Newlser /T AT FrSrE—————— T
Ready | [Eam T

FIGURE 3-7 The ModifyUsers.xls spreadsheet contains user object attribute names.

In the ModifyProperties_AdoNet.psl script, you begin with the Param statement that
de nes asingle command-line parameter: verbose. The verbose parameter is a switched
parameter that has an effect on the script only when it is present. If the verbose parameter is
speci ed when the script is run, the various Write-Verbose cmdlets used throughout the script
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will print detailed information that enables you to track the progress of the script if desired.
The Param statement is shown here.

Param([switch]$verbose)

Next, you must de ne a function named TestPath in the ModifyProperties_AdoNet.psl
script. The TestPath function is used to verify the existence of the ModifyUsers.xIs spreadsheet
by using the Test-Path cmdlet. If the spreadsheet is found and the script was launched with
the verbose switched parameter, the TestPath function prints a message stating that the
spreadsheet was found. If the le is not found, the TestPath function displays a message stat-
ing that the le was not found, regardless of the status of the verbose switch. The TestPath
function is shown here.

Function TestPath($FilePath)

{
I1f(Test-Path -path $FilePath)
{
Write-Verbose "$filePath found"
} #end if
ELSE
{
Write-Host -foregroundcolor red "$filePath not found."
Exit

} #end else
} #end TestPath

The next function seen in the ModifyProperties_AdoNet.psl script is the SetConnectionString
function, which is used to supply values for the six variables that are used to con gure the
ADO connection to the spreadsheet. The rst variable de ned is the $strFileName variable
that contains the path to the Excel spreadsheet. The second variable, $strSheetName, is used
to hold the name of the spreadsheet you will work with from the workbook referenced in the

rst variable.

IMPORTANT When connecting to an Excel spreadsheet by using ADO either classic
ADO COM or ADO.NET the name of the individual spreadsheet must be followed by a
dollar sign.

The next variable to be de ned is $strProvider, which is used to hold the name of the ADO
provider. This string must be written as Provider=Microsoft.OleDB.4.0. Because the value
never changes, this variable can be declared as a constant. Once you specify the name of
the provider to use in the connection, you need to specify the data source. The data source
is always equal to the full path to the Excel workbook. The basic query that you can use is:
Select everything from the name of the sheet. In the select statement, the sheet name must
be surrounded with square brackets.

Survey of Active Directory Capabilities



Once you have assigned values to your six variables, you can call the NewAdoConnection
function, which is used to establish the actual ADO connection to the Excel spreadsheet. The
SetConnectionString function is shown here.

Function SetConnectionString()

{

$strFileName = $FilePath

$strSheetName = "NewUser$"

$strProvider = "Provider=Microsoft.Jet.OLEDB.4.0"
$strDataSource = "Data Source = $strFileName"
$strExtend = "Extended Properties=Excel 8.0"
$strQuery = "Select * from [$strSheetName]"
NewAdoConnection

} #end SetConnectionString

Making the Connection

The rst thing you must do to make an ADO connection is to create an instance of the
System.Data.OleDh.OleDbConnection class by using the New-Object cmdlet. The OleDbConnection
class needs three things to make a connection: the name of the provider, the path to the data
source, and the extended provider parameters. When the OleDbConnection class is created,
you store it in the script-level $objConn variable.

The next object you need to create is the System.Data.OleDb.OleDbCommand object. The
OleDbCommand object only needs the query string for its constructor. You give it the query
that you stored in the $strQuery variable and store the returned OleDbCommand object in
the $sglCommand variable.

Once you create these two objects, you need to specify the connection property of the
command object by using the connection object you stored in the $objConn variable. You
can open the connection by using the open method from the connection object. Once the
connection is open, you can use the ExecuteReader method from the command object and
store the returned DataReader object in the script-level $dataReader variable. The complete
NewAdoConnection function is shown here.

Function NewAdoConnection()
{

$Script:objConn = New-Object System.Data.OleDb.OleDbConnection ~

("$strProvider;$strDataSource;$strExtend™)

$sqlCommand = New-Object System.Data.OleDb.OleDbCommand($strQuery)
$sqlCommand.Connection = $objConn
$Script:objConn.open()
$Script:DataReader = $sqlCommand.ExecuteReader()

} #end NewAdoConnection
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Reading the Data

Once you create the ADO connection, open the connection, and create a DataReader

object, you need to read the data. To do this, you can use the ReadData function. First, in

the ReadData function, you must create a variable named $columns and store the number

of elds from DataReader in it. Next, you need to create an array named $aryProperties by
using the Createlnstance static method from the System.Array class. You should specify that
the array will contain strings and that it will be the same size as the number of elds in the
DataReader. Next, you can create a $rowNumber variable that is used to keep track of the row
position as you work through the DataReader. These rst three lines of code are shown here.

$columns = $Script:DataReader.FieldCount
$aryProperties = [array]::Createlnstance([string],$columns)

$rowNumber = 0

You can use a While loop to work through the DataReader by stating that you will continue
to read as long as there is something coming back from the Read method of the DataReader.
If you are running with the verbose switch, you can print the row number as shown here.

While($Script:DataReader.read())
{

Write-Verbose ""Row number is $rowNumber"

If the row number is equal to 0 and you are running the script in verbose mode, you can
print the property numbers and the name of the property. You can add all of the values from
the rst row into the $aryProperties array, which contains all of the ADSI attribute names. You
can then print the entire array of property names if you are running the scriptin verbose
mode. This section of code is seen here.

if($rowNumber -eq 0)
{
For($i = 0 ; $i -le $columns -1 ; $i ++)

{
Write-Verbose "adding property $i"
Write-verbose $script:DataReader[$i].ToString()
$aryProperties[$i] = $script:DataReader[$i].ToString()
} #end for

} #end if rownumber

Write-verbose "printing aryProperties: $aryProperties"

If the row number contained in the $rowNumber variable is greater than or equal to 1, you
can call the ModifyObject function. You then increment the value of the $rowNumber vari-
able. This section of the code is shown here.

if($rowNumber -ge 1)

{
ModifyObject

¥

$rowNumber ++
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The complete ReadData function is shown here.

Function ReadData()

{

$columns = $Script:DataReader.FieldCount

$aryProperties = [array]::Createlnstance([string],$columns)
$rowNumber = 0

While($Script:DataReader.read())
{
Write-Verbose "Row number is $rowNumber"
if($rowNumber -eq 0)
{
For($i = 0 ; $i -le $columns -1 ; $i ++)
{
Write-Verbose "adding property $i"
Write-verbose $script:DataReader[$i].ToString(Q)
$aryProperties[$i] = $script:DataReader[$i].ToString()
} #end for
} #end if rownumber
Write-verbose "printing aryProperties: $aryProperties"
if($rowNumber -ge 1)

{
ModifyObject

}

$rowNumber ++
} #end while
} #end ReadData

Making the Changes

The ModifyObject function is used to make changes to objects in Active Directory. The rst
step you must take is make a connection to the actual object in Active Directory. To do this,
you read data from the rst three columns of the Excel spreadsheet by using the DataReader
object that is contained in the script-level $dataReader variable. These three elements make
up the path to the object you want to modify in Active Directory. You store this information in
the script-level variable named $path. If you run the script with the verbose switch, you can
print a message that lists the path of the object you intend to modify. These two lines of code
are shown here.

$script:path = "$($script:DataReader[0]),$($script:DataReader[1]),
$($script:DataReader[2])"
Write-Verbose "Modifying $script:path”

Next, in the ModifyObject function, you can use a for loop to walk through the columns.
You use the path you stored in the $path variable and pass it to the [ADSI] type accelerator
to make the connection to the object. You store the returned DirectoryEntry object in the
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$adsi variable. When running the script with the verbose switch, you can print the path to the
object as well as the property name and value from the DataReader object. These three lines
of code are shown here.

$adsi = [adsi]"LDAP://$Script:path”
Write-Verbose "Object: $Script:path”
write-verbose "Putting: $($aryProperties[$j]),$($Script:DataReader[$j])"

You use the ISNullOrEmpty static method from the System.String class to see whether the
data stored in the DataReader contains data. If it is empty or null, you can print a message
stating that you are missing a value for the particular property you are attempting to modify.
You can also use the IsNullOrEmpty static method from the System.String class to ensure that
the property name itself is contained in the array of property names. If the data passes both
of these tests, you can put the data into Active Directory and then call the Setinfo method to
commit the changes to Active Directory. This section of code is shown here.

if( [string]::IsNullOrEmpty($($script:DataReader[$j1)) )
{ "missing value: $($aryProperties[$j]) for: $script:path™ }
ELSEif( [string]::IsNullOrEmpty($($aryProperties[$j])) )
{ "missing property for $($script:DataReader[$j]) value™ }
ELSE

{
$adsi.-Put($($aryProperties[$j]),$($Script:DataReader[$j1))
$adsi -Setinfo()

H

Closing the Connection

The last function you need to create is the one that closes the connection you established
with Active Directory once you nish writing the changes. The CloseAdoConnection func-
tion contains two lines of code, both of which call the Close method. The rst line closes the
DataReader and the second closes the connection object. These two lines of code are shown
here.

$Script:dataReader.close()
$Script:objConn.close()

The next line contains the rst code that is executed in the script. You should rst check
for the presence of the $verbose variable. If you nd this variable, you can set the value of the
$verbosePreference automatic variable to Continue. By default, the value of $verbosePreference
is set to Silently Continue, which means that anything printed using the Write-Verbose cmdlet
does not display any output as shown here.

if($verbose) { $verbosePreference = "continue™ }

Once you specify the path to the spreadsheet, you can call the TestPath function and pass
it the path to the Excel spreadsheet that you intend to use. If the TestPath function nds
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the spreadsheet, you continue the script. If it cannot nd the spreadsheet, the script ends.
You then call the SetConnectionString function to assign values to all of the variables used in
establishing an ADO connection. You then call the ReadData function and, lastly, close the
connection. This section of code is shown here.

$FilePath = "C:\BestPractices\ModifyUser.xlIs"
TestPath($FilePath)

SetConnectionString

ReadData

CloseAdoConnection

The completed ModifyProperties_AdoNet.ps1 script is shown here.

ModifyProperties_ AdoNet.ps1
Param([switch]$verbose)
Function TestPath($FilePath)
{
1f(Test-Path -path $FilePath)
{
Write-Verbose "$filePath found"
} #end if
ELSE
{
Write-Host -foregroundcolor red "$filePath not found.™
Exit
} #end else
} #end TestPath
Function SetConnectionString(Q)
{
$strFileName = $FilePath
$strSheetName = “NewUser$”
$strProvider = "Provider=Microsoft.Jet.OLEDB.4.0"
$strDataSource = "Data Source = $strFileName™
$strExtend = "Extended Properties=Excel 8.0"
$strQuery = "Select * from [$strSheetName]"
NewAdoConnection
} #end SetConnectionString
Function NewAdoConnection()
{
$Script:objConn = New-Object System.Data.OleDb.OleDbConnection ~
(""'$strProvider;$strDataSource;$strExtend™)
$sqlCommand = New-Object System.Data.OleDb.OleDbCommand($strQuery)
$sqlCommand.Connection = $objConn
$Script:objConn.open()
$Script:DataReader = $sqlCommand.ExecuteReader()
} #end NewAdoConnection
Function ReadData()
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{
$columns = $Script:DataReader.FieldCount
$aryProperties = [array]::Createlnstance([string],$columns)
$rowNumber = O
While($Script:DataReader.read())
{
Write-Verbose "Row number is $rowNumber™
if($rowNumber -eq 0)
{
For($i = 0 ; $i -le $columns -1 ; $i ++)
{
Write-Verbose "adding property $i"
Write-verbose $script:DataReader[$i]-ToString(Q)
$aryProperties[$i] = $script:DataReader[$i].ToString()
} #end for
} #end if rownumber
Write-verbose "printing aryProperties: $aryProperties”
if($rowNumber -ge 1)
{
ModifyObject
3
$rowNumber ++
} #end while
} #end ReadData
Function ModifyObject()
{
$script:path =
"$($script:DataReader[0]),$($script:DataReader[1]),$($script:DataReader[2])"
Write-Verbose '"Modifying $script:path”
For($j = 3 ; $j -le $columns -1 ; $j++)
{
$adsi = [adsi]"LDAP://$Script:path"
Write-Verbose "Object: $Script:path”
write-verbose "Putting: $($aryProperties[$j]),$($Script:DataReader[$j])"
if( [string]::IsNullOrEmpty($($script:DataReader[$j])) )
{ "missing value: $($aryProperties[$j]) for: $script:path” }
ELSEif( [string]::IsNullOrEmpty($($aryProperties[$j])) )
{ "missing property for $($script:DataReader[$j]) value™ }
ELSE
{
$adsi .Put($($aryProperties[$j]).$($Script:DataReader[$j1))
$adsi -Setinfo()
3
3
} #end ModifyObject
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Function CloseAdoConnection()

{

$Script:dataReader.close()
$Script:objConn.close()

}

# *** Entry Point ***

if($verbose) { $verbosePreference = "continue™ }
$FilePath = "C:\BestPractices\ModifyUser.xlIs"
TestPath($FilePath)

SetConnectionString

ReadData

CloseAdoConnection

Additional Resources

0 The TechNet Script Center at http://www.microsoft.com/technet/scriptcenter has many
examples of working with the ADSI interface.

0 Windows PowerShell Scripting Guide (Microsoft Press, 2008) contains several
chapters related to working with objects in Active Directory.

0 On the companion media, you will nd all of the scripts, CSV les, and Excel
spreadsheets referred to in this chapter.

0 The Active Directory Service Interfaces SDK at http://msdn.microsoft.com/en-us/library
/aa772170.aspx has complete documentation of all of the properties and methods
used in working with Active Directory.

0 The Windows PowerShell team blog at http://blogs.msdn.com/powershell/ occasionally
posts articles about using PowerShell with Active Directory.
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Examining the Active Directory Schema

Before you begin to perform user management in Active Directory, you must examine the
Active Directory schema. There are several hundred classes de ned within the Active Direc-
tory schema; some are rather esoteric, yet others are very useful and should be explored.
The BrowseActiveDirectorySchema.psl script, seen here, allows you to browse the schema.

BrowseActiveDirectorySchema.psl

Param($action,$class, [switch]$help)

Function GetHelp()

{
$helpText= ~

o

DESCRIPTION:

NAME: BrowseActiveDirectorySchema.psl

Browse Active Directory Schema. Lists Classes, and properties.
PARAMETERS :

-Action <L(ist all classes), M(andatory), O(ptional), F(ind)>
-Class class to search: user, computer, person, contact etc
-Help displays this help topic

SYNTAX:

BrowseActiveDirectorySchema.psl -A L

Lists the name of each class defined in the AD schema
BrowseActiveDirectorySchema.psl -A M -c user

Lists the mandatory properties of the user class
BrowseActiveDirectorySchema.psl -A O -c computer

Lists the optional properties of the computer class
BrowseActiveDirectorySchema.psl -A F -c user

Lists all Active Directory Classes that contain the word user

in the actual class name
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BrowseActiveDirectorySchema.psl -Action Find -c user
Lists all Active Directory Classes that contain the word user
in the actual class name
BrowseActiveDirectorySchema.psl -help
Prints the help topic for the script
"@ #end helpText
$helpText
} #end GetHelp
Function GetADSchema($Action, $class)

{
$schema = [DirectoryServices.ActiveDirectory.ActiveDirectorySchema]: :GetCurrentSchem
aQ
Switch ($Action)
{
"classes" {
$schema.FindAllIClasses() |
Select-Object -Property Name
3
""Mandatory"
{
“"Mandatory Properties of $class object”
($schema.FindClass(*'$class™)) .MandatoryProperties |
Format-Table -Property Name, Syntax, IsSingleValued -AutoSize
3
"Optional™
{
"Optional Properties of $class object”
"This might take a few seconds ..."
($schema.FindClass('$class™)) -OptionalProperties |
Format-Table -Property Name, Syntax, IsSingleValued -AutoSize
3
“Find"
{
$schema.FindAllIClasses() |
Where-Object { $_.name -match "$class"™ } |
Select-Object -property name
3
DEFAULT {"$action is not a valid action." ; GetHelp ; Exit}
3

} #end GetADSchema

Function GetAllClasses()

{

GetAdSchema(*'classes'™)

} #end GetAllClasses

Function GetMandatory($class)

100 User Management



{
GetAdSchema -action "Mandatory'™ -class $class
} #end GetMandatory

Function GetOptional ($class)
{

GetAdSchema -action "Optional" -class $class
} #end GetOptional
Function FindClasses($class)
{

GetAdSchema -action "Find" -class $class
} #end FindClasses
# *** Entry Point to Script ***

if($help) { GetHelp ; Exit }
Switch ($action)
{

"L" {GetAllClasses ; Exit}

"M {GetMandatory($class) ; Exit}

"0" {GetOptional ($class) ; Exit}

"F'" {FindClasses($class) ; Exit}

DEFAULT { "$action is not a valid action."™ ; GetHelp ; Exit}
}

The script begins with the Param statement, which is used to create three command-line
parameters that allow you to modify the script by running it instead of editing the script to
see various behaviors. For example, if you want to see the mandatory properties of the user

class in Active Directory, you can specify action M and the class user as shown in Figure 4-1.

= administrator: Windows PowerShell
PS C:x> C:sBestPracticesBook:\BrowseActiveDirectorySchema.psl -A M -C user
Mandatory Properties of user ohject

Syntax IsSingleValued

DirectoryString
Int

instanceT ype True

nTSecuritylescriptor SecurityDescriptor True
DN

True

0id False

Sid True

sAMAccountName DirectoryString True

PS C:nd

FIGURE 4-1 Mandatory properties of an Active Directory class are easily displayed.
You can just as easily choose the optional properties of the Group class. The advantage

of using command-line parameters is that it allows you to modify the behavior of a script at
run time instead of at design time. This is a best practice when writing scripts that you intend
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to use as utilities instead of using simple, single-purpose scripts as shown in the line of code
here.

Param($action,$class, [switch]$help)

The next item you see in the BrowseActiveDirectorySchema.psl script is the GetHelp func-
tion. When you write a script that exposes command-line parameters, it is a best practice to
develop a function that displays help in using the script so as to prevent users from being
forced to open up and read through the text of the script to gure out what the script does.
An overall guiding principle of script design is that the script should be readable, but if you
include a help function, you can avoid the necessity of some of that reading. The GetHelp
function displays information in a similar fashion to the information displayed when you use
the Get-Help cmdlet. The GetHelp function displays three sections of text: description, param-
eters, and syntax. It rst creates a here-string that contains the text to display, and then it dis-
plays the contents of the variable that holds the here-string. The $helpText variable is used to
hold the contents of the here-string. The advantage of using a here-string is that it allows you
to type information and format your output without worrying about quoting rules. Whatever
you type in the here-string is treated as text. The GetHelp function is called when the script is
run with the help switch or when someone types in an incorrect parameter. Figure 4-2
illustrates calling the script with the help switch.

dows Powershell

PS C:x> C:sBestPracticesBook\BrowseActiveDirectorySchema.p —help
DESCRIPTION:

MAME: BrowsefctiveDirectorySchema.psl

Browse Active Directory Schema. Lists Classes,. and properties.

PARAMETERS :

—fAction {L{ist all classes>, M{andatory>, O{ptional>, F{ind>>
—Class class to search: user. computer. person. contact etc
—Help displays this help topic

SYNTAH:
g efActiveDirectorySchema.psl —-A L
the name of each class defined in the AD schema

efActiveDirectorySchema.psl -A M —c user
the mandatory properties of the user class

BrowsefActiveDirectorySchema.psl —A 0 —c computer
Lists the optional properties of the computer class

BrowsefActiveDirectorySchema.psl -A F —¢c user
Lists all Active Directory Cla: & that contain the word user
in the actual class name

efActiveDirectorySchema.psl —Action Find —c user
all Active Directory Classes that contain the word user
name

efActiveDirectorySchema.psl —help
s the help topic for the script

FIGURE 4-2 Detailed help information is displayed when the script is run with the help switch.
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The content of the GetHelp function is shown here.

Function GetHelp()

{
$helpText= ~
o
DESCRIPTION:
NAME: BrowseActiveDirectorySchema.psl
Browse Active Directory Schema. Lists Classes, and properties.

PARAMETERS :

-Action <L(ist all classes), M(andatory), O(ptional), F(ind)>
-Class class to search: user, computer, person, contact etc
-Help displays this help topic

SYNTAX:
BrowseActiveDirectorySchema.psl -A L
Lists the name of each class defined in the AD schema

BrowseActiveDirectorySchema.psl -A M -c user
Lists the mandatory properties of the user class

BrowseActiveDirectorySchema.psl -A O -c computer
Lists the optional properties of the computer class

BrowseActiveDirectorySchema.psl -A F -c user
Lists all Active Directory Classes that contain the word user

in the actual class name

BrowseActiveDirectorySchema.psl -Action Find -c user
Lists all Active Directory Classes that contain the word user

in the actual class name

BrowseActiveDirectorySchema.psl -help
Prints the help topic for the script
"@ #end helpText
$helpText
} #end GetHelp

The next function to be de ned is GetADSchema, which does most of the real work for the
script. The key is using the DirectoryServices.ActiveDirectory.ActiveDirectorySchema Microsoft
NET Framework class. By putting the class in square brackets and following it with double
colons, you can access the static methods of the class. The DirectoryServices.ActiveDirectory.
ActiveDirectorySchema class de nes two static methods: GetSchema and GetCurrentSchema.
The GetCurrentSchema static method returns an instance of an ActiveDirectorySchema class
that represents the schema to which you are currently connected. The members of the
ActiveDirectorySchema class are shown in Table 4-1.
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TABLE 4-1 ActiveDirectorySchema Members

NAME TYPE DEFINITION

Dispose Method System.Void Dispose()

Equals Method  System.Boolean Equals(Object obj)
FindAllClasses Method System.DirectoryServices.ActiveDirectory.

ReadOnlyActiveDirectorySchemacClassCollection
FindAllClasses()

System.DirectoryServices.ActiveDirectory.
ReadOnlyActiveDirectorySchemacClassCollection
FindAllClasses(SchemaClassType type)

FindAllDefunctClasses Method System.DirectoryServices.ActiveDirectory.
ReadOnlyActiveDirectorySchemacClassCollection
FindAllDefunctClasses()

FindAllDefunctProperties Method System.DirectoryServices.ActiveDirectory.
ReadOnlyActiveDirectorySchemaPropertyCollection
FindAllDefunctProperties()

FindAllProperties Method System.DirectoryServices.ActiveDirectory.
ReadOnlyActiveDirectorySchemaPropertyCollection
FindAllProperties()

System.DirectoryServices.ActiveDirectory.
ReadOnlyActiveDirectorySchemaPropertyCollection
FindAllProperties(PropertyTypes type)

FindClass Method System.DirectoryServices.ActiveDirectory.
ActiveDirectorySchemacClass FindClass
(String IdapDisplayName)

FindDefunctClass Method System.DirectoryServices.ActiveDirectory.
ActiveDirectorySchemacClass FindDefunctClass
(String commonName)

FindDefunctProperty Method System.DirectoryServices.ActiveDirectory.
ActiveDirectorySchemaProperty
FindDefunctProperty(String commonName)

FindProperty Method System.DirectoryServices.ActiveDirectory.
ActiveDirectorySchemaProperty FindProperty
(String IdapDisplayName)

GetDirectoryEntry Method System.DirectoryServices.DirectoryEntry
GetDirectoryEntry()

GetHashCode Method System.Int32 GetHashCode()

GetType Method System.Type GetType()

RefreshSchema Method System.Void RefreshSchema()
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NAME TYPE DEFINITION

ToString Method System.String ToString()
Name Property  System.String Name {get;}
SchemaRoleOwner Property  System.DirectoryServices.ActiveDirectory.

DirectoryServer SchemaRoleOwner {get;}

Once you create an instance of the DirectoryServices.ActiveDirectory.ActiveDirectorySchema
.NET Framework class and store the resulting Schema object in the $schema variable, it is time
to evaluate what action to perform. To do this, a Switch statement is used. The Switch state-
ment evaluates the value that is passed to it from the $action variable. Based on the condition
that is met, the Switch statement nds all of the classes in Active Directory, displays mandatory
or optional properties of a speci c class, or searches for a class that meets a given criterion.
When using the Switch statement, it is a best practice to always include a default condition.
The GetADSchema function is shown here.

Function GetADSchema($Action, $class)
{
$schema = [DirectoryServices.ActiveDirectory.ActiveDirectorySchema]: :GetCurrentSchema()
Switch ($Action)
{
"classes™ {
$schema.FindAllIClasses(Q) |
Select-Object -Property Name
3
“"Mandatory"
{
“"Mandatory Properties of $class object"
($schema.FindClass('$class™)) .MandatoryProperties |
Format-Table -Property Name, Syntax, IsSingleValued -AutoSize
3
“Optional™

{
"Optional Properties of $class object”
"This might take a few seconds ..."
($schema.FindClass('$class™)) .OptionalProperties |
Format-Table -Property Name, Syntax, IsSingleValued -AutoSize
3
"Find”
{
$schema.FindAllIClasses(Q) |
Where-Object { $_.name -match "$class™ } |
Select-Object -property name
3
DEFAULT {"$action is not a valid action.” ; GetHelp ; Exit}

¥
} #end GetADSchema
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To break up some of the code and make it easier to expand the script, a number of helper
functions can be used. These functions are called based on the parameters that are passed
to the script when it is run. Each of the helper functions calls the GetADSchema function and
passes a different set of parameters depending on the value that is supplied for the action
parameter from the command line.

The rst helper function is named GetAlIClasses. It calls the GetADSchema function and
passes the word classes. When the Switch statement in the GetADSchema function matches
the word classes, it calls the FindAllClasses method from the ActiveDirectorySchema class.
Here is the code called by the Switch statement.

“"classes" {
$schema.FindAllClasses() |
Select-Object -Property Name”

The GetAllClasses function is shown here.

Function GetAllClasses()
{

GetAdSchema(*'classes')
} #end GetAllIClasses

The second helper function is GetMandatory, which returns mandatory properties of the
object you specify in the class parameter when the script is run. The GetMandatory func-
tion receives the value for $class from the command line via the class parameter. When the
GetMandatory function calls the GetADSchema function, it passes two parameters; therefore,
| consider it a best practice to specify the full parameter name for both of the parameters,
which makes the code easier to read and understand. In the GetAllClasses function, you do
not use the action parameter name when calling the GetADSchema function. The classes
value was passed in a positional fashion. When the GetADSchema function is called, it uses
the FindClass method from the ActiveDirectorySchema class to retrieve the class that is speci-

ed in the $class variable and then returns an instance of an ActiveDirectorySchemacClass
class. The members of this class are shown in Table 4-2.

TABLE 4-2 Members of the ActiveDirectorySchemacClass Class

NAME MEMBERTYPE DEFINITION

Dispose Method System.Void Dispose()

Equals Method System.Boolean Equals(Object obj)
GetAllProperties Method System.DirectoryServices.ActiveDirectory.

ReadOnlyActiveDirectorySchemaProperty
Collection GetAllProperties()

GetDirectoryEntry Method System.DirectoryServices.DirectoryEntry
GetDirectoryEntry()
GetHashCode Method System.Int32 GetHashCode()
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NAME MEMBERTYPE DEFINITION

GetType Method System.Type GetType()

Save Method System.Void Save()

ToString Method System.String ToString()

AuxiliaryClasses Property System.DirectoryServices.ActiveDirectory.
ActiveDirectorySchemaClassCollection
AuxiliaryClasses {get;}

CommonName Property System.String CommonName {get;set;}

DefaultObjectSecurity- Property System.DirectoryServices.ActiveDirectory

Descriptor Security DefaultObjectSecurityDescriptor
{get;set}

Description Property System.String Description {get;set;}

IsDefunct Property System.Boolean IsDefunct {get;set;}

MandatoryProperties Property System.DirectoryServices.ActiveDirectory.
ActiveDirectorySchemaPropertyCollection
MandatoryProperties {get;}

Name Property System.String Name {get;}

Oid Property System.String Oid {get;set;}

OptionalProperties Property System.DirectoryServices.ActiveDirectory.
ActiveDirectorySchemaPropertyCollection
OptionalProperties {get;}

Possiblelnferiors Property System.DirectoryServices.ActiveDirectory.
ReadOnlyActiveDirectorySchemacClassCollec-
tion Possiblelnferiors {get;}

PossibleSuperiors Property System.DirectoryServices.ActiveDirectory.
ActiveDirectorySchemaClassCollection
PossibleSuperiors {get;}

SchemaGuid Property System.Guid SchemaGuid {get;set;}

SubClassOf Property System.DirectoryServices.ActiveDirectory.
ActiveDirectorySchemaClass SubClassOf
{getset}

Type Property System.DirectoryServices.ActiveDirectory.

SchemacClassType Type {get;set;}

The GetADSchema function then queries the MandatoryProperties property of the object
and pipelines the results to the Format-Table cmdlet, where it chooses the name, syntax, and
IsSingleValued properties. The autosize switched parameter of the Format-Table cmdlet auto-
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matically sizes the columns to avoid cutting off property values if possible. The code that runs
when the mandatory string is matched is shown here.

"Mandatory"

{
“Mandatory Properties of $class object”
($schema.FindClass(*'$class™)) .MandatoryProperties |
Format-Table -Property Name, Syntax, IsSingleValued -AutoSize

¥
The GetMandatory function is shown here.

Function GetMandatory($class)
{

GetAdSchema -action '*Mandatory' -class $class
} #end GetMandatory

To display the optional properties of an Active Directory class, the GetOptional function
is used. The GetOptional function accepts the $class value that was received from the com-
mand line via the class parameter. Once inside the function, the $class value is passed to the
GetADSchema function along with the action named Optional. When the Optional string is
matched in the Switch statement, a message is printed on the screen within a few seconds
that displays optional properties. Next, the FindClass method from the ActiveDirectorySchema
class is called, and it returns an instance of an ActiveDirectorySchemacClass class. Querying
the OptionalProperties property of the ActiveDirectorySchemacClass class returns the optional
properties de ned for the chosen class in Active Directory. The results are pipelined to the
Format-Table cmdlet, which displays the information in the same fashion as it does for man-
datory properties. This section of the code is shown here.

“"Optional™
{
“Optional Properties of $class object”
“This might take a few seconds ..."
($schema.FindClass('$class™)) .OptionalProperties |
Format-Table -Property Name, Syntax, IsSingleValued -AutoSize

¥
The complete GetOptional function is shown here.

Function GetOptional ($class)
{

GetAdSchema -action "Optional™ -class $class
} #end GetOptional

The FindClasses function calls the GetADSchema function and passes two values. The
rst is the Find action, and the second is the class to locate. The difference here is that the
FindClasses function is used to aid the user in identifying classes residing in the Active
Directory schema that might merit further exploration. Suppose that you are interested in
working with mail and want to see what classes relate to mail in Active Directory. You would
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consequently be interested in seeing what properties exist for that class. As shown in Figure 4-3,
you rst run the script with the action f parameter and class mail. This command returns all
of the classes that have the letters mail contained somewhere within them. Once you locate
the class in which you are interested, you can explore the properties of the class by choosing
the action m (for mandatory) and specifying the c (for class) parameter followed by the
exact name of the class in which you are interested.

/& Administrator: Windows Powershell |
PS C:x> C:sBestPracticesBook:\BrowseActiveDirectorySchema.psl -A F -C Mail

mailRecipient
remoteMailRecipient
msSFU3BMailAliases

PS C:x> C:sBestPracticesBook:\BrowseActiveDirectorySchema.psl -A M —-C MailRecipie
nt
Mandatory Properties of MailRecipient object
Syntax IsSingleValued
DirectoryString
instanceT ype Int True
nTSecurityDescriptor SecurityDescriptor True

ohjectCategory DN True
ohjectClass 0id False

PS C:nd

FIGURE 4-3 The BrowseActiveDirectorySchema.psl script often begins with a query.

When the FindClasses function calls GetADSchema, the FindAllClasses method is called and
the resulting collection of ActiveDirectorySchemacClass classes is sent over the pipeline. The
Where-Object cmdlet uses a regular expression pattern match to look for classes that match
the value stored in the $class variable as shown here.

“Find"
{
$schema.FindAllIClasses() |
Where-Object { $_.name -match "$class™ } |
Select-Object -property name

The FindClasses function is shown here.

Function FindClasses($class)

{

GetAdSchema -action "Find" -class $class
} #end FIndClasses

Once all of the help functions are de ned, you arrive at the entry point to the script. The
entry point performs only one task it examines the command line and determines what
function to call. The rst item to be checked is the presence of the help parameter. If the
script is run with the h or help parameter, the script calls the GetHelp function to display
help and then exits the script as shown here.

if($help) { GetHelp ; Exit }
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If the script is not running with the help parameter, the script then needs to evaluate the
value supplied for the action parameter. Because the help parameter is searched for rst,
its presence on the command line trumps all other actions. The action parameter is the
default parameter. Whatever is typed on the command line is interpreted as a value for the

action parameter if no other parameter is supplied to the script, which provides the added
advantage of being able to capture bogus input to the script. The Switch statement can be
used to create the perfect structure to evaluate the values supplied for action. Four actions
are de ned, each of which calls the appropriate function. The fth condition that is de ned
is the default action. This default action displays a message that the action is not permitted,
whereupon it calls the GetHelp function. One consideration to keep in mind about the Switch
statement is that it might nd multiple matches; for this reason, the Exit statement is used
after each call to the functions. The Switch statement code is shown here.

Switch ($action)
{
' {GetAllIClasses ; Exit}
' {GetMandatory($class) ; Exit}
* {GetOptional($class) ; Exit}
"F'" {FindClasses($class) ; Exit}
DEFAULT { "$action is not a valid action." ; GetHelp ; Exit}
3

g =

Querying Active Directory

When working with Active Directory, it does not take long before a network administrator has
the need to pose some queries. Sometimes, the need is unspoken, such as | need to move all
of the computers from one organizational unit to another organizational unit. At other times,
the need is explicit: 1 need to nd all of the users in the Charlotte of ce. Anytime there is a
need to work with a group of objects that may possess something in common, such as a type,
location, description, or even rst name, the most ef cient approach to working with the
group is to perform an Active Directory query.

When | speak about querying Active Directory, | am not referring to simply listing the
children of an object. To obtain the children of an object, you must connect to the object by
using the [ADSI] type accelerator and retrieve the Children property. Once you retrieve the
value of the Children property, a collection of System.DirectoryServices.DirectoryEntry objects
is returned. You can then work with the objects as you would with a normal DirectoryEntry
object. The properties of the DirectoryEntry class are listed here.

0 accountExpires
0 badPasswordTime
o badPwdCount

o cn
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0 codepage

o countryCode

0 DistinguishedName
o dSCorePropagationData
0 instanceType

0 isCriticalSystemObject
0 lastLogoff

o lastLogon

0 localPolicyFlags

o logonCount

0 name

0 nTSecurityDescriptor
0 objectCategory

0 objectClass

0 objectGUID

o objectSid

o primaryGrouplD

0 pwdLastSet

0 sAMAccountName

0 sAMAccountType

0 userAccountControl
0 uSNChanged

0 uSNCreated

0 whenChanged

o whenCreated

Once you make the connection to a speci c¢ object in Active Directory and retrieve the

collection of child objects from the organizational unit, you can access the properties listed
above via the pipeline. This technique is shown here in the ListOuChildren.psl script.

ListOUChildren.ps1

([ADSI]"LDAP://ou=mytest,dc=nwtraders,dc=com™) .children |
Select-Object —Property cn

The Children property returns a collection of DirectoryEntry objects named DirectoryEntries.

Collections often behave like arrays, but you are not allowed to index into the collection;
when you attempt to do so, an error is generated as shown here.
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PS C:\> $a = ([ADSI]"LDAP://ou=mytest,dc=nwtraders,dc=com™).children

PS C:\> $a[0]

Unable to index into an object of type System.DirectoryServices.DirectoryEntries.
At line:1 char:4+ $a[ <<<< 0]

If you need to work with individual items via the collection, you can store the collection in
a variable and iterate through the collection by using the Foreach statement as shown here.

PS C:\> $a = ([ADSI]"LDAP://ou=mytest,dc=nwtraders,dc=com™).children
PS C:\> foreach($i in $a) { $i.name }

aComputer

bComputer

cComputer

When retrieving the value of certain properties from objects in Active Directory, you can
at times receive unpredictable results. While the Children property returns a collection of
DirectoryEntry objects, the member property of the Group object returns an array of strings.
At rst glance, the membership of a group obtained in this manner may seem to be useless,
but you can use the [ADSI] type accelerator to turn the array of strings into DirectoryEntry
objects. At this point, you can work with the DirectoryEntry objects in the same manner as
you did in the previous example, which includes access to the properties of the DirectoryEntry
class as shown here in the DisplayGroupMembership.ps1 script.

DisplayGroupMembership.ps1

$aryMembers = ([ADSI]"LDAP://cn=mygroup,ou=mytest,dc=nwtraders,dc=com')_member
foreach($member in $aryMembers)

{
[ADSI]""LDAP://$member™ |
Select-Object -Property cn

}

While some people may consider the previous techniques to be querying Active Directory,
they really do nothing more than list the results once the value of one or more properties has
been obtained. True Active Directory queries use a syntax that is more exible than printing
the value of a single attribute. In the next section, you will examine the use of query tech-
niques to retrieve information from Active Directory.

Using ADO

The traditional method of searching Active Directory, from both the Microsoft Visual Basic
Scripting Edition (VBScript) and Windows PowerShell 1.0 perspective, is to use ActiveX Data
Object (ADO) technology coupled with either a Lightweight Directory Access Protocol (LDAP)
dialect or a SQL dialect query submitted via the ADSDSOODbject provider. An example of this
technique, which uses the LDAP dialect query, is shown in the QueryComputersComADO.ps1
script.
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First, you must assign values to the variables you will use when making an ADO con-
nection. You can use the $strBase variable to hold the search base, which is the location in
Active Directory where you connect and begin the query. The connection takes the form of
the search protocol you are using (LDAP in this instance), followed by the path to the object
you are going to connect to with your query. You can specify a domain name, organizational
unit name, and the path to some other object if desired. The LDAP dialect query requires the
ADsPath to be contained within angle brackets (< >).

You also need to de ne the search Iter to use in the query. You can use the $strFilter vari-
able to hold the search lter; in this example, the search Iter is ObjectCategory=computer.
ObjectCategory is the name of the Active Directory attribute, and computer is the value of the
attribute. The search Iter needs to be surrounded with parentheses. You must select the at-
tributes you want to return in your result set. You can choose the name attribute and store it
in the $strAttributes variable. You also must choose the scope of your query. In this script, you
use subtree for the scope, which executes a recursive query. You connect to the root of the
nwtraders.com domain and burrow down into every organizational unit looking for comput-
ers. Once you assign values to the four variables, you can put them together to form your
query, which you store in the $strQuery variable. This section of the code is shown here.

$strBase = "<LDAP://dc=nwtraders,dc=com>"

$strFilter = "(ObjectCategory=computer)"

$strAttributes = "name"

$strScope = "subtree”

$strQuery = "$strBase;$strFilter;$strAttributes;$strScope”

Next, you must create a few objects to make an ADO connection into Active Directory.
The rst object to create is, in fact, the ADODB.Connection object. Because you are using
Component Object Model (COM) objects in this script, you need to specify the ComObject
parameter when you use the New-Object cmdlet to create the connection object. You store the
newly created ADODB.Connection object in the $objConnection variable. You must then create
an ADODB.Command object, which is also a COM object, and store it in the $objCommand vari-
able. Once you create the two objects, you need to open the connection into Active Directory
by using the open method from the connection object stored in the $objConnection variable.
When using the open method, you must specify the provider; for your Active Directory que-
ries, you can use the ADSDSOObject provider.

Once the connection is open, you need to specify the active connection. You can use the
ActiveConnection property from the command object stored in the $objCommand variable
and give it the connection you just opened. You must tell the command object what com-
mand you want to execute; therefore, you can specify the query you stored in the $strQuery
variable to the CommandText property. Once you execute the command, a record set is re-
turned. You store the returned RecordSet object in the $objRecordSet variable as shown here.

$objConnection = New-Object -ComObject "ADODB.Connection™
$objCommand = New-Object -ComObject "*ADODB.Command*
$objConnection.Open(**Provider=ADSDSOObject;"")
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$objCommand .ActiveConnection = $objConnection
$objCommand.CommandText = $strQuery
$objRecordSet = $objCommand.Execute()

Once you have the data from your query, you must be able to walk through the RecordSet
object. To do this, you can use the Do  Until language construction. As you progress through
the record set, you can use the Item method from the elds in the record set to choose the
value of the name attribute. You can print this value to the screen and use the MoveNext
method to move to the next record. Continue this process until you reach the eof property
of the record set, where you can close the connection by using the Close method from the
connection object stored in the $objConnection variable as shown here.

Do

{
$objRecordSet.Fields. item(*'name™) .Value
$objRecordSet.MoveNext()

3
until ($objRecordSet.eof)

$objConnection.Close()
The completed QueryComputersComADO.psl script is shown here.
QueryComputersComADO.psl

$strBase = "<LDAP://dc=nwtraders,dc=com>"

$strFilter = "(ObjectCategory=computer)"

$strAttributes = "name"

$strScope = "'subtree™

$strQuery = "$strBase;$strFilter;$strAttributes;$strScope”

$objConnection = New-Object -ComObject "ADODB.Connection
$objCommand = New-Object -ComObject *ADODB.Command™
$objConnection.Open(**Provider=ADSDSOObject;"™)
$objCommand.ActiveConnection = $objConnection
$objCommand.CommandText = $strQuery
$objRecordSet = $objCommand.Execute()
Do
{
$objRecordSet.Fields.item(*'name') .Value
$objRecordSet._MoveNext()
3
until ($objRecordSet.eof)
$objConnection.Close()
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Of course, you may feel more comfortable using the .NET version of ADO to query Active
Directory. What is great about ADO is the way in which the syntax is structured. With only a
slight change, you can modify the classic ADO script to become an ADO .NET script.

As you may have noticed in the previous script, several tasks were related to one another.
Also, certain tasks must be completed prior to the execution of another task. When you see
this pattern of related behavior, the related items and tasks should be investigated for inclu-
sion into functions.

In the rst function, you assign values for the variables that are used to make the connec-
tion into Active Directory. This section of the script is exactly the same as a similar section in
the previous script. You assign a value for the base and Iter, choose the attributes, de ne the
scope, and create the query. You then specify the provider to use when you make the con-
nection. The last action to perform in the function is to call the NewADOConnection function.
This function, named SetConnectionString, is shown here.

Function SetConnectionString()

{

$strBase = "<LDAP://dc=nwtraders,dc=com>"
$strFilter = "(ObjectCategory=computer)"
$strAttributes = "name"
$strScope = "'subtree”
$strQuery = "$strBase;$strFilter;$strAttributes;$strScope”
$strProvider = "Provider=ADSDSOObject"
NewADOConnection
} #end SetConnectionString

In the next function, you create the two objects that are required to enable you to
make a connection into Active Directory. The rst object you create is an instance of the
OleDbConnection class that is found in the System.Data.OleDb hamespace. To create an in-
stance of the OleDbConnection class, you can pass the provider you stored in the $strProvider
variable as the constructor, and you can store the resulting object in a script-level variable
named $objConn. The next object you need to create is an instance of the OleDbCommand
class, which is also in the System.Data.OleDb namespace. To create the OleDbCommand
object, you pass the query stored in the $strQuery variable as the constructor and then store
this object in the $sqlCommand variable.

Now, you need to associate the connection you have in the $objConn variable with the
connection property of the command object. Once this is accomplished, you can use the open
method of the connection object to open the connection. Once the connection is open, you
can execute your query by using the ExecuteReader method from the command object and
storing the returned OleDbDataReader object in the script-level variable named $dataReader.
The OleDbDataReader object resides in the System.Data.OleDb namespace. The only way to
obtain an instance of this class is to use the ExecuteReader method; this class cannot be cre-
ated otherwise. This function is named NewADOConnection as shown here.
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Function NewADOConnection()

{

$Script:objConn = New-Object System.Data.OleDb.OleDbConnection(*$strProvider™)
$sglCommand = New-Object System.Data.OleDb.OleDbCommand($strQuery)
$sglCommand.Connection = $objConn

$Script:objConn.open()

$Script:DataReader = $sqlCommand.ExecuteReader()

} #end NewADOConnection

Next, you can read the data by using the ReadData function. You use the While state-
ment to loop through the OleDbDataReader object, which is stored in the script-level
$dataReader variable. As long as there is something to read, you can use the Read method
of the OleDbDataReader object. The OleDbDataReader is a forward-only stream of data;
therefore, you do not need to use a MoveNext type of method (as you did in the COM ver-
sion of ADO). Also, there is no MovePrevious method. You can index into a stream as you are
working with it and thus pick the current item in the stream by using [0]. You can then turn
the item into a string by using the ToString method. The ReadData function is shown here.

Function ReadData()

{
While($Script:DataReader.read())

{
$Script:DataReader[0].ToString()
} #end while

} #end ReadData

Last, you must close the ADO connection by using the Close method. Keep in mind that
you need to close both the OleDbDataReader and the OleDbConnection object.

Function CloseADOConnection()

{
$Script:dataReader.close()
$Script:objConn.close()

}

The entry point to the script is used to control the order in which the various functions are
called. Because all of your code is contained within functions, you call the SetConnectionString
function. Once the connection is created, you call the ReadData function and then close the
connection. This section of the script is shown here.

SetConnectionString
ReadData
CloseADOConnection

The completed QueryComputersNetADO.ps1 script is shown here.
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QueryComputersNetADO.ps1

Function SetConnectionString(Q)
{
$strBase = "<LDAP://dc=nwtraders,dc=com>"
$strFilter = "(ObjectCategory=computer)"
$strAttributes = "name"
$strScope = “'subtree"
$strQuery = "$strBase;$strFilter;$strAttributes;$strScope”
$strProvider = "Provider=ADSDSOObject"
NewADOConnection
} #end SetConnectionString
Function NewADOConnection()
{
$Script:objConn = New-Object System.Data.OleDb.OleDbConnection("'$strProvider')
$sqlCommand = New-Object System.Data.OleDb.OleDbCommand($strQuery)
$sqlCommand.Connection = $objConn
$Script:objConn.open()
$Script:DataReader = $sqlCommand.ExecuteReader()
} #end NewADOConnection
Function ReadData()
{
While($Script:DataReader.read())
{
$Script:DataReader[0]-Tostring(Q)
} #end while
} #end ReadData
Function CloseADOConnection()
{
$Script:dataReader.close()
$Script:objConn.close()
¥
# *** Entry Point ***
SetConnectionString
ReadData
CloseADOConnection

Using Directory Searcher

Using the System.DirectoryServices.DirectorySearcher class is probably easier than employing

either of the two previously discussed ADO methods for searching Active Directory.

When using the DirectorySearcher class, you must rst de ne the starting point for the
search. You use the $searchRoot variable to hold the starting location, which in this example is

the mytest organizational unit in the nwtraders.com domain as shown here.

$SearchRoot = "ou=mytest,dc=nwtraders,dc=com"
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Next, you create your lter. The Iter uses the LDAP search Iter syntax, in which you
specify the Active Directory attribute and a value for that attribute. In this example, you are
looking for a match when the value of the ObjectCategory attribute is equal to computer. This
query returns all computers in the mytest organizational unit as shown in the following line of
code.

$Filter = "ObjectCategory=computer"

Some of the other potential values for the ObjectCategory attribute are listed here.
o User

o Contact

0 PrinterQueue

o Group

0 OrganizationalUnit

You must now create an instance in the DirectorySearcher class. In this example, you can
use the default constructor that creates a new instance of the DirectorySearcher class by using
default values. The default values for the constructor are shown in Table 4-3.

$ds = New-Object -TypeName System.DirectoryServices.DirectorySearcher

TABLE 4-3 Default DirectorySearcher Constructor Values

PROPERTY DEFAULT VALUE

SearchRoot $null

Filter "(objectClass=*)"
PropertiesToLoad Empty StringCollection object
SearchScope "Subtree"

You next need to de ne the SearchRoot property on the DirectorySearcher object because
you did not supply this value when you created an instance of the object. The SearchRoot
property must have an instance of a DirectoryEntry class. You can simulate this requirement
by supplying an ADsPath. In the FindComputersDS.ps1 script, you can use a variable to hold
the distinguished name for the location, which is the base of your search. You can then use
expanding strings to prepend the LDAP protocol moniker to the DistinguishedName of your
search root. You then assign the resulting ADsPath to the SearchRoot property of the
DirectorySearcher object stored in the $ds variable as shown here.

$ds.SearchRoot = "LDAP://$SearchRoot"
It is now time to assign a value to the Filter property. The Filter property value is a string
that is supplied in the LDAP search Iter syntax, which is RFC2254 compliant and is in reality a

Unicode string. In this section of code, the search string is stored in the $ Iter variable, and you
can set the value of the Filter property to be equal to the string stored in the $ Iter variable.

$ds.Filter = $filter
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Last, you must call the FindAll method, which returns an instance of a SearchResultCollection
class. The SearchResultCollection class is found in the System.DirectoryServices namespace
and contains several interesting methods, such as Contains and IndexOf, that can be used to
facilitate working with the collection. This line of code is shown here.

$ds.FindAII QO
The complete FindComputersDS.ps1 script is shown here.
FindComputersDS.ps1

$SearchRoot = "ou=mytest,dc=nwtraders,dc=com™

$Filter = "ObjectCategory=computer"

$ds = New-Object -TypeName System.DirectoryServices.DirectorySearcher
$ds.SearchRoot = "LDAP://$SearchRoot"

$ds.Filter = $filter

$ds.FindAIIQ

Working with Active Directory

Brandon Shell, Windows PowerShell MVP

am not your typical Active Directory administrator, and | tend to delve very deeply

into the inner workings of the technology. | typically use Windows PowerShell to
analyze domain controller con gurations or perform domain management tasks,
such as exible single master operation (FSMO) moves and RootDSE modi cations.

| perform Active Directory searches regularly, typically because | am seeking the
user count of some particular type of object. | have a very large Active Directory
implementation at work (approximately 380,000 users), which often causes me to
spend more time analyzing the ef ciency of my LDAP Iters and their effects on the
network. Of the different types of searches | perform, the following is a list of the
types of queries that | execute most often.

0 Count Objects

0 Count Objects in speci ¢ organizational units
0 List computers returning DNS name

0 Find old users

During a normal workweek and depending on my goal, | have a tendency to most
often use the Active Directory Service Interface (ADSI) and classes from the
System.DirectoryServices.Protocols .NET Framework namespace. | only use the
WinNT ADSI provider for the local account management of workstations.
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When writing scripts, | work strictly from scratch. | believe that once you under-
stand Windows PowerShell and its object-oriented nature, VBScript conversions
become obsolete. There is almost always a better way to do things in Windows
PowerShell.

If | need to do research when writing a script, | nd most of my information via
Google and MSDN. Several friends of mine who work at Microsoft can help me if |
need an obscure piece of information.

My biggest challenge in learning Windows PowerShell involved understanding
some of the fundamental programming knowledge that is expected, including
knowledge of constructors, members, classes, and static methods/ elds.

| think you should make the effort to learn the wonders of working with the .NET
classes contained in the System.DirectoryServices.ActiveDirectory namespace.
Domain/forest management is a large part of the work performed by your more
senior network administrators, and the classes simplify the work needed to auto-
mate many of the tasks involved in managing a more complex network.

Using [ADSISearcher]

Windows PowerShell 2.0 introduces the new [ADSISearcher] type accelerator. The advantage
of the [ADSISearcher] type accelerator is that it simpli es the process of using the
System.DirectoryServices.DirectorySearcher .NET Framework class because it allows you to
bypass the step requiring you to use the New-Object cmdlet to create an instance of the class
prior to use. This simpli ed process makes it easy to use [ADSISearcher] from the command
line as shown here.

PS C:\> ([ADSlISearcher]"ObjectCategory=computer™)_findall() | Select path
Path

LDAP://CN=BERLIN,OU=Domain Controllers,DC=nwtraders,DC=com
LDAP://CN=VISTA,CN=Computers,DC=nwtraders,DC=com
LDAP://CN=mycomputer ,0OU=MyTest,DC=nwtraders,DC=com
LDAP://CN=aComputer ,0U=MyTest,DC=nwtraders,DC=com
LDAP://CN=bComputer ,0U=MyTest,DC=nwtraders,DC=com

When you use the FindAll method from the DirectorySearcher class, an instance of a
System.DirectoryServices.SearchResultCollection class is returned. The SearchResultCollection
class is a collection, but this collection allows you to index into it. Element O is the rstitem in
the collection as shown here.
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PS C:\> ([ADSISearcher]"ObjectCategory=user').findall(Q[0] | Select path
Path

LDAP://CN=Administrator,CN=Users,DC=nwtraders,DC=com

If you are only interested in the rst item returned from a query, such as the item returned
in the previous query, then it is easier to use the FindOne method. This technique is shown
here.

PS C:\> ([ADSlISearcher]"ObjectCategory=user'™).findone() | Select path
Path

LDAP://CN=Administrator,CN=Users,DC=nwtraders,DC=com

There are essentially two occasions to use the FindOne method. The rst occasion is
when you are working from the command line, and you are not sure what type of data will
be returned by your query. In this case, you probably do not want to waste several minutes
watching the results from a poorly written query scroll off the screen like the opening title
sequence of a futuristic intergalactic battle Im from the seventies. It is far more ef cient to
use FindOne to determine whether the results contain the type of data you were expecting.

The second occasion to use the FindOne method is when you are certain the query will
return a single-item result set. One advantage of the FindOne method is that the result set is
returned as an instance of the System.DirectoryServices.SearchResult class, which happens to
have a method named GetDirectoryEntry. What is useful about the FindOne method is that,
when it is used, it causes the resulting object to be an instance of a DirectoryEntry class.
Because this is a very important technique, let s take some time to explore its application.

The rst step is to use a compound LDAP dialect Active Directory query and see what
results are returned. You choose only the Path property from the SearchResult class. Note that
an instance of the SearchResult class is available on the other side of the pipeline or is avail-
able via an index or a Foreach type of construction because the SearchResultCollection class
does not have a Path property directly exposed.

To perform a compound LDAP dialect Active Directory query, you can choose two Active
Directory attributes. The rst Active Directory attribute is ObjectCategory, which is an indica-
tion of the type of object you are looking for. The second attribute is the name attribute,
which is one of the ways to reference an object; names do not have to be unique within the
Active Directory hierarchy. You rst use the FindAll method to see whether there is more than
one user in Active Directory with the name of your user. To query two attributes from within
Active Directory, you can use the ampersand in front of the rst attribute value pair and sur-
round the attribute name pair with parentheses. You then put parentheses around the second
attribute value pair, use an ampersand in front of the rst pair, and surround the entire query
with another set of parentheses, which is not nearly as complicated as it sounds. Table 4-4
provides a diagram of a compound LDAP dialect query.
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TABLE 4-4 Compound LDAP Dialect Query

OPERATOR ATTRIBUTE OPERATOR  VALUE ATTRIBUTE OPERATOR  VALUE

& objectCategory = User name = My user

Once you de ne the query, you surround it entirely with parentheses and then call the
FindAll method from the DirectorySearcher object. The parentheses are used to cause the
code inside the parentheses to execute rst, which returns the DirectorySearcher object and
enables you to call DirectorySearcher methods. Next, you pipeline the SearchResultsCollection
to the Select-Object cmdlet and choose the Path property. The result is a listing of the path
of each user named my user in Active Directory.

PS C:\> ([ADSISearcher]" (&(ObjectCategory=user)(name=my user))").findall() | select path
Path

LDAP://CN=my user,0OU=MyTest,DC=nwtraders,DC=com

You can see that there is only one user named my user in the entire Active Directory, but
the query could have returned more than one user with the name my user. You can there-
fore index into the SearchResultsCollection class and send only the rst item that matches
the query across the pipeline where you select the path to display. This code is only a slight
modi cation from the previous listing.

PS C:\> ([ADSISearcher]" (&(ObjectCategory=user)(name=my user))").findall(Q[0] |
select path
Path

LDAP://CN=my user,0U=MyTest,DC=nwtraders,DC=com

Because you are able to index into a SearchResultsCollection, there is no reason to use the
pipeline to select the Path property. You can shorten the previous code to include both the
index number of 0 and the property name that you want to display. This process allows you
to skip the use of the pipeline and to avoid using the Select-Object cmdlet as shown here.

PS C:\> ([ADSISearcher]" (&(ObjectCategory=user)(name=my user))').findall(Q[0]-path
LDAP://CN=my user ,0U=MyTest,DC=nwtraders,DC=com

However, there is no need to index into the collection and to display the rst result by us-
ing [0] because the FindOne method does exactly the same thing as displaying an index value
of 0. FindOne returns the rst item from the collection as shown here.

PS C:\> ([ADSISearcher]" (&(ObjectCategory=user)(name=my user))").findone().path
LDAP://CN=my user,0OU=MyTest,DC=nwtraders,DC=com
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Now that you have a path an ADsPath you can use the [ADSI] DirectoryEntry type
accelerator to convert the ADsPath string to an instance of a DirectoryEntry class, which gives
you a richer object to work with as shown here.

PS C:\> [ADSI](([ADSISearcher]" (&(ObjectCategory=user)(name=my user))').findone() .path)

DistinguishedName : {CN=my user,OU=MyTest,DC=nwtraders,DC=com}
Path : LDAP://CN=my user,0OU=MyTest,DC=nwtraders,DC=com

Performing Account Management

When you know the DistinguishedName property of an object that resides in Active Directory,
the process is relatively simple: you connect to the object and query or modify the properties
as required. However, the life of a network administrator is seldom as simple as that scenario.
It is often the case that a network administrator knows neither the exact location of an object
nor the complete name of the object in question.

Locating Disabled User Accounts

To locate disabled user accounts, you must rst de ne your Iter so that you are looking for
user objects. You can use the $ Iter variable to hold the "objectClass=user" string as shown
here.

$filter = "objectClass=user"

Next, you can use the [ADSISearcher] type accelerator and the "objectClass=user” Iter to
create an instance of a DirectorySearcher object. You group the code by using parentheses
and call the FindAll method to return a SearchResultsCollection object. You then send the
results over the pipeline to a Foreach-Object cmdlet as shown here.

([ADSISearcher]$filter) . findall(Q |

foreach-object

Next, you must obtain the value of the userAccountControl attribute from Active Directory.
The userAccountControl enumeration is a 4-byte value that controls the behavior of a user
account. It is not a single-string attribute but rather is a series of ags that are computed
from the values listed in Table 4-5. Because of the way that the userAccountControl attribute
is created, simply examining the numerical value is of little use unless you can decipher the
individual numbers that make up the large number. When added together, these ags control
the behavior of the user account on the system. This section of code is shown here.

$uac = ([ADSI]$_.path).psbase.invokeget('userAccountControl')
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TABLE 4-5 User Account Control Values

ADS CONSTANT VALUE
ADS_UF_SCRIPT 0X0001
ADS_UF_ACCOUNTDISABLE 0X0002
ADS_UF_ HOMEDIR_REQUIRED 0X0008
ADS_UF_LOCKOUT 0X0010
ADS_UF_PASSWD_NOTREQD 0X0020
ADS_UF PASSWD_CANT CHANGE 0X0040
ADS_UF_ENCRYPTED TEXT PASSWORD_ALLOWED 0X0080
ADS_UF TEMP_DUPLICATE_ACCOUNT 0X0100
ADS_UF_ NORMAL_ACCOUNT 0X0200
ADS_UF_INTERDOMAIN_TRUST ACCOUNT 0X0800
ADS_UF WORKSTATION_TRUST ACCOUNT 0X1000
ADS_UF SERVER TRUST ACCOUNT 0X2000
ADS_UF_DONT EXPIRE_PASSWD 0X10000
ADS_UF_MNS_LOGON_ACCOUNT 0X20000
ADS_UF_SMARTCARD_REQUIRED 0X40000
ADS_UF TRUSTED_FOR_DELEGATION 0X80000
ADS_UF_NOT_DELEGATED 0X100000
ADS_UF_USE_DES_KEY ONLY 0X200000
ADS_UF_DONT REQUIRE_PREAUTH 0X400000
ADS_UF_PASSWORD_EXPIRED 0X800000

ADS_UF_TRUSTED_TO_AUTHENTICATE_FOR_DELEGATION 0X1000000

Once you determine the userAccountControl value, you need to examine the bit mask to
determine whether the second bitis ipped (0X0002). To do this, you can use the band opera-
tor to execute a bitwise and operation. If the second bitis ipped, it means that the account is
disabled. You can use Table 4-5 to assist in the interpretation of the userAccountControl values
obtained from the userAccountControl attribute. You can print a message with the distinguished
name in red as shown here.

if($uac -band 0x2)
{

write-host -ForegroundColor red ~

"$($_-.properties.item("’DistinguishedName™)) is disabled"
¥
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Otherwise, if the and operation of the userAccountControl attribute with the 0X2 value
does not match, then the account is not disabled. You can print a message with the distin-
guished name of the object in green as shown here.

ELSE
{

Write-Host -ForegroundColor green ~

"$($_.properties.item('DistinguishedName™)) is NOT disabled”
¥

The complete LocateDisabledUserAccounts.psl script is shown here.
LocateDisabledUserAccounts.psl

$filter = "objectClass=user"
([ADSI1Searcher]$filter).findall(Q |

foreach-object
{
$uac = ([ADSI]$_.path).psbase. invokeget('userAccountControl'™)
if($uac -band 0x2)

{
write-host -ForegroundColor red ~
"$($_.properties.item('DistinguishedName')) is disabled”

}
ELSE

{

Write-Host -ForegroundColor green ~
"$($_.properties.item('DistinguishedName™)) is NOT disabled"
¥

Moving Objects

One capability that is often needed is the ability to move objects within Active Directory. Be-

cause these types of operations are generally performed in bulk, this is a perfect opportunity
to use a query. In the SearchOUMoveComputer.psl script, you rst identify all of the comput-
ers in a particular organizational unit and then use the MoveTo method to move the computer
objects to the new location. Let s look at this script in more detail.

The rst step is to create your Iter. You can create a variable named $ Iter and look for
the ObjectCategory attribute that is equal to computer. This Iter identi es only computer
objects in Active Directory. This line of code is shown here.

$filter = "ObjectCategory=computer™

Now, you de ne the destination, which needs an ADsPath type of value. You can specify
the protocol as well as the DistinguishedName attribute of the location you want to use for
the destination of your move as shown here.
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$destination = "LDAP://ou=mytest,dc=Nwtraders,dc=com"

You create the DirectorySearcher class by using the [ADSISearcher] type accelerator with
the Iter string contained in the $ Iter variable as shown here.

$ds = [ADSISearcher]$filter

You must now specify the search root, which is the location from where you begin your
search. By default, the DirectorySearcher performs a recursive search, which is what you want
to happen in this script. The SearchRoot property, like the destination, needs to receive an
ADsPath value as illustrated here.

$ds.SearchRoot = "LDAP://ou=dumb,dc=nwtraders,dc=com™

Once you create the Iter and specify the destination and source, you can call the FindAll
method from the DirectorySearcher class. You pipeline the results from the query to the
ForEach-Object cmdlet. Within the loop, you select the path attribute of the current item
on the pipeline and use the [ADSI] type accelerator to create an instance of a DirectoryEntry
class. You can store the instance of the DirectoryEntry class in the $de variable. Now, you can
use the MoveTo method from the base DirectoryEntry object and give it the ADsPath repre-
senting the destination. This section of code is shown here.

$ds.FindAIIQ |
ForEach-Object
{

$de = [ADSI]$_.path

$de.psbase .MoveTo($destination)
3

The complete SearchOUMoveComputer.psl script is shown here.
SearchOUMoveComputer.psl

$filter = "ObjectCategory=computer"

$destination = "LDAP://ou=mytest,dc=Nwtraders,dc=com™
$ds = [ADSISearcher]$filter

$ds.SearchRoot = "LDAP://ou=dumb,dc=nwtraders,dc=com"
$ds. FindAILQ) |

ForEach-Object ~

{

$de = [ADSI]$_.path

$de .psbase.MoveTo($destination)

¥
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Searching for Missing Values in Active Directory

Despite your best efforts as network administrators, it is inevitable that objects created in
Active Directory will be missing values for attributes. Sometimes, these oversights are rather
benign, such as when a user has not populated the carLicense attribute; at other times, the
missing data has signi cant operational impact, such as when the telephoneNumber is miss-
ing. From an auditing perspective, it is nice to be able to query Active Directory and nd the
objects that have missing values. To do this, you must write a script that searches for user
objects in a particular organizational unit in a speci ¢ domain and that looks at the value of
the selected attribute. If the attribute value is null or empty, then you can print the distin-
guished name of the user object. The script you develop to look for missing attribute values is
named SearchAdForMissingAttributeValue.psl. The way the script is written, you can look at
any object for any attribute and for any organizational unit or domain because these values
are exposed via variables. Let s examine this script in detail.

In the SearchAdForMissingAttributeValue.psl script, you begin by including a tag specify-
ing that version 2 of Windows PowerShell is required. The only item in the code that actu-
ally requires version 2 of Windows PowerShell is the [ADSISearcher] type accelerator. If you
need to ensure that the script will also run on version 1 of Windows PowerShell, then you can
replace that line of code with another, which you will examine in the next few paragraphs. As
a best practice, when you write code that you know uses a feature from Windows PowerShell
2.0, make sure you include the requires tag as shown here.

#Requires -version 2.0

IMPORTANT When using the requires tag to limit the execution of your script to
Windows PowerShell 2.0, the tag must be the rst noncommented line in your script
(even though the line itself has the pound sign at the beginning).

The next two lines of the script create and de ne two variables. The rst is the
$searchAttribute variable that holds the ADSI attribute you want to locate. This attribute
contains the value that you are inspecting to ensure that it is populated, and you can choose
this attribute by nding the actual attribute name that you are interested in selecting. You
can use Appendix C, Active Directory Users and Computers to ADSI Mapping, to assist in
this endeavor. As the script is written, you are going to search the HomeDirectory attribute to
see whether it is populated; if not, then you can print the value of the distinguished name.

$SearchAttribute = "HomeDirectory"
$DisplayAttribute = "DistinguishedName™

NOTE Of the hundreds of attribute values that an object in Active Directory can possess,
most of them are not mandatory. One of the few attributes that is always populated is
the DistinguishedName attribute. It is a good attribute to use when you want to locate an
object because it will tell you both the name and the location of the object.
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The next variable you need to populate is the $searchRoot variable, which contains the
path to the object you will connect to for your query; in most cases, this path is an organiza-
tional unit. At times, you may want to connect to the root of a domain so that you can search
the entire domain. The syntax used here is a simple value assignment.

$SearchRoot = "ou=testou,dc=nwtraders,dc=com"

You now need to create your search Iter. The Iter syntax was discussed earlier. See the
Using [ADSISearcher] section earlier in this chapter. You can use the $ lter variable to hold
your lter. You are looking for objects that have the value of the ObjectCategory attribute set

to user. In plain language, you are looking for users. This code is shown here.

$filter = "ObjectCategory=user"

Now you need to perform the search. To do this, you can use the System.DirectoryServices.
DirectorySearcher class. In Windows PowerShell 2.0, you can access this .NET Framework class
by using the [ADSISearcher] type accelerator. In Windows PowerShell 1.0, you need to write
the code as shown here.

$ds = New-Object DirectoryServices.DirectorySearcher("$filter')

As you can see, it is not too dif cult to create an instance of the DirectorySearcher class.
Yet, when you compare the previous line of code with the one listed here, it does save a bit of

typing.

$ds = [ADSISearcher]$filter

You must de ne the search root to be used for DirectorySearcher. The SearchRoot attribute
is used to control where the search will begin. In addition to specifying the location of the
search, you can also use the SearchRoot attribute to specify the protocol to be used. In this
example, you use the LDAP protocol to search Active Directory, and you connect to the loca-
tion that is stored in the $searchRoot variable as shown here.

$ds.SearchRoot = "LDAP://$SearchRoot"

It is now time to execute the search. You rst use the FindAll method to return all of the
items that match your search Iter. Because it is possible that the query might return a large
number of items, you decide to pipeline the objects rather than store them in a variable. In
addition to reducing the amount of memory required for the script, it also has the advantage
of being quicker by allowing items to ow into the pipeline for further processing rather than
requiring the items to be returned and stored in a variable before processing. This line of
code, including the pipe character, is shown here.

$ds.FindALLQ) |

For each item that comes down the pipeline, you are going to perform some action. When
you are piping information, you are using the ForEach-Object cmdlet. If you are storing in-
formation in a variable and want to iterate through the collection, then you are using the Fo-
reach statement. There are advantages to using the Foreach-Object cmdlet, however, in that
you have a number of parameters you can use to simplify your code and add exibility. You
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must keep in mind that this cmdlet is a single command; therefore, you need to use the backtick
(1) character to be able to break the command onto several lines so it will be easier to read. You
begin with the ForEach-Object cmdlet and a line continuation character as shown here.

ForEach-Object

Before you actually begin working with your data as it streams down the pipeline, you
can use the Begin parameter. You want to initialize a variable that will be used for counting
the items you nd. As a best practice, | recommend initializing these types of throwaway
variables as close to their point of use as possible because you can use this technique to limit
their scope to the localized procedure. Once the $i variable is initialized, you can then print
a header for your output that indicates the search attribute used to produce the results.
Because you are not through using the ForEach-Object cmdlet, you end the command with a
backtick as shown here.

-Begin { $i = 0 ; "$filter missing $SearchAttribute value™ } ~

Next, you want to begin the actual processing of the data that comes down the pipeline.
To do this, you can use the Process parameter and trail it with a backtick as shown here.

-Process ~

{

Now, you need to nd out whether the value of the search attribute is empty or null. To do
this, you can use the static IsNullOrEmpty method from the System.String class, and you use
the If statement to do the evaluation. As a best practice when evaluating an item that returns
a Boolean value, such as the IsNullOrEmpty method, you can use the Boolean value directly
instead of trying to evaluate it as true of false or as 0 or 1. You use the $_ automatic variable
to refer to the current object on the pipeline. You can use the Properties property to return
a collection of properties, and you can use the Item method to retrieve the speci c Active
Directory attribute in which you are interested. This line of code is shown here.

IF([string]::isNullOrEmpty($_.properties.item($SearchAttribute)))

If you nd an attribute with an empty value, then you want to display the attribute you
selected via the $DisplayAttribute variable. You can then print that value on the line and incre-
ment the value of the $i variable as shown here.

{

$__Properties. item($DisplayAttribute)
Pi++

} # end if

When you work your way through all of the items returned by the DirectorySearcher, you
want to display a summary that informs you of how many items are found that match your
$SearchAttribute value. To do this, you can use the End parameter from the ForEach-Object
cmdlet as shown here.

3 -
-End { "There are $i missing the $SearchAttribute value" }
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The completed SearchAdForMissingAttributeValue.psl script is shown here.
SearchAdForMissingAttributeValue.psl

#Requires -version 2.0

$SearchAttribute = "HomeDirectory"

$DisplayAttribute = "DistinguishedName"

$SearchRoot = "ou=testou,dc=nwtraders,dc=com"

$filter = "ObjectCategory=user"

$ds = [ADSISearcher]$filter

$ds.SearchRoot = "LDAP://$SearchRoot"

$ds.FindAIIQ |

ForEach-Object
-Begin { $i = 0 ; "$Ffilter missing $SearchAttribute value™ } ~

-Process ~
{
IF([string]::isNullOrEmpty($_.properties. item($SearchAttribute)))
{
$_.Properties.item($DisplayAttribute)
$i++
} #end if
3o
-End { "There are $i missing the $SearchAttribute value" }

Additional Resources

0 The TechNet Script Center at http://www.microsoft.com/technet/scriptcenter contains
many examples of working with Active Directory by using both Windows PowerShell
and VBScript. The VBScript examples are generally easily translated into Windows
PowerShell code and should not be ignored because they illustrate good techniques.

0 Take a look at Windows PowerShell  Scripting Guide (Microsoft Press, 2008). Inside are
two chapters devoted to working with users.

0 Appendix C, Active Directory Users and Computers to ADSI Mapping, contains screen
shots from Active Directory Users and Computers and matches the display names
shown in the graphical tool to the actual attribute name that is used in the Active
Directory schema.

o System.DirectoryServices.ActiveDirectory namespace classes are detailed on Microsoft
Developer Network (MSDN) at http://msdn.microsoft.com/en-us/library/bb267453.aspx.

0 Brandon Shell s blog at http://bsonposh.com/ has a great deal of good information
about working with Active Directory.

0 On the companion media, you will nd all of the scripts referred to in this chapter.

User Management



Planning

CHAPTER 5

CHAPTER 6

CHAPTER 7

CHAPTER 8

Identifying Scripting Opportunities 133
Con guring the Script Environment 167
Avoiding Scripting Pitfalls 207

Tracking Scripting Opportunities 253






|dentifying Scripting
Opportunities

Automating Routine Tasks 133
Structured Requirements 138

Additional Resources 165

Automating Routine Tasks

One of the most important tasks when developing a scripting program is to track and
coordinate the development endeavors of the scripting team. This process is not done in
most companies, however. As a result, much time is wasted developing multiple scripts
that perform the same tasks and implement similar functionality.

This is an area in which the judicious application of collaboration tools can play a
signi cant role. One such collaboration tool that can easily be pressed into service is the
Microsoft SharePoint Portal product. The discussion forum can be used to track requests
for scripts, and the library can be used as a central distribution point for released scripts.

When attempting to identify scripting opportunities, you must know which tasks are
ripe for automation and which are not. In general, when making the decision to script or
not to script, the most obvious requirement is repeatability. Routine tasks should nearly
always be investigated for scripting. However, just because a task is repeatable does not
automatically mean that it is rich for automation via scripting. Many repeatable tasks
simply cannot be automated via scripting for one reason or another.

Automation Interface

One of the most obvious needs is for some type of automation interface. Automation
can be implemented in many ways such as through a Component Object Model (COM)
classic Application Programming Interface (API), Microsoft .NET Framework support,
Windows Management Instrumentation (WMI) support, ActiveX Data Object (ADO) sup-
port in all of its various avors, and Active Directory Services Interface (ADSI) support,
not to mention Windows PowerShell cmdlets or command-line utilities, such as NetSH
or NetDom. With these various avenues for automation support, identifying the proper
means of performing the task can be both time consuming and overwhelming. As an
example, take the simple task of reading from the registry.
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If you want to identify the version of Windows PowerShell that is running on your com-
puter, you can read the RunTimeVersion value from the registry. This registry key is shown in
Figure 5-1.

;| Registry Editor __ =10l
File Edt View Favarites Help
1. Powershel =] [ Mame Type | pata
B 1 ab] Default) REG_SZ (value not set)
J 1033 ab] applicationBase REG_SZ C:\Windows! 324Wind! w10y
J PowerShelEngine aB|ConsoleHostAsse... REG_SZ Microsoft.PowerShel, ConsoleHost, Version=1.0.0.0, ¢
| PawerShelSnaplns b\ TPVerson REG_SZ a
. PSConfigurationfrovic f a)poersheliversion  REG_SZ 2.0
i Sielids 2b|psCompatbleVer... REG_SZ 10,20
;:E,R 3b]RuntimeVersion  REG_SZ v2.0.50727
EH- 0 Ras
| RAS AutoDial
| Reliability Analysis
| Remote Debugger Autolaunct
| RemovalTools
|| RendezvousApps
|\ Router
I Rpc
|, ScheduiingAgent
. Schema Library
| Seaurity Center
. Shared
|, Shared Tools
|, Shared Tools Location
L SideShow
|| Siverlight
L sMs
1 SNAC
1. SnippingTool
1 Speech
) SQLNCLI10
| SQMClient
| StrongName =
4] | _’l_l «d  H
[Computer HKEY_LOCAL_MACHINE \SOF Microsoft ¥ 7

FIGURE 5-1 Identify Windows PowerShell via the registry version number.

One method to read from the registry is to use the registry provider from within Windows
PowerShell and to read a registry value as you might read a property from a le or folder. To
do this, you must use the HKLM PowerShell drive (HKLM: in this instance) and follow it with
the path to the registry key, which is \SOFTWARE\Microsoft\PowerShell\1\PowerShellEngine.
You can then select the item property in which you are interested, which is RunTimeVersion in
this example as shown in the GetPsVersionPs.Ps1 script.

ON THE COMPANION MEDIA All scripts in this chapter can be found on the
) companion media.

GetPsVersionPs.Ps1

$path = "HKLM:\SOFTWARE\Microsoft\PowerShel I\1\PowerShel IEngine"
$psv = get-itemproperty -path $path

$psv.RunTimeVersion

Using RegRead to Read the Registry

Those of you who are familiar with VBScript may wish to create the WshShell object and use
the RegRead method. To do this, you can use the HKLM moniker as a shortcut to refer to the
HKEY_LOCAL_MACHINE registry key.
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NOTE When used with the WshShell object, the HKLM is case sensitive.

You store the path to the Windows PowerShell con guration information in the $path vari-
able. Next, you can use the New-Object cmdlet to create an instance of the WshShell object.
This COM object has the program ID of Wscript.Shell. You can store the returned object in the
$wshShell variable. Once you have the WshShell object, you can use the RegRead method to
read the registry key value, which you can specify by placing the path and value name in an
expanding string: $path\RunTimeVersion . This GetPsVersionRR.ps1 script is shown here.

GetPsVersionRR.ps1

$path = "HKLM\SOFTWARE\Microsoft\PowerShel I\1\PowerShel IEngine"
$WshShell = New-Object -ComObject Wscript.Shell

$WshShel I _.RegRead ("'$path\RunTimeVersion')

When you want to use WMI to read the registry, you need to use the stdRegProv WMI
class, which has always been in the root\default WMI namespace. Beginning with Windows
Vista, you also have an instance of the stdRegProv WMI class in the root\cimv2 namespace
(which, incidentally, really is the default namespace). This means that you can use the
stdRegProv WMI class from either the root\default WMI namespace or the root\cimv2 WMI
namespace; it does not matter because it is the same WMI class. Because it does not mat-
ter which instance of the class you use, | recommend as a best practice that you use the class
from the root\default WMI namespace (as in the GetPsVersionWmi.Ps1 script) to ensure com-
patibility with older versions of Windows-based operating systems.

WMI uses coded values to determine the registry tree (also known as a hive). These coded
values are shown in Table 5-1.

NOTE The HKEY_DYN_DATA registry tree only exists on Microsoft Windows 95 and
Windows 98.

TABLE 5-1 WMI Registry Tree Values

NAME VALUE

HKEY_CLASSES_ROQOT 2147483648
HKEY_CURRENT_USER 2147483649
HKEY_LOCAL_MACHINE 2147483650
HKEY_USERS 2147483651
HKEY_CURRENT_CONFIG 2147483653
HKEY_DYN_DATA 2147483654

Automating Routine Tasks
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You can use the value 2147483650 and assign it to the $hkim variable. This value points
the WMI query to the HKEY_LOCAL_MACHINE registry tree. You then assign the string
SOFTWARE\Microsoft\PowerShell\1\PowerShellEngine to the $key variable.

NOTE When using WMI to read the registry, the key is not preceded with a backslash.

You assign the registry property value that you want to read to the $value variable. Now
you can use the [WMICLASS] type accelerator to obtain an instance of the stdRegProv WMI
class. You can choose the root\default WMI namespace to specify which version of the
stdRegProv WMI class you want to use. You can also precede the namespace with the name
of a computer and read the registry from a remote computer. Once you create an instance
of the stdregProv WMI class, you can use the resulting System.Management.Management
class to call the GetStringValue method. The GetStringValue method takes three arguments:
the registry key coded value, the registry subkey string, and the property name. Two objects
are returned by the method call: the returnvalue, which indicates the success or failure of the
method call, and the svalue, which is the string value that is stored in the registry property.
The complete GetPsVersionWmi.Ps1 script is shown here.

GetPsVersionWmi.Ps1

$hkilm = 2147483650

$key = ""SOFTWARE\Microsoft\PowerShel I\1\PowerShel IEngine*
$value = "RunTimeVersion™

$wmi = [WMICLASS]"root\default:stdRegProv"

($wmi .GetStringValue($hklm,$key,$value)) .svalue

You can also use the .NET Framework classes to obtain information from the registry. To do
this, you can use the Microsoft.Win32.Registry .NET Framework class. You can use the GetValue
static method, which takes three parameters. The rst parameter is the registry root and key
name, the second parameter is the registry value you want to read, and the last parameter is
the default value of the registry key value. In the GetPsVersionNet.Ps1 script, you can assign
the HKEY_LOCAL_MACHINE string value to the $hkim variable. Next, you can assign the
string representing the remainder of the registry path to the $key variable. The registry key
property value you want to retrieve is stored in the $value variable. You can then use the
Microsoft.Win32.Registry class plus two colons to signi y that you want to use a static method
and then use the GetValue method with the $hkim, $key, and $value variables passed to it.
The GetPsVersionNet.psl script is shown here.

GetPsVersionNet.Ps1

$hklIm = "HKEY_LOCAL_MACHINE™

$key = "SOFTWARE\Microsoft\PowerShel I\1\PowerShel lIEngine"
$value = "RunTimeVersion"

[Microsoft.Win32.Registry]: :GetValue(""'$hkIm\$key" ,$value,$null)
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When working with the registry, you can see that there is a Windows PowerShell provider,
COM object, WMI class, and .NET Framework class. This plethora of methodologies is one of
the strengths of Windows PowerShell, but it is also a signi cant source of confusion for those
who are just learning PowerShell.

So what is the correct way to read the registry? You can never go wrong by using native
Windows PowerShell providers and commands. The registry provider in Windows PowerShell
is powerful and easy to use from the command line. In addition, because of the remoting
features of Windows PowerShell 2.0, the need to remotely access the registry is no longer the
key decision factor.

WMI gives you the ability to connect remotely to read the registry. The methodology is
very similar to the way that you connect in VBScript; therefore, if you are migrating a script to
Windows PowerShell from VBScript, it makes sense to stay with the WMI methodology. The
WshShell COM obiject is also a good choice if you are interested in migrating legacy code to
Windows PowerShell. The VBScript techniques are very similar and can therefore make a fairly
straightforward translation. The .NET Framework classes offer much more exibility than any
of the other techniques explored.

Working with Windows PowerShell 2.0

Jeffrey Snover, Distinguished Engineer
Microsoft Corporation

Version 2 of Windows PowerShell takes advantage of the rich architecture work
we did in version 1, which enables us to deliver at least as much innovation in a
much shorter time period. That is why it is hard for me to pick out my favorite fea-
ture. If you make me choose just one feature, | d have to pick remoting, but that s a
bit like cheating because there are at least six separate remoting stories, which are
listed here.

0 You can remote to existing systems using Remote Procedure Call (RPC) and the
Distributed Component Object Model (DCOM) by adding the computername
parameter to numerous commands.

0 You can do awesome, large-scale WMI remoting by employing a new set of
cmdlets that uses semi-synchronous APIs and the ThrottleLimit parameter.

0 You can remotely manage raw hardware and UNIX boxes by using the new
WS-Management (WSMan) cmdlets.

O You can create remote interactive Windows PowerShell sessions on a Windows box.

0 You can do fan-out command execution to a large group of machines and get
results back immediately or run Windows PowerShell as a background job and
collect the results at your leisure.

Automating Routine Tasks
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0 You can also host Windows PowerShell as an Internet Information Services (11S)
application to support fan-in management scenarios in which service providers
offer custom scripting interfaces to individual users across the Internet.

Windows PowerShell 2.0 remoting provides administrators with much more control
over their environment than they ever had before. | can t wait to see what people
do with it. | think that most people will perform the classic procedures with our
remoting work, such as creating les and folders, making new shares, and working
with the registry. Only now, they can do this on a remote machine. These types of
procedures are exposed via the Windows PowerShell cmdlets and providers. | also
think that a select group of people will look at our remoting capabilities and realize
that we have delivered a general-purpose, distributed computing platform and
they will start doing all sorts of crazy and wonderful things with it.

Personally, when | need to work on a remote computer, | like creating PSSessions
and then using the Invoke-Command cmdlet because it is very fast and exible. |
use this cmdlet whether | need to run a simple command or actually need a remote
interactive Windows PowerShell session.

Structured Requirements

When investigating a scripting opportunity, it is important to rst analyze the requirements
for the script. Several of the items to be examined are listed here.

0 Security requirements

o .NET Framework version requirements
o Operating system requirements

0 Application requirements

0 Snap-in requirements

Security Requirements

Beginning with Windows Vista, the introduction of User Account Control (UAC) has made it
easier for users to run programs without having Administrator rights on their computer. While
this is a boon for users and corporate security departments, it is somewhat of a headache

for network administrators and others who are writing scripts that may require elevated
permissions.

Windows PowerShell does not bypass security. If a script attempts to perform an action
that the user is not allowed to perform, then the script fails.
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In Windows PowerShell 2.0, we have improved the detection of security requirements. As
shown in Figure 5-2, when a script does not contain the required rights, a failure noti cation
is shown.

% Powershell is coolt -

PS C:\> gci C:Nfso

FIGURE 5-2 When a script does not have permission, it reports an access denied message.

As a best practice, a script should detect the rights it possesses when running and compare
them with any requirements the script may need to run properly. To do this, you rst need to
obtain information about the user, which is covered in the next section.

Detecting the Current User

To provide information about currently logged-on users, you can use the
Security.Principal. Windowsldentity .NET Framework class. This class uses the GetCurrent
method, which returns an instance of a Windowsldentity object that represents the current
user. In this example, the Windowsldentity object is stored in the $user variable.

$user = [System.Security.Principal _Windowsldentity]::GetCurrent()
The Windowsldentity object contains the properties shown in Table 5-2.
TABLE 5-2 Properties of the Windowsldentity Object

NAME DEFINITION

AuthenticationType System.String AuthenticationType {get;}
Groups System.Security.Principal.IdentityReferenceCollection Groups {get;}

ImpersonationLevel  System.Security.Principal. TokenlmpersonationLevel ImpersonationLevel {get;}

IsAnonymous System.Boolean IsAnonymous {get;}

IsAuthenticated System.Boolean IsAuthenticated {get;}

IsGuest System.Boolean IsGuest {get;}

IsSystem System.Boolean IsSystem {get;}

Name System.String Name {get;}

Owner System.Security.Principal.Securityldenti er Owner {get;}
Token System.IntPtr Token {get;}

User System.Security.Principal.Securityldenti er User {get;}
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Once the Windowsldentity object is stored in a variable, you can display the values of all of
the properties shown in Table 5-2 by typing the variable at the prompt. You do not need to
store the variable and can display the data directly as shown in Figure 5-3.

i
PE C:“\Userssbob> [Bystem._Security._Principal._WindowsIdentityl::GetCurrent(>

AuthenticationType : Kerheros
ImpersonationLevel =
IsAuthenticated

21-5402992044-341859138-929487116-1129
H 1-54A299A44-341859138-9294A7116-1129
: {§-1-5-21-540299044-341859138-929407116-513, §-1-1-8, §-1-
5-32-545. 5-1-5-4.._.%
: 2276

PS G:sUserssboh> _

FIGURE 5-3 Windows PowerShell displays the value of the Windowsldentity object.

While the display shown in Figure 5-3 is somewhat impressive and moderately useful in
that it displays the user name and security identi er (SID) of the user, it does not display any
information about the user rights to a particular resource or administrator rights in general.
There are actually two separate requirements: does the user have access rights to a resource,
and does the user have administrator rights?

To determine the rights of a user to a resource, you must examine the group information.
As shown in Table 5-2, the Windowsldentity class has a Groups property. You can easily display
the contents of the Groups property by simply printing the value as shown here.

$user = [System.Security.Principal.Windowsldentity]::GetCurrent()

$user.Groups

The problem with this approach is that the resulting collection of groups is not in the most
readable format, as shown in Figure 5-4.

%1—543299&44—341...
32-545

4

11

15

a

28 §—1-5-21-540299044-3418... 21-540299044-341. ..
28 §1-5-21-5408299044-3418. . . 21-54A299044-341. ..

PS C:\Users~bhoh> g

FIGURE 5-4 The Groups property of the Windowsldentity class is subilluminating.
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You need to convert the group information from a SID into something more recognizable.
When you have an actual group name, it is easier to use any of the string manipulation tools
provided by Windows PowerShell to determine speci ¢ group membership. You can index
directly into the collection of Securityldenti ers that is returned by the Groups property. The
following code allows you to do this.

$user.Groups[0]

Of course, there is one problem with this approach. How do you know what group[0] is? If
you add the ToString method, you get a little bit of assistance as shown here, with the result-
ing display as well.

PS C:\Users\bob> $user.Groups[0].tostring()

S-1-5-21-540299044-341859138-929407116-513

At this point, you have succeeded in directly obtaining the SID of the group. In some cases,
this may be enough information if you want to match group membership based on SIDs.
However, most network administrators do not have this information at their ngertips, and so
it is necessary to take the output to an additional level of processing.

To change a SID into a noun name, you can use the Translate method from the
System.Security.Principal.Securityldenti er .NET Framework class. The members of this class
are shown in Table 5-3.

TABLE 5-3 Members of the Securityldentifier Class

NAME MEMBERTYPE DEFINITION

CompareTo Method System.Int32 CompareTo(Securityldenti er sid)

Equals Method System.Boolean Equals(Object 0) System.Boolean
Equals(Securityldenti er sid)

GetBinaryForm Method System.Void GetBinaryForm(Byte[] binaryForm Int32
offset)

GetHashCode Method System.Int32 GetHashCode()

GetType Method System.Type GetType()

IsAccountSid Method System.Boolean IsAccountSid()

IsEqualDomainsSid Method System.Boolean
IsEqualDomainsSid(Securityldenti er sid)

IsValidTargetType Method System.Boolean IsValidTargetType(Type targetType)

IsWellKnown Method System.Boolean IsWellKnown(WellKknownSidType
type)

ToString Method System.String ToString()

Structured Requirements
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NAME MEMBERTYPE DEFINITION

Translate Method System.Security.Principal.IdentityReference
Translate(Type targetType)

AccountDomainSid Property System.Security.Principal Securityldenti er
AccountDomainSid {get;}

BinaryLength Property System.Int32 BinaryLength {get;}
Value Property System.String Value {get;}

To translate the SID from a number to a Windows group name, you must specify that you
want to translate to the type of NTAccount by rst creating an instance of an NTAccount type.
To do this, you use a string that represents the System.Security.Principal. NTAccount class and
then use the as operator to specify the string as a [type] as shown here.

$nt = "System.Security.Principal .NTAccount" -as [type]

Once you create the NTAccount type, you can use it with the Translate method as shown
here.

PS C:\> $user = [System.Security.Principal._Windowsldentity]::GetCurrent()
PS C:\> $nt = "System.Security.Principal .NTAccount™ -as [type]

PS C:\> $user.Groups[0].translate($nt)

Value

NWTRADERS\Domain Users

This may seem like a bit of work to nd out that the currently logged-on user is a mem-
ber of the Domain Users group (you would have known that anyway). But based on the fact
that a collection is returned by the Groups property, a looping type of cmdlet can be used to
provide access to one group at a time. In this example, the ForEach-Object cmdlet is used as
shown here.

PS C:\> $user = [System.Security.Principal.Windowsldentity]::GetCurrent()
PS C:\> $nt = "System.Security.Principal .NTAccount™ -as [type]
PS C:\> $user.Groups | ForEach-Object { $_.translate($NT) }
Value

NWTRADERS\Domain Users

Everyone

BUILTIN\Users

NT AUTHORITYNINTERACTIVE

NT AUTHORITY\Authenticated Users

NT AUTHORITY\This Organization

LOCAL

NWTRADERS\moreBogus

NWTRADERS\bogus
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Once you see that you can obtain the actual names of the groups, there are several ways to
search the strings for a group match such as using the contains, like, or match operators.

Contains, Like, or Match

When searching a string, you can use at least three different operators:
contains, like,and match. The most confusing of the bunch is the
contains operator. This is not due to its complexity of use, but rather to an attempt

at understanding when to use the operator. Perhaps a few examples will help. In the

following code, an array of numbers is created and stored in the $a variable. Next,
the contains operator is used to see whether the array that is stored in the $a vari-
able contains the number 1. It does, and true is reported. The contains operator is
then used to see whether the $a array contains the number 6. It does not, and false
is reported as shown here.

PS C:\> $a = 1,2,3,4,5
PS C:\> $a -contains 1
True
PS C:\> $a -contains 6
False

In the next example, the number 12345 is stored in the $b variable. The contains
method is used to see whether the number stored in $b contains the number 4.
While the number 4 is indeed present in the number 12345, contains reports back
false. The number stored in $b does not contain 4. Next, the contains method is
used to see whether $b contains 12345, which it does, and true is reported back as
shown here.

PS C:\> $b = 12345

PS C:\> $b -contains 4
False

PS C:\> $b -contains 12345
True

Suppose the variable $c stores the following string: This is a string. When
the contains method is used to look for the string is, false is returned. If the

contains method is used to look for the string This is a string, it returns true
as shown here.

PS C:\> $c = "This is a string”

PS C:\> $c -contains "is"

False

PS C:\> $c -contains "This is a string”
True
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For our last example of the contains operator, if $d contains an array of strings
("This","is","a","string") when the contains operator is used to look for the value of
is, then true is returned. When the contains operator looks for ring, it returns

false as shown here.

PS C:\> &d = “This","is","a"," "string"
PS C:\> $d -contains "is"

True

PS C:\> $d -contains "ring"

False

The contains operator is used to examine the elements of an array. If the array
contains a particular value, the operator returns true. If there is not an exact match
for the value, the contains operator returns false. This process can be an easy way
to locate items in an array.

The like operator is used to perform a wildcard search of a string. If the $a vari-
able is used to hold the string This is a string and the like operator searches for
*ring*, the like operator returns true as shown here.

PS C:\> $a = "This is a string”
PS C:\> $a -like "*ring*"
True

An interesting use of the like operator is to search the elements of an array. If the
$b variable is used to hold the array This , is, a, string and the like operator
searches the array for *ring* every match for the wildcard pattern is returned
not just a true/false answer as shown here.

PS C:\> $b = "This","is","a","string"
PS C:\> $b -like "*ring*"
string

The match operator is used to perform a regular expression pattern match.
When the match is found, true is returned. If a match is not found, false is re-
turned. If the $a variable is assigned the value "This is a string™ and the match
operator is used to look for the value of is, the pattern is a match and true is
returned as shown here.

PS C:\> $a = "This is a string”
PS C:\> $a -match "is"
True

More complex match patterns can be used. The \w character is used with regular
expressions to look for any white space, such as a space before or after a letter.
When the $a variable is used to hold the string "This is a string" and the regular
expression pattern [\w a \w] is used, a match will be returned if the letter a is
found with a space in front and a space behind the letter as shown here.
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PS C:\> $a = "This is a string”
PS C:\> $a -match "[\w a \w]"
True

What about matching with an array? If the $c variable is used to hold the array
"This","is","a","string" and the regular expression pattern match, is, is used, two
matches are found. In this example, the actual string that contains the pattern
match is returned as shown here. When a match is found, an array of strings is
returned as also shown here.

PS C:\> $c = "This","is","a","string"
PS C:\> $c -match "is"

This

is

The GetMemberOf function uses the GetCurrent static method from the
System.Security.Principal. Windowsldentity class to create a Windowsldentity object. After
creating an NTAccount type, it uses the Groups property to obtain a collection of security
groups, whereupon it uses the ForEach-Object cmdlet to translate the group from a SID to an
NTAccount as the groups come across the pipeline. If the group name matches the group that
is used when the function is called, it displays a message stating that the user is a member of
the group. The GetMemberOf.ps1 script is shown here.

GetMemberOf.psl
Function GetMemberOf($group)

{

$user = [System.Security.Principal.Windowsldentity]::GetCurrent()

$nt = "System.Security.Principal .NTAccount” -as [type]

I1T( $user.Groups | ForEach-Object { $_.translate($NT) -match “$group™} )
{ "$($user.name) is a member of a $group group" }

}

An example of using the GetMemberOf function from the GetMemberOf.psl script is the
UseGetMemberOf.psl script. This script checks to determine whether the logged-on user
has rights to a folder named bogus. The security permission on the bogus folder is shown in
Figure 5-5. The bogus group has full control, and no one else has permission.

The bogus group has one direct member MyDomainAdmin. It also has two groups that
are members: the moreBogus group and the Useless group. These group memberships are
shown in Figure 5-6.
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M bogus Propetties |
| Generall Sharing  Security | Frevious Versionsl Eustomizel

Object name:  C:\bogus

G[DUD or User names:

To change permissions, click Edit. Edit... |

Permizzions for bogus Allow Deny

Full contral

Modify

Read & execute
Lizt folder contents
Read

it LI
For special permissions or advanced settings, Advanced |
click Advanced.

Leam about sccess control and permissions

QK I Cancel | Apply |

A R

FIGURE 5-5 Only the bogus group has permission to access the bogus folder.
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Cancel |
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FIGURE 5-6 The bogus group contains other groups.
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The logged-on user is Bob. As shown in Figure 5-6, Bob does not have direct membership
in the bogus group. Bob is a member of the moreBogus group as shown in Figure 5-7.

" General I Address | Account I Frafile I Telephones I
Organization Member OFf | COM+ I LIMIX Attributes
Member of:

Mame Active Directory Domain Services Folder
) i [AIED Alzers

moreBogus rwitraders. com/T estOL
Add... | Remove |

Frimary group: Domain U zers

St Fri G There iz no need to change Primary group unless
UL Lirgp | you have Macintozh clients or POS[X-compliant
applications.

QK I Cancel | Apply | Helg |

FIGURE 5-7 Bob is a member of the moreBogus group and Domain Users.

In the UseGetMemberOf.ps1 script, rst an instance of the GetCurrent static method from
the System.Security.Principal. Windowsldentity class is created. You will need to store the
Windowsldentity object that is returned in a variable.

You next need to create an instance of an NTAccount type by using the as operator to
cast the string System.Security.Principal. NTAccount as a [type]. You will use this type later.

The essential portion of the script uses an If statement to evaluate whether the name of
the user group is found within the collection of groups. The Groups property returns a collec-
tion of groups that is contained within the $users object. Each group is sent over the pipeline.
Now it is time to evaluate each group from the collection by using the ForEach-Object cmdlet.
Inside the code block, the $_ automatic variable is used to represent the current object on
the pipeline. This object has the Translate method that accepts the NTAccount type created
earlier and is assigned to the $NT variable. Now you have a translated group name and can
use the match operator to determine whether the group that is stored in the $group variable
matches what is currently on the pipeline. You can treat this value as if it were a Boolean value
by using the If statement as shown here.

IT( $user.Groups | ForEach-Object { $_.translate($NT) -match "$group™} )

When a match with the group is found, you need to determine whether the le actually
exists by using the Test-Path cmdlet, which receives the path stored in the $bogusFile vari-

Structured Requirements 147



able. The Test-Path cmdlet returns a Boolean value. Here is the code to check for the exis-
tence of the le.

if(Test-Path -Path $bogusFile)

If the le exists, the script enters the code block, which adds text to the le. To write to the
le, you can use the Add-Content cmdlet, which receives the path to the le and the data you
want to add. At the end of the line, two special characters are used: backtick r and backtick n.
The ‘ris a return and the ‘n is a new line. Together they form a carriage return and line feed
that is equivalent to the VBScript vbcrlf keyword. The special characters are shown in Table 5-4.

TABLE 5-4 Special Characters

CHARACTER DEFINITION

‘0 (number zero) Null

‘a Alert

‘b Backspace

‘f Form feed

‘n New line

r Carriage return

‘t Horizontal tab

‘v Vertical tab

‘r'n Carriage return line feed

Once the additional text is added to the text le, a message is displayed on the screen and
the le is opened in Notepad as shown here.

{
Add-Content -Path $bogusFile -Value "Added bogus content r n*

“"Added content to $bogusFile"
Notepad $bogusFile
} #end if Test-Path

If the le does not exist, a message is printed to the screen as shown here.

ELSE
{
“Unable to find $bogusFile"
} #end else
} #end if user
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If the user does not belong to a group with rights to the le, the user s name is displayed
on the screen with a message regarding the lack of group membership as shown here.

ELSE
{

"$($user.name) is not a member of $group”

¥
} #end GetMemberOf

The completed UseGetMemberOf.ps1 script is shown here.

UseGetMemberOf.ps1
Function GetMemberOf($group)

{

$user =
$nt = "System.Security.Principal .NTAccount™ -as [type]
I1T( $user.Groups | ForEach-Object { $_.translate($NT) -match “$group™} )

{
if(Test-Path -Path $bogusFile)

{
Add-Content -Path $bogusFile -Value "Added bogus content r n"

[System.Security.Principal .Windowsldentity]::GetCurrent()

“"Added content to $bogusFile"
Notepad $bogusFile
} #end if Test-Path
ELSE

{
“Unable to find $bogusFile™

} #end else
} #end if user
ELSE
{

"$($user.name) is not a member of $group”

3
} #end GetMemberOf

$bogusFile = "C:\bogus\bogus.txt"
GetMemberOf -group "bogus™
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Changing the Way You Write Scripts

Jeffrey Snover, Distinguished Engineer
Microsoft Corporation

Version 2 has changed the way | write functions and scripts. Now, | always

write functions that incorporate the version 2 cmdlet features. Before
Windows PowerShell 2.0, functions were pale substitutes for cmdlets, but now they
are full peers. That s right you can now write full cmdlets in Windows PowerShell
itself. That capability is a game changer. The tiny bit of extra syntax provides an
incredible amount of functionality. This is the basis for what we call meta-program-
ming, which is going to change the world. You can mark my words on that.

We can do meta-programming with the Import-PSSession cmdlets in which we
inspect the cmdlets on a remote machine and emit local proxies for those func-
tions on the local machine, which makes it appear as if the cmdlets are installed
on the local machine. You have tab completion, help, formatting the whole
works. Yet, what happens behind the scenes is that we emit a function with cmdlet
semantics that uses the remote machine to do the work. This is very powerful
indeed. Once people begin to use the Import-PSSession cmdlet, it will be like the
2001 Space Odyssey movie in which the large black monolith appeared, the apes
gured out how to use tools, and the evolution toward mankind was initiated.

Even with all of the new command-line features in Windows PowerShell 2.0, |

still write scripts. In fact, | am writing more scripts now than during my Windows
PowerShell 1.0 days. Why? First and perhaps foremost joy. It is simply a joy to
write a Windows PowerShell script. It s like driving a BMW. This incredible machine
goes exactly where you point it and makes you feel powerful and competent. With
Windows PowerShell 2.0, you can achieve so much so easily that | tend to write a
script, step back to look it, and say, Wow! That is cool! Let me be quick to say that
| have the same experience when looking at other people s scripts. Lee Holmes, a
Senior Software Development Engineer at Microsoft, just sent me a 103-line script
that makes me just dizzy with excitement. | simply can t believe what he can do by
using 103 lines of code. At the end of the day, it comes down to being effective at
your job. Windows PowerShell makes it easy for you to be effective at your job.
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Detecting the User Role

It is possible that the Windows PowerShell console that is running may not have Administrator
rights. If this is the case, then even if the user is in the Administrators role for the computer,
the script will fail due to insuf cient rights. One way to handle this situation is to create two
Windows PowerShell consoles one that launches with ordinary user rights and one that
requests elevated permissions when it launches, as shown in Figure 5-8.

Advanced Propetties i |

Choose the advanced properties you want For this shortcut,

¥ Run as administrator

This option allows you ko run this shortcut as an
administrator, while protecting your computer from
unauthorized activity,

¥ | R in separate memory. space

[o]4 I Cancel |

FIGURE 5-8 The Run As Administrator option causes an application to request admin rights.

You could place the GetAdmin function that is contained in the GetAdminFunction.psl
script into your pro le or into any script that requires administrative rights. The
GetAdminFunction.psl script begins by declaring the GetAdmin function, which accepts
asingle value avariable named $isAdmin. This variable is passed by reference, which means
that you will change the value of the $isAdmin variable from within the function itself. You
can specify that a variable is passed by reference by using the [ref] type constraint on the
variable. This type constraint is required in the function declaration line of the code, as well
as when you call the function from the main body of the script. The $isAdmin variable itself is
null when it is passed to the function because it is set to null when it is declared in the main
body of the script. The function declaration is shown here.

Function GetAdmin([ref]$isAdmin)

The next action in the GetAdmin function is to use the static GetCurrent method from
the Security.Principal. Windowsldentity .NET Framework class to retrieve an instance of the
Windowsldentity class that represents the current user. The returned Windowsldentity object
is stored in the $currentUser variable as shown here.

$currentUser = [Security.Principal.Windowsldentity]::getCurrent()

Next, the GetAdmin function creates an instance of a WindowsPrincipal class that repre-
sents the current user by passing the Windowsldentity object, which is stored in the
$currentUser variable as the constructor to the Security.Principal. WindowsPrincipal class.
Because a new object is required, the function uses the New-0Object cmdlet. The resulting
WindowsPrincipal object is stored in the $principal variable as shown here.
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$principal = new-object security.Principal.windowsPrincipal($currentUser)

Now the static property administrator is used from the Security.Principal. WindowsBuiltinRole
enumeration. The administrator role value is stored in the $admin variable as shown here.

$admin = [security.principal.WindowsBuiltlnRole]::administrator

To be able to use the IsInRole method from the WindowsPrincipal class, you need to give it
a WindowsBuiltinRole enumeration, which was created in the previous line of code and stored
in the $admin variable. The result of the IsinRole method is a Boolean value: true or false,
which is stored in the Value property of the $isAdmin reference type variable as shown here.

$isAdmin.value = $principal.lIsInRole($admin)

The remainder of the script is used to initialize the GetAdmin function. First, the $isAdmin
variable must be set to null. Then the GetAdmin function is called, specifying that $isAdmin is
a reference type variable. The returned variable is then evaluated, and the appropriate string
is printed to the console. Of course, you can perform other actions in any script that you
intend to use this type of function. This section of the code is shown here.

$isAdmin = $null
GetAdmin([ref]$isAdmin)

if($isAdmin)

{ "current console has admin rights” }
ELSE

{ "current console does not have admin rights" }
The completed GetAdminFunction.psl script is shown here.

GetAdminFunction.psl

Function GetAdmin([ref]$isAdmin)

{

$currentUser = [Security.Principal.Windowsldentity]: :getCurrent()
$principal = new-object security.Principal.windowsPrincipal ($currentUser)
$admin = [security.principal._WindowsBuiltInRole]: :administrator
$isAdmin.value = $principal.lIslInRole($admin)

} #end GetAdmin function

$isAdmin = $null
GetAdmin([ref]$isAdmin)

if($isAdmin)

{ "current console has admin rights" }
ELSE

{ "current console does not have admin rights" }
The Security.Principal. WindowsBuiltinRole .NET Framework enumeration has the following

possible values.

o Administrator
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o User

o Guest

0 PowerUser

0 AccountOperator
o SystemOperator
0 PrintOperator

0 BackupOperator

o Replicator

These enumeration values are documented in reference information contained on the
MSDN Web site. A link to MSDN is included in the Additional Resources section later in this
chapter. However, you do not need to search the documentation if all you want to do is nd
the enumeration values. You can use Windows PowerShell to provide this information by
using the static GetNames method from the System.Enum .NET Framework class. You place
the Security.Principal. WindowsBuiltinRole enumeration class name in quotation marks to the
method and press Enter to retrieve the names of all of the enumerations contained in the
class as shown here.

PS C:\> [enum]::getnames(‘'security.principal.WindowsBuiltInRole™)
Administrator

User

Guest

PowerUser

AccountOperator

SystemOperator

PrintOperator

BackupOperator

Replicator

The Enum class also has the GetValues static method, which lists the values of the enumer-
ations instead of the names of the enumerations. This would be a bit boring in this particular
case because both the value and the name of the WindowsBuiltinRole enumerations are the
same things. To nd all of the static methods of the Enum class, you can use the following line
of code (although the only thing | do with the Enum class 95 percent of the time is to use it to
obtain the names of a particular .NET Framework enumeration).

[enum] | Get-Member -Static -MemberType method

Because there are no static properties de ned in the Enum class, you can get away with
omitting the MemberType parameter and use the following line of code.

[enum] | Get-Member —Static
If you do not want to do that much typing, you can use the following from the console.

[enum] | gm -s
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The GetAdminFunction.psl script can easily be modi ed to provide information based on
the other roles available in the Security.Principal. WindowsBuiltinRole class. The main objective
is to replace the hard-coded administrator role name with a variable as shown here.

$role = [security.principal .WindowsBuiltinRole]: :$roleName

The remaining changes to the script consist of renaming variables and changing the out-
put text slightly. The modi ed GetRoleFunction.psl script is shown here.

GetRoleFunction.psl
Function GetAdmin([ref]$isinRole)

{
$currentUser = [Security.Principal._Windowsldentity]::getCurrent()

$principal = new-object security.Principal.windowsPrincipal ($currentUser)
$role = [security.principal _WindowsBuiltInRole]::$roleName
$islnRole.value = $principal.lIsinRole($role)

} #end GetAdmin function

# *** Entry point to script ***

$isInRole = $null
$roleName = “User™
GetAdmin([ref]$isInRole)
if($islnRole)
{ "Current console has the $roleName role™ }
ELSE
{ "Current console does not have the $roleName role" }

NET Framework Version Requirements

When working with Windows PowerShell, its easy access to the .NET Framework while provid-
ing exibility and ease of development also introduces an additional consideration the ver-
sion of the .NET Framework that is installed on the computer. There are several ways to detect
the version.

To check the version of the .NET Framework system, you can use the static GetSystemVersion
method from the System.Runtime.InteropServices.RunTimeEnvironment .NET Framework class
as shown here.

[runtime.interopServices.RunTimeEnvironment]: :GetSystemVersion()

However, when | call this method on my computer, it reports 2.0.50727, which is .NET
Framework 2.0 with Service Pack 1 (SP1). The value returned occurs because of the way the
Framework is installed the service packs are considered to be extensions to the run time.

One way to determine whether a particular version of the .NET Framework has been in-
stalled is to look for the folder. For example, .NET Framework 3.5 creates a folder named v3.5.
To check for the presence of the folder, you can use the Test-Path cmdlet as shown here.

Test-Path (Join-Path -path $env:systemroot -ChildPath microsoft.net\framework\v3.5)
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The previous approach may be ne in most circumstances, but there is one signi cant
problem with it. While the previous command indeed tells you whether .NET Framework 3.5
has been installed on the computer, it does not tell you whether it is still installed on the ma-
chine because the folder and accompanying install log les are left behind after uninstallation.

Another approach to nding a speci c version of the .NET Framework is to check the reg-
istry. When the .NET Framework is installed, each version adds a key to the registry. You can
use the code shown here to check for the presence of the .NET Framework.

Test-path (Resolve-Path "HKLM:\SOFTWARE\Microsoft\NET Framework Setup\NDP\v3.5%)

When the speci c version of the .NET Framework is uninstalled, this key is removed. The
presence of the .NET Framework Setup registry key for each version is therefore an indicator
for the presence of the .NET Framework. The advantage to this method is that it is relatively
easy to use and can be done on a local or remote computer.

The most accurate way to check for the presence of a speci c version of the .NET
Framework is to use the WMI Win32_Product class, which you can do by using the
Get-WmiObject cmdlet. By using the  Iter parameter, you can reduce the number of in-
stances of the Win32_Product class that are returned. By default, Win32_Product returns an
instance of each piece of MSI-installed software that exists on the computer; in some cases,
this can result in hundreds of items returned and can also require several minutes to return
any data. By using the Iter parameter, you do not necessarily cause the query to return
more quickly, but you de nitely reduce the amount of information that is returned.

Get-WmiObject -Class win32_product -filter "name like "%Microsoft _NET Framework 3.5%""

Another way to write the previous query is to use Get-WmiObject to return the instances of
the Win32_Product and to pipeline the results to the where-oObject cmdlet. Intuitively, it seems
that using  Iter with Get-WmiObject would be faster than pipelining. However, due to the ef-

ciency of Windows PowerShell pipelining, there is not much difference between the perfor-
mance of using the Iter parameter or pipelining the results. As shown here, when using the

Iter parameter from Get-WmiObject, the command takes 19.10 seconds. When not using the

Iter parameter but using the Where-Object cmdlet, the command takes 19.09 seconds. The
second command is much easier to type and uses standard Windows PowerShell syntax.

PS C:\> Measure-command {Get-WmiObject -Class win32_product -filter "name like
"%Microsoft _NET Framework 3.5%"" } | select totalseconds

TotalSeconds

19.1024836
PS C:\> Measure-command {Get-WmiObject -Class win32_product |
Where-Object { $_.name -match "Microsoft _NET Framework 3.5 } } | Select TotalSeconds

TotalSeconds

19.0902945
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Itis dif cult to wait for nearly 20 seconds to nd out which version of the .NET Framework
is installed on a computer before you even begin to do anything else. One way to work
around this is to use the [WMI] management object type accelerator, which allows you to
retrieve information from WMI classes in much the same way that the Get-wmiObject cmdlet
allows you to retrieve information. The difference is that [WMI] retrieves instance information
and connects to a speci ¢ instance of a WMI class, which is great for speed. What s bad is that
you need to supply [WMI] type accelerator with the speci ¢ key that identi es the instance.
What s really bad is that, with the Win32_Product class, you have a composite key that is com-
posed of three separate properties as listed here.

1. IdentifyingNumber
2. Name
3. \Version

To use the [WMI] type accelerator, you use quotes around the class, the properties, and
their values as shown here.

[WMI]"className.PropertyName=""value™
If you have a compound key for the class, the syntax looks like this.
[WMI]""className.PropertyName=""value™",2ndProperty=""value """

Keep in mind that you need to escape the quotation marks, which are used to indicate the
values for the properties. To do this, you can use the backtick in front of each quotation mark
that is used for the property values.

PS C:\> [wmi]"Win32_Product. ldentifyingNumber="""{CE2CDD62-0124-36CA-84D3-
9F4ADCF5C5BD9} """ ,Name=""Microsoft _NET Framework

3.5 SP1™",Version=""3.5.30729" """

IdentifyingNumber : {CE2CDD62-0124-36CA-84D3-9F4DCF5C5BD9}

Name : Microsoft _NET Framework 3.5 SP1
Vendor : Microsoft Corporation

Version : 3.5.30729

Caption : Microsoft _NET Framework 3.5 SP1

When | time this command using the Measure-Command cmdlet, it takes 180 milliseconds on
my computer compared with 20 seconds, which is a dramatic improvement. However, there
are problems with this approach. For one, the code needs to be updated for each version of
the .NET Framework and for each service pack. For example, here is the code to check for
.NET Framework 3.5 without SP1.

[wmi]"*Win32_Product. IdentifyingNumber="""{2FC099BD-AC9B-33EB-809C-
D332E1B27C40} " **,Name=""Microsoft .NET Framework 3.57",Version=""3.5.21022" """

You can see that every property has changed. Unfortunately, the type accelerator does not
permit the use of wildcards. Wildcards can help the name and version properties, but they
cannot aid in discovering the identifyingNumber property.
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Determining .NET Framework Versions

Lu s Canastreiro, Premier Field Engineer
Microsoft Portugal

When | write a script that depends on a feature from a particular version of the
.NET Framework, such as version 3.5, | always like to include a test to ensure
that the required version of the .NET Framework is installed. One basic test is to test
the presence of the installation path: %SystemRoot%\Microsoft.NET\Framework\
v3.5. Because this folder does not exist if .NET Framework 3.5 has not been installed
on the machine, this check helps me to ensure that the script will run properly.

Since the days of .NET Framework 2.0, a key has been created in the registry for
each new version. | like to use this registry key because it can provide additional
information such as when the version was actually installed, the path, the version
number, and whether the version has been service pack installed. Figure 5-9 shows
the registry key from a machine with .NET Framework version 3.5. This installation
has been service pack installed.

£ Registry Editor ) (=] ]
File Edit Wew Favortes Help
B | KET Framework Setup 2| [ame [ Type | Data
= )} NDP 2b](Default) REG_SZ {walue not set)
V2050727 4] Install REG_DWORD 0x00000001 (1)
vi0 2] InstallPath REG_SZ | WindowsiMicrosoft, MET|Frameworky3.5}
B Mt REG_DWORD 0200000001 (1)
e 1jsp REG_DWORD 000000000 (0
L ab]version REG_SZ 3.5.21022.08
B 4 Network
B || NetworkhceessPratection J
han-Driver Signing
B . Notepad
B || ODBC
[ Office
B Ole
B | Outlook Express
B ) PLA o
K| g I’I_I | | |
|Computer\HKEY LOCAL MACHINEYSOFTWAREMicrasoftiMET Framework SetupiMDPi3.5 4

FIGURE 5-9 The registry provides an easy way to verify .NET Framework version information.

What is a bit confusing is that there is a difference between the Common Language
Runtime (CLR) and the .NET Framework. It is quite possible to have a computer with
the CLR 2.0 SP2 and .NET Framework 3.5 with SP1. When you install .NET Framework
3.5 SP1, you are upgrading the CLR to version 2.0 SP2. You can consider the .NET
Framework as a package that includes the CLR plus a set of richly managed libraries
for implementing GUIs, using Web services, accessing Windows operating system
functionality, and so forth as well as the managed language compilers and tools.
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Operating System Requirements

There is a wide range of operating systems on which Windows PowerShell 2.0 can be in-
stalled, ranging from Microsoft Windows XP to Windows 7, and they can all be considered
for certain scripts that may rely upon the presence of a feature that only exists in particular
versions of the operating system.

One way to obtain the operating system version is to use the OSVersion static property
from the System.Environment .NET Framework class as shown here.

PS C:\> [environment]::0OSVersion | Format-List *

Platform : Win32NT
ServicePack : Service Pack 1
Version : 6.0.6001.65536

VersionString : Microsoft Windows NT 6.0.6001 Service Pack 1

As shown in the previous code, the version of the operating system is composed of a four-
part number. The four parts are detailed here.

o Major Assemblies with the same name but different major versions are not in-
terchangeable. For example, this part would be appropriate for a major rewrite of a
product in which backward compatibility cannot be assumed.

o Minor If the name and major number on two assemblies are the same but the minor
number is different, this indicates signi cant enhancement with the intention of back-
ward compatibility. For example, this part would be appropriate on a point release of a
product or a fully backward-compatible new version of a product.

o Build A difference in build number represents a recompilation of the same source.
This part would be appropriate because of processor, platform, or compiler changes.

o Revision Assemblies with the same name, major, and minor version numbers but
different revisions are intended to be fully interchangeable. This part would be appro-
priate to x a security hole in a previously released assembly.

If you store the results of the [environment]::OSVersion static property into a variable, you
have an instance of a System.Version object returned for the version property as shown here.

PS C:\> $os = [environment]::osversion
PS C:\> $0os | Get-Member -MemberType property

TypeName: System.OperatingSystem

Name MemberType Definition

Platform Property System.PlatformID Platform {get;}
ServicePack Property System.String ServicePack {get;}
Version Property System.Version Version {get;}
VersionString Property System.String VersionString {get;}
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The advantage of this approach is that the System.Version class allows easy access to each
of the different properties of the version number as shown here.

PS C:\> $os.Version | Get-Member -MemberType property

TypeName: System.Version

Name MemberType Definition
Build Property  System.Int32 Build {get;}
Major Property  System.Int32 Major {get;}

MajorRevision Property  System.Intl6é MajorRevision {get;}
Minor Property  System.Int32 Minor {get;}
MinorRevision Property  System.Intl6é MinorRevision {get;}
Revision Property  System.Int32 Revision {get;}

By using this approach, you have the ability to specify that you want the code to only run
if it is on a particular version of the operating system. The GetOsVersionFunction.psl script
illustrates this procedure. The GetOsVersionFunction.psl script begins with the Get-OsVersion
function. In the function declaration, the input variable is de ned as a reference type, which
allows the function to return the operating system version information back to the calling
portion of the script. The function declaration speci es the name of the function and any
input variables as shown here.

Function Get-OsVersion([ref]$os)

The code block of the function retrieves the static OSVersion property from the
System.Environment .NET Framework class and assigns it to the Value property of the $os
variable as shown here.

$os.value = [environment]::0SVersion

Now, to use the Get-OsVersion function, you call the function by passing a reference type

variable to it. The code here initializes the $os variable as null and then passes it to the function.

$os = $null
Get-OsVersion([ref]$os)

You can then use an If ... Else type of statement to evaluate the major version of the op-
erating system. To assist you in evaluating version numbers, you can refer to Table 5-5. You
might nd it surprising that both Windows Vista and Microsoft Windows Server 2008 have
the same version numbers. If you nd a match, you can then proceed to the next portion of
the script; otherwise, you can exit the script as illustrated here.

if($os.version.major -ge 6)

{

“Windows Vista or greater detected"

¥

else
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{

"Windows Vista or greater not detected"
exit

}

TABLE 5-5 Operating System Names and Versions

VERSION NUMBER OPERATING SYSTEM NAME
5.1.2600 Windows XP

5.2.3790 Windows Server 2003
6.0.6001 Windows Vista

6.0.6001 Windows Server 2008
6.1.6801 Windows 7

The complete GetOsVersionFunction.psl script is shown here.

GetOsVersionFunction.psl
Function Get-OsVersion([ref]$os)
{

$os.value = [environment]::0SVersion

¥
# *** entry point to script ***

$os = $null
Get-OsVersion([ref]$os)
if($os.version.major -ge 6)

{

"Windows Vista or greater detected"

}

else

{
"Windows Vista or greater not detected"
exit

¥

The System.Environment .NET Framework class does not have any remote features built
into it. That is, you cannot give it a string and have it connect to a remote computer to re-
trieve information remotely. This is not an issue with Windows PowerShell 2.0. You can use the
Invoke-Command cmdlet to run the command remotely as illustrated here.

PS C:\> S$computers = "berlin","win7"
PS C:\> Invoke-Command -ComputerName $computers -ScriptBlock {[environment]::0SVersion }

160 Identifying Scripting Opportunities



PSComputerName
Runspaceld

Platform
ServicePack
Version

VersionString

PSComputerName
Runspaceld

Platform
ServicePack
Version

VersionString

: berlin

: d23f85ed-3f2b-465b-877a-37dd43125F40
PSShowComputerName :
- Win32NT

: Service Pack 1

: 6.0.6001.65536

: Microsoft Windows NT 6.0.6001 Service Pack 1

True

- win7

: 04blce80-19e9-4dde-9b8d-8725b032dFff
PSShowComputerName :
- Win32NT

True

: 6.1.6801.0
: Microsoft Windows NT 6.1.6801.0

Why Write PowerShell Scripts?

Jeffrey Snover, Distinguished Engineer
Microsoft Corporation

think the scripting community is going to ood the world with script cmdlets

because they are incredibly easy to write, share, and debug. You can post them
on a blog and improve the world. Not only will people observe your functions, but
they will see how you executed the function; some might even give you feedback
on your script and teach you something in the process. | have certainly bene ted
from reading other people s scripts, and numerous people have taught me lessons
in response to the scripts | ve posted.

I love GUIs, but if you use a GUI all day long, you have sore arms by the end of the
day. However, if you write a script, you have an artifact that you can use again and
again to increase your productivity and value to your employer (and thus increase

your employability and earning potential). You have an artifact that you can share

with others and, in sharing, create a debt of gratitude. You have an artifact that
people can review and admire and learn from using. You have an artifact that can
be analyzed and critiqued and improved. When you script, you participate in a com-
munity of people who are learning with each additional script they use.

In Windows PowerShell 1.0, it is dif cult to write a script because the functions do
not allow you to generate the correct semantics, you cannot provide help for your
functions, and it isn t easy to share scripts. With Windows PowerShell 2.0, we added
extensions to functions and added modules to solve this scripting problem and
make participation in the scripting community simple and easy.

Structured Requirements
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| use both the command-line and the graphical versions of Windows PowerShell,
but | no longer use Notepad for writing scripts. Windows PowerShell_ISE is tremen-
dous for creating and debugging scripts.

What do | do with Windows PowerShell? | explore! What | love about Windows
PowerShell is its ability to let you explore so many aspects of the system. Windows
PowerShell makes it easy and safe to check such things as WMI, .NET, the registry,
COM, a le whatever. If | come across something useful, | write a script and often
share it.

If you are just beginning to use Windows PowerShell, | want to tell you this: learn
to learn. One of my favorite stories involves a group of novice and expert UNIX
administrators who were given a written test, and the experts didn t score much
higher than the novices. However, when the groups were put in front of a machine
and given a hands-on examination, the experts won easily. What we learned was
that, even though expert administrators may not necessarily remember more

than novices, they are certainly experts at guring out problems. Focus on learn-
ing. Learn how to use the Get-Help and Get-Member cmdlets. Learn how to use the
object utilities. Then, start exploring. You Il be amazed at what you can accomplish
by combining the basics, which is the point of a compositional system.

There isn t a command named DO-MYJOB. Instead, in Windows PowerShell, there is
a toolkit that allows you to combine a few commands together to do your job. You
need to learn how to put the pieces together and what the pieces are. Part of the
process involves leveraging the community of people who are more than willing to
help you with your problems if they can.

Application Requirements

Once you ensure that the script has the appropriate security rights and the correct version of
the .NET Framework installed on the appropriate version of the operating system, you may still
need to determine whether a particular application is running on your target machine. To check
for an application, you can use either the Get-Process or Get-Service cmdlet whichever one
is appropriate.

The CheckService.psl script can be used to determine whether a particular service has
been created on a computer and whether the service is running. To check for a service, the
script uses an If ... Else construction. Inside the If statement, the Get-Service cmdlet is used
to obtain a list of all services that are de ned on the current computer. The computername
parameter of the Get-Service cmdlet can be used to cause the cmdlet to retrieve information
from a remote computer. Results from the Get-Service cmdlet are pipelined to the Where-Object
cmdlet, which is used to Iter the results. Two criteria are used inside the Where-Object
cmdlet: the status of the service, which must be running, and the actual name of the service
itself. This section of the code is shown here.
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Get-Service |

Where-Object { $_.status -eq "running” -AND $_.name -eq $serviceName }

If this condition is satis ed, then the script enters the code block associated with the If
statement. In this example, the script prints the fact that the service is running. If the service
does not exist or is not running, the script prints a message that the service is not running.
Inside these two code blocks is where you place your code that depends on a particular state
of a given service. The completed CheckService.psl script is shown here.

CheckService.psl
$serviceName = ""ZuneBusEnum™
if(
Get-Service |

Where-Object { $ _status -eq "running” -AND $__name -eq $serviceName }

)

{

“$serviceName is running”

} #end if
ELSE

{

"$serviceName is not running"
} #end else

At other times, a particular process and not a service must be running. To verify the exis-
tence of a process, you can use the Get-Process cmdlet. The logic can be simpli ed because
a process only exists if it is running; a compound WHERE clause is not required. The simpli ed
logic is shown here.

Get-Process |

Where-Object { $ .ProcessName -eq $processName }

The remainder of the CheckProcess.psl script is similar to the CheckService.psl script as
shown here.

CheckProcess.psl
$processName = “iexplore™
if(
Get-Process |
Where-Object { $_.ProcessName -eq $processName }
D)
{

“"$processName is running”
} #end if
ELSE
{
“"$processName is not running"”
} #end else

Structured Requirements
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Snap-in Requirements

The extensible nature of Windows PowerShell is one of its greatest features. You can down-
load snap-ins from the Internet that come equipped with dozens of free cmdlets. You can
also purchase commercial software that solves very real mission-critical problems from major
software companies. Both solutions have one thing in common: the cmdlets are delivered
housed within snap-ins. There are two requirements: the snap-in must be installed and it
must be loaded.

To comply with these requirements, you can use the CheckSnapin.psl script. The
CheckSnapin.psl script begins with the CheckSnapin function, which takes the name of the
snap-in you are looking for as the input parameter. The main logic of the function uses an If
statement to determine whether the snap-in is currently running as shown here.

iT(1(Get-PSSnapin |
Where-Object { $_.name -eq $name }))

If the snap-in is loaded, then nothing happens in the script. However, if the snap-in is not
running, the script checks whether it is registered. If the snap-in is not registered, it means
that it is not installed. The script terminates at this point as shown here.

iT(1(Get-PSSnapin -registered |
Where-Object { $_.name -eq $name }))

“$name is not registered. Exiting script.”
exit
} #end if registered

If the snap-in is registered but not currently running, then the script attempts to load the
shap-in as shown here.

ELSE
{

add-psSnapin -name $name
} #end else registered
} #end if not get-pssnapin

However, if the snap-in is already running, the script prints this fact as shown here.

ELSE
{ "$name cmdlets already loaded" }

The complete CheckSnapin.psl script is shown here.

Identifying Scripting Opportunities



CheckSnapin.psl
function CheckSnapin($name)
{
if(1(Get-PSSnapin |
Where-Object { $_.name -eq $name }))

if(1(Get-PSSnapin -registered |
Where-Object { $ _name -eq $name }))

"$name is not registered. Exiting script.”
exit
} #end if registered
ELSE
{
add-psSnapin -name $name
} #end else registered
} #end if not get-pssnapin
ELSE
{ "$name cmdlets already loaded™ }
} #end CheckSnapin

CheckSnapin('pscx'™)

Additional Resources

0 The TechNet Script Center at http://www.microsoft.com/technet/scriptcenter contains

numerous script examples.

o Take a look at Windows PowerShell  Scripting Guide (Microsoft Press, 2008).

0 On the companion media, you will nd all of the scripts referred to in this chapter.

o A history of the .NET Framework versions can be found at http://blogs.msdn.com

/dougste/archive/2007/09/06/version-history-of-the-clr-2-0.aspx.

0 Youcan nd help on how to determine which version of the .NET Framework is

installed at http://support.microsoft.com/kb/318785.
o The entry point to the MSDN Web site is found at http://msdn.microsoft.com.

Additional Resources
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Con guring the Script
Environment

Con guringaPro le 167
CreatingaPro le 196
Accessing Functions in Other Scripts 202

Additional Resources 206

indows PowerShell 2.0 provides many ways in which the scripting environment can

be customized or tailored to individual needs. This capability opens tremendous
opportunities to change the way in which Windows PowerShell starts, the way it runs,
and even the syntax of commonly used functions. This exibility comes at a price, how-
ever: it s possible to customize the scripting environment to such an extent that you do
not know what the commands are, how they are used, or even what you should type to

nd Help. In this chapter, you will examine the ways in which leading experts customize

their environment and also explore options to assist both power users and corporate IT
personnel in obtaining the most functionality from this rich and powerful tool.

Con guring aPro le

By default, there are no pro les when Windows PowerShell is installed. A pro le can be
used to con gure the Windows PowerShell scripting environment, but it can also be used
to make working from the PowerShell command line more convenient. The Windows
PowerShell pro le is a useful place to create and store four different types of items:

0 Aliases
0 Functions
o PSDrives

0 Variables
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Creating Aliases

Aliases are helpful from a usability standpoint. Consider a command, such as Measure-Object,
that is used to count information and provide statistical information, such as the minimum
and maximum values of an object. Measure-Object can be a bit cumbersome to type from
the command line. Given the relative frequency of its use, Measure-Object becomes a good
candidate for aliasing.

Verifying the Existence of an Alias

P rior to creating a new alias, it is a best practice to determine whether there is a
suitable alias already created for the cmdlet in question. By default, Windows
PowerShell ships with more than 130 prede ned aliases for its 271 cmdlets. When
you consider that several cmdlets have more than one alias de ned, you can see
that there is great opportunity for the creation of additional aliases. The
ListCmdletsWithMoreThanOneAlias.psl script lists all of the cmdlets with more
than one alias de ned as shown here.

ListCmdletsWithMoreThanOneAlias.psl
Get-Alias |

Group-Object -Property definition |
Sort-Object -Property count -Descending |
Where-Object { $_.count -gt 2 }

When the ListCmdletsWithMoreThanOneAlias.psl script is run, the following

appears.
Count Name Group
6 Remove-Iltem {del, erase, rd, ri...}
3 Set-Location {cd, chdir, sl}
3 Get-History {ghy, h, history}
3 Get-Childltem {dir, gci, Is}
3 Get-Content {cat, gc, type}
3 Move-Iltem {mi, move, mv}
3 Copy-Iltem {copy, cp, cpi}

To see whether an alias for the Measure-Object cmdlet exists, you can use the Get-Alias
cmdlet and the de nition parameter as shown here.

PS C:\> Get-Alias -Definition Measure-Object

CommandType Name Definition

Alias measure Measure-Object
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If you like the alias measure, you can simply begin to use that alias. However, you may
decide that the readability of the alias measure is hampered by the fact that it only saves two
key strokes. Due to the implementation of the tab expansion feature, all you need to do is
type measure-o and press the TAB key. In general, when creating personal aliases, | prefer
to sacri ce readability for ease of use. My favorite aliases are one- and two-letter aliases. |
use one-letter aliases for commands | frequently use. Remember that one-letter aliases are
also the most obscure and they do not always make sense unless you happen to remember
why you created the alias in the rst place. | use two-letter aliases for most of my other alias
needs. The two-letter combination can easily correspond to the verb-noun naming conven-
tion; therefore, mo is a logical alias for the Measure-Object cmdlet. To ensure the availability
of mo for Measure-Object, use the Get-Alias cmdlet as shown here.

PS C:\> Get-Alias -Name mo

How Many Two-Letter Aliases Are There?

The two-letter alias namespace is rather large, but how large is it really? You
must take every letter in the a z range and pair them with every other letter in
the a z range to get the answer. If you are good with math, then you already know
that there are 676 possible letter combinations. However, if your math skills are a
bit rusty or just for fun, you can write a Windows PowerShell script to gure out the
answer. The problem with this approach is that you cannot use the range opera-

tor (..) to produce a range of letters. The range operator works with numbers; 1..10
automatically creates a range of numbers with the values 1 through 10 and can save
you a great deal of typing. However, because you have ASCII numeric representa-
tions of the letters a z, you can use the range operator to create a range of the
letters. The ASCII value 97 is the a character, and ASCII 122 is z. Once you determine
the numeric range, you can use the ForEach-Object cmdlet and convert each letter
to a character by using the [char] type. You can store the resulting array of letters in
the $letters variable. After doing two loops through the array, you can store the re-
sulting letter combinations in the $lettercombination variable, which is constrained
as an array by using the [array] type. The Measure-Object cmdlet is used to count
the number of possible letter combinations. The ListTwolLetterCombinations.psl
script is shown here.

ListTwoLetterCombinations.psl
$letterCombinations = $null
$asciiNum = 97..122
$letters = $asciiNum | ForEach-Object { [char]$_ }
Foreach ($lletter in $letters)
{
Foreach ($2letter in $letters)

{
[array]$letterCombinations += “$lletter$2letter”

Con guringaPro le 169



170

b
}

"“"There are " + ($letterCombinations | Measure-Object).count +
" possible combinations”

"They are listed here: "

$letterCombinations

To create a new alias, you can use either the New-Alias or Set-Alias cmdlet. You can also
use the New-1tem cmdlet and target the alias drive. The problem with the latter technique is
that it does not support the description parameter, which allows you to specify additional
information about the alias. Another problem with using New-1tem to create an alias is that
more typing is involved. So, as a best practice, | always use either the New-Alias or Set-Alias
cmdlet. In choosing between the two cmdlets, which one should you use when creating a
new alias? Before answering that question, | will discuss what the cmdlets are intended to be
used for. The New-Alias cmdlet obviously creates a new alias. The Set-Alias cmdlet is used to
modify an existing alias; if an alias does not exist, it creates the alias for you. Therefore, many
people use Set-Alias to both create and modify an alias. The danger in using the Set-Alias
cmdlet is that you can inadvertently modify a previously existing alias with no noti cation. If
this is your desired behavior, however, then using the Set-Alias approach is ne.

A better approach is to use the New-Alias cmdlet when creating an alias. New-Alias allows
you to specify the description parameter and to receive noti cation if an alias that you are
trying to create already exists. To assign a description to an alias when creating it, you can use
the description parameter as shown here.

New-Alias -Name mo -Value Measure-Object -Description "MrEd Alias"

In an enterprise scripting environment, many companies like to de ne a corporate set of
aliases, which provides for a consistent environment. A network administrator working on
one machine can be assured that a particular alias is available. Corporate aliases also help to
ensure a predictable and consistent environment. By using the same value for the description
parameter of the alias, it is easy to list all corporate aliases. To do this, you can Iter the list of
aliases by the description parameter as shown here.

PS C:\> Get-Alias | Where-Object { $_.description -eq "mred alias” }

CommandType Name Definition

Alias mo Measure-Object

When using the eq operator in the code block of the where-Object cmdlet, the Iter is
case insensitive. If you need a case-sensitive operator, then you can use ceq. The ¢ is added
to all of the operators to form a case-sensitive form of the operator by default, the opera-
tors are case insensitive. As shown here, when using the case-sensitive operator, the Iter
does not return any aliases.
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PS C:\> Get-Alias | Where-Object { $_.description -ceq "mred alias” }
PS C:\>

In addition to specifying the description parameter, many companies also like to use the
option parameter to make the alias either read-only or constant. To make the alias read-
only, you supply the read-only keyword to the option parameter as shown here.

New-Alias -Name mo -Value Measure-Object -Description "MrEd Alias"™ —Option
readonly

The advantage of making the alias read-only is that this offers protection against acciden-
tal modi cation or deletion as shown in Figure 6-1.

2 PowerShell is cool! ]

—Hame mo —wvalue measure—object —Description “my alias"

FIGURE 6-1 Attempts to modify a read-only alias generate an error message.

An additional advantage to making the alias read-only is that the alias can be modi ed or
deleted if needed. If you want to modify the description, you can use the Set-Alias cmdlet to
specify the name, value the new description, and use the force parameter as shown here.

Set-Alias -Name mo -value measure-object -Description "my alias"™ —Force

If you need to delete a read-only cmdlet, you can use the Remove-Item cmdlet and specify
the force parameter as shown here.

Remove-Item Alias:\mo -Force

To create a constant alias, you can use the constant keyword with the option parameter as
shown here.

New-Alias -Name mo -Value Measure-Object -Description "MrEd Alias" -Option constant

As a best practice, you should not create constant aliases unless you are certain that you do
not need to either modify it or delete it. A constant alias can neither be modi ed nor deleted
in effect, they really are constant. The error message is a bit misleading in that it states that the
alias is either read-only or constant, and it suggests attempting to use the force parameter.
The reason that this is misleading is because the error message is displayed even when the
command is run with the force parameter. This error message is shown in Figure 6-2.

Con guring aPro le
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® Powershell is cooll

PS C:\> Remove-Item Alias:“mo —Force

FIGURE 6-2 An error message is generated when attempting to delete a constant alias.

Creating Functions

Functions provide a nearly endless capability of customization from within Windows
PowerShell. The pro le is a great place to supply some of this customization. For example,
when using the Get-Help cmdlet, suppose that you prefer to see the full article. However, you
also know that, in most cases, the article is too long to t on a single screen. Therefore, you like
to pipeline the output to the more function, which provides paging control. If you are looking
for information about the Get-Process cmdlet, for example, the command is shown here.

Get-Help Get-Process -Full | more

There is nothing wrong with typing the previous command; however, even when paired
with tab expansion, it is more than 20 keystrokes. It will not take long before you become
tired of typing such a command. Therefore, this command is a perfect candidate for a func-
tion. When naming functions, it is a best practice to use the verb-noun naming convention
because this syntax is familiar to users of Windows PowerShell and because you can take
advantage of tab expansion. As shown here, | named our function Get-MoreHelp.

Get-MoreHelp.psl
Function Get-MoreHelp()

{

Get-Help $args[0] -Full |
more

} #end Get-MoreHelp

The Get-MoreHelp function begins by using the Function keyword to declare the function.
After the Function keyword, you specify the name of the function, which in this example is
Get-MoreHelp. The empty parentheses are not required after the function name; parentheses
are used to de ne parameters, and without any parameters, the parentheses are not required.
| generally include parentheses as an indicator that a parameter could be speci ed in the
position as shown here.

Function Get-MoreHelp()

Following the Function keyword, the function opens the code block by using an opening
curly bracket. When typing the function, | always open the code block with one curly bracket
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and, immediately, type the closing curly bracket on the next line. In this way, | never forget to
close a code block. As a best practice, | always include a comment indicating that the bottom
curly bracket closes the function. End comments are also a tremendous help when it s time to
troubleshoot the script because they promote readability and make it easier to understand
the delimiters of the function. In addition, if you have a long function that scrolls off of the
screen, the end comment, with its repetition of the function name, makes it easier to create
the alias for the function as shown here.

{

} #end Get-MoreHelp

The Get-MoreHelp function uses the $args automatic variable to hold the argument that
is passed to the function when it is called. Because the Get-Help cmdlet does not accept an
array for the name parameter, you can use [0] to index into the rst element of the $args ar-
ray. If, as is required, there is only one item passed to the function, the item is always element
0 of the array. The function passes the full switched parameter to the Get-Help cmdlet. The
resulting Help information is passed along the pipeline via the pipe | symbol as shown here.

Get-Help $args[0] -full |

Overriding Existing Commands

Because it is possible that the Get-MoreHelp function could return more than a single screen
of textual information, the function pipelines the Help information to the more function.
Because functions are rst-class citizens in Windows PowerShell, they have priority over
executables and even over native PowerShell cmdlets. Due to this fact, it is easy to modify the
behavior of an executable or cmdlet by creating a function with the same name as an existing
executable, which is illustrated by the more function. More.com is an executable that provides
the ability to return information to the screen one page at a time it has been available since
the DOS days. The more function is used to modify the behavior of more.com. The content of
the more function is shown here.

param([string[]1]$paths)

if($paths)
{
foreach ($file in $paths)
{
Get-Content $file | more.com
3
¥
else
{
$input | more.com
¥
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By looking at the content of the more function, you can see that there has been a use-
ful addition to the functionality of more.com. If you supply a path to the more function, it
retrieves the content of the le and pipelines the result to the more.com executable as shown
in Figure 6-3.

Calculate§ enlpT imeFromEventLog .
ed wilson, msft, ?/6-2008

Creates a system.TimeSpan object to subtract date values
Uses a .MET framework class, system.collections.sortedlist to sort the
events from eventlog.

[timespan lfuptine = Mew-TimeSpan —start @ —end B

ScurrentTime = get-Date

SstartUplD

SshutDounID

SminutesInPeriod = (24x6@8)=*5NumberOfDays

$startingDate = (Get-Date —Hour B8 —Minute B8 —Second B@D.adddays{(-5numberOfDays>

Sevents = Get—EventLog —LogMName tem |
Where— OhJect { $_.eventID —e thID —OR $_.eventID —eq $shutDownlD °

—an meGenerated —ge SstartingDate >
$u01tedL1ut = Mew—ohject system.collections.sortedlist

EorEach($euent in $events)

%¥sortedList.Add{ $event.timeGenerated, %event.eventID }

> #end foreach event

Suptime = ScurrentTime - $sortedList _keys[$($sortedList_Keys._ Count-1>1
Write—Debug "Current uptime Suptime™

Eor(siten = %sortedList.Count-2 ; Sitem -ge B ; Sitem —— >

Urite-Debugy “Sitem “t 't %{%sortedList.GetBylndex{$itemd>> *t *
$(4sortedList .Keys[Fitem1>"
if($surtedhis _GetBylndex{(%item> -eq SstartlplD>

$upt1me += (ssurtedList.Neys[$item+1] — SsortedList.Keys[$item1)
Wpite-Debuy "adding uptime. “t uptime is now: Suptime"’

3 #end if

> #tend for item

FIGURE 6-3 Passing a path to the more function retrieves the content and pipes the results to more.com.

Alias the Function

When | create utility functions, | generally like to create an alias to enable quick and easy
access to the function. It is possible to create the function and the alias in the same script, but
not within the function de nition. The problem arises in that, within the function de nition,
the function has not yet been created; therefore, you cannot create an alias for a function that
does not yet exist. However, there is nothing wrong with creating the alias and the function in
the same script. Interestingly enough, you can create the alias on a line either before or after
the function is declared. The position does not matter.

Get-MoreHelpWithAlias.psl

Function Get-MoreHelp()

{

Get-Help $args[0] -full |

more

} #End Get-MoreHelp

New-Alias -name gmh -value Get-MoreHelp -Option allscope
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Loop the Array

Because the $args variable returns an array, you can use $args to add the ability to pass two
or more pieces of information and receive Help for each topic. To do this, you can use the for
statement to loop through the elements of $args. The for statement uses three parameters:
the beginning, the destination, and the method of travel. In this example, the variable $i is
used to keep track of the position within the array. The variable $i is set equal to 0, and the

le operator, less than or equal to, is used to allow the loop to continue for the number of
times represented by the number of items in $args. As the loop progresses, the value of $i is
incremented by 1 during each loop by using the $i++ construction as shown here.

For($i = 0 ;$i1 -le $args.count ; $i++)

One small change is required to the line of code that calls the Get-Help cmdlet. Instead of
using $args[0], which always retrieves the rst element in the array, you can change the 0 to
$i. As the value of $i increases for each loop, the Get-Help cmdlet queries the next item in the
array. This modi ed line of code is shown here.

Get-Help $args[$i] -full |

The remainder of the Get-MoreHelp function is the same as that found in the previous ver-
sions discussed earlier. The complete function is shown in the Get-MoreHelp2.ps1 script.

Get-MoreHelp2.psl
Function Get-MoreHelp

{
# _help Get-MoreHelp Get-Command Get-Process

For($i = 0 ;$i -le $args.count ; $i++)
{
Get-Help $args[$i] -full |
more
} #end for
} #end Get-MoreHelp
New-Alias -name gmh -value Get-MoreHelp -Option allscope

To run the Get-MoreHelp function, you can use the gmh alias and supply it one or more

cmdlet names to obtain Help. This process is shown in Figure 6-4 in which the function code
was typed directly into the Windows PowerShell console.

Con guring aPro le
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[ select PowerShell is cooll E

PS8 C:%\> Function Get—MoreHelp
>

>> # _help Get—MoreHelp Get—Command Get—Process
>> Fordsi = 8 ;5i -le Eargs.cuunt 5 Si+ed
> (£

>
> Get—Help %args[%il —full 1}
)) nore

> #end fo
)) 3} #end Get HOIBHelp

g %> Mew—Alias —name gnh —value Get—MoreHelp —Option allscope
C: \) GMH Get—Command Get—Service

basic information about cmdlets and about other elements of Windows PowerShell commands.

Get—Command [-CommandType {Alias § Function | Filter i Cmdlet | ExternalScript | Application
Script | Al1l>1 [-Module <string[1>]1 [-Syntax] [-TotalCount <int>] [[-Namel <string[1>]1 [[-Ax
umentList] {Object[1>] [{CommonParameters>]

Get—Command [Module <stringl[1>] [-Noun <string[l>] [-Syntax] [-TotalCount <int>] [-Verh <stw
ng[1>]1 [[-ArgumentList] {0bject[1>] [{CommonParameters>]

DETHILED DESCRIPTION
The Get—Command cmdlet gets hasic information about cmdlets and other elements of Windouws Pow
rShell commands in the session. such as aliases. functions, filters,. scripte, and application

Get—Command gets its data directly from the code of a cmdlet,. function, script, or alias., unl
ke Get—-Help, which gets its information from help topic files.

Without parameters,. "Get—Command' gets all of the cmdlets and functions in the current sessio
. "Get—Command =" gets all Windows PowerShell elements and all of the non—YWindows—PowerShell
iles in the Path environment variahle ($env:ipath)>. It groups the files in the “Application™
mmand type.

FIGURE 6-4 You can use an alias for a function to facilitate ease of use.

Passing Multiple Parameters

When using a function, it is quite common to want to accept two or more parameters for
input, which adds exibility and usefulness to the function. In Windows PowerShell, there are
two choices. The rst method of passing parameters is to use the $args automatic variable as
shown in the previous section. Another way to pass parameters is to use named parameters.
When named parameters are used with a script, they are preceded by the Param statement.
To use a named parameter within a function, you do not need to use the Param statement.
You simply supply variables in each position in which you want a parameter. The name of the
variable becomes the name of the parameter. There are a few tricks to keep in mind when
using both methods of passing multiple parameters. To that end, lets rst examine the $args
variable in a bit more detail.

Multiple Parameters with $args

One way to pass two parameters is to use the $args automatic variable. When passing two
values to the function, you can index into the array to retrieve a speci c value. In the
Get-WmiClass function, two values are passed when calling the function. The rst value is
used to hold the WMI namespace to search for WMI class names, and the second value is the
type of WMI class for which to search. The Get-WmiClass function is useful for locating WMI
classes. Use of Get-WmiClass is shown in Figure 6-5.
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2 PowerShell is cool!

Windows PowerShell U2
Copyright <C> 2088 Microsoft Corporation. All rights reserved.

3 g:\) Function Get—WmiClass(>
%Class "rootcinu2" “Processor"
gz [11
et Ohject -List —Mamespace %ns |
Yhere—Object { ame —match Sclass >
> #end Get—WmiClas

>
C:N\> Get—UniClas rootNcimu2" “codec"

HameSpace: ROOT“cimu2

Methods Properties

Win32_CodecFile {TakeOwnerShip, C... {AccessMask, Archiv...

PS Cind

FIGURE 6-5 The $args variable can support positional arguments.

The Get-WmiClass function begins by retrieving two values from the $args variable. The
$args variable is an automatic variable and is populated with whatever is fed to the function.
The element from the rst position is stored in the $ns variable, and the second element is
kept in the $class variable as shown here.

$ns = $args[0]
$class = $args[1]

The Get-wmiobject cmdlet has a  list switched parameter that produces a listing of all
WMI classes in the namespace. The namespace used is the one speci ed in the rst position
of the command that is used to call the function. The resulting listing of all WMI classes in the
particular namespace is shunted to the pipeline as shown here.

Get-WmiObject -List -Namespace $ns |

To make the list of WMI classes useful, the where-Object cmdlet is used to Iter out the un-
wanted WMI class names. Inside the code block for the Where-0Object cmdlet, the automatic
$_ variable is used to refer to the current item on the pipeline. The match operator allows
you to use a regular expression if desired to Iter out the list of WMI class names. This line of
code is shown here.

Where-Object { $_.name -match $class }

The complete Get-WmiClass.ps1 script is shown here.
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Get-WmiClass.psl

Function Get-WmiClass()

{

#_.Help Get-WmiClass "root\cimv2" "Processor"
$ns = $args[0]

$class = $args[1]

Get-WmiObject -List -Namespace $ns |
Where-Object { $_.name -match $class }

} #end Get-WmiClass

Multiple Named Parameters

When you have more than two parameters to supply to a function, it might become confus-
ing to keep track of both the position and the meaning of the parameter. In addition, when
using named parameters, you can apply type constraints to prevent basic types of errors that
can occur when supplying values from the command line.

In the Get-WmiClass2.ps1 script, the Get-WmiClass function is rewritten to take advan-
tage of command-line arguments. The primary change involves moving the $ns and $class
variables inside the parentheses following the name of the function. In addition, because both
the namespace and the class names should be strings, you can use the [string] type constraint
to prevent the inadvertent entry of an illegal value, such as an integer. Because the revised
function is using named parameters, the two lines that parse the $args variable are also
removed. The Get-WmiClass2.psl script le is therefore shorter than the Get-WmiClass.psl
script, and it has more capability. The rst line of the Get-WmiClass function is shown here.

Function Get-WmiClass([string]$ns, [string]$class)

An example of the value of the type constraints is shown in Figure 6-6.

In the rst example, the Get-WmiClass function is called with the value of 5 for the ns pa-
rameter, which violates the [string] type constraint for the ns parameter. The resulting error
is Invalid parameter.

In the second example shown in Figure 6-6, the Get-WmiClass function is called with the
value of root/cimv3 for the ns parameter. Because there is no root/cimv3 namespace in the
WMI hierarchy (at least not yet), the function actually executes. The resulting error comes
from WMI, which states the problem as an invalid namespace. As a best practice, you should
always apply type constraints to your function parameters. The rudimentary protection
afforded by type constraints easily justi es the minimal effort required to type them in.
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Windows PowerShell U2
Copyright <G> 2088 Microsoft Corporation. All rights reserved.

P§ C:\> Function Get-WmiClass{[stringléns. [stringléclass)

;; #.Help Get—UWmiClass —ns "rootscimv2" —class “Processor"

Get—WmiObject —Li: —Mamespace %ns
Where—Object { % _.name -match %class >
> #end Get—WmiCl

Gin> Get—-WmiClass s 5 —class hios

G:in> Get-UWmiClass —-ns r»oot/cimud —class bios

FIGURE 6-6 Type constraints placed on function parameters cause detailed error messages to display
when violated.

To call the Get-WmiClass function, you can use the entire parameter name, a shortened
unique version of the parameter name, or no parameter at all. Examples demonstrating each
way to call the function are shown here. When supplying a parameter, you only need to type
enough of the parameter name to ensure that it is unique. As a best practice, you should take
this feature into account when naming parameters. If each parameter begins with a unique
letter, users of the function can supply single-letter parameter names and still maintain a
rudimentary level of readability. As an example, in the Get-WmiClass function, if you call the
namespace name space and call the class name simply name, then you will be required to
type the entire word name for the name parameter and to type names for the namespace.

Name and namespace parameters do not shorten very well as illustrated in the code shown
here.

Get-WmiClass -ns "root\cimv2" -class "disk"
Get-WmiClass -n root\cimv2 -c disk
Get-WmiClass root\cimv2 disk

NOTE When using named parameters with functions, you do not need to include a string
inside quotation marks unless the string contains a comma, semicolon, or other special
character that can be misinterpreted by the run-time engine. When working from the
command line, | often take advantage of this technique to reduce typing. However, when
working in a script, | like to include the quotation marks to improve readability and under-
standability of the code.
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The complete Get-WmiClass2.psl script is shown here.

Get-WmiClass2.psl
Function Get-WmiClass([string]$ns, [string]$class)
{

#_Help Get-WmiClass -ns "root\cimv2" -class "Processor"

Get-WmiObject -List -Namespace $ns |
Where-Object { $_.name -match $class }
} #end Get-WmiClass

You can also create an alias for the function when you de ne the function. As the alias
was used for the Get-WmiClass function, you can use the Get-Alias cmdlet to check for the
existence of the chosen alias letter combination of gwc (selecting the rst letter of each main
word in the function name). You can use the following command to see whether the gwc alias
is available.

Get-Alias -Name gwc

This is one occasion when you hope to receive an error because it means your chosen alias
can be used. The error is shown in Figure 6-7.

The completed Get-WmiClassWithAlias.ps1 script is shown here.

Get-WmiClassWithAlias.ps1
Function Get-WmiClass([string]$ns, [string]$class)
{

#_Help Get-WmiClass -ns "root\cimv2" -class "Processor"

Get-WmiObject -List -Namespace $ns |

Where-Object { $_.name -match $class }

} #end Get-WmiClass

New-Alias -Name gwc -Value Get-WmiClass -Description "Mred Alias™ ~
-Option readonly,allscope

® rowershell is cool!

—Name guc

FIGURE 6-7 An error message means that the queried alias is not in use.
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Creating Variables

As with creating aliases, there are several different ways to create a variable and assign a value
to it. You can use the New-I1tem cmdlet on the variable drive as shown here.

New-ltem -Name temp -Value $env:TEMP -Path variable:

You can also use the set-1tem cmdlet to create a variable. The advantage to using Set-lItem
is that it does not generate an error if the variable already exists. The following example uses
Set-Item to create a variable. Keep in mind that the Set-Item cmdlet does not have a name
parameter.

Set-1tem -Value $env:TEMP -Path variable:\temp

Neither New-Item nor Set-Item has the ability to specify the option or description param-
eter. This is an important distinction with variables because you cannot create a constant or
a read-only variable without using either Set-variable or New-Variable. If a variable already
exists and you use the set-variable cmdlet, the value of the variable is overwritten if it has
not been marked read-only or constant. If the variable is marked read-only, you can still
modify its value by specifying the force parameter. If the variable is marked as constant, the
only way to modify its value is to close the Windows PowerShell console and start over with a
new value.

You can also create a variable and assign a value to it at the same time. This technique is
often used when the value to be stored in the variable is the result of a calculation, or con-
catenation. In this example, you decide to create a variable named $wulog to store the path
to the Windows Update Log, which is stored in a rather obscure location deep in the user s
pro le under a folder named AppData. While there is an environmental variable for the local
application data folder, the path to the Windows Update Log continues to go on a few levels
deeper prior to terminating with the WindowsUpdate.log le. As a best practice, you should
use the path cmdlets when building le paths, such as Join-Path, to avoid concatenation
errors. By using the environmental $localappdata variable and Join-Path with the resolve
switched parameter, you also have a formula that stores the path to the Windows Update Log

le on any user s computer, which is exactly the type of variable you want to create and store
in a user s Windows PowerShell pro le. This command is shown here.

PS C:\> $wuLog = Join-Path -Path $env:LOCALAPPDATA ~

-ChildPath microsoft\windows\windowsupdate.log -Resolve

PS C:\> $wulLog

C:\Users\edwi Is.NORTHAMERICA\AppData\Local\microsoft\windows\windowsupdate. log

When using a variable to hold a computed value, you are not limited to using a direct
value assignment. You can use the New-variable cmdlet to perform exactly the same task.

PS C:\> New-Variable -Name wulog -Value (Join-Path -Path $env:LOCALAPPDATA ~
-ChildPath microsoft\windows\windowsupdate.log -Resolve)

Con guringaPro le 181



182

NOTE When using the New-Variable cmdlet to create a variable that holds a computed
result, you often need to use parentheses to force the value to be created prior to attempt-
ing to assign it to the -value parameter. You may see an error message about a missing

or invalid parameter. When the New-Variable cmdlet sees a parameter outside of a set of
parentheses, it attempts to locate that parameter. An example of such an error is shown in

Figure 6-8.

B powershell is c ] =10/ x|
PS C:\> NewUariable —Mame wulog —Ualue Join—Path —Path $env:LOCALAPPDATA —Child[%
Path microseftswindows windowsupdate.log —Resolve

FIGURE 6-8 An error message when creating a new variable due to missing parentheses

You can also use automatic variables when creating variables for your pro le. A large
number of applications place les in the user s Documents directory. While this location is
convenient for applications and for users who access documents via a link off the Start menu,
it is nearly impossible to locate the Documents folder via the command line. An additional
problem is that the Documents folder may not be displayed from the user s Start menu. As
shown in Figure 6-9, the folder may have been deselected.

Customize Start Menu x|

‘fou can cuskomize how links, icons, and menus look and behave on the
Start menu.
O Don't display this item ;I
Default Programs
( Documents
) Display as a link
) Display as a menu
(& Don't display this item
Enable context menus and dragging and dropping
[ Favarites menu
"Z Games
) Display as a link
) Display as a menu
- 9. Don't display this item LI

Mumber of recent programs to display: I 9 3:

Use Default Settings |

Shows on Start menu

"Start MEnU size ‘

[ Internet link: IInternet Explorer j

[~ E-mail lirk: IMicrosoFt Office Gutlook j

[a]4 I Cancel |

FIGURE 6-9 Users can choose not to display the Documents folder.
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To facilitate ease of access to the user s Documents folder, you may decide to create a vari-
able that can easily be used to refer to the path. This is another good opportunity to use the
Join-Path cmdlet to aid in building the location to the Documents folder. An automatic vari-
able already points to the user s Home directory. The Home directory on my Windows Vista
laptop points to the %username% folder under the Users folder as shown here.

PS C:\> $home
C:\Users\edwils_NORTHAMERICA

Because the Documents folder resides under this Home directory as shown in Figure 6-10,
you can add to this location and build the path to the Documents directory.

8 C:\Users' edwils.NORTHAMERICA\Documents: i =[S
‘OO |‘E ~ Ed wison + Documents + ~ & [zeach 2
Fle Edit View Tools Help
Organize » = WViews v () Bun @
e —— Name_= | -] Date modified | +| Type |+ size || Tags =
Blustooth Exchangs Folder  9/14[2008 6:55 AM  Fils Folder
[/ Documents . Camtasia Studio 11/22/2008 12:4...  File Folder
Pictures DataSources 9[15[2008 11:15... Fils Folder
B Music . Expresso Projects 11/28/2008 11:2...  File Folder
o Feedback on article_fles  10/25/2008 12:4... Fils Folder
. Groove Workspace Templ...  9/14/2008 £:55 A File Folder
Folders v My Digital Editions 11/26]2005 8:27...  File Folder
21/ My Music 9142008 6:54 A File Folder
[l Documents - [ My Pichures 9/14/2008 6:54 AM  File Folder
Blugtonth Exchange Folder {3my shapes 11/5/2008 4:11 PM il Folder
Camtasia Studie [zl My ¥idsos 9/14{2008 6:54 AM  File Folder
DataSources . My Wirtual Machines 11/26/2008 4:08...  File Folder
Expresso Projects New Folder 10/30/2008 7:16...  Fils Folder
Feedback on article_files | PrimalScript Projects 9/15/2008 11:15... File Folder
Groove Workspace Templates Froduct Studio Files 11/14/2005 2:48...  File Folder
My Digital Editions | SAPIEN 9152008 11:15...  File Folder
(3 My Music Seripts 11/7/2008 9:56 AWM File Folder
{7 My Pictures . Snaglt 11/16/2008 12:3...  File Folder
{2 My Shapes Snaglt Catalog 10/25/2005 B:18... il Folder
Wy Videos . Visual studio 2005 11/5/2005 4:27 PM il Folder |
My Virtual Machines Visual Studio 2008 9[14{2005 3:36 AM  Fils Folder
T deskbop.ini 9/14/2008 6:55 AM  Configuration Se... 1KE
s B dvdlist. s 11/17/2008 2:21...  Microsoft Offics ... 64 KB
| Feedback on article.htm 10/29/2005 12:4... HTML Document 26 KB =
Product Studia Files =] 4] | ¥
|26 items | |/ computer y

FIGURE 6-10 The user s Documents folder is the default location for many applications.

By using the New-variable cmdlet, you can specify the value parameter, which is con-
tained in a set of parentheses so as to resolve the value of the Join-Path command prior to
assigning it to the docs variable. The variable is read-only, which allows you to modify it if
needed, but it is also protected from accidental deletion or modi cation. The description
parameter provides an easy way to keep track of all of the custom variables as shown here.

New-Variable -Name docs -Value (Join-Path -Path $home -ChildPath
documents) ~

-Option readonly -Description "MrEd Variable™

IMPORTANT When | was rst learning Windows PowerShell, | was often frustrated when
attempting to use the New-Variable, Set-Variable, and Remove-Variable cmdlets. This oc-
curred because a variable is pre xed with the dollar sign when working at the command line,
but the name parameter does not use the dollar sign as part of the name of the variable.
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Another way to obtain the path to the Documents folder is to use the WshShell object
from VBScript. Because Windows PowerShell provides easy access to Component Object
Model (COM) objects, there is no reason to avoid these objects. One way to use this WshShell
object is to create and use the object in the same line as shown here.

$docs = (New-Object -ComObject Wscript.Shell).specialFolders.item(*'Documents'™)

From a best practice standpoint, there are at least two problems with the previous syntax.
The most obvious issue is that the code is not very readable. Even though this usage is rather
common and most developers employ these types of construction, common sense should
prevail. It is better to split the command into two lines of code as shown here.

$wshShell = New-Object -ComObject Wscript.Shell
$docs = $wshShell.SpecialFolders. Item(*'Documents™™)

The additional advantage to the previous two-line technique is that you now have access
to the entire WshShell object, which provides access to many useful properties and methods.
As an example, in addition to resolving the path to the Documents special folder, the
WshSpecialFolders object (returned by querying the SpecialFolders property of the WshShell
object) can also be used to provide access to the following folders:

o AllUsersDesktop

0 AllUsersStartMenu

o AllUsersPrograms

o AllUsersStartup

0 Desktop

0 Favorites

o Fonts

o Documents

0 NetHood

o PrintHood

o Programs

0 Recent

o SendTo

o StartMenu

0 Startup

o0 Templates

Without creating an intermediate variable, any of the listed special folders can be resolved
to the path as shown here. If the $wshShell object is created in the pro le, the values from the

SystemFolders property are always available for use within the scripting environment or when
working from the command line.

$wshShell .SpecialFolders. l1tem(*"'StartUp'™)

Con guring the Script Environment



In addition to the ability to easily resolve the previously listed special folders, the WshShell
object also provides a number of other useful properties and methods. Its members are

shown in Table 6-1.

TABLE 6-1 Members of the WshShell Object

NAME MEMBERTYPE DEFINITION

AppActivate Method bool AppActivate (Variant, Variant)

CreateShortcut Method IDispatch CreateShortcut (string)

Exec Method IWshExec Exec (string)

ExpandEnvironmentStrings  Method string ExpandEnvironmentStrings
(string)

LogEvent Method bool LogEvent (Variant, string,
string)

Popup Method int Popup (string, Variant, Variant,
Variant)

RegDelete Method void RegDelete (string)

RegRead Method Variant RegRead (string)

RegWrite Method void RegWrite (string, Variant,
Variant)

Run Method int Run (string, Variant, Variant)

SendKeys Method void SendKeys (string, Variant)

Environment

CurrentDirectory

SpecialFolders

ParameterizedProperty

Property
Property

IWshEnvironment Environment
(Variant) {get}

string CurrentDirectory () {get} {set}

IWshCollection SpecialFolders ()
{get}

The popup method is useful as well as easy to use. As shown in Figure 6-11, the popup
method produces a pop-up dialog box.

e

Message

FIGURE 6-11 Pop-up message
from the WshShell object
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To create a pop-up message box, you only need to supply the rst value of the method
signature. This value is used for the message displayed in the middle of the pop-up box. The
second value is a number that controls how long the pop-up box is displayed. The third value
is used to change the title of the pop-up box. The last position of the method call controls
the button con guration of the pop-up box. If you supply only the rst value, you receive a
pop-up box with an OK button that displays the message you supply until the user manually
presses either OK or the X to close the box. The signature for the popup method is shown in
Table 6-2.

TABLE 6-2 WshShell Popup Method Signature

RETURN OBJECT.METHOD TEXT SECONDSTOWAIT  TITLE TYPE

$returnValue  $wshShell.Popup  message 5 title 0

The title of the box refers to the Windows Script Host as shown in Figure 6-12.

windows Script HosERE |

Message

FIGURE 6-12 By default, pop-up messages
come from the Windows Script Host.

The code that creates the pop-up box in Figure 6-12 is shown here.

$wshShel l .Popup(*'"Message')

One useful feature of the WshShell.popup method is its ability to create different button
con gurations, which provides the ability to interact with the user in a graphical manner. To
create a pop-up box that displays the Abort, Retry, and Ignore buttons, you can use the nu-
meric value 2 in the fourth position. Common button con guration values are shown in Table
6-3. To display the pop-up message box until the user clicks one of the buttons, you can place
a 0 in the second position (time argument) as shown here.

$wshShell .Popup(‘'message™,0,"title",2)

TABLE 6-3 WshShell Popup Button Values and Meanings

VALUE DESCRIPTION

0 Show OK button.

1 Show OK and Cancel buttons.

2 Show Abort, Retry, and Ignore buttons.
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VALUE DESCRIPTION

3 Show Yes, No, and Cancel buttons.
4 Show Yes and No buttons.
5 Show Retry and Cancel buttons.

Of course, the entire reason for displaying different button con gurations is to provide an
easy way for the user to interact with the script. To interact with the user you must capture
the return code, which is a value assigned to each of the different buttons. The following
code produces the pop-up box shown in Figure 6-13. To evaluate the return code from the
method, you must capture the return value. Return values from each of the different buttons
are shown in Table 6-4. The Retry button is pressed in this example, which stores the value of
4 in the $return variable.

PS C:\> $return = $wshShell.Popup(‘'message™,0,"title",2)
PS C:\> $return
4

utle

mMessage

Retry Ignare

FIGURE 6-13 Abort, Retry, Ignore dialog box

TABLE 6-4 WshShell Popup Method Return Values

VALUE DESCRIPTION

OK button
Cancel button
Abort button
Retry button
Ignore button

Yes button

~N o o W N P

No button

Last, you need to work with the pop-up box icons that can be displayed on any of the
different box con gurations. As shown in Table 6-5, the icon values seem to have little basis
in reality. Additionally, it is a bit odd that the values are added to the previous button values
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shown in Table 6-3. To display the Stop Mark icon to an Abort, Retry, Ignore button con gu-
ration, you need to add a value of 16 for the Stop Mark icon to the value of 2 for the Abort,

Retry, Ignore button display as shown in the line of code here. When the code executes, the

dialog box shown in Figure 6-14 appears.

$return = $wshShell.Popup(‘'message™,0," "title™,18)

TABLE 6-5 WshShell Popup Method Icon Values

VALUE DESCRIPTION

16 Show Stop Mark icon.

32 Show Question Mark icon.
48 Show Exclamation Mark icon.
64 Show Information Mark icon.

ute

Retry Ignore

FIGURE 6-14 Icon values added to the button configuration display different icon types.

Creating PSDrives

The judicious application of the creation of Windows PowerShell drives can simplify and facili-
tate the navigation and manipulation of data from the command line. While it is possible to
use a variable to hold the path to a long folder and then change the working location to the
path of the folder, this action causes you to relinquish much of the command line as shown in
Figure 6-15. Although there is nothing wrong with losing a good deal of the command line,
reading long commands that wrap across multiple lines can cause errors.

& PowerShell is cool! i 1ol x|

PS8 C:\)> ShestPractices = “C:‘\data“BookDocs“FouerShellBestPractices"
PS G:~> Set—Location $hestPractices
PS C:\datasBookDocs“PowerShellBestPractices>

FIGURE 6-15 Long paths often use up too much of the command line.
One advantage of using a Windows PowerShell drive is that you can choose any location

that is supported by the PowerShell provider as the root of the new drive. To create a new
Windows PowerShell drive, you can use the New-PSDrive cmdlet, give the drive a name, and
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specify the provider and root location. The code to create a Windows PowerShell drive rooted
in the C:\Data\BookDocs\PowerShellBestPractices folder is shown here.

New-PSDrive -Name bp -PSProvider filesystem -Root

C:\data\BookDocs\PowerShel IBestPractices -Description "MrEd Drive"

Once you create the Windows PowerShell drive, you can use the Set-Location cmdlet to
change your working location to the newly created drive. This process allows you to reclaim
your command-line real estate as shown in Figure 6-16.

= powerShell is cool! 4 =13l x|

PS C:\> New—PSDr Name hp —PSProvider filesystem —Root G:’data“BookDocs\Power]H
ShellBestPracti Description “"MrEd Drive

WARNING: column "CurrentLocation' does not fit into the display and was removed

Used {GB> Free {(GB> Provider Root

4@_67 FileSysten C:sdatasBookDocs“\PouwerS . _

PS C:\> Set—Location —Path hp:
PS bp:s> Get—ChildItem —Path =

Directory: C:“data“BookDocs“PowerShellBestPractices

LastUritelime Length Name
11-,29.,2008 Chapter
8-29.,2088 DocumentationScripts
9152088
8-,29,2008
8-/29./2088
11-13-/2088

18-1.-28088
11-27,20A8
8,29/20088
?-/11/2008

2/23/2008

8-23.-2008
3,32

8252008
?-4/2088

-_fi

=
o Goeda]  aJeladiNa]

tice and Step by Step du

celdeas.txt

BestPracticesOUTLINE.docx
BuildStringPath.psi
Chapterl .zi_
ClosingRemoteNameS8paces . txt
29,2088 ?: create.txt

?,9/2088 createby. txt

2-13/2088 CreateChapters.txt

22,2088 delete.txt

7,9,2008 deleteBy.txt

93,2088 demoGetPsEvent . txt
18,1 /2008 DemoLateBinding . txt
94,2088 DynamiclmiMethods . txt il

e
[y

e

[N G0 = n] =] i =

-

FIGURE 6-16 A Windows PowerShell drive is a good way to reclaim command-line real estate.

As a best practice, | also prefer to specify the description attribute when creating a Windows
PowerShell drive. Setting the same description parameter for all Windows PowerShell drives
makes it easy to quickly identify the custom drives contained in the current PowerShell envi-
ronment. Such a command might look like the following:

Get-PSDrive | Where-Object { $_.description -eq "MrEd Drive” }

By creating Windows PowerShell drives for your most important data locations, you can
easily change the working location by using the Set-Location cmdlet. If you create only a
single Windows PowerShell drive that is the heart of all of your data activities, you can even
use the set-Location cmdlet to change the working location to your custom PowerShell drive
as part of the pro le.
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Working with Pro les

Hal Rottenberg, Microsoft MVP

put many different elements in my pro le. First, | load the Windows PowerShell

Community Extensions (PSCX). These cmdlets provide additional functionality and
make it easier to work with Windows PowerShell. If you are not familiar with PSCX,
you can nd the project at www.codeplex.com/PowerShellCX.

Next, | create a custom prompt function and add numerous snap-ins. | create
several aliases because I've been very happy with the defaults. | have a section that
adds paths to $env:path; | never use cmd.exe anymore. Therefore, the pro le is
basically the core location where | maintain the %path%. The path section is also
used to set some environment variables, such as $MaximumHistoryCount. The
$MaximumHistoryCount variable determines the size of the command history buf-
fer that defaults to storing 64 of your previously typed commands.

The best part of my pro le is that | dot-source numerous functions | have written
over the past year or so. These functions are small, reusable bits of code that make
my job easier. | also create a few PSDrives. One PSDrive that | nd particularly useful
is called scripts. It points to "$(split-path $pro le)\scripts", which is where | store
all of my function libraries and stand-alone .psl les. This folder is also in my path.

| also added a section to my pro le that is used to load a variety of .NET assem-
blies. | do not use this section very often and, in fact, it is currently commented out.
However, you might nd it to be of interest because it loads some .NET assemblies.
For example, one .NET assembly that | used had an ID3 tagging utility (for MP3 les)
and one did Jabber/Extensible Messaging and Presence Protocol (XMPP) instant
messaging.

The last section of my pro le is used to load custom types.

| use Microsoft Live Mesh to ensure that my pro le is always available. Live Mesh
also serves as a backup of my entire WindowsPowerShell folder (and the aforemen-
tioned scripts, too). Other tools, such as Syncplicity (cloud), Foldershare (cloud), or
Synctoy (local) can also be used for these purposes.

The coolest thing | have done in my pro le is to add a ScriptProperty to the
System.lo.FileInfo object by using Extended Type System (ETS) and .ps1 XML les

in Windows PowerShell. This new ScriptProperty, named Pages, is a script that is
invoked whenever the property is accessed. The script uses a little-known feature
inside of the Shell. Application COM object to grab the number of pages in Microsoft
Of ce Word documents. This script gives me the ability to create the following:
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dir | ft name, length, pages

or even the following:

dir | Measure-Object -sum pages

Here is my pro le code that loads the type (or types, if | were to add more).

Get-Childltem —path $profiledir\psixmI\*_psixml |
ForEach-Object {

Update-TypeData $_

write-host "Updating type data: t$($_.name)"
3

Here are the contents of the .ps1 XML le.

<?xml version="1.0" encoding="utf-8" ?>

<Types>
<Type>
<Name>System. 10.Filelnfo</Name>
<Members>
<ScriptProperty>
<Name>Pages</Name>
<GetScriptBlock>
$shellApp = new-object -com shell.application
$myFolder = $shellApp.Namespace($this.Directory.
Ful IName)
$fileobj = $myFolder.ltems() . ltem($this.Name)
"$($myFolder.GetDetai lsOf($Fileobj,13))"
</GetScriptBlock>
</ScriptProperty>
</Members>
</Type>
</Types>

| do not use the page number capability very often. The most useful thing | have
in my pro le is the code to dot-source my function libraries. Note the use of the
scripts PSDrive and "lib " le name convention. This code makes it very easy for

me to load all of the library les without touching my pro le repeatedly as shown in

the following code.

Get-Childltem scripts:\lib-*_psl |
ForEach-Object {
- $

write-host "Loading library file: t$($_.name)"
3
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I don t worry when my pro le is not with me because | believe in cloud technolo-
gies. By using Live Mesh, my pro le is always available. Because my primary PC is a
laptop, | am not terribly concerned about pro le issues.

Even though | de ne some aliases in my pro le, | never use aliases in scripts only
at the prompt. A strong editor with cmdlet, parameter, le name, and even argu-
ment completion goes an incredible way toward making it convenient to produce
very readable scripts.

| generally do some basic, simple error checking in my scripts, such as "If param is
missing, throw err." However, the scripts that | publish for others usually receive a
bit more treatment than that.

What | recommend to a new scripter is this: Download and install PSCX and use the
default pro le, which is what | did when | was new to Windows PowerShell. It’s very
well constructed and can serve as a great base and inspiration. Here is my personal

pro le.

# comments: $profiledir, Add-PathVariable come with PSCX

$ErrorPreference = “silentlycontinue"

$snapins =
# "psmsi', # Windows Installer PowerShell Extensions
"PshX-SAPIEN", # AD cmdlets from Sapien
# '"GetGPObjectPSSnapln', # GPO management
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"Quest.ActiveRoles.ADManagement™, # more AD stuff
# "Microsoft.Office.OneNote",
"PowerGadgets',
"VMware.VimAutomation.Core™,
# "PoshXmpp',
# "PSMobile",
#"PoshHttp",
“"NetCmdlets",
""OpenxXml .PowerTools",
"1ronCowPosh™
$snapins | ForEach-Object {
if ( Get-PSSnapin -Registered $_ -ErrorAction SilentlyContinue ) {
Add-PSSnapin $_

set-alias grep select-string
set-alias nsl resolve-host
Set-Alias rsps Restart-PowerShell
set-alias which get-command
Set-Alias cvi Connect-VIServer

New-PSDrive -Name Scripts -PSProvider FileSystem -Root
$profiledir\scripts

Add-PathVariable Path $profiledir\scripts
Add-Pathvariable Path $profiledir

Add-PathVariable Path "C:\Program Files\OpenSSL\bin"

Add-PathVariable Path "C:\Program Files\Reflector"

$MaximumHistoryCount = 4KB
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Get-Childltem scripts:\lib-*_.psl | % {
- $

write-host "Loading library file: t$($_-name)™
¥

write-host

New-PSDrive -Name Book -PSProvider FileSystem -Root "C:\Documents and

Settings\hrottenberg\My Documents\MVP-TFM*"
Write-Host

#Get-Childltem $profiledir\Assemblies\*.dIl | % {

# [void][reflection.assembly]::LoadFrom( $_.FullName )
# write-host "Loading -NET assembly: t$($_.name)"

#3}

#Write-Host

Get-Childltem $profiledir\psixmI\*_psixml | % {
Update-TypeData $_
write-host "Updating type data: t$($_.name)"
¥
Write-Host

if ($?) { Write-Host "There were errors loading your profile.

$error object for details.” }

Enabling Scripting
When Windows PowerShell is rst installed, the script execution policy is set to restricted.
When the execution policy is restricted, no scripts are permitted to run. Because a pro leis a
.psl le, itis therefore a script and by default will not run. Five levels of execution policy can
be con gured in Windows PowerShell by using the set-ExecutionPolicy cmdlet, and they

are listed in Table 6-6. The restricted execution policy can be con gured via Group Policy by
using the "Turn on Script Execution™ Group Policy setting in Active Directory. It can be applied
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to either the computer object or user object; the computer object setting takes precedence
over other settings.

User preferences for the restricted execution policy can be con gured by using the
Set-ExecutionPolicy cmdlet, but the preferences do not override settings con gured by
Group Policy. An example of changing the current execution policy to RemoteSigned is shown
here. To run the Set-ExecutionPolicy cmdlet, the Windows PowerShell console must be
launched with admin rights. To do this, right-click on the shortcut to Windows PowerShell
and select Run As Administrator. See Chapter 5, Identifying Scripting Opportunities, for a
discussion about the different ways to handle security issues. If you attempt to run the
Set-ExecutionPolicy cmdlet, even when logged on to the computer as the administrator
or as a user who is a member of the local administrators group, the error message shown in
Figure 6-17 appears if you are using Windows Vista or above.

Set-ExecutionPolicy -ExecutionPolicy remotesigned

= Powershell is cool!

PS C:\> Set—ExecutionPolicy —ExecutionPolicy RemoteSigned

FIGURE 6-17 Attempts to change the restricted execution policy generate an error message if the
Windows PowerShell console is not run as administrator.

The resultant set of restricted execution policy settings can be obtained by using the
Get-ExecutionPolicy cmdlet.

TABLE 6-6 Execution Policy Level Settings

LEVEL MEANING
Restricted Does not run scripts or con guration les.
AllSigned All scripts and con guration les must be signed by a trusted publisher.

RemoteSigned All scripts and con guration les downloaded from the Internet must be
signed by a trusted publisher.

Unrestricted All scripts and con guration les do run. Scripts downloaded from the
Internet prompt for permission prior to running.

Bypass Nothing is blocked, and there are no warnings or prompts.

In addition to the ve restricted execution policy settings, you can also con gure the
scope of the policy. When you set the scope of the restricted execution policy, it determines
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how the policy is applied by using three valid values: Process, CurrentUser, and LocalMachine.
These values are detailed in Table 6-7.

TABLE 6-7 Execution Policy Scope Settings

SCOPE MEANING

Process The execution policy affects only the current Windows PowerShell
process.

CurrentUser The execution policy affects only the current user.

LocalMachine The execution policy affects all users of the computer.

Creating a Pro le

When Windows PowerShell is rst installed, no pro les are installed on the computer. In one
respect, you can consider the pro le to be similar to the Autoexec.bat le from several years
ago. On the one hand, the Autoexec.bat le is simply a batch le in that it only executes batch
types of commands. On the other hand, because it is located in the root and has the name
Autoexec.bat, it takes on an importance that is greatly out of proportion to a simple batch

le because the commands that exist in the le are used to con gure all types of activities,
including con guring the environment and even launching Windows itself. The Windows
PowerShell pro le does not launch PowerShell; it is simply a PowerShell script that happens
to have a special name and to exist in a special place or, rather, it happens to have two
special names and to exist in four special places! That s right. There are actually four Windows
PowerShell pro les as listed in Table 6-8.

TABLE 6-8 Windows PowerShell Profiles and Locations

PROFILE LOCATION
AllUsersAllHosts C:\Windows\system32\WindowsPowerShell\v1.0\pro le.psl
AllUsersCurrentHost C:\Windows\system32\WindowsPowerShell\v1.0

\Microsoft.PowerShell_pro le.psl
CurrentUserAllHosts C:\Users\UserName\Documents\WindowsPowerShell\pro le.psl1

CurrentUserCurrentHost ~ C:\Users\UserName\Documents\WindowsPowerShell
\Microsoft.PowerShell_pro le.psl
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Choosing the Correct Pro le

Two of the four pro les are used by all Windows PowerShell users on a computer. Any-

thing placed in the All Users pro les is available to any script or any user that runs Windows
PowerShell. As a result, you should be rather circumspect about what you place in the All
Users pro les. However, the All Users pro les are great locations to con gure aliases that you
want to make available to all users, variables that you intend to use in a corporate scripting
environment, or a Windows PowerShell drive or function. In fact, the items that you decide to
mandate as part of the corporate Windows PowerShell environment are best placed in the All
Users pro les.

The next question involves which of the two All Users pro les you should use. The
AllUsersAllHosts pro le applies to all of the users on the computer and to every instance
of Windows PowerShell that may run on the computer including the PowerShell console,
the PowerShell Integrated Scripting Environment (ISE), and any other program that may
host Windows PowerShell, which can include the Exchange Management Environment, the
SQL console, or any application that can host Windows PowerShell. If you are careful with
the aliases you create, the variables you assign, the functions you write, and any Windows
PowerShell drives you decide to make, you still need to test them to ensure compatibility. The
AllUsersCurrentHost pro le gives you the same ability to modify the Windows PowerShell
environment for all users, but it only applies to the console host.

The two Current User pro les are used to modify the Windows PowerShell environment
for the current user. The pro le that is most often modi ed by a user to con gure personal
Windows PowerShell settings is the CurrentUserCurrentHost pro le. This pro le is referenced
by the $pro le automatic variable. On my computer, the value of the $pro le variable is shown
here.

PS C:\> $PROFILE
C:\Users\edwi Ison\Documents\WindowsPowerShel IN\Microsoft.PowerShell_profile.psl

On a Windows Vista computer, you can see that the user s Personal folder is in the user s
Documents folder. The WindowsPowerShell folder does not exist if no pro le is created as
shown here, where the Test-Path cmdlet is used to determine whether the parent folder that
should contain the Microsoft.Powershell_pro le.psl le exists. Because no personal pro le
has yet been created on this laptop, the WindowsPowerShell folder has not been created.

PS C:\> Test-path (Split-Path $PROFILE -Parent)
False

To create a CurrentUserCurrentHost pro le, you can use the New-Item cmdlet as shown
here. When using the New-1tem cmdlet, you need to specify the force parameter if the folder
does not exist and to specify the itemtype as le as shown here.

New-I1tem -Path $PROFILE -ltemType file —Force
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Once the pro le is created, you can open it in Notepad or in the Windows PowerShell ISE
to edit the le. If you choose to edit it in Notepad, it is as simple as typing notepad and giv-
ing it the $pro le automatic variable as shown here.

Notepad $profile

After adding the functions, variables, aliases, and a Windows PowerShell drive, the
CurrentUserCurrentHost pro le is shown here.

CurrentUserCurrentHostProfile.ps1

# *** Functions go here ***

Function Set-Profile()
{

Notepad $profile
#MreEd function
3

Function Get-MoreHelp()

{

#.Help Get-MoreHelp Get-Command
Get-Help $args[0] -Full |

more
#Mred function

} #end Get-MoreHelp

Function Get-WmiClass([string]$ns, [string]$class)
{
#_.Help Get-WmiClass -ns "root\cimv2" -class "Processor"
$ns = $args[0]
$class = $args[1]
Get-WmiObject -List -Namespace $ns |
Where-Object { $_.name -match $class }
#Mred function
} #end Get-WmiClass

# *** Aliases go here ***

New-Alias -Name mo -Value Measure-Object -Option allscope ~
-Description "MrEd Alias"

New-Alias -name gmh -value Get-MoreHelp -Option allscope ~
-Description "MrEd Alias"

New-Alias -Name gwc -Value Get-WmiClass -Option readonly,allscope ~

-Description "Mred Alias"

# *** Variables go here ***
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New-Variable -Name wulog -Value (Join-Path -Path $env:LOCALAPPDATA ~
-ChildPath microsoft\windows\windowsupdate.log -Resolve) ~
-Option readonly -Description "MrEd Alias"

New-Variable -Name docs -Value (Join-Path -Path $home -ChildPath documents) ~
-Option readonly -Description "MrEd Variable™

New-Variable -name wshShell -value (New-Object -ComObject Wscript.Shell) ~
-Option readonly -Description "MrEd Alias"

# *** PSDrives go here ***

New-PSDrive -Name HKCR -PSProvider registry -Root Hkey Classes_Root
-Description "MrEd PSdrive"™ | out-null

Creating Other Pro les

In addition to referencing the CurrentUserCurrentHost pro le via the $pro le variable, you
can also reference all of the other pro les by using a dotted notation. To address the
AllUsersAllHosts pro le, you can use the $pro le variable as shown here.

PS C:\> $PROFILE.AllUsersAllHosts
C:\Windows\system32\WindowsPowerShel I\v1l.0\profile.psl

You can also easily create the AllUsersAllHosts pro le by using the same technique you
used for the CurrentUserCurrentHost pro le.

New-l1tem -Path $PROFILE._AllUsersAllHosts -1temType file —Force

One thing to keep in mind is that, on Windows Vista and above, you need to launch the
Windows PowerShell console by right-clicking the icon and selecting Run As Administrator
from the menu because the System32 directory is a protected area of the le system. If you
do not do this, the error message shown in Figure 6-18 appears.

2 PowerShell is cool! 3 ]
Hindows PowerShell U2 -
Copyright (C> 2088 Microsoft Corporation. All rights reserved.

PS G:\> S5PROFILE.nlllUse
Gz \Windows“system3I2\Win 114wl . Bhprofile.psi
PS C:\> Mew—Item —Path $PROFILE ﬂllu“el"ﬂll"n“t" —ItemType file —Force

FIGURE 6-18 Attempts to create the All Users profile fail if Windows PowerShell is not run as an
administrator.
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To create the AllUsersCurrentHost pro le, you again need to start the Windows PowerShell
console with admin rights and then use the New-Item cmdlet to create the pro le. This com-
mand is shown here.

New-l1tem -Path $PROFILE._AllUsersCurrentHost -ltemType file -Force

If you want to create the CurrentUserAllHosts pro le, you can do so without using admin
rights because it is stored in the user s Documents folder. A typical user, therefore, always has
the rights to create the CurrentUserAllHosts and CurrentUserCurrentHost pro les. The com-
mand to create the CurrentUserAllHosts pro le is shown here.

New-l1tem -Path $PROFILE.CurrentUserAllHosts -ltemType file —Force

When working with pro les, you should always consider the effect of the application on
all of the different pro les. It is possible that items you place in a pro le could be overwrit-
ten by other pro les, and the effect could very well be cumulative. Therefore, the concept of
Resultant Set of Pro les (RSOP) comes into play. The four pro les are applied in the following
order. The rstpro leis the most likely to be overwritten. The pro le that is the closest to the
user the CurrentUserCurrentHost pro le is the one with the highest priority.

o All Users, All Hosts
o All Users, Current Host
0 Current User, All Hosts

o Current User, Current Host

Use a Standard Naming Convention to Avoid Con ict

As a best practice, when creating standard aliases and variables, you should
mark them as constant to ensure that they are always available. When creat-
ing functions and Windows PowerShell drives, you should use a naming convention
that is unlikely to result in naming con icts. A company that | know uses a company
name pre x for their functions as illustrated here.

Function CompanyAlTWigitFunction() { do something interesting here }
New-Alias -Name CAWA -Value CompanyAlTWigitFunction -Option constant ~
-Description “CompanyA IT alias"
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How | Use My Pro le

James Brundage, Software Developer Engineer in Test
Microsoft Corporation

P ro les are an interesting trade-off. The upside of using pro les is that they

can give you a consistent and personalized environment that sets up Windows
PowerShell to your speci cations. The downside of using pro les is that a personal-
ized Windows PowerShell pro le is always a little harder to share than a standard
PowerShell pro le; therefore, the way you write your pro le can have a huge impact
on how easy it is for others to use.

In my opinion, the ideal pro le is simply a series of module imports or dot-sourcing
of scripts. Both modules and script les are easy to copy from one computer to
another computer, so keeping your pro le in this format means that your pro le
remains clean and easy to understand and the scripts on which your pro le depends
are easy to share with the outside world. If your pro les are kept as a series of
module imports or a dot-sourcing of scripts, you should be able to merely copy a
module from one box to another, copy your pro le, and be done.

You can also use your pro le to make life more convenient. The Windows
PowerShell ISE contains an object model that allows you to add tools to the
environment, and PowerShell lets you customize the prompt by writing your own
prompt function. If I m adding cool things to the environment, such as a Verb menu,
| always put them in my pro le.

On this note, the coolest thing | ever had in my pro le was the Verb menu. | built a
script to create a menu hierarchy in the ISE so that | could click commands by their
verb (for example, go to the Get menu, then click Process to run Get-Process).
This type of customization is great to use in a pro le because it makes life within
the scripting environment easier.

| tend to shy away from using aliases in my pro le because aliases make my scripts
more dif cult to share with the world outside of Microsoft (due to the chance that

I might forget to de-alias the script before posting it to a blog). Aliases are a ne
component to have in a pro le if you are not scripting for public consumption,

but I usually want an alias to which | can write a function with a small amount of
additional effort. | believe that aliases increase the need to place your pro le on
every computer all of the time. Because | have a blog, | often try to minimize the
dependencies of my scripts; therefore, | avoid aliases because they are a super uous
dependency.
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My pro le is typically short because | keep almost everything in modules. | have
several more items in my $loadedModules variable, but the following gives you an
idea of how my pro le looks.

$loadedModules = "DotNet”,
“"WPF*
Import-Module $loadedModules —force

The DotNet module is very simple. It is merely a le with the .psm1 extension that
dot-sources a le with a Get-Type function. It is placed in the ($env:UserPro le
\Documents\WindowsPowerShell\Modules\DotNet).

MyDotNetmodule

. $psScriptRoot\Get-Type.psl

Get-Type.psl:

Function Get-Type() {
[AppDomain]::CurrentDomain.GetAssemblies() | Foreach-Object {
$_.GetTypes() }

That function is the most useful addition that | ever put into a pro le. It outputs
all of the types that are currently loaded so that | can search them in Windows
PowerShell, such as the following:

Get-Type | Where-Object { $_.FullName —like "**File*" }

Accessing Functions in Other Scripts

After you write a large number of functions, you might like to reuse them in other scripts.
Code reuse is a great idea. The easiest way to reuse code is to simply copy and paste the func-
tion from one script into another script. Suppose that you have a script containing code that
performs a conversion from Celsius to Fahrenheit, and you want to use the algorithm to create
another script with different capabilities. You can simply write your script and copy the code
from your other script. When nished, your script might look like the ConvertToFahrenheit.psl
script shown here.

ConvertToFahrenheit.psl

Param($Celsius)

Function ConvertToFahrenheit($Celsius)

{

"$Celsius Celsius equals $((1.8 * $Celsius) + 32) Fahrenheit”
} #end ConvertToFahrenheit

ConvertToFahrenheit($Celsius)
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Nothing is wrong with this script. It does one thing and does it fairly well. To use the script,
you supply a command-line parameter. You do not need to type the entire parameter name
when calling the script as shown here.

PS C:\> C:\BestPracticesBook\ConvertToFahrenheit.psl -c 24

24 celsius equals 75.2 fahrenheit

Creating a Function Library

The problem with reusing code occurs when you want to use the function; you need to copy
and paste it into the new script. If you want to change the way the function works, you need
to nd all instances where the function occurs and make the necessary changes. Otherwise,
you can end up with many slightly different versions of the function, which can lead to sup-
port problems.

What is the solution? One approach is to place all of your functions into a single script,
such as the ConversionFunctions.psl script shown here.

ConversionFunctions.psl
Function ConvertToMeters($feet)
{
"$feet feet equals $($feet*.31) meters"”
} #end ConvertToMeters
Function ConvertToFeet($meters)
{
"$meters meters equals $($meters * 3.28) feet
} #end ConvertToFeet
Function ConvertToFahrenheit($celsius)
{
"$celsius celsius equals $((1.8 * $celsius) + 32 ) fahrenheit”
} #end ConvertToFahrenheit
Function ConvertTocelsius($fahrenheit)
{
"$fahrenheit fahrenheit equals $( (($fahrenheit - 32)/9)*5 ) celsius"
} #end ConvertTocelsius

Function ConvertToMiles($kilometer)

{
"$kilometer kilometers equals $( ($kilometer *.6211) ) miles"
} #end convertToMiles

Function ConvertToKilometers($miles)

{
“$miles miles equals $( ($miles * 1.61) ) kilometers"
} #end convertToKilometers
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Using an Include File

If you need to use one of the conversion functions, you can include it in the script by plac-
ing a period in front of the path to the script. When you include the script containing the
conversion functions, you now have access to all of the functions and can use them directly
as if they were in the actual le itself. The ConvertToFahrenheit_Include.psl script illustrates
this technique. You can still use the command-line parameter $celsius to supply the tempera-
ture you want to convert. You then use the period followed by the path to the script for the
include le. Lastly, you can call the function by name and supply it with the value that came
into the script via the command line. The revised ConvertToFahrenheit_Include.psl script is
shown here.

ConvertToFahrenheit_Include.ps1

Param($Celsius)

. C:\data\scriptingGuys\ConversionFunctions.psl
ConvertToFahrenheit($Celsius)

You can see that the script is much cleaner and less cluttered, and it is easier to read. Be-
cause it is easier to read, the script is easier to understand and is therefore easier to maintain.
Of course, there are two downsides to this equation. The rst is that the two scripts are now
married. A change in one script might affect a change in the other script. More important,
however, is that both scripts now must travel together because both now need to have a
single working script. This outside dependency can become rather dif cult to troubleshoot if
you are not expecting it or have not planned for it.

One way to make the script easier to troubleshoot is to use the Test-Path cmdlet to deter-
mine whether the include le is present. If the include le is missing, you can generate a mes-
sage to that effect to alert you to the missing le and simplify the troubleshooting scenario.
As a best practice, | always recommend using Test-Path whenever you use the include le
scenario. The revised ConvertToFahrenheit_Include2.psl script illustrates this technique and is
shown here.

ConvertToFahrenheit_Include2.ps1
Param($Celsius)
$includeFile = “c:\data\scriptingGuys\ConversionFunctions.psl"
if(!(test-path -path $includeFile))
{
“Unable to find $includeFile"
Exit
3
. $includeFile
ConvertToFahrenheit($Celsius)

As you can see, this process begins to become a bit ridiculous. You now have a nine-line
script to allow you to use a three-line function. You must make the call if you want to use the
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include le. When writing a more substantial script that uses an include le, the payoff in terms
of simplicity and actual code length becomes more evident. In the ConvertUseFunctions.psl
script, a function named ParseAction evaluates the action and value that are supplied from the
command line and then calls the appropriate function as shown here.

ConvertUseFunctions.psl
Param($action,$value, [switch]$help)
Function GetHelp(Q)
{
iT($help)
{
"'choose conversion: M(eters), F(eet) C(elsius),Fa(renheit),Mi(les),K(ilometers) and
value™
" Convert -a M -v 10 converts 10 meters to feet."
} #end if help
} #end getHelp
Function Getlnclude()

{
$includeFile = "c:\data\scriptingGuys\ConversionFunctions.psl"
if(!(test-path -path $includeFile))
{
“Unable to find $includeFile"
Exit
3

. $includeFile
} #end Getlnclude
Function ParseAction()
{
switch ($action)
{
"M { ConvertToFeet($value) }
“F'" { ConvertToMeters($value) }
"C" { ConvertToFahrenheit($value) }
"Fa" { ConvertToCelsius($value) }
“"Mi" { ConvertToKilometers($value) }
K" { ConvertToMiles($value) }
DEFAULT { "Dude illegal value." ; GetHelp ; exit }
} #end action
} #end ParseAction
# *** Entry Point ***
1f($help) { GetHelp ; exit }
if(1$action) { "Missing action” ; GetHelp ; exit }
Getlnclude
ParseAction
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Keep in mind that you need to make a change to the include le. Because you are loading
the functions from within a function, the functions are scoped by default into that function s
namespace. They are not available from a different function only from child items. To avoid
the inheritance issue, add a script tag to each function when it is created as shown here.

Function Script:ConvertToMeters($feet)

{
"$feet feet equals $($feet*.31) meters™

} #end ConvertToMeters

Additional Resources

0 The TechNet Script Center at http://www.microsoft.com/technet/scriptcenter contains
numerous examples of Windows PowerShell scripts that use include les.

0 Take a look at Windows PowerShell  Scripting Guide (Microsoft Press, 2008).
o On the companion media, you will nd all of the scripts referred to in this chapter.

o Windows PowerShell pro les are covered at http://msdn.microsoft.com/en-us/library
/bb613488(VS.85).aspx in MSDN.

0 The script execution policy is covered at http://msdn.microsoft.com/en-us/library
/bb648601(VS.85).aspx in MSDN.
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nowing what you should not script is as important as knowing what you should
Kscript. There are times when creating a Windows PowerShell script is not the best
approach to a problem due to the lack of support in a particular technology or to project
complexity. In this chapter, you will be introduced to some of the red ags that signal
danger for a potential script project.

Lack of cmmdlet Support

It is no secret that cmdlet support is what makes working with Windows PowerShell so
easy. If you need to check the status of the bits service, the easiest method is to use the
Get-Service cmdlet as shown here.

Get-Service —name bits

To nd information about the explorer process, you can use the Get-Process cmdlet
as shown here.

Get-Process -Name explorer
If you need to stop a process, you can easily use the Stop-Process cmdlet as shown here.

Stop-Process -Name notepad
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You can even check the status of services on a remote computer by using the
computername switch from the Get-Service cmdlet as shown here.

Get-Service -Name bits -ComputerName vista

IMPORTANT If you are working in a cross-domain scenario in which authentication is
required, you will not be able to use Get-Service or Get-Process because those cmdlets
do not have a credential parameter. You need to use one of the remoting cmdlets, such as
Invoke-Command, which allows you to supply an authentication context.

You can check the BIOS information on a local computer and save the information to a
comma-separated value le with just a few lines of code. An example of such a script is the
ExportBiosToCsv.psl script.

ExportBiosToCsv.psl

$path = "c:\fso\bios.csv"

Get-WmiObject -Class win32_bios |
Select-Object -property name, version |
Export-CSV -path $path —noTypelnformation

Without cmdlet support for selecting objects and exporting them to a CSV  le format,
you might be tempted to use lesystemobject from Microsoft VBScript fame. If you take that
approach, the script will be twice as long and not nearly as readable. An example of a script
using lesystemobject is the FSOBiosToCsv.ps1 script.

FSOBiosToCsv.psl

$path = "c:\fso\biosl.csv"

$bios = Get-WmiObject -Class win32_bios

$csv = "Name,Version r n"

$csv +=$bios.name + "," + $bios.version

$fso = new-object -comobject scripting.filesystemobject
$file = $fso.CreateTextFile($path,$true)
$file.write($csv)

$file.close()

Clearly, the ability to use built-in cmdlets is a major strength of Windows PowerShell. One
problem with Windows Server 2008 R2 and Windows PowerShell 2.0 is the number of cmdlets
that exist, which is similar to the problem experienced by Windows Exchange Server admin-
istrators. Because there are so many cmdlets, it is dif cult to know where to begin. A quick
perusal of the Microsoft Exchange Team s blog and some of the Exchange forums reveals that
the problem is not writing scripts, but nding the one cmdlet of the hundreds of possible can-
didates that performs the speci c task at hand. If you factor in community-developed cmdlets
and third-party software company cmdlet offerings, you have a potential environment that
encompasses thousands of cmdlets.
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Luckily, the Windows PowerShell team has a plan to address this situation standard
naming conventions. The Get-Help, Get-Command, and Get-Member cmdlets were discussed
in Chapter 1, Assessing the Scripting Environment, but they merit mention here. If you are
unaware of a speci ¢ cmdlet feature or even the existence of a cmdlet, you are forced to
implement a workaround that causes additional work or that might mask hidden mistakes.
Given the choice between a prebaked cmdlet and a create-your-own solution, the prebaked
cmdlet should be used in almost all cases. Therefore, instead of assuming that a cmdlet or
feature does not exist, you should spend time using Get-Help, Get-Command, and Get-Member
before embarking on a lengthy development effort. In this chapter, you will examine some of
the potential pitfalls that can develop when you do not use cmdlets.

Complicated Constructors

If you do not have support from cmdlets when developing an idea for a script, this indicates
that there may be a better way to do something and should cause you to at least consider
your alternatives.

In the GetRandomObiject.psl script, a function named GetRandomObiject is created. This
function takes two input parameters: one named $in that holds an array of objects and the
other named $count that controls how many items are randomly selected from the input
object.

The New-Object cmdlet is used to create an instance of the System.Random Microsoft .NET
Framework class. The new instance of the class is created by using the default constructor (no
seed value supplied) and is stored in the $rnd variable.

A for ... nextloop is used to loop through the collection once for each selection desired.
The next method of the System.Random class is used to choose a random number that resides
between the number 1 and the maximum number of items in the input object. The random
number is used to locate an item in the array by using the index so that the selection of the
item from the input object can take place. The GetRandomObject.psl script is shown here.

GetRandomObject.psl
Function GetRandomObject($in,$count)
{
$rnd = New-Object system.random
for($i = 1 ; $i -le $count; $i ++)
{

$in[$rnd.Next(1l,%a. length)]
} #end for
} #end GetRandomObject

# *** entry point ***

$a = 1,2,3,4,5,6,7,8,9

$count = 3

GetRandomObject -in $a -count $count
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While there is nothing inherently wrong with the GetRandomObiject.ps1 script, you can use
the Get-Random cmdlet when working with Windows PowerShell 2.0 to accomplish essentially
the same objective as shown here.

$a = 1,2,3,4,5,6,7,8,9
Get-Random -InputObject $a -Count 3

Clearly, by using the native Get-Random cmdlet, you can save yourself a great deal of time
and trouble. The only reason to use the GetRandomObject.psl script is that it works with both
Windows PowerShell 1.0 and PowerShell 2.0.

One advantage of using a cmdlet is that you can trust it will be implemented correctly. At
times, .NET Framework classes have rather complicated constructors that are used to govern
the way the instance of a class is created. A mistake that is made when passing a value for one
of these constructors does not always mean that an error is generated. It is entirely possible
that the code will appear to work correctly, and it can therefore be very dif cult to spot the
problem.

An example of this type of error is shown in the BadGetRandomObiject.ps1 script in which
an integer is passed to the constructor for the System.Random .NET Framework class. The
problem is that every time the script is run, the same random number is generated. While
this particular bad implementation is rather trivial, it illustrates that the potential exists for
logic errors that often require detailed knowledge of the utilized .NET Framework classes to
troubleshoot.

BadGetRandomObject.psl
Function GetRandomObject($in,$count,$seed)

{
$rnd = New-Object system.random($seed)
for($i = 1 ; $i -le $count; $i ++)
{
$in[$rnd.Next(1,%a.length)]
} #end for
} #end GetRandomObject

# *** entry point ***

$a = 1,2,3,4,5,6,7,8,9

$count = 3

GetRandomObject -in $a -count $count -seed 5

The System.Random information is contained in MSDN, but it is easy to overlook some
small detail because there is so much documentation and some of the classes are very com-
plicated. When the overlooked detail does not cause a run-time error and the script appears
to work properly, then you have a potentially embarrassing situation at best.
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Version Compatibility Issues

While the Internet is a great source of information, it can often lead to confusion rather than
clarity. When you locate a source of information, it may not be updated to include the current
version of the operating system. This update situation is worsening due to a variety of com-
plicating factors such as User Account Control (UAC), Windows Firewall, and other security
factors that have so many different con guration settings that it can be unclear whether an
apparent failure is due to a change in the operating system or to an actual error in the code.
As an example, suppose that you decide to use the WIN32_Volume Windows Management
Instrumentation (WMI) class to determine information about your disk drives. First, you need
to realize that the WMI class does not exist on any operating system older than Microsoft
Windows Server 2003; it is a bit surprising that the class does not exist on Windows XP. When
you try the following command on Windows Vista, however, it generates an error.

Get-WmiObject -Class win32_volume -Filter "Name = "c:\""

The rst suspect when dealing with Windows Vista and later versions is user rights. You
open the Windows PowerShell console as an administrator and try the code again; it fails. You
then wonder whether the error is caused by the differences between expanding quotes and
literal quotes. After contemplation, you decide to write the Iter to take advantage of literal
strings. The problem is that you have to escape the quotes, which involves more work, but it
is worth the effort if it works. So, you come up with the following code that, unfortunately,
also fails when it is run.

Get-WmiObject -Class win32_volume -Filter "Name = ""c:\"""

This time, you decide to actually read the error message. Here is the error that was pro-
duced by the previous command.

Get-WmiObject : Invalid query

At line:1 char:14

+ Get-WmiObject <<<< -Class win32_volume -Filter "Name = "c:\" "
+ Categorylnfo : InvalidOperation: (:) [Get-WmiObject],
ManagementException
+ FullyQualifiedErrorld : GetWMIManagementException,
Microsoft.PowerShell .Commands.GetWmiObjectCommand

You focus on the line that says invalid operation and decide that perhaps the backslash is a
special character. When this is the problem, you need to escape the backslash; therefore, you
decide to use the escape character to make one more attempt. Here is the code you create.

Get-WmiObject -Class win32_volume -Filter “Name = "c: \" "

Even though this is a good idea, the code still does not work and once again generates an
error as shown here.

Get-WmiObject : Invalid query
At line:1 char:14
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+ Get-WmiObject <<<< -Class win32_volume -Filter "Name = "c: \" "
+ Categorylnfo : InvalidOperation: (:) [Get-WmiObject],
ManagementException
+ FullyQualifiedErrorld : GetWMIManagementException,
Microsoft.PowerShell.Commands.GetWmiObjectCommand

Next, you search to determine whether you have rights to run the query. (I know that you
are running the console with Administrator rights, but some processes deny access even to
the Administrator, so it is best to check.) The easiest way to check your rights is to perform the
WMI query and omit the  Iter parameter as shown here.

Get-WmiObject -Class win32_volume

This command runs without generating an error. You may assume that you cannot lter
the WM class at all and decide that the class is a bit weird. You may decide to write a differ-
ent Iter and see whether it will accept the syntax of a new lIter, such as the following line of
code.

Get-WmiObject -Class win32_volume -Filter "DrivelLetter = "c:™"

The previous command rewards you with an output similar to the one shown here.

PS C:\> Get-WmiObject -Class win32_volume -Filter "DriveLetter = "c:""

__GENUS 12

_ CLASS : Win32_Volume

__ SUPERCLASS : CIM_StorageVolume

__ DYNASTY : CIM_ManagedSystemElement

__ RELPATH : Win32_Volume.DevicelD="\\\\?\\Volume{5a4a2fe5-70
T0-11dd-b4ad-806e616e6963}\\"

__ PROPERTY_COUNT 44

__ DERIVATION : {CIM_StorageVolume, CIM_StorageExtent, CIM_Logic
alDevice, CIM_LogicalElement...}

__ SERVER : MRED1

__ NAMESPACE : root\cimv2

_ PATH = \\MRED1\root\cimv2:Win32_Volume.DevicelD=""\\\\?\
\Volume{5ad4a2fe5-70f0-11dd-b4ad-806e6F6e6963}\\"

Access

Automount : True

Availability

BlockSize : 4096
BootVolume : True
Capacity : 158391595008
Caption o C:\
Compressed : False

ConfigManagerErrorCode

ConfigManagerUserConfig
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CreationClassName

Description

DevicelD > \\?\Volume{5ad4a2fe5-70f0-11dd-b4ad-806e6f6e6963}
\

DirtyBitSet

DrivelLetter : C:

DriveType : 3

ErrorCleared

ErrorDescription

ErrorMethodology

FileSystem : NTFS

FreeSpace : 23077511168

IndexingEnabled : True

Instal lDate

Label

LastErrorCode

MaximumFi leNameLength : 255

Name - C:\

NumberOfBlocks

PageFilePresent : False

PNPDevicelD

PowerManagementCapabilities

PowerManagementSupported

Purpose

QuotasEnabled

Quotaslincomplete

QuotasRebuilding

SerialNumber : 1893548344

Status

Statusinfo

SupportsDiskQuotas : True

SupportsFileBasedCompression : True

SystemCreationClassName

SystemName : MRED1

SystemVolume : False

NOTE When working with scripting, network administrators and consultants often use
workarounds because our job is to make things work. Sometimes, Scripting Guys end up
using workarounds as well. After all, my job is to write a daily Hey Scripting Guy! column,
which means that | have a deadline every day of the week. Concerning the previous
Win32_Volume WMI class example, | always use the DrivelLetter property when performing
the WMI query. Years ago, after several hours of experimentation with this example, |
determined that perhaps the name property was broken and therefore avoided using it
when performing demonstrations when | was teaching classes. Luckily, no student ever
asked me why | use DrivelLetter instead of the name property in any of my queries!
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If you return to the error message generated by the earlier queries, the InvalidOperation
Categorylnfo eld might cause you to reconsider the backslash. Your earlier attempts to
escape the backslash were on the right track. The problem revolves around the strange mix-
ture of the WMI Query Language (WQL) syntax and Windows PowerShell syntax. The Iter
parameter is de nitely Windows PowerShell syntax, but you must supply a string that con-
forms to WQL dialect inside this parameter. This is why you use the equal sign for an operator
instead of the Windows PowerShell eq operator when you are inside the quotation marks
of the Iter parameter. To escape the backslash in the WQL syntax, you must use another
backslash as found in C or C++ syntax. The following code Iters out the drive based on the
name of the drive.

Get-WmiObject -Class win32_volume -Filter "Name = "c:\\""

IMPORTANT Use of the backslash to escape another backslash is a frustrating factor when
using WMI. While our documentation in MSDN is improving, we still have a way to go in this
arena. Because this WMI class does not behave as you might expect, | have led a documen-
tation bug for the name property of the Win32_Volume class. The result will be an addi-
tional note added to the description of the property. | have since found a few more places
where the backslash is used as an escape character, and | will le bugs on them as well.

As a best practice, you can write a script to return the WMI information from the
WIN32_Volume class and hide the escape details from the user. An example of such a script
is the GetVolume.ps1 script. The script accepts two command-line parameters: drive and

computer. The drive is supplied as a drive letter followed by a colon. By default, the script
returns information from the C: drive on the local computer. In the Get-Volume function,
the drive value is concatenated with the double backslash and is then submitted to the
Get-WmiObject cmdlet. One interesting aspect is the use of single quotes around the $drive
variable. Remember that, inside the Iter parameter, the script uses WQL syntax and not
Windows PowerShell syntax. The single quote is simply a single quote, and you do not need
to worry about the difference between an expanding or a literal quotation. The GetVolume.psl
script is shown here.

GetVolume.psl

Param($drive = "C:", $computer = "localhost™)

Function Get-Volume($drive, $computer)

{

$drive += "\\"

Get-WmiObject -Class Win32_Volume -computerName $computer ~
-filter "Name = "$drive™"

3

Get-Volume -Drive $drive -Computer $computer
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If you need to work in a cross-domain situation, you need to pass credentials to the
remote computer. The Get-WmiObject cmdlet contains the credential parameter that can be
used in just such a situation. Because the Get-WmiObject cmdlet uses WMI in the background,
the problem is that you are not allowed to pass credentials for a local connection. Local WMI
scripts always run in the context of the calling user that is, the one who is actually launching
the script. This means that you cannot use the credential parameter for a local script to allow
a nonprivileged user to run the script with administrator rights. You can use the credential
parameter with remote connections. In addition, you are not allowed to have the credential
parameter in the Get-WmiObject cmdlet and leave it blank or null because this also generates
an error. The solution is to check whether the script is running against the local computer; if
it is, use the Get-Volume function from the previous script. If it is working remotely, the script
should use a different function that supplies the credential parameter as shown in the
GetVolumeWithCredentials.psl script.

GetVolumeWithCredentials.psl

Param(
$drive = "C:",
$computer = "localhost",
$credential
D)
Function Get-Volume($drive, $computer)
{

$drive += "\\"
Get-WmiObject -Class Win32_Volume -computerName $computer ~

-Ffilter "Name = "$drive
} #end Get-Volume

Function Get-VolumeCredential ($drive, $computer,$credential)
{

$drive += "\\"

Get-WmiObject -Class Win32_Volume -computerName $computer ~

-filter "Name = "$drive"" -credential $credential

} #end Get-VolumeCredential

# *** Entry point to script
I1f($computer -eq "localhost" -AND $credential)
{ "Cannot use credential for local connection™ ; exit }
Elseif ($computer -ne "localhost" -AND $credential)
{
Get-VolumeCredential -Drive $drive -Computer $computer °
-Credential $credential
T
Else

{ Get-Volume -Drive $drive -Computer $computer }
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Choosing the Right Script Methodology

Luis Canastreiro, Premier Field Engineer
Microsoft Corporation, Portugal

When I am writing a script, often there are many ways of accomplishing the
same task. If | am writing a VBScript, for example, | prefer to use a Compo-
nent Object Model (COM) object rather than shelling out and calling an external
executable because COM is native to VBScript. The same principle holds when | am
writing a Windows PowerShell script. | prefer to use the .NET Framework classes if a
Windows PowerShell cmdlet is not available because PowerShell is built on the .NET
Framework.

Of course, my number-one preference is to use a cmdlet if it is available to me
because a cmdlet will hide the complexity of dealing directly with the .NET
Framework. By this | mean that there are some .NET Framework classes that at rst
glance appear to be simple. However, when you begin to use them, you realize that
they contain complicated constructors. If you are not an expert with that particular
class, you can make a mistake that will not be realized until after much testing. If a
cmdlet offers the required features and if it solves my problem, then the cmdlet is
my rst choice.

As an example, there are several ways to read and write to the registry. You can use
the regread and regwrite VBScript methods, the stdRegProv WMI class, the .NET
Framework classes, or even various command-line utilities to gain access to the
registry. My favorite method of working with the registry is to use the Windows
PowerShell registry provider and the various *-item and *-itemproperty cmdlets.
These cmdlets are very easy to use, and | only need to open the Windows PowerShell
shell to accomplish everything | need to do with these cmdlets.

When | am writing a new script, | always like to create small generic functions, which
offer a number of advantages. These functions make it easy for me to test the script
while | am in the process of writing it. | only need to call the function or functions
on which | am working. | can leave the other code un nished if | need to test it

later. The functions are easy to reuse or to improve as time goes by. | run the script
by creating a main function whose primary purpose is to initialize the environment
and manage the global ow of the script by calling the appropriate functions at the
proper time.
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Trapping the Operating System Version

Given the differences between the various versions of the Windows operating system, it is

a best practice to check the version of the operating system prior to executing the script if
you know that there could be version compatibility issues. There are several different meth-
ods to check version compatibility. In Chapter 5, Identifying Scripting Opportunities, you
used the System.Environment .NET Framework class to check the operating system version

in the GetOsVersionFunction.psl script. While it is true that you can use remoting to ob-

tain information from this class remotely, you can also achieve similar results by using the
Win32_OperatingSystem WMI class. The advantage of this approach is that WMI automatically
remotes.

The GetVersion.psl script accepts a single command-line parameter, $computer, and is
set by default to the localhost computer. The entry point to the script passes the value of
the $computer variable and a reference type $osv variable to the Get-OSVersion function.
Inside the Get-OSVersion function, the Get-WMIObject cmdlet is rst used to query the
Win32_OperatingSystem WMI class from the computer that is targeted by the $computer
variable. The resulting management object is stored in the $os variable.

The Switch statement is used to evaluate the version property of the Win32_OperatingSystem
class. If the value of the version property is equal to 5.1.2600, the Value property of the $osv refer-
ence type variable is set equal to xp . This type of logic is repeated for the value 5.1.3790,
which is the build number for the Windows 2003 server.

A problem arises if the version number is 6.0.6001 because both Windows Vista and
Windows Server 2008 have the same build number. This is why the script stores the entire
Win32_OperatingSystem management object in the $os variable instead of retrieving only the
version attribute. The ProductType property can be used to distinguish between a workstation
and a server. The possible values for the ProductType property are shown in Table 7-1.

TABLE 7-1 Win32_OperatingSystem ProductType Values and Associated Meanings

VALUE MEANING

1 Workstation

2 Domain controller
3 Server

Once the version of the operating system is detected, then a single word or number rep-
resenting the operating system is assigned to the Value property of the reference variable. In
the GetVersion.psl script, this value is displayed at the console. The complete GetVersion.psl
script is shown here.

Version Compatibility Issues

217



GetVersion.psl
Param($computer = "localhost™)

Function Get-OSVersion($computer, [ref]$osv)
{
$os = Get-WmiObject -class Win32_OperatingSystem ~
-computerName $computer
Switch ($os.Version)
{
"5.1.2600" { $osv.value = "xp" }
"5.1.3790" { $osv.value = "2003" }
""6.0.6001"

I1f($os.ProductType -eq 1)
{
$osv.value = "Vista"
} #end if

Else
{
$osv.value = ""2008"
} #end else

} #end 6001
DEFAULT { "Version not listed" }
} #end switch
} #end Get-OSVersion

# *** entry point to script ***

$osv = $null

Get-OSVersion -computer $computer -osv ([ref]$osv)
$osv

The GetVersion.psl script returns a single word to indicate the version of the operating
system. You can use this script from the command line to quickly check the operating system
version as shown here.

PS C:\bp> .\GetVersion.psl

Vista

PS C:\bp> .\GetVersion.psl -c berlin
2008

PS C:\bp> .\GetVersion.psl -c lisbon
Xp
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The GetVersion.psl script is written as a function to permit easy inclusion into other scripts,
which allows you to perform the operating system version check and then decide whether
you want to continue processing the script. An example of this approach is shown in the

GetVersionGetVolume.ps1 script.

GetVersionGetVolume.psl
Param($drive = "C:", $computer = “localhost™)

Function Get-0SVersion($computer, [ref]$osv)
{
$0s = Get-WmiObject -class Win32_OperatingSystem
—-computerName $computer
Switch ($os.Version)
{
"5.1.2600" { $osv.value = "xp” }
"5.1.3790" { $osv.value = "2003" }

"6.0.6001"
{
1f($os.ProductType -eq 1)
{
$osv.value = "Vista”
} #end if
Else
{
$osv.value = '"2008™
} #end else
} #end 6001

DEFAULT { "Version not listed" }
} #end switch
} #end Get-0OSVersion

Function Get-Volume($drive, $computer)
{

$drive += "\\"

Get-WmiObject -Class Win32_Volume -computerName $computer
-filter "Name = "$drive™"
} #end Get-Volume

# *** entry point to script ***

$osv = $null

Get-OSVersion -computer $computer -osv ([ref]$osv)
if($osv -eq "xp'™) { "Script does not run on XP" ; exit }
Get-Volume -Drive $drive -Computer $computer
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Lack of WMI Support

Windows Management Instrumentation has been in existence since the days of Microsoft
Windows NT 4.0. In the years since its introduction, every new version of Windows has added
WMI classes and, at times, additional methods to existing WMI classes. One advantage of
WMI is its relatively consistent approach to working with software and hardware. Another ad-
vantage of WMI is that it is a well-understood technology, and numerous examples of scripts
can be found on the Internet. With improved support for WMI in Windows PowerShell 2.0,
there is very little that cannot be accomplished via PowerShell that can be done from inside
VBScript. Before you look at some of the issues in working with WMI from Windows PowerShell,
let’s review some basic WMI concepts.

WMI is sometimes referred to as a hierarchical namespace so named because the layers
build on one another like a Lightweight Directory Access Protocol (LDAP) directory used in
Active Directory or the le system structure on your hard disk drive. Although it is true that
WMI is a hierarchical namespace, the term doesn t really convey its richness. The WMI model
contains three sections: resources, infrastructure, and consumers. The use of these compo-
nents is found in the following list:

o WMI resources Resources include anything that can be accessed by using WMI:
the le system, networked components, event logs, les, folders, disks, Active Directory,
and so on.

o WMI infrastructure The infrastructure is composed of three parts: the WMI service,
WMI repository, and WMI providers. Of these parts, WMI providers are most impor-
tant because they provide the means for WMI to gather needed information.

o WMI consumers A consumer consumes the data from WMI. A consumer can be
a VBScript, an enterprise management software package, or some other tool or utility
that executes WMI queries.

Working with Objects and Namespaces

Let s return to the idea of a namespace introduced in the last section. You can think of a
namespace as a way to organize or collect data related to similar items. Visualize an old-
fashioned ling cabinet. Each drawer can represent a particular namespace. Inside each
drawer are hanging folders that collect information related to a subset of what the drawer
actually holds. For example, there is a drawer at home in my ling cabinet that is reserved
for information related to my woodwaorking tools. Inside of this particular drawer are hang-
ing folders for my table saw, my planer, my joiner, my dust collector, and so on. In the folder
for the table saw is information about the motor, the blades, and the various accessories |
purchased for the saw (such as an over-arm blade guard).
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The WMI namespace is organized in a similar fashion. The namespaces are the le cabinets.
The providers are drawers in the le cabinet. The folders in the drawers of the

the WMI classes. These namespaces are shown in Figure 7-1.
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FIGURE 7-1 WMI namespaces on Windows Vista

Namespaces contain objects, and these objects contain properties that you can manipu-
late. Let s use a WMI command to illustrate how the WMI namespace is organized. The
Get-WmiObject cmdlet is used to make the connection into the WMI. The class argument is
used to specify the __Namespace class, and the namespace argument is used to specify the

level in the WMI namespace hierarchy. The Get-WmiObject line of code is shown here.

Get-WmiObject —class _ Namespace -namespace root |

Select-Object —property name

When the previous code is run, the following result appears on a Windows Vista computer.

name
subscription
DEFAULT
MicrosoftDfs
CIMv2

Cli

nap

SECURITY
SecurityCenter?2
RSOP

WMI

Working with Objects and Namespaces
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directory
Policy
ServiceModel
SecurityCenter
Microsoft

aspnet

You can use the RecursiveWMINameSpaceListing.psl script to get an idea of the number
and variety of WMI namespaces that exist on your computer, which is a great way to explore
and learn about WMI. The entire contents of the RecursiveWMINameSpaceListing.psl script is
shown here.

RecursiveWMINameSpaceListing.psl
Function Get-WmiNameSpace($namespace, $computer)
{
Get-WmiObject -class _ NameSpace -computer $computer °
-namespace $namespace -ErrorAction "SilentlyContinue™” |
Foreach-Object ~
-Process ~
{
$subns = Join-Path -Path $_._ namespace -ChildPath $_.name
$subns
$script:i ++
Get-WmiNameSpace -namespace $subNS -computer $computer
}
} #end Get-WmiNameSpace

# *** Entry Point ***

$script:i = 0

$namespace = "root"

$computer = "LocalHost"

“"Obtaining WMI Namespaces from $computer ..."
Get-WmiNameSpace -namespace $namespace -computer $computer
“There are $script:i namespaces on $computer™

The output from the RecursiveWMINameSpaceListing.ps1 script is shown here from the
same Windows Vista computer that produced the earlier namespace listing. You can see that
there is a rather intricate hierarchy of namespaces that exists on a modern operating system.

Obtaining WMI Namespaces from LocalHost ...
ROOT\subscription

ROOT\subscription\ms_409

ROOT\DEFAULT

ROOT\DEFAULT\ms_409

ROOT\MicrosoftDfs

ROOT\MicrosoftDfs\ms_409
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ROOT\CIMV2

ROOT\CIMV2\Security

ROOT\CIMV2\Security\MicrosoftTpm

ROOT\CIMV2\ms_409

ROOT\CIMV2\TerminalServices
ROOT\CIMV2\TerminalServices\ms_409

ROOT\CIMV2\Applications

ROOT\CIMV2\Applications\Games

ROOT\CI i

ROOT\CIi\MS_409

ROOT\nap

ROOT\SECURITY

ROOT\SecurityCenter2

ROOT\RSOP

ROOT\RSOP\User
ROOT\RSOP\User\S_1_5_21_540299044_341859138_929407116_1133
ROOT\RSOP\User\S_1_5_21_540299044_341859138_929407116_1129
ROOT\RSOP\User\S_1_5_21_540299044_341859138_929407116_1118
ROOT\RSOP\User\S_1_5_21_918056312_2952985149 2686913973_500
ROOT\RSOP\User\S_1_5_21_135816822_1724403450_2350888535_500
ROOT\RSOP\User\ms_409
ROOT\RSOP\User\S_1_5_21_540299044_341859138_929407116_500
ROOT\RSOP\Computer

ROOT\RSOP\Computer\ms_409

ROOT\WMI

ROOT\WMI\ms_409

ROOT\directory

ROOT\directory\LDAP

ROOT\directory\LDAP\ms_409

ROOT\Policy

ROOT\Policy\ms_409

ROOT\ServiceModel

ROOT\SecurityCenter

ROOT\Microsoft

ROOT\Microsoft\HomeNet

ROOT\aspnet

There are 42 namespaces on LocalHost

So, what does all of this mean? It means that, on a Windows Vista machine, there are
dozens of different namespaces from which you can pull information about your computer.
Understanding that the different namespaces exist is the rst step to begin navigating in
WMI to nd the information you need. Often, students and people who are new to Windows
PowerShell work on a WMI script to make the script perform a certain action, which is a great
way to learn scripting. However, what they often do not know is which namespace they need
to connect to so that they can accomplish their task. When | tell them which namespace to
work with, they sometimes reply, Itis ne for you, but how do | know that the such and such
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namespace even exists? By using the RecursiveWMINameSpacelListing.psl script, you can
easily generate a list of namespaces installed on a particular machine and, armed with that
information, search MSDN to nd out information about those namespaces. Or, if you like to
explore, you can move on to the next topic: WMI providers.

Listing WMI Providers

Understanding the namespace assists the network administrator with judiciously applying WMI
scripting to his or her network duties. However, as mentioned earlier, to access information
via WMI, you must have access to a WMI provider. Once the provider is implemented, you
can gain access to the information that is made available. If you want to know which classes
are supported by the RouteProvider, you can click the Filter button and select RouteProvider
as shown in Figure 7-2.

ON THE COMPANION MEDIA Two Microsoft Of ce Excel spreadsheets with all of
~/ the providers and their associated classes from Windows XP and Windows Server
2003 are in the Job Aids folder on the companion media.
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FIGURE 7-2 The WMIProviders spreadsheet lists classes supported by provider name.

Providers in WMI are all based on a template class or on a system class named __provider.
With this information, you can look for instances of the __provider class and obtain a list of all
providers that reside in your WMI namespace, which is exactly what the GetWMIProviders.psl
script accomplishes.
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