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Foreword

As the Product Unit Manager for the Forefront Threat Management Gateway 
(TMG) 2010 release, I was able to take advantage of a unique opportunity to 

change the industry regarding how we protect small business users and enterprise 
customers when connecting to the Internet in a world of ever-evolving threats, 
malicious software, and dynamic criminal activities. It was a challenge I could not 
pass up and I jumped at the opportunity to see how we could simplify the secure 
Web gateway (SWG) experience for customers and still provide the flexibility and 
security that hardcore security professionals have grown to love with the existing 
Internet Security and Acceleration (ISA) Server platform. 

TMG has introduced a new era not only for Microsoft but also for the industry 
in how we create a comprehensive network protection solution for both small and 
large enterprise customers. Customers have told us that they love the Microsoft 
infrastructure integrated firewall and proxy that allows configuration and 
management using the tools and management infrastructure they are familiar 
with, such as Active Directory. But as we saw the threats and the workforce evolve, 
we realized that our customers needed something more to protect their users 
when accessing the Internet. 

I wish I could summarize the full set of capabilities and potential in a short 
foreword for this book, but it proved to be impossible. The simple answer comes 
in the product name itself: Threat Management Gateway. The name deservedly 
implies the dynamic and integrated nature of the product and its extensible 
capability as it integrates with the Forefront Protection Suite. When you put it all 
together, the product really has six unique value propositions that emphasize our 
comprehensive approach to network protection:

n	 Enforce network policy access at the edge (Firewall) 

n	 Protect users from Web browsing threats (Web Client Protection) 

n	 Protect users from e-mail threats (E-mail Protection) 

n	 Protect desktops and servers from intrusion attempts  
(Network Intrusion System) 

n	 Enable users to remotely access corporate resources  
(VPN, Secure Web Publishing)

n	 Simplify management (Deployment)
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In the end, the quality and the value proposition of the product speak for 
themselves. Throughout the beta program, we have had more downloads and 
production deployments than all the other betas of the ISA platform combined. 
The breadth of the new features has driven new customers and new deployments 
never possible with the ISA product line. On the firewall side, we have added key 
components such as VoIP traversal (SIP), Enhanced NAT, and ISP Link Redundancy. 
Combined with our NAP (Network Access Protection) integration with the VPN 
functionality, the firewall and remote access capabilities are richer than ever. 
On the Web client protection area, we now have integrated URL filtering, HTTP 
anti-virus/spyware scanning, and HTTPS forward inspection. The new secure 
e-mail relay deployment option enables a hardened edge–based anti-virus 
and anti-spam solution not previously available. And last but not least, the fully 
integrated and new Forefront Network Inspection System (NIS) has changed 
the game of network intrusion prevention and detection. Not only does the NIS 
provide the capability for administrators to provide threat management in the 
face of zero-day attacks, but it also enables security assessment and responses 
when deployed in conjunction with the Forefront Protection Suite.

 What’s next for the future of secure Web gateways and the threat landscape? 
If I were to be an oracle and predict the future, I would expect first that the trend 
of more complex malware and malicious attacks will continue to grow in volume 
and in criminal intent. I would also suspect that we will see a demand from the 
marketplace for further integration of information protection and control (IPC) with 
access and protection. We will see consolidation not only of solutions, but we’ll also 
see the management and policy capabilities being integrated and unified across 
solution verticals. I believe TMG 2010 will be a product foreshadowing the future 
when it comes to network and virtualized datacenter protection. 

In summary, this book is a must-have for the Forefront Threat Management 
Gateway administrator—it embodies the core of the product team development 
knowledge, the best practices from the Microsoft consultants around the world, 
and the learning from our customer deployments to date, and it distills this all 
into a one-stop resource kit of knowledge. Jim Harrison is known throughout 
Microsoft and the broader industry as the foremost ISA—and now TMG—expert. 
His in-depth understanding of the product internals combined with real-world 
deployment and operational experience provide a perspective unlike any other 
expert in the community. Yuri Diogenes and Mohit Saxena have not only been on 
the front lines of the top ISA deployments around the world, but have also been 
on the forefront (no pun intended) of the TMG beta program. Their firsthand 
guidance and best practices will help you ensure a smooth and easy deployment 
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by avoiding mistakes in advance and suggesting the most secure configuration 
from the start. Tom Shinder, a recognized Microsoft security professional and 
widely known ISA expert, brings his extended ISA experience to bear as a valued 
technical reviewer for this book.

The availability of this book helps to achieve the goal that we set with the 
original inception of the TMG project: to enable customers to deploy protection 
easily in a cost-effective and manageable way to achieve their security and 
application-protection requirements in an ever-changing threat landscape. 
I believe we have achieved that goal with our upcoming release and with  
security experts such as Jim, Yuri, and Mohit evangelizing the knowledge. 

David B. Cross

Product Unit Manager

Microsoft Corporation 
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Introduction

Welcome to the Microsoft Forefront Threat Management Gateway (TMG) 
Administrator’s Companion. This book was written over the course of 

more than a year to help you design, deploy, and maintain TMG in multiple 
scenarios as well as to help you understand the history and design goals of TMG. 
The functionality descriptions and examples in this book are based on actual 
deployment and testing in the authors’ labs, so you can rest assured that what 
we describe is a demonstrated fact, not simply a “feature description.”

Forefront TMG was designed and tested to provide the best possible security 
for Internet access for your users and to provide you with the means to more 
easily understand and manage the ever-increasing Internet threat landscape. 
Network Inspection, HTTPS Inspection, Enhanced Malware Protection, and URL 
Filtering are all designed to help you provide greater security for your users. 
The built-in troubleshooting tools are included to help you keep your TMG 
deployments running at peak performance and effectiveness.

The Target Audience
The person we tried to keep in mind while writing this book is someone with at 
least a year of experience deploying and troubleshooting networks with at least 
2 to 10 routed subnets. Ideally, you would have some experience configuring 
switches, routers, and basic firewalls and also have had some experience with ISA 
Server 2004 or ISA Server 2006. You should also have some basic understanding 
of common Internet protocols such as HTTP, SMTP, IMAP, IPsec, PPTP, and so on, 
and be familiar with the OSI network model. 

This book is written by technical people for technical people; the goal is to 
inform and educate. The primary product focus of the book is TMG 2010. ISA 
Server is included to provide historical comparison and to illustrate improvements 
TMG offers over ISA Server. TMG (MBE), IAG, and UAG are included to illustrate 
differences between TMG 2010 and these other products and to help you decide 
which product best serves your needs.

One thing to bear in mind as you work your way through this book is that 
many of the descriptions and screen shots were written using pre-release versions 
of the product—from early beta up to the first release candidate. We performed 
a review of all chapters just before TMG was released in order to ensure that the 
information and screen shots were as current as we could possibly make them.
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Organization and Usage
In general, we’ve organized the book so that you get some background on 
a feature set as well as introducing the feature to you. With the exception of those 
chapters that required reevaluation as the product evolved over the past year, 
we were able to keep with the planned layout. You may notice those that seem 
out of place as you use the book.

We wrote this book with an eye toward functional usage. The first section 
provides an introduction to TMG as a single product and in the context of other 
Forefront Edge products. Each section collects chapters into functional groups 
that are related by an overarching concept, such as protected clients, publishing, 
and so on, and within each chapter that addresses specific action, we’ve tried to 
include some basic troubleshooting methodology and examples.

Part 1 A  New Era for the Microsoft Firewall
Part 1 includes discussions on TMG features, design goals, and their relationship 
to the Microsoft Forefront Edge product line. 

Chapter 1  What’s New in TMG
Chapter 1 summarizes the design goals and scenarios for TMG in comparison to 
ISA Server, Internet Access Gateway (IAG), and Universal Access Gateway (UAG). 

Chapter 2  What Are the Differences Between TMG and UAG?
Chapter 2 details the design goals and scenarios for TMG in comparison to 
Universal Access Gateway (UAG). It provides comparisons between IAG and UAG 
for historical reference.

Part 2 P lanning for TMG
Part 2 includes discussions on planning for TMG deployments, including product 
requirements, client traffic considerations, and virtual deployments.

Chapter 3  System Requirements
Chapter 3 details and discusses the hardware and software requirements for TMG. 
This chapter also covers considerations for deploying on a virtual environment.
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Chapter 4 A nalyzing Network Requirements
Chapter 4 discusses the methodology for determining the traffic profile and client 
load for TMG deployments. This chapter also addresses distributed and remote 
traffic paths related to client traffic profiles.

Chapter 5  Choosing the Right Network Topology
Chapter 5 discusses the methodology for determining the correct network 
topology for TMG. This chapter also deals with the question of domain 
membership versus workgroup deployments for TMG as well as high-availability 
scenarios and solutions.

Chapter 6  Migrating to TMG
Chapter 6 discusses how to plan, coordinate, and test migrating from an ISA 
Server deployment to a Forefront TMG deployment.

Chapter 7  Choosing a TMG Client Type
Chapter 7 discusses the various client request types supported by TMG as well as 
the deployment choices that impact the use of these clients.

Part 3  Implementing a TMG Deployment
Part 3 covers installing and configuring TMG Medium Business edition and 
TMG 2010 and provides an introduction to the new management console.

Chapter 8  Installing TMG
Chapter 8 covers installing TMG MBE separately from Windows Essential Business 
Server as well as installing TMG 2010. This chapter provides checklists that refer to 
concepts provided in the planning chapters.

Chapter 9 T roubleshooting TMG Setup
Chapter 9 discusses the methodology for troubleshooting TMG setup failures. 
This chapter provides details on how the setup mechanisms are constructed and 
how they interrelate as well as guidance on using the setup logs to solve TMG 
installation problems.



xxxiv Introduction

Chapter 10 E xploring the TMG Console
Chapter 10 introduces you to the TMG management MMC and provides 
comparisons to ISA 2006 and TMG Medium Business edition (MBE). This chapter 
also outlines new wizards provided by TMG.

Part 4 T MG as Your Firewall
Part 4 includes discussions on TMG network concepts as well as configuring and 
troubleshooting network and access rules. This section also includes a discussion 
on NIS.

Chapter 11  Configuring TMG Networks
Chapter 11 discusses TMG logical network configurations and the impact these 
choices have on TMG behavior. This chapter includes a basic discussion on 
IP routing to help you understand how TMG networks operate.

Chapter 12  Understanding Access Rules
Chapter 12 discusses how the TMG policy engine processes traffic in the context 
of access rules and includes guidance on basic troubleshooting.

Chapter 13  Configuring Load-Balancing Capabilities
Chapter 13 discusses load-balancing concepts in general, including Network 
Load Balancing (NLB), DNS Round-Robin (DNS-RR), and ISP Redundancy (ISP-R). 
This chapter also provides comparisons of each solution and how they interact.

Chapter 14  Network Inspection System
Chapter 14 discusses how TMG implements Generic Application Protocol Analysis 
(GAPA) in the Network Inspection System (NIS) to protect computers that send 
their traffic through TMG.

Part 5 T MG as Your Caching Proxy
Part 5 introduces general caching concepts as well as TMG caching mechanism 
and controls. 

Chapter 15  Web Proxy Auto Discovery for TMG
Chapter 15 covers WPAD as the discovery protocol and the configuration script 
provided by TMG. This chapter includes general network requirements and steps 
to ensure proper WPAD behavior.
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Chapter 16  Caching Concepts and Configuration
Chapter 16 discusses Web caching as implemented within TMG. This chapter 
includes TMG cache configuration and troubleshooting methodology.

Part 6 T MG Client Protection
Part 6 introduces protection mechanisms provided by TMG for clients in protected 
networks. 

Chapter 17  Malware Inspection
Chapter 17 discusses TMG Malware Inspection, including how to configure it 
for your organization’s needs and how to produce reports that summarize EMP 
detection actions. 

Chapter 18  URL Filtering
Chapter 18 discusses URL Filtering concepts, including the relationship with 
Microsoft Reputation Services (MRS). You’ll also learn how to configure URLF 
to meet your organization’s requirements.

Chapter 19 E nhancing E-mail Protection
Chapter 19 discusses the threat landscape presented by e-mail and how TMG 
works with Exchange Edge and Forefront Protection 2010 for Exchange Server 
to minimize the threats presented to your organization.

Chapter 20 HTTP  and HTTPS Inspection
Chapter 20 discusses how TMG handles inspection for HTTP traffic and how the 
new HTTPS Inspection (HTTPSi) feature helps to improve this functionality.

Part 7 T MG Publishing Scenarios
Part 7 discusses publishing concepts in general as well as specific publishing 
scenarios. 

Chapter 21  Understanding Publishing Concepts
Chapter 21 discusses the functional concepts related to publishing scenarios. 
This chapter also discusses how to properly plan your publishing scenarios  
and the resulting TMG policy configuration.
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Chapter 22 P ublishing Servers
Chapter 22 discusses how to publish Web and non-Web services to best take 
advantage of TMG functionality and security mechanisms.

Chapter 23 P ublishing Microsoft Office SharePoint Server
Chapter 23 discusses how to plan and publish Windows SharePoint services. 
This chapter includes publishing concepts specific to SharePoint, publishing steps, 
and troubleshooting hints.

Chapter 24 P ublishing Exchange Server
Chapter 24 discusses the concepts and methodology for publishing Exchange 
mail services, such as Outlook Web Access and SMTP. This chapter also includes 
discussions about proper certificate construction and installation as well as 
troubleshooting guidance.

Part 8 R emote Access
Part 8 discusses remote access concepts including the protocols involved. 
This part also details configuring TMG for dial-in and Site-to-Site VPN access. 

Chapter 25  Understanding Remote Access
Chapter 25 discusses VPN concepts, including detailed, comparative discussions 
on various VPN tunnel technologies and related protocols. Network Access 
Protection (NAP) integration is also introduced in this chapter.

Chapter 26  Implementing Dial-in Client VPN
Chapter 26 includes detailed instructions on how to configure TMG to provide 
dial-in VPN access using classic VPN, SSTP, and NAP. 

Chapter 27  Implementing Site-to-Site VPN
Chapter 27 includes detailed instructions on how to configure TMG to support 
Site-to-Site VPN networks using classic L2TP/IPsec and PPTP. This chapter also 
includes troubleshooting guidance for common issues.

Part 9  Logging and Reporting
Part 9 discusses logging, reporting, administrative scripting for TMG, and 
Enhanced NAT. 
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Chapter 28  Logging
Chapter 28 discusses firewall logging in general as well as what TMG logging 
provides you. This chapter also includes discussions on logging best practices.

Chapter 29 E nhanced NAT
Chapter 29 discusses Enhanced Network Address Translation (ENAT) concepts, 
configuration, and troubleshooting. 

Chapter 30  Scripting TMG
Chapter 30 provides a discussion of the TMG Component Object Model (COM) 
and changes to the COM since ISA 2006 and also provides scripting examples in 
VBScript, Jscript, and Windows PowerShell.

Part 10 T roubleshooting
Part 10 covers general troubleshooting, as well as techniques and tools useful 
for troubleshooting TMG scenarios. 

Chapter 31  Mastering the Art of Troubleshooting
Chapter 31 discusses the habits and techniques understood by all good 
troubleshooters. This chapter includes discussions of problem recognition, 
methodology, and tools.

Chapter 32 E xploring the HTTP Protocol
Chapter 32 provides a detailed discussion on the HTTP protocol; the authentication 
methods it includes; and how adding Secure Sockets Layer (SSL) to the protocol 
changes client, proxy, and server expectations.

Chapter 33  Using Network Monitor 3  
for Troubleshooting TMG
Chapter 33 uses Network Monitor 3 to discuss the concepts and methodology 
behind TMG troubleshooting using a network capture and analysis tool.

Appendices
The appendices include content providing expanded explanations as well as 
historical references. 
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Appendix A  From Proxy to TMG
This section includes discussions on TMG features, design goals, and the 
relationship between TMG and the Forefront product line.

Appendix B T MG Performance Counters
This section includes discussions on TMG performance counters and how they 
may be used together and separately to monitor TMG behavior and identify 
problems as well as the need to scale up or out.

Appendix C  Windows Internet Libraries
This section includes discussions on two Windows Internet libraries (WinInet and 
WinHTTP). We provide special considerations for each with regard to CERN proxy 
behavior and limitations.

Appendix D  WPAD Script CARP Operation
This section includes a detailed discussion on the TMG CFILE and includes some 
test scripts for use by the TMG administrator to test client-side CARP behavior.

Terminology
While writing this book, we strove to maintain the standard terms in describing 
general networking concepts as well as specific technologies, mechanisms, and 
protocols. In particular, and because there is so much argument on this point, our 
use of the terms firewall, server, computer, and proxy are described below:

n	 Firewall  This term may be used in reference to TMG in the context of its 
function as a firewall—a network entity that controls traffic flow between 
two or more unique networks.

n	 Proxy  This term may be used in reference to TMG in the context of its 
function as a proxy server. This includes the following use cases:

•	 CERN proxy (AKA forward proxy) and Web Publishing  
(AKA reverse proxy)

•	 SOCKS proxy as defined in http://en.wikipedia.org/wiki/SOCKS

•	 Winsock proxy (AKA TMG Clients) as described in  
http://technet.microsoft.com/en-us/library/ee291341.aspx

n	 Server  This term may be used in reference to TMG in the context of any 
function normally provided by Windows Server mechanisms, such as file 
shares, authentication, and so on. This term may also be used to refer to 
TMG in the general sense, such as array server or the TMG server.
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n	 Computer  This term may be used in reference to TMG in the context 
of any physical or logical configuration related specifically to Windows 
or the underlying server hardware itself, such as CPU, memory, network 
interfaces, and so on. 

Companion CD
The companion CD is a valuable addition to this book and includes the following 
items: 

n	 Sample scripts written in Visual Basic Scripting edition (VBScript), Java Script 
(Jscript), or Windows PowerShell for TMG administration. These scripts can 
be used either as is or customized to meet your administrative needs.

n	 SOCKS parser for Network Monitor 3.3. Instructions for the use of this 
parser are included on the CD.

n	 An electronic version of the entire Microsoft Forefront Threat Management 
Gateway (TMG) Administrator’s Companion.

Full documentation of the contents and structure of the companion media can 
be found in the Readme.txt file on the CD.

Digital Content for Digital Book Readers: If you bought a digital-only edition of this book, you can 
enjoy select content from the print edition’s companion CD. 
Visit http://www.microsoftpressstore.com/title/9780735626386 to get your downloadable content. This content 
is always up-to-date and available to all readers. 

System Requirements
You’ll need the following hardware and software to work with the companion 
content included with this book:

n	 Microsoft Windows Vista, Windows Server 2008, or Windows 7. Server Core 
is not supported for TMG or these tools.

n	 Microsoft Forefront TMG (for server installation) or Remote Administration 
(for client operating systems).

n	 1 gigahertz (GHz) or faster 32-bit (x86) or 64-bit (x64) processor.

n	 1 GB of available, physical RAM.

n	 Video (800 × 600 or higher resolution) monitor with at least 256 colors.

n	 CD-ROM or DVD-ROM drive.

n	 Microsoft mouse or compatible pointing device.

n	 Adobe Reader for viewing the eBook (Adobe Reader is available as  
a download at http://adobe.com).

http://www.microsoftpressstore.com/title/9780735626386
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Feedback and Support for This Book
Although we always strive for perfect content, the fact that humans are involved 
in the process from start to finish (no, really—we have flesh and bones and bad 
breath and everything) pretty much guarantees that we won’t achieve that lofty 
goal. Because you will no doubt discover mistakes, or something we’ve said may 
raise more questions than answers, please feel free to contact us collectively at 
authors@mstmgbook.org. We will respond as soon as possible with an answer 
appropriate to the question or comment.

Every effort has been made to ensure the accuracy of this book and companion 
content. As corrections or changes are collected, they will be added to a Microsoft 
Knowledge Base article accessible via the Microsoft Help and Support site. 
Microsoft Press provides support for books, including instructions for finding 
Knowledge Base articles, at the following Web site:

http://www.microsoft.com/learning/support/books/

If you have questions regarding the book that are not answered by visiting the 
site above or viewing a Knowledge Base article, send them to Microsoft Press via 
e-mail to mspinput@microsoft.com. 

Please note that Microsoft software product support is not offered through 
these addresses.

We Want to Hear from You
We welcome your feedback about this book. Please share your comments and 
ideas via the following short survey: 

http://www.microsoft.com/learning/booksurvey/

Your participation will help Microsoft Press create books that better meet your 
needs and your standards. 

Note  We hope that you will give us detailed feedback via our survey.  

If you have questions about our publishing program, upcoming titles, 

or Microsoft Press in general, we encourage you to interact with us via Twitter 

at http://twitter.com/MicrosoftPress. For support issues, use only the e-mail 

address shown in the previous section.
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You may have the challenging task of designing the network infrastructure TMG will 
serve. If this is the case, or even if you’re just trying to decide which TMG network 

topology best applies to your network infrastructure, you’ll want to read through 
this chapter carefully so that you make the right decision the first time. Changing this 
decision after deploying TMG can present some difficult challenges.

Choosing the Network Template

After establishing your traffic profile and identifying the IP address ranges that belong to 
your networks, it is time for you to determine which network template you will apply to 
TMG. The template you choose should match your current TMG configuration and satisfy 
your network needs. 

In Chapter 4, “Analyzing Network Requirements,” you identified TMG placement 
considerations, and during this process you saw that TMG can be placed at the edge 
of your network as a front-end firewall, behind another firewall in a back-end firewall 
configuration, or as a single NIC Web proxy (forward and reverse Web proxy). TMG 
network templates can assist you in reflecting the physical configuration into a logical 
firewall or Web proxy configuration. TMG includes four network templates:

n	 Edge Firewall

n	 3-Leg Perimeter

n	 Back Firewall

n	 Single Network Adapter
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You can choose the network template when you run the Getting Started Wizard by 
choosing Configure Network Settings. But before we apply the template it is important to 
understand what each template does.

Edge Firewall Network Template
You need a firewall on the edge regardless of your deployment; this adds the first layer of 
protection for your internal assets. By using the Edge Firewall network template for this 
scenario, you apply a configuration that reflects the main goal of your edge TMG placement. 

This template assumes that you have two interfaces: one connected to the internal 
network and one connected to the external network. Usually the external interface is the one 
connected directly to the Internet (through a router for instance), but it can also be behind 
another firewall or NAT device. Most often, the external interface is the NIC configured with 
a default gateway.

When you run the Getting Started Wizard, choose the Edge Firewall template, as shown 
in Figure 5-1.

Figure 5-1  The Getting Started Wizard–Edge Firewall template selection

This template provides the following benefits:

n	 TMG blocks all unauthorized attempts to gain access to the default Internal Network 
from the default External Network.

n	 TMG hides the default Internal Network from the outside.
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n	 You have the ability to provide secure access to internal servers by publishing them.

n	 The template carries little overhead and has an easy configuration.

More info  For more information about how to run the Getting Started Wizard, read 

Chapter 4 of this book.

3-Leg Perimeter Network Template
The 3-Leg Perimeter template can assist you in implementing a perimeter network, also 
known as demilitarized zone, or DMZ. This perimeter network is used to securely expose 
resources that are shared by users coming from untrusted networks (such as the Internet) and 
trusted networks (TMG-protected networks). 

This template involves setting up TMG with three network interfaces. One network adapter 
is connected to the Internet (external network), one is connected to the internal network, and 
the third is connected to a perimeter network. The 3-Leg Perimeter option is not available if 
you have fewer than three NICs installed on TMG. 

When you run the Getting Started Wizard you can choose the 3-Leg Perimeter template, 
as shown in Figure 5-2.

Figure 5-2  The Getting Started Wizard–3-Leg Perimeter template selection

By selecting this template in the Getting Started Wizard, you will have to specify later 
which adapter is connected to the perimeter as shown in Figure 5-3.
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Figure 5-3  Selecting the perimeter adapter

During this selection you need to specify whether the IP addresses used on the perimeter 
network are public or private. This is a key determination because it also affects the network 
relationship between the perimeter network with the default Internal and External networks. 
The perimeter network usually uses private IP addresses, which is the typical scenario because 
you want to hide the real IP address of the resource from Internet.

This template provides the following benefits:

n	 It protects the default Internal Network from external attacks.

n	 Allows you to securely publish services to the Internet by placing them in a perimeter 
zone. 

n	 External users can access resources located in the perimeter network while still being 
prevented from accessing internal resources.

Back Firewall Network Template
Scenarios involving the Back Firewall template include the deployment of TMG in between 
a perimeter network and the default Internal network. TMG acts as the back-end line of 
defense for the internal resources. Another firewall is necessary between the external network 
and perimeter network. Use this scenario when you want to provide two lines of defense and 
also gain the following benefits: 

n	 Granular access control

n	 Multiple layers of protection

n	 Separation of duties (Each firewall is responsible for different traffic profiles.)
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When you run the Getting Started Wizard you can choose the Back Firewall template, 
as shown in Figure 5-4.

Figure 5-4  The Getting Started Wizard–Back Firewall template selection

When you select this template using the Getting Started Wizard, you have to specify which 
adapter is connected to the default Internal Network and which adapter is connected to the 
perimeter network.

Single NIC Network Template
You use the Single NIC template when you want to limit the firewall to one or more of the 
following roles:

n	 A forward Web proxy server

n	 A Web caching server

n	 A reverse Web proxy (Web publishing—HTTP/HTTPs, RPC over HTTPs, and FTP) 

n	 A VPN remote-access client server

You cannot use a single NIC TMG to protect the edge of your network. The single NIC 
scenario assumes that TMG will provide these limited services and that another firewall will 
provide edge security.

The Single NIC template introduces a number of limitations to TMG functionality. 
The single NIC TMG has no concept of an external network, because it has only one 
network interface and the default gateway that connects you to anything beyond your own 
network lies on the same network card. Therefore, the only networks available are localhost 
(TMG itself) and internal. All firewall policies need to be created by using those elements.
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Additionally, using the Single NIC template creates a number of unsupported scenarios, 
including:

n	 Application filtering  Although the TMG has built-in application-layer inspection, 
the Single NIC template limits what can be inspected. Application-layer inspection is 
done only for HTTP/HTTPS and FTP over HTTP traffic.

n	 Server Publishing  The Server Publishing feature requires two network interface 
cards (NICs); this template supports only a single NIC deployment. 

n	 TMG Client  TMG client requests are not supported.

n	 SecureNET Client  SecureNET client requests are not supported.

Even if you configure a network adapter to use two or more IP addresses or you add 
a second network adapter and later disable it in an attempt to work around some of those 
limitations, this configuration still does not add support for the above scenarios.

When you run the Getting Started Wizard, you can choose the Single NIC template as 
shown in Figure 5-5.

Figure 5-5  The Getting Started Wizard—Single NIC template selection

After you apply the single NIC template the following addresses are excluded from the 
network:

n	 0.0.0.0

n	 255.255.255.255

n	 127.0.0.0 – 127.255.255.255

n	 224.0.0.0 – 254.255.255.255



	 Examining High Availability	 CHAPTER 5	 71

Real World  Cannot Access Some Web Sites

The following real-world example is based on a support incident regarding 

a recent deployment of TMG using the Single NIC template. The user was trying 

to access a Web site that gave him access to a payroll system. Unfortunately, this 

company didn’t really communicate how the Web site worked, and according to the 

basic manual the only traffic required was HTTPS (SSL). 

The user was able to access the first page and log in to the system, but when he 

tried to retrieve data from the payroll system, the page never loaded completely. 

The user argued that TMG was at fault because everything worked fine when TMG 

was bypassed. We had to do some reverse engineering to understand how this 

application worked. By using Network Monitor 3.2 we were able to view the details 

of the client/server traffic and we could see that the application indeed used HTTPS, 

but it also tried to open some Winsock connections using a non-HTTP port. 

That was the problem: to use this application, the customer needed support for 

both Web and non-Web protocols. To get support for non-Web protocols (and 

require client authentication), the user needed to use the TMG Client on his 

workstations to handle Winsock requests. But the problem was that the user was 

running a single NIC environment and the TMG Client requests are not supported in 

this configuration.

The bottom line was that the user had to add a second NIC and reconfigure TMG 

to use the Edge Firewall template. The lesson is that you really need to determine 

your traffic profile and define the type of traffic you need to support when you 

are purchasing a service from a third party. Make sure to ask what protocols are 

required. By defining this prior to implementing the application, you might avoid 

long support calls that end up being due to an unsupported scenario.

Note T he Single NIC template can be very useful if you clearly understand the limitations 

it imposes. However, regardless of the template you choose, it is important to mention that 

you should not use more than one default gateway on the external interface. This is also an 

unsupported scenario and can cause connectivity problems for your Forefront TMG.

Examining High Availability

Implementing a highly available network service frequently means different things to 
different people depending on their experiences in the IT community. In general, all network 
and application administrators agree that the term high availability means “uninterrupted 
service availability to the user.” In other words, if the service has to defer a user’s traffic path 
from one server to another, the user should not be aware that this action has occurred. 
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For example, some network or application administrators consider the goals of 
load-balancing and failover/failback to be completely different tasks, but they usually agree 
that they can both be employed to provide a more robust service to the user. In fact, if you 
choose to use load-balancing and failover/failback in combination, it’s in your best interest to 
deploy these mechanisms in a way that allows them to be compatible rather than conflicting. 
Otherwise, you could spend a great deal of your time chasing ghosts in the machine caused 
by conflicting traffic management mechanisms.

One thing all high-availability solutions have in common is that they try to use one or 
more aspects of the traffic definition to determine how the traffic should be handled in the 
course of traffic balancing across a server farm and in case of server failure. The use of one or 
more aspects of the conversation to control traffic flow is called affinity. 

Most IP traffic is defined by a combination of five unique identifiers, known as a 5-tuple:

n	 Source IP address  The IP address of the sending host.

n	 Destination IP address  The IP address of the receiving host. 

n	 Transport  The IP protocol (TCP, UDP, GRE, and so on) that carries the higher-level 
protocol, such as SSL or HTTP. Note that only TCP and UDP provide source and 
destination ports.

n	 Source port  A number identifying the transport socket used by the sending host. 

n	 Destination port  A number identifying the transport socket used by the 
receiving host.

In network protocol layer order, the following list describes some common high-availablity 
techniques:

n	 Source IP affinity  High-availability solutions that use this technique build a map 
of the traffic flow in the context of the host IP addresses that started the conversation 
(the client). The primary advantage to this technique is that it guarantees all traffic 
from a specific IP address is always sent to a specific server, regardless of the 
higher-level protocols in use. This also represents the greatest disadvantage of this 
technique: When traffic from multiple clients is sourced from behind a remote NAT 
or proxy device, the source IP for all clients is likely to be the same. This is the primary 
traffic management method used by NLB. TMG offers IP affinity for Web Publishing 
Load Balancing (WPLB).

n	 Source port affinity  This technique builds a map of the traffic flow in the context 
of the transport and source port. This is one method by which a high-availability 
mechanism can get around a case where multiple clients are behind a NAT or proxy 
device that makes them all appear as a single source IP. The primary advantage to this 
technique is that it is independent of the source or destination addresses. The primary 
disadvantage is that this technique can only be applied to protocols that make use of 
ports (TCP and UDP). Where protocols that do not use ports (such as GRE) are used, 
this method cannot be employed. When NLB is configured for no affinity, it is actually 
configured to use source port affinity.
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n	 SSL-ID affinity  SSL is a session layer protocol because it operates a layer above 
the transport protocols in the network protocol stack. Although it doesn’t fall into the 
5-tuple definition we described, it provides a statistically unique identifier that can be 
used to build the traffic flow map. The primary advantage of this technique is that it is 
a better identifier than IP addresses or ports, because it is cryptographically defined at 
the server side of the conversation and therefore unique to all traffic served by that host. 
The primary disadvantage to this technique is that although many third-party vendors 
use this, their management of the traffic in this context varies and occasionally conflicts 
when these techniques are used together. Neither TMG nor NLB support SSL-ID affinity.

n	 HTTP cookie affinity  Because much of the traffic crossing the Internet is HTTP, and 
because HTTP offers the concept of cookies as a unique session identifier for the client 
application itself, many high-availability solutions make use of cookie affinity. TMG also 
offers this when configured for WPLB. The primary advantage to this technique is that it 
is independent of the lower-layer protocols and can be used to uniquely identify a user’s 
browser session. This technique has a couple of disadvantages: The high-availability 
device must terminate SSL sessions; otherwise, it cannot insert the cookie in the response 
headers or read the cookies created by the server in the response headers. In addition, in 
some cases, such as Microsoft Office Outlook Anywhere and Terminal Services Gateway, 
cookies are not handled by the client application as the high-availability solution expects 
(if at all). TMG provides cookie affinity for WPLB; NLB does not support cookie-affinity.

n	 DNS Round-Robin  This method takes advantage of the ability to define more than 
one IP address for a host name in a DNS zone. In most cases, when a client queries 
a host name for which multiple IP addresses are defined, the DNS server will respond 
with all of the IP addresses defined for that host. Depending on the capabilities and 
configuration of the DNS server, it may apply IP filtering or ordering according to the 
subnet structure it determines based on the requesting host’s IP address. 

Important  DNS Round-Robin functionality varies between DNS server implementations 

and is referred to as netmask ordering. You can read more about Microsoft DNS netmask 

ordering at http://technet.microsoft.com/en-us/library/cc787373.aspx.

Although not strictly a high-availability mechanism, this is a very cheap (almost free) 
method for providing client connection load-sharing and failover. Neither TMG nor NLB 
have any effect on DNS Round-Robin, although the combination of DNS RR with NLB 
can produce interesting (read: confusing) results and are best not used in combination.

Important  Although DNS Round-Robin is a very popular high-availability method 

because of its low cost and ease of deployment and management, it doesn’t come 

highly recommended because its effectiveness is entirely dependent on how the client 

operating system or application handles such responses. A high-availability solution 

that depends almost entirely on client operating system or application behavior is not 

a high-availability solution that you can exert much influence over.
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n	 Bidirectional affinity  This affinity requires that the high-availability solution 
have a monitor and control point on opposite sides of the traffic path across a NAT 
device, and that both sides of this high-availability solution must intercommunicate 
to maintain proper traffic flow across it. NLB and some third-party high-availability 
solutions support this mechanism, although some of the third-party solutions require 
that you purchase duplicate units to have a functional bi-directional high-availability 
mechanism. The primary purpose of this mechanism is to ensure that traffic related to 
this connection is guaranteed to take the same path between the two endpoints. We 
discuss this in more detail in Chapter 8, “Installing TMG.”

Figure 5-6 depicts a simplified view of the traffic flow between multiple clients and a TMG 
array using an IP affinity–based high-availability solution such as NLB. The funnel represents 
the virtual-IP (VIP) address used by the high-availability mechanism. The critical point in 
this scenario is that all traffic—regardless of transport, port, or other criteria—is directed to 
a specific TMG array member. In this example, TMG 1 receives traffic from client 2, TMG 2 
receives traffic from client 3, and TMG 3 receives traffic from client 1. 

2
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Figure 5-6  IP-affinity from multiple sources

Note  If all three clients were behind a NAT or proxy, they might all appear to come from 

the same source IP address and would all be directed to the same TMG array member. This 

is where non-IP-based high-availability may be beneficial.

Figure 5-7 illustrates the typical behavior of a high-availability solution that uses 
non-IP-affinity, such as source-port or SSL-ID affinity. In this case, the client application opens 
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multiple connections to the VIP and thus these connections are distributed across the TMG 
array. If all the TMG array members are publishing the same application server or back-end 
VIP, this technique may work well. If not, the results could be unpredictable.

21 3

3 12

2

31

Figure 5-7  Non-IP-affinity

Note  Figure 5-7 illustrates how multiple clients would appear to a high-availability 

solution if they were isolated by a NAT device or proxy. Because they all use the same 

source-IP, you must use a non-IP-based affinity method to ensure the best traffic balance 

across the TMG farm.

Figure 5-8 depicts the behavior of an application that is aware of multiple IP addresses 
used by a single host. In such cases, the high-availability solution may choose to connect 
to different destination IP addresses, depending on how the application was designed and 
tested. This is one reason DNS Round-Robin is not used where predictable client behavior is 
important. In most cases where the client applications are multi-IP-aware, they will typically 
use the IP addresses received in the same order they were provided. To provide the best 
distribution across the TMG array, the order of IP addresses must change in each DNS server 
response. 

At this point you might be asking, “Why didn’t you include the remainder of the 5-tuple 
in the affinity set?” The answer is that at the server end of the conversation, the destination IP, 
transport, and destination port is the same for all conversations. Thus, they offer nothing of 
value to the task of traffic affinity for high availability.
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Figure 5-8  DNS Round-Robin

In the context of traffic sent through TMG arrays, two basic scenarios impact the 
high-availability design:

n	 Traffic handled by publishing rules

n	 Traffic handled by access rules

In each of these scenarios, you may have the ability to choose between two design options 
for the TMG network where the client request is seen:

n	 Integrated NLB

n	 Third-party solution

We can’t address all third-party solutions in this book, but you should be able to use the 
concepts provided here to compare the functionality and limits of any third-party device you 
evaluate. Each of the high-availability scenarios also includes the need to evaluate the use of 
ISP Failover, a new feature introduced in the TMG firewall. We’ll examine the considerations 
for this option in each of the following sections.

Designing High Availability for Publishing Rules
In most cases, publishing scenarios allow TMG to operate as the network service itself as far 
as the client is concerned. In this scenario, the client communicates with TMG, which then 
processes, filters, and forwards the traffic to the application server.

Web Publishing
Although typically used to serve requests from the Internet, Web Publishing is also useful for 
intranet scenarios. The most common use of intranet Web Publishing is to serve Exchange 
Outlook Web Access (OWA) users. In this scenario, you configure DNS so that connections for 
the OWA Web site are directed to the TMG Web Listener rather than the Exchange server. You 
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also configure the Exchange server’s OWA listener so that it accepts traffic only from TMG. 
This allows you to accomplish four goals:

n	 Provide a consistent login experience for all OWA users.

n	 Take advantage of customized TMG log on forms.

n	 Limit the maintenance of the login forms to the TMG.

n	 Use TMG to protect Exchange from common attacks against OWA.

Intranet Web publishing is also a useful technique to reduce the traffic overhead between 
branch offices and the central office through the use of TMG HTTP compression and DiffServ 
traffic prioritization (if your network infrastructure supports it).

On first consideration, Web Publishing appears to impose a fairly well-defined set of 
constraints for high-availability deployment design. For instance, you only need to consider 
three protocols for the traffic to the Web Listener; TCP, HTTP, and SSL (TLS). Because the 
TCP, SSL, and HTTP traffic will always be terminated at the TMG Web Listeners, the traffic is 
always handled by TMG in a routed context. This is because the traffic operates in the context 
of “to Local Host,” causing the firewall to process the traffic according to Network Rule #1: 
Local Host Access, which defines this relationship as route. Because Network Rules, which 
define a routed context, are bi-directional, any traffic sourced from TMG to anywhere is also 
handled in a routed context.

You also need to consider Web Chaining rules for Web Publishing because these are part 
of any traffic processed by the Web proxy filter. Web Chaining rules are processed after the 
Web Publishing rule has completed its task. Although Web Chaining rules don’t necessarily 
affect how the high-availability solution for traffic to the Web listener should be designed, 
they may affect how you design high availability between the TMG array and the published 
servers.

Because of the way they create and manage connections to the Web application server, 
some Web applications may not be well suited to some high-availability implementations. 
To make matters worse, the abuse of the HTTP protocol imposed by some Web applications 
makes it extremely difficult for many high-availability mechanisms to provide proper handling 
of this traffic. In particular, Exchange Outlook Anywhere Services and Terminal Service 
Gateway tend to stretch the HTTP protocol to its limits because of the way RPC is channeled 
through HTTP. 

RPC over HTTP transforms a protocol that was originally designed to handle single-channel 
simplex traffic into a two-channel, full-duplex transport for each RPC connection between 
the Outlook client and Exchange server. Because an Outlook client session may incur between 
5 and 10 RPC (and thus TCP) connections, this translates to 10 to 20 TCP connections and 
corresponding HTTP channels for each RPC send/receive context. Unless IP-affinity can be 
successfully employed, no high-availability current solution can collect all of these connections 
and sessions into a single context, so these sessions may be split across the TMG array and 
thus across the Exchange farm as well. Remember that because RPC over HTTP is unable to 
manage HTTP cookies, we cannot use cookie-affinity to work around this limitation.
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More Info  Simplex refers to a traffic channel where the information flows in one 

direction. Duplex refers to a traffic channel where the information flows in two directions. 

Half-duplex is two-way traffic flow, but in only one direction at a time. Full-duplex is also 

two-way traffic, but both directions can operate simultaneously.

Server (non-Web) Publishing
Because most deployments that use Server Publishing do so against a NAT network 
relationship, NLB and external high-availability solutions are generally equally effective 
when compared to their use with Web Publishing scenarios. The biggest difference between 
Web- and Server-Publishing high-availability solutions is that Server Publishing is typically 
used for non–HTTP protocols, which effectively eliminates the use of application protocol–
specific load balancing techniques such as cookie-based affinity and WPLB.

When Server Publishing is configured in a route relationship, the destination IP address 
in the traffic sent by the client is the actual IP address of the published server and not TMG 
itself. Because the destination IP address is not owned by TMG, and because NLB functions 
only for traffic destined to the local computer, you can’t use NLB to provide high availability 
at the TMG array when the network relationship for a Server Publishing Rule is route. In this 
case, only an external third-party high-availability solution is functional.

ISP Redundancy
Whether you use Web or Server Publishing, the configuration chosen for ISP Redundancy 
dictates how your publishing rules and the related high-availability solution must operate. 
ISP redundancy offers two operating modes: ISP failover and ISP load balancing. Both options 
include two distinct public subnets; the DNS structure that serves the remote clients must 
be configured according to the ISP Redundancy mode you’ve chosen so that hosts use the 
proper route to reach your rule listeners. TMG Integrated NLB and WPLB functionality is 
effectively unchanged by the ISP Redundancy configuration. Your planning considerations 
deal strictly with the DNS configuration for each ISP Redundancy option.

When ISP Redundancy is configured for ISP failover, it operates in what is commonly 
referred to as active-passive mode, meaning that only one ISP link is operating at any time. 
In this mode, your publishing rules may have listeners configured to listen on one or both ISP 
connections, but only one ISP connection actually processes incoming traffic. Because only 
one ISP connection accepts traffic at any time, the DNS structure serving those clients must 
be agile enough to change the responses it provides when the ISP connection changes. The 
primary concern for this scenario is the time it takes for DNS record changes to be recognized 
by the rest of the Internet. Contrary to popular belief, DNS records do not “propagate” across 
the Internet. Instead, each DNS server that holds a copy of the record will query the DNS 
server that is authoritative for that record (or the nearest forwarding DNS server) for updates 
to that record. If the Time-To-Live (TTL) for that record is long (for instance, 1 day), it can take 
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several days for the Internet to realize that this record has changed. This is one reason host 
TTL is made extremely short for those hosting companies that use DNS Round-Robin for their 
high-availability or geographic-targeting solution.

When ISP Redundancy is configured for ISP load-balancing, it operates in what is 
commonly referred to as active-active mode, meaning both links are operating at the same 
time and traffic is shared between them according to the load factor you assigned. In this 
mode, your publishing rules may have listeners operating on one or both ISP connections. 
The DNS records relevant to the Forefront TMG listeners determine which listeners receive 
traffic from remote clients. Figure 5-9 illustrates ISP load-balancing.

1 2

Internet

Figure 5-9  ISP load-balancing

High Availability from TMG to Published Web Servers
Although the Forefront TMG firewall integrates with NLB to provide an out-of-box 
high-availability solution for traffic destined to TMG itself, you cannot configure NLB at 
the TMG server array to provide high availability for traffic that TMG originates. For traffic 
sourced from TMG itself, other means of high availability are required, such as WPLB, NLB at 
the published server farm, or third-party solutions deployed between the TMG array and the 
destination server farm. We’ll discuss NLB deployment and configuration in more detail in 
Chapter 8.

As noted previously, WPLB can use either IP-affinity or HTTP-cookie affinity, but not both 
simultaneously. Unlike NLB, WPLB does not provide no-affinity functionality. The effectiveness 
of cookie-affinity is completely dependent on the client’s ability to process cookies properly. 
If the client application cannot process cookies properly, WPLB can only be effective if 
IP-affinity is used. Because WPLB deals with handling traffic to the published applications and 
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NLB is handling traffic sent to the TMG array, the two are generally compatible when properly 
configured and all points in the communication (client to TMG to server) can participate 
properly.

Note  Because WPLB is provided by a Web filter, and this Web filter is built and 

configured only for incoming Web requests, WPLB functionality is only available for traffic 

handled by Web Publishing Rules.

Designing High Availability for Access Rules
When TMG operates as a forward Web proxy for hosts on protected networks, the question 
of client- versus server-based high availability becomes even more complex, especially when 
dynamic proxy configuration is employed. Many articles, blogs, and forum postings tout the 
use of client-side Cache Array Routing Protocol (CARP) as a cheap load-balancing technique, 
but this is actually much less effective or reliable than DNS Round-Robin and may even create 
additional problems if you have chosen to use other high-availability techniques for this traffic.

More Info  CARP will be discussed in detail in Chapter 16, “Caching Concepts and 

Configuration.”

External Network
Although it’s not generally a best practice from a security standpoint, many IT administrators 
will co-locate a server application on the firewall in an effort to save deployment costs. Most 
often, this sort of deployment is seen in a branch office scenario where cost containment is 
a higher priority than network security best practices or application isolation. In these cases, 
Access Rules can be used to allow traffic from remote hosts to the application hosted on TMG. 
In some cases, Access Rules do not provide the same level of traffic protection as do server- 
or Web-Publishing rules due to the way TMG application filters process the traffic. Therefore, 
if you wish to co-locate server applications on TMG, you’re better off if you Web or Server 
publish the application.

That being said, you configure, maintain, and troubleshoot high availability for access rules 
on the external network exactly as you would for that high-availability technique when used 
with Web Publishing and Server Publishing across a NAT relationship.

Protected Networks
Traffic on protected networks offers a very different traffic context for TMG and the 
connecting clients. As such, your high-availability solutions need to be designed with these 
facts in mind during the design process.
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Hosts communicating through TMG from protected networks use three distinct traffic 
contexts:

n	 SecureNET client  This client is the simplest to design high availability for because it 
is effectively unaware that the TMG array even exists in the traffic path. 

n	 Web proxy client  This client is aware that a CERN proxy exists in the network and 
communicates to it in a specific way.

n	 TMG client  This client is aware that TMG exists on the network and uses a complex 
control protocol set to serve Winsock application requests.

SecureNET clients offer the simplest traffic flow management scenario for the high-availability 
designer. This client communicates to hosts in remote subnets using its local routing table. One 
problem you may encounter with this client traffic is that unless you use IP-affinity, each new 
connection created by this client may be sent to a different member of the TMG array. If the 
remote server uses source-IP as a security factor (many banking sites do this), and the application 
creates multiple connections to the remote server, those connections may be seen by the remote 
server as coming from multiple IP addresses and they all could be disconnected. Needless to 
say, this behavior can cause your users to apply some creative alternative definitions to the 
term high availability. Some third-party high-availability offerings are smart enough to match 
the destination IP to existing client connections and thus avoid this problem, but they are not 
common. NLB does not offer this functionality.

Web proxy clients complicate the high-availability scenario even further because they can 
operate in one of three ways:

n	 Automatic detection  This client configuration uses the WPAD protocol to discover 
the location of a proxy script. Once the WPAD client acquires the script, this client uses 
the script to determine how each individual request should be handled. 

n	 Configuration URL  This client configuration is similar to the automatic detection in 
that it uses a proxy script acquired from TMG; the primary difference is that it does not 
use the WPAD protocol to discover the location of this script. 

n	 Static proxy  This client configuration makes every request to a proxy as specified 
in the static configuration. Depending on the application, it may make all requests 
to a specific proxy, or it may communicate with different proxies depending on 
the protocol in use, such as HTTP, HTTPS (HTTP over SSL/TLS), FTP, and so on. This 
client configuration does not use a proxy script to determine which proxy to use for 
individual requests.

Important  Many Web applications may be configured as any or all of the preceding 

configurations. In some cases, as with Internet Explorer, Windows Media Player, and many 

applications based on WinHTTP (Outlook, RDP client, Windows Media, and many others), 

you can use Group Policy to provide standardized configuration of these applications 

across all clients in an organization. The Firefox browser even offers an .adm file that allows 

the Group Policy management of the browser configuration. This template is available 

from http://sourceforge.net/projects/firefoxadm/.



	82	 CHAPTER 5	 Choosing the Right Network Topology

When a Web proxy client uses auto-detection or a configuration URL, the script provided 
by TMG provides data and code that allows the Web client application to decide whether 
a destination is local or remote and—if TMG is deployed in a CARP-enabled array—which 
array member should be contacted to provide the desired content according to the client-
side CARP algorithm. What this boils down to is the fact that a Web proxy client application 
using client-side CARP may make requests to more than one host in the TMG array. Because 
by default the script lists the array members by IP address, the client-side CARP mechanism 
should never communicate to a Virtual IP address (VIP) in an NLB-enabled TMG array. In 
fact, it’s best if you don’t try to make your high-availability solution work in opposition to 
the client-side CARP; this creates additional intra-array traffic because the array member that 
receives the client’s request uses the same CARP algorithm to acquire the content from the 
same server the client tried to contact in the first place. IP-specific load-balancing techniques 
are a poor choice for these client configurations.

When a client uses a static Web proxy client configuration, IP-specific high-availability 
solutions tend to work better since each Web proxy application will use the same configuration 
and so you can direct them to the (VIP) assigned. NLB enabled on the TMG internal network 
works well for these clients.

TMG clients complicate matters even further, since they acquire a configuration file 
regardless of whether they are configured for automatic or manual operation. This file tells 
the TMG client how it should communicate with TMG and which applications require special 
handling. Because traffic is handled on a per-application basis, it’s entirely possible that one 
application could be operating as a SecureNET client, whereas another is handled as a Web 
proxy client and still another is handled as a TMG client. 

When the TMG client operates with a TMG array, you should use DNS Round-Robin to 
spread the TMG client load across the array. Each time the TMG client needs to connect to the 
array, it will ask Windows to resolve the server name, and if the DNS server provides multiple 
IP addresses for the array FQDN, the TMG client will cycle through those IP addresses for each 
new application connection. Other high-availability solutions should use IP-affinity to ensure 
that TMG client traffic does not get split between multiple TMG array members.

ISP Failover
High availability for access rules that serve ISP connections should be handled exactly as you 
would with Web and Server Publishing across a NAT relationship. For all intents and purposes, 
they operate exactly the same way.

Joining the Firewall to a Domain or Workgroup

Over the years, administrators have discussed whether ISA Server should operate as domain 
members. This discussion now applies to the TMG as well. Some conservative, “old guard” 
firewall administrators think that having a firewall joined to the domain can compromise the 
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security of the environment. No real proof exists regarding the unsecure state that a firewall 
domain membership could cause. The good news is that the debate that has been going on 
and on over the years is becoming less relevant and thus less important. 

However, you might still hear statements such as: “If an attacker gains access to the firewall 
it owns your directory service.” This is an untrue statement. No instances of an ISA firewall 
being compromised in a production environment have been reported, and we expect the 
same to apply to TMG. Attackers are focused on gaining access to the application services, 
not gaining access to firewall itself. Table 5-1 outlines the advantages and disadvantages of 
having TMG operating in the domain or workgroup.

Table 5-1  Domain vs. Workgroup 

Forefront TMG 

Installation Pros Cons

Domain–Joined n	 More granular control for user 
access in forward and reverse 
proxy scenario.

n	 Full support for client certificate 
authentication as the primary 
authentication method.

n	 No need to have a certificate for 
connectivity with CSS.

n	 Support for Active Directory 
Group Policy. This can add 
another layer of protection 
when hardening the TMG 
computer by using Group Policy.

n	 Enhanced security while publishing 
services, such as Exchange Server 
by using Kerberos Constrained 
Delegation.

n	 If your TMG Server is 
located in a Perimeter 
network in front of 
another firewall, you need 
to allow more protocols 
through it to allow 
communication with the 
domain.

Workgroup n	 If the firewall is compromised, the 
directory services might not be 
affected.

n	 Requires additional 
overhead for 
administration because 
a certificate is required 
if CSS is installed in 
Workgroup.
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Forefront TMG 

Installation Pros Cons

n	 Even if Active Directory is 
compromised, the firewall might 
not be compromised because it 
isn’t part of the domain.

n	 Doesn’t have the same 
flexibility to use domain 
users and groups for 
outbound access.

n	 Can’t use client 
certificates as the 
primary authentication 
method.

n	 User accounts are 
created on the firewall 
itself to allow intra-server 
communication.

n	 Doesn’t support Active 
Directory Group Policy.

n	 TMG client authentication 
requires account 
mirroring on TMG 

Although this table gives you a set of comparative parameters, in some scenarios you will 
see TMG implemented in a workgroup. Most of the time this happens because of one of the 
following reasons:

n	 A lack of information about the real benefits of having the TMG as a domain member

n	 A back-to-back firewall scenario where TMG (firewall and CSS) is placed between two 
third-party firewalls and the firewall administrator wants to avoid opening RPC and 
other port from Forefront TMG to the internal network

n	 A company security policy that determines that no device that faces an untrusted 
network can be part of the corporate domain

Among the preceding arguments, the most understandable one from a political and 
sociological perspective is the last one, because it involves something that usually comes 
from management and is not based on technical facts. You can work around the other 
two arguments if the security administrator has a good understanding of the benefits of 
deploying the TMG as a domain member.
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Summary

When you plan your TMG deployment, you have two choices: Design the network around 
the TMG deployment or fit TMG into an existing network structure. Because the highest 
probability is that TMG will have to fit an existing structure, you’ve most likely already had the 
opportunity to think through the requirements of your network and high-availability needs 
and match your TMG deployment to them. Now that you know the elements that you need 
to address prior to choosing your network template, you can start planning your migration. 
In the next chapter you will learn how to migrate from ISA Server 2004 or ISA Server 2006 
to TMG.
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Microsoft Forefront TMG includes some built-in tools to assist in troubleshooting 
various scenarios, such as publishing rules and access rules. However, in some 

situations you will need to go a step further and analyze what is happening on the wire 
to better understand TMG behavior. For those scenarios the best tool to use is Network 
Monitor. This chapter will cover the basics of Network Monitor, including how to capture 
data and some Network Monitor capture scenarios.

Using Network Monitor to Capture Traffic

As explained in Chapter 4, “Analyzing Network Requirements,” the definition and 
understanding of your network’s traffic profile is important so that you can know 
precisely what TMG should handle as far as protocols are concerned. Perhaps you have 
proprietary applications that are not using default ports and therefore you need to 
create a custom protocol definition on the TMG firewall. Commonly, in medium and large 
network environments not all applications used on the client workstation are precisely 
documented—the protocol and port the workstation uses are not always described. 

More Info T he following blog post offers an example of how Network Monitor 

can assist you in identifying unknown traffic: http://blogs.technet.com/yuridiogenes/

archive/2008/10/19/using-Network Monitor-3-2-to-identify-an-unexpected-traffic.aspx.
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Sometimes applications are deployed to client workstations without proper documentation 
and without you understanding how the application works. These scenarios gain complexity 
when the application needs to use a server located outside of the internal network and the 
traffic needs to pass through TMG. Without proper documentation from the application 
vendor, you will have to investigate what protocols the application requires to create access 
rules on TMG firewall.

This is only one example of a scenario in which you can use Network Monitor to identify 
traffic patterns and troubleshoot network connectivity issues. The version that we use in this 
book is the currently available public version (at least at the time of this writing), which is 
Network Monitor 3.3. 

More Info  Watch for new releases and for articles related to Network Monitor at the 

Network Monitor Team’s blog: http://blogs.technet.com/netmon.

Data Gathering with Network Monitor
When using Network Monitor for data gathering it is important to define your primary goal. 
In other words, what are you looking for? Many times a Network Monitor capture becomes 
painful to read because whoever is reading it doesn’t know what to look for. When you have 
a clear understanding of the goal of this capture, you can move forward to the next step, 
which is configuring Network Monitor for data gathering.

Network Monitor allows you to capture data using the Network Monitor Graphical User 
Interface (GUI) or by using the nmcap command-line interface. Troubleshooting scenarios 
with TMG sometimes require Network Monitor capture plus other logs. This is the nice thing 
about ISA Data Packager (which is part of the ISABPA): this tool also gathers Network Monitor 
captures from all TMG firewall network interfaces.

More Info  See the following post for more information on ISA Data Packager:  

http://blogs.technet.com/yuridiogenes/archive/2009/05/07/using-isabpa-for-proactive- 

and-reactive-work-with-isa-server-part-2-of-2.aspx.

Using Network Monitor GUI
When performing a capture using the Network Monitor console, you need to address some 
issues before you get started. Figure 33-1 shows the Network Monitor interface, highlighting 
the main features available.
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Figure 33-1  Network Monitor main screen

By default Network Monitor gathers data only on the following scenarios:

n	 Traffic generated from the interface that you selected

n	 Traffic where the selected interface is the destination

n	 Broadcast traffic

If you want to gather all traffic seen by this interface—including that which has nothing 
to do with this interface—you need to click the P-Mode (Promiscuous Mode) button on 
the Select Networks panel. The Select Networks panel also presents the available network 
interfaces; this is one of the most important options in this dialog box. The majority of the 
issues that you troubleshoot on TMG will require you to get a Network Monitor capture for all 
relevant network interfaces on the TMG computer. To do that you need to clear the checkbox 
for any interfaces (by default both will appear selected) on which you do not wish to capture 
data and then click the New Capture tab (either on the toolbar or on the Recent Captures 
panel).

When a new Capture tab is created you will see a dialog box similar to the one shown 
in Figure 33-2.
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Figure 33-2  New capture dialog box and the initial options for data gathering

When you are ready to reproduce the issue that you are troubleshooting, click the Start 
button located in the toolbar, as shown in Figure 33-2. When Network Monitor captures 
the traffic it creates a file to temporarily store the captured data. This file has a predefined 
size determined in the Network Monitor Options dialog box, and after it gets full, Network 
Monitor starts to overwrite the older packets capture within the capture’s temp file. To 
change the temp file location and the buffer size follow these steps:

	 1.	 Click Tools.

	 2.	 Click Options.

	 3.	 Click the Capture tab. The dialog box shown in Figure 33-3 appears.

	 4.	 Change the file location and the buffer size and then click OK.

After you finish reproducing the problem, click the Stop button to stop the capture and 
save the file by using the option Save As from the File menu. The Save As dialog box appears, 
as shown in Figure 33-4.
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Figure 33-3  Available options for temp file location and buffer size

Figure 33-4  Selecting which frames you want to save
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The following frame selection options are available in the Save As dialog box:

n	 All Captured Frames  Saves all the frames that were captured. Save the temp file 
with the name that you choose and then delete the temp file.

n	 Displayed Frames  Saves only the frames that are displayed in the capture tab. 
This option can be interesting if, for example, you want to save only the HTTP traffic 
from TMG to a specific IP address. You can create and apply a filter and you will only 
see frames that belong to this filter. This will reduce the final size of the .cap file that 
you are saving.

n	 Selected Frames  Saves only the frames that you selected (highlighted) in the 
capture dialog box.

n	 Frame Range (e.g., 1,3,5-12)  Saves only a specific range of frames.

Note  Later in this chapter we will explain how to analyze a capture and use the 

available options within the Capture tab in the Network Monitor interface.

Using Nmcap.exe
The user experience with Network Monitor GUI is much better than Network Monitor 2 for 
most scenarios. However, in some other scenarios automation and system resource usage are 
more important than having a nice interface in which to capture and interpret data. To limit 
the resources consumed by Network Monitor during the capture process, you can use the 
Nmcap command-line interface, which has a rich set of options for data gathering. For the 
purpose of this example you will capture traffic from all interfaces where the protocol is equal 
to HTTP (/capture http), setting a maximum file size to 40 MB (/file httptraffic.cap:40M) and 
stopping when you press the X key (/terminatewhen /keypress x). To accomplish this access 
follow these steps:

	 1.	 Click Start, type cmd, and press Enter.

	 2.	 Type following the command: 

Nmcap /network * /capture http /file httptraffic.cap:40M /terminatewhen /keypress x

	 3.	 Press Enter. Open Internet Explorer and browse to http://www.microsoft.com. After 
navigating through the site, go back to the command prompt window and press the 
X key.

	 4.	 A file called httptraffic.cap will be available in the location where you started this 
command, which is the Network Monitor folder.

To see all the parameters available in the Nmcap command-line interface, type the 
command nmcap /?. To see some example scenarios of how to use Nmcap, type the 
command nmcap /example and press Enter.

Note A  tool called the Network Monitor Wizard was created to assist in the task of 

configuring the Nmcap command-line based on parameters that can be specified by 

stepping through the wizard. You can download this tool (and the source code) from 

http://netwiz.codeplex.com.
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Real World  The Infamous 5783 Event

One of the most challenging scenarios for data gathering is the one that 

happens intermittently, where there is no immediately discernable pattern and 

when there is no one available to get data. A classic example is when the ISA or TMG 

firewall loses connectivity with a domain controller and triggers the event 5783 in 

the System Log, which says that no domain controllers are available. This problem 

can be caused by so many issues that a broad data gathering method is required to 

really understand what is going on. 

Nmcap does not have a way to stop a capture if a particular event happens. However, 

one option you can use in the Windows Server 2008 Event Viewer feature allows you 

to trigger an action when a specific event occurs. However, this is not an ideal option 

because when event 5783 appears, it means that the issue already happened—the 

communication of interest is done, and capturing data from this point will not 

reveal what happened during that precise time frame. In a scenario like this the goal 

is really to keep capturing until the event happens. In other words, stop Network 

Monitor capture when event 5783 appears in the event log.

Fortunately, the Network Monitor Team listens to the user community and has 

developed a helpful tool called NM3EventCap. For this particular case the command 

line is pretty simple. Just type NM3EventCap.exe TheEvent.cap 5783. You can use 

other parameters, such as the maximum file size, number of adapters to capture, 

and so on. Download this tool from http://nm3eventcap.codeplex.com. This tool 

was built based on Network Monitor API, which you can also start playing with by 

downloading the SDK from http://nmexperts.codeplex.com.

Reading a Network Monitor Capture

Analyzing network captures is an exercise made up of 50 percent knowledge and 50 percent 
experience. A dazzling number of digital and print references are available that are intended 
to help you improve your network analysis skills. Network capture analysis requires at least 
a basic knowledge of the behavior expected from the application under test as well as some 
familiarity with the related protocols. The time spent using multiple capture and analysis tools 
will help you gain these skills.

Note  Laura Chappell of http://www.wiresharku.com offers a vast array of network 

analysis training. Although the content is Wireshark-focused, the concepts and techniques 

transfer quite well to Network Monitor. She has presented sessions on network analysis 

techniques at numerous venues such as Tech Ed and Black Hat.
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If you’ve never used a network analysis tool, you need to understand a few things about 
how Network Monitor processes network captures:

n	 All network traffic is divided into data chunks called packets.

n	 The packets contain data relative to one or more protocols. 

n	 The protocols in these packets are identified and analyzed using protocol parsers.

n	 One parser can call another parser if it has been written to recognize the protocol 
handled by the next protocol layer parser.

When you open a network capture file, Network Monitor passes the file data through its 
parser engine, which in turn calls the related protocol parsers as each protocol is identified. 
The result of this action is displayed to you in the Frame Summary pane of the Network 
Monitor application window, as shown in Figure 33-5.

Figure 33-5  Network Monitor display example

In the left pane, Network Monitor displays a summary of the IP conversations identified 
by the parsers that were called by the Network Monitor parsing engine. By default, Network 
Monitor limits this display to the lowest-layer protocol; in this case, the application process 
name and process ID are shown because the capture was taken with these options enabled.
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Each conversation is assigned a unique number to help you filter the capture so that only 
the protocols you are interested in are displayed.

You can click the plus sign (+) indicator to expand an IP conversation to display the 
higher-layer protocols, each of which can be expanded if it contains a higher-layer protocol. 
If you select one of the conversations in the left pane, the Frame Summary pane is updated 
to show only those packets that are related to that protocol and conversation. Figure 33-6 
illustrates this relationship for one of the conversations.

Figure 33-6  Conversation summary display

If the data is saved as part of the capture file, Network Monitor organizes the conversation 
summary so that the relationship between applications and the protocols is clear. If the process 
information is not part of the capture, Network Monitor only shows the protocol relationships. 
In the example shown in Figure 33-6, HTTP conversation 10 is part of TCP conversation 9, 
which in turn is related to IP conversation 8 and was created by iexplore.exe (Internet Explorer) 
process ID 2484. One thing to remember about Network Monitor conversation identifiers 
is that they are assigned as each parser tells the parser engine to create a conversation. 
Because higher-layer protocols are called by lower-layer protocols, the conversation value 
represents the total number of conversations Network Monitor has identified up to that point 
in the capture, not the conversation count for a particular protocol. In other words, HTTP 
conversation 10 represents the tenth conversation Network Monitor was instructed to build, 
not the tenth HTTP conversation Network Monitor identified.

These values are useful in the display filter pane as values provided in the Conversation.
Protocol.ID, where Protocol is replaced by the name of the protocol of interest, such as TCP, 
HTTP, and so on. If you wanted to limit the display to HTTP conversation 10, you would type 
conversation.http.id==10 in the Display Filter text box and click Apply or press Ctrl+Enter to 
apply the filter.

Network Monitor also provides the means to filter the capture on any parsed aspect 
of the capture data. Network Monitor depends on the protocol parsers to help with this 
functionality because it is the parser’s responsibility to interpret the data and identify 
key aspects of the protocol that can be used by you in your analysis efforts. For instance, 
if you want to limit the display to TCP traffic to and from the TMG Web Proxy listener for 
a protected network, but you don’t yet know the conversation, you can use the display filter 
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statement tcp.port==8080. Network Monitor allows you to apply the port number to the 
source and destination ports simultaneously by using the generic .port property. By using 
this generalization for source and destination ports, the display will show traffic to and from 
TMG, not just to TMG (as with tcp.dstport==8080) or traffic from the TMG Web Proxy listener 
(as with tcp.srcport==8080). This applies to UDP as well as TCP because they both utilize 
source and destination ports as part of the protocol.

This is where having a basic understanding of most common protocols is useful. If you try 
to apply a display filter to a protocol that doesn’t define a property you specify in the display 
filter, or if you specify an invalid value, Network Monitor will indicate an error and the current 
Frame Summary display will be unchanged. Figure 33-7 illustrates this behavior.

Figure 33-7  Network Monitor invalid filter response

The example in Figure 33-7 illustrates a common misunderstanding of protocol 
relationships. It’s generally accepted in the networking community that TCP port 80 is used 
for HTTP, but a common misunderstanding is that port 80 is part of the HTTP protocol itself.

Recall from Chapter 15, “Web Proxy Auto Discovery for TMG,” that the WPAD process is 
actually made up of three separate protocols:

n	 DHCP to discover the WPAD URL

n	 DNS to discover the WPAD host record or resolve the name obtained in the DHCP 
INFORM response

n	 HTTP to request the CFILE (configuration file)

If you want to isolate the traffic related to WPAD, you have to use a more complex display 
filter statement than just ports. There is no way to write a single filter called WPAD, but 
because you know which protocols are involved, you can write a display filter that includes 
only the protocols that are part of the WPAD process. The simplest filter would appear as 
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dhcp or dns or http, instructing Network Monitor to display only the packets that include 
those three protocols. Unfortunately, it would also display the DNS, DHCP, and HTTP traffic 
that was not related to WPAD.

You can create a filter that limits the traffic to only the data you want, but it takes a bit of 
sleuthing to gather the data you need to provide to Network Monitor. Because the Network 
Monitor team is owned and operated by some very experienced networking folks, they 
understand the need to make this task as simple as possible. The following steps illustrate 
how to use Network Monitor to build the query needed to isolate only WPAD-related traffic. 
The capture file is included on the companion CD as chapter-33-wpad.cap. The example 
capture doesn’t include DHCP traffic, so you get to limit your efforts to DNS and HTTP only.

Note T o open the example captures, you have to install Network Monitor on your 

computer. You can obtain the latest version from http://www.microsoft.com/downloads/

details.aspx?FamilyID=983b941d-06cb-4658-b7f6-3088333d062f and the latest parsers can 

be obtained from http://www.codeplex.com/NMParsers.

Open Network Monitor
	 1.	 Click Start and then click All Programs.

	 2.	 Expand Microsoft Network Monitor 3.3 and then click Microsoft Network Monitor 3.3.

Open the Example Capture File
	 1.	 In Network Monitor, click Open Capture and navigate to your CD drive.

	 2.	 Select chapter-33-wpad.cap and click Open.

Apply the Basic WPAD Display Filter
	 1.	 In the Display filter text box, type dns or http. 

	 2.	 Click Apply or press Ctrl+Enter to apply the filter to the Frame Summary display pane.

Your Network Monitor display should appear, as shown in Figure 33-8.

Figure 33-8  Initial Frame Summary display
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Narrow the DNS Filter Scope
	 1.	 In the Frame Summary pane, select Frame 6 (DNS Query for wpad.contoso.com). This is 

the DNS query for the WPAD record. The Frame Details pane will display the protocol 
details for this packet.

	 2.	 Starting with the DNS protocol in the Frame Details pane, expand each following item 
until you see QuestionName: wpad.contoso.com.

	 3.	 Right-click QuestionName: wpad.contoso.com and select Add Selected Value To 
Display Filter. The Display Filter text box will change to “dns or http OR DNS.QRecord 
.QuestionName == “wpad.contoso.com””.

Narrow the HTTP Filter Scope
	 1.	 In the Frame Summary pane, select Frame 11. This packet is the WPAD request from 

the client to TMG. The Frame Details pane will display the protocol details for this 
packet.

	 2.	 In the Frame Details pane, expand the data points within HTTP until you see the host: 
wpad.contoso.com.

	 3.	 Right-click host: wpad.contoso.com and select Add Selected Value To Display  
Filter. The Display Filter text box will change to “dns or http OR DNS.QRecord 
.QuestionName == “wpad.contoso.com” OR HTTP.Request.HeaderFields 
.Host == “wpad.contoso.com””.

	 4.	 In the Frame Summary pane, select Frame 12. This packet is the WPAD response from 
TMG to the client. The Frame Details pane will display the protocol details for this 
packet.

	 5.	 In the Frame Details pane, expand the data points within HTTP until you see 
MediaType: application/x-ns-proxy-autoconfig.

	 6.	 Right-click MediaType: application/x-ns-proxy-autoconfig and select Add Selected 
Value To Display Filter. The Display Filter text box will change to “dns or http OR  
DNS.QRecord.QuestionName == “wpad.contoso.com” OR HTTP.Request.HeaderFields 
.Host == “wpad.contoso.com” OR HTTP.Response.HeaderFields.ContentType 
.MediaType == “application/x-ns-proxy-autoconfig”.”

Narrow the Whole Display Filter
	 1.	 In the Display Filter pane, delete “dns or http OR” from the display filter text. 

The remaining text should read “DNS.QRecord.QuestionName == “wpad.contoso.com” 
OR HTTP.Request.HeaderFields.Host == “wpad.contoso.com” OR HTTP.Response 
.HeaderFields.ContentType.MediaType == “application/x-ns-proxy-autoconfig”.”

	 2.	 In the Display Filter pane, click Apply or press Ctrl+Enter to apply the display filter. 
The Frame Summary pane contents should resemble Figure 33-9.
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Figure 33-9  WPAD display filter results

Congratulations! You’ve just defined a filter that will specifically identify the DNS and 
HTTP portions of the WPAD process used by any host in the Contoso organization. Because 
Network Monitor also allows you to save filter definitions, you need never be forced to 
re-create this little gem.

Note  If you wanted to further isolate the search in a very large capture to a single client, 

you need only add that client IP address to the filter definition. If the client in question  

were operating on IP address 192.168.0.123, that filter would appear as  

“ipv4.address==192.168.0.123 and (DNS.QRecord.QuestionName == “wpad.contoso.com” OR 

HTTP.Request.HeaderFields.Host == “ wpad.contoso.com” OR HTTP.Response.HeaderFields.

ContentType.MediaType == “ application/x-ns-proxy-autoconfig”)”. You need to add the 

parentheses around the original filter definition so that all of the original filter criteria apply 

equally to the IP address.

Troubleshooting TMG Using Network Monitor 

In this part of the chapter, you’ll see how to use various Network Monitor display filters to 
help evaluate a SOCKS-proxy application’s misbehavior. The capture used in this example is 
contained on the companion CD as socks4_ftp.cap.

In this scenario, a colleague has decided that he wants to test how Internet Explorer (IE) 
behaves as a SOCKS proxy client when accessing FTP servers. He believes the TMG and IE 
configurations are correct, but he has two problems that he needs your help to resolve:

	 1.	 His internal DNS structure does not allow clients to resolve public names to 
IP addresses, yet IE is able to make the connection to the FTP server.

	 2.	 Although IE is apparently able to connect to the FTP server, IE cannot display  
a directory listing from the FTP server. 
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At your request, he obtained a Network Monitor capture at the test client during an 
attempt to use the ftp.3com.com FTP server and sent it to you for analysis. When you open 
the capture file, Network Monitor initially displays an unfiltered protocol analysis as shown 
in Figure 33-10. 

Figure 33-10  Initial Network Monitor display for socks4_ftp.cap

You’ll notice that because your colleague did not define a filter during the capture, it 
contains a lot of traffic that appears to be unrelated to the issue you’re evaluating—at least 
right now. You’ll see the value of an unfiltered capture as we move through the analysis.

Because you know that your colleague is testing the browser as a SOCKS client, you can 
apply a display filter to limit the traffic Network Monitor displays to that protocol. You do this 
by performing the following steps:

	 1.	 Enter the name of the protocol (SOCKS) in the Display Filter pane just above the Frame 
Summary pane, as shown in Figure 33-11.

	 2.	 Either click Apply in the Display Filter pane or press Ctrl+Enter to apply the filter to the 
Frame Summary display.
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Figure 33-11  Frame Summary display filtered for SOCKS protocol

Initially, the capture seems to indicate behavior that is typical of an FTP application 
configured as a SOCKS proxy client:

	 1.	 IE sends a SOCKS CONNECT for IP address 192.136.34.93 and port 21 (FTP control 
channel). Because IE specified the IP address instead of the FTP server host name, 
it’s clear that IE is indeed resolving the host name to the IP address.

	 2.	 The SOCKS proxy replies with GRANTED. This response demonstrates two facts:

	 a.	 The SOCKS proxy rules allow this request. 

	 b.	 The connection to the requested destination was successful.

	 3.	 Immediately following the SOCKS GRANTED reply, you see the FTP banner in 
Frame 612. This tells you that the FTP server is functioning at a basic level.

	 4.	 The FTP server accepts an anonymous login from IE. You can determine that whatever 
problem your colleague is having, it’s not related to FTP server authentication.

	 5.	 The FTP server accepts the IE instruction to change the working directory to the root 
directory (CWD /).

	 6.	 The FTP server accepts the IE command to send ASCII data (TYPE A).

	 7.	 The FTP server accepts the PASV command sent by IE and responds with the IP and 
port that the FTP server has prepared for IE to connect to for use as the FTP data 
channel. In this case, IE should connect to the FTP server on IP address 192.136.34.93, 
port 43799.

Note  FTP commands that describe listeners using addresses and ports are expressed 

using six-value, comma-separated decimal values. The IP address occupies the first 

four values and the port is described by the fifth and sixth values. The two port values 

combine to represent the two bytes of a 16-bit value. The first byte-value is the “high 

byte” and so represents a multiplier of 256. In this case, the high-byte value is 171, 
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which produces a literal value of 43776. The second value is 23, which is added to the 

high byte to produce the actual port: 43799. The FTP response “227 Entering Passive 

Mode (192,136,34,93,171,23)” literally means “I’m expecting a connection from you on 

IP address 192.136.34.93, port 43799.”

	 8.	 IE then issues a SOCKS CONNECT command for IP address 192.136.34.93 and port 21 
(FTP control channel).

The process indicated in steps 5 and 6 is typical of an FTP client that is preparing to send 
a Print Working Directory (PWD) command to an FTP server (similar to the Windows DIR 
command). What is unusual about this capture is that immediately after the FTP server tells 
IE how it should establish the FTP data channel connection, IE issues the SOCKS CONNECT 
request for the same destination and port as the FTP control channel. Clearly, this is not what 
IE should be doing at this point. Because we don’t have visibility into the logic IE is using, 
we have to proceed using reasonable assumptions.

One thing that may have happened is that IE determined that it was unable to establish 
the FTP data channel connection as directed by the FTP server and decided instead to restart 
the whole process with the FTP server. Because the capture does not indicate that IE tried to 
make a SOCKS connection to the FTP server data channel listener, we can see whether IE tried 
to make a direct connection. To determine whether this is the case, change the display filter 
to limit the output to the FTP server IP address by following these steps:

	 1.	 Type ipv4.address==192.136.34.93 in the Display Filter pane just above the Frame 
Summary pane, as shown in Figure 33-12.

Figure 33-12  Frame Summary filtered for FTP server IP address

	 2.	 Either click Apply in the Display Filter pane or press Ctrl+Enter to apply the filter to the 
Frame Summary display.

It seems clear from the Frame Summary display in Figure 33-12 that IE did not try to make 
a direct connection to the FTP server for the data channel connection. Although this clarifies 
the scenario for you, it does raise some questions about IE behavior as a SOCKS proxy client.
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Now that you can demonstrate why your colleague cannot obtain a directory listing from 
the FTP server and have the isolated the data required to prove it, you decide to move to the 
question of name resolution for public names that shouldn’t work.

A network capture can’t tell you why IE is choosing to establish another FTP control 
channel when it should be establishing an FTP data channel using the parameters provided 
by the FTP server, but the capture does provide the empirical data your colleague will need 
when he calls Microsoft Customer Support Services (CSS).

To answer the question of name resolution, your next step would be to filter the capture 
on the DNS protocol by following these steps:

	 1.	 Enter the name of the protocol (DNS in this case) in the Display Filter pane just above 
the Frame Summary pane, as shown in Figure 33-13.

Figure 33-13  Frame Summary display filtered for DNS

	 2.	 Either click Apply in the Display Filter pane or press Ctrl+Enter to apply the filter to the 
Frame Summary display.

It seems clear that the client did not issue any DNS queries at all—much less for  
ftp.3com.com, so the question now is how was IE able to resolve the name “ftp.3com.com”  
to an IP address?

One thing Network Monitor can do that no other network traffic capture tool does is to 
include the application process that is generating or accepting network traffic. This provides 
you with the ability to filter the traffic based on the process that Windows associates with the 
traffic. Although this is only possible if the capture was taken using Network Monitor 3 or 
later on a Windows computer, it is nonetheless a very valuable feature, as you’ll soon see.
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Network Monitor builds the application-to-traffic association in the context of 
a conversation. To see all the traffic Network Monitor associated with IE while your colleague 
was taking the capture, follow these steps:

	 1.	 Type Conversation.ProcessName.contains(“iexplore”) in the Display Filter pane just 
above the Frame Summary pane, as shown in Figure 33-14.

Figure 33-14  Frame Summary display filtered for DNS

	 2.	 Either click Apply in the Display Filter pane or press Ctrl+Enter to apply the filter to the 
Frame Summary display.

The first thing you notice is that Network Monitor is displaying a protocol named RWS 
that includes a reference to TMG. The RWS protocol is one of two protocols used by the TMG 
Client (TMGC) to communicate with TMG. Therefore, you may surmise that your colleague 
has the TMGC installed on his test computer.

More info  You can start your TMGC protocol education on TechNet at http://technet 

.microsoft.com/en-us/library/ee291341.aspx.

As you examine the conversation between the TMGC and TMG, you notice that among 
other things, the TMGC sends a “Get host by name(‘ftp.3com.com’) from iexplore.exe” 
message to TMG, which responds with a “Host entry response to iexplore.exe for ‘ftp.3com.
com’” message to the TMGC. Because you learned from the TechNet article that “Get host 
by name” is related to name resolution, you decide that this part of the conversation merits 
deeper investigation. You can examine the host entry message in greater detail by selecting 
the packet in the Frame Summary pane. When you do this, the packet details are displayed 
in the Frame Details pane. You can view more detail of each protocol by clicking the plus 
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sign on the left side of the display to expand that item. You can continue this process until 
you find the data that you are seeking. In this case, although you are reasonably sure that IE 
is resolving the name ftp.3com.com to an IP address via TMG, you want to prove this theory 
conclusively. You do this by expanding each node in the RWS protocol as it is displayed until 
you locate the IP address IE used in the SOCKS CONNECT command. Figure 33-15 shows the 
part of the RWS message that includes this data.

Figure 33-15  IP address in the Host Entry response message

Using Network Monitor, you’ve helped your colleague answer both of his questions—
how IE is able to resolve the FTP server name to an IP address and why IE fails to display 
a directory listing of the FTP server. Although you are unable to explain why IE chooses 
not to connect to the FTP data channel listener described by the FTP server, you have 
demonstrated that IE fails to behave as expected based on the conversation with the 
FTP server. When your colleague contacts Microsoft Customer Support Services (CSS) 
to inquire about IE misbehavior, he can describe this problem clearly and in great detail. 
This information goes a long way in helping the CSS engineer determine the proper resources 
to engage on behalf of the caller.

Summary

In this chapter you learned how important it is to use Network Monitor in order to capture 
network traffic to troubleshoot TMG related problems. You learned how to configure 
Network Monitor via GUI and also via command-line interface. To demonstrate the full 
potential of Network Monitor, two scenarios were covered and there you were able to explore 
Network Monitor features such as filter syntax, view frame summary, and details. Throughout 
this exercise you also learned how to perform a step-by-step data analysis using Network 
Monitor and the correct approach to analyzing captures of different protocols.
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File Transfer Protocol (FTP), 18, 113. See also TFTP 

(Trivial File Transfer Protocol) Filter
File-based antivirus, 440. See also Virus protection
Files

attachments, 519–22
extensions, 487–90, 519–22, 533–34, 555–56
filtering, 519–22
importing and exporting, 838
logging, 803–04
Session Initiation Protocol (SIP) filtering, 18
SharePoint Services
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FQDN (Fully Qualified Domain Name), 299, 806
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migration, 88
ISA Server

IAG 2007 integration, 24
overview, 10–11
traffic filtering, 6–8

ISA Server 2000, 490–91, 926–29
ISA Server 2004, 93, 363, 490–91, 929–31
ISA Server 2006, 93, 99–105, 490–91, 932–33
ISA Server 2006 Supportability Update, 3
ISA Setup files, 156
ISA_GettingStarted_XXX.log, 175
ISA_IpsUpdateInstall.log, 175
ISAADAM_IMPORTSCHEMA_XXX.log, 175
ISAADAM_INSTALL_XXX.log, 175
ISAFWSV_XXX.log, 175, 177, 181
ISAFWUI_XXX.log, 175
ISAPI (Internet Server Application Programming 

Interface)
filtering, 23–24



993

Load balancing

ISAPI Extension
IAG 2007, 23–24

ISASCHED Service, 481
isatap queries, 371
ISATools.org rule, 406
IsaUpdateAgent.log, 175
ISAWRAP_XXX.log, 175–76
isIpv6, 362
ISP 1 Dedicated Servers List, 278
ISP 2 Dedicated Servers list, 282
ISP connections

Enable ISP Redundancy Wizard, 206
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firewall integration, 8–9
firewall types, 9–10
HTTPS inspection, 16
network functionality, 18–19
network intrusion prevention, 17

Session Initiation Protocol (SIP) filter, 18
summary of, 19
TFTP filter, 18
URL filtering, 16
user interface, management and reporting, 14–16
Windows Server 2008 and 64-bit support, 11–14

overview, 3–4
Performance Monitor, 962

Microsoft Forefront Unified Access Gateway  
(UAG), 25–26

Microsoft Hyper-V, 25
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name resolution, 59, 259
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configuring, 311–16
customizing, 316–19
flood mitigation, configuring, 330–36
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logging, 799–800
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Virtual environments
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