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Introduction

When we sat down to write the original SharePoint 2003 Unleashed book more than a
decade ago, we had a hunch that the technology would be popular, but did not antici-
pate how quickly the product would take off and how much interest the IT industry
would end up taking in SharePoint products and technologies. In the interim years, as
we worked with implementing the product in companies of all sizes, we learned what
the product did well and what it didn’t do so well, and further refined our knowledge of
SharePoint best practice design, deployment, and administration.

Our exposure to the latest version of SharePoint started well before its release when
SharePoint v15 was still being developed. We developed experience through our
company, Convergent Computing (CCO), deploying it for early adopters through our
close relationship with Microsoft as a Gold Partner. In addition, we collaborated with and
provided input to the SharePoint development team and the broader SharePoint commu-
nity through Microsoft’s Most Valuable Professional (MVP) program. The richness of
features and the capabilities of what became the SharePoint 2013 version became evident
to us during this time, and we used our hands-on experience with the early stages of the
product to begin designing this book, which provides a comprehensive look at SharePoint
2013 functionality, administration, and infrastructure.

A major challenge of this book was trying to identify and cover the most important
tools, topics, practices, and skills that the range of our readers will find valuable in their
interactions with SharePoint 2013. To do this, we drew upon our experiences over the
last decade with hundreds of different organizations and distilled out the most common
requirements in the areas of design, architecture, integration, and customization.

We endeavored to provide value to readers who may never have used SharePoint prod-
ucts before and those who are well versed with the products and may currently be
using SharePoint. You might be an IT manager, IT architect, SharePoint administra-

tor, SharePoint power user, developer, and, of course, a SharePoint end user. Therefore,
we carefully crafted the book to cover what we felt would add the most value to our
audience. A key piece of this strategy is to expand beyond the out-of-the-box features
of SharePoint 2013 and share our experience on some of the most common integra-
tion points of SharePoint 2013, such as SQL Server 2012; Exchange Server 2010 or
2013; Edge Security products; and tools such as SharePoint Designer, Visual Studio, and
PerformancePoint. Since SharePoint is such a powerful development platform, we made
sure to include content that educates readers on a number of development processes and
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best practices. In this way, the book becomes more than a treatise on what SharePoint
2013 can do in a vacuum, but what it can do in a complex technology ecosystem.

This book is the result of our experience and the experiences of our colleagues at CCO
and our clients in working with SharePoint 2013 products and technologies, both in the
beta stages and in production deployments. We wrote this book to be topical so that you
can quickly browse to a particular section and follow easy-to-understand, step-by-step
scenarios. These exercises, instead of just giving simple examples of a feature, are designed
to give examples of real-world applications of the technologies and tools that provide you
with business value. In addition, if you need a comprehensive overview on SharePoint
2013, the book can be read in sequence to give you a solid understanding of the higher
levels of security and functionality SharePoint can provide. Topics in the book are divided
into six sections, each with topics in similar categories.

How This Book Is Organized

This book is organized into the following sections:

» Part I, “Planning for and Deploying SharePoint Server 2013,” provides an introduc-
tion to the products in the SharePoint 2013 stack and includes prescriptive advice
for how to architect and implement them. In addition, it covers upgrade advice from
legacy versions of SharePoint and also details advanced installation scenarios with
SharePoint 2013.

» Part II, “Administering and Maintaining SharePoint Server 2013,” focuses on the
day-to-day administration and monitoring required for a SharePoint back-end
environment. It details how to use new tools, including Windows PowerShell for
SharePoint 2013 Administration, and covers backup and restore. It also focuses in
particular detail on how to administer and maintain the SQL databases used by
SharePoint.

» Part III, “Securing, Protecting, and Optimizing SharePoint Architecture,” covers secu-
rity concepts in detail that focus on edge, transport, and content security. Topics
such as SQL Transparent Data Encryption, Secure Sockets Layer (SSL) Certificates,
Internet Protocol Security (IPsec) encryption, Active Directory Rights Management
Services, Edge Security, and more are detailed. In addition, this part includes infor-
mation on how to virtualize a SharePoint 2013 farm using server virtualization
technology.

» Part IV, “Using SharePoint 2013 Technologies for Collaboration and Document
Management,” starts with a comparison of SharePoint Foundation and SharePoint
Server 2013, then moves to the tools and capabilities provided by libraries and
lists, customization of libraries and lists, and then to managing the sites and pages
that house these components. One chapter is dedicated to metadata and content
types; another chapter focuses on the greatly improved social networking tools; and
another covers the process of SharePoint 2013 governance.
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> Part V, “Leveraging Office Applications with SharePoint,” focuses on key features
in Office 2013 applications that power users and administrators should be familiar
with, including protecting documents, document versions, and coauthoring. The
SkyDrive Pro product line is demystified, and Outlook connectivity is reviewed.
Next, topics including Excel Services, Access Services, Visio Graphics Services, the
new and improved Office Web Apps 2013 product, and out-of-the-box as well as
SharePoint Designer 2013 workflows are covered.

» Part VI, “Extending the SharePoint Environment,” dedicates one chapter to the topic
of application development with SharePoint Designer 2013 and Visual Studio 2013,
one chapter to PerformancePoint Services, and one chapter to Business Connectivity
Services. This part is written with power users and developers in mind, and contains
more complex exercises and examples that will be of great value to these readers.

If you, like many out there, were recently tasked with administering a SharePoint environ-
ment, or are looking for ways to bring document management and collaboration to the
next level and need to understand how SharePoint 2013 can fit into your IT ecosystem,
this book is for you. We hope you enjoy reading it as much as we’ve enjoyed creating it
and working with the product.
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Understanding the SharePoint Server Roles

What an end user of a SharePoint environment sees on a SharePoint page is the result
of a complex interaction that occurs on one or more servers performing varying tasks.
Information is stored in complex databases, web rendering is displayed courtesy of the
web role, and searches and processes are driven by the Search service application role on
servers.

Depending on the size of the environment, these roles may be on one or many servers.

In very small environments, all roles may exist on a single server, whereas in very large-
scale farms, the roles may be spread across tens or even hundreds of servers. These server
roles are the base architectural elements in a SharePoint farm, or collection, of servers that
provide for SharePoint services in an environment. It is subsequently critical to under-
stand what these server roles are and how they are used in a SharePoint farm.

NOTE

There may be more than one SharePoint farm per organization. Best practices stipulate
that there should be at least one farm used for testing in any environment. Chapter 4,

“Advanced SharePoint 2013 Installation and Scalability,” deals with scenarios in which
more than one farm is deployed.

Understanding the Three Tiers of SharePoint Architecture

One of the most important points to understand about SharePoint architecture is that it
is fundamentally a three-tiered application, as illustrated in Figure 2.1. The Web tier is
composed of a server or servers running Windows Server’s Internet Information Services
(IIS) that respond directly to end user requests for information and deliver the content to

Web

the user.

Service Apps

Data

FIGURE 2.1 Understanding the three tiers of SharePoint architecture.

The second tier of SharePoint architecture is the Service Application tier, which includes
a list of what Microsoft calls service applications that run various services that are shared
between farm members. This includes obvious services such as Search, but also includes
an entire list of additional service applications such as the Managed Metadata Service, the



Understanding the SharePoint Server Roles 29

User Profile Synchronization Service, and others. More information on this tier is provided
in later sections of this chapter.

The third tier of SharePoint is the Database tier, a critical tier that runs on Microsoft’s SQL
Server and that stores all content within a SharePoint environment, as well as serving as

a location for shared data for service applications. Each of these tiers has unique architec-
tural and functional requirements, and it is subsequently critical to understand these three
layers before beginning design of a SharePoint farm.

Understanding the Database Server Role

Nearly all SharePoint content is stored in databases, including all document library
content, list items, document metadata, and web parts. There are only two excep-

tions to this. The first is if the database server uses a concept known as Remote BLOB
Storage (RBS), which allows for the storage of the documents, or BLOBs (Binary Large
OBjects), in another storage medium such as a file server or an archive. This concept is
discussed in detail in Chapter 9, “Managing and Maintaining SQL Server in a SharePoint
Environment.” The other exception to this rule is the full-text search index, which is
stored in flat-file format. (See the following sections on the Search service application
role.) In some rare cases, certain web part solutions may store flat files on web front ends
as well, which is a good idea in any case, but in reality the vast majority of SharePoint
content is stored on the database server role, making it highly critical both for high avail-
ability (HA) and for disaster recovery (DR).

The only supported database format for SharePoint is Microsoft SQL Server, and at least
one SQL Server database role server must exist in a farm for SharePoint to function.

Supported versions of SQL Server for SharePoint 2013 are as follows:
» SQL Server 2008 R2 x64
» SQL Server 2012 x64

CAUTION

Although SQL Server Express is supported, it is not recommended for most modern
SharePoint environments because it does not scale well. Any production SharePoint
environment should consider using either the full Standard or Enterprise Editions of SQL
Server.

There may be more than one database server role in a SharePoint farm, because a
SharePoint administrator can define where a particular SharePoint database resides. In
large environments, for example, there may be multiple SharePoint database role servers,
each serving multiple databases as part of the farm. You can find more detailed informa-
tion about the Database tier in SharePoint, including how to enable new features such as
SQL Server 2012 AlwaysOn Availability Groups (AOAGs) for SharePoint farms, in Chapters
4 and 9.
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Understanding the Web Server Role

The Web Server role is the most obvious of the SharePoint roles, as most people under-
stand the concept of a server running an application that serves up web pages to users
that request them. In SharePoint’s case, that application is Windows Server’s IIS applica-
tion. A SharePoint farm member running the Web Server role is responsible for rendering
SharePoint content, including web parts, page layout, and all other information displayed
to the user.

A SharePoint Web Server role runs on either Windows Server 2008 R2 IIS 7.0 or, prefer-
ably, Windows Server 2012 IIS. In both cases, SharePoint 2013 requires specific roles to be
installed in advance of installation, including the following components:

» Web server (IIS) role

Application server role

Windows .NET Framework version 4.5

SQL Server 2008 R2 SP1 Native Client

Microsoft WCF Data Services 5.0

Microsoft Information Protection and Control Client (MSIPC)

Microsoft Sync Framework Runtime v1.0 SP1 (x64)

Windows Management Framework 3.0 (includes Windows PowerShell 3.0)
Windows Identity Foundation (WIF) 1.0 and Microsoft Identity Extensions

Windows Server AppFabric

vV vV v v VvV v v v VvY

Cumulative Update Package 1 for Microsoft AppFabric 1.1 for Windows Server (KB
2671763)

Each of these components can be installed using the SharePoint 2013 media by clicking
the Install Prerequisites link on the initial splash screen. This operation requires Internet
connectivity. If Internet access is not available, each individual component needs to be
manually installed.

TIP

Multiple web role servers may be set up in a SharePoint environment to scale out the
number of users that can use the platform or to provide for HA access to the environ-
ment. In this case, load balancing of the connections made to a SharePoint environment
allows for a larger number of users to access the content. Load balancing can be either
hardware based or software based using Windows Network Load Balancing (NLB), fully
supported for SharePoint web role servers.
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Service Application Roles

The most significant architectural change that was introduced originally with SharePoint
2010 was the addition of service applications, which replaced the SharePoint 2007 concept
of shared services providers (SSPs). Service applications, which are still a critical element in
SharePoint 2013, are independent services that can be shared across web applications or,
in some cases, across farms.

Table 2.1 lists the service applications available with SharePoint 2013 and which version
of SharePoint 2013 software they are available in.

TABLE 2.1 SharePoint 2013 Service Applications

SharePoint SharePoint
SharePoint Server 2013 Server 2013 Can Be

Foundation Standard Enterprise Consumed
2013 Edition Edition Cross-Farm
Machine Translation X X X X
Service
Managed Metadata service X X X X
application
Search service application X (non-FAST, X X X
limited)
Business Data Connectivity X X X X (Caution
Service cross-WAN)
Secure Store Service X X X X (Not
cross-WAN)
User Profile service X X X X (Not
application cross-WAN)
App Management Service
Work Management service X
application
State Service X X
Web Analytics Service X X
Word Automation Services X X
PowerPoint Automation X X

Services
Access Services
Excel Services Application

PerformancePoint service
application

Visio Graphics Service X
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In addition, because the service application framework is extensible, it is possible to install
third-party applications that have their own service applications. Indeed, developers them-
selves can also design and deploy their own applications, a concept which is beyond the
scope of this book.

Service applications can be resource intensive and are often deployed on their own dedi-
cated servers to separate their impact from the web role servers. This allows for the service
application tier to run within its own contained space, rather than sharing memory,
processor, and disk input/output (I/O) with the web/database roles.

NOTE

Just because you’ve purchased access to a service application does not mean that you
should turn it on. Every service application running on a server consumes a significant
percentage of that server’s resources, and turning on all the available service applications
is a bad idea unless you've planned accordingly. Turn on only those service applications
that need to run a service that satisfies a specific business need.

Search Service Application Role

One of the most commonly used service application roles in SharePoint 2013 is the Search
service application role, because it is responsible for running the Enterprise Search func-
tionality that enables you to search both within and outside of SharePoint.

The Search service application differs from the way it was in SharePoint 2010, and drasti-
cally differs from what was provided in SharePoint 2007. SharePoint 2013 retains the capa-
bility to have multiple redundant indexes, something that was not possible in SharePoint
2007. In addition, the major change made from SharePoint 2010 was the addition of

FAST Search functionality directly in all SharePoint Search engines except for SharePoint
Foundation Search. FAST Search, previously a separate licensed engine, allows for new
features such as thumbnail views for search results, automatic metadata tagging, and other
improvements.

Notice a few key things when architecting for the SharePoint Search service application
role. First, the index corpus used to store the full-text copy of all documents crawled can
grow large in size based on the amount of content being indexed. The size of the corpus is
directly related to the size of the actual document data being crawled. Depending on what
is being indexed, and how much actual text is included in that data, the index corpus can
range from 5% to 30% of the size of content being indexed, so be sure to include a large
enough index disk drive for your index server.

Note a few things about SharePoint search:

» Search in SharePoint is security-trimmed for supported content, excluding some
external content sources. This means that end users get search results only from
content that they have rights to access. This is a highly useful feature that prevents
users from seeing content to which they don’t have access.
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> Although search is security-trimmed, the permissions are reevaluated only after
performing a full crawl of content. Subsequently, if someone is removed from
having permissions to a document, she can still see the text of that document as
part of a search until a full, not an incremental, crawl has been performed.

» Because SharePoint 2013 allows for redundant search and indexing capability, any
one server being down does not take down the entire environment, assuming the
Search service application is running on more than one server.

For detailed information on configuring search in SharePoint 2013, see Chapter 8,
“Leveraging and Optimizing Search in SharePoint 2013.”

Inbound Email Server Role and Team Mailboxes

For scenarios where SharePoint is configured to be email enabled, various SharePoint
servers can be assigned to the inbound email server role. Servers with this role have the
Simple Mail Transfer Protocol (SMTP) service installed directly on them and are config-
ured to enable inbound emails to be sent directly into SharePoint document libraries and
lists. This functionality is critical for an environment looking to use SharePoint for records
management or enterprise content management.

TIP

Don’t forget to load balance the SMTP service across multiple inbound email role servers
in environments with HA requirements! If this is not done, inbound email functionality will
not be redundant and will be down for users if an outage of the primary server occurs.

SharePoint 2013 also introduces team mailbox functionality for environments running
both SharePoint 2013 and Exchange 2013. The team mailboxes concept takes collabora-
tion with email mailboxes to the next level, allowing for communications to be archived
within SharePoint sites that are represented by mailboxes that adhere to the security of
the site itself. For more information on how to configure SharePoint for inbound email
functionality and team mailbox functionality, see Chapter 16, “Configuring Email-
Enabled Content, Site Mailboxes, and Exchange Server Integration.”

SharePoint Central Admin Server Role

The server or servers that hold the SharePoint Central Administration service, the main
management application for SharePoint, is also considered a server role. In some large
environments, this role may be separated onto dedicated servers to provide for Central
Administration functionality without affecting existing server functionality.

TIP

It is best practice to make the Central Administration role highly available by installing
it on multiple servers, usually on multiple servers that also run the web role. Not doing
this runs the risk of a server outage causing a loss of access to the tools necessary to
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troubleshoot the outage. Although PowerShell can still be used for administration in the
event of an outage, it is still useful to have redundancy built in for this role, despite guid-
ance on the Internet that may tell you to install this role on a single server.

Understanding the Reasons for Deploying
Multiple Farms

A SharePoint farm is fundamentally a collection of SharePoint role servers that provide for
the base infrastructure required to house SharePoint sites and provide for other services,
such as Enterprise Search. The farm level is the highest level of SharePoint architecture,
providing a distinct operational boundary for a SharePoint environment. Each farm in an
environment is a self-encompassing unit made up of one or more servers, such as web role
servers, service application role servers, and SharePoint database servers.

In many cases, a single SharePoint farm is not enough to provide for all the needs of an
organization. Some deploy multiple SharePoint farms to provide for test environments,
farms where development can occur, or farms for extranet users or Internet use. In addi-
tion, other farms may be created to provide for centralized services for other farms within
the organization. You need to define how many farms are required for an organization
when beginning the design process, because the number of farms created can directly
reflect on the physical architecture of the servers in a SharePoint environment. Of course,
the more farms required, the more hardware is needed, so a full understanding of what
can be gained by deploying multiple farms is first required.

Deploying Test Farms

Any production SharePoint environment should have a test environment in which new
SharePoint web parts, solutions, service packs, patches, and add-ons can be tested. This
applies to all organizations, regardless of size. It is critical to deploy test farms, because
many SharePoint add-ons could potentially disrupt or corrupt the formatting or structure
of a production environment, and trying to test these new solutions on site collections or
different web applications is not enough because the solutions often install directly on the
SharePoint servers themselves. If there is an issue, the issue is reflected in the entire farm.

Because of these reasons, many organizations create a smaller SharePoint farm just for
testing. The farm should be similar to the existing environments, with the same add-ons
and solutions installed and should ideally include restores of production site collections
to make it as similar as possible to the existing production environment. All changes and
new products or solutions installed into an environment should subsequently be tested
first in this environment.

NOTE

The SharePoint server or servers used for a test farm or even a production farm do not
necessarily need to be installed on physical hardware; many scenarios with SharePoint
servers installed on virtual server infrastructure are possible. See Chapter 12, “Virtualizing
SharePoint Components,” for more information on this topic.
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Deploying Development Farms

Developers in an organization that makes heavy use of SharePoint often need environ-
ments to test new applications, web parts, solutions, and other SharePoint customization.
These developers often need a sandbox area where these solutions can be tested, and
potentially one with different characteristics from production. These environments are
also usually quickly provisioned and deprovisioned, so test environments are not the best
location for them.

For these organizations, it might make sense to deploy one or more development farms
so that developers have the opportunity to run their tests and develop software for
SharePoint independent of the existing production environment. When developed, these
applications can first be tested in the test farm and then finally deployed into production.
For information on automating the creating of test farms using virtual host management
software, see Chapter 12.

Deploying Extranet or Intranet Farms

Another reason to deploy multiple farms is for security. For security reasons, it is not
generally recommended to have an internal SharePoint document management or
intranet environment directly accessible from the Internet unless it is secured by an
advanced reverse proxy platform such as Microsoft’s Forefront Unified Access
Gateway (UAG).

Even for environments properly secured for inbound access, there may be scenarios in
which SharePoint content needs to be made accessible by external users, such as in anony-
mous Internet portal scenarios or for extranet partner scenarios. Because a SharePoint farm
requires high connectivity between farms members, it subsequently becomes necessary in
these cases to deploy dedicated SharePoint environments in the demilitarized zone (DMZ)
of a firewall or in another isolated network. For an in-depth look at SharePoint extranets,
including step-by-step guidance for how to set them up using claims-based authentica-
tion using various authentication providers, see Chapter 13, “Deploying SharePoint for
Extranets and Alternate Authentication Scenarios.”

NOTE

SharePoint content deployment can be used to push site content from one farm to
another (for example, when content from an internal farm is pushed to an external
extranet farm on a regular basis). The extranet farm remains secure and cannot access
content on the internal farm, but users can still access required content that has selec-
tively been chosen for publishing.

Deploying Global or Distributed Multifarm Environments

For environments with multiple geographic locations, it might make sense to deploy
multiple farms in different geographic locations. This enables SharePoint content to be
consumed locally and is what is recommended in scenarios in which WAN links are not as
robust. Consider several key points before deciding where to deploy geographic farms:
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A single SharePoint farm should not span a WAN link and should ideally be limited
to one geographic location. In some organizations, in which the definition of WAN
includes at least 1Gb of bandwidth with less than 10ms of latency between offices
located relatively close to one another, it may be possible to stretch a farm across
locations, but this is the only scenario in which this would be supported. If you
need to consume content locally, it must be part of a separate farm.

There is no native way to do two-way replication of content between farms with
SharePoint 2013. However, several third-party companies on the market enable this
type of functionality, which can be advantageous in disaster recovery scenarios in
which content is replicated to multiple farms.

For many organizations, it might make more sense to deploy a single, centralized
SharePoint farm in one location rather than to deploy siloed SharePoint farms in
multiple locations. Clients access SharePoint using the latency tolerant Hypertext
Transport Protocol (HTTP)/HTTPS protocols, so access to a centralized infrastructure
might make sense. In addition, SharePoint 2013 has new minimal download features
that allow a page to render much more quickly across slower WAN links. This means
that centralizing SharePoint becomes much easier, and it also has the advantages

of providing a single URL to access SharePoint and keeps data in one location.
Organizations need to decide if the level of service accessing SharePoint across a
WAN is sufficient for this to be a possibility.

Planning for Multiple Farms

Consider several key points when designing a SharePoint environment to include multiple
farms:

>

All SharePoint server roles, with the exception of the database role, can only be
members of a single farm. You cannot have a SharePoint server reside in more than
one farm at a time.

A single database server can contain databases from multiple farms, dependent on
the available capacity of the SQL instance.

If deploying multiple farms on a single SQL server, be sure to use a common naming
convention for each farm database so they can be logically organized on the SQL
server. For example, naming all databases with the prefix SP_Farm1, SP_Farm2, and
so on can help identify which databases belong to which farm.

All farm members must have near-full network connectivity (1Gb+ bandwidth,
<10ms latency) to all other farm members, with a large number of open ports with
nearly all of them open. This effectively limits scenarios in which firewalls separate
farm members, unless the proper ports are open between hosts.

Although not required to have a test environment exactly match production in
terms of the number of servers or the type of server roles, it is critical that the web
role servers in each environment match each other so that more effective testing can
take place.



Choosing the Right Hardware for SharePoint 37

Choosing the Right Hardware for SharePoint

When farm architecture has been outlined, it is critical to properly size the hardware envi-
ronment that makes up your SharePoint farm. As illustrated in Table 2.2, the hardware
requirements for SharePoint 2013 servers are much higher than earlier versions required.

TABLE 2.2 Hardware Requirements for the Various Server Roles of SharePoint 2013

Type Memory Processor
Dev/stage/test server 8GB RAM 4 CPU
All-in-one Database/Web/Service Application 24GB RAM 4 CPU
Web/SA server 12GB RAM 4 CPU
DB server (medium environments) 16GB RAM 8 CPU
DB server (small environments) 8GB RAM 4 CPU

In addition, each SharePoint server role has different hardware requirements, so it is
important to first understand those requirements before beginning the procurement
process.

Hardware Requirements for the SQL Database Role Servers

The heaviest hitter of all the SharePoint roles is the SQL database server role. This server
role houses the SharePoint databases, where nearly all content in a SharePoint envi-
ronment is stored. The databases house document libraries, documents, lists, sites, site
collections, and their contents. For obvious reasons, this server role is highly critical for
SharePoint and requires a significant amount of hardware resources. Following are several
key hardware requirements for the SQL database role:

» Disk space: Because SharePoint content is stored in the databases, the SQL database
role server requires a large amount of disk space. How much disk space depends on
how much content is stored in SharePoint, but assume the worst: When document
versioning is turned on, SharePoint can consume much more space than people
realize, even with new features in SharePoint 2013 such as Shredded Storage.

» Disk performance: The amount of disk I/O power required can be fairly substan-
tial. Microsoft requires at least 0.25 input/output operations per second (IOPS) per
gigabyte (GB) of storage, and recommends around 2.0 IOPS per GB for optimal
performance.

» Processor: The SQL database role works best when multiple processor cores are
allocated to the database role. SQL Server is built to be multithreaded and can use
whatever you give it. Today’s multicore processors and virtualization platforms that
provide for up to eight cores to be allocated (such as Hyper-V 2012) are the perfect
fit for SharePoint.
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> Memory: Server memory requirements are also high for the database role. The
same general rule of thumb applies: The more memory allocated, the better an SQL
server performs. The total amount of memory recommended varies depending on
how heavily utilized the server is, but it is common to have SQL servers with 24GB,
32GB, 64GB, or more.

Hardware Requirements for Service Application Roles

The service application roles, depending on how many run on an individual server, can
have serious hardware requirements. The Search service application role, for example,
which is responsible for creating a full-text searchable index for search, is the heaviest
hitting of the SharePoint roles, excluding, of course, the database role. Search service
application servers usually consume more memory and processor capacity because they
are constantly engaged in the process of crawling content and making it searchable.
Depending on the number of content sources crawled, there can be significant memory
requirements, and index servers have been known to use at least 12GB, 16GB, or 24GB of
memory and take advantage of multiple processor cores as well.

Other service application role servers may require an equal amount of memory and
processor cores allocated as well. It's a general rule of thumb that SharePoint 2013
memory and processor requirements are much higher than for SharePoint 2007 and
SharePoint 2010, and many people underestimate the required resources.

In addition to its processor and memory requirements, the Search service application role
requires enough drive space to physically store the index files, which are essentially copies
of all text that has been crawled across all data sources. The size of this index can range
from 5% to 20% of the total size of the searchable content being crawled. For example, if
SharePoint is configured to search a file share, and that file share contains 1TB of office
documents, the index size may total between 50GB and 200GB, depending on how much
actual text is stored in the documents. Large graphical documents with little text do not
bloat the index by much, but simple text files can consume a much larger percentage.

NOTE

Remember to calculate your index size based on the total size of all crawled content.
Because SharePoint is an Enterprise Search application, the total size of all content may
include not only documents in SharePoint, but also file servers and external websites that
are crawled.

Hardware Requirements for Web Role Servers

The web role server is the most utilitarian role, requiring a reasonable amount of memory
and processor power, but nothing excessive. Indeed, better performance can often be
gained by adding additional web role servers to a farm rather than by increasing the size
of memory and processor power added to a system. Web role servers usually have between
12GB and 16GB RAM in most cases, and at least two cores allocated to it.
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Determining Optimal Operating System Configuration

The core of a functioning SharePoint environment is the operating system that SharePoint
runs on. All servers in a SharePoint farm require the Windows Server operating system.
The following versions of Windows Server are supported:

» Windows Server 2008 R2, Standard, Enterprise, or Datacenter, x64 with Service
Pack 1

» Windows Server 2012, Standard or Datacenter, x64

Windows Server 2012 Operating System for SharePoint

The most optimal, secure, and performance-tuned operating system for SharePoint is
Windows Server 2012, which has built-in security enhancements to Kerberos and also
handles client/server communications traffic better than earlier versions of Windows,
making it ideal to host SharePoint servers. For any new SharePoint farm deployments, you
should highly consider the use of Windows Server 2012 for these reasons where possible.
An alternative to Windows Server 2012 is Windows Server 2008 R2 w/SP1.

Planning for Database and Additional Software

In addition to the operating system, a SharePoint farm requires software for the database,
and preferably other add-ons such as backup and antivirus software. Although these are
the most common software add-ons, there can be multiple third-party and other add-ons
installed into SharePoint, depending on the needs and scale of the deployment. Consult
with third-party vendors to determine any potential needs for your farm.

Database Software

The only supported database for SharePoint is Microsoft SQL Server. SharePoint databases
must be installed on 64-bit SQL servers, and they can be successfully installed on the
following types of SQL servers:

» SQL Server 2008 R2 x64 with SP1, Standard or Enterprise
» SQL Server 2012 x64, Standard or Enterprise

It is highly recommended to consider SQL Server 2012 for the SharePoint database role
because it provides for the most robust, capable, and secure platform for SharePoint. In
addition, it includes features that are useful for SharePoint, such as AOAGs, PowerPivot,
and Transparent Data Encryption (TDE), which enables the SharePoint databases to be
stored in encrypted format. You can find information about these features in Chapter 9.

With so many new features to discuss and so little space, this section focuses on a number
of different components that, together, make up the entire new SQL Server product. This
discussion introduces SQL’s many components and purpose. The components consist of
the following:
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Database engine: The database engine component is the heart of SQL Server. It is
responsible for storing data, databases, stored procedures, security, and many more
functions, such as full-text search, replication, and HA.

Analysis services: Analysis services delivers online analytical processing (OLAP) and
data mining functionality for business intelligence applications. Analysis services
allows organizations to aggregate data from multiple heterogeneous environments,
and transform this data into meaningful information that can then be analyzed and
leveraged to gain a competitive advantage in the industry.

Integration services: Provides businesses the opportunity to integrate and transform
data. Businesses can extract data from different locations, transform data that may
include merging data together, and move data to different locations, such as rela-
tional databases, data warehouses, and data marts. Integration services is the official
SQL server extract, transform, and load (ETL) tool.

Reporting services: Includes tools such as Report Manager and Report Server. This
component is built on standard IIS and .NET technology and enables businesses to
design report solutions, extract report data from different areas, customize reports in
different formats, manage security, and distribute reports.

Notification services: Consists of a notification engine and client components
meant for developing and deploying applications that generate and send notifica-
tions to subscribers. Notifications are generated when they are either prompted by
an event or triggered by a predefined or fixed schedule. Notifications can be sent to
email addresses or mobile devices.

Backup Software

Although SharePoint 2013 products include built-in backup capability, the tools used
are not enterprise level and do not have built-in scheduling, item-level restore, or robust
alerting capabilities. It is subsequently recommended to purchase and install enterprise
backup software. This may include software from a number of third-party vendors, or it
may include a solution from Microsoft such as System Center Data Protection Manager
(DPM) 2012. Backup and restore is discussed in more detail in Chapter 10, “Backing Up
and Restoring a SharePoint Environment.”

Antivirus Software

SharePoint 2013 includes an antivirus application programming interface (API) that
enables all documents to be scanned for viruses by a compliant antivirus engine. It is
highly recommended to include SharePoint-specific antivirus as part of a SharePoint

deployment, because client-specific antivirus cannot disinfect documents in SharePoint,

and alternatively, viruses could be uploaded into SharePoint if the client antivirus is
missing or out of date.
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There are multiple third-party antivirus vendors in the SharePoint space. For more infor-
mation on antivirus products for SharePoint, see Chapter 14, “Protecting SharePoint with
Advanced Edge Security Solutions.”

Index iFilters

The most common add-on for SharePoint search are iFilters. Index iFilters provide specific
knowledge for the SharePoint indexer on how to break open specific file types and index
the text content within them. The most common iFilter in earlier versions of SharePoint
was the PDF iFilter, which is fortunately included in the FAST Search engine that is used
in SharePoint search in SharePoint 2013. Other iFilters may be needed, however, so it is
subsequently important to determine which file types will be stored in SharePoint and to
determine whether iFilters are available for those file types so that the files can be properly
indexed.

Examining Real-World SharePoint 2013 Deployments

Conceptually speaking about a SharePoint environment is not the same as actually
viewing some real-design scenarios with the product. Therefore, the last section of
this chapter focuses on viewing some sample real-world deployment scenarios that
are supported and give insight into the architecture and design concepts surrounding
SharePoint 2013.

Deploying Single-Server SharePoint

The most straightforward deployment of SharePoint 2013 is one that involves a single all-
in-one server that runs the database components and the web and all service application
roles. This type of server deployment, shown in Figure 2.2, has the distinct advantage of
being simple to deploy and administer.

Web/Query/
Service Applications
Database

FIGURE 2.2 Viewing a sample single-server SharePoint farm.

In this type of deployment, the server takes on all the roles of the environment, including
the following:

» SharePoint Central Administration tool

» Content databases and other SharePoint databases
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» All site collections and sites

» All service application roles

This environment works well for those environments with a small number of users. Its
biggest disadvantage is that there is a great deal of contention between the database role
and the SharePoint roles, which can cause performance constraints.

Deploying Small SharePoint Farms

For those organizations with a greater number of users or whose users are more active and
require a separate server, the next step up in SharePoint design is a small farm model, as
shown in Figure 2.3.

Web/Query/
Service Applications

Database

FIGURE 2.3 Viewing a sample small SharePoint farm.

In this type of deployment, two servers are set up. The first holds all the databases and
is essentially a dedicated SQL server box for SharePoint. The second server runs the
SharePoint roles. By separating the database role from the SharePoint roles, significant
performance increases can be obtained.

Deploying Mid-Sized SharePoint Farms

As an organization’s document management and collaboration needs to grow, the
SharePoint farm needs to grow with it. Figure 2.4 illustrates a mid-sized SharePoint farm
with four total servers, which is the minimal number of servers that can be deployed to
provide for full HA of all SharePoint components.
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FIGURE 2.4 A four-server mid-sized SharePoint farm.

For best performance and scalability, however, many organizations may choose instead to
separate the web and service application tiers of SharePoint and deploy a mid-sized
six-server environment, such as what is shown in Figure 2.5.

In this configuration, the web role is now separate from the service application roles,
which increases performance. In addition, NLB is used between the web role servers to
provide for availability, and the SQL servers are clustered using either AlwaysOn Failover
Cluster Instances (FCIs) or AOAGs to provide for HA and DR of the database tier. This type
of environment can easily scale into the tens of thousands of users.



44 CHAPTER 2 Architecting a SharePoint 2013 Deployment

Web/Query/
Service Applications

Web/Query/
Service Applications

l
|
|
|
|
|
|
|
|

|
Cley ] |{ component 1

mirror

| Web

i Query 5
: component2

]
Crawler : |
—_—
_______________ —
| |
| |
| CrawlDB |
| |
| - - :
| - Other DBs - |
I Database . Database )
\ Cluster or HA Mirror _

FIGURE 2.5 A six-server mid-sized SharePoint farm.

Taking a look at one final mid-sized design (see Figure 2.6), some organizations may
instead choose to separate those six servers into two separate farms, one for the service
applications and the other for the content. This has the advantage of keeping the two
farms completely independent of each other for patching and maintenance, and the
content farm (or farms) can consume services provided on the services farm, such as
Search and the Managed Metadata Service.



Examining Real-World SharePoint 2013 Deployments

— —————

Service
Application
Farm

Service Application
Server #1

Service Application
Server #2

Service
App Farm
DBs

0
e

|

|

|

|

|

\
0

DB Server DB Server

FIGURE 2.6 A six-server mid-sized SharePoint multifarm environment.

Deploying Large SharePoint Farms

SharePoint operates under design principles that are massively scalable if needed. Using
redundancy and load-balancing techniques such as the SQL AlwaysOn and NLB, you
can obtain more performance from an environment simply through the addition of
other servers to provide redundancy and load balancing to specific roles. For example,
in a large farm, such as the one shown in Figure 2.7, multiple servers in cluster and NLB
configurations enable the environment to be scaled into a large numbers of users. In
addition, multiple Search service servers and striped index partitions enable the Search

45
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infrastructure to scale into the tens of millions of documents indexed. New features such
as SharePoint 2013 Resource Management (RM) automatically allow for content to be
intelligently distributed between web servers. RM is a concept discussed in more detail in

Chapter 4.
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FIGURE 2.7 Deploying a large multiple-farm SharePoint environment.

Addressing Common Business Issues with

SharePoint Features

SharePoint 2013 was designed to address business needs and issues that commonly arise
in organizations. This section pulls together the information about SharePoint features
described in other chapters of this book to summarize some of the common business
issues and how features of SharePoint can address those issues. Scenarios that represent
these issues are described, along with the specific SharePoint technologies that can address

the issues.

Addressing the Redundant Re-Creation of Documents with SharePoint

In many organizations, users duplicate efforts or reinvent the wheel creating documents or
gathering information previously used by someone else in the organization either because
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they didn’t know the information existed or couldn’t find it. This results in an inefficient
use of time.

SharePoint solution: Full-text indexing and search of SharePoint document librar-
ies, workspaces, metadata information, and lists.

SharePoint Search service application indexing of SharePoint 2013 sites enables indexing
and searching site content so that users can quickly find the documents or information
they need.

Addressing the Inability to Efficiently Search Across Different Types
of Content

Users need information, and often the only way they can get it is to perform multiple
different types of searches on multiple content sources and then manually consolidate the
results. This results in the possibility of content not being searched (either because it is
overlooked or just takes too much time) and an inefficient use of time.

SharePoint solution: SharePoint 2013 content sources that can be indexed and
searched.

Adding frequently used sources of information as content sources in a SharePoint 2013
environment provides a means for users to perform one search request and have the
results from many different content sources displayed together. For example, a single
SharePoint search request could span other SharePoint sites, websites external to the orga-
nization, file shares, and Microsoft Exchange public folders. This enables users to easily
search across many sources to find the information they need.

Addressing Inefficient Means of Document Collaboration with
SharePoint Document Libraries

A team of people need to collaborate on a project and produce a set of documents to be
sent to a client. User A works on the first document and saves it as Docl. User A emails
User B to let User B know the document is available for review. User B makes changes

and additions and saves the document as Docl R1. User B creates an email with a list of
ideas about additional changes that could be made and emails User A and User C. User C
replies to User A and User B about User B’s email about proposed changes, makes her own
changes, saves it as Docl R2, and emails Users A and B to let them know changes have
been made. User A also replies about the proposed changes, makes “final” changes to the
document, saves it as Docl Final, and emails the document to the client. Two days later,
the client emails back with the list of changes the client wants to see in the document.
User A edits the document again and saves it as Doc1 Final R1. The process continues
until there are suddenly 10 versions of the document and 16 emails floating around about
what should be in the document. At this point, the team isn’t sure what changes have
been made; the folder where the document is stored is cluttered with various versions of
the document (and taking up a lot of space), and nobody knows which versions were sent
to the client.
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SharePoint solution: SharePoint team site with a shared document library,
document-versioning enabled, and document discussions.

Instead of having multiple versions of multiple documents floating around with differ-
ent names, a team site for the project with a shared document library could be used.

Each client document would be stored in the library, and by using versions and entering
version comments, the team would know who made changes, be provided with a brief
overview of what or why changes were made, and know which one was sent to the client.
By using document discussions in place of emails to have an online discussion of the
document, all comments are stored in one place, with the document right there for easy
access as opposed to sifting through multiple emails.

Addressing the Excessive Use of Email Attachments/Ability to Know
When Documents Have Been Modified

A user emails an attachment to a group, revises the attachment, and then emails it to the
group again, and so on. This results in excess email traffic, excess storage, and the poten-
tial that recipients won’t see the current version of the attachment if it is modified after
the email is sent.

SharePoint solution: Document workspaces/libraries and alerts.

Use document workspaces and libraries storing documents in a centralized document
library, accessible by all team members. Alerts set up by team members notify them when
the document changes. Team members know where the most current version of the docu-
ment is located and are notified automatically when the document changes.

Addressing Difficulty Organizing or Classifying Content

In a traditional file system environment, a user creates a document. For future reference,
should the document be stored in a folder based on the subject of the document, in a
folder based on document type, in a folder based on the client the document was created
for, or in all three places? Decisions of this type need to be made all the time, weighing
the consequences of storing the document in one place versus another versus storing
multiple copies of the document.

SharePoint solution: Use of topics and global document metadata using the
Managed Metadata Service search.

When using SharePoint, using document metadata and topics prevents the document
creator from having to worry about where the document is stored. Metadata or specific
fields of information that can be stored with the document can be used for information
such as subject, client, and document type. Metadata can be enforced across all documents
in a farm using the Managed Metadata Service available in SharePoint 2013. Because these
fields are searchable, a document can be easily found regardless of what folder it is in.
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Addressing Access to Line-of-Business Application Information

An organization may use a business application such as SAP or Microsoft Dynamics. Some
individuals in the organization need to access information stored in these applications,
but it would be costly to install and maintain the application on each desktop and to train
all the users.

SharePoint solution: ASP.NET web parts and single sign-on.

ASP.NET web parts can be developed and used to access and display information from
other applications and data sources. Single sign-on can also be enabled to provide seam-
less integration with the application. This provides the user with an easy, usable method
for accessing information, and the IT department can maintain the code centrally and
not have to worry about desktop deployment and specific training for the line-of-business
applications. SharePoint 2013 also supports web parts, which opens it to the ability to
view content from multiple third-party software and web part vendors.

Using SharePoint for Sharing Information with Partners, Vendors,
and Clients

An organization needs to collaborate with another organization (for example, a marketing
company doing research and developing collateral for the organization, or a client that
the organization is working with on a specific project). The users from both organizations
email documents and other information back and forth. Usually, these emails are sent

to all people involved with the project so as to not leave anyone out. This can result in
excess email traffic and emails being sent to users that they may not need (or want) to see.

SharePoint solution: Team site with extranet access.

The SharePoint team site template fits the needs of groups of people working collabora-
tively. The site can be set up for extranet access, enabling outside parties to participate as
team members. Using a team site over a traditional email-based method of communica-
tion provides all kinds of benefits, including giving people the ability to review only what
they want to review, set up alerts to be notified when specific information changes, set up
a process for approving final documents, participate in online real-time discussions, and
look at earlier document versions.

Deploying a Team Collaboration Solution
with SharePoint

A team collaboration site is used by a group of people working together for a common
end result, or to complete a project. The success of the team or project depends on the
effectiveness of the team and its ability to efficiently collaborate to complete the project.
Therefore, the site is designed to facilitate team communications and sharing project
information.
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Usually, a team collaboration site is an internal, decentralized site that has a relatively
small number of members. However, it can be configured to provide access for members
external to the organization. When the site is implemented, it replaces the traditional file
share-based storage, use of email, and use of other traditional applications the organiza-
tion may have for storing and accessing documents and other information.

Outlining Business Needs for the Team Collaboration Solution

The general categories of business needs for this group are communications, project
management, and document management. These needs can be mapped to SharePoint
features, as presented in this section:

» Communications: Interacting with other team members electronically using work-
space instant-messaging capabilities. Finding out when information has changed
through the use of alerts. Having discussions on issues or documents using the
general or document discussion components.

» Project management: Assigning major project tasks to individuals using a tasks list.
Tracking and following up on tasks using a tasks list and various views of the list.
Centralizing and distributing information such as objectives, agendas, and decisions
for project meetings in one place using meeting workspaces. Providing status reports
to management based on information in task items.

» Document management: Having a common place for storing documents by using
shared document libraries. Managing document revisions using the check-in/
check-out and version retention features. Controlling document publication using
content approval. Enhancing the ability to find and feature specific documents by
assigning them to topics and best-bets classifying documents for retrieval using
metadata attached to the document.

Implementing a Team Collaboration Solution with SharePoint

The team collaboration site is implemented using a SharePoint team site. A shared docu-
ment library is created in the team site for document management and a tasks list for
assigning responsibilities. Content approval is enabled for the document library with the
project manager assigned the role of approver. Document workspaces are also used for
individual documents to incorporate direct access from SharePoint 2013 applications. The
team uses document discussions to communicate ideas about document contents and a
general discussion for items relating to the project. The team site is part of a SharePoint
implementation that has content sources defined for searching relevant information and
archived documents.

Outlining Ideas for Using the Team Collaboration Solution

This section includes some ideas to incorporate into the team site solution with the
elements previously discussed. The major project milestone tasks can be entered into a
tasks list, assigned to individual team members, and then tracked by the project manager.
The tasks list can also be used for status reporting.
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Users can initially create documents using Microsoft Office 2007/2013 applications and
then save them to a document workspace. The document workspace can be used by the
team members as a conduit for instant messaging on project-related issues. Discussions
within the document can be used for providing feedback and recommendations for docu-
ment content.

When the document is ready for publishing, it can be moved to the shared library where
it is reviewed by the approver. The approver can set up an alert to be notified when the
new documents are added or modified within the library.

Deploying a Corporate Intranet Solution with
SharePoint

The corporate intranet is used for communicating information to employees and provid-
ing them with access to corporate line-of-business applications. The primary goals of a
corporate intranet are to provide resources to employees that can help improve perfor-
mance and to provide employees with centralized electronic access to corporate-based
information for things such as policies, procedures, and roles and responsibilities. The
benefits of the corporate intranet include providing an electronic means of accessing
information as opposed to reliance on human intervention, providing an easier way of
finding information, automating processes, and eliminating duplication of effort. The end
result is a reduction in operational costs.

Meeting Business Needs with the Corporate Intranet Solution

The general business needs of this group include searching for information, corporate
communications, workflow processing, management of web-based content, and applica-
tion integration. These needs can be mapped to SharePoint features as presented in this
section.

Corporate communications:

> Notifying employees about company events using an events list

> Notifying employees about changes in policies and procedures using announcements
» Obtaining feedback from employees using discussion boards and surveys
>

Providing access to company policies, procedures, and forms through shared docu-
ment libraries

» Providing access to company-maintained information, such as employee directories,
using lists such as the contacts list

Searching:

» Finding location-specific information by having the ability to search across local
sites, division-based sites, and the corporate portal
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Having a means for searching content external to the SharePoint infrastructure,
such as external websites, file systems, and other internal application databases, and
SharePoint-based information and displaying the results together by using content
sources and source groups

Workflow processing:

>
>
>

Requiring documents to be approved before publishing using content approval
Notification of outstanding items using alerts

Simplifying processing using approve/reject views

Managing web content:

>

Providing non-IT staff with the ability to create team-based sites when necessary
through the self-service site creation

Standardizing the look and feel of sites by creating site templates

Enabling users to create a place for collaboration when needed through the use of
shared document workspaces

Providing a way to make meetings more effective and meaningful by using meeting
workspaces

Removing the dependency on IT departments for updating sites and site content by
using the web-based customization features and document library concept

Enabling users to tailor the view of the intranet to accommodate their specific needs
using personal sites

Application integration:

>

>

>

Providing a single interface for intranet capabilities and access to applications by
using link lists

Providing a way for users to view application data without having to load the appli-
cation on the desktop by creating web parts that retrieve and display application
data

Minimizing the problems associated with providing multiple user accounts and pass-
words for various applications by using single sign-on for application access

Implementing the Corporate Intranet Solution

The corporate intranet site is implemented using SharePoint 2013 sites. Features used on
the site home page include announcements, links (to other major corporate sites and
applications), search, events, and discussions. In the quick launch area are links to lists
such as the corporate directory and to shared libraries including policies and procedures,
newsletters, training, and benefits. Areas can be configured for operational groups within
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the organization and geographic groups within the organization, depending on the orga-
nizational requirements. Content sources that contain information useful to employees for
doing their job can be added for indexing and search. Security and content approval can
be implemented to enable controlled creation of sites and site content by a wide group of
users. Integration can be provided for SharePoint-compatible applications by using preex-
isting integration web parts and developing custom web parts. Single sign-on can also be
used for making it easier for users to access applications from within the site collection.

Ideas for Using the Corporate Intranet Solution

This section includes some ideas to incorporate into the corporate intranet site solution
with the elements previously discussed.

Disseminate important corporatewide information such as policy and procedure changes
using announcements. Put an expiration date on the announcements. If users see the
same ones day in and day out, they have a tendency to ignore them.

Use a general discussion for obtaining employee feedback on policies, procedures, events,
and other items of interest to employees. Moderate the discussion; have the human
resources department or legal department responsible for approving all items submitted to
the discussion group to ensure they are appropriate. Maintain a separate discussion forum
for non-company-related items, such as employees selling candy for their children’s youth
groups. This type of discussion should not take up valuable home page space but provide
a link to it from the home page. Surveys can also be used to get specific input on a topic.

Maintain a corporate events list in a calendar view to provide visual impact for upcoming
events. Depending on the corporate climate, things such as birthdays and vacations can
be maintained on the corporate calendar as well as company events and holidays.

Store company policies, procedures, and forms in shared document libraries for ease of
maintenance and accessibility. The department responsible for maintaining the docu-
ments should also be responsible for the publishing of documents (approve contents) and
read access provided to other users.

Create content source groups for logical breakdown of content for searching to prevent an
inordinate amount of time from being spent performing searches.

Using Active Directory as the basis for the company directory assists in keeping the
SharePoint-viewed company directory synchronized with it. A customized view of the
directory can be created that filters and displays only relevant columns of information.

Using an application such as InfoPath 2013 or InfoPath Forms Services, InfoPath forms
can be created, filled out, and stored in document libraries for access and processing.
Alerts can be set up in the library for people who need to process the documents so that
when something is submitted, they are notified and can review the items. Approval
processing can also be used to approve and reject the documents. This concept could be
used for things such as expense reports and other workflow documents. For an end-to-end
solution, application code can be developed to feed the data from the form documents
into the appropriate external application (for example, the accounting system) for final
processing.
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Because there is generally a great deal of information on a corporate intranet, users should
take advantage of the ability to create and customize their own personal sites to include
information they find useful. By using web parts that interface with Microsoft Outlook
2007/2013, the Windows SharePoint Services (WSS) personal site can become the primary
user interface.

Deploying a Customer Extranet Solution
with SharePoint

The primary purpose of the customer extranet portal is to service the needs of customers.
The customer extranet enables customers to find information about products and services,
and place help desk calls. In some customer extranets, client access is provided for things
such as invoice payment and viewing account status and payment history. The customer
extranet can also be used for document collaboration and managing joint projects with
the customer. The content for this type of portal can originate from internal and external
sources.

Meeting the Business Needs of the Customer Extranet Solution

The business needs of this group include searching for information, aggregating content
from multiple sources, providing a dynamic view of relevant business information, collab-
orating on documents, sharing documents, managing joint projects, resolving issues, and
providing a means for business transactions. The SharePoint features used to meet these
needs are outlined as follows:

Searching:

» Providing customers with a means for viewing information about their account
by using web parts that access line-of-business applications to retrieve and display
customer-related information

» Enabling customers to find product/service information using the search features of
SharePoint without having to speak with a service representative

» In addition to searching, providing the ability to view the results in a variety of ways
depending on the needs using the filtering and sorting features of SharePoint

Content aggregation:

» Combining information from various sources into a single source for searching using
content sources

» Accessing information from multiple business applications into one view using
web parts
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Dynamic views:

» Using filters to display subsets of information such as product-specific or location-
specific data

» Using sort capabilities to present the information in a different order

Document collaboration:

» Sharing documents with clients using shared document libraries

» Controlling publication of documents using content approval

» Categorizing documents so that they can be easily found using document metadata
>

Finding documents on a specific subject by searching the document text or the
metadata attached to the document

Working on joint projects:

> Assigning/delegating tasks between parties using a tasks list
Following up on overdue tasks by using views such as the Due Today view
Sharing project-related information using a team site

Discussing and resolving project issues using discussion boards

vV v v Vv

Managing the overall project and reporting on status using a recurring event or
multiple meeting workspace site

Resolving issues:
» Submitting issues/questions to a help desk using the issues list
» Responding to issues in a timely manner by using the alert feature on the issues list

» Having the ability to check the status of outstanding issues by using the My Issues
view

» Managing and tracking issue resolution using views of the issues list

Business interaction:

» Providing clients with access to business information such as invoice/payment status
using customized web parts

» Enabling clients to perform business transactions by providing links to web-based
application interfaces or customized web parts
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Implementing the Customer Extranet Solution

The customer extranet site is implemented using SharePoint 2013 Sites. In addition, inte-
gration for SharePoint-compatible applications can be provided using existing web parts,
developing custom web parts, and providing links to web-based front ends to business
applications. Single sign-on can also be implemented to make it easier for users to access
applications.

Features available on the extranet portal home page include a links list, announcements,
discussion board, and search. The quick launch area can contain links to lists such as a
limited corporate directory (with the listings for the salespeople and other people who
customers usually deal with, such as accounting personnel) and frequently accessed shared
libraries such as newsletters, training documents, and product information. Areas can be
configured for support, product/service information, and billing information. A content
source group can be created for the content in each area to make searches more targeted.

Document workspaces can be used to collaborate on documents. Team sites can be used
when working with the customer on a joint project. Content sources can be created for
product/service documentation and historical accounting information.

Security needs to be tight to ensure the integrity of customer-specific information.
Restrictions need to be in place to prevent one customer from obtaining access to another
customer’s data.

Outlining Ideas for Using the Corporate Extranet Solution

This section includes some ideas to incorporate into the customer extranet site solution
with the elements previously discussed. In addition to providing standard content, use
audiences to target specific content to an individual or group of users.

Use the support area for linking to an issues list and a document library containing tech-
nical information. Links to supporting websites could also be in this area. Other possibili-
ties would be to include a top 10 issues list and a download library.

Include a shared library with documents relating to products and services offered and
links to corporate or other websites that have this information in the product/service
information area. There could also be a discussion board on this area page so that clients
could submit product- or service-related questions or requests and provide their ideas and
feedback on products and services. When there is a need to get specific client feedback, a
survey can be used.

Use team sites when working on projects with the customer. Include a tasks list to docu-
ment division of responsibility, a contacts list for maintaining the contact information
for members from both sides of the team, a custom punch list to document items yet

to be completed, a general discussion area as an alternative to email for documenting
project-related correspondence in a central location, and create a weekly status meeting
event or use a multiple meeting workspace for tracking and managing project status.
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Summary

Microsoft SharePoint Server 2013 is a powerful tool that can enable knowledge workers to
become more productive with a wide array of built-in tools and web parts. To take advan-
tage of these features, however, the SharePoint environment must be properly designed
and all the SharePoint components fully understood by the administrator in charge of
designing the environment.

With SharePoint 2013 design knowledge, an administrator can properly scope and scale
the infrastructure to handle anywhere from a handful of users to a large, distributed
deployment of hundreds of thousands of users, enabling those users to take full advantage
of the productivity gains that can be realized from the platform.

Best Practices

The following are best practices from this chapter:

» Become familiar with SharePoint 2013 design terminology, particularly in how it
relates to service application architecture.

» Use the latest version of SQL Server, SQL Server 2012, whenever possible, particularly
to take advantage of features such as SQL AlwaysOn, Transparent Data Encryption,
and PowerPivot.

» Consider separating the service application roles from the web role servers to
improve performance.

> Separate the database role from the SharePoint roles whenever possible to improve
performance.

» Take an in-depth look at virtualization technologies, at a minimum for development
and test farms, and potentially for production farms.

» Consider best-practice security approaches such as SQL Server TDE for storage secu-
rity, IPsec and Secure Sockets Layer (SSL) certificates for transport security, and
Active Directory Rights Management Services (AD RMS) for data loss prevention.

» Consider database mirroring for the content databases to provide for both high
availability and disaster recovery of SharePoint content.

» Remember to purchase and install any necessary third-party web parts, iFilters,
backup, and antivirus software, or use some of the Microsoft offerings such as
System Center DPM 2013.

> Allocate a significant amount of memory and processor cores to SharePoint servers
because they are resource intensive. SharePoint 2013’s resource requirements are
much higher than in earlier versions of SharePoint. Start with 12GB RAM and two
CPUs for a simple web server.
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> Be sure to allocate enough hard drive space for the Search service application roles
for the index corpus; allocate 5% to 30% of the size of the data being indexed.

» Use SQL AlwaysOn technologies and network load balancing to scale the SharePoint
server environment and provide redundancy.
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Symbols & Numerics

| (pipe), 167
14 mode, 123
15 mode, 123

A

Access Request Settings button, 599

Access Services, 457, 776-777

Access view, 538-539

accessing
line-of-business application information, 49
servers, restricting access, 383

Activity Monitor, monitoring SQL server,
224-225

AD (Active Directory), certificate services,
388-389

AD RMS, 435-444
installing, 437-440

IRM, enabling in Central Administration,
441-442

prerequisites, 435-437
RMS certification pipeline, modifying,
440-441
adding
columns to lists, 511-516
content databases
with Central Administration, 239
with PowerShell, 240
documents to document libraries, 482-484
Managed Metadata to lists, 672-673

site columns to existing content type,
664-666
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administration. See also administration tools;
administrators

delegated administration, 208

of site collections, 156-157

of Word document coauthoring, 742-743
administration tools

AutoSPInstaller, 196

IIS Manager tool, 158-159

PowerGUI, 195

for site collections, 618-623

SQL Server Management Studio, 158-159

STSADM tool, 157-158
administrative passwords, changing, 304
administrators

permissions, 604

roles for sites and site collections,
597-598

Advanced Settings tool (Library tab), 549-550
Alert Me tool (Documents tab), 496-497
alerts as workflow, 803-804

allowing parameter input in Excel Web Access
interface, 769-772

Analytic Chart report, 888
Analytics Reporting DB, 199
Announcement list, 509-510

antivirus software. See also ForeFront TMG
(Threat Management Gateway) 2010; security

Code red virus, 360
planning for, 40
AOAGs (AlwaysON Availability Groups), 29
creating, 418-428
appcmd.exe, backing up IS configuration, 279
application development
apps
creating in Visual Studio 2012, 849-864
packaging, 864-867
client object models, 832
evolution in SharePoint platform, 832-835
meeting business needs with, 829-832
projects, planning, 831-832
SharePoint Designer, 835-836

workflow-based applications, creating,
836-847

Visual Studio 2012, 847-849
Workflow Manager, 832

Application Management page (SPCA home
page), 127-133
application server role, virtualization, 312
application-layer filtering, 358-359
applications. See also application development
developing with Visual Studio 2012, 22-23
governance policies, 719
for SharePoint Foundation 2013, 449-450
unmanaged, importance of governance, 710

workflow-based, creating in SharePoint
Designer, 836-847

approval workflow, 818
Apps page (SPCA home page), 154-155
architecting
ForeFront UAG, 371
SharePoint farms, 78
archiving event logs, 301
Article pages, creating, 595
ASCII characters, 248
ASIC-based firewalls, 358

assigning three-state workflow tasks for
completion, 812-816

attachments (email), addressing excessive
use of, 48

Audience Targeting check box (Library
tab), 554

auditing, enabling on SQL server, 385

authentication. See also encryption; security
claims-based authentication, 326
extranets, 325-326

Facebook authentication, enabling on Azure
ACS, 347-353

forms-based authentication, 326

NTLM, 376

PKI, smartcard authentication, 389

for SQL server, 384
SQL server authentication mode, 385
Windows authentication mode, 384-385

automating

site collection backups, 183-186

site structure creation, 182

solution installation, 186-187

user provisioning with PowerShell, 194-195



AutoSPlInstaller, 196

Azure ACS (Access Control Services), 326
certificates, creating and exporting, 330-333
Facebook authentication, enabling, 347-353

Google, configuring as identity provider,
333-347

namespace, creating, 327-330

B

back-end systems, managing with PowerShell,
193

backing up. See also restoring
farm configuration, 275
1IS configuration, 279
site collections, 173-174, 267-268
SQL server, 280-282
web applications, 275-276
Backup and Restore, 17
governance policies, 718

Backup and Restore page (SPCA home page),
140-143, 263-266

backup software, planning for, 40

Backup-SPConfigurationDatabase cmdlet,
173174

Backup-SPSite cmdlet, 173-174
Basic Search Center template, 576

BCS 2013 (Business Connectivity Services
2013), 457-459, 903-904

Business Data web parts, 923-928
Business Data Item web part, 924-925

Business Data Related List web part,
925-927

Query String Filter web part, 926-928
changes in, 905
components of, 904
external content types, 905
building, 906-909
consuming, 915-919
creating for related item, 913-915
defining, 909-912
external data, leveraging, 916-919
writing to, 919-923

browsers 933

SharePoint Designer
installing, 905-906

Visual Studio 2012, server requirements,
904-905

BDC (Business Data Catalog), 904
best practices
for event log monitoring, 299

for planning application development
projects, 831-832

Bl (business intelligence), 871-872
BCS 2013, 903-904
changes in, 905
components of, 904
external content types, 905

BCS 2013 (Business Connectivity Services
2013)

SharePoint Designer, installing, 905-906
PerformancePoint Services, 872-873
binaries, installing for SharePoint 2013, 69-70
BLOBs (binary large objects), 17-18, 247-248
moving between stores, 254-256
storage
EBS, 250
RBS, 249-251
Blog Site template, 573
BPM (business project management), workflows
advantages of, 802-803
alerts, 803-804
Central Administration settings, 805-810
creating, 803
defining, 802-804

reusable workflows, creating in SharePoint
Designer, 821-826

in SharePoint 2010, 818
branding, 613
browsers
Office Web Apps support for, 785
OWA 2013, 779
Windows Explorer, SkyDrive Pro options,
747-748
workspace browser (Dashboard
Designer), 880
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building
dashboards, 889-900
data connections, creating, 891-893
data sources, preparing, 890
KPls, creating, 894-897
reports, 898
scorecards, creating, 896-897
external content types, 906-909
bulk-logged recovery model, 283
Business Data Item web part, 924-925
Business Data Related List web part, 925-927
Business Data web parts, 923-928
Business Data Item web part, 924-925

Business Data Related List web part,
925-927

Query String Filter web part, 926-928
business intelligence tools, 23-24
business needs

for corporate intranet solution, 51-52

of customer extranet solution, 54-55

mapping to SharePoint 2013
functionality, 96

meeting with application development,
829-832

for team collaboration sites, outlining, 50
buttons

Access Request Settings button, 599

Check Permissions button, 598

Create Group button, 598

Delete button (Documents tab), 494-495

Edit User Permissions button, 598

Grant Permissions button, 598

Modify Form Web Parts, 538

New Quick Step, 542

Office button (Dashboard Designer), 879

Permission Levels button, 598

Remove User Permission button, 598

Site Collection Administrators button, 599

C

calculated columns, 642-643

calendars, connecting to Outlook 2013,
751-752

Cancel Approval tool (Documents tab), 501-505
CAs (certificate authorities), 362

cells (Excel), allowing parameter input on Excel
Web Access interface, 769-772

Central Administration, 260
backup options, 263-266
content databases, adding, 239
granular backups, 266-269
IRM, enabling, 441-442
for My Site administration, 687-689
restoring SharePoint with, 270-274
in SharePoint Foundation 2013, 461-462
site collections, backing up, 267-268
sites, exporting, 268-269
workflows, settings, 805-810

Central Administration role, 33-34

certificates, creating and exporting to Azure,
330-333

Check In tool (Documents tab), 488-489
Check Out tool (Documents tab), 488-489
Check Permissions button, 598
checking SQL server integrity, 230-231
CHKDSK, 302
claims-based authentication, 326
classes (WMI), 218
classifying content types, 48
client object models, 832
NET framework, 832
cmdlets, 161
command piping, 167
PowerShell
Export-SPWeb, 174
feature management, 172-173
Get-Command, 165
Get-Help, 165-166
Get-SPSiteAdministration, 171
Get-SPWebApplication, 175-176



most commonly used, 171
New-SPContentDatabase, 176-177

New-SPWorkManagementService
Application, 179

New-SPWorkManagementService
ApplicationProxy, 179

nouns, 166-167
results, formatting, 168-169
Set-SPContentDatabase, 177
site collections, backing up, 173-174
solution management, 172-173
Test-SPContentDatabase, 106-108
for user objects, 177
verbs, 166-167
Windows servers, managing, 194
coauthoring Word 2013 documents, 740-743
administering, 742-743
testing, 740-742
Code red virus, 360
collaboration

integration with Microsoft Office
applications, 10

libraries, 11-12

inefficient collaboration, addressing,

47-48

lists, 11-12
OWA 2013, planning for use, 780-786
site collections, templates, 12-13
team collaboration sites, deploying, 49-51
Visio Graphics Service, 774

Word 2013 documents, coauthoring,
740-743

collect feedback workflow, 818

Column Default Value Settings tool (Library
tab), 553

columns
adding to lists, 511-516
calculated columns, 642-643

Enforce Relationship Behavior setting,
654-656

lookup columns, 649-656

metadata
default values, setting, 658-659
Dublin Core metadata element, 667-668
Managed Metadata Service, 668-673

configuring 935

Multiple Lines of Text columns, 647-648
site columns
adding to existing content type, 664-666
creating, 660-663
types of, 639-641
unique values, enforcing, 646-647
validation settings, 643-645

Columns section (Library Settings page),
639-641

commands, STSADM tool, 762. See also
cmdlets

Community Portal template, 576
Community Site template, 573
community sites, 13, 702-705
creating, 702-705
web parts, 703
Compare Specific Version tool (Word), 737
comparing
document sets and folders, 562-565
Excel spreadsheets and lists, 756
ForeFront TMG and ForeFront UAG, 356-357
lists and libraries, 507-508
PKI and private key encryption, 387-388

SharePoint Foundation 2013 and SharePoint
Server 2013

Central Administration tools, 461-462
features, 466-467
service applications, 451-461
site collection options, 462-465
Site Settings tools, 465-467
components
of BCS 2013, 904
of content types, 663-664
of Dashboard Designer, 879-880
of Excel Services, 757
of governance plan, 713-714
of Search, 199-200
Composed Looks gallery, 607
Configuration Import tool, 612
Configuration Wizard page (SPCA home
page), 156
Configuration Export tool, 612
configuring

Exchange Metadata document as
trusted, 409

Google as Azure identity provider, 333-347
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incoming email server role, 402-404
IPsec, 390-391

OAuth trust on Exchange server, 412
OWA 2013, 786-790
PerformancePoint Services, 877
presence information, 413-415
service applications, 178-179
SharePoint 2013, 78-79

SharePoint Designer settings for web
applications, 820

SharePoint Foundation 2013 and SharePoint
Server 2013, document libraries, 470-471

site mailboxes, Exchange Autodiscover
domain, 411

TDE, 431-436
UPA, 408-409
workflows
Central Administration settings, 805-810
site collection settings, 807-810
Connect to Office tool (Library tab), 738-739
console (VMM), 318
consuming external content types, 915-919
content
connecting to Outlook 2013, 749-752
crawling, 202-203
continuous crawl, 203
publishing to Excel Services, 762-772
sources, 203-204
content databases
adding
with Central Administration, 239
with PowerShell, 240
moving, 242-247
site collections
creating, 240-241
moving, 241-242
upgrading, 109-111
Content Organizer, 565-569
enabling, 566-569
Content Processing component, 205
Content Type Syndication Hub, 674
content types, 19-20, 663-668
classifying, 48
components, 663-664

external content types, 905
building, 906-909
consuming, 915-919
creating for related item, 913-915
defining, 909-912
external data, leveraging, 916-919
writing to, 919-923
searching, 47
site columns, adding, 664-666
continuous crawl, 203
copy-only backups, 280
corporate intranet solution
business needs, 51-52
deploying, 51-54
ideas for using, 53-54
implementing, 52-53
cost of security breaches, 357-358
counters, 223
Crawl DB, 199
crawling content, 202-203
continuous crawl, 203
Create Group button, 598
creating
AOAGSs, 418-428
apps in Visual Studio 2012, 849-864
Azure ACS namespace, 327-330
community sites, 702-705

custom actions for document libraries,
540-542

custom functions with PowerShell, 188
dashboards, 882-883, 899-900
document libraries, 190-191
external lists, 915-917
firewall port exception for SQL server, 67
installation checklist, 77-79
libraries, 190-191, 524-529
lists, 190-191, 524-529
maintenance plans for SQL server, 233-236
pages, 591-594

Article pages, 595

from Site Pages library, 592-594
personal sites, 682-684
prototype test environment, 104-105



SharePoint application within UAG trunk,
371-373

SharePoint publishing rule, 364-369
shortcuts to SharePoint 2013, 738-739
site collections, 581-582
site columns, 660-663
site mailboxes, 412
site structures with scripts, 182
sites, 588-590
permissions, 586-588
team sites, 527
views, 536-539
in lists, 516-518
web applications with scripts, 179-181

CRUD operations for external content
types, 919-923

custom actions, creating for document libraries,
540-542

custom functions, creating with
PowerShell, 188

customer extranet solution, 54-56
business needs, 54-55
ideas for using, 56
implementing, 56

customizing permissions for document libraries,
558-560

cycling log files, 220-221

D

daily maintenance tasks, outlining, 298-300
Dashboard Designer, 878-882
components, 879-880
dashboards, 889
creating, 882-883, 899-900
data connections, 883
KPls, 883-884
indicators, 884-885
scorecards, 885-886
launching, 878
Office button, 879
ribbon, 879
SharePoint tab, 880-881

deleting document libraries 937

dashboards, 889
creating, 882-883, 899-900
setting up, 889-900
data connections, creating, 891-893
data sources, preparing, 890
KPIs, creating, 894-897
scorecards, creating, 896-897

data collectors, SQL server, monitoring,
225-226

data columns, 227
data connections (Dashboard Designer), 883
creating for dashboards, 891-893
data sources, preparing for dashboards, 890
data types, VARBINARY (MAX), 248
database server role, 29
hardware requirements, 37-38

requirements for SharePoint 2013
installation, 62

virtualization, 313-314
Database tier of SharePoint architecture, 28-29
database-attach scenario, 103
database-attach upgrade, performing, 108-109
databases

Access Services, 776-777

monitoring, 175-176

shrinking, 232-233
decision making

for governance policies, 720-721

sites and site collections, 721-724

for list and library configuration, 530-532
declarations for records management, 724-725
dedicated web applications, advantages of

using with My Sites, 698-699

deep refiners, 209-214
default rules, 286-290
default values, setting for metadata, 658-659
defining

external content types, 909-912

workflows in business environment,
802-804

alerts, 803-804
delegated administration, 208
Delete button (Documents tab), 494-495
deleting document libraries, 557
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deploying
corporate intranet solution, 51-54
development farms, 35
extranet farms, 35
intranet farms, 35
large SharePoint farms, 45-46
mid-sized SharePoint farms, 42-44
multifarm environments, 35-36
Search service application role, 200-201
single-server SharePoint farms, 41-42
small SharePoint farms, 42
team collaboration sites, 49-51
test farms, 34
Description tool (Library tab), 545
designing sites, galleries, 605-607
Developer Site template, 573

developing applications with Visual Studio
2012, 22-23. See also application
development

development farms, deploying, 35
diagnostic logs, optimizing settings, 292
different content types, searching across, 47
differential backups, 280

differential partial backups, 280
Diffie-Hellman support for IPsec, 390
Directory Management Service, 404

Discard Check Out tool (Documents tab),
488-489

displaying Excel content on sites, 767-769
disposition approval workflow, 818
DLP (Data Leak Prevention), 381

DMVs (dynamic management views), monitoring

SQL server, 222-223
Document Center template, 576
document libraries, 481

AD RMS, 435-444
advantages of, 476-479
app options, 523-524
columns

Enforce Relationship Behavior setting,
654-656

lookup columns, 649-656

metadata default values, setting,
658-659

site columns, 660-663

Content Organizer, enabling, 566-569
custom actions, creating, 540-542
deleting, 557
document sets, 562-565
enabling, 563-565
documents, adding, 482-484
Documents tab
Alert Me tool, 496-497
Cancel Approval tool, 501-505
Check In tool, 488-489
Check Out tool, 488-489
Delete button, 494-495
Discard Check Out tool, 488-489
Download a Copy tool, 497-500
Edit Document tool, 488-489
Edit Properties tool, 490-491
Follow tool, 495
Go To Source tool, 497-500
Manage Copies tool, 497-500
New Document tool, 485-487
New Folder tool, 487-488
Popularity Trends tool, 495
Publish tool, 501-505
Send To tool, 497-500
Share tool, 495
Shared With tool, 492-494
Tags & Notes tool, 505-507
Unpublish tool, 501-505
Version History tool, 491-492
View Properties tool, 490-491
email-enabled, 404-405
IRM support, enabling, 442-444
permissions, customizing, 558-560
saving as template, 557-558
Settings page (Library tab), 542-556
Advanced Settings tool, 549-550
Audience Targeting check box, 554
Column Default Value Settings tool, 553
Form Settings tool, 555-556

Manage Files Which Have Not Checked In
tool, 560-562

Manage Item Scheduling tool, 552-553
Metadata Navigation tool, 553-554
Navigation tool, 545



Per-Location View Settings tool, 555
Rating Settings tool, 554
Validation Settings tool, 551-552
Versioning Settings tool, 545-548
Workflow Settings tool, 561
in SharePoint Foundation 2013, 470-471
SkyDrive Pro, syncing with computer, 745
taking offline, 749-751
Word documents, creating, 731-732
workflows, 500-501
creating, 803
document management

integration with Microsoft Office
applications, 10

libraries, 11-12
content types, 19-20
managing, 176-177
metadata, 19-20
scalability, 97-98
lists, 11-12
Announcement list, 509-510
columns, adding, 511-516
QuickEdit, 515-516
views, creating, 516-518
redundant re-creation of documents, 46-47
document sets, 562-565
enabling, 563-565
documentation. See also documents
governance plan
records management, 724-725

vision and scope documents, reviewing,
711-712

visually mapping governance strategy,
711-712

updating, 303
documents
adding to document libraries, 482-484
Word
coauthoring, 740-743
creating from document library, 731-732
versions, working with, 736-737
Documents tab
Alert Me tool, 496-497
Cancel Approval tool, 501-505
Check In tool, 488-489
Check Out tool, 488-489

ecosystem 939

Delete button, 494-495
Discard Check Out tool, 488-489
Download a Copy tool, 497-500
Edit Document tool, 488-489
Edit Properties tool, 490-491
Follow tool, 495

Go To Source tool, 497-500
Manage Copies tool, 497-500
New Document tool, 485-487
New Folder tool, 487-488
Popularity Trends tool, 495
Publish tool, 501-505

Send To tool, 497-500

Share tool, 495

Shared With tool, 492-494
Tags & Notes tool, 505-507
Unpublish tool, 501-505
Version History tool, 491-492
View Properties tool, 490-491

Download a Copy tool (Documents tab),
497-500

downloading
SharePoint Designer, 820-821
Visual Studio 2012, 848-849

DPM (Microsoft System Center 2012 Data
Protection Manager) 2010, 260
drawings (Visio), viewing in browser, 774-775
DRM (Digital Rights Management), AD RMS,
435-444
installing, 437-440
prerequisites, 435-437
RMS certification pipeline, modifying,
440-441
Dublin Core metadata element, 667-668

E

EBS (External BLOB storage), 250
ecosystem
governing, 709-710

decision making for service applications,
720-721

governance cycle, 725-726
importance of, 710
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policy topics, 717-721
records management, 724-725
sites and site collections, 721-724

vision and scope documents, reviewing,
711-712

visually mapping the strategy, 712-715
planning, 521-523
edge security, 380
eDiscovery, 725
eDiscovery Center template, 576
Edit Document tool (Documents tab), 488-489
Edit Library tool (Library tab), 539-542
Edit Properties tool (Documents tab), 490-491
Edit User Permissions button, 598
email
Directory Management Service, 404
email-enabled document libraries, 404-405

excessive use of attachments,
addressing, 48

inbound email server role, 33

outgoing email server, Exchange server as,
405-406

Outlook 2013
calendars, connecting, 751-752

connecting to SharePoint 2013 content,
749-752

task lists, connecting, 751-752

site collections, configuring Exchange
Metadata document as trusted, 409

site mailboxes
creating, 412
enabling web applications, 410
EWS API, installing, 407-408
functionality, enabling, 406-412
prerequisites, 407
SSL trusts, establishing, 408
UPA, configuring, 408-409
SMTP

incoming email functionality, enabling,
402-404

server service, installing, 400
enabling
auditing on SQL server, 385
Content Organizer, 566-569

FILESTREAM on SQL server, 251-252

incoming email functionality, installing SMTP
service, 400

IPsec
anti-replay, 390
configuring, 390-391
Diffie-Hellman support, 390
functionality, 390

policies, enabling on SharePoint servers,
392-395

verifying, 395
IPsec policies on SharePoint servers,
392-395
Kerberos, 376-379
licensing models, 177
RBS with PowerShell, 253-255
Recycle Bin in SharePoint 2013, 262-263
site mailbox functionality, 406-412
EWS API, installing, 407-408
SSL trusts, establishing, 408
UPA, configuring, 408-409
site mailboxes
creating, 412

Exchange Autodiscover domain,
configuring, 411

Exchange Metadata document,
configuring as trusted, 409

on web applications, 410
TCP/IP in SQL Configuration Manager, 68
TDE, 431-436

encryption. See also security
IPsec, 389-395
PKI, 387-389

AD certificate services, 388-389
TDE, 237-238, 429-430

enabling, 431-436

key hierarchy, 430

requirements, 430

restoring TDE encrypted database to
another server, 436

transport-level, 387
Enforce Relationship Behavior setting, 654-656
enforcing unique values in columns, 646-647
enterprise root CA, 388



Enterprise Search, 15
Enterprise Search Center template, 576
enterprise site collection templates, 572-576
enterprise subordinate CA, 388
equalizer charts, 712
establishing SSL trusts on servers, 408
event classes, 227
event logs

archiving, 301

cycling, 220-221

monitoring, best practices, 299

SQL server, monitoring, 219-221
events, 227

evolution in SharePoint platform for
development, 832-835

EWS (Exchange Web Services) API, installing on
servers, 407-408

examining presence functionality on site
collections, 414-415

Excel. See also Excel Services
spreadsheets
comparing with lists, 756
working with, 756-757
testing access on OWA 2013, 796-798
Excel Services, 457, 757-762
capabilities of, 757
comparing with Excel Web App, 781
components of, 757

Excel Web Access interface, allowing
parameter input, 769-772

history of, 758-759

managing, 759-762

OData, 759

publishing to, 762-772

workbooks, opening, 758
Excel Web Access part, 769

Excel Web App, comparing with Excel
Services, 781

excessive use of attachments,
addressing, 48

Exchange server
as outgoing email server, 405-406
site mailboxes, configuring, 411-412
exported content, importing, 175

farms 941

exporting

lists, 268-269

sites, 174, 268-269
Export-SPWeb cmdlet, 174

extending PowerShell with SharePoint .NET
API, 189

external content types, 905
building, 906-909
consuming, 915-919
creating for related item, 913-915
CRUD operations, 919-923
defining, 909-912
external data, leveraging, 916-919
writing to, 919-923
external lists, creating, 915-917
extranet farms, deploying, 35
extranets
authentication, 325-326
Azure ACS namespace, creating, 327-330

F

Facebook authentication, enabling on Azure
ACS, 347-353

farm configuration, backing up, 275
farms
AOAGs, creating, 418-428
architecting, 78
configuration backup, 264-266
development farms, deploying, 35
extranet farms, deploying, 35
governing, 716-721

initial farm Configuration Wizard,
running, 73-74

intranet farms, deploying, 35

large SharePoint farms
deploying, 45-46
virtualization, 316

medium-sized SharePoint farms
virtualization, 314-316
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mid-sized SharePoint farms, deploying,
42-44

multifarm environments, deploying, 35-36

provisioning with PowerShell, 80-83

security, enabling with separate physical
farms, 382

single-server SharePoint farms, 41-42

small SharePoint farms, virtualization,
314-315

small SharePoint farms, deploying, 42
test farms, deploying, 34
FAST Search, 15
feature management
with PowerShell cmdlets, 172-173
removing features, 173
federation, 206
file backups, 280
file system integrity, maintaining, 302
FILESTREAM, enabling on SQL server, 251-252

firewall port exception, creating for SQL
server, 67

firewalls
ASIC-based, 358
packet-filtering technology, 358

role of in modern connected infrastructure,
358

software-based, 358
folders, comparing to document sets, 562-565
Follow tool (Documents tab), 495
following sites, 695

ForeFront TMG (Threat Management Gateway)
2010, 355, 362-371

alternate access mapping, configuring for
external URL, 363-364

comparing with ForeFront UAG 2010,
356-357

monitoring, 369-371

SharePoint publishing rule, creating,
364-369

ForeFront UAG (Unified Access Gateway)
2010, 355

architecting, 371

comparing with ForeFront TMG 2010,
356-357

SharePoint application, creating within UAG
trunk, 371-373

Form Settings tool (Library tab), 555-556
formatting cmdlet results, 168-169
forms-based authentication, 326
FQDN (fully-qualified domain name), 406
fragmentation
monitoring on SQL server, 231
reducing on SQL server, 231
FSW (file share witness), 422
full backups, 280
full recovery model, 283
functions
creating with PowerShell, 188
parameters, 188-189

G

galleries, 605-607

gauging content growth, 96-97

General Application Settings page (SPCA home
page), 150-154

Get-Command cmdlet (PowerShell), 165

Get-Help cmdlet (PowerShell), 165-166

Get-SPSiteAdministration cmdlet, 171

Get-SPWebApplication cmdlet, 175-176

Go To Source tool (Documents tab), 497-500

Google, configuring as Azure identity provider,
333-347

governance cycle, 725-726

governing SharePoint 2013 environment, 23,
709-710

decision making for service applications,
720-721

farms, 716-721

governance cycle, 725-726

governance plan
components of, 713-714

vision and scope documents, reviewing,
711-712

visually mapping the strategy, 712-715
importance of, 710
policies, 717-721



records management, 724-725
roles and responsibilities, defining, 714-715
sites and site collections, 721-724

Grant Permissions button, 597

granular backups, 266-269

groups, permissions, 600-604

growth of content, gauging, 96-97

H

hardware requirements
for service application role, 38
for SharePoint 2013 installation, 60
for SQL database server role, 37-38
“Hello World!,” for PowerShell, 163
history
of Excel Services, 758-759
of SharePoint 2013, 6-10
Microsoft SharePoint Server 2010, 9
MOSS 2007, 89
SharePoint 2013, 9-10
SharePoint Foundation Server, 9
SPS 2001, 6-7
SPS 2003, 7-8
STS, 6-7
for Web Server role, 38
WSS 2.0, 7
WSS 3.0, 89
home page, SPCA tool, 126-127
Application Management page, 127-133
Apps page, 154
Backup and Restore page, 140-143
Configuration Wizard page, 156
General Application Settings page, 150-154
Monitoring page, 136-140
Security page, 143-147
System Setting page, 133-136
Upgrade and Migration page, 147-149
Hyper-V, 308

InfoPath forms 943

iFilters, planning for, 41

IIS (Internet Information Services), 97, 260
configuration, backing up, 279
managing with PowerShell, 194

IIS Manager tool, 158

IM (instant messaging), configuring presence,
413-415

implementing
corporate intranet solution, 52-53
customer extranet solution, 56
Import Spreadsheet list template, 756

importance of SharePoint 2013
governance, 710

importing
exported content, 175
libraries, 175
lists, 277-278
sites, 278-279
improvements to SharePoint 2013, 13-18
Backup and Restore, 17
Enterprise Search, 15
RBS, 17-18
security enhancements, storage security
options, 19
service applications, 13-14
SharePoint Central Administration tool, 15
shredded storage, 17-18
social networking tools, 20-21
transport-level encryption, 19
inbound email server role, 33
incoming email functionality, enabling

incoming email server role, configuring,
402-404

SMTP service, installing, 400
index iFilters, planning for, 41
indexing
federation, 206
SharePoint sites, 203-204
indicators, 884-885. See also performance

inefficient collaboration, addressing with
libraries, 47-48

InfoPath forms, 53
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infrastructure requirements for virtualization,
308-310

initial farm Configuration Wizard, running, 73-74
installing
AD RMS, 437-440
EWS API on servers, 407-408
RBS, 253
SCOM management packs, 297
SharePoint 2013
binaries, 69-70
installation checklist, creating, 77-79
prerequisite check, performing, 68-69
prerequisites, 59-62, 105-106
SharePoint Designer, 820-821
SMTP server service, 400
solutions, 186-187
SQL server 2012, 63-67
Visual Studio 2012, 848-849
Windows Server 2012 operating system, 63

integrated scripting environment
(PowerShell), 163

intranet farms
deploying, 35

IPsec, 380, 389-395
anti-replay, 390
configuring, 390-391
Diffie-Hellman support, 390
functionality, 390

policies, enabling on SharePoint servers,
392-395

verifying, 395-396
IRM (Information Rights Management)
enabling in Central Administration, 441-442

support for, enabling on document libraries,
442-444

isolation

through deployment of separate sites,
381-382

through lists, 381
with separate physical farms, 382
with separate web applications, 382

J

jobs
definitions (Health Analyzer), modifying, 290
timer jobs, 293-295
modifying, 293
monitoring, 295
JSOM (JavaScript Object Model), 759

K

Kerberos, 376-379
SPN, 376
key hierarchy in TDE, 430

KPIs (key performance indicators), 872,
883-884

creating for dashboards, 894-897
indicators, 884-885
scorecards, 885-886

L

large SharePoint farms

deploying, 45-46

virtualization, 316
launching Dashboard Designer, 878
layouts (pages), 594-595
leveraging external data, 916-919
libraries, 11-12, 481

advantages of, 476-479

alerts, 11

app options, 523-526

collaboration, calculated columns, 642-643

columns

Enforce Relationship Behavior setting,
654-656

lookup columns, 649-656

metadata default values, setting,
658-659



Multiple Lines of Text columns, 647-648
site columns, 660-663
types of, 639-641
unique values, enforcing, 646-647
validation settings, 643-645
configuration decisions, 530-532
content types, 19-20
creating, 190-191, 524-529
documents, adding, 482-484
ecosystem, planning, 521-523
importing, 175
inefficient collaboration, addressing, 47-48
versus lists, 507-508
metadata, 19-20, 633-634

interaction with Word document
metadata, 634-639

site collections
backing up, 173-174
creating with scripts, 179-181
managing, 176-177
restoring, 174
restoring from backup, 276
restoring from Recycle Bin, 277
scalability, 97-98
upgrading, 109-111
usage, monitoring, 175-176

Library tab (ribbon), 532-542

Connect to Office tool, 738-739
Edit Library tool, 539-542
Per-Location View Settings tool, 555
Settings page, 542-556
Advanced Settings tool, 549-550
Audience Targeting check box, 554
Column Default Value Settings tool, 553
Columns section, 639-641
Description tool, 545
Form Settings tool, 555-556
List Name tool, 545

Manage Files Which Have Not Checked In
tool, 560-562

Manage Item Scheduling tool, 552-553
Metadata Navigation tool, 553-554
Navigation tool, 545

lists

Permissions and Management tools,
556-562

Rating Settings tool, 554
Validation Settings tool, 551-552
Versioning Settings tool, 545-548
Workflow Settings tool, 561
tools, 533-535
licensing
OWA 2013 requirements, 786
SharePoint Enterprise CAL, 872
for SQL server 2013, 446-448
virtualization options, 310-311
licensing models, enabling, 177
limitations of AD RMS, 435-437

line-of-business application information,
accessing, 49

Link DB, 199
LINQ (Language-Integrated Query), 23
List Name tool (Library tab), 545
List Templates gallery, 606
listing installed site templates, 175
lists, 11-12, 508-509

Announcement list, 509-510

app options, 523-526

columns

calculated columns, 642-643

Enforce Relationship Behavior setting,
654-656

lookup columns, 649-656

metadata default values, setting,
658-659

945

Multiple Lines of Text columns, 647-648

site columns, 660-663

types of, 639-641

unique values, enforcing, 646-647

validation settings, 643-645
columns, adding, 511-516
comparing with Excel spreadsheets, 756
configuration decisions, 530-532
content types, 19-20
creating, 190-191, 524-529
ecosystem, planning, 521-523
exporting, 268-269
external lists, creating, 915-917
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importing, 277-278
isolation, 381
items
creating on-the-fly, 193
updating, 511-516
versus libraries, 507-508
metadata, 19-20, 633-634

interaction with Word document
metadata, 634-639

Managed Metadata, adding, 672-673
properties, modifying, 191-192
publishing content to Excel Services,

762-772

QuickEdit, 515-516
retrieving with PowerShell, 189-190
views, creating, 516-518
log files
cycling, 220-221
viewing, 220-221
login access, restricting to servers, 383-384
Look and Feel tools, 612-616
lookup columns, 649-656

Lync Server 2013, configuring presence
information, 413-415

M

Machine Translation Services, 13
maintenance procedures
creating for SQL server, 233-236
daily tasks, 298-300
monthly tasks, 302-303
quarterly tasks, 303-304
scheduling, 298-304
weekly tasks, 300-302
Manage Copies tool (Documents tab), 497-500

Manage Files Which Have Not Checked In tool
(Library tab), 560-562

Manage Item Scheduling tool (Library tab),
552-553

Manage Profile Service page, My Site Settings
section, 693-694

configuration tools, 694

Managed Metadata Service, 459, 668-673
Management Data Warehouse, 225-226
management packs (SCOM), installing, 297
managing

back-end systems with PowerShell, 193

Excel Services, 759-762

11S with PowerShell, 194

per-user licensing models with PowerShell,
177-178

site collections, 176-177
views, 536-539
VMs with VMM, 317-322

Windows servers with PowerShell
cmdlets, 194

Managing Social Notes and Tags tool (My Sites
Settings section), 696-698
mapping
governance strategy, 712-715

SharePoint 2013 functionality to business
needs, 96

Master Pages and Page Layouts gallery, 606

medium-sized SharePoint farms, virtualization,
314-316

meeting business needs with application
development, 829-832

memory, virtualization infrastructure
requirements, 309

metadata, 19-20, 633-634
Content Type Syndication Hub, 674
default values, setting, 658-659
Dublin Core metadata element, 667-668
Managed Metadata Service, 668-673
MMS, upgrading, 111-115
as navigation aid, 674-677

in Word documents, SharePoint interaction
with, 634-639

Metadata Navigation tool (Library tab), 553-554
Microsoft Office
integration with SharePoint 2013, 10

shortcuts to SharePoint 2013, creating,
738-739

versions of, SharePoint support for, 730
Word

document versions, working with,
736-737

documents, coauthoring, 740-743
Protect Document tools (Word), 733-735



New-SPWorkManagementServiceApplication cmdlet 947

Microsoft SharePoint Server 2010, 9

Microsoft SQL Server Profiler. See SQL Server
Profiler

mid-sized SharePoint farms, deploying, 42-44
migrating
from SharePoint 2010 to SharePoint
2013, 101
database-attach scenario, 103

to SharePoint 2013, third-party migrations,
103-104

mixed mode, 122

MMS (Managed Metadata Service), upgrading,
111-115

Modify Form Web Parts button, 538
modifying

list properties, 191-192

RMS certification pipeline, 440-441

SharePoint Health Analyzer job
definitions, 290

site collection properties, 171-172
timer jobs, 293
user profiles, 685-687
views, 537-538
monitoring
event logs, best practices, 299
ForeFront TMG 2010, 369-371
governance policies, 718
SharePoint performance with SCOM, 298
site collection usage, 175-176
SQL server
with Activity Monitor, 224-225
with data collectors, 225-226
with DMVs, 222-223
with event logs, 219-221
fragmentation, 231

with Reliability and Performance
Monitor, 223

with SQL Server Profiler, 226-229
with WMI, 218-219
timer jobs, 295
Monitoring page (SPCA home page), 136-140

monthly maintenance tasks, performing,
302-303

MOSS (Microsoft Office SharePoint Server)
2007, 89
most commonly used PowerShell cmdlets, 171

moving
BLOBs between stores, 254-256
content databases, 242-247

site collections between content databases,
241-242

multifarm environments, deploying, 35-36
Multiple Lines of Text columns, 647-648
multiple-layer security, 386-387
My Site Host template, 576
My Site Settings section (Manage Profile
Service page), 693-694
configuration tools, 694

Managing Social Notes and Tags tool,
696-698

My Site websites, 20-21
Central Administration tools, 687-689
creating, 682-684

dedicated web applications, advantages of
using, 698-699

sites, following, 695

user access, restricting, 699-702

user profiles, administration tools, 689-692
user profiles, modifying, 685-687

N

namespace (Azure), creating, 327-330

naming conventions for SharePoint 2013
objects, 163-164

NAT (Network Address Translation)
transversal, 390

navigating with metadata, 674-677
Navigation tool (Library tab), 545
.NET framework, 832
New Document tool (Documents tab), 485-487
new features

of PowerShell 3.0, 168-170

of SharePoint 2013, 6

Office Web Apps, 21-22

New Folder tool (Documents tab), 487-488
New Quick Step button, 542
New-SPContentDatabase cmdlet, 176-177

New-SPWorkManagementServiceApplication
cmdlet, 179
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New-SPWorkManagementServiceApplication
Proxy cmdlet, 179

nouns, entering in PowerShell cmdlets,
166-167

NTLM (NT LAN Manager), 376

O

OAuth trust, configuring on Exchange
server, 412

objects, naming conventions, 163-164
OData (Open Data Protocol), 759
Office

integration with SharePoint 2013, 10

shortcuts to SharePoint 2013, creating,
738-739

versions of, SharePoint support for, 730
Word

document versions, working with,
736-737

documents, coauthoring, 740-743
Protect Document tools, 733-735
Office button (Dashboard Designer), 879
Office Web Apps Server, 178
Office Web Apps service application, 21-22
browser support, 785
opening Excel workbooks, 758
operating systems, Windows Server 2012
operating system, 39
installing, 63
operations management, SPCA, 125-156
optimizing
diagnostic log settings, 292-293

usage data collection log settings, 291-292

organizing content types, 48

outgoing email server, Exchange server as,
405-406

outlining
business needs for team collaboration
sites, 50
daily maintenance tasks, 298-300

Outlook 2013
calendars, connecting, 751-752

connecting to SharePoint 2013 content,
749-752

task lists, connecting, 751-752
out-of-the-box workflows, 801-802
OWA 2013 (Office Web Apps 2013), 779
configuring, 786-790
Excel access, testing, 796-798
functionality, testing, 794-798
licensing requirements, 786
planning for use, 780-786
PowerPoint access, testing, 798
server prerequisites, 781-784
Windows Server 2008 R2, 782-783
Windows Server 2012, 783-784
settings, verifying, 793-794
verifying configuration, 789-792
Word access, testing, 794-795

P

packaging apps, 864-867
packetfiltering technology, 358
pages
Article pages, creating, 595
creating, 591-594
from Site Pages library, 592-594
layouts, 594-595
parameters

input, allowing on Excel Web Access
interface, 769-772

for PowerShell functions, 188-189
partial backups, 280
performance

KPIs, 883-884

monitoring with SCOM, 298

scorecards, 885-886

virtualization recommendations, 308-310
Performance Monitor, counters, 223



PerformancePoint 2013, 460-461
new features, 873-874
PerformancePoint Services, 872-900
Bl, 871-872
configuring, 877
Dashboard Designer, 878-882
components of, 879-880
dashboards, 889
dashboards, creating, 882-883
data connections, 883
KPls, 883-884
launching, 878
Office button, 879
ribbon, 879
SharePoint tab, 880-881
workspace browser, 880
reports, 887-888

Secure Store service application, creating,
876-877

site collection, creating, 877
testing, 874-875

performing
database-attach upgrade, 108-109
SQL server full backups, 280-282

Per-Location View Settings tool (Library
tab), 555

Permission Levels button, 598
permissions
for administrators, 604
customizing for document libraries, 558-560
for groups, 600-604
for site creation, 586-588
Users and Permissions tool, 596-604

Permissions and Management tools (Library
tab), 556-562

personal sites
Central Administration tools, 687-689
creating, 682-684

dedicated web applications, advantages of
using with My Sites, 698-699
My Site Settings section (Manage Profile
Service page), 693-694
configuration tools, 694

My Site websites, restricting access to,
699-702

sites, following, 695

PowerShell 949

per-user licensing models, managing with
PowerShell, 177-178

physical security, 376
piping commands, 167
PKI (Public Key Infrastructure), 387-389
AD certificate services, 388-389
smartcard authentication, 389
SSL certificates, 388
versus private key encryption, 387-388
planning
for antivirus software, 40
application development projects, 831-832
for backup software, 40
for database software, 39-40
ecosystem for lists and libraries, 521-523
for iFilters, 41
list and library ecosystem, 521-523
for OWA 2013 use, 780-786
for upgrading to SharePoint 2013, 106-108

policies for SharePoint ecosystem governance,
717-721

Popularity Trends tool (Documents tab), 495
ports, selecting for SPCA, 126
PowerGUI, 195
PowerPoint, testing access on OWA 2013, 798
PowerPoint Broadcast, 780
PowerShell, 15

administration tools, 195-196

back-end systems, managing, 193

cmdlets, 161

Backup-SPConfigurationDatabase,
173174

Backup-SPSite, 173-174
command piping, 167
Export-SPWeb, 174
Get-Command, 165
Get-Help, 165-166
Get-SPSiteAdministration, 171
Get-SPWebApplication, 175-176
most commonly used, 171
New-SPContentDatabase, 176-177
New-SPWorkManagementService
Application, 179
New-SPWorkManagementService
ApplicationProxy, 179
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nouns, 166-167

results, formatting, 168-169

Set-SPContentDatabase, 177

site collections, backing up, 173-174

for user objects, 177

verbs, 166-167
content databases, adding, 240
exported content, importing, 175
extending with SharePoint .NET API, 189
farm configuration, backing up, 275
farms, provisioning, 80-83
feature management, 172-173
functions

creating, 188

parameters, 188-189
“Hello World!,” 163
1IS management, 194
integrated scripting environment, 163
libraries, creating, 190-191
lists

creating, 190-191

importing, 277-278

retrieving, 189-190

per-user licensing models, managing,
177-178

RBS, enabling, 253-255
remote SharePoint administration, 187-188

scripting, creating web applications,
179-181

service applications, provisioning, 83-96
site collections

properties, modifying, 171-172

retrieving, 171

upgrading, 109-111
sites

importing, 278-279

retrieving, 171
solution management, 172-173
starting, 162-163
Test-SPContentDatabase cmdlet, 106-108
user provisioning, automating, 194-195
version of, verifying, 162
web applications, backing up, 275-276

PowerShell 3.0, new features, 168-170

Pre Upgrade Checker command-line tool,
106-107

prerequisites
for AD RMS, 435-437
for OWA 2013, 781-784
Windows Server 2008 R2, 782-783
Windows Server 2012, 783-784

for SharePoint 2013 installation, 59-62,
105-106

database server role requirements, 62
hardware requirements, 60
service account requirements, 61-62
software requirements, 61
for site mailboxes, 407
for three-state workflow testing, 811-812
presence information, configuring, 413-415
private key encryption, 387-388

processors, virtualization infrastructure
requirements, 309

profiles

administration tools, 689-692

modifying, 685-687
Project Site template, 573
properties

of lists, modifying, 191-192

of site collections, modifying, 171-172
Protect Document tools (Word), 733-735
prototype test environment, creating, 104-105
providers (WMI), 218-219
provisioning

farm members from virtual server templates,

318-322

farms with PowerShell, 80-83

service applications with PowerShell, 83-96
Publish tool (Documents tab), 501-505
publishing approval workflow, 818
publishing to Excel Services, 762-772
publishing site collection templates, 579



Q

quarterly maintenance tasks, 303-304
queries

client types, 208

result types, 207

rules, 206-205

suggestions, 207
Query Rules tool, 610
Query Spell Correction, 207
Query String Filter web part, 926-928
QuickEdit, 515-516

R

RACI (responsible, accountable, consulted, and
informed) charts, 714-715

Rating Settings tool (Library tab), 554
RBAC (Role-Based Access Control), 378-380
RBS (Remote BLOB Storage), 17-18, 250-251
enabling with PowerShell, 253-255
installing, 253
Records Center, 725
template, 576
records management, 724-725
declarations, 724-725
recovery models (SQL server), 282-283
Recycle Bin, 260
enabling in SharePoint 2013, 262-263
two-stage functionality, 261-262
reducing fragmentation on SQL server, 231
redundant re-creation of documents, 46-47
refiners, 209-214

Reliability and Performance Monitor, monitoring
SQL server, 223

remote SharePoint administration, 187-188
Remove User Permission button, 598
removing

features, 173

solutions, 173
repairing SQL server integrity, 230-231

reviewing 951

reporting
in PerformancePoint, 887-888
reports, creating in PerformancePoint, 898
scorecards, 885-886

usage data collection logs, optimizing
settings, 291-292

repositories
libraries, 11-12
lists, 11-12
requirements
for OWA 2013, 781-784
licensing, 786
Windows Server 2008 R2, 782-783
Windows Server 2012, 783-784
for SkyDrive Pro sync client, 744
for TDE, 430

responsibilities within governance plan,
714-715

REST (Representational State Transfer), 758
restoring
governance policies, 718

SharePoint with Central Administration,
270-274

site collection from backup, 276
site collections, 174
from Recycle Bin, 277

TDE encrypted database to another
server, 436

restricting access
to My Sites, 699-702
to servers, 383
Result Sources tool, 610
Result Types tool, 610

results from PowerShell cmdlets, formatting,
168-169

retrieving
lists with PowerShell, 189-190
site collections with PowerShell, 171
sites with PowerShell, 171

reusable workflows
creating in SharePoint Designer, 821-826
testing, 825-826

reviewing

pages library on publishing site collection,
594-595

scope of site collections, 583-586
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ribbon
Dashboard Designer, 879
Library tab, 532-542
tools, 533-535
roles
within governance plan, 714-715
of SharePoint servers, 28-34
Central Administration role, 33-34
database server role, 29, 37
inbound email server role, 33
Search service application role, 32-33
service application role, 31-32
virtualization, 308, 311-314
Web Server role, 30
running
initial farm Configuration Wizard, 73-74

SharePoint 2013 Configuration Wizard,
71-72

S

sample virtualized SharePoint 2013
architecture, 314-316

saving document libraries as template,
557-558

scalability, 77

business needs, mapping to SharePoint
2013 functionality, 96

of site collections, 97-98
of web applications, 97-98
scheduling maintenance procedures, 298-304
daily tasks, outlining, 298-300
monthly tasks, 302-303
quarterly tasks, 303-304
weekly tasks, 300-302
Schema tool, 611

SCOM (Systems Center Operations Manager),
295-298

functionality, 296-297

management packs, installing, 297
scope

of site collections, reviewing, 583-586

of work summary (governance plan),
711-712

scorecards, 885-886. See also performance
creating for dashboards, 896-897
scripting
farm provisioning script, 319-322
PowerShell, 163
SharePoint script website, 196
site collections
automating backups, 183-186
creating, 179-181
site structures, creating, 182
solution installation, automating, 186-187
web applications, creating, 179-181
WMI, 219
SDK (SharePoint 2013), 164
Search
Analytics Reporting DB, 199
architecture, 199-200
capabilities of, 197-199
components of, 199-200
Crawl DB, 199
deep refiners, 209-214
Link DB, 199
Search Administration DB, 199
user experience, 209
Search Administration DB, 199
Search and Offline Availability tool, 612
search role, virtualization, 312-313
Search service application role, 32-33
upgrading, 122
Search tools (Site Settings page), 610-611
Searchable Columns tool, 612
searching across different content types, 47

Secure Store service application, creating,
876-877

security
application-layer filtering, 358-359
authentication, 384
claims-based authentication, 326
extranets, 325-326

Facebook authentication, enabling on
Azure ACS, 347-353

forms-based authentication, 326
NTLM, 376

breaches, cost of, 357-358

DLP, 381

edge security, 380



encryption, TDE, 429-430

firewall port exception, creating for SQL
server, 67

firewalls
ASIC-based, 358

role of in modern connected
infrastructure, 358

software-based, 358
ForeFront TMG 2010, 362-371

alternate access mapping, configuring for
external URL, 363-364

monitoring, 369-371

SharePoint publishing rule, creating,
364-369

ForeFront UAG
architecting, 371

SharePoint application, creating within
UAG trunk, 371-373

governance policies, 719

IPsec, 380, 389-395
anti-replay, 390
configuring, 390-391
Diffie-Hellman support, 390
functionality, 390

policies, enabling on SharePoint servers,
392-395

verifying, 395
isolation
lists, 381
with separate physical farms, 382
with separate web applications, 382

through deployment of separate sites,
381-382

Kerberos, 376-379

packet-filtering technology, 358

physical security, 376

PKI, 387-389
AD certificate services, 388-389
versus private key encryption, 387-388
smartcard authentication, 389
SSL certificates, 388

RBAC, 378-380

servers
access, restricting, 383
login access, restricting, 383-384
templates, 386

servers 953

service account security, 376-377
SQL data security, 380
for SQL server
auditing, 385
SQL server authentication mode, 385
Windows authentication mode, 384-385
SSL, 380
storage security options, 19
TDE, 237-238
threats to SharePoint web traffic
SSL traffic, securing, 361-362
web exploits, 360-361
transport-level encryption, 19, 387
multiple-layer defense, 386-387
Trustworthy Computing initiative, 384
Security page (SPCA home page), 143-147
selecting
authentication mode for SQL server, 385
port for SPCA, 126

Self-Service Site Collection Management
tool, 587

Send To tool (Documents tab), 497-500
servers
farms
architecting, 78
configuration backup, 264-266
governing, 716-721

initial farm Configuration Wizard, running,
73

provisioning with PowerShell, 80-83
single-server SharePoint farms, 41-42
test farms, deploying, 34
IPsec policies, enabling, 392-395
managing with PowerShell cmdlets, 194
prerequisites for OWA 2013, 781-784
Windows Server 2008 R2, 782-783
Windows Server 2012, 783-784
roles of, 28-34
Central Administration role, 33-34
database server role, 29
inbound email server role, 33
Search service application role, 32-33
service application role, 31-32
Web Server role, 30
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security upgrading, 111-122
access, restricting, 383 Visio Graphics Service, 457, 773-775
login access, restricting, 383-384 collaboration, 774
templates, 386 drawings, viewing in browser, 774-775
transport-level encryption, 387 settings, 775
service accounts Set-SPContentDatabase cmdlet, 177
requirements for SharePoint 2013 settings
installation, 61-62 diagnostic logs, optimizing, 292
security, 376-377 OWA 2013, verifying, 793-794
service application role, 31-32 SharePoint Health Analyzer, 286-290
hardware requirements, 38 usage data collection logs, optimizing,
Service Application tier of SharePoint 291-292
architecture, 28-29 for Visio Graphics Service, 775
service applications, 13-14 for workflows in site collections, 807-810

Access Services, 457, 776-777

availability, comparing SharePoint
Foundation 2013 and SharePoint Server
2013, 451

BCS, 457-459
configuring, 178-179

decision making for governance plan,
720-721

Excel Services, 457, 757-762
capabilities of, 757
comparing with Excel Web App, 781
components of, 757
history of, 758-759
managing, 759-762
OData, 759

parameter input, allowing on Excel Web
Access interface, 769-772

publishing to, 762-772
Managed Metadata Service, 459, 668-673
PerformancePoint, 460-461
PerformancePoint Services, 872-900

Bl, 871-872

configuring, 877

Dashboard Designer, 878-882

reports, 887-888

Secure Store service application,
creating, 876-877

site collection, creating, 877
testing, 874-875
provisioning with PowerShell, 83-96
Search service application role, 32-33
deploying, 200-201
upgrading, 122

Settings page (Library tab), 542-556
Advanced Settings tool, 549-550
Audience Targeting check box, 554
Column Default Value Settings tool, 553
Columns section, 639-641
Description tool, 545
Form Settings tool, 555-556
List Name tool, 545
Manage Item Scheduling tool, 552-553
Metadata Navigation tool, 553-554
Navigation tool, 545
Per-Location View Settings tool, 555

Permissions and Management tools,
556-562

Rating Settings tool, 554
Validation Settings tool, 551-552
Versioning Settings tool, 545-548
Workflow Settings tool, 561
Share tool (Documents tab), 495
Shared With tool (Documents tab), 492-494
SharePoint 2010
14 mode, 123
migrating to SharePoint 2013, 101
database-attach scenario, 103
third-party migrations, 103-104
workflows, 818
SharePoint 2013
15 mode, 123
branding, 613
business applications, 450
business intelligence tools, 23-24



configuring, 78-79
database requirements, 448-449
default rules, 286-290

functionality, mapping to business
needs, 96

governing, 23
history of, 6-10
Microsoft SharePoint Server 2010, 9
MOSS 2007, 89
SharePoint Foundation Server, 9
SPS 2001, 6-7
SPS 2003, 7-8
STS, 6-7
WSS 2.0, 7
WSS 3.0, 89
improvements to, 13-18
Backup and Restore, 17
Enterprise Search, 15
RBS, 17-18
service applications, 13-14

SharePoint Central Administration tool,
15

shredded storage, 17-18

social networking tools, 20-21
installing

binaries, 69-70

installation checklist, creating, 77-79

prerequisite check, performing, 68-69

prerequisites, 59-62, 105-106

integration with Microsoft Office
applications, 10

licensing, 446-448

migrating from SharePoint 2010, 101
database-attach scenario, 103
third-party migrations, 103-104

new features, 6

objects, naming conventions, 163-164

Office versions, support for, 730

Office Web Apps, 21-22

scalability of, 77

SDK, 164

security enhancements, transport-level
encryption, 19

shortcuts, creating, 738-739
Site Contents page, 480-481

three-tiered SharePoint architecture, 28-29

Site Collection Administrators button 955

SharePoint 2013 Configuration Wizard,
running, 71-72

SharePoint 2013 Management Shell, 260
SharePoint Central Administration tool, 15
SharePoint Designer

for application development, 835-836

configuring settings for web
applications, 820

downloading, 820-821
enhancements to latest version, 833-834
installing, 820-821

workflow-based applications, creating,
836-847

workflows, creating reusable workflows,
821-826

SharePoint Foundation 2013
business applications, 449-450
Central Administration tools, 461-462
database requirements, 448-449
document libraries, 470-471
features, 467-466
libraries, app options, 523-524
lists, app options, 523-524
search functionality, 454-461
service applications, 451-461
site collections, 462-465
site features, 624-625
Site Settings tools, 465-467
Usage Reports tool, 456
SharePoint Foundation Server, 9
SharePoint Health Analyzer
job definitions, modifying, 290
settings, 286-290
SharePoint tab (Dashboard Designer), 880-881

shortcuts, creating to SharePoint 2013,
738-739

shredded storage, 17-18

shrinking databases, 232-233

silent site collection restore, 174

simple recovery model, 283

single-server SharePoint farms, 41-42
Site Actions tools, 617-618

Site Administration tools, 607-610

Site Collection Administrators button, 599
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site collections
administering, 156-157
administration tools, 618-623
administrator roles, 597-598
backing up, 173-174
Content Type Syndication Hub, 674
creating, 581-582
in content database, 240-241
with scripts, 179-181
features
in SharePoint Foundation 2013, 627-628
standard features, 628-631
governing, 721-724
managing, 176-177

moving between content databases,
241-242

presence functionality, examining, 414-415

properties, modifying with PowerShell,
171-172

publishing site collections, reviewing pages
library, 594-595

restoring, 174

from backup, 276

from Recycle Bin, 277
retrieving with PowerShell, 171
scalability, 97-98
scope of, reviewing, 583-586
security through isolation, 381-382

Self-Service Site Collection Management
tool, 587

in SharePoint Foundation 2013, 462-465
templates, 12-13, 572-573

enterprise site collection templates,
572-576

publishing site collection templates, 579
upgrading, 109-111
usage, monitoring, 175-176
wireframe, designing, 578-580
workflow settings, 807-810
site columns
adding to existing content type, 664-666
creating, 660-663
Site Columns gallery, 605
Site Content Types gallery, 605

Site Contents page (SharePoint 2013),
480-481

site mailboxes
creating, 412
enabling, 406-412
EWS API, installing, 407-408

Exchange Autodiscover domain,
configuring, 411

Exchange Metadata document,
configuring as trusted, 409

OAuth trust, configuring on Exchange
server, 412

SSL trusts, establishing, 408
UPA, configuring, 408-409
on web applications, 410
prerequisites, 407
Site Pages library, creating pages, 592-594
Site Settings tools
Access Request Settings button, 599
Check Permissions button, 598
Create Group button, 598
Edit User Permissions button, 598
Grant Permissions button, 597
Permission Levels button, 598
Remove User Permission button, 598
Search tools, 610-611
Site Actions tools, 617-618
Site Administration tools, 607-610
Site Collection Administrators button, 599
sites
administering, 156-157
automating site structure creation, 182
community sites, 702-705
creating, 702-705
web parts, 703
corporate intranet solution
business needs, 51-52
ideas for using, 53-54
implementing, 52-53
creating, 588-590
permissions, 586-588
customer extranet solution, 54-56
business needs, 54-55
ideas for using, 56
implementing, 56
Excel content, displaying, 767-769
exporting, 174, 268-269



features

in SharePoint Foundation 2013, 624-625

standard features, 626-627
following, 695
galleries, 605-607
governing, 721-724
importing, 278-279
indexing, 203-204
pages
creating, 591-594
layouts, 594-595
retrieving with PowerShell, 171
security
ForeFront TMG 2010, 362-371
through isolation, 381-382
team collaboration sites
business needs, outlining, 50
deploying, 49-51
templates, listing, 175
wireframe, designing, 578-580
SkyDrive Pro, 743-748
functionality, testing, 748
options in Windows Explorer, 747-748
syncing with computer, 745
small SharePoint farms
deploying, 42
virtualization, 314-315
smartcard authentication, 389
SMTP (Simple Mail Transfer Protocol), 33
server service, installing, 400

social networking sites, 681-682. See also
social networking tools

social networking tools, 20-21
software
planning for
antivirus software, 40
backup software, 40
database software, 39-40

SharePoint 2013 installation
requirements, 61

virtualization recommendations, 310-311
software-based firewalls, 358
solution management
automating solution installation, 186-187
with PowerShell cmdlets, 172-173
removing solutions, 173

SQL server 957

Solutions gallery, 607
SPCA (SharePoint Central Administration) tool
home page, 126-127
Application Management page, 127-133
Apps page, 154
Backup and Restore page, 140-143
Configuration Wizard page, 156

General Application Settings page,
150-154

Monitoring page, 136-140
Security page, 143-147
System Setting page, 133-136
Upgrade and Migration page, 147-149
operations management, 125-156
port selection, 126
SPN (service principal name), 376
spreadsheets (Excel)
comparing with lists, 756
working with, 756-757
SPS (SharePoint Portal Server) 2001, 6-7
SPS (SharePoint Portal Server) 2003, 7-8

SQL Configuration Manager, enabling
TCP/IP, 68

SQL server
auditing, enabling, 385
authentication
selecting mode to use, 385
SQL server authentication mode, 385
Windows authentication mode, 384-385
backup methods, 280-282
full backups, performing, 280-282
BLOBs, 247-248
EBS, 250
moving between stores, 254-256
RBS, 249-251
data security, 380
databases, shrinking, 232-233
FILESTREAM, enabling, 251-252
firewall port exception, creating, 67
fragmentation
monitoring, 231
reducing, 231
hardware requirements, 37-38
integrity, checking and repairing, 230-231
maintenance plans, creating, 233-236
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monitoring
with Activity Monitor, 224-225
with data collectors, 225-226
with DMVs, 222-223
with event logs, 219-221

with Reliability and Performance
Monitor, 223

with SQL Server Profiler, 226-229
with WMI, 218-219

RBS, installing, 253

recovery models, 282-283

security, authentication, 384

TDE, 237-238, 429-430

upgrading, 105

SQL Server 2012
AOAGs, 29

database software, planning for, 39-40

installing, 63-67

Management Data Warehouse, 225-226

SQL Server Management Studio, 158
viewing log files, 220-221
SQL Server Profiler
data columns, 227
event classes, 227
events, 227
filters, 228
SQL server, monitoring, 226-229
templates, 228
traces, 228
SSL (Secure Sockets Layer), 380
certificates, 19
PKI, 388
traffic, securing, 361-362
trusts, establishing on servers, 408
standalone root CA, 388
standalone subordinate CA, 389
standard features
for site collections, 628-631
for sites, 626-627
starting
Dashboard Designer, 878
PowerShell, 162-163
state machine workflows, 833
stateful inspection, 359
storage limits, checking, 303

storage security options, 19
Strategy Map report, 887
STS (SharePoint Team Services), 6-7
STSADM tool, 260. See also PowerShell
commands, 762
SharePoint 2013 administration, 157-158

SVVP (Server Virtualization Validation
Program), 308

sync client (SkyDrive Pro), 743-748
syncing SkyDrive Pro with computer, 745

System Setting page (SPCA home page),
133-136

T

tabular view, 537
Tags & Notes tool (Documents tab), 505-507
taking document libraries offline, 749-751

task lists, connecting to Outlook 2013,
751-752

tasks, assigning for completion, 812-816

TCP/IP, enabling in SQL Configuration
Manager, 68

TDE (Transport Data Encryption), 19, 237-238,
429-430

enabling, 431-436
key hierarchy, 430
requirements, 430

restoring TDE encrypted database to another
server, 436

team collaboration sites
business needs, outlining, 50
deploying, 49-51

team sites, 573
creating, 527

technical requirements
for virtualization, 308-310

templates
Import Spreadsheet list template, 756
saving document libraries as, 557-558
servers, securing, 386



for site collections, 12-13, 572-573

enterprise site collection templates,
572-576

publishing site collection templates, 579
for sites, listing, 175
SQL Server Profiler, 228
Three-State Workflow template, 500

virtual server templates, provisioning farm
members, 318-322

in Visual Studio 2012, 833
test environment, creating, 104-105
test farms, deploying, 34
testing
OWA 2013
configuration, 789-792
Excel access, 796-798
functionality, 794-798
Word access, 794-795
PerformancePoint Services, 874-875
reusable workflows, 825-826
SkyDrive Pro functionality, 748
three-state workflow, 811-816
prerequisites, 811-812
UAT, 832
UPS battery, 302
Word 2013 document coauthoring, 740-742
Test-SPContentDatabase cmdlet, 106-108
Themes gallery, 607
third-party backup tools, 260
third-party migrations, 103-104
threats
to SharePoint data integrity, 418
to SharePoint web traffic
securing SSL traffic, 361-362
web exploits, 360-361
three-state workflow
tasks, assigning for completion, 812-816
testing, 811-816
prerequisites, 811-812
Three-State Workflow template, 500
three-tiered SharePoint architecture, 28-29
timer jobs, 293-295
modifying, 293
monitoring, 295

upgrading 959

topics for governance policies, 717-721

traces, 228

transaction log backups, 280

transport-level encryption, 19, 387
multiple-layer defense, 386-387

Trusted Data Connection Libraries (Excel
Services), 761

Trusted Data Providers (Excel Service), 761
Trusted File Locations (Excel Service), 761
Trustworthy Computing initiative, 384
two-stage functionality of Recycle Bin, 261-262

U

UAT (user acceptance testing), 832
UDFs (user-defined functions), 759

unique values, enforcing in lists and libraries,
646-647

unmanaged applications, importance of
governance, 710

Unpublish tool (Documents tab), 501-505

UPA (User Profile Service Application),
configuring, 408-409

updating
documentation, 303
list items, 511-516
Upgrade and Migration page (SPCA home
page), 147-149
upgrading
content databases, 109-111

database-attach upgrade, performing,
108-109

MMS, 111-115

prototype test environment, creating,
104-105

service applications, 111-122

to SharePoint 2013, 101-104
database-attach scenario, 103
planning for, 106-108

site collections, 109-111

SQL server, 105

UPS, 114-121
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UPS (uninterruptible power supply) battery,
testing, 302

UPS (User Profile Service), upgrading, 114-121

usage data collection logs, optimizing settings,
291-292

Usage Reports tool, 456
user objects, cmdlets, 177

User Profile service application, My Site
Settings section, 693-694

user profiles
administration tools, 689-692
modifying, 685-687
user provisioning, automating with PowerShell,
194-195

User-Defined Function Assemblies (Excel
Services), 762

Users and Permissions tools, 596-604
Access Request Settings button, 599
Check Permissions button, 598
Create Group button, 598
Edit User Permissions button, 598
Grant Permissions button, 597
Permission Levels button, 598
Remove User Permission button, 598
Site Collection Administrators button, 599
Web Designer Galleries, 605-607

UX (user experience), 198

\%

validation settings for columns, 643-645
Validation Settings tool (Library tab), 551-552
VARBINARY (MAX) data type, 248
verbs, entering in PowerShell cmdlets, 166-167
verifying
Content Organizer, 566-569
IPsec functionality, 395
OWA 2013
configuration, 789-792
functionality, 794-798
settings, 793-794
PowerShell version, 162
SkyDrive Pro functionality, 748

Version History tool (Documents tab), 491-492
Versioning Settings tool (Library tab), 545-548
versions

of Office, SharePoint support for, 730

of PowerShell, verifying, 162

of Word documents, working with, 736-737
VHDs (virtual hard disks), 309
View Properties tool (Documents tab), 490-491
viewing

log files, 220-221

Visio drawings in browser, 774-775
views

Access view, 538-539

creating, 536-539

in lists, 516-518

modifying, 537-538

tabular view, 537
virtualization

Hyper-V, 308

infrastructure requirements, 308-310

large SharePoint farms, 316

licensing, 310-311

medium-sized SharePoint farms, 314-316

Microsoft’s support for, 307-308

sample virtualized SharePoint 2013
architecture, 314-316

of SharePoint server roles, web role,
311-312

of SharePoint servers
application role, 312
database server role, 313-314
search role, 312-313
servers combining all roles, 313
small SharePoint farms, 314-315
software recommendations, 310-311
SVVP, 308
VHDs, 309
Visio Graphics Service, 457, 773-775
collaboration, 774
drawings, viewing in browser, 774-775
settings, 775
Visio Process Repository template, 576
vision statement of governance plan, 711-712



workflow-based applications, creating in SharePoint Designer 961

Visual Studio 2012, 22-23
application development, 847-849
apps, creating, 849-864
apps, packaging, 864-867
BCS 2013, server requirements, 904-905
downloading, 848-849
enhancements to latest version, 834-835
installing, 848-849
templates, 833
visually mapping governance strategy, 712-715

VMM (System Center Virtual Machine Manager),
317-322

console, 318

farm members, provisioning from virtual
server templates, 318-322

VMs (virtual machines), managing with VMM,
317-322

W-X-Y-Z

web applications

backing up, 275-276

creating with scripts, 179-181

dedicated web applications, advantages of
using with My Sites, 698-699

OWA 2013, 779

presence information, configuring, 414

scalability, 97-98

security through isolation, 382

SharePoint Designer settings, configuring,
820

site mailboxes, enabling, 410
web content management, 13
web exploits, 360-361
web parts
Business Data web parts, 923-928
Business Data Item web part, 924-925

Business Data Related List web part,
925-927

Query String Filter web part, 926-928
for community sites, 703
Excel Web Access part, 769

Web Parts gallery, 606
Web Server role, 30
hardware requirements, 38
virtualization, 311-312
web tier of SharePoint architecture, 28-29
websites. See also social networking sites
My Site websites, 20-21
Central Administration tools, 687-689
personal sites
administration tools, 689-692
creating, 682-684
SharePoint downloads and scripts, 196

weekly maintenance tasks, performing,
300-302

Windows 2008 R2, starting PowerShell,
162-163

Windows Explorer, SkyDrive Pro options,
T47-748

Windows LivelD, 347

Windows PowerShell for SharePoint Server
2010, 196

Windows Server 2012 operating system, 39
installing, 63
PowerShell, starting, 162-163

wireframe, designing for sites and site
collections, 578-580

WMI (Windows Management Instrumentation)
classes, 218
providers, 218219
scripting, 219
SQL server, monitoring, 218-219
Word, 730-735
documents
coauthoring, 740-743
creating from document library, 731-732
metadata, 634-639
versions, working with, 736-737
Protect Document tools, 733-735
testing access on OWA 2013, 794-795
workbooks (Excel), opening, 758
Workflow Manager, 832
Workflow Settings tool (Library tab), 561

workflow-based applications, creating in
SharePoint Designer, 836-847
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workflows, 22, 500-501
advantages of, 802-803
alerts, 803-804
approval workflow, 818
Central Administration settings, 805-810
collect feedback workflow, 818
creating, 803
defining in business environment, 802-804
disposition approval workflow, 818
out-of-the-box workflows, 801-802
publishing approval workflow, 818
reusable workflows, testing, 825-826

reusable workflows, creating in SharePoint
Designer, 821-826

in SharePoint 2010, 818

SharePoint Designer, configuring settings for
web applications, 820

state machine workflows, 833
three-state workflow, testing, 811-816
working area (Dashboard Designer), 880
workspace browser (Dashboard
Designer), 880
writing to external content types, 919-923
WSS 2.0 (Windows SharePoint Services
2.0), 7

WSS 3.0 (Windows SharePoint Services
3.0), 89
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