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Introduction

We all live in a connected world, and most of us use multiple devices,
such as iPhones, iPads, Macintosh computers, and Windows PCs. Using
multiple devices for similar functions, such as email or working on docu-
ments, presents the challenge of keeping all our devices in sync so that we
have the same information, such as calendars and emails, available to us
no matter which particular device we happen to be using at any point in
time.

Enter iCloud.

Apple’s iCloud service provides an Internet “cloud” on which you can
store all sorts of information and documents. Each of your devices can
then connect to the cloud so they all have access to the same information,
photos, music, documents, and other types of data. The flow of informa-
tion goes both ways, too: Changes you make on a device move to the
cloud to update its information (which in turn is communicated to the
other devices connected to your area in the cloud).

iCloud enables you to manage and sync all sorts of information and docu-
ments. It helps with your music, books, apps, and TV shows, too, because
the content you purchase from the iTunes Store is automatically down-
loaded to all your devices and is retrievable whether you are using an iOS
device or a computer. iCloud’s Photo Stream stores your photos on the
cloud where your devices can automatically access or store them. And,
with the optional iTunes Match service, all the music in your iTunes
Library is available to any of your iOS devices from the cloud—no sync-
ing required.

iCloud is a great extension of your digital self onto the Internet. It makes
all your devices much more effective, and even more fun, to use.



About This Book
Similar to the other books in the Sams Teach Yourself in 10 Minutes
series, the purpose of this book is to enable you to learn how to use
iCloud quickly and easily—and, hopefully, you’ll even enjoy yourself
along the way! This book is composed of a series of lessons, and each les-
son covers a specific topic related to the use of iCloud. For example,
Lesson 2, “Configuring iCloud on an iPhone, iPod touch, or iPad,” teach-
es you how to set up iCloud on iOS devices, whereas Lesson 11, “Using
iCloud with Your Calendars,” shows you how to take advantage of iCloud
to help you manage your calendars.

The lessons generally build on each other, starting with the more funda-
mental topics covered in the earlier lessons and moving toward more
advanced topics in the later lessons. In general, if you work from the front
of the book toward the back, your iCloud education progresses smoothly.
You need to start with Lesson 1, “Getting Started with Your iCloud
Account and Website,” to establish your iCloud base. From there, move
on to the lessons that explain how to set up iCloud on the devices you use.
Lesson 3, “Configuring iCloud on Macintosh Computers,” explains how
to set up iCloud on a Mac, and Lesson 4, “Configuring iCloud on
Windows Computers,” explains how to do the same on a Windows PC.
After you have those bases covered, you can jump to the other lessons
based on your areas of interest.

The lessons include both information and explanations along with step-
by-step tasks. You get more out of the lessons if you perform the steps as
you read the lessons. Figures are included to show you what key steps
look like on your devices’ screens.

Who This Book Is For
This book is for anyone who wants to get the most out of iCloud.
Although iCloud is well designed and relatively easy to use, you’ll learn
faster with this guide to help you. If you’ve never used iCloud, this book
gets you started and helps you move toward becoming an iCloud guru. If
you’ve previously dabbled with iCloud, this book helps you go beyond
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basic tasks and prepares you to use all of iCloud’s amazing functionality.
If you’ve spent a fair amount of time using iCloud, this book provides
lessons to round out your iCloud expertise.

What Do I Need to Use This
Book?
To make use of the information in this book, you need an iCloud account.
Lesson 1 teaches you to create your own free account. You also need at
least one device that can access iCloud; this can be an iOS device
(iPhone, iPad, or iPod touch), a Mac, or a Windows PC. Your experience
improves if you have more than one device, such as an iPad and a com-
puter. If you are lucky enough to have more than two devices, even better!

In addition to the technical requirements, you just need a sense of adven-
ture and curiosity to explore all this book offers you. iCloud is fun to use
and, with this guide to help you, it should be fun to learn as well.

Conventions Used in This Book
Whenever you need to click a particular button or link or make a menu
selection, you see the name of that item in bold, such as in “Click the
Save button to save your document.” You also find three special elements
(Notes, Tips, and Cautions) throughout this book.

NOTE

A note provides information that adds to the knowledge you gain
through each lesson’s text and figures.

TIP

Tips offer alternate ways to do something, such as keyboard short-
cuts, or they point out additional features of which you can take
advantage.

3Introduction



CAUTION

You won’t find many of these in this book, but when you do come
across one, you should carefully read it to avoid problems or situa-
tions that could cause you grief, time, or money.

Sidebar

Sidebars provide additional information similar to a note, but side-
bars are a bit longer and more detailed. Also like notes, you can
skip over sidebars, but you’ll benefit from absorbing the information
they contain as part of your iCloud education.
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LESSON 13

Using iCloud to Locate
and Secure Your
Devices

In this lesson, you learn how to use iCloud to locate missing devices 
and to protect their data.

Using iCloud to Find Devices
iOS devices are mobile; they can easily go anywhere because they are
small and lightweight. They are also powerful and can store all kinds of
sensitive data, from contacts to personal information you use for financial
activity and other sensitive content. These two factors make the devices
extremely useful. However, this also means that if you lose control of a
device, bad things can happen. At worst, someone could compromise your
data to steal your identity or take money from you.

Laptop computers present a similar risk. Although not quite as mobile as
an iOS device, laptops can also become separated from their owners in a
number of ways, from simply being misplaced to getting stolen.

iCloud includes the Find My Device application, where Device can be an
iPad, iPod, iPhone, or Mac. This feature enables you to locate a device
remotely. When the device is located, you can lock it, or if you feel you
have lost control of it, you can erase its memory.

To use this feature, you must first enable it on each device. After it’s
enabled, you can locate and secure devices through your iCloud website.



NOTE: No Find My PC

You might have noticed that I did not mention a Windows PC on the
list of devices you can find via iCloud. This feature only supports
Apple devices; Windows PCs are not supported. Therefore, you’ll
need to find some other way to accomplish these tasks for your
Windows PCs. If you use a mobile Windows PC, perform a web
search to preyproject.com options that may be useful for you (one
example is at www.preyproject.com).

Finding iOS Devices
Finding iOS devices via iCloud requires that you set up each device to use
this feature. When that is done, you can use the Find My Device app on
your iCloud website to locate a device, and then you can perform several
different actions to secure it.

Enabling Find My iPhone on iOS Devices
To enable an iOS device to be found, perform the following steps:

1. On the Settings screen, tap iCloud.

2. If OFF is displayed next to Find My Device, where Device is
iPad, iPhone, or iPod, tap the switch to set it in the ON position;
if ON is displayed, skip the rest of these steps.

3. Tap Allow at the prompt.

4. If prompted, enable Location Services. The Find My Device
feature becomes active, as shown in Figure 13.1, and iCloud
starts tracking the location of the device.

NOTE: Location Services

Find My Device works through the Location Services feature of iOS
devices. A device can be located based on its Internet connection
via a Wi-Fi or cellular Internet connection or via GPS. GPS location is
most accurate, but not all iOS devices support GPS functionality.
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FIGURE 13.1 With Find My iPad enabled, this device can be tracked via
the iCloud website.

NOTE: Passcode

A passcode is a four-digit number (simple) or longer string of charac-
ters (complex) that must be entered to unlock an iOS device. You
should configure and use a passcode on your devices if there is any
chance they can get out of your control. Without the correct pass-
code being entered, the device can’t be unlocked, so it can’t be
used. Thus, your data is protected. To configure a passcode, open
the Settings app. Tap General and then tap Passcode Lock. From
there, you can choose the type of passcode you want and configure
it. When you’ve done that, the passcode is required each time you
unlock the device.

Using Find My iPhone with iOS Devices
When the Find My Device feature is activated, you can access your
device’s location via your iCloud website by doing the following tasks:

211Finding iOS Devices



1. Log in to your iCloud website (see Lesson 1, “Getting Started
with Your iCloud Account and Website” for the details).

2. If you aren’t already on the Home page, click the cloud button
located in the upper-left corner of the window to move there.

3. Click Find My iPhone. (This is labeled Find My iPhone no
matter which device you are locating.) 

4. Enter your Apple ID password.

5. Click Sign In. You see a map showing the location of the device
on which you are displaying your iCloud website.

6. Click the Devices button at the top of the window. All the iOS
devices and Macs for which you have enabled the Find My
Device feature under your iCloud are shown on the My Devices
list. If a device is online and has been located, it is marked with
a green dot.

7. Click the device you want to locate. If the device can be located,
you see it on a map. You also see a dialog that shows you the
options you have to find the device, as shown in Figure 13.2 and
explained in the following paragraphs.
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When you have located a device, you can perform the following actions:

. Play a sound—This does just what it sounds like. A sound is
played on the device and an alert appears on its screen. This pro-
vides information to whomever has the device—such as if
you’ve loaned the device to someone and want it back. The
sound can help you locate the device if it is in the same general
vicinity as you.

. Lost Mode—This does locks the device so it can’t be used. If
your device doesn’t already have a passcode, you create one
when you lock it. This can protect your device without changing
its data. You can also display contact information on the device’s
screen to enable someone to get in touch with you.

. Erase—This erases the device’s memory as the “last chance” to
protect your data. You should only do this in the worst-case sce-
nario because when you erase the device, you lose the ability to
find it again.

NOTE: Keeping You Informed

Whenever you use one of the Find My iPhone functions, such as
playing a sound or using the Lost mode, you receive emails to your
iCloud email account showing the action taken along with the
device, date, and time on which it was performed. You may also
receive messages through the Messages app on iOS devices.

Each of these actions is explained in the following steps.

Here’s how to send a sound or message to an iOS device:

1. Locate the device as described in the previous steps.

2. Click Play Sound. The sound plays on the device and an alert
message appears on the screen.

NOTE: The Sound Remains the Same

When you send a sound to a device you are finding, it plays even if
the device is muted.
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To stop the sound from playing on the device, unlock it and tap the OK
button on the message prompt (if it isn’t locked, you can just tap the 
OK button on the alert). (If you don’t require a passcode, anyone who has
the phone can do this, which is one reason requiring a passcode is more
secure.)

To prevent someone from using a device, you can lock it remotely by
doing the following:

1. Locate the device using the earlier steps.

2. Click Lost Mode. What happens next depends on whether or not
the device has a passcode.

3. If the device currently has a passcode, skip to step 6.

4. If you haven’t entered a passcode on the device (which you
should have, per the earlier Note), you’re prompted to create one
by entering it (see Figure 13.3).
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FIGURE 13.3 Ideally, you would have already created a passcode on your
device, but if you haven’t, you can do so when you put the device into Lost
mode.

5. Re-enter it at the prompt.

6. If you want to send a phone number to the device so that some-
one can call you about it, enter it at the prompt.



7. Click Next.

8. Enter the message you want to appear on the device (see Figure
13.4). This can be your request that whoever has the device call
you, instructions for returning the device, and so on.
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FIGURE 13.4 This message is displayed on the device’s screen when it
enters Lost mode.

9. Tap Done.

When the device enters Lost mode, it is locked and protected with the
existing passcode or the new one you created during the Lost mode
process. The phone number and message you entered appears on the
device’s screen, as shown in Figure 13.5. If the device is an iPhone, the
person finding it can tap the Call button to call the number you entered.

The device remains in Lost mode until it is unlocked.

NOTE: Auto-Lock

The Auto-Lock feature causes an iOS device to automatically lock
after a specific period of inactive time has passed. If you protect
your iOS device with a passcode, you should also set the Auto-Lock.
After the inactive time passes, the device locks, and the passcode is
required to unlock it. This minimizes the time during which the device
is vulnerable if you lose control of it. To set the Auto-Lock, open the
Settings app. Tap General and then tap Auto-Lock.



FIGURE 13.5 Hopefully, someone will return my iPhone!

If you decide you’ve lost control of your device and want to protect the
information it contains, take the following steps:

1. Locate the device using the earlier steps.

2. Click Erase Device, where Device is the type of device you’ve
found.

CAUTION: Wiping a Device

When you wipe a device, all its data is deleted, and it is reset to fac-
tory conditions. This means you will no longer be able to use Find
My iPhone to locate it. Only do this when you’re pretty sure the
device is out of your control or that you won’t be getting it back any
time soon.
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3. Click Erase.

4. Enter your Apple ID password, as shown in Figure 13.6.
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FIGURE 13.6 When all hope of a quick recovery is lost, erase a device to
protect its data.

5. Click Done. All the data on your device is erased, and it is
restored to factory settings.

Here are a few more tidbits to facilitate finding your devices:

. To update the locations of your devices, refresh the web page and
reopen the My Devices list.

. If you lose control of your device, use an escalation of steps to
try to regain control. Look at the device’s location on the map. If
the device appears to be near your current location, play the
sound because it might help you find it again. If the device
doesn’t appear to be near your current location or it appears to be
but you can’t find it, put it in Lost mode. This will hopefully pre-
vent someone else from using it while you locate it and allow
someone who finds it to contact you. If you lose all hope of find-
ing it again, you can erase the device to delete the data it con-
tains. This is a severe action, so you don’t want to do it
prematurely.



TIP: What Message to Send?

When you send a message to a device that is in Lost mode, you
might want to include additional contact information in the message,
such as your name and where you are currently located. You could
also offer a reward for the return of the device if you wanted to.
Include enough information so if someone wants to return the
device to you, they will be able to do so.

. Erasing a device is a bit of a two-edged sword. It protects your
data by erasing your device, but it also means you can’t use Find
My iPhone to locate it anymore. You should only use this if
you’re pretty sure someone has your device, because after you
erase it, there’s no way to try to track the device’s location. How
fast you move to erase a device also depends on if you’ve
required a passcode. If you do require a passcode, you know
your device’s data can’t be accessed without that code, so it will
take some time for a miscreant to crack it, and you might be
slower on the erase trigger. If your device doesn’t have a pass-
code, you might want to pull the trigger faster. If you do recover
your device after it has been erased, go through the restore
process using iTunes to return your device to its condition as of
your most recent backup.

. As you use Find My iPhone, you receive email notifications
about various events, such as when a device is locked, when a
message you sent is displayed, and so on. These are a good way
to know something about what is happening with your device,
even though you might not be able to see the device for yourself.

. If Find My iPhone can’t currently find a device, you can still ini-
tiate the same actions as when the device is found, although they
won’t actually happen until the device becomes visible again. To
be notified when this happens, check the Email me when this
device is found check box. When the device becomes visible to
Find My iPhone, you receive an email and then can take appro-
priate action to locate and secure it.

218 LESSON 13: Using iCloud to Locate and Secure Your Devices



. The circle around a device’s dot indicates how precise its loca-
tion is. The larger the circle, the less precise the device’s loca-
tion is.

. There’s an app for that. You can download and use the free Find
My iPhone app on an iOS device to use this feature. For exam-
ple, you can use this app on an iPhone to locate an iPad.

CAUTION: No Security Is Perfect

Even with passcodes, Auto-Lock, and the Find My iPhone feature,
your information stored on an iOS device can be compromised. For
example, if you don’t have a passcode, someone can easily disable
the device’s network connections, thus eliminating your ability to find
it. While it’s disconnected, someone can access the device’s data.
However, these features require that someone trying to gain access
to your information be much more sophisticated to be able to do so
(than if you do not use these features). This will be beyond the tech-
nical capabilities of the average hack. However, any sensitive data
stored on a device (mobile or otherwise) presents some level of risk
to you because no security approach is able to provide perfect pro-
tection; the goal is to use some simple and easy techniques to
make compromising your data as difficult as possible.

Finding Macs
If you use a Mac, you might want to be able to locate it. Although the
need for this is more obvious for a Mac laptop, it could potentially be use-
ful if a desktop unexpectedly changes locations.

Enabling Find My Mac
To enable Find My Mac, perform the following steps:

1. Open the iCloud pane of the System Preferences application.

2. Check the Find My Mac check box.
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3. Click Allow at the prompt. You can locate your Mac via the
Find My iPhone application on your iCloud website or by using
the Find My iPhone app on an iOS device.

Finding a Mac
To locate a Mac, perform the following steps:

1. Log in to your iCloud website (see Lesson 1 for the details).

2. If you aren’t already at the Home page, click the cloud button in
the upper-left corner to move there.

3. Click Find My iPhone. (This is labeled “Find My iPhone” no
matter which device you are locating.)

4. Enter your Apple ID password.

5. Click Sign In. You see a map showing the location of the device
on which you are displaying your iCloud website.

6. Click the Devices button at the top of the window. All the iOS
devices and Macs for which you have enabled the Find My
Device feature under your iCloud are shown on the My Devices
list. If a device is online and has been located, it is marked with
a green dot.

7. Click the Mac you want to locate. If it can be located, you see it
on a map. You also see a dialog box that shows you the options
you have to find the device, as shown in Figure 13.7.

When you locate a Mac, you can play a sound, lock it, or wipe it. These
actions work similarly to those for an iOS device. See the section, “Using
Find My iPhone with iOS Devices,” for the details.
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FIGURE 13.7 A Mac has been found!

Summary
In this lesson, you learned how to use iCloud to protect your devices. In
the next lesson, you learn how to back up and restore your devices.
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OS X Mountain Lion, 37
Outgoing Mail Server option (Mail

screen), 34
Outlook, configuring iCloud email

in, 169-172

P
Pages, 130, 134
passcodes, 211
passwords, resetting, 21
Pause button (iTunes), 61
Photo Stream

accepting shared photos
on iOS devices, 100-102

in iPhoto, 111-113

on Windows PCs, 123-124

assigning photos to contacts, 94
copying photos, 95
disk space requirements, 117
enabling

in Aperture, 113-114

on Apple TV, 125
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on iOS devices, 91-92

in iPhoto, 104-105

on Mac computers, 103

on Windows PCs, 117-118

overview, 87-89
printing photos, 94
saving photos, 95-98
sending photos, 94
setting photos as wallpaper, 94
sharing photos

in Aperture, 115-116

on iOS devices, 94, 98-100

in iPhoto, 106-111

on Windows PCs, 120-123

viewing photos
in Aperture, 114

on Apple TV, 126-127

on iOS devices, 93

in iPhoto, 105-106

on Windows PCs, 118-120

photos (Photo Stream)
accepting shared photos

on iOS devices, 100-102

in iPhoto, 111-113

on Windows PCs, 123-124

assigning to contacts, 94
copying, 95
printing, 94
saving, 95-98
sending, 94
setting as wallpaper, 94
sharing

in Aperture, 115-116

on iOS devices, 94, 98-100

in iPhoto, 106-111

on Windows PCs, 120-123

viewing
in Aperture, 114

on Apple TV, 126-127

on iOS devices, 93

in iPhoto, 105-106

on Windows PCs, 118-120

Pictures folder, viewing Photo
Stream photos in, 118-120

Play Sound option (Find My
iPhone), 213

preferences
calendar preferences

Time Zone Support, 192

configuring, 192-195

Time Zone Support, 191

contact display preferences,
181-182

Preview, 130, 134, 157
preyproject.com, 210
printing Photo Stream photos, 94
Purchased button

App Store, 66
iTunes, 61

push syncing on iOS devices, 28-29
Push syncing (email), 156
Recent Purchases option (iTunes), 58
Refresh Contacts button, 187

Q-R
reminders

explained, 200
syncing, 201

on iOS devices, 202-204

on Mac computers, 
204-205

on Windows PCs, 205-207
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Reminders app, 203-205
rented movies, downloading, 54
Replace command, 149-151
Reset your password link, 21
resetting passwords, 21
Restore and Update button, 232
Restore Backup button, 230
Restore button, 230-232
restoring

data from backups, 229-232
software from backups, 

231-232
Resume button (iTunes), 61-63

S
S/MIME (Secure/Multipurpose

Internet Mail Extensions), 35
saving Photo Stream photos, 95-98
Secure/Multipurpose Internet Mail

Extensions (S/MIME), 35
security, passcodes, 211
sending Photo Stream photos, 94
Sent Items tab (Outlook), 171
Sent Mailbox (Mail), 165
Sent menu (Mail), 168
sent message settings (Mail), 165
setting. See configuring
Setup is complete dialog box, 184
Shared folder, 118
shared libraries, 71
Shared Photo Streams switch, 92
sharing Photo Stream photos

in Aperture, 115-116
on iOS devices, 94, 98-100
in iPhoto, 106-111
on Windows PCs, 120-123

Show All Music setting, 79
Show Preview switch (Mail), 163
Show settings (Mail), 157
Show To/Cc Label slider (Mail), 157
Sign In button, 14
Sign In dialog, 14
Sign Out link, 19
Signature switch (Mail), 158
signatures (email), 158
SMTP (Simple Mail Transfer

Protocol), 34
software

restoring from backups, 
231-232

versions, 8
Sort by Date command, 145
Sort by menu (iTunes), 61
Sort by Name command, 145
Sort Order button, 181
sounds

for Mail app, 160-161
Play Sound option (Find My

iPhone), 213-214
Sounds settings (Mail), 160-161
Storage Plan screen, 32
storage space, managing, 233
sync options

bookmarks, 201
calendars

on iOS devices, 190

on Mac computers, 195

on Windows PCs, 196-197

contacts
iCloud Contacts web app,

185-187

on iOS devices, 180
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on Mac computers, 
182-183

on Windows PCs, 183-184

document syncing
enabling on iOS 

devices, 132

enabling on Mac 
computers, 133

with iCloud-aware apps,
134-141

iWork website, 143-146

manual document syncing,
142-151

overview, 129-131

iCloud email, 156
iOS devices, 27

advanced syncing, 31

configuration, 30-31, 
202-204

fetch syncing, 29

manual syncing, 29

push syncing, 28-29

Mac computers, 41, 204-205
notes, 202
reminders, 201
Windows PCs, 49, 205-207

T
tasks, syncing, 201, 205-207
text size, changing in Mail, 160
TextEdit, 130
time of most recent backup, 

viewing, 233
time zone, setting, 19
Time Zone Support (calendars), 

191-192

Trash tools (Mail), 168
Turn Off iTunes Match option, 78
Turn On iTunes Match option, 75
TV shows purchased from iTunes

Store
downloading to iPad, 61-62
downloading to iPhone or iPod

touch, 57-60

U
Update iTunes Match option, 78, 83
Upload command, 144
Uploads folder, 119
Use Cellular Data setting, 81, 

132-133
Use iCloud setting, 135

V
versions of software, 8
Vibration setting (Mail), 161
View in Lock Screen setting 

(Mail), 163
viewing

date/time of most recent
backup, 233

Photo Stream photos
in Aperture, 114

on Apple TV, 126-127

on iOS devices, 93

in iPhoto, 105-106

on Windows PCs, 118-120

VIPs, designating contacts as, 164
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W-X-Y-Z
wallpaper, setting Photo Stream 

photos as, 94
web apps, 18-20

Calendar, 198-200
iCloud Contacts web app, 

185-187
iCloud Mail web app, 173-174

web browser compatibility, 16-17
websites

appleid.apple.com, 14
iCloud website

compatible browsers, 
16-17

logging in to, 17

web applications, 18-20

My Apple ID website, 13
Windows PCs

adding to iTunes Match, 83-84
calendar syncing, 196-197
compatibility with iCloud, 9
configuring iCloud on, 47-51
contact syncing, 183-184
downloading iTunes Store 

purchases on, 70-71
iCloud control panel, 

installing, 45
iCloud email configuration,

169-172
listening to iTunes Match

music, 84-85
logging in to iCloud account

from, 46
manual document syncing, 

149-151

Photo Stream
accepting shared photos,

123-124

enabling, 117-118

sharing photos, 120-123

viewing photos, 118-120

sync options, 205-207
wiping devices, 213
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