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Introduction

We are pleased to present the 2011 edition of Ubuntu
Unleashed. Ubuntu is a Linux-based computer operating
system that has taken the world by storm. From its humble
beginning in 2004, Ubuntu has risen to be the vanguard of
desktop Linux, as well as a popular choice for servers.

Ubuntu descends from one of the oldest and most revered
Linux distributions, Debian. Debian is assembled by a team
of talented volunteers, is one of the most stable and
customizable distributions of Linux, and is well respected
for its quality and technological prowess. It is, however, an
operating system for geeks; the bar for entry into the
Debian realm is set high, and its user base tends to be
highly proficient and expects new users to learn the ropes
before joining in. That is both appropriate and okay.

What Ubuntu has done is leverage the quality of Debian to
create an operating system that ordinary people can use.
That doesn’t mean that Ubuntu users are not technologi-
cally proficient, just that they do not have to be. In fact,
many talented and respected software developers love
Ubuntu because it allows them to concentrate on their
specific interests instead of the details of the operating
system. This book is for these people and for those who
aspire to joining their ranks.

If you are new to Linux, you have made a great decision by
choosing this book. Sams Publishing’s Unleashed books offer
an in-depth look at their subjects, taking in both beginner
and advanced users and moving them to a new level of
knowledge and expertise. Ubuntu is a fast-changing distrib-
ution that has an updated release twice a year. We have
tracked the development of Ubuntu from early on to make
sure that the information in this book mirrors closely the
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development of the distribution. A full copy of Ubuntu is included on the enclosed disc,
and it is possible for you to install Ubuntu from that disc in less than an hour!

Do not let the reputation of Linux discourage you, however. Many people who have heard
of Linux think that it is found only on servers, looking after websites and email. Nothing
could be further from the truth. Distributions like Ubuntu are making huge inroads in to
the desktop market. Corporations are realizing the benefits of running a stable and power-
ful operating system that is easy to maintain and easy to secure. The best part is that as
Linux distributions make improvements, the majority of those improvements are shared
freely, allowing you to benefit from the additions and refinements made by one distribu-
tion, such as Red Hat, while continuing to use a different distribution, such as Ubuntu,
which also shares its improvements. You can put Ubuntu to work today and be assured of
a great user experience. Feel free to make as many copies of the software as you want;
Ubuntu is freely and legally distributable all over the world—no copyright lawyers are
going to pound on your door.

We would like to take a moment to introduce a concept called “The Three Levels of
Listening” from Alistair Cockburn’s Agile Software Development, published by Addison
Wesley. These describe how a person learns and masters a technique. We all start at the
first stage and progress from there. Few reach the last stage, but those who do are incredi-
bly effective and efficient. People aiming for this stage are the very ones for whom we
intend this book.

. Following—The stage where the learner looks for one very detailed process that
works and sticks to it to accomplish a task.

. Detaching—The stage where the learner feels comfortable with one method and
begins to learn other ways to accomplish the same task.

. Fluent—The stage where the learner has experience with or understanding of many
methods and doesn’t think of any of them in particular while doing a task.

A myriad of books focus on the first set of users. This is not one of them. It is our goal in
Ubuntu Unleashed to write just enough to be sufficient to get you from where you are to
where you want or need to be. This is not a book for newcomers who want or need every
step outlined in detail, although we do that occasionally. Ubuntu Unleashed is intended
for intermediate and advanced users, or those who wish to become one. Our goal is to
give you a nudge in the right direction, to help you enter the higher stages by exposing
you to as many different tools and ideas as possible; we want to give you some thoughts
and methods to consider, and spur you on to seek out more.

Licensing
Software licensing is an important issue for all computer users and can entail moral, legal,
and financial considerations. Many consumers think that purchasing a copy of a commer-
cial or proprietary operating system, productivity application, utility, or game conveys
ownership, but this is not true. In the majority of cases, the end user license agreement
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(EULA) included with a commercial software package states that you have paid only for
the right to use the software according to specific terms. This generally means you may
not examine, make copies, share, resell, or transfer ownership of the software package.
More onerous software licenses enforce terms that preclude you from distributing or
publishing comparative performance reviews of the software. Even more insidious licens-
ing schemes (and supporting legislation, especially in the United States) contain provi-
sions allowing onsite auditing of the software’s use!

This is not the case with the software included with this book. You are entirely free to
make copies, share copies, and install the software on as many computers as you want—
we encourage you to purchase additional copies of this book to give as gifts, however. Be
sure to read the README file on the disc included with this book for important informa-
tion regarding the included software and disk contents. After you install Ubuntu, go to
www.gnu.org/licenses/gpl.html to find a copy of the GNU GPL. You will see that the GPL
provides unrestricted freedom to use, duplicate, share, study, modify, improve, and even
sell the software.

You can put your copy of Ubuntu to work right away in your home or at your place of
business without worrying about software licensing, per-seat workstation or client licenses,
software auditing, royalty payments, or any other type of payments to third parties.
However, be aware that although much of the software included with Ubuntu is licensed
under the GPL, some packages on this book’s disc are licensed under other terms. There is
a variety of related software licenses, and many software packages fall under a broad defin-
ition known as open source. Some of these include the Artistic License, the BSD License, the
Mozilla Public License, and the Q Public License.

For additional information about the various GNU software licenses, browse to www.gnu.
org/. For a definition of open-source and licensing guidelines, along with links to the
terms of nearly three dozen open-source licenses, browse to www.opensource.org/.

Who This Book Is For
This book is for anyone who wants to go beyond basic beginner uses for Ubuntu.
Although the contents are aimed at intermediate to advanced users, new users who pay
attention will benefit from the advice, tips, tricks, traps, and techniques presented in each
chapter. Pointers to more detailed or related information are also provided at the end of
each chapter.

If you are new to Linux, you might need to learn some new computer skills, such as how
to research your computer’s hardware, how to partition a hard drive, and (occasionally)
how to use a command line. This book helps you learn these skills and shows you how to
learn more about your computer, Linux, and the software included with Ubuntu. Most
important, it will help you overcome your fear of the system by learning more about what
it is and how it works.

www.gnu.org/licenses/gpl.html
www.gnu.org/
www.gnu.org/
www.opensource.org/
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What This Book Contains
Ubuntu Unleashed is organized into seven parts, covering installation and configuration,
Ubuntu on the desktop, system administration, programming and housekeeping, and a
reference section. A disc containing the entire distribution is included so that you have
everything you need to get started. This book starts by covering the initial and essential
tasks required to get Ubuntu installed and running on a target system.

If you are new to Ubuntu, read the chapters in Part I, “Installation and Configuration”
first. You will learn the following:

. Detailed steps that walk you through installation

. How to configure Ubuntu to suit your tastes

. Foundational knowledge that enables you to understand Ubuntu

Part II, “Desktop Ubuntu,” is aimed at users who want to use Ubuntu on desktop systems.
You will learn the following:

. How to access the Internet in traditional and unique ways

. The productivity applications that are included and some others that are available

. How to enjoy multimedia in Ubuntu

. Other options for desktop software

. An introduction to games in Ubuntu

Part III, “System Administration,” covers

. Managing users and groups

. Automating tasks and using shell scripts

. Monitoring system resources and availability

. Backup strategies and software

. Networking

. Remote access

Part IV, “Ubuntu as a Server” gives you the information you need to start building your
own file, web, and other servers for use in your home or office.

. File and print servers

. Web servers

. Using FTP for serving files across the Internet and local networks

. Building and deploying email servers
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. Proxying

. Database creation, management, and manipulation

. Using LDAP for storing information on users and security

. The basics of LTSP

. Using Ubuntu with cloud computing

Part V, “Programming Linux,” provides a great introduction to how you can extend Ubuntu
capabilities even further using the development tools supplied with it. We introduce

. Opportunistic developments

. Helping with testing Ubuntu releases

. Programming in Perl, Python, PHP, C, C++ and Mono

Part VI, “Ubuntu Housekeeping,” looks at some of the more advanced skills you need to
keep your system running in perfect condition, including the following:

. Managing software on your computer

. Securing your machine against attack from outsiders and viruses

. Performance tuning

. Kernel and module management

The references in Part VII, “Appendixes,” give you scope to explore in even more depth
some of the topics covered in this book as well as historical context to Ubuntu and instal-
lation resources.

Conventions Used in This Book
A lot of documentation is included with every Linux distribution, and Ubuntu is certainly
no exception. It is impossible to cover every option of every command included in the
distribution and, going with our intent to help you become fluent, we focus on teaching
you how to find information you need while giving a quality overview worthy of the
intermediate or advanced user. However, this book offers numerous tables of various
options, commands, and keystrokes to help condense, organize, and present information
about a variety of subjects.

This edition is also packed full of screenshots to illustrate Ubuntu-specific graphical utili-
ties—especially those related to system administration or the configuration and adminis-
tration of various system and network services.
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To help you better understand code listing examples and sample command lines, several
formatting techniques are used to show input and ownership. For example, if the
command or code listing example shows typed input, the input is formatted in boldface,
as follows:

$ ls

If typed input is required, as in response to a prompt, the sample typed input also is in
boldface, like so:

Delete files? [Y/n] y

All statements, variables, and text that should appear on your display use the same bold-
face formatting. In addition, command lines that require root or super-user access are pref-
aced with the sudo command, as follows:

$ sudo printtool &

Command-line examples that any user can run are prefaced with a dollar sign ($), like so:

$ ls

The following elements provide you with useful tidbits of information that relate to the
discussion of the text:

NOTE

A note provides additional information you might find useful as you are working. Notes
augment a discussion with ancillary details or point you to an article, a whitepaper, or
another online reference for more information about a specific topic.

TIP

A tip contains a special insight or a timesaving technique, as well as information about
items of particular interest to you that you might not find elsewhere.

CAUTION

A caution warns you about pitfalls or problems before you run a command, edit a con-
figuration file, or choose a setting when administering your system.
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SIDEBARS CAN BE GOLDMINES

Just because it is in a sidebar does not mean that you will not find something new
here. Be sure to watch for these elements that bring in outside content that is an
aside to the discussion in the text. You will read about other technologies, Linux-based
hardware, and special procedures to make your system more robust and efficient.

Other formatting techniques include the use of italics for placeholders in computer
command syntax. Computer terms or concepts are also italicized upon first introduction
in text.

Finally, you should know that all text, sample code, and screenshots in Ubuntu Unleashed
were developed using Ubuntu and open-source tools.

Read on to start learning about and using the latest version of Ubuntu. Experienced users
will want to consider the new information in this edition when planning or considering
upgrades. There are many Linux distributions from different vendors, but many derive
from, or closely mimic, the Debian distribution.

Conventions Used In This Book 
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CHAPTER 4

Command Line
Quickstart

IN THIS CHAPTER

. What Is the Command Line?

. Logging Into and Working with
Linux

. Getting to the Command Line

. Using the Text Editors

. Working with Permissions

. Working as Root

. Reading Documentation

. Reference

The Linux command line, sometimes called the terminal,
is one of the most powerful tools available for computer
system administration and maintenance. It is an efficient
way to perform complex tasks accurately and much more
easily than it would seem at a first glance. Knowledge of the
commands available to you and also how to string them
together will make using Ubuntu even easier for many
tasks. Many of the commands were created by the GNU
Project as free software analogs to previously existing
proprietary UNIX commands. If you are interested, you can
learn more about the GNU Project at www.gnu.org/gnu/
thegnuproject.html.

This chapter looks at some of the basic commands that you
need to know to be productive at the command line. You
will find out how to get to the command line, and learn
some of the commands used to navigate the file system.
Later in the book we present a Command Line Masterclass
(Chapter 30), which explores the subject in greater depth.
The skills you learn in this chapter will help you get started
using the command line with confidence.

What Is the Command Line?
If you spend any amount of time with experienced Linux
users, you will hear them mention the command line.
Some, especially those who have begun their journey in the
Linux world using distributions, like Ubuntu, that make it
easy to complete many tasks using a graphical user interface
(GUI), may speak with trepidation about the mysteries of
the text interface. Others will either praise its power or

www.gnu.org/gnu/thegnuproject.html
www.gnu.org/gnu/thegnuproject.html
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comment about doing something via the command line as if it is the most natural and
obvious way to complete a task.

It is not necessary for you to embrace either extreme. You may develop an affinity for the
command line when performing some tasks and prefer the GUI for others. This is where
most users end up today. Some may say that you will never need to access the command
line because Ubuntu offers a slew of graphical tools that enable you to configure most
things on your system. There are some good reasons to acquire a fundamental level of
comfort with the command line that you should consider before embracing that view.

Sometimes things go wrong, and you may not have the luxury of a graphical interface to
work with. In these situations, a fundamental understanding of the command line and its
uses can be a real lifesaver. Also, some tasks end up being far easier and faster to accom-
plish from the command line.

NOTE

Don’t be tempted to skip over this chapter as irrelevant. You should take the time to
work through the chapter and ensure that you are comfortable with the command line
before moving on. Doing so will benefit you greatly for years to come.

Initially, some may be tempted to think of the command line as the product of some sort
of black and arcane art, and in some ways it can appear to be extremely difficult and
complicated to use. However, with a little perseverance, by the end of this chapter you
will start to feel comfortable using the command line and you’ll be ready to move on to
Chapter 35, “Command Line Masterclass.”

More importantly, though, you will be able to make your way around a command
line–based system, which you are likely to encounter if you ever work with a Linux server
since many Linux servers have no GUI and all administration is done using a command
line interface via SSH.

This chapter introduces you to commands that enable you to do the following:

. Perform routine tasks—Logging in and out, changing passwords, listing and navi-
gating file directories

. Implement basic file management—Creating files and folders, copying or
moving them around the file system, renaming and deleting them

. Execute basic system management—Shutting down or rebooting, using text-
based tools to edit system configuration files, and reading man pages, which are
entries for commands included as files already on your computer in a standardized
manual format

The information in this chapter is valuable for individual users or system administrators
who are new to Linux and are learning to use the command line for the first time.
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TIP

Those of you who have used a computer for many years will probably have come into
contact with MS-DOS, in which case being presented with a black screen will fill you
with a sense of nostalgia. Don’t get too comfy; the command line in Linux is different
from (and actually more powerful than) its distant MS-DOS cousin. Even cooler is that,
whereas MS-DOS skills are transferable only to other MS-DOS environments, the skills
that you learn at the Linux command line can be transferred easily to other UNIX and
UNIX-like operating systems, such as Solaris, OpenBSD, FreeBSD, and even Mac OS X,
which provides access to the terminal.

USER ACCOUNTS

A good place to start is with the concept of user-based security. For the most part, only
two types of people will access the system as users (although there will be other
accounts that run programs and processes, here we are talking about accounts that
represent human beings rather than something like an account created for a web
server process). Most people have a regular user account. These users can change
anything that is specific to their account, such as the wallpaper on the desktop, their
personal preferences, the configuration for a program when it is run by them using
their account, and so on. Note that the emphasis is on anything that is specific to
them. This type of user is not able to make systemwide changes that could affect
other users.

To make systemwide changes, you need to use super-user privileges, such as the
account you created when you started Ubuntu for the first time (see Chapter 1,
“Installing Ubuntu”). With super-user privileges you have access to the entire system
and can carry out any task, even destructive ones! To help prevent this from happen-
ing, this user does not run with these powers enabled at all times, but instead spends
most of the time with the look and feel of a regular user.

To use your super-user privileges from the command line you need to preface the
command you want to execute with another command, sudo, followed by a space and
the command you want to run. As a mnemonic device, some think of this as “super-
user do.” When you press Enter (after typing the remaining command) you will be
prompted for your password, which you should type in followed by the Enter key. As
usual on any UNIX-based system, the password will not appear on the screen while you
are typing it as a security measure, in case someone is watching over your shoulder.
Ubuntu will then carry out the command, but with super-user privileges.

4



60 CHAPTER 4 Command Line Quickstart

An example of the destructive nature of working as the super-user can be found in the
age-old example, sudo rm -rf /, which erases everything on your hard drive. If you
enter a command using sudo as a regular user who does not have an account with
super-user privileges, an error message will appear and nothing will happen because
the command will not run. We recommend that you don’t try this particular command
as a test, though. If you enter this command using an account with super-user privi-
leges, you will soon find yourself starting over with a fresh installation and hoping you
have a current backup of all of your data. You need to be especially careful when using
your super-user privileges; otherwise, you may do irreparable damage to your system.

However, the ability to work as the super-user is fundamental to a healthy Linux system
and should not be feared, but rather respected and used only with focused attention.
Without this ability you would not be able to install new software, edit system configura-
tion files, or do a large number of important administration tasks. By the end of this
chapter you will feel comfortable working with your super-user privileges and be able to
adequately administer your system from the command line. By the way, you have
already been performing operations with super-user privileges from the GUI if you have
ever been asked to enter your password to complete a specific task, such as installing
software updates. The difference is that most graphical interfaces limit the options that
users have and make it a little more difficult to do some of the big, disruptive tasks,
even the ones that are incredibly useful.

Ubuntu works slightly differently from many other Linux distributions. If you study some
other Linux distros, especially older or more traditional ones, you will hear about a
specific user account called root, which is a super-user account. In those distros,
instead of typing in sudo before a command while using a regular user account with
super-user privileges, you log in to the root account and simply issue the command
without entering a password. In those cases, you can tell when you are using the root
account at the command line because you will see a pound sign (#) in the command
line prompt in the place of the dollar sign ($).

For example, matthew@seymour:~# vs the usual matthew@seymour:~$.

In Ubuntu the root account is disabled by default because forcing regular users with
super-user privileges to type a specific command every time they want to execute a
command as a super-user should have the benefit of making them carefully consider
what they are doing when they use that power. It is easy to forget to log out of a root
account, and entering a powerful command while logged in to root can be cata-
strophic. However, if you are more experienced and comfortable with the more tradi-
tional method of using super-user privileges and want to enable the root account, you
can use the command sudo passwd. When prompted, enter your user password to
confirm that your user account has super-user privileges. You will then be asked for a
new UNIX password, which will be the password for the root account, so make sure and
remember it. You will also be prompted to repeat the password, in case you’ve made
any mistakes. After you’ve typed it in and pressed Enter, the root account will be
active. You’ll find out how to switch to root later on.
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An alternative way of getting a root prompt, without having to enable the root account,
is to issue the command sudo -i. After entering your password you will find yourself
at a root prompt (#). Do what you need to do and when you are finished, type exit and
press Enter to return to your usual prompt. You can learn more about sudo and root

from an Ubuntu perspective at https://help.ubuntu.com/community/RootSudo.

Ubuntu offers a number of ways to access the command line. One way is to press the key
combination Ctrl+Alt+F1, after which Ubuntu will switch to a black screen and a login
prompt like this:

Ubuntu 10.10 maverick seymour ttyl

seymour login:

TIP

This is one of six virtual consoles that Ubuntu provides. After you have accessed a vir-
tual console, you can use the Ctrl+Alt + any of F1 through F6 to switch to a different
console. If you want to get back to the graphical interface, press Ctrl+Alt+ F7. You can
also switch between consoles by holding the Alt key and pressing either the left or the
right cursor key to move down or up a console, such as tty1 to tty2.

At the login prompt enter your username and press the Enter key. You will be asked for
your password, which you should enter. Note that Ubuntu does not show any characters
while you are typing your password in. This is a good thing because it prevents any shoul-
der surfers from seeing what you’ve typed or the length of the password.

Pressing the Enter key drops you to a shell prompt, signified by the dollar sign:

matthew@seymour:~$

This particular prompt tells me that I am logged in as the user matthew on the system
seymour and I am currently in my home directory; Linux uses the tilde (~) as shorthand
for the home directory, which would usually be something like /home/matthew.

TIP

Navigating through the system at the command line can get confusing at times, espe-
cially when a directory name occurs in several places. Fortunately, Linux includes a
simple command that tells you exactly where you are in the file system. It’s easy to
remember because the command is just an abbreviation of present working directory,
so type pwd at any point to get the full path of your location. For example, typing pwd

after following these instructions shows /home/yourusername, meaning that you are
currently in your home directory.

4

https://help.ubuntu.com/community/RootSudo
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Using the pwd command can save you a lot of frustration when you have changed direc-
tory half a dozen times and have lost track.

Another way to quickly access the terminal is to use the desktop menu option
Applications, Accessories, Terminal. This opens up gnome-terminal, which allows you to
access the terminal while remaining in a GUI environment. This time, the terminal
appears as white text on an aubergine (dark purple) background. This is the most common
method for most desktop users, but both are useful.

Regardless of which way you access the terminal, using the virtual tty consoles accessible
at Ctrl + Alt + F1-6 or via the windowed version atop your GUI desktop, you will find the
rest of the usage details that we cover work the same. As you continue to learn and experi-
ment beyond the contents of this book, you may start to discover some subtle differences
between the two and develop a preference. For our purposes, either method will work
quite well.

With that, let’s begin.

Navigating Through the File System

Use the cd command to navigate the file system. This command is generally used with a
specific directory location or pathname, like this:

matthew@seymour:~$ cd /etc/apt/

The cd command can also be used with several shortcuts. For example, to quickly move
up to the parent directory, the one above the one you are currently in, use the cd
command like this:

matthew@seymour:~$ cd ..

To return to your home directory from anywhere in the Linux file system, use the cd
command like this:

matthew@seymour:~$ cd

You can also use the $HOME shell environment variable to accomplish the same thing. Type
this command and press Enter to return to your home directory:

matthew@seymour:~$ cd $HOME

You can accomplish the same thing by using the tilde (~) like this:

matthew@seymour:~$ cd ~

Don’t forget you can always use pwd to remind you where you are within the file system!

The ls command lists the contents of the current directory. It’s commonly used by itself,
but a number of options (also known as switches) are available for ls and give you more
information. For instance, the following command returns a listing of all the files and
directories within the current directory, including any hidden files (denoted by a . prefix)
as well as a full listing, so it will include details such as the permissions, owner and group,
size, and last modified time and date:

matthew@seymour:~$ ls -la
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You can also issue the command

matthew@seymour:~$ ls -R

This command scans and lists all the contents of the subdirectories of the current direc-
tory. This might be a lot of information, so you may want to redirect the output to a text
file so you can browse through it at your leisure by using the following:

matthew@seymour:~$ ls -laR > listing.txt

TIP

The previous command sends the output of ls -laR to a file called listing.txt and
demonstrates part of the power of the Linux command line. At the command line you
are able to use files as inputs to commands, or generate files as outputs as shown.
For more information about combining commands, see Chapter 30. In the meantime,
note that you can read the contents of that text file using the command less list-
ing.txt, which will let you read the file bit by bit using the arrow keys to navigate in
the file (or Enter to move to the next line), the spacebar to move to the next page, and
q to exit when done.

Table 4.1 shows some of the top-level directories that are part of a standard Linux distro.

4

TABLE 4.1 Basic Linux Directories

Name Description

/ The root directory

/bin Essential commands

/boot Boot loader files, Linux kernel

/dev Device files

/etc System configuration files

/home User home directories

/lib Shared libraries, kernel modules

/lost+found Directory for recovered files (if found after a file system check)

/media Mount point for removable media, such as DVDs and floppy disks

/mnt Usual mount point for local, remote file systems

/opt Add-on software packages

/proc Kernel information, process control

/root Super-user (root) home

/sbin System commands (mostly root only)
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Knowing these directories can help you find files when you need them. This knowledge
can even help you partition hard drives when you install new systems by letting you
choose to put certain directories on their own distinct partition, which can be useful for
things like isolating directories from one another, such as a server security case like
putting a directory like /boot that doesn’t change often on its own partition and making it
read-only and unchangeable without specific operations being done by a super-user
during a maintenance cycle. Desktop users probably won’t need to think about that, but
the directory tree is still quite useful to know when you want to find the configuration file
for a specific program and set some program options systemwide to affect all users.

Some of the important directories in Table 4.1, such as those containing user and root
commands or system configuration files, are discussed in the following sections. You may
use and edit files under these directories when you use Ubuntu.

Linux also includes a number of commands you can use to search the file system. These
include the following:

. whereis command—Returns the location of the command ( e.g. /bin, /sbin, or
/usr/bin/command) and its man page, which is an entry for the command included
as a file already on your computer in a standardized manual format.

. whatis command—Returns a one-line synopsis from the command’s man page.

. locate file—Returns locations of all matching file(s); an extremely fast method of
searching your system because locate searches a database containing an index of all
files on your system. However, this database (which is several MB in size and named
mlocate.db, under the /var/lib/mlocate directory) is built daily at 6:25 a.m. by
default, and does not contain pathnames to files created during the workday or in
the evening. If you do not keep your machine on constantly, you can run the
updatedb command with super-user privileges to manually start the building of the
database. More advanced users can change the time the database is updated by
changing a cron job that calls the command. There is a script in /etc/cron.daily
called mlocate that does this as part of the daily maintenance for the database. You
would need to either remove that script from /etc/cron.daily and put it the root
crontab or change when the daily tasks are run. If you don’t know how to do this
right now, you should wait until you have read and understand Chapter 11,

TABLE 4.1 Basic Linux Directories

Name Description

/srv Holds information relating to services that run on your system

/sys Real-time information on devices used by the kernel

/tmp Temporary files

/usr Software not essential for system operation, such as applications

/var Variable data (such as logs); spooled files

Continued
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“Automating Tasks,” and its discussion of cron, after which the preceding descrip-
tion will be clear.

. apropos subject—Returns a list of commands related to subject.

. type name—Returns how a name would be interpreted if used as a command. This
generally shows options or the location of the binary that will be used. For example,
type ls returns ls is aliased to `ls –color=auto’.

Managing Files with the Shell

Managing files in your home directory involves using one or more easily remembered
commands. Basic file management operations include paging (reading), moving, renam-
ing, copying, searching, and deleting files and directories. Here are some commands to do
these tasks:

. cat filename—Outputs contents of filename to display

. less filename—Allows scrolling while reading contents of filename

. mv file1 file2—Renames file1 to file2 and may be used with full pathnames to
move the file to a new directory at the same time

. mv file dir—Moves file to specified directory

. cp file1 file2—Copies file1 and creates file2

. rm file—Deletes file

. rmdir dir—Deletes directory (if empty)

. grep string file(s)—Searches through files(s) and displays lines containing
matching string (a string is a series of characters like letters, numbers, and symbols,
such as a word)

Note that each of these commands can be used with pattern-matching strings known as
wildcards or expressions. For example, to delete all files in the current directory beginning
with the letters abc, you can use an expression beginning with the first three letters of the
desired filenames. An asterisk (*) is then appended to match all these files. Use a
command line with the rm command like this:

matthew@seymour:~$ rm abc*

Linux shells recognize many types of filenaming wildcards, but this is different from the
capabilities of Linux commands supporting the use of more complex expressions. You
learn more about using wildcards in Chapter 11, “Automating Tasks.”

NOTE

You can also learn more about using expressions by reading the grep manual pages
(man grep).

4
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Working with Compressed Files

Another file management operation is compression and decompression of files, or the
creation, listing, and expansion of file and directory archives. Linux distributions usually
include several compression utilities you can use to create, compress, expand, or list the
contents of compressed files and archives. These commands include:

. bunzip2—Expands a compressed file

. bzip2—Compresses or expands files and directories

. gunzip—Expands a compressed file

. gzip—Compresses or expands files and directories

. tar—Creates, expands, or lists the contents of compressed or uncompressed file or
directory archives known as tape archives or tarballs

Most of these commands are easy to use. However, the tar command, which is the most
commonly used of the bunch, has a somewhat complex set of command-line options and
syntax. This flexibility and power are part of its popularity; you can quickly learn to use
tar by remembering a few of the simple command line options. For example, to create a
compressed archive of a directory, use tar’s czf options like this:

matthew@seymour:~$ tar czf dirname.tgz dirname

The result is a compressed archive (a file ending in .tgz) of the specified directory (and all
files and directories under it). Add the letter v to the preceding options to view the list of
files added during compression and archiving while the archive is being created. To list
the contents of the compressed archive, substitute the c option with the letter t, like this:

matthew@seymour:~$ tar tzf archive

However, if many files are in the archive, a better invocation (to easily read or scroll
through the output) is

matthew@seymour:~$ tar tzf archive | less

TIP

In the previous code example, we used a pipe character (|). Each pipe sends the out-
put of the first command to the next command. This is another of the benefits of the
command line under Linux—you can string several commands together to get the
desired results.

To expand the contents of a compressed archive, use tar’s zxf options, like so:

matthew@seymour:~$ tar zxf archive
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The tar utility decompresses the specified archive and extracts the contents in the
current directory.

Essential Commands from the /bin and /sbin Directories

The /bin directory contains essential commands used by the system for running and
booting the system. In general, only the root operator uses the commands in the /sbin
directory. The software in both locations is essential to the system; they make the system
what it is, and if they are changed or removed, it could cause instability or a complete
system failure. Often, the commands in these two directories are statically linked, which
means that the commands do not depend on software libraries residing under the /lib or
/usr/lib directories. Nearly all the other applications on your system are dynamically
linked—meaning that they require the use of external software libraries (also known as
shared libraries) to run. This is a feature for both sets of software.

The commands in /bin and /sbin are kept stable to maintain foundational system
integrity and do not need to be updated often, if at all. For the security of the system,
these commands are kept in a separate location and isolated where changes are more diffi-
cult and where it will be more obvious to the system administrator if unauthorized
changes are attempted or made.

Application software changes more frequently, and applications often use the same func-
tions that other pieces of application software use. This was the genesis of shared libraries.
When a security update is needed for something that is used by more than one program,
it has to be updated in only one location, a specific software library. This enables easy and
quick security updates that will affect several pieces of non-system-essential software at the
same time by updating one shared library, contained in one file on the computer.

Using and Editing Files in the /etc Directory

System configuration files and directories reside under the /etc directory. Some major
software packages, such as Apache, OpenSSH, and xinetd, have their own subdirectories
in /etc filled with configuration files. Others like crontab or fstab use one file. Some
examples of system-related configuration files in /etc include the following:

. fstab—The file system table is a text file listing each hard drive, CD-ROM, floppy, or
other storage device attached to your PC. The table indexes each device’s partition
information with a place in your Linux file system (directory layout) and lists other
options for each device when used with Linux (see Chapter 36, “Kernel and Module
Management”). Nearly all entries in fstab can be manipulated by root using the
mount command.

. modprobe.d/—This folder holds all the instructions to load kernel modules that are
required as part of the system startup.

4
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. passwd—The list of users for the system, including special-purpose nonhuman users
like syslog and couchdb, along with user account information.

. sudoers—A list of users or user groups with super-user access.

Protecting the Contents of User Directories—/home

The most important data on a Linux system resides in the user’s directories, found under
the /home directory. Segregating the system and user data can be helpful in preventing
data loss and making the process of backing up easier. For example, having user data
reside on a separate file system or mounted from a remote computer on the network
might help shield users from data loss in the event of a system hardware failure. For a
laptop or desktop computer at home, you might place /home on a separate partition from
the rest of the file system, so that if the operating system is upgraded, damaged, or rein-
stalled, /home would be more likely to survive the event intact.

Using the Contents of the /proc Directory to Interact with the Kernel

The content of the /proc directory is created from memory and exists only while Linux is
running. This directory contains special files that either extract information from or send
information to the kernel. Many Linux utilities extract information from dynamically
created directories and files under this directory, also known as a virtual file system. For
example, the free command obtains its information from a file named meminfo:

matthew@seymour:~$ free

total       used       free      shared   buffers     cached

Mem:      4055680     2725684    1329996   0        188996      1551464

-/+ buffers/cache:    985224     3070456

Swap:     8787512     0          8787512

This information constantly changes as the system is used. You can get the same informa-
tion by using the cat command to see the contents of the meminfo file:

matthew@seymour:~$ cat /proc/meminfo

MemTotal:                    4055680 KB

MemFree:                     1329692 KB

Buffers:                      189208 KB

Cached:                      1551488 KB

SwapCached:                        0 KB

Active:                      1222172 KB

Inactive:                    1192244 KB

Active(anon):                 684092 KB

Inactive(anon):                   16 KB

Active(file):                 538080 KB

Inactive(file):              1192228 KB

Unevictable:                      48 KB

Mlocked:                          48 KB

SwapTotal:                   8787512 KB
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SwapFree:                    8787512 KB

Dirty:                           136 KB

Writeback:                         0 KB

AnonPages:                    673760 KB

Mapped:                       202308 KB

Shmem:                         10396 KB

Slab:                         129248 KB

SReclaimable:                 107356 KB

SUnreclaim:                    21892 KB

KernelStack:                    2592 KB

PageTables:                    30108 KB

NFS_Unstable:                      0 KB

Bounce:                            0 KB

WritebackTmp:                      0 KB

CommitLimit:                10815352 KB

Committed_AS:                1553172 KB

VmallocTotal:            34359738367 KB

VmallocUsed:                  342300 KB

VmallocChunk:            34359387644 KB

HardwareCorrupted:                 0 KB

HugePages_Total:                      0

HugePages_Free:                       0

HugePages_Rsvd:                       0

HugePages_Surp:                       0

Hugepagesize:                   2048 KB

DirectMap4k:                   38912 KB

DirectMap2M:                 4153344 KB

The /proc directory can also be used to dynamically alter the behavior of a running Linux
kernel by “echoing” numerical values to specific files under the /proc/sys directory. For
example, to “turn on” kernel protection against one type of denial of service (DOS) attack
known as SYN flooding, use the echo command to send the number 1 (one) to the follow-
ing /proc path:

matthew@seymour:~$ $ sudo echo 1 >/proc/sys/net/ipv4/tcp_syncookies

Other ways to use the /proc directory include the following:

. Getting CPU information, such as the family, type, and speed from /proc/cpuinfo.

. Viewing important networking information under /proc/net, such as active inter-
faces information under /proc/net/dev, routing information in /proc/net/route,
and network statistics in /proc/net/netstat.

. Retrieving file system information.

. Reporting media mount point information via USB; for example, the Linux kernel
reports what device to use to access files (such as /dev/sda) if a USB camera or hard drive
is detected on the system. You can use the dmesg command to see this information.

4
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. Getting the kernel version in /proc/version, performance information such as
uptime in /proc/uptime, or other statistics such as CPU load, swap file usage, and
processes in /proc/stat.

Working with Shared Data in the /usr Directory

The /usr directory contains software applications, libraries, and other types of shared data
for use by anyone on the system. Many Linux system administrators give /usr its own
partition. A number of subdirectories under /usr contain manual pages (/usr/share/man),
software package shared files (/usr/share/name_of_package, such as /usr/share/emacs),
additional application or software package documentation (/usr/share/doc), and an
entire subdirectory tree of locally built and installed software, /usr/local.

Temporary File Storage in the /tmp Directory

As its name implies, the /tmp directory is used for temporary file storage; as you use Linux,
various programs create files in this directory.

Accessing Variable Data Files in the /var Directory

The /var directory contains subdirectories used by various system services for spooling
and logging. Many of these variable data files, such as print spooler queues, are temporary,
whereas others, such as system and kernel logs, are renamed and rotated in use. Incoming
electronic mail is usually directed to files under /var/spool/mail.

Linux also uses /var for other important system services. These include the top-most File
Transfer Protocol (FTP) directory under /var/ftp (see Chapter 18, “Remote File Serving
with FTP”), and the Apache web server’s initial home page directory for the system,
/var/www/html. (See Chapter 17, “Apache Web Server Management,” for more information
on using Apache.)

NOTE

There is a recent trend to move data that is served from /var/www and /var/ftp to
/srv, but this is not universal.

Logging In to and Working with Linux
You can access and use a Linux system in a number of ways. One way is at the console
with a monitor, keyboard, and mouse attached to the PC. Another way is via a serial
console, either by dial-up via a modem or a PC running a terminal emulator and
connected to the Linux PC via a null modem cable. You can also connect to your system
through a wired or wireless network, using the telnet or ssh commands. The information
in this section shows you how to access and use the Linux system, using physical and
remote text-based logins.
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NOTE

This chapter focuses on text-based logins and use of Linux. Graphical logins and using
a graphical desktop are described in Chapter 3, “Working with GNOME.”

Text-Based Console Login

If you sit down at your PC and log in to a Linux system that has not been booted to a
graphical login, you see a prompt similar to this one:

Ubuntu 10.10 maverick seymour ttyl

seymour login:

Your prompt might vary, depending on the version of Ubuntu you are using and the
method you are using to connect. In any event, at this prompt, type in your username
and press Enter. When you are prompted for your password, type it in and press Enter.

NOTE

Your password is not echoed back to you, which is a good idea. Why is it a good idea?
Well, people are prevented from looking over your shoulder and seeing your screen
input. It is not difficult to guess that a five-letter password might correspond to the
user’s spouse’s first name!

Logging Out

Use the exit or logout command or Ctrl+D to exit your session. You are then returned to
the login prompt. If you use virtual consoles, remember to exit each console before
leaving your PC. (Otherwise, someone could easily sit down and use your account.)

Logging In and Out from a Remote Computer

Although you can happily log in on your computer, an act known as a local login, you can
also log in to your computer via a network connection from a remote computer. Linux-
based operating systems provide a number of remote access commands you can use to log
in to other computers on your local area network (LAN), wide area network (WAN), or the
Internet. Note that not only must you have an account on the remote computer, but the
remote computer must be configured to support remote logins—otherwise, you won’t be
able to log in.

NOTE

See Chapter 14, “Networking,” to see how to set up network interfaces with Linux to
support remote network logins and Chapter 11 to see how to start remote access
services (such as sshd).

4
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The best and most secure way to log in to a remote Linux computer is to use ssh, the
Secure Shell client. Your login and session are encrypted while you work on the remote
computer. The ssh client features many command-line options, but can be simply used
with the name or IP address of the remote computer, like this:

matthew@seymour:~$ ssh 192.168.0.41

The authenticity of host ‘192.168.0.41 (192.168.0.41)’ can’t be established.

RSA key fingerprint is e1:db:6c:da:3f:fc:56:1b:52:f9:94:e0:d1:1d:31:50.

Are you sure you want to continue connecting (yes/no)?

yes

The first time you connect with a remote computer using ssh, Linux displays the remote
computer’s encrypted identity key and asks you to verify the connection. After you type
yes and press Enter, you are warned that the remote computer’s identity (key) has been
entered in a file named known_hosts under the .ssh directory in your home directory. You
are also prompted to enter your password:

Warning: Permanently added ‘192.168.0.41’ (RSA) \

to the list of known hosts.

matthew@192.168.0.41’s password:

matthew@babbage~$

After entering your password, you can work on the remote computer, which you can
confirm by noticing the changed prompt that now uses the name of the remote computer
on which you are working. Again, because you are using ssh, everything you enter on the
keyboard in communication with the remote computer is encrypted. When you log out,
you will return to the shell on your computer.

matthew@babbage~$ logout
matthew@seymour:~$

Using Environment Variables

A number of in-memory variables are assigned and loaded by default when you log in.
These variables are known as shell environment variables and can be used by various
commands to get information about your environment, such as the type of system you
are running, your home directory, and the shell in use. Environment variables are used to
help tailor the computing environment of your system and include helpful specifications
and setup, such as default locations of executable files and software libraries. If you begin
writing shell scripts, you might use environment variables in your scripts. Until then, you
need to be aware only of what environment variables are and do.

The following list includes a number of environment variables, along with descriptions of
how the shell uses them:

. PWD—provides the full path to your current working directory, used by the pwd
command, such as /home/matthew/Documents
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. USER—declares the user’s name, such as matthew

. LANG—sets the default language, such as English

. SHELL—declares the name and location of the current shell, such as /bin/bash

. PATH—sets the default location(s) of executable files, such as /bin, /usr/bin, and so on

. TERM—sets the type of terminal in use, such as vt100, which can be important when
using screen-oriented programs, such as text editors

. You can print the current value of any environment variable using echo $VARIABLE-
NAME, like this:

matthew@seymour:~$ echo $USER

matthew
matthew@seymour:~$

NOTE

Each shell can have its own feature set and language syntax, as well as a unique set
of default environment variables. See Chapter 15, “Remote Access for SSH and
Telnet,” for more information about using the different shells included with Ubuntu.

You can use the env or printenv command to display all environment variables, like so:

matthew@seymour:~$ env

ORBIT_SOCKETDIR=/tmp/orbit-matthew

SSH_AGENT_PID=1729

TERM=xterm

SHELL=/bin/bash

WINDOWID=71303173

GNOME_KEYRING_CONTROL=/tmp/keyring-qTEFTw

GTK_MODULES=canberra-gtk-module

USER=matt

hew

SSH_AUTH_SOCK=/tmp/keyring-qTEFTw/ssh

DEFAULTS_PATH=/usr/share/gconf/gnome.default.path

SESSION_MANAGER=local/seymour:/tmp/.ICE-unix/1695

USERNAME=matthew

XDG_CONFIG_DIRS=/etc/xdg/xdg-gnome:/etc/xdg

DESKTOP_SESSION=gnome

PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games

PWD=/home/matt

hew

GDM_KEYBOARD_LAYOUT=us

LANG=en_US.utf8

4
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GNOME_KEYRING_PID=1677

MANDATORY_PATH=/usr/share/gconf/gnome.mandatory.path

GDM_LANG=en_US.utf8

GDMSESSION=gnome

HISTCONTROL=ignoreboth

SPEECHD_PORT=7560

SHLVL=1

HOME=/home/matt

hew

LOGNAME=matt

hew

LESSOPEN=| /usr/bin/lesspipe %s

DISPLAY=:0.0

LESSCLOSE=/usr/bin/lesspipe %s %s

XAUTHORITY=/var/run/gdm/auth-for-matthew-PzcGqF/database

COLORTERM=gnome-terminal

OLDPWD=/var/lib/mlocate

_=/usr/bin/env

This abbreviated list shows some of the common variables. These variables are set by
configuration or resource files contained in the /etc, /etc/skel, or user /home direc-
tory. You can find default settings for bash, for example, in /etc/profile and
/etc/bashrc as well as .bashrc or .bash_profile files in your home directory. Read the
man page for bash for details about using these configuration files.

One of the most important environment variables is $PATH, which defines the location
of executable files. For example, if, as a regular user, you try to use a command that is
not located in your $PATH (such as the imaginary command command), you will see some-
thing like this:

matthew@seymour:~$ command

-bash: command: command not found

If the command that you’re trying to execute exists in the Ubuntu software repositories,
but is not yet installed on your system, Ubuntu will respond with the correct command to
install the command.

matthew@seymour:~$ command

The program ‘command’ is currently not installed. You can install it by typing:

sudo apt-get install command

However, you might know that command is definitely installed on your system, and you
can verify this by using the whereis command, like so:

$ whereis command

command: /sbin/command
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You can also run the command by typing its full pathname or complete directory specifi-
cation, like this:

$ /sbin/command

As you can see in this example, the command command is indeed installed. What happened
is that by default, the /sbin directory is not in your $PATH. One of the reasons for this is
that commands under the /sbin directory are normally intended to be run only by root.
You can add /sbin to your $PATH by editing the file .bash_profile in your home directory
(if you use the bash shell by default, like most Linux users). Look for the following line:

PATH=$PATH:$HOME/bin

You can then edit this file, perhaps using the vi editor (discussed later in this chapter), to
add the /sbin directory like so:

PATH=$PATH:/sbin$HOME/bin

Save the file. The next time you log in, the /sbin directory is in your $PATH. One way to
use this change right away is to read in the new settings in .bash_profile by using the bash
shell’s source command like so:

$ source .bash_profile

You can now run commands located in the /sbin directory without the need to explicitly
type the full pathname.

Some Linux commands also use environment variables, for example, to acquire configura-
tion information (such as a communications program looking for a variable such as
BAUD_RATE, which might denote a default modem speed).

To experiment with the environment variables, you can modify the PS1 variable to manip-
ulate the appearance of your shell prompt. If you are working with bash, you can use its
built-in export command to change the shell prompt. For example, if your default shell
prompt looks like this:

matthew@seymour:~$

You can change its appearance by using the PS1 variable like this:

$ PS1=’$OSTYPE r00lz ->’

After you press Enter, you see

linux-gnu r00lz ->

NOTES

See the bash man page for other variables you can use for prompt settings.

4
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Using the Text Editors
Linux distributions include a number of applications known as text editors that you can use
to create text files or edit system configuration files. Text editors are similar to word process-
ing programs, but generally have fewer features, work only with text files, and might or
might not support spell checking or formatting. Text editors range in features and ease of
use and are found on nearly every Linux distribution. The number of editors installed on
your system depends on what software packages you’ve installed on the system.

Some of the more popular console-based text editors include:

. emacs—The comprehensive GNU emacs editing environment, which is much more
than an editor; see the section “Working with emacs” later in this chapter.

. joe—Joe’s Own Editor, a text editor, which can be used to emulate other editors.

. nano—A simple text editor similar to the pico text editor included with the pine
email program.

. vim—An improved, compatible version of the vi text editor (which we call vi in the
rest of this chapter because it has a symbolic link named vi and a symbolically
linked manual page).

Note that not all text editors are screen oriented, meaning designed for use from a terminal.
Some of the text editors are designed to run from a graphical desktop and which provide a
graphical interface with menu bars, buttons, scrollbars, and so on, are:

. gedit—A GUI text editor for GNOME

. kate—A simple KDE text editor

. kedit—Another simple KDE text editor

A good reason to learn how to use a text-based editor, such as vi or nano, is that system
maintenance and recovery operations almost never take place during X Window sessions,
negating the use of a GUI editor. Many larger, more complex and capable editors do not
work when Linux is booted to its single-user or maintenance mode. If anything does go
wrong with your system and you can’t log into the X Window system and its graphical
user interface, knowledge and experience of using both the command line and text editors
will turn out to be very important. Make a point of opening some of the editors and
playing around with them; you never know—you might just thank me someday!

Another reason to learn how to use a text-based editor under the Linux console mode is
so that you can edit text files through remote shell sessions, because many servers will not
host graphical desktops.

Working with vi

The one editor found on nearly every UNIX and Linux system is the vi editor, originally
written by Bill Joy. This simple-to-use but incredibly capable editor features a somewhat
cryptic command set, but you can put it to use with only a few commands. Although
many experienced UNIX and Linux users use vi extensively during computing sessions,
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many users who do only quick and simple editing might not need all its power and may
prefer an easier-to-use text editor such as pico or GNU nano. Diehard GNU fans and
programmers definitely use emacs.

However, learning how to use vi is a good idea. You might need to edit files on a Linux
system with a minimal install, or a remote server without a more extensive offering of
installed text editors. Chances are nearly 100 percent that vi will be available.

You can start an editing session by using the vi command like this:

matthew@seymour:~$ vi file.txt

The vi command works by using an insert (or editing) mode, and a viewing (or
command) mode.

When you first start editing, you are in the viewing mode. You can use your arrow or
other navigation keys (as shown later) to scroll through the text. To start editing, press the
i key to insert text or the a key to append text. When you’re finished, use the Esc key to
toggle out of the insert or append modes and into the viewing (or command) mode. To
enter a command, type a colon (:), followed by the command, such as w to write the file,
and press Enter.

Although vi supports many complex editing operations and numerous commands, you
can accomplish work by using a few basic commands. These basic vi commands are

. Cursor movement—h, j, k, l (left, down, up, and right)

. Delete character—x

. Delete line—dd

. Mode toggle—Esc, Insert (or i)

. Quit—:q

. Quit without saving—:q!

. Run a shell command—:sh (use ’exit’ to return)

. Save file—:w

. Text search—/

NOTE

Use the vimtutor command to quickly learn how to use vi’s keyboard commands. The
tutorial takes less than 30 minutes, and it teaches new users how to start or stop the
editor, navigate files, insert and delete text, and perform search, replace, and insert
operations.

Working with emacs

Richard M. Stallman’s GNU emacs editor, like vi, is included with Ubuntu and nearly
every other Linux distribution. Unlike other UNIX and Linux text editors, emacs is much
more than a simple text editor—it is an editing environment and can be used to compile

4
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and build programs and act as an electronic diary, appointment book, and calendar; use it to
compose and send electronic mail, read Usenet news, and even play games. The reason for
this capability is that emacs contains a built-in language interpreter that uses the Elisp (emacs
LISP) programming language. emacs is not installed in Ubuntu by default. To use emacs, the
package you need to install is called emacs. See Chapter 32, “Managing Software.”

You can start an emacs editing session like this:

matthew@seymour:~$ emacs file.txt

TIP

If you start emacs when using X11, the editor launches in its own floating window. To
force emacs to display inside a terminal window instead of its own window (which can
be useful if the window is a login at a remote computer), use the -nw command-line
option like this: emacs -nw file.txt.

The emacs editor uses an extensive set of keystroke and named commands, but you can
work with it by using a basic command subset. Many of these basic commands require
you to hold down the Ctrl key, or to first press a meta key (generally mapped to the Alt
key). The basic commands are listed in Table 4.2.

TABLE 4.2 Emacs Editing Commands

Action Command

Abort Ctrl+G

Cursor left Ctrl+B

Cursor down Ctrl+N

Cursor right Ctrl+F

Cursor up Ctrl+P

Delete character Ctrl+D

Delete line Ctrl+K

Go to start of line Ctrl+A

Go to end of line Ctrl+E

Help Ctrl+H

Quit Ctrl+X, Ctrl+C

Save As Ctrl+X, Ctrl+W

Save file Ctrl+X, Ctrl+S
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TIP

One of the best reasons to learn how to use emacs is that you can use nearly all the
same keystrokes to edit commands on the bash shell command line. Another reason is
that like vi, emacs is universally available for installation on nearly every UNIX and
Linux system, including Apple’s Mac OS X.

Working with Permissions
Under Linux (and UNIX), everything in the file system, including directories and devices,
is a file. And every file on your system has an accompanying set of permissions based on
ownership. These permissions provide data security by giving specific permission settings
to every single item denoting who may read, write, and/or execute the file. These permis-
sions are set individually for the file’s owner, for members of the group the file belongs to,
and for all others on the system.

You can examine the default permissions for a file you create by using the umask
command, which lists default permissions using the number system explained next, or by
using the touch command and then the ls command’s long-format listing like this:

matthew@seymour:~$ touch file

matthew@seymour:~$ ls -l file

-rw-r--r-- 1 matthew matthew 0 2010-06-30 13:06 file

In this example, the touch command is used to quickly create a file. The ls command then
reports on the file, displaying the following (from left to right):

. The type of file created—Common indicators of the type of file are in the leading
letter in the output. A blank (which is represented by a dash, as in the preceding
example) designates a plain file, d designates a directory, c designates a character
device (such as /dev/ttyS0), and b is used for a block device (such as /dev/sda).

. Permissions—Read, write, and execute permissions for the owner, group, and all
others on the system. (You learn more about these permissions later in this section.)

. Number of links to the file—The number one (1) designates that there is only one
file, whereas any other number indicates that there might be one or more hard-linked

4

TABLE 4.2 Emacs Editing Commands

Action Command

Search backward Ctrl+R

Search forward Ctrl+S

Start tutorial Ctrl+H, T

Undo Ctrl+X, U

Continued
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files. Links are created with the ln command. A hard-linked file is an exact copy of
the file, but it might be located elsewhere on the system. Symbolic links of directories
can also be created, but only the root operator can create a hard link of a directory.

. The owner—The account that owns the file; this is originally the file creator, but
you can change this designation using the chown command.

. The group—The group of users allowed to access the file; this is originally the file
creator’s main group, but you can change this designation using the chgrp
command.

. File size and creation/modification date—The last two elements indicate the size
of the file in bytes and the date the file was created or last modified.

Assigning Permissions

Under Linux, permissions are grouped by owner, group, and others, with read, write, and
execute permission assigned to each, like so:

Owner    Group    Others

Rwx      rwx      rxw

Permissions can be indicated by mnemonic or octal characters. Mnemonic characters are

. r indicates permission for an owner, member of the owner’s group, or others to open
and read the file.

. w indicates permission for an owner, member of the owner’s group, or others to open
and write to the file.

. x indicates permission for an owner, member of the owner’s group, or others to exe-
cute the file (or read a directory).

In the previous example for the file named file, the owner, matthew, has read and write
permission. Any member of the group named matthew may only read the file. All other
users may only read the file. Also note that default permissions for files created by the root
operator (while using sudo or a root account) will be different because of umask settings
assigned by the shell.

Many users prefer to use numeric codes, based on octal (base 8) values, to represent
permissions. Here’s what these values mean:

. 4 indicates read permission.

. 2 indicates write permission.

. 1 indicates execute permission.

In octal notation, the previous example file has a permission setting of 664 (read + write
or 4 + 2, read + write or 4 + 2, read-only or 4). Although you can use either form of
permissions notation, octal is easy to use quickly after you visualize and understand how
permissions are numbered.
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NOTE

In Linux, you can create groups to assign a number of users access to common direc-
tories and files, based on permissions. You might assign everyone in accounting to a
group named accounting and allow that group access to accounts payable files while
disallowing access by other departments. Defined groups are maintained by the root
operator, but you can use the newgrp command to temporarily join other groups to
access files (as long as the root operator has added you to the other groups). You can
also allow or deny other groups’ access to your files by modifying the group permis-
sions of your files.

Directory Permissions

Directories are also files under Linux. For example, again use the ls command to show
permissions like this:

matthew@seymour:~$ mkdir directory

matthew@seymour:~$ ls -ld directory

drwxr-xr-x 2 matthew matthew 4096 2010-06-30 13:23 directory

In this example, the mkdir command is used to create a directory. The ls command and
its -ld option is used to show the permissions and other information about the directory
(not its contents). Here you can see that the directory has permission values of 755 (read +
write + execute or 4 + 2 + 1, read + execute or 4 + 1, and read + execute or 4 + 1).

This shows that the owner can read and write to the directory and, because of execute
permission, also list the directory’s contents. Group members and all other users can list
only the directory contents. Note that directories require execute permission for anyone to
be able to view their contents.

You should also notice that the ls command’s output shows a leading d in the permis-
sions field. This letter specifies that this file is a directory; normal files have a blank field
in its place. Other files, such as those specifying a block or character device, have a differ-
ent letter.

For example, if you examine the device file for a Linux serial port, you will see:

matthew@seymour:~$ ls -l /dev/ttyS0

crw-rw---- 1 root dialout 4, 64 2010-06-30 08:13 /dev/ttyS0

Here, /dev/ttyS0 is a character device (such as a serial communications port and desig-
nated by a c) owned by root and available to anyone in the dialout group. The device has
permissions of 660 (read + write, read + write, no permission).

On the other hand, if you examine the device file for an IDE hard drive, you see:

matthew@seymour:~$ ls -l /dev/sda

brw-rw-- -- 1 root disk 8, 0 2010-06-30 08:13 /dev/sda

4
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In this example, b designates a block device (a device that transfers and caches data in
blocks) with similar permissions. Other device entries you will run across on your Linux
system include symbolic links, designated by s.

You can use the chmod command to alter a file’s permissions. This command uses various
forms of command syntax, including octal or a mnemonic form (such as u, g, o, or a and
rwx, and so on) to specify a desired change. The chmod command can be used to add,
remove, or modify file or directory permissions to protect, hide, or open up access to a file
by other users (except for the root account or a user with super-user permission and using
sudo, either of which can access any file or directory on a Linux system).

The mnemonic forms of chmod’s options are (when used with a plus character, +, to add,
or a minus sign, -, to remove):

. u—Adds or removes user (owner) read, write, or execute permission

. g—Adds or removes group read, write, or execute permission

. o—Adds or removes read, write, or execute permission for others not in a file’s group

. a—Adds or removes read, write, or execute permission for all users

. r—Adds or removes read permission

. w—Adds or removes write permission

. x—Adds or removes execution permission

For example, if you create a file, such as a readme.txt, the file will have default permis-
sions (set by the umask setting in /etc/bashrc) of

-rw-r--r-- 1 matthew matthew 0 2010-06-30 13:33 readme.txt

As you can see, you can read and write the file. Anyone else can only read the file (and
only if it is outside your home directory, which will have read, write, and execute permis-
sion set only for you, the owner). You can remove all write permission for anyone by
using chmod, the minus sign, and aw like so:

matthew@seymour:~$ chmod a-w readme.txt

matthew@seymour:~$ ls -l readme.txt

-r--r--r-- 1 matthew matthew 0 2010-06-30 13:33 readme.txt

Now, no one can write to the file (except you, if the file is in your home or /tmp directory
because of directory permissions). To restore read and write permission for only you as the
owner, use the plus sign and the u and rw options like so:

matthew@seymour:~$ chmod u+rw readme.txt

matthew@seymour:~$ ls -l readme.txt

-rw-r--r-- 1 matthew matthew 0 2010-06-30 13:33 readme.txt



83Working with Permissions

You can also use the octal form of the chmod command, for example, to modify a file’s
permissions so that only you, the owner, can read and write a file. Use the chmod
command and a file permission of 600, like this:

matthew@seymour:~$ chmod 600 readme.txt

matthew@seymour:~$ ls -l readme.txt

-rw------- 1 matthew matthew 0 2010-06-30 13:33 readme.txt

If you take away execution permission for a directory, files might be hidden inside and
may not be listed or accessed by anyone else (except the root operator, of course, who has
access to any file on your system). By using various combinations of permission settings,
you can quickly and easily set up a more secure environment, even as a normal user in
your home directory.

Understanding Set User ID and Set Group ID Permissions

Two more types of permission are “set user ID”, known as suid, and “set group ID,” or sgid,
permissions. These settings, when used in a program, enable any user running that
program to have program owner or group owner permissions for that program. These
settings enable the program to be run effectively by anyone, without requiring that each
user’s permissions be altered to include specific permissions for that program.

One commonly used program with suid permissions is the passwd command:

matthew@seymour:~$ ls -l /usr/bin/passwd

-rwsr-xr-x 1 root root 42856 2010-01-26 10:09 /usr/bin/passwd

This setting allows normal users to execute the command (as root) to make changes to a
root-only accessible file, /etc/passwd.

You also can assign similar permission with the chfn command. This command allows
users to update or change finger information in /etc/passwd. You accomplish this
permission modification by using a leading 4 (or the mnemonic s) in front of the three
octal values.

NOTE

Other files that might have suid or guid permissions include at, rcp, rlogin, rsh,
chage, chsh, ssh, crontab, sudo, sendmail, ping, mount, and several UNIX-to-UNIX
Copy (UUCP) utilities. Many programs (such as games) might also have this type of per-
mission to access a sound device.

Files or programs that have suid or guid permissions can sometimes present security holes
because they bypass normal permissions. This problem is compounded if the permission
extends to an executable binary (a command) with an inherent security flaw because it
could lead to any system user or intruder gaining root access. In past exploits, this typi-
cally happened when a user fed a vulnerable command with unexpected input (such as a

4
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long pathname or option); the command would fail, and the user would be presented a
root prompt. Although Linux developers are constantly on the lookout for poor program-
ming practices, new exploits are found all the time, and can crop up unexpectedly, espe-
cially in newer software packages that haven’t had the benefit of peer developer review.

Savvy Linux system administrators keep the number of suid or guid files present on a system
to a minimum. The find command can be used to display all such files on your system:

matthew@seymour:~$ sudo find / -type f -perm /6000 -exec ls -l {} \;

NOTE

The find command is quite helpful and can be used for many purposes, such as
before or during backup operations. See the section “Using Backup Software” in
Chapter 13, “Backing Up.”

Note that the programs do not necessarily have to be removed from your system. If your
users really do not need to use the program, you can remove the programs execute permis-
sion for anyone. You have to decide, as the root operator, whether your users are allowed,
for example, to mount and unmount CD-ROMs or other media on your system. Although
Linux-based operating systems can be set up to accommodate ease of use and convenience,
allowing programs such as mount to be suid might not be the best security policy. Other
candidates for suid permission change could include the chsh, at, or chage commands.

Working as Root
The root, or super-user account, is a special account and user on UNIX and Linux systems.
Super-user permissions are required in part because of the restrictive file permissions
assigned to important system configuration files. You must have root permission to edit
these files or to access or modify certain devices (such as hard drives). When logged in as
root, you have total control over your system, which can be dangerous.

When you work in root, you can destroy a running system with a simple invocation of
the rm command like this:

matthew@seymour:~$ sudo rm -rf /

This command line not only deletes files and directories, but also could wipe out file
systems on other partitions and even remote computers. This alone is reason enough to
take precautions when using root access.

The only time you should run Linux as the super-user is when you are configuring the file
system, for example, or to repair or maintain the system. Logging in and using Linux as
the root operator isn’t a good idea because it defeats the entire concept of file permissions.



85Working as Root

Knowing how to run commands as the super-user (root) without logging in as root can
help avoid serious missteps when configuring your system. In Ubuntu, you can use sudo
to allow you to execute single commands as root and then quickly return to normal user
status. For example, if you would like to edit your system’s file system table (a simple text
file that describes local or remote storage devices, their type, and location), you can use
sudo like this:

matthew@seymour:~$ sudo nano -w /etc/fstab

Password:

After you press Enter, you are prompted for a password that gives you access to root. This
extra step can also help you “think before you leap” into the command. Enter the root
password, and you are then editing /etc/fstab, using the nano editor with line wrapping
disabled (thanks to the -w).

CAUTION

Before editing any important system or software service configuration file, make a
backup copy. Then make sure to launch your text editor with line wrapping disabled. If
you edit a configuration file without disabling line wrapping, you could insert spurious
carriage returns and line feeds into its contents, causing the configured service to fail
when restarting. By convention, nearly all configuration files are formatted for 80-char-
acter text width, but this is not always the case. By default, the vi and emacs editors
don’t use line wrap.

Creating Users

When a Linux system administrator creates a user, an entry in /etc/passwd for the user is
created. The system also creates a directory, labeled with the user’s username, in the /home
directory. For example, if you create a user named heather, the user’s home directory is
/home/heather.

NOTE

In this chapter, you learn how to manage users from the command line. See Chapter
10, “Managing Users,” for more information on user administration with Ubuntu using
graphical administration utilities, such as the graphical users-admin client found in the
menu at System, Administration, Users and Groups.

Use the useradd command, along with a user’s name, to quickly create a user:

matthew@seymour:~$ sudo useradd ryan

4
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After creating the user, you must also create the user’s initial password with the passwd
command:

matthew@seymour:~$ sudo passwd ryan

Changing password for user ryan.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

Enter the new password twice. If you do not create an initial password for a new user, the
user cannot log in.

You can view useradd’s default new user settings by using the command and its -D
option, like this:

matthew@seymour:~$ useradd -D

GROUP=100

HOME=/home

INACTIVE=-1

EXPIRE=

SHELL=/bin/sh

SKEL=/etc/skel

CREATE_MAIL_SPOOL=no

These options display the default group ID, home directory, account and password policy
(active forever with no password expiration), the default shell, and the directory contain-
ing defaults for the shell.

The useradd command has many command-line options. The command can be used to
set policies and dates for the new user’s password, assign a login shell, assign group
membership, and other aspects of a user’s account. See man useradd for more info.

Deleting Users

Use the userdel command to delete users from your system. This command removes a
user’s entry in the system’s /etc/passwd file. You should also use the command’s -r
option to remove all the user’s files and directories (such as the user’s mail spool file under
/var/spool/mail):

matthew@seymour:~$ sudo userdel -r andrew

If you do not use the -r option, you have to manually delete the user’s directory under
/home, along with the user’s /var/spool/mail queue.
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Shutting Down the System

Use the shutdown command to shut down your system. The shutdown command has a
number of different command-line options (such as shutting down at a predetermined
time), but the fastest way to cleanly shut down Linux is to use the -h or halt option,
followed by the word now or the numeral zero (0), like this:

matthew@seymour:~$ sudo shutdown -h now

or

matthew@seymour:~$ sudo shutdown -h 0

To incorporate a timed shutdown and a pertinent message to all active users, use shut-
down’s time and message options, like so:

matthew@seymour:~$ sudo shutdown -h 18:30 “System is going down for maintenance
this

evening at 6:30 p.m. Please make sure you have saved your work and logged out by

then or you may lose data.”

This example shuts down your system and provides a warning to all active users 15
minutes before the shutdown (or reboot). Shutting down a running server can be consid-
ered drastic, especially if there are active users or exchanges of important data occurring
(such as a backup in progress). One good approach is to warn users ahead of time. This
can be done by editing the system Message of the Day (MOTD) motd file, which displays a
message to users when they login using the command line interface, as is common on
multi-user systems.

It used to be that to create a custom MOTD you only had to use a text editor and change
the contents of /etc/motd. However, this has changed in Ubuntu as the developers have
added a way to automatically and regularly update some useful information contained in
MOTD using cron. To modify how the MOTD is updated, you should install update-motd
and read the man page.

You can also make downtimes part of a regular schedule, perhaps to coincide with security
audits, software updates, or hardware maintenance.

You should shut down Ubuntu for only a few very specific reasons:

. You are not using the computer, no other users are logged in or expected to need or
use the system, such as your personal desktop or laptop computer, and you want to
conserve electrical power.

. You need to perform system maintenance that requires any or all system services to
be stopped.

. You want to replace integral hardware.

4
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TIP

Do not shut down your computer if you suspect that one or more intruders has infiltrat-
ed your system; instead, disconnect the machine from any or all networks and make a
backup copy of your hard drives. You might want to also keep the machine running to
examine the contents of memory and to examine system logs. Exceptions to this are
when the system contains only trivial data files and non-essential services, such as a
personal computer that is only used to run a web browser, and when you have no inten-
tion of trying to track down what an intruder may have changed, either to repair the
damage or to try to catch them using computer forensics, but rather plan to merely
wipe everything clean and rebuild or reinstall the system from scratch.

Rebooting the System

You should also use the shutdown command to reboot your system. The fastest way to
cleanly reboot Linux is to use the -r option, and the word now or the numeral zero (0):

matthew@seymour:~$ sudo shutdown -r now

or

matthew@seymour:~$ sudo shutdown -r 0

Both rebooting and shutting down can have dire consequences if performed at the wrong
time (such as during backups or critical file transfers, which arouses the ire of your
system’s users). However, Linux-based operating systems are designed to properly stop
active system services in an orderly fashion. Other commands you can use to shut down
and reboot Linux are the halt and reboot commands, but the shutdown command is
more flexible.

Reading Documentation
Although you learn the basics of using Ubuntu in this book, you need time and practice
to master and troubleshoot more complex aspects of the Linux operating system and your
distribution. As with any operating system, you can expect to encounter some problems or
perplexing questions as you continue to work with Linux. The first place to turn for help
with these issues is the documentation included with your system; if you cannot find the
information you need there, check Ubuntu’s website.

Using Apropros

Linux, like UNIX, is a self-documenting system, with man pages accessible through the
man command. Linux offers many other helpful commands for accessing its documenta-
tion. You can use the apropos command—for example, with a keyword such as
partition—to find commands related to partitioning, like this:

matthew@seymour:~$ apropos partition

addpart       (8)    - Simple wrapper around the “add partition” ioctl

all-swaps     (7)    - Event signaling that all swap partitions have been ac...
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cfdisk        (8)    - Curses/slang based disk partition table manipulator fo...

delpart       (8)    - Simple wrapper around the “del partition” ioctl

fdisk         (8)    - Partition table manipulator for Linux

gparted       (8)    - Gnome partition editor for manipulating disk partitions.

Mpartition    (1)    - Partition an MSDOS hard disk

Partprobe     (8)    - Inform the OS of partition table changes

Partx         (8)    - Telling the kernel about presence and numbering of on-...

Pvcreate      (8)    - Initialize a disk or partition for use by LVM

Pvresize      (8)    - Resize a disk or partition in use by LVM2

Sfdisk        (8)    - Partition table manipulator for Linux

To find a command and its documentation, you can use the whereis command. For
example, if you are looking for the fdisk command, you can do this:

$ whereis fdisk

fdisk: /sbin/fdisk /usr/share/man/man8/fdisk.8.gz

Using Man Pages

To learn more about a command or program, use the man command, followed by the
name of the command. Man pages are stored in places like /usr/share/man and
/usr/local/share/man, but you don’t need to know that. To read a man page, such as the
one for the rm command, use the man command like this:

matthew@seymour:~$ man rm

After you press Enter, the less command (a Linux command known as a pager) displays the
man page. The less command is a text browser you can use to scroll forward and backward
(even sideways) through the document to learn more about the command. Type the letter
h to get help, use the forward slash to enter a search string, or press q to quit.

NOTE

Nearly all the hundreds of commands included with Linux each have a man page;
however, some do not or may only have simple pages. You may also use the info
command to read more detailed information about some commands or as a replace-
ment for others. For example, to learn even more about info (which has a rather exten-
sive manual page), use the info command like this:

$ info info

Use the arrow keys to navigate through the document and press q to quit reading.

The following programs and built-in shell commands are commonly used when working
at the command line. These commands are organized by category to help you understand
the command’s purpose. If you need to find full information for using the command, you
can find that information under the command’s man page.

4
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. Managing users and groups—chage, chfn, chsh, edquota, gpasswd, groupadd,
groupdel, groupmod, groups, mkpasswd, newgrp, newusers, passwd, umask, useradd,
userdel, usermod

. Managing files and file systems—cat, cd, chattr, chmod, chown, compress, cp, dd,
fdisk, find, gzip, ln, mkdir, mksfs, mount, mv, rm, rmdir, rpm, sort, swapon, swapoff,
tar, touch, umount, uncompress, uniq, unzip, zip

. Managing running programs—bg, fg, kill, killall, nice, ps, pstree, renice, top, watch

. Getting information—apropos, cal, cat, cmp, date, diff, df, dir, dmesg, du, env, file,
free, grep, head, info, last, less, locate, ls, lsattr, man, more, pinfo, ps, pwd, stat,
strings, tac, tail, top, uname, uptime, vdir, vmstat, w, wc, whatis, whereis, which,
who, whoami

. Console text editors—ed, jed, joe, mcedit, nano, red, sed, vim

. Console Internet and network commands—bing, elm, ftp, host, hostname, ifcon-
fig, links, lynx, mail, mutt, ncftp, netconfig, netstat, pine, ping, pump, rdate, route,
scp, sftp, ssh, tcpdump, traceroute, whois, wire-test

Reference
. https://help.ubuntu.com/community/UsingTheTerminal—The Ubuntu community

help page for using the terminal.

. https://help.ubuntu.com/community/LinuxFilesystemTreeOverview—The Ubuntu
community help page for and overview of the Linux file system tree.

. https://help.ubuntu.com/community/RootSudo—An Ubuntu community page
explaining sudo, the philosophy behind using it by default, and how to use it.

. www.vim.org/—Home page for the vim (vi clone) editor included with Linux distri-
butions. Check here for updates, bug fixes, and news about this editor.

. www.gnu.org/software/emacs/emacs.html—Home page for the FSF’s GNU emacs
editing environment; you can find additional documentation and links to the source
code for the latest version here.

. www.nano-editor.org/—Home page for the GNU nano editor environment.

www.vim.org/
www.gnu.org/software/emacs/emacs.html
www.nano-editor.org/
https://help.ubuntu.com/community/UsingTheTerminal
https://help.ubuntu.com/community/LinuxFilesystemTreeOverview
https://help.ubuntu.com/community/RootSudo
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array_keys() function, 572

array_values() function, 572

arrays, PHP, 554-556

functions, 572-574

asort() function, 573

assigning permissions, 80-81

at command, scheduling tasks, 206-209

attacks (computer), 617-619

audio

music, listening to, 129-132

sound formats, 128-129

volume, adjusting, 127

authenticated FTP servers, 396

authentication, 379-381

Apache web server file system, 377-382

automating tasks, 197-198

boot loading process, 198-205

running services at bootup, 198

Upstart, 205-206

autoresponders, 420

B
backgrounds, desktop, changing, 28

backticks, shell, accessing, 520

backup strategies

choosing, 267-273

evaluating, 271-273

backups

backup strategy, choosing, 267-273

copying files, 281-285

data loss, reasons, 268-269
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hardware, 274-276

levels, 272-273

media, 274-276

needs and resources, accessing, 269-270

software, 276-281

system rescue, 285-287

badlocks command, 635

Banshee audio player, 129-131

Base (OpenOffice.org), 107

batch command, scheduling tasks, 206-209

batches, passwords, changing in, 187

Battle for Wesnoth, 165

Beehive (Oracle), 421

Berners-Lee, Tim, 91

BIOS, 198-199

disk drives, performance tuning, 632-633

BitDefender virus scanner, 624

bitmapped images, 136

blocks, switch/case blocks, 564

boolean variables (PHP), 554

boot loading process, automating, 198-205

Boot Loader, 11

boot loader, troubleshooting, 688-689

boot time, DHCP (Dynamic Host Configuration
Protocol), activating at, 316-317

Brasero, CDs/DVDs, creating, 140

bridges, 303

broadcasting, 299

Bug Squad, 503

burning, CDs/DVDs, 139-144

Bynari, 421

C
C programming language, 585

gcc (GNU C Compiler), 591-592

graphical development tools, 592-594
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Linux, 585-586

project management tools, 586-591

autoconf utility, 589

debugging tools, 590-591

make command, 587

makefiles, 587-589

Subversion, 589-590

C# compiler, Mono, 598

C# programs, structure, 600-602

C++ programming language, 585

Linux, 586

cabling (network), 301-302

Calc (OpenOffice.org), 107, 112-117

cancel command, 362

cat command, 645

file contents, printing, 646-647

cd command, 645

changing directories, 647-648

CD-RW drives, 274

CDs, burning, 139-144

Central Command virus scanner, 624

certification, Ubuntu, 703

change command, 194

chattr command, 635

chfn command, 194

chgrp command, 172, 194

Childsplay, 166

chmod command, 172, 194, 645

file access permissions, changing, 648-649

chown command, 172, 194

chpassword command, 194

Chrome, 93

Chromium, 93

chsh command, 178, 194

Clam AV virus scanner, 624

class inheritance, Python, 547-549

class variables, Python, 545-546

class variables 713



classes, networks, 294-295

Claws email client, 97

client IP addresses, Squid proxy server, specify-
ing, 431-432

clients

configuring, Squid proxy server, 426

database clients, 454-460

graphical clients, 459-460

LDAP, configuring, 466-467

MySQL command-line client, 457-458

NFS (Network File System), configuring, 344

PostgreSQL command-line client, 459

cloud computing, 477-478

UEC (Ubuntu Enterprise Cloud), 478

deploying, 481-484

Euca2ools, 484-486

installing, 479-481

cloud storage, 276

cocalc command, 123

code, configuring, autoconf utility, 589

code development

Ground Control, 495-499

Launchpad, 490-491

Quickly, 492-495

code listings

27.1 (Simple Perl Program), 509

27.2 (Displaying the Contents of env Hash),
511

27.3 (if/elsif/else), 516

27.4 (Using Backticks to Access Shell), 520

27.5 (Sending Mail Using Sendmail), 522

27.6 (Sending Mail Using Mail::Sendmail
Module), 523

27.7 (Purging Log Files), 525

27.8 (Posting an Article to Unsent), 525

29.1 (Testing Types in PHP), 553

29.2 (Manipulating Arrays), 555

29.3 (How Multiple Conditional Statements
Lead to Ugly Code), 564

29.4 (Using a switch/case Block), 564

29.5 (Setting and Unsetting Variables), 576

29.6 (Connecting to a Database Through
PEAR::DB), 581

29.7 (Running a Query Through PEAR::DB),
582

coimpress command, 123

color schemes, changing, 29-30

command line, 57-70, 643-644

basic commands, 645-646

/bin directory, 67

/etc directory, 67-68

CDs, creating, 141-142

changing directories, 647-648

command location, printing, 663

compressed files, 66-67

copying files, 649

directories

creating, 659-660

deleting, 661

disk usage, printing, 649-650

documentation, 88-90

DVDs, creating, 142-144

file access permissions, changing, 648-649

file contents, printing, 646-647

file system, navigating, 62-65

files

deleting, 661

managing with shell, 65

printing last lines, 661

finding files, 650-652

input strings, searching for, 652-653

interface configuration, 306-313

listing files in directories, 657-659

listing processes, 660

logging into, 70-75

manual pages, reading, 659

classes714



packet writing, 144

permissions, 79-84

/proc directory, 68-70

resource usage, printing, 662-663

root account, 84-88

/sbin directory, 67

session writing, 143-144

shell, 644-645

software management, 611-615

text editors, 76-79

/tmp directory, 70

user accounts, 59-62

/user directory, 70

/var directory, 70

command-line client

MySQL, 457-458

PostgreSQL, 459

command-line processing, Perl, 527

commands

abiword, 123

ac, 194

accept, 362

afio, 281

at, 206-209

badlocks, 635

batch, 206-209

cancel, 362

cat, 645, 646-647

cd, 645, 647-648

change, 194

chattr, 635

chfn, 194

chgrp, 172-

chmod, 172, 194, 645

chown, 172, 194

chpassword, 194

chsh, 178, 194
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cocalc, 123

coimpress, 123

command line, 645-646

cowriter, 123

cp, 282-283

createdb, 459

createuser, 459

cron command, 209-211

date, 38

depmod, 675

disable, 362

dropdb, 460

dropuser, 460

du, 645, 649-650

e2fsck, 635

emacs, 645

enable, 362

ethereal, 265

find, 645, 650-652

flexbackup, 281

free, 256

gcc, 645

gimp, 123

gnome-nettool, 265

gnumeric, 123

gpasswd, 175

gprof, 591

grep, 645, 652-653

groupadd, 175

groupdel, 175

groupmod, 175

groups, 194

grpck, 175

hdparm, 633

hwclock, 38-39

init, 200

insmod, 674
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ipconfig, 290, 306-313

kill, 253-254

koshell, 123

kspread, 123

less, 645, 653-655

ln, 645

locate, 645, 657

location, printing, 663

logname, 194

lp, 362

lpc, 362

lpq, 362

lprm, 362

lpstat, 362

ls, 645, 657-659

lsmod, 674

make, 645

make command, 587

man, 645, 659

mc, 283

mkdir, 645, 659-660

modinfo, 674

modprobe, 674

mv, 645, 660

mysql, 460

mysqladmin, 460

mysqldump, 460

newusers, 194

nice, 254-255

passwd, 178

password, 195

patch, 679

planner, 123

ps, 645

ps command, 660

psql, 460

rm, 645, 661

rmmod, 674

rsync, 284-285

scp, 334-335

smbclient, 350-351

splint, 590

ssh, 645

stfp, 335

su, 188-190, 195

sudo, 21, 190-192, 195

sysctl, 617

tail, 645, 661

tar, 276-278, 281-282

testparm, 349-350

top, 645, 662-663

tune2fs, 634

useradd, 175-177, 195

userdel, 177

usermod, 175, 178, 195

vim, 646

vncviewer, 264

which, 646, 663

xargs, 646

comments, PHP, 557

commercial support, Ubuntu, 704

Common UNIX Printing System GUI, 358-360

CommuniGate Pro, 421

community teams, 501-503

comparison operators, Perl, 512-513

compiling

kernel, 680-687

troubleshooting, 687-689

software from source, 615-616

compound operators, Perl, 513

compressed files, 66-67

tar tool, 282

computer attacks, 617-619

conditional statements

commands716



Perl, 515-517

PHP, 561-563

Python, 542-544

configuration

Apache web servers, runtime server configu-
ration settings, 371-377

clients, Squid proxy server, 426

code, autoconf utility, 589

command-line interface configuration,
306-311

configuration files, 311-313

date/time, 36-39

DHCP (Dynamic Host Configuration
Protocol), 317-318

dial-up Internet access, 328-329

disk quotas, 194-195

Fetchmail, 415-418

GNOME, X Windows System, 51-52

graphical configuration tools, 313-315

hosts, DHCP (Dynamic Host Configuration
Protocol), 314-320

input devices, 33-35

kernel, 680-682

LDAP clients, 466-467

LDAP servers, 462-465

loopback interface, 290-293

MySQL, 447-450

NFS clients, 344

NFS servers, 342-344

OpenOffice.org, 108-109

Postfix, 410-414

PostgreSQL, 450-453

power management, 36

PPPoE (Point-to-Point over Ethernet),
327-328

printers, 35

Samba

manually, 346-349

SWAT (Samba Web Administration Tool),
352-355
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software repositories, 24-27

Squid proxy server, 432-433

SSH servers, 333

Telnet servers, 331-333

Tripwire, 622-623

Ubuntu, 19

appearance, 28-32

software updates, 21-24

sudo command, 21

troubleshooting, 19-21

UFW (Uncomplicated Firewall), 624-626

vsftp server, 400-403

wireless networks, 39-40

configuration files

networking, 311-313

vsftp server, 402-403

configuration information, Internet connections,
324-325

Conky, 260-264

Connecting to a Database Through PEAR::DB
listing (29.6), 581

console-based monitoring, 251-257

controlling processes, 253-254

disk quotas, 257

displaying disk space, 256-257

priority scheduling, 254-255

constants, PHP, 556

constructors, Python, 547

copying files, 281

between machines, SSH, 334-335

cp command, 282-283, 649

mc (Midnight Commander), 283

rsync command, 284-285

tar tool, 281-282

cowriter command, 123

cp command, copying files, 282-283, 649

CPAN (Comprehensive Perl Archive Network),
521-522

CPAN (Comprehensive Perl Archive Network) 717



crackers, versus hackers, 618

createdb command, 459

createuser command, 459

cron command, repeatedly running jobs,
209-211

cross-platform support, Linux, 694

CUPS (Common UNIX Printing System) GUI,
358-360

D
data, mirroring, 273

data directory, PostgreSQL, initializing, 451

data locking, database services, 445

data loss, reasons, 268-269

data structures, Perl, 510-512

database administrators (DBAs). See DBAs
(database administrators)

database clients, 454-460

database services, 436-444

administering, 435-436

MySQL, 444-447

configuring, 447-450

NoSQL, 437

PostgreSQL, configuring, 450-453

SQL, 440

databases

local GUI client access, 456

MySQL, creating, 448

PHP, 580-582

PostgreSQL, creating, 451-452

relational, 437-439

retrieving data from, 442-443

SSH access, 454-456

tables

creating, 440-441

inserting data into, 441-442

web access, 456

date, setting, 36-39

date command, 38

DBAs (database administrators), 435

Debian Linux, 692

debugging tools, C programming language,
590-591

deleting

directories, 661

files, 661

users, 86

dependency files, modules, creating, 675

deployment, UEC (Ubuntu Enterprise Cloud),
479-481

private deployment, 481-484

public deployment, 481

depmod command, 675

desktop

background, changing, 28

GNOME, 42-43

Desktop Couch, 492

desktops

environment, 149-150

KDE, 150-152

Kubuntu, 150-152

Lubuntu, 155-156

LXDE, 155-156

UNE (Ubuntu Netbook Edition), 153-154

Xfce, 152-153

Xubuntu, 152-153

destructors, Python, 547

detecting, printers, 35

developers, Ubuntu, 698-699

development, 489

Ground Control, 495-499

Launchpad, 490-491

Quickly, 492-495

crackers718



devices, security, 623

DHCP (Dynamic Host Configuration Protocol),
314-320, 431

activating, 316-317

configuring, 317-318

installing, 317-318

network hosts, configuring, 318-320

Dia (OpenOffice.org), 107

dial-up Internet access, configuring, 328-329

dictionaries, Python, 541

digital cameras, using, 138-139

digital subscriber line (DSL). See DSL (digital
subscriber line)

directories

/bin, 67

changing, cd command, 647-648

creating, mkdir command, 659-660

deleting, 661

/etc, 67-68

files, listing in, 657-659

LDAP servers, populating, 464-465

permissions, 81-83

/proc, 68-70

/sbin, 67

/tmp, 70

/user, 70

/var, 70

disable command, 362

disaster recovery plans, creating, 629-630

disk drive, performance tuning, 631-635

disk quotas, 257

implementing, 192-195

manually configuring, 194-195

disk space, displaying, 256-257

disk usage, printing, du command, 649-650

display manager, X Windows System, 52-53
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Displaying the Contents of env Hash listing
(27.2), 511

do . until loop, Perl, 519

do . while loop, Perl, 519

documentation

apropos, 88-89

man pages, 89-90

Ubuntu, 697-699, 704

Draw (OpenOffice.org), 107

drivers, graphics drivers, installing, 27

dropdb command, 460

dropuser command, 460

DSL (digital subscriber line), 325-328

PPPoE (Point-to-Point over Ethernet), 326

du command, 645

disk usage, printing, 649-650

DVD+RW/RW drives, 274

DVDs, burning, 139-144

Dynamic Host Configuration Protocol (DHCP).
See DHCP (Dynamic Host Configuration
Protocol)

E
e2fsck command, 635

editing, video, 148

emacs text editor, 77-79, 645

email

forwarding with aliases, 414

handling, 405

MDAs (mail delivery agents), 408-409

Microsoft Exchange Server, alternatives to,
420-422

MTAs (mail transport agents), 406-408

MUAs (mail user agents), 409

Postfix, configuring, 410-414

receiving, 405-409

email 719



retrieving, Fetchmail, 414-418

sending, 405-409

Perl, 522-524

SMB (Session Message Block) protocol,
405-406

email clients, choosing, 94-97

Empathy, 98-99

emulators, 159-160

enable command, 362

Enterprise Cloud. See UEC (Ubuntu Enterprise
Cloud)

enterprise server monitoring, 265

environment, desktop, 149-150

environmental variables, 72-75

error checking, MonoDevelop, 604

errors

kernel compilation, troubleshooting, 688

runtime, troubleshooting, 688-689

escape sequences, PHP, 557-558

ethereal command, 265

Euca2ools, 484-486

Eucalyptus, UEC (Ubuntu Enterprise Cloud),
478-480

Evolution email client, 95-96

configuring for LDAP, 466-467

Exchange Server (Microsoft), 420-422

Exim, 407

expressions, Perl, regular expressions, 519-520

extract() function, 573

F
Fetchmail

configuring, 415-418

installing, 415

retrieving email, 414-418

fiber optic cabling, 302

fiber optic networking, 300

file access permissions, changing, chmod 
command, 648-649

file access time, disabling, 635

File Roller, 278-279

file sharing, 341

NFS (Network File System), 342-344

Samba, 345-355

file system

file access time, disabling, 635

navigating, 62-65

performance tuning, 634

file system authentication, Apache web servers,
377-382

file_get_contents() function, 574

file_put_contents() function, 574

files

compressed, 66-67

compressing, tar streams, 282

copying, 281

cp command, 282-283, 649

mc (Midnight Commander), 283

rsync command, 284-285

tar tool, 281-282

copying files between machines, SSH,
334-335

creating links between, ln command,
655-656

deleting, 661

directories, listing in, 657-659

finding, 650-652

finding from indexes, 657

managing, shell, 65

moving, 660

permissions, 172-173

PHP, functions, 574-576

printing contents, 646-647

printing last lines, 661

email720



saving, non-booting hard drive, 286-287

find command, 645

finding files, 650-652

finding files, from indexes, 657

Firefox, 92-93

Adobe Flash plug-in, 146

Flash, enabling, 93

reading RSS feeds, 97

FLAC sound format, 128

Flash

enabling, 93

Firefox, plug-in, 146

flexbackup tool, 281

float variables (PHP), 554

fonts, system fonts, modifying, 31

foreach loop, Perl, 517

formats, sound, 128-129

formatting spreadsheets, Calc, 113-115

forwarding email, aliases, 414

free command, displaying free and used 
memory, 256

free memory, displaying, 256

Free Software Foundation, 692

Frozen Bubble, 163-164

F-Secure virus scanner, 624

FTP (file transfer protocol)

remote file serving, 395

users, 398-400

server connections, allowing/denying,
403-404

servers, choosing, 395-397

software, installing, 397-398

vsftp server, configuring, 400-403

ftphosts file, FTP server connection,
allowing/denying, 403-404

full backups

incremental backups, 273

periodic basis, 272
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function time, tracking, 591

functions

array_keys(), 572

array_values(), 572

asort(), 573

extract(), 573

file_get_contents(), 574

file_put_contents(), 574

isalnum(), 537

isset(), 576

ksort(), 573

PHP, 568-578

arrays, 572-574

files, 574-576

strings, 568-572

preg_match_all(), 577

preg_replace(), 578

Python, 544-545

shuffle(), 572

str_replace(), 569

strip_tags(), 580

strlen(), 569

strpos(), 571

substr(), 570

trim(), 569

unset(), 576

var_dump(), 577

G
games, 159

Battle for Wesnoth, 165

emulators, 159-160

Frozen Bubble, 163-164

installing, 161-166

proprietary video drivers, installing, 160-161

games 721



Scorched 3D, 162-163

SuperTux, 163-164

Warsow, 162

Windows games, playing, 166

gcc (GNU C Compiler), 591-592, 645

gCompris, 166

gdb tool, symbolic debugging, 591

gedit, 492

GIDs (group IDs), 172

gif files, 136

Gigabit Ethernet networking, 300

GIMP (GNU Image Manipulation Program),
133-135

gimp command, 123

Glade, 492

Glade client, GNOME, 594

global options, Fetchmail, configuring, 415-416

GNOME (Gnu Network Object Model
Environment)

desktop environment, 42-43

File Roller, 278-279

Glade client, 594

X Windows System, 41, 43-46

configuring, 51-52

display manager, 52-53

Login Screen, 53-54

starting, 52-54

window managers, 54

xorg.conf file, 46-51

Gnome Office, 118-120

gnome-nettool, 265

GNU GPL, 691-692

Gnu Network Object Model Environment
(GNOME). See GNOME (Gnu Network Object
Model Environment)

gnumeric command, 123

Google Chrome, 93

gpasswd command, 175

gprof command, 591

granting

privileges

MySQL, 449-450

PostgreSQL, 453

root privileges, 190-192

system administrator privileges, 188-192

graphical clients, 459-460

graphical configuration tools, 313-315

graphical development tools, C programming
language, 594

graphics, screen images, capturing, 138

graphics drivers, installing, 27

graphics formats, 136-137

grep command, 645

input strings, searching for, 652-653

Ground Control, 495-499

group IDs, 172

groupadd command, 175

groupdel command, 175

groupmod command, 175

groups

listing, 174

managing, 173-176

groups command, 194

grpck command, 175

GRUB2 (Grand Unified Boot Loader), 11

restoring, 285

GStreamer, 492

GTK, 492

Gtk#, GUIs, creating, 605-606

guides, Linux, 705

GUIs (graphical user interfaces), creating,
Gtk#605-606

games722



H
hackers, versus crackers, 618

handling HTML forms, PHP, 579-580

hard disk

file system, performance tuning, 634

performance tuning, 631-635

hardware

backups, 274-276

networking,

bridges, 303

cabling, 301-302

hubs, 302-303

initializing, 303-305

interface cards, 299-301

routers, 303

switches, 302-303

performance tuning

Apache web servers, 636-638

hard disk, 631-635

MySQL server, 639-642

hardware specifications, Ubuntu, 10

hashes, Perl, 511

hdparm command, disk drives, performance
tuning, 633

Horde, 422

hosting Apache web servers, virtual hosting,
388-390

hosts

address-based virtual hosts, Apache web
servers, 388

configuring, DHCP (Dynamic Host
Configuration Protocol), 314-320

name-based virtual hosts, Apache web
servers, 389-390

How Multiple Conditional Lead to Ugly Code 
listing (29.3), 564

htaccess configuration files, Apache web
servers, 375-377
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HTML forms, handling, PHP, 579-580

hubs, 302-303

hwclock command, 38-39

I
IAAS (Infrastructure as a Service), 478

identity, users, temporarily changing, 188-190

if/else statement, Perl, 515-517

if/elsif/else listing (27.3), 516

Impress (OpenOffice.org), 107

incremental backups, full backups, 273

index, Python, 549

Infrastructure as a Service (IAAS), 478

init command, 200

initializing

networking hardware, 303-305

PostgreSQL data directory, 451

input devices, configuring, 33-35

input strings, searching for, 652-653

insmod command, 674

installation

Apache web servers, 365-368

DHCP (Dynamic Host Configuration
Protocol), 317-318

activating at, 316-317

Fetchmail, 415

FTP software, 397-398

games, 161-166

graphics drivers, 27

LTSP (Linux Terminal Server Project),
473-474

NFS (Network File System), 342

proprietary video drivers, 160-161

Squid proxy server, 426

TV cards, 144-146
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Ubuntu, 9, 12-15

Boot Loader, 11

CD/DVD, 11

options, 10

partitions, 10-11

preparing for, 9-11

Wubi, 16-17

UEC (Ubuntu Enterprise Cloud), 479-481

video cards, 144-146

instant messaging, 98-99

integer variables (PHP), 554

Intel-based Linux distributions, 706

interface cards, network interface cards,
299-301

interfaces, localhost, 290-293

Internet, origins, 91

Internet connections

configuration information, 324-325

dial-up access, configuring, 328-329

DSL (digital subscriber line), 325-328

PPP (Point-to-Point Protocol), 324

troubleshooting, 329-330

Internet Relay Chat (IRC), 99-101, 709

Internet resources, Ubuntu, 701-707

IP addressing, limitations, 295-296

IP masquerading, 296

ipconfig command, 290

interface configuration, 306-313

IRC (Internet Relay Chat), 99-101, 709

isalnum() function, 537

isset() function, 576

J
Java, versus Mono, 598

jobs, repeatedly running, 209-211

JPEG files, 136

K
Kaspersky virus scanner, 624

KDE, 150-152, 265

ark archiving tool, 279

KDevelop client, 592-593

kdf monitoring client, 265

kernel

compiling, 680-687

configuring, 680-682

disk drives, performance tuning, 632-633

Linux, 670-674

loading, 199-200

managing, 669-670

modules

creating dependency files for, 675

loading into, 674

patching, 678-679

performance tuning, 635-636

RAM disk images, creating, 687

recompiling, 676

sources, obtaining, 677-678

subsections, 685-687

troubleshooting, 687-689

types, 673-674

versions, 676-677

key buffer usage, measuring, MySQL server,
638-639

key-based logins, SSH, enabling, 335-337

keyboard, layout, 34-35

keyboard shortcuts, configuring, 33

kill command, controlling processes, 253-254

Kmail email client, 97

KOffice, 120-122

koshell command, 123

ksort() function, 573

kspread command, 123

installation724



ksysguard monitoring client, 265

Kubuntu, 150-152

L
LANs (local area networks), network printers,

enabling on, 356-357

last loop, Perl, 519

Launchpad,

PPA (personal package archive), 491

registration, 490

layout, keyboard, configuring, 34-35

LDAP clients, configuring, 466-467

LDAP directories, populating, 464-465

LDAP servers, 461

administration, 467-468

configuring, 462-465

schema, creating, 462-463

legacy printers, troubleshooting, 361-362

less command, 645

paging through output, 653-655

levels, backups, 272-273

libraries

Mono, expanding, 605-606

Python programming language, 549

Liferea RSS feeders, 98

lighttpd web servers, 393

links, files, creating between, 655-656

Linux, 691-694

cross-platform support, 694

Debian Linux, 692

documentation, 697-699

guides, 705

Intel-based Linux distributions, 706

kernel, 670-674, 692

loading, 199-200

versions, 676-677

How can we make this index more useful? Email us at indexes@samspublishing.com

logging into, 70-75

maintenance costs, 693

mini-CD Linux distributions, 705-706

origins, 691

PowerPC-based Linux distributions, 706

return on investment (ROI), 693

royalty-free development platform, 694

server platform, 693

video, viewing, 146-147

Linux Documentation Project, 329

Linux Terminal Server Project (LTSP). See LTSP
(Linux Terminal Server Project)

listing, processes, 660

listings

27.1 (Simple Perl Program), 509

27.2 (Displaying the Contents of env Hash),
511

27.3 (if/elsif/else)516

27.4 (Using Backticks to Access Shell), 520

27.5 (Sending Mail Using Sendmail), 522

27.6 (Sending Mail Using Mail::Sendmail
Module), 523

27.7 (Purging Log Files), 525

27.8 (Posting an Article to Unsent), 525

29.1 (Testing Types in PHP), 553

29.2 (Manipulating Arrays), 555

29.3 (How Multiple Conditional Statements
Lead to Ugly Code), 564

29.4 (Using a switch/case Block), 564

29.5 (Setting and Unsetting Variables), 576

29.6 (Connecting to a Database Through
PEAR::DB), 581

29.7 (Running a Query Through PEAR::DB),
582

lists, Python, 538-540

ln command, 645

files, creating links between, 655-656

loaded modules, listing, 674

loaded modules 725



loading, modules into kernel, 674

loading Linux kernel, 199-200

local GUI client access, databases, 456

localhost interface

loopback interface

checking availability of, 290

manually configuring, 290-293

locate command, 645

finding files from indexes, 657

LogFormat statements, variables, 390-392

logging, Apache web servers, 390-392

logging into Linux, 70-75

Login Screen, X Windows System, 53-54

logname command, 194

logs, purging, 524-525

loopback interface

checking availability of, 290

configuring manually, 290-293

looping

Perl, 517-519

Python, 542-544

loops, PHP, 565-568

lp command, 362

lpc command, 362

lpq command, 362

lprm command, 362

lpstat command, 362

ls command, 645

directories, listing files in, 657-659

lsmod command, 674

LTSP (Linux Terminal Server Project), 469

application, 474-475

installing, 473-474

LDM (LTSP Display Manager), 474

requirements, 470-473

Lubuntu, 155-156

LXDE, 155-156

M
macros, makefiles, 587-589

mail relaying, Postfix, 413

mail server options, Fetchmail, configuring,
415-416

mailbox, versus MDIR, 407-408

mailing lists, 708-709

maintenance costs, Linux, 693

make command, 645

make command (C), 587

makefiles, C programming language, 587-589

man command, 645, 659

man pages, 89-90

managing, users, 178-183

managing modules, 674-676

managing software 

command line, 611-615

compiling from source, 615-616

Software Center, 607-608

Synaptic, 608-610

updates, 610-611

Manipulating Arrays listing (29.2), 555

manual pages, reading, 659

manually configuring

loopback interface, 290-293

PPPoE (Point-to-Point over Ethernet),
327-328

Samba, 346-349

manually starting, Apache web servers,
369-371

manually starting/stopping services, 205

masquerading

IP (Internet Protocol), 296

Postfix, 412

Math (OpenOffice.org), 107

mc (Midnight Commander), copying files, 283

McAfee virus scanner, 624

loading726



MDAs (mail delivery agents), 408-409

autoresponders, 420

choosing, 418-420

Procmail, 419

Spamassassin, 419

Squirrelmail, 419

virus scanners, 420

MDIR, versus mailbox, 407-408

media, backups, 274-276

memory, free/used, displaying, 256

message delivery intervals, Postfix, 412-413

Microsoft Exchange Server, alternatives to,
420-422

Microsoft Exchange Server/Outlook, 421

mini-CD Linux distributions, 705-706

minimum requirements, LTSP (Linux Terminal
Server Project), 470-473

mirroring data, 273

mkdir command, 645

creating directories, 659-660

mod_auth module, Apache web servers,
384-388

modinfo command, 674

modprobe command, 674

modules

Apache web servers, 382-388

dependency files, creating, 675

kernel, loading into, 674

loaded modules, listing, 674

managing, 669-670, 674-676

object files, querying, 674

Perl, 521-522

monitoring, user activity, 182-183

Mono, 597

advantages, 597-599

C# compiler, 598

versus Java, 598
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libraries, expanding, 605-606

MonoDevelop, 599-604

MonoDevelop, 599-604

mounting shares, Samba, 351

mouse, 35

moving files, 660

Mozilla Firefox. See Firefox

Mozilla Thunderbird, 96

MP3 sound format, 128

MPEG files, 146

MTAs (mail transport agents), 406-408

MUAs (mail user agents), 409

multicasting, 298

multiprocessing modules, Apache web servers,
375

music, listening to, 129-132

Mutt email client, 97

mv command, 645

moving files, 660

MySQL, 435

ACID (Atomicity, Consistency, Isolation,
Durability) compliance, 446

command-line client, 457-458

configuring, 447-450

data locking, 445

databases, creating, 448

graphical clients, 459-460

versus PostgreSQL, 444-447

privileges, granting/revoking, 449-450

procedural language, 446-447

root users, setting passwords for, 448

speed, 444-445

SQL subqueries, 446

triggers, 446-447

mysql command, 460

mysql command 727



MySQL server

key buffer usage, measuring, 638-639

performance tuning, 638-642

query cache, 640-641

query optimization, 641-642

mysqladmin command, 460

mysqldump command, 460

N
name-based virtual hosts, Apache web servers,

389-390

navigating, file system, 62-63

Nessus, 620

network cabling, 301-302

Network File Sharing (NFS). See NFS (Network
File System)

network hosts. See hosts

network interface cards, 299-301

Network News Transfer Protocol (NNTP), 103

network printers, creating, 356-358

network storage, 275

networking, 289-290

100BASE-T, 300

configuration tools, 305-315

command-line interface configuration,
306-313

configuration files, 311-313

DHCP (Dynamic Host Configuration
Protocol), 314-320

fiber optic, 300

Gigabit Ethernet, 300

hardware devices

bridges, 303

cabling, 301-302

hubs, 302-303

initializing, 303-305

interface cards, 299-301

routers, 303

switches, 302-303

IP masquerading, 296

localhost interface, 290-293

TCP/IP, 293-295

ports, 296-297

token ring, 299

wireless, 300

advantages, 322-323

support, 321-322

networks

addressing, 298-299

classes, 294-295

organization, 297-299

passwords, 621-622

subnet masks, 298

subnets, 297-298

wireless

configuring, 39-40

securing, 621

newsgroups (Usenet), 102-103

newusers command, 194

next loop, Perl, 519

NFS (Network File System)

client configuration, 344

file sharing, 342-344

installing, 342

server configuration, 342-344

starting/stopping, 342

Nginx web servers, 392

MySQL server728



nice command, priority scheduling, 254-255

NICs, promiscuous mode, 623

Nmap, 620

NNTP (Network News Transfer Protocol), 103

non-booting hard drive, files, saving, 286-287

NoSQL, 437

numbers, Python programming language,
533-535

O
object files, modules, querying, 674

object orientation, Python, 545-546

object variables, Python, 545-546

Ogg-Vorbis sound format, 128

one-liners, Perl, 526-527

Open Sound System (OSS), 126-127

Open X-change, 421

OpenOffice.org, 105

Base, 107

Calc, 107, 112-117

configuring, 108-109

Dia, 107

Draw, 107

Impress, 107

Math, 107

origins, 107-108

Planner, 107

Writer, 106, 109-112

operators

Perl, 515

arithmetic operators, 513-514

comparison operators, 512-513

compound operators, 513

PHP, 559-561
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Oracle Beehive, 421

organization, networks, 297-299

OSS (Open Sound System), 126-127

Outlook, 421

output, paging through, less command,
653-655

P
PAAS (Platform as a Service), 478

package listings, Ubuntu, 703

Pan newsreader, 103

parameters, printing, MonoDevelop, 602-603

partitions, strategies, 10-11

passwd command, 178

password command, 195

password files, 183-184

passwords

batches, changing in, 187

managing, 183-187

MySQL root users, setting for, 448

networks, 621-622

password files, 183-184

security, managing, 187

shadow passwords, 184-187

system passwords, policies, 183

patch command, 679

pathcing kernels, 678-679

pcx graphic formats, 136

performance tuning, 631

Apache web servers, 636-638

file system, 634

hard disk, 631-635

kernel, 635-636

MySQL server, 639-642

performance tuning 729



Perl 

arrays, 511

command-line processing, 527

conditional statements, 515-517

CPAN (Comprehensive Perl Archive
Network), 521-522

hashes, 511

Linux, 507-510

looping, 517-519

modules, 521-522

one-liners, 526-527

operators, 515

arithmetic operators, 513-514

comparison operators, 512-513

compound operators, 513

posting to unsent, 525-526

purging logs, 524-525

regular expressions, 519-520

sending mail, 522-524

shell access, 520-521

simple program, 508-510

string constants, 515

variables, 510-512

versions, 508

permissions, 79-84

assigning, 80-81

directories, 81-83

files, 172-173

set group ID, 83-84

set user ID, 83-84

personal video recorders, 147

PHP, 551-

arrays, 554-556, 572-574

comments, 557

conditional statements, 561-563

constants, 556

databases, 580-582

escape sequences, 557-558

functions, 577-578

arrays, 572-574

files, 574-576

strings, 568-572

HTML forms, handling, 579-580

loops, 565-568

operators, 559-561

PHP mode, entering/exiting, 552

references, 556-557

special operators, 561-564

strings, 568-572

switching, 564-565

variables, 553-554

setting/unsetting, 576

substitution, 559

phpgroupware, 422

PHProjekt, 422

PiTiVi Video Editor, 148

Planner (OpenOffice.org), 107

planner command, 123

Platform as a Service (PAAS), 478

PNG (Portable Network Graphics), 136

Point-to-Point Protocol (PPP), 324

populating, LDAP directories, 464-465

ports, TCP/IP addressing, 296-297

Postfix, 407

configuring, 410-414

email, forwarding with aliases, 413-414

mail relaying, 413

masquerading, 412

message delivery intervals, 412-413

smart hosts, 412

PostgreSQL, 435

ACID (Atomicity, Consistency, Isolation,
Durability) compliance, 446

command-line client, 459

Perl730



configuring, 450-453

data directory, initializing, 451

data locking, 445

databases, creating, 451-452

graphical clients, 459-460

versus MySQL, 444-447

privileges, granting/revoking, 453

procedural language, 446-447

speed, 444-445

SQL subqueries, 446

triggers, 446-447

users

creating, 452

deleting, 453

Posting an Article to Unsent listing (27.8), 525

power management, configuring, 36

PowerPC-based Linux distributions, 706

PPA (personal package archive), Launchpad,
491

PPP (Point-to-Point Protocol), 324

PPPoE (Point-to-Point over Ethernet), 326

configuring manually, 327-328

preferred applications, 32-33

preg_match_all() function, 577

preg_replace() function, 578

print sharing, remote printing, 356-362

printer sharing, 341-342

printers

detecting and configuring, 35

support problems, avoiding, 360-362

printing

command location, 663

disk usage, 649-650

file contents, 646-647

parameters, MonoDevelop, 602-603

resource usage, 662-663

priority scheduling, nice command, 254-255
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private deployment, UEC (Ubuntu Enterprise
Cloud), 481-484

privileges

MySQL, granting/revoking, 449-450

PostgreSQL, granting/revoking, 453

system administrator privileges, granting,
188-192

procedural language, database services,
446-447

processes

controlling, kill command, 253-254

listing, 660

Procmail, 419

Programming, Perl, 507

Linux, 507-510

variables, 510-512

project management tools, C programming 
language, 586-591

autoconf utility, 589

debugging tools, 590-591

make command, 587

makefiles, 587-589

Subversion, 589-590

promiscuous mode, NICs, 623

proprietary video drivers, installing, 160-161

protocols, wireless networking, 323

proxy servers, 425

Squid

ACLs (access control lists), 427-431

client IP addresses, 431-432

installing, 426

proxying, 425

ps command, 645

listing processes, 660

psql command, 460

public deployment, UEC (Ubuntu Enterprise
Cloud), 481

Purging Log Files listing (27.7), 525

Purging Log Files listing (27.7) 731



Python programming language, 492, 531-532

class inheritance, 547-549

conditionals, 542-544

constructors, 547

destructors, 547

dictionaries, 541

functions, 544-545

index, 549

library, 549

Linux, 532-533

lists, 538-540

looping, 542-544

numbers, 533-535

object orientation, 545-549

strings, 535-538

Q
QA Testing Team, 502-503

Qmail, 407

query cache, MySQL server, 640-641

querying object files, modules, 674

Quickly, 492-495

QuickTime video format, 146

R
RAID arrays, mirroring, 273

RAM disk images, creating, 687

raw sound format, 128

Raymond, Eric, 643

RDBMS (relational database management 
systems), 437-439

tables

creating, 440-441

inserting data into, 441-442

reading, manual pages, 659

rebooting, system, 88

recompiling kernel, 676

references, PHP, 556-557

regular expressions, Perl, 519-520

regular users, system administrator privileges,
granting, 188-192

relational databases, 437-439

retrieving data from, 442-443

tables

creating, 440-441

inserting data into, 441-442

remote access, 331

SSH (secure shell)

configuring server, 333

copying files between machines,
334-335

key-based logins, 335-337

tools, 334-337

Telnet, configuring server, 331-333

VNC (Virtual Network Computing), 337-339

remote computers, logging in and out, 71-72

remote file serving, FTP, 395

users, 398-400

remote printing, 356-362

removable storage media, 274

repositories, Apache web servers, installing
from, 365-366

Request for Comments (RFC), 102

requirements, LTSP (Linux Terminal Server
Project), 470-473

rescue disc, 285

resource usage, printing, 662-663

resource variables (PHP), 554

retrieving email, Fetchmail, 414-418

return on investment (ROI), Linux, 693

reverse proxying, 425

revoking privileges

MySQL, 449-450

PostgreSQL, 453

Python programming language732



RFC (Request for Comments), 102

Rhythymbox audio player, 129-131

rm command, 645

deleting files and directories, 661

rmmod command, 674

ROI (return on investment), Linux, 693

root account, 84

managing, 170-172

shutting down system, 87-88

system, rebooting, 88

users

creating, 85-86

deleting, 86

root privileges, granting, 190-192

root users, MySQL, setting passwords for, 448

routers, 303

RSS readers, 97-98

rsync command, copying files, 284-285

runlevels 

changing, 203

default, booting into, 201

definitions, 200-201

troubleshooting, 204-205

Running a Query Through PEAR::DB listing
(29.7), 582

runtime errors, troubleshooting, 688-689

runtime server configuration settings, Apache
web servers, 371-377

S
SAAS (Software as a Service), 478

Samba, 345-355

configuring, SWAT (Samba Web
Administration Tool), 352-355

manually configuring, 346-349
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mounting shares, 351

SMB (Session Message Block) protocol,
345

smbd daemon, starting/stopping/restarting,
350-351

SWAT (Samba Web Administration Tool),
345

testing, 349-350

saving files, non-booting hard drive, 286-287

scalar variables (Perl), 511

scanners, 135

scheduling tasks, 206-208

jobs, running repeatedly, 209-211

Schwartz, Randal, 526

Scorched 3D, 162-163

scp command, individual files, copying between
machines, 334-335

screen images, capturing, 138

security

AppArmor, 625-628

authentication, 379-381

computer attacks, 617-619

devices, 623

disater recovery plans, creating, 629-630

passwords, 621-622

managing, 187

Tripwire, configuring, 622-623

UFW (Uncomplicated Firewall), configuring,
624-626

viruses, 623-624

vulnerabilities, assessing, 619-620

wireless networks, 621

sending email, 405-409

Perl, 522-524

Sending Mail Using Mail::Sendmail Module
(27.6), 523

Sending Mail Using Sendmail listing (27.5), 522

Sendmail, 406-407

Sendmail 733



servers

FTP servers, choosing, 395-397

LDAP servers, 461-462

configuring, 462-465

NFS (Network File System), configuring,
342-344

Telnet, configuring, 331-333

services

running at startup, 198

starting/stopping manually, 205

session writing, command line, 143-144

set group ID permissions, 83-84

set user ID permissions, 83-84

Setting and Unsetting Variables listing (29.5),
576

shadow passwords, 184-187

shared data, /user directory, 70

shares, Samba, mounting, 351

sharing. See file sharing; print sharing

shell

command line, 644-645

managing files, 65

shell access, Perl, 520-521

shortcuts (keyboard), configuring, 33

Shotwell Photo Manager, 133, 139

shuffle() function, 572

shutting down, Ubuntu, 17-18

Shuttleworth, Mark, 694

simple backups, 272

Simple Perl Program listing (27.1), 509

smart hosts, Postfix, 412

SMB (Session Message Block) protocol

printing, 356-357

Samba, 345

smbclient command, 350-351

smbd daemon, starting/stopping/restarting,
350-351

SMTP (Simple Mail Transfer Protocol), 405-406

software

backups, 276-281

compiling from source, 615-616

finding, 615

FTP, installing, 397-398

Software as a Service (SAAS), 478

Software Center, 607-608

software management 

command line, 611-615

Software Center, 607-608

Synaptic, 608-610

updates, 610-611

software projects, managing, Subversion,
589-590

software repositories, configuring, 24-27

software updates, 21-24

sound

formats, 128-129

music, listening to, 129-132

volume, adjusting, 127

sound cards, 126-127

source code, Apache web servers, building,
366-368

sources, kernel, obtaining, 677-678

Spamassassin, 419

special operators, PHP, 561-564

splint command, 590

spreadsheets, formatting, Calc, 113-115

SQL (structural query language), 440

subqueries, 446

Squid proxy server

ACLs (access control lists), 427-431

client IP addresses, specifying, 431-432

clients, configuring, 426

servers734



example configuration, 432-433

installing, 426

Squirrelmail, 419

SSH, 331, 334

databases, access, 454-456

files, copying between machines, 334-335

key-based logins, enabling, 335-337

servers, configuring, 333

versus Telnet, 333

ssh command, 645

Stallman, Richard M., 692

starting

Apache web servers, 369-371

X Windows System, 52-54

starting services manually, 205

startup, running services at, 198

statements, conditional statements, PHP,
561-563

stfp command, multiple files, copying between
machines, 335

stopping, Apache web servers, 369-371

stopping services manually, 205

storage media, removable, 274

str_replace() function, 569

string constants, Perl, 515

string variables (PHP), 554

strings

input strings, searching for, 652-653

PHP, functions, 568-572

Python, 535-538

strip_tags() function, 580

strlen() function, 569

strpos() function, 571

su command, 195

user identity, temporarily changing, 188-190

subnet masks, 298

subnets, 297-298
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subqueries, SQL, 446

substitution, PHP variables, 559

substr() function, 570

Subversion, managing software projects,
589-590

sudo command, 21, 195

root privileges, 190-192

SuperTux, 163-164

super-user account, 84

managing, 170-172

shutting down system, 87-88

system, rebooting, 88

users

creating, 85-86

deleting, 86

SVG (Scalable Vfector Graphics), 136

SWAT (Samba Web Administration Tool), 345

Samba, configuring, 352-355

switches, 302-303

switching, PHP, 564-565

symbolic debugging, gdb tool, 591

Synaptic, software management, 608-610

sysctl command, 617

system

rebooting, 88

shutting down, 87-88

system administrators

groups, managing, 173-176

passwords, managing, 183-187

privileges, granting, 188-192

user accounts, managing, 169-173

users

disk quotas, 192-195

managing, 169, 176-183

system fonts, modifying, 31

System Monitor, 258-259

system passwords, policies, 183

system passwords 735



system rescue, 285-287

GRUB2 (Grand Unified Boot Loader),
restoring, 285

rescue disc, 285

system-monitoring tools 

Conky, 260-264

console-based monitoring, 251-252

controlling processes, 253-254

disk quotas, 257

displaying disk space, 256-257

priority scheduling, 254-255

enterprise server monitoring, 265

KDE, 265

System Monitor, 258-259

T
tables, databases

creating, 440-441

inserting data into, 441-442

tail command, 645

files, printing last lines, 661

tape drive backup, 275

tar tool

backups, 276-278

copying files, 281-282

targets, makefiles, 587-589

tasks

automating, 197-198

boot loading process, 198-205

running services at bootup, 198

Upstart, 205-206

scheduling, 206-211

running jobs, 209-211

TCP/IP, 293-297

addressing, 294-296

Telnet

servers, configuring, 331-333

versus SSH, 333

temporary file storage, /tmp directory, 70

Test Drive, 503-506

testing, 495-499

Bug Squad, 503

community teams, 501-503

Samba, 349-350

Test Drive, 503-506

Testing Team, 501-503

Testing Types in PHP listing (29.1), 553

testparm command, testing Samba, 349-350

text editors, 76

emacs, 77-79

vi, 76-77

text-based console login, 71

themes, color schemes, changing, 29-30

Thunderbird email client, 96

configuring for LDAP, 466-467

TIFF (Tagged Image File Format), 136

time, setting, 36-39

token ring networking, 299

top command, 645

printing resource usage, 662-663

Torvalds, Linus Benedict, 691

triggers, database services, 446-447

trim() function, 569

Tripwire, configuring, 622-623

troubleshooting

configuration, 19-21

Internet connections, 329-330

kernel, 687-689

printers, 360-362

runlevels, 204-205

tune2fs command, file system, performance
tuning, 634

system rescue736



TuxPaint, 166

TV cards, installing, 144-146

U
Ubuntu1-2, 691, 694

64-bit, 697

business usage, 695-696

certification, 703

commercial support, 704

configuring

appearance, 28-32

software updates, 21-24

sudo command, 21

troubleshooting, 19-21

developers, 698-699

documentation, 697-698, 704

hardware specifications, 10

home usage, 696

installing, 12-15

Boot Loader, 11

CD/DVD, 11

options, 10

partitions, 10-11

preparing for, 9-11

Wubi, 16-17

Internet resources, 701-702

IRC (Internet Relay Chat), 709

mailing lists, 708-709

Usenet newsgroups, 707-708

package listings, 703

shutting down, 17-18

updating, initial update, 15-16

versions, 695

Ubuntu Enterprise Cloud (UEC). See UEC
(Ubuntu Enterprise Cloud)
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Ubuntu Netbook Edition (UNE), 153-154

Ubuntu One

cloud storage, 103

music store, 132-133

UEC (Ubuntu Enterprise Cloud), 477

deploying, 479-481

private deployment, 481-484

public deployment, 481

Euca2ools, 484-486

Eucalyptus, 478-480

installing, 479-481

UFW (Uncomplicated Firewall), configuring,
624-626

UIDs (user IDs), 172

Uncomplicated Firewall (UFW), configuring,
624-626

UNE (Ubuntu Netbook Edition), 153-154

unicast addresses, 298

unless statement, Perl, 515-517

unset() function, 576

unshielded twisted pair (UTP) cabling, 301-302

until loop, Perl, 518

updating

software, 21-24, 610-611

Ubuntu, initial update, 15-16

Upstart, tasks, starting/stopping, 205-206

USB printers, troubleshooting, 361-362

used memory, displaying, 256

Usenet newsgroups, 102-103, 707-708

user accounts

Fetchmail, configuring, 416-418

managing, 169-173

user IDs, 172

useradd command, 175-177, 195

userdel command, 177

usermod command, 175, 178, 195

usermod command 737



users

activity, monitoring, 182-183

adding, 178-181

creating, 85-86

deleting, 86

disk quotas, 192-195

FTP remote file serving, 398-400

identitiy, temporarily changing, 188-190

managing, 169, 176-178

PostgreSQL

creating, 452

deleting, 453

system administartor privileges, granting,
188-192

Using a switch/case Block listing (29.4), 564

Using Backticks to Access the Shell listing
(27.4), 520

UTP (unshielded twisted pair) cabling, 301-302

V
van Rossum, Guido, 531

var_dump() function, 577

variable data files, accessing, 70

variables

creating, MonoDevelop, 603-604

environmental, 72-75

LogFormat statements, 390-392

Perl, 510-512

PHP, 553-554

setting/unsetting, 576

substitution, 559

Python, 545-546

versions

kernels, 676-677

Ubuntu, 695

vi text editor, 76-77

video

editing, 148

personal video recorders, 147

viewing, 144-148

Linux, 146-147

video cards, installing, 144-146

video conferencing, 98-99

video drivers, installing, 160-161

video formats, 146

video hardware, installing, 144-146

vim command, 646

virtual hosting, Apache web servers, 388-390

Virtual Network Computing (VNC), 337-339

virus scanners, 420, 624

viruses, security, 623-624

visual effects, 31-32

VNC (Virtual Network Computing), 337-339

vncviewer command, 264

volume, adjusting, 127

vsftp server, 396

configuring, 400-403

vulnerabilities, assessing, 619-620

W
Warsow, 162

WAV sound format, 128

web access, databases, 456

web browsers

Chrome, 93

Firefox, 92-93

Flash, enabling, 93

web servers, 392

Apache, 363-364

installing, 365-368

lighttpd web servers, 393

users738



Nginx web servers, 392

Sun ONE web servers, 392

Zope web servers, 393

websites, Ubuntu, 702-707

which command, 646

command location, printing, 663

while loop, Perl, 518

window managers, X Windows System,
changing, 54

Windows audio visual format, 146

Windows games, playing, 166

Wine, Windows games, playing, 166

wireless networking,

advantages, 322-323

protocols, 323

support, 321-322

wireless networks, 300-301

configuring, 39-40

securing, 621

Writer (OpenOffice.org), 106, 109-112

Wubi, Ubuntu, installing, 16-17

X-Z
X Window System, 707

X Windows System

display manager, 52-53

GNOME, 41,-46

configuring, 51-52

xorg.conf file, 46-51

Login Screen, 53-54

starting, 52-54

window managers, changing, 54

xargs command, 646

XChat, 100-101

Xfce, 152-153

How can we make this index more useful? Email us at indexes@samspublishing.com

xorg.conf file, 46-51

Xubuntu, 152-153

Zope web servers, 393

Zope web servers 739
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