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INTRODUCTION

SQL Server 2008 is Microsoft’s latest data platform providing data
management and analytical solutions for the enterprise. The plat-
form is trusted, ensures business continuity, and is more
predictable and more scalable than ever before. Although similar
to SQL Server 2005, SQL Server 2008 offers a tremendous
number of new features and functionality for database administra-
tors, developers, and business intelligence architects.

This book is designed to be the ultimate guide for database admin-
istrators as it provides detailed guidance in the areas of planning,
installation, management, administration, security, high availabil-
ity, monitoring, and performance tuning of a SQL Server environ-
ment. Moreover, this book includes industry best practices, tips,
and step-by-step instructions based on real-world examples.

Some of the classic and new SQL Server 2008 topics covered in
the book include: installation, upgrade and migration strategies,
Policy Based Administration, Resource Governor, encryption,
failover clustering, database mirroring, authorization, hardening,
consolidation and virtualization, maintenance plans, monitoring,
performance tuning, troubleshooting, log shipping, PowerShell
scripting, replication, creating packages and transferring data,
indexes, full-text catalogs, and backing up and restoring databases.

The book is also based on Microsoft’s latest award-winning server
operating system—Windows Server 2008. As a result, not only
will readers gain knowledge about SQL Server 2008, but they will
also have the opportunity to understand the advantages of running
SQL Server 2008 on Windows Server 2008.

What Is in This Book?

This book is organized into five parts, with each part made up of
several chapters focusing on core SQL Server 2008 elements. The
parts and chapters of the book are detailed in this section.

Part I: Installing, Administering, and Managing the
Database Engine

The first part of the book begins by providing an overview of SQL
Server 2008, including planning and installing the new platform.
After you get SQL Server 2008 installed, the majority of your time
will be spent managing and administering the new SQL Server infra-
structure. Therefore, the remainder of Part I consists of chapters dedi-
cated to SQL Server 2008 administration and management tasks.
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Chapter 1: Installing or Upgrading to the SQL Server 2008 Database
Engine

With the recent release of SQL Server 2008, organizations are eager to
migrate to the new and improved database platform. However, many organi-
zations feel challenged when trying to establish the best strategies for moving
forward. This chapter focuses on the various SQL Server 2008 migration
strategies that are available. It answers the question once and for all whether
or not organizations should upgrade from a previous version or perform a
new SQL Server 2008 installation from scratch and then conduct a migration.

Other topics highlighted in this chapter include: supported migration method-
ologies, hardware requirements, using the SQL Server 2008 Upgrade
Adpvisor, supported legacy versions of SQL Server, and best practices, tips,
and common pitfalls to look out for to achieve a successful migration.
Moreover, this chapter describes the benefits associated with running SQL
Server on Windows Server 2008, and it also includes upgrade strategies for
moving to the latest server operating system.

Chapter 2: Administering the SQL Server 2008 Database Engine
After SQL Server 2008 is installed, it is necessary to configure and adminis-
ter the server. This chapter focuses on administering the core features and
components associated with the Database Engine. Topics include administer-
ing the SQL Server properties pages, Database properties pages, Database
Engine folders, and the SQL Server Agent. Managing server and database
configuration settings—such as memory, processor performance, auditing,
compression, database files, and autogrowth—is also covered in depth.

Chapter 3: Creating Packages and Transferring Data with Integration
Services

A common database administrator task is transferring data or databases between
source and target environments. This chapter focuses on importing, exporting,
and transforming data and databases via SQL Server Management Studio and
Integration Services. The chapter also covers how packages are created, saved,
and executed as well as the management of the Integration Services component.

Chapter 4: Managing and Optimizing SQL Server 2008 Indexes
Similar to an index found in a book, an index in SQL Server is utilized for
fast retrieval of data from tables. This chapter explains index concepts, ways
to design the appropriate index strategy to maximize performance, creating
indexes with SQL Server Management Studio, and how to create indexes
with Transact-SQL. The chapter also introduces new SQL Server 2008 index
topics, such as creating spatial and filtered indexes, and shares best practices
on implementing, managing, and optimizing indexes.
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Chapter 5: Administering SQL Server 2008 Full-Text Search

With the data explosion and the ever-increasing amount of data being stored
in its native format, full-text search is playing an increasingly important role
in databases today. This chapter discusses the new features in SQL Server
full-text search and provides step-by-step instructions on how to implement
full-text search on your tables, and best practices for full-text search.

Chapter 6: SQL Server 2008 Maintenance Practices

For SQL Server to perform at optimal levels, a DBA should conduct routine
maintenance on each database. This chapter focuses on best practices associ-
ated with maintaining databases within the SQL Server Database Engine.

The discussion includes creating maintenance plans to check database integrity,
shrink databases, reorganize indexes, and update statistics. Additionally, this
chapter provides recommendations on daily, weekly, monthly, and quarterly
maintenance practices to be conducted on SQL Servers.

Chapter 7: Backing Up and Restoring the SQL Server 2008
Database Engine

Backing and restoring databases is one of the most critical duties of a DBA. It
is important that the DBA understand the concepts associated with SQL Server
backups, therefore, in the event of a disaster they can restore the database to the
point of failure. This chapter covers the new backup compression feature, the
importance of backups, creating a backup and recovery plan, storage architec-
ture, transaction log files, recovery model, the various types of backups,
backing up with SSMS, automating backups with a maintenance plan, backing
up full-text catalogs, creating database snapshots, and of course, best practices.

Part 1I: SQL Server 2008 Security Practices

Part II of SQL Server 2008 Management and Administration is dedicated to
SQL Server security. The first two chapters cover hardening techniques for
both SQL Server 2008 and Windows Server 2008 and also discuss adminis-
tering security and authorization. The next two chapters describe the new
features, Policy Based Management, and encryption.

Chapter 8: Hardening a SQL Server Implementation

SQL Server is regularly targeted by hackers because it is a repository of
sensitive data for organizations. If an organization’s system is breached,
hackers can gain access to confidential information including, but not limited
to, credit card numbers, social security numbers, and marketing information.
As such, it is imperative that database administrators secure both the SQL
Server implementation and the data residing in it. This chapter provides an
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overview of how to harden a SQL Server implementation based on industry
best practices so that vulnerabilities and security breaches are minimized.

Some of the security and hardening topics that the chapter delves into
include: choosing the appropriate authentication mechanism, hardening the
SA account, enforcing strong passwords, leveraging the configuration tools to
lock down a SQL Server, configuring the Windows Server 2008 advanced
firewall for secure access, selecting the correct service account, and applying
security templates with Active Directory.

Chapter 9: Administering SQL Server Security and Authorization
After the SQL Server installation is hardened, the next step involves adminis-
tering security and granting authorization to the SQL Server environment.
Chapter 9 is all about security administration topics: creating logons, grant-
ing access and authorization, understanding SQL Server roles, administering
password policies, endpoint authentication, SQL Server and database princi-
pals, role-based security, and user and schema separation.

Chapter 10: Administering Policy Based Management

Enforcing best practices and standardization on large SQL Server installa-
tions was extremely difficult in previous versions of SQL Server. To ensure
standardization, SQL Server 2008 introduces Policy Based Management,
which allows a DBA to define policies that can be applied to one or more
SQL Server instances, databases, and objects. Policy Based Management
works on SQL Server 2000 and all its successors.

New concepts, components, terminology, and reporting with Policy Based
Management as well as best practices are discussed in Chapter 10. The
reader’s attention is then turned to real-world step-by-step examples of how
to implement Policy Based Management in their environment.

Chapter 11: Encrypting SQL Server Data and Communications
Organizations and DBAs are facing excessive pressure from regulatory agen-
cies to ensure that mission-critical data stored within SQL Server is
encrypted. Not only is it important to ensure that data stored within SQL
Server is encrypted, but it is equally important to ensure that data in transit is
encrypted, database encryption can be implemented without making changes
to an application, data can be encrypted at the cell level, and finally, SQL
Server volumes can also be encrypted.

Chapter 11 shares many strategies, tips, and best practices on how to leverage
the encryption-based technologies included in SQL Server 2008 and
Windows Server 2008 for end-to-end data protection. Among these strategies
are: leveraging transparent data encryption, integrating security with a
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Hardware Security Module (HSM), using certificates to encrypt data in
transit, and encrypting SQL Server volumes with BitLocker.

Part lll: SQL Server 2008 High-Availability Alternatives

DBAs typically feel compelled to choose just the right technologies to achieve
high availability when designing a SQL Server infrastructure. Some of the
challenges they face are illustrated in their questions: Should I use failover
clustering, database mirroring, log shipping, or replication? Which alternative
provides the best protection? How does Windows Server 2008 impact my deci-
sion? This part of the book will alleviate pressure and concerns by providing
DBAs with best practices and tips on how to design and choose the right SQL
Server 2008 high-availability alternative to meet their organization’s needs.

In this part, the chapters aim to teach DBAs how to select the appropriate HA
technology when designing and implementing SQL Server 2008.
Technologies include failover clustering, log shipping, peer-to-peer replica-
tion, and database mirroring, based on Windows Server 2008.

Chapter 12: Implementing and Managing Failover Clustering

The main focus of Chapter 12 is on how to design, configure, and manage a
single-instance or multiple-instance high-availability failover cluster with
SQL Server 2008.

The chapter is also based on Windows Server 2008. As a result, it includes
the new features and prerequisites associated with implementing failover
clustering with SQL Server 2008 on Windows Server 2008. Step-by-step
procedures for both the Windows Server 2008 failover cluster and SQL
Server 2008 failover cluster are also provided.

Chapter 13: Implementing and Managing Database Mirroring
Chapter 13 deals with configuring and managing database mirroring so that
organizations can enhance the availability of their SQL Server databases,
increase business continuity, and maintain a hot standby of their database in
another geographic location. The chapter includes detailed step-by-step
instructions for configurations of all three database mirroring modes: high
availability, high protection, and high performance.

This chapter also includes best practices from the field, case studies, and
discussions of how to integrate database mirroring with other high-availability
alternatives such as failover clustering and how to recover from a failed server.

Chapter 14: Implementing and Managing Log Shipping
The focus of Chapter 14 is on configuring and managing log shipping. This
chapter supplies step-by-step instructions on how to configure and maintain
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one or more warm standby databases, typically referred to as secondary data-
bases. Like the other high-availability chapters in this part, this chapter
includes real-world examples and industry best practices.

Chapter 15: Implementing and Managing SQL Server Replication
SQL Server Replication is another way of distributing data from a source SQL
Server to either one or more target SQL Servers. This chapter focuses on
replication components and provides a prelude to the different types of repli-
cation scenarios that a database administrator can manage, such as snapshot,
merge, and transactional replication. Step-by-step replication configurations,
including the peer-to-peer replication scenario, a new form of high availabil-
ity, are also presented.

Part IV: Monitoring and Troubleshooting SQL Server 2008

Part IV of this book covers monitoring, troubleshooting, and performance-
tuning techniques to ensure that SQL Server 2008 is optimized and perform-
ing at the highest possible levels.

Chapter 16: Managing Workloads and Consumption with Resource
Governor

Unfortunately, with the previous releases of SQL Server, there was no way to
effectively mitigate performance issues associated with SQL Server work-
loads. Thankfully, with SQL Server 2008, Microsoft introduced Resource
Governor, which provides persistent performance to end users and applica-
tions by giving Database Administrators the potential to define resource limits
and priorities on different SQL Server workloads. This chapter focuses on
introducing, implementing, and configuring Resource Governor from a data-
base administrator perspective.

Chapter 17: Monitoring SQL Server 2008 with Native Tools

SQL Server 2008 includes a tremendous number of native tools that should be
leveraged in order to monitor a SQL Server database and infrastructure. This
chapter first teaches a DBA how to use native tools to gain quick insight into a
SQL Server system. It then focuses on how to leverage the new SQL Server audit
functionality to monitor events and SQL Server activity and how to configure
database mail. The final technologies described in this chapter are Performance
Studio, and Performance and Reliability Monitoring, which are new monitoring
technologies introduced with SQL Server 2008 and Windows Server 2008.

Chapter 18: Proactively Monitoring SQL Server 2008 with System
Center Operations Manager 2007

Database Administrators and IT managers are under constant pressure to ensure
that their SQL Server systems are operating at optimal levels. This can be very
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challenging when managing a large SQL Server infrastructure. It is recom-
mended for DBAs to leverage Operations Manager 2007 to proactively monitor
and provide a comprehensive view of the health of a SQL Server infrastructure.

The discussion in this chapter focuses on the Operations Manager compo-
nents, installing the SQL Server management pack, and on how to use the
operations console to effectively monitor a SQL Server infrastructure. By
gaining the upper hand in monitoring and managing a SQL Server infrastruc-
ture, Database Administrators can achieve the agility necessary to be success-
ful and focus on other tasks.

Chapter 19: Performance Tuning and Troubleshooting SQL Server 2008
After SQL Server 2008 is placed in operation and is being monitored, it is
important to take action on the findings. It is often difficult to anticipate real-
world loads during the development phase of application deployment; thus, it
is critical to adjust the parameters of the SQL Server 2008 platform to opti-
mize the performance after it is deployed. Frequently, DBAs need to trou-
bleshoot the performance of SQL Server 2008 to address problems that are
uncovered by monitoring.

This chapter focuses on how to tune, optimize, and troubleshoot the performance
of the SQL Server 2008 system. Specific tools and components include Windows
Server 2008 System Monitor, performance thresholds, SQL Server Profiler,
Database Engine Tuning Advisor, Query Analysis, and Extended Events.

Part V: SQL Server 2008 Bonus Content

The final part of the book offers bonus content, including leveraging
PowerShell to administer SQL Server and implementing Hyper-V to virtualize
a SQL Server infrastructure.

Chapter 20: Administering SQL Server 2008 with PowerShell

SQL Server 2008 introduces support for Windows PowerShell. PowerShell is
a new command-line shell and scripting language for automating server
administration. Microsoft is beginning to integrate this new scripting language
into all of their server products. This chapter discusses how to install
PowerShell, provides an overview of the language and how it is integrated
into SQL 2008, and then dives into how PowerShell can be leveraged to
undertake common SQL Server tasks.

Chapter 21: Consolidating and Virtualizing SQL Server 2008 with
Hyper-V

Tremendous efforts are being made in the IT industry and the world to sustain
the environment. Going green by consolidating and virtualizing servers is a
great way to simplify management, minimize data center costs, reduce power
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consumption, and make the world a better place for future generations. By
consolidating SQL Server instances and leveraging Windows Server 2008
Hyper-V for consolidating and virtualizing SQL Server databases and
instances, organizations can reduce the number of SQL Server systems within
the infrastructure. This chapter focuses on how to plan and implement Hyper-
V and create virtualized guest sessions so that SQL Server systems can be
consolidated and virtualized. In addition, SQL Server virtualization considera-
tions are also discussed.

Sample Databases

To facilitate running the steps introduced throughout the book, all of the
examples are based on either the AdventureWorks2008 or Customer database.
Both of these database samples can be downloaded directly from Microsoft’s
SQL Server sample website at http://www.codeplex.com/SqlServerSamples.
The website and downloads also include the step-by-step instructions on how
to install the sample databases on SQL Server 2008.

The exact link to the OLTP Adventureworks2008 sample can be found at
http://www.codeplex.com/MSFTDBProdSamples/Release/ProjectReleases.asp
x?Releaseld=18407. Be sure to choose the correct MSI file based on the 2008
schema and the processor type of your system.

The Customer database can be downloaded from the sample Integration
Services Product Samples website at
http://www.codeplex.com/MSFTISProdSamples. The package sample name is
“Execute SQL Statements in a Loop Sample Package” and the customer data
which needs to be imported into a newly created Customer database is located
in Customer.txt file.

In addition, the book is based on SQL Server 2008 Enterprise Edition running
on Windows Server 2008 Enterprise Edition. The following elements were
used for the scenarios of the book.

Element Description

Domain Companyabc.com

Domain Controller TOR-DCO1.companyabc.com

Main Site Toronto, Ontario

SQL Server Name TOR-SQLO1\Instance01
TOR-SQLO1\Instance02

Secondary Site San Francisco, California

SQL Server Name SFC-SQLO1\Instance0O1
SFC-SQLO2\Instance02

Disaster Recovery Site New York, New York
NYC-SQLO1\InstanceO1

NYC-SQLO2\Instance02
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CHAPTER 1

Installing or Upgrading
to the SQL Server 2008
Database Engine

SQL Server 2008 Database Engine Services, formerly referred to
as “The Database Engine,” is the nucleus of SQL Server 2008. Its
features are nothing short of impressive. Many organizations today
run complex data applications that command the use of a feature
like SQL Server’s Database Engine that can process, store, and
secure data. From a transactional perspective, it is used to store,
process, and secure data for the most demanding data-consuming
applications within your enterprise. Moreover, the Database
Engine offers many other benefits and advantages for organiza-
tions. It controls authorization to SQL Server objects, provides
high-availability functionality, and includes subfeatures such as
Replication and Full-Text Search.

This chapter describes the step-by-step process for installing a
clean version of SQL Server 2008 Database Engine and/or
upgrading an existing SQL Server Database Engine implementa-
tion to SQL Server 2008. In addition, this chapter covers how to
leverage the planning tools to ensure a successful installation,
upgrade, or transition.

Even though the SQL Server 2008 installation process is very
intuitive and has been simplified, a DBA must make several key
decisions to ensure that the completed installation or upgrade will
meet the needs of the organization. For example, is it beneficial to
upgrade an existing SQL Server implementation to SQL Server
2008, or is it preferred to conduct a clean install from scratch?
What are the ramifications of these alternatives? Will you lose
your existing SQL Server settings, databases, and configurations?
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This chapter covers these prerequisite planning tasks to address the questions
and concerns of DBAs.

In addition, this chapter also covers the hardware and software prerequisites,
supported SQL Server 2008 upgrade paths, supported Windows operating
systems for running SQL Server 2008, and benefits of running SQL Server 2008
on the highly anticipated Windows Server 2008 family of operating systems.

What’s New for Installation with SQL Server
2008?

SQL Server continues to deliver a robust experience when installing or
upgrading to SQL Server 2008. Moreover, SQL Server 2008 introduces
significant enhancements to make the installation or upgrade process even
more simple and seamless compared to its predecessors. The new installation
features for SQL Server 2008 consist of the following:

B A new SQL Server 2008 Installation Center landing page, which
includes a tremendous number of options for planning, installing, and
maintaining a SQL Server implementation. The Installation Center is
also a one-stop shop for planning and reviewing SQL Server documen-
tation before getting started.

B A new planning tool known as the System Configuration Checker,
which checks for conditions that could impede a SQL Server installa-
tion prior to the actual installation.

B Another great planning tool is the newly refined Install Upgrade
Adpvisor. The Install Upgrade Advisor tool allows a DBA to fully
analyze existing SQL Server 2005 and SQL Server 2000 installations
for issues that may surface when upgrading to SQL Server 2008. By
fixing these issues before conducting the upgrade, an organization will
have a smoother experience when transitioning to SQL Server 2008.

B New maintenance tasks have been introduced in the installation
process, which allow DBAs to either repair a corrupt SQL Server 2008
installation or conduct a Feature Upgrade. The Feature Upgrade tool is
a wizard that allows organizations to upgrade or change their existing
edition of SQL Server 2008 after the initial installation or upgrade is
complete.

® A discovery report that will provide a detailed report of all SQL Server
2000, 2005, and 2008 components, features, and settings associated
with an installation.
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The potential to automate SQL Server installations by using an existing
configuration file.

An Advanced Cluster Preparation tool, which streamlines and prepares
a SQL Server 2008 failover cluster installation—which is typically
deemed a very difficult task in the industry.

A tool that will allow for a smooth transition of packages by automati-
cally upgrading them from SQL Server 2005 to the SQL Server 2008
Integration Services format.

Deprecated SQL Server 2008 Database Engine Elements

Not only is it essential to understand the new features and functionality asso-
ciated with the Database Engine, but it is equally important to understand
older elements that have been deprecated in SQL Server 2008. Let’s examine
the list of deprecated elements that are no longer supported or associated
with the Database Engine.

The DUMP statement associated with backups has been deprecated and
replaced with BACKUP.

The LOAD statement associated with restores has been replaced with
RESTORE.

BACKUP LOG WITH NO_LOG and BACKUP LOG WITH TRUNCATE_ONLY are
no longer available as the transaction log is automatically truncated
with the database using the Simple recovery model.

The sp_addalias procedure has been removed.

SQL Server 60, 65, and 70 compatibility levels are no longer
supported. Databases must at least maintain a compatibility level of 80.

The sp_addgroup, sp_dropgroup, and sp_helpgroup stored proce-
dures have been replaced with roles.

Sample databases such as Northwind, Pubs, and AdventureWorks are
no longer included as optional installation features with the installation
program. If you want to use the sample databases, they are offered as
out-of-band downloads from Microsoft’s samples website.

The Surface Area Configuration (SAC) tool has been replaced with
Policy Based Management.

Remote servers have been replaced with Linked servers.
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Note

The preceding bullets itemize the main features deprecated with the
Database Engine. However, for a full list of each item, review the topic
“Deprecated Database Engine Features and Discontinued Database Engine
Functionality in SQL Server 2008” in SQL Server Books Online (BOL).

Preplanning and Preparing a SQL Server 2008
Server Database Engine Installation

Before you begin the actual installation of SQL Server 2008 Database Engine,
you must make several decisions concerning preliminary tasks. How well you
plan these steps will determine how successful your installation is—as many
of these decisions cannot be changed after the installation is complete.

Verifying Minimum Hardware Requirements

Whether you are installing SQL Server 2008 in a lab or production environ-
ment, you need to ensure that the hardware chosen meets the minimum
system requirements. In most situations, the minimum hardware requirements
presented will not suffice; therefore, Table 1.1 provides not only the
minimum requirements, but also the recommended and optimal system
requirements for the hardware components.

Note

This book is tailored toward the Standard and Enterprise Editions. As such,
the minimum hardware and software requirements documented in Table 1.1
and Table 1.2 of this chapter only cover “core editions” of SQL Server
2008, also known as Standard and Enterprise Editions. To review the hard-
ware and software requirements for the “specialized editions,” refer to the
section on “Hardware and Software Requirements for Installing SQL Server
2008” in SQL Server 2008 Books Online (BOL).

Table 1.1 SQL Server 2008 Processor and Memory System Requirements
SQL Server 2008 Enterprise Edition (64-bit) 1A64

Component Minimum Requirements Recommended Requirements
Processor [tanium 1.0GHz or higher: Itanium
Memory 512MB 2.048GB or above
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SQL Server 2008 Enterprise Edition (64-bit) x64

Component Minimum Requirements

Processor 1.4GHz: AMD Opteron, AMD
Athlon, Intel Xeon EM64T, and

Intel Pentium IV EM64T

Memory 512MB

SQL Server 2008 Standard Edition (64-bit) x64

Component Minimum Requirements

Processor 1.4GHz: AMD Opteron, AMD
Athlon, Intel Xeon EM64T, and

Intel Pentium IV EM64T

Memory 512MB

SQL Server 2008 Enterprise Edition (32-bit) x64

Component Minimum Requirements
Processor 1.0GHz: Pentium Il
Memory 512MB

SQL Server 2008 Standard Edition (32-bit)

Component Minimum Requirements
Processor 1.0GHz: Pentium Il
Memory 512MB

Recommended Requirements

2GHz or higher: AMD
Opteron, AMD Athlon, Intel
Xeon EM64T, and Intel
Pentium IV EM64T
2.048GB or above

Recommended Requirements

2GHz or higher: AMD
Opteron, AMD Athlon, Intel
Xeon EM64T, and Intel
Pentium IV EM64T

2.048GB or above

Recommended Requirements
2GHz or higher: Pentium Ill
2.048GB or above

Recommended Requirements
2GHz or higher: Pentium Ill
2.048GB or above

The minimum disk space requirements differ depending on which SQL Server
2008 feature will be installed. Table 1.2 depicts these minimum disk space

specifications itemized by feature.

Table 1.2 SQL Server 2008 Minimum Disk Requirements

SQL Server 2008 Feature

Database Engine and data files,
Replication, and Full-Text Search

Analysis Services and data files
Reporting Services and Report Manager
Integration Services

Client Components

SQL Server Books Online (BOL) and SQL
Server Compact Books Online

Minimum Disk Space Required in MB

280

90

120
120
850
240
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Note

When designing and selecting the system specifications for a SQL Server
implementation, even the optimal system requirements recommendations
from Microsoft might not suffice. It is a best practice to assess the server
specifications of the planned server role while taking the load during the
time of deployment and future growth into consideration. For example, a
SQL Server 2008 system running 50 instances of the Database Engine will
require much more than the recommended specification of 2GB of RAM to
run adequately. In addition, SQL Server 2008 running on a Windows 2008
server that is providing business intelligence solutions for 10,000 users
might require 32GB of RAM. Therefore, size the system accordingly and test
the load before going live into production.

Examining SQL Server 2008 Software Prerequisites

Before installing SQL Server 2008, it is also important to get acquainted with
the software prerequisites, as many of these prerequisites outline best prac-
tices. As such, you should take the time to review the prerequisites before
implementation to ensure installation or upgrade success. The SQL Server
2008 software prerequisites include

® NET Framework 3.5

® Windows Installer 4.5 or later

B Microsoft Data Access Components (MDAC) 2.8 SP1 or later
® Internet Explorer 6 SP1 or later

® Latest version of PowerShell

® Latest Windows Server hot fixes are recommended

m If SQL Server 2008 will be virtualized, then Hyper-V is required and
supported.

Note

For more information and consolidating and virtualizing SQL Server 2008 on
Windows Server 2008 Hyper-V, refer to Chapter 21, “Consolidating and
Virtualizating with Hyper-V.”

The SQL Server installation wizard will first verify if these software prereq-
uisites are already installed. If they are not, don’t panic—the SQL Server
2008 installation wizard is very intuitive and will most likely prompt, and
then install all of these software prerequisites automatically. Therefore, you
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won’t have to spend hours conducting Google searches, trying to nail down
the appropriate downloads, including versions.

Choosing the Appropriate SQL Server Edition

SQL Server 2008 comes in a variety of editions that are tailored to suit the
needs and requirements of different organizations and applications. The SQL
Server 2008 Editions include the Enterprise, Standard, Workgroup, Express,
Compact, and Developer Editions, as described in the following sections.

SQL Server 2008 Enterprise Edition

The SQL Server 2008 Enterprise Edition is the complete feature set of the
product and is designed to support the needs of the largest enterprises. It includes
all the features for scalability, performance, high availability, enterprise security,
data warehousing, business intelligence, and enterprise manageability. The
Enterprise Edition is fully 64-bit capable, is optimized to run on 64-bit platforms
and can support all the processors and memory found in the operating system.

Some other new features only found in the Enterprise edition include
Partitioned Table Parallelism, enhanced database mirroring features, Resource
Governor, Backup Compression, online operations, Hot Add CPU,
Performance Data Collector, Extensible Key Management, Failover Clustering,
Transparent Data Encryption, and Change Data Capture.

SQL Server 2008 Standard Edition

The SQL Server 2008 Standard Edition includes the core set of functionality
needed to support data warehouses, electronic commerce applications, and
line-of-business applications. It is designed to support the needs of small to
medium organizations. The Standard Edition is fully 64-bit capable and can
support a maximum of four processors. It is worth mentioning that two nodes
of failover clustering is also supported within the Standard Edition.

SQL Server 2008 Workgroup Edition
The SQL Server 2008 Workgroup Edition is designed for small organizations
and includes the core database features needed for applications.

SQL Server 2008 Express Edition

The SQL Server 2008 Express Edition is the free edition that is designed to
support small or targeted applications with a core set of secure database
requirements. This edition replaces the Microsoft SQL Server Desktop Engine
(MSDE) platform available in SQL Server 2000 and augments the Express
Edition in SQL Server 2005.
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SQL Server 2008 Compact Edition

The SQL Server 2008 Compact Edition is the free edition that runs on
mobile devices as well as desktops. This provides a single lightweight data-
base platform for client applications. This edition replaces the SQL Server
Mobile product and augments the SQL Server 2005 Compact Edition.

SQL Server 2008 Developer Edition

The SQL Server 2008 Developer Edition provides all the same features and
functionality as the Enterprise Edition but is licensed only for development
purposes.

The following link includes the full list of features supported based on the
Editions of SQL Server 2008.

http://msdn.microsoft.com/en-us/library/cc645993.aspx

Choosing the Appropriate Windows Operating System
Version and Edition to Support the SQL Server Installation

SQL Server 2008 can run on a number of Windows operating systems. SQL
Server 2008 can run on top of Windows Server 2008, Windows Server 2003
SP2, Windows VISTA, and Windows XP. When referring to Windows Server
2008, either the Windows Server 2008 edition with or without Hyper-V can
be utilized. Please note that SQL Server 2008 does not support running
Windows 2000 or Windows NT 4.0.

Benefits of Running SQL Server 2008 on Windows Server 2008
Hands down, the Windows Server 2008 family of operating systems is the
best choice for running SQL Server 2008. By combining the two products,
the highest level of security, scalability, reliability, high availability and
compliance can be achieved. Some of the major benefits of running SQL
Server 2008 on Windows Server 2008 include the following:

u Authentication—The Windows Server 2008 authentication mechanism
provides the highest level of security for authorization when running
Active Directory Domain Services. SQL Server can leverage the
following: Active Directory role-based security for authorization and
administration, two-factor authentication with SmartCard-based certifi-
cates and biometric devices, and integration with certificate services.
Finally, Kerberos is now supported for all SQL Server protocols.

= Encryption—By combining the encryption technologies included in
both SQL Server 2008 and Windows Server 2008, it is finally possible
to achieve encryption from an end-to-end perspective.
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® Minimized Footprint—Both Windows Server 2008 and SQL Server
2008 provide a modularized installation process that is very granular.
Therefore, you only install what you need. This strategy minimizes the
attack surface, which in turn, mitigates breaches and compromises.

® Compliance—New features and functionality such as integrating Audit
and Audit Specifications directly with the Windows Server 2008 event
and security logs allows for stronger auditing functionality, which is a
requirement of many major regulatory compliances.

= Dynamic Hardware Partitioning—Allows for both CPU and RAM to
be added to the SQL Server system on the fly, without causing a server
outage.

= High Availability Clustering—Windows Server 2008 supports up to
16 nodes within a SQL Server 2008 failover cluster. In addition, the
requirement of having all nodes within the same subnet has been alle-
viated. Consequently, with the new quorum model and no subnet
restriction, it is easier to achieve geographically dispersed clusters.

® Policy Based Management—By leveraging the Windows Server 2008
group policy and the configuration management strategies, policies can
be created to manage SQL Server databases settings and configurations.

® PowerShell—The latest scripting technology geared toward effectively
managing Windows Server and Microsoft applications has extended to
SQL Server 2008. DBAs can use the powerful command-line scripting
technologies to automate administrator tasks for both Windows Server
2008 and SQL Server 2008.

B Performance Management—Windows Server 2008 introduces
Windows Reliability and a newly refined performance monitor tool for
troubleshooting and monitoring SQL Server system performance. In addi-
tion, the Windows performance framework has been augmented through
the introduction of SQL Server 2008 Performance Data Collector. As a
result, collecting, analyzing, and troubleshooting SQL Server data in a
centralized solution for end-to-end monitoring can be achieved.

® Consolidation and Virtualization—Hyper-V has been introduced
with Windows Server 2008. Hyper-V is Microsoft’s virtualization tech-
nology. By using Hyper-V in conjunction with SQL Server 2008, you
can consolidate SQL Servers into a virtualized environment, reduce
SQL Server hardware, and reduce total cost of ownership within the
infrastructure.
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Understanding the Windows Server 2008 Family of Operating Systems
In the Windows 2008 family of operating systems, there are four main
editions, and SQL Server 2008 can run on any of them. These editions include
Windows Server 2008 Standard, Windows Server 2008 Enterprise Edition,
Windows Server 2008 Datacenter Edition, and Windows Web Server 2008.

Organizations and DBAs must understand their workload needs and require-
ments when selecting the appropriate Windows Server 2008 operating system
edition to utilize. In addition, the Windows Server edition selected must also
coincide with requirements pertaining to the edition of SQL Server 2008
selected. For example, the Windows Server 2008 Enterprise Edition might be
selected if there is a need to sustain an eight-node SQL Server failover
cluster; the Standard Edition may be selected in order to save on licensing
costs; or Windows Server 2008 Enterprise Edition with Hyper-V may be
selected if there is a need to virtualize the SQL Server environment.

Each edition supports both the 32-bit and 64-bit processor architectures and
the Standard, Enterprise, and Datacenter editions ship with or without Hyper-
V. Hyper-V is the latest Microsoft virtualization technology based on
Windows Server 2008.

Finally, when running SQL Server 2008 on Windows Server 2008, the
maximum amount of RAM supported by the operating system on 32-bit
systems is 4GB when running the Standard Edition and 64GB when running
the Enterprise and Datacenter Editions. For a 64-bit system, the numbers
increase as the Standard Edition can support 32GB and the Enterprise and
Datacenter Editions can support up to 2TB of RAM. Hence it is strongly
recommended to be using the x64 versions of the operating system whenever
possible as it allows for greater flexibility and upgradability.

Caution

When installing Windows Server 2008, it is possible to select a Server Core
installation. Windows Server 2008 Server Core is a stripped-down minimal instal-
lation that provides a low-maintenance environment through limited functionality.
The present version of Server Core is not intended to be an application platform.
Since there are SQL Server dependencies that are not part of the Server Core,
SQL Server 2008 cannot run on a Windows Server Core installation.

For an overview of the editions and a complete list of Windows 2008 features
and functionality, refer to the Microsoft Windows Server 2008 home page at
the following link:
http://www.microsoft.com/windowsserver2008/en/us/default.aspx.
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New Installation, Upgrade, or Transition?

Organizations that have conducted a SQL Server implementation in the past
may need to perform a new SQL Server 2008 installation, a side-by-side
installation or upgrade their existing SQL Server system, which is commonly
referred to as an in-place upgrade. Finally, organizations may choose to transi-
tion to SQL Server 2008 by first installing a new installation and then migrat-
ing SQL Server databases and objects from the legacy environment. There are
benefits to each of these options. The next two sections detail the benefits.

Should You Perform a New SQL Server 2008 Installation?

The primary benefit of a new installation is that, by installing the operating
system from scratch, you are starting with a known good server and a brand
new SQL Server 2008 implementation. You can avoid migrating problems
that might have existed on your previous server—whether due to corrupt soft-
ware, incorrect configuration settings, or improperly installed applications.
Moreover, a new installation provides an opportunity for housecleaning as
legacy SQL Server items are not carried over.

For example, it is common for an old SQL Server system to have many
outdated databases, packages, user accounts, and stored procedures that have
not been touched in over 10 years. Keep in mind, however, that you will also
lose all configuration settings from your previous installation. In addition, all
SQL Server elements, such as databases, user accounts, packages, and so on,
will need to be migrated/transitioned. Moreover, required applications on the
legacy server will need to be reinstalled after the installation of the new oper-
ating system and the SQL Server 2008 implementation are complete. Make
sure you document your server configuration information and back up any
data that you want to keep.

When running SQL Server 2008, there may be situations where installing a
new installation from scratch is the only option. For example, it is not possi-
ble to upgrade a legacy SQL Server Failover Cluster from SQL Server 2005
running on Windows Server 2003 to SQL Server 2008 Failover Clustering
running on Windows Server 2008.

Note

When performing a new installation of SQL Server 2008, it is possible to
install a new SQL Server 2008 instance on an existing system with SQL
Server 2005. Therefore, a side-by-side installation is supported and a migra-
tion of existing data from SQL Server 2005 to SQL Server 2008 can be
achieved all within the same server.
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Should You Upgrade an Existing SQL Server System to SQL Server
2008?

Upgrading, on the other hand, replaces your current SQL Server binaries but
keeps existing databases, components, features, packages, users, settings,
groups, rights, and permissions intact. In this scenario, you don’t have to
reinstall applications or restore data. Before choosing this option, keep in
mind that you should test your applications and databases for compatibility
before migration. Just because they worked on previous versions of SQL
Server does not mean they will work on SQL Server 2008.

As always, before performing any type of server maintenance such as a SQL
Server or Windows Server 2008 in-place upgrade, you should perform a
complete backup of the SQL Server environment, any applications residing
on the server, and data that you want to preserve. Do not forget to include the
System State when backing up the SQL Server system. It is required when
performing a restore if you want to maintain the existing Windows settings.

Table 1.3 lists the upgrade paths for SQL Server 2008.

Table 1.3 SQL Server 2008 Upgrade Paths

Previous SQL Server System Upgrade to SQL Server 2008
SQL Server 2008 SQL Server version upgrades supported
SQL Server 2005 Yes, fully supported to like edition
SQL Server 2000 Yes, fully supported to like edition
SQL Server 7.0 Not supported
SQL Server 6.5 Not supported
Note

In-place upgrades can only be accomplished when using the same edition.
For example, an upgrade from SQL Server 2005 Standard to SQL Server
2008 Enterprise cannot be achieved. Nevertheless, there is a way around
this situation. It is possible to upgrade from SQL Server 2005 Standard to
SQL Server 2008 Standard and then conduct an edition upgrade to SQL
Server 2008 Enterprise.

Should You Upgrade the Operating System to Windows Server 2008?
On another note, when upgrading an existing system to SQL Server 2008,
there may be situations when an organization would also want to upgrade the
underlying operating system to Windows Server 2008. To upgrade to
Windows 2008, you must be running a server-level operating system. You
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cannot upgrade Workstation or Home Editions of operating systems such as
Windows XP or Windows Vista to Windows 2008. To upgrade your existing
SQL Server’s operating system, you must be running Windows Server 2003.
An upgrade from Windows NT 4.0 and Windows 2000 Server is not permit-
ted. Table 1.4 lists the available upgrade paths to Windows 2008.

Table 1.4 Windows Server 2008 Upgrade Paths

Previous Operating System Upgrade to Windows Server 2008
Microsoft Windows Server 2003 R2 Yes, fully supported to like edition
Standard, Enterprise, or Datacenter

Edition

Microsoft Windows Server 2003 operating Yes, fully supported to like edition
systems with Service Pack 1 (SP1)
Standard, Enterprise, or Datacenter Edition

Microsoft Windows Server 2003 operating  Yes, fully supported to like edition
systems with Service Pack 2 (SP2)
Standard, Enterprise, or Datacenter Edition

Windows NT 4.0 Not supported

Windows 2000 Server Not supported

Windows XP Not supported

Windows Vista Not supported
Note

For Windows Server 2008, in-place upgrades can only be performed to the
same editions of Windows Server 2008. For example, an upgrade from
Windows Server 2003 Standard to Windows Server 2008 Enterprise cannot
be achieved.

Gathering Additional Information Necessary to
Proceed

During the installation of SQL Server 2008, you will have to tell the setup
wizard how you want your server configured. The wizard will take the informa-
tion you provide and configure the server settings to meet your specifications.

Taking the time to gather the information described in the following sections
before starting your installation or upgrade will likely make your SQL Server
2008 installation go faster, smoother, and easier.
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New SQL Server 2008 Installation or In-place Upgrade

The first and most major decision when moving toward SQL Server 2008 is
debating whether to implement a brand new SQL Server installation from
scratch or to conduct an in-place upgrade. If you don’t already have SQL
Server in your existing infrastructure, it is a “no-brainer,” and a new installa-
tion is warranted. However, if a legacy version of SQL Server resides in the
infrastructure, the organization must decide between an in-place upgrade or a
new installation. If a new installation is chosen, it is necessary to transition
existing SQL Server data from the legacy system to the newly established
SQL Server 2008 system. As mentioned earlier, each alternative has benefits
and disadvantages.

New SQL Server 2008 Stand-alone Installation or Failover
Cluster

Another major decision needs to be made in the planning phases: Should
SQL Server 2008 be installed in a stand-alone system or should Failover
Clustering be utilized? Failover Clustering provides high availability for a
SQL Server instance and should be leveraged if an organization needs
maximum availability, protection against server hardware failure, seamless
failover that does not require DBA intervention, and finally, automatic client
redirects. A stand-alone installation is also sufficient, as it is cheaper, easier
to administer, and does not require specific failover clustering hardware.

Note

To install SQL Server 2008 Failover Cluster, review Chapter 12,
“Implementing and Managing Failover Clustering.”

Single-Instance or Multiple-Instance Installation

For years now, discussions on the topic of single-instance versus multiple-
installation have both engulfed and engaged the SQL Server community.
Should you install a single-instance SQL Server installation and place all
databases on one instance, or scale up and create a multiple-instance SQL
Server installation and spread databases across each of these instances? This
question continues to echo through every organization. Here are some best
practices to assist in making such an arduous decision.

One of the main drawbacks of placing all databases on a single-instance
installation involves the tempdb database. The tempdb database is a shared
resource between all databases contained within the same SQL Server
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instance. Performance degradation may occur as the tempdb database is the
single point of contention for all temporary database workloads. In multiple-
instance installations, a tempdb database is created for each instance, mini-
mizing contention and performance degradation.

Many DBAs implement multiple instances for other reasons, including regu-
latory compliance, administrator autonomy, different global security policies,
global server settings, and compatibility requirements.

Note

Only one instance within the installation can maintain the default instance
name. Therefore, if a default instance already exists, SQL Server 2008 must
be installed as a named instance.

Side-by-Side Installations with Previous Versions of SQL
Server

Organizations also have the option to install a brand new installation of SQL
Server 2008 on a server that is already running a legacy instances of SQL Server
2005. Based on this methodology, more than one version of SQL Server will
reside on the system.

Typically, the preference is to either conduct an in-place upgrade or install
SQL Server 2008 on new hardware to minimize hardware contention and
performance degradation. However, side-by-side installations are sometimes
warranted. Let’s look at the situations that support this installation. SQL
Server 2008 will coexist with SQL Server 2005 and SQL Server 2000.
Unfortunately, SQL Server 7.0 is not supported, but hopefully the majority of
the organizations out there have already transitioned out of SQL Server 7.0
because it is no longer supported by Microsoft.

Determine Which SQL Server 2008 Features to Install

Give serious thought to the SQL Server 2008 features before installing them. The
modular setup of SQL Server 2008 is made up of many independent features,
previously referred to as components, allowing for complete customization by
organizations. This typically results in minimal surface area and more granularity
compared with older editions of SQL Server. This improved modular installation
process is said to be “slim and efficient” like other new Microsoft products such
as Windows Server 2008 and Exchange Server 2007.

The following bullets depict the modular installation including shared features
that can be selected during the installation of SQL Server 2008:
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® Database Engine Services—This is the core service for storing,
processing, and securing data. It is designed to provide a scalable, fast,
and high-availability platform for access and the other components.
Two subfeatures within the Database Engine are

B SQL Server Replication—Replication allows DBAs to copy
databases to different locations and keep the copies synchro-
nized. This can be used for data distribution, synchronization,
fault tolerance, disaster recovery, load balancing, or testing. The
Replication component manages database replication and inter-
acts primarily with the Database Engine features.

® Full-Text Search—The Full-Text Search engine populates and
manages the full-text catalogs. The Full-Text engine also makes
full-text searches easier by maintaining indexes, a thesaurus,
noise words, and linguistic analysis of the full-text indexes.

B Analysis Services—The SQL Server 2008 Analysis Services (SSAS)
feature provides online analytical processing (OLAP) and data mining.
OLAP is a modification of the original database concept of online
transaction processing (OLTP). OLAP is designed to provide immedi-
ate answers to analytical and ad hoc queries from a multidimensional
cube known as an OLAP cube. Data mining is the process of searching
large volumes of data for patterns and trends. SSAS allows SQL Server
2008 to provide both these capabilities and is the core feature of busi-
ness intelligence.

® Reporting Services—The Microsoft SQL Server 2008 Reporting
Services (SSRS) feature allows for the presentation and delivery of
data in a variety of ways. The reports can include tables, matrices, and
free-form data. The source data for the reports can be provided by the
Database Engine component, the Analysis Services component, or any
Microsoft .NET data provider such as ODBC or OLE DB to access
data sources such as Oracle or file-based data.

B Shared Features—Features designated as “Shared Features” include

= Business Intelligence Development Studio—The Business
Intelligence Development Studio is essentially Microsoft Visual
Studio 2008 with some additional SQL Server 2008 business
intelligence project types. It is an applications development envi-
ronment that allows developers to build applications that include
Analysis Services, Integration Services, and Reporting Services.

® (lient Tools Connectivity—This feature includes the installa-
tion of communication components between clients and servers.
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= Integration Services—The SQL Server 2008 Integration
Services (SSIS) feature integrates data from different sources.
This integration includes importing, exporting, and transforming
data from disparate sources. The data can be copied, merged,
restructured, and cleaned as part of the integration processing,
which makes the integration services a powerful tool in the
development of data warehouses. It is imperative to mention that
the Integration Services component fills an important gap in the
extract.

® (lient Tools Backward Compatibility—This feature was
heavily requested by the SQL Server community. When Client
Tools Backward Compatibility is installed, a DBA can manage
legacy SQL Server systems.

B Client Tools SDK—This feature includes the Software
Development Kit containing resources for developers.

® SQL Server Books Online—SQL Server Books Online (BOL)
is Microsoft’s documentation for SQL Server 2008.

= Management Tools Complete—When installed, SQL Server
2008 will possess all the management tools, including but not
limited to Management Studio, support for Reporting Services,
Analysis Services, Integration Services, SQL Server Profiler, and
Database Tuning Advisor.

= Management Tools Basic—This refers to the scaled-down
version of the management toolset. It only includes management
studio support for the Database Engine, SQL Server Express,
SQL Server Command-Line Utility, and PowerShell.

® SQL Client Connectivity SDK—This feature includes the
Software Development Kit containing connectivity resources for
developers.

B Microsoft Sync Framework—This is a comprehensive synchro-
nization platform enabling collaboration and offline of applica-
tions, services and devices with support for any data type, any
data store, any transfer protocol, and network topology.

When installing the SQL Server 2008 Database Engine, the additional
optional subfeatures to install include

B Replication

® Full-Text Search
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® Integration Services

® Connectivity components
B Programming models

B Management tools

® Management Studio

® SQL Server Books Online

Installing a Clean Version of SQL Server 2008

The following sections depict the step-by-step instructions for installing a
clean version of the SQL Server 2008 Database Engine feature including
supplementary subfeatures such as SQL Server Replication, Full-Text Search,
Integration Services, and Shared Components.

1. Log in to the server with administrative privileges and insert the SQL
Server 2008 media. Autorun should launch the SQL Server 2008
Installation Center landing page; otherwise, click Setup.exe

Note

If SQL Server’s setup software prerequisites have not been met, the installa-
tion wizard will prompt, and then install the prerequisites. After the prerequi-
sites have been installed, the SQL Server installation process will resume.
SQL Server 2008 software prerequisites may include hotfixes, .NET
Framework 3.5 and the latest Windows Installer, version 4.5. In addition,
system restarts may be required after SQL Server’s setup software prerequi-
sites are installed. If so, rerun setup after the reboot to continue with the
SQL Server installation.

2. On the SQL Server Installation Center landing page, first select the
Installation page, and then click the New SQL Server Stand-alone
Installation or Add Features to an Existing Installation link, as
displayed in Figure 1.1.

3. On the Setup Support Rules page, review the outcome of the System
Configuration Checker. Ensure that all tests associated with the opera-
tion passed without any failures, warnings, or skipped elements.
Alternatively, you can review a standard or comprehensive report by
selecting the Show Details button or View Detailed Report. To continue
with the installation, click OK, as illustrated in Figure 1.2.
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% SQL Server Installation Center =100 x]
Planning Zdiz New SQL Server stand-alone installation or add features to an existing
4 instalation
Installation Launch a wizard to install SQL Server 2008 in a non-clustered environment
e ] or to add features to an existing SQL Server 2008 instance.
Tools <diz New SQL Server failover duster installation
5 e . Launch a wizard to install a single-node SQL Server 2008 failover duster.
Advanced ‘E? Add node to a SQL Server failover duster
¢
¥ Ll) Launch a wizard to add a node to an existing SQL Server 2008 failover
Options duster,
ﬁ Upgrade from SQL Server 2000 or SQL Server 2005
Launich a wizard to uparade SQL Server 2000 or SQL Server 2005 to SQL
Server 2008. Before you upgrade, you should run the Upgrade Advisor to
detect patential problems.
Search for product updates
Search Microsoft Update for SQL Server 2008 product updates.
PEE
<. SQLServer2o08

Performing a new SQL Server stand-alone installation.

= SQL Server 2008 Setup =] B3

Setup Support Rules

Setup Support Rules identify problems that might occur when youinstall SQL Server Setup support files. Failures must be corrected
before Setup can continue.

Setup Support Rules Operation completed. Passed: Failed 0. Warning 0. Skipped 0.

Hide details << Re-run
View detailed raport

Rule Status
(& |Minimum operating system version Passed
(2 |setup administrator Passed
(@ |Restart computer passed
(@ |Windows Management Instrumentation (WMI) service Passed
(& | consistency validation for SQL Server registry keys passed

oK Cancel Help

FIGURE 1.2
Reviewing potential problems identified with the Setup Support Rules.
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. On the Product Key page, enter the SQL Server Product Key and click

Next.

. On the License Agreement page, Accept the Licensing Terms, and then

click Next.

. On the Setup Support Files page, the wizard will prompt whether or

not additional setup support files are required for the installation. If
additional files are required, review the status of the files required, and
then click Install.

. The Setup Support Rules page will be displayed again and will identify

any outstanding items that may hinder the installation process associ-
ated with the SQL Server installation. Review and correct failures and
warnings before commencing the installation. If failures are not
displayed, click Next to start the installation. Once any outstanding
installation are complete, review the details, and then click Next.

Note

Some of the items that will be tested for in step 7 are: Fusion Template
Library, Unsupported SQL Server products, whether the server is a Domain
Controller, the version of Windows PowerShell, and Windows Firewall Settings.

8. On the Feature Selection page, select the desired features to be

installed and provide the path for the Shared Feature Directory. For this
example, the Database Engine Services, SQL Server Replication, Full-
Text Search, and appropriate Shared Features such as Integration
Services and the Management Tools have been selected. Click Next to
proceed as illustrated in Figure 1.3.

. On the Instance Configuration page, specify the Name and Instance ID

for the SQL Server installation. The options include either the Default
Instance name, which is MSSQLServer, or a Named Instance. In addition,
click the ellipsis button in the Instance Root Directory area and specify
the path for the installation. Click Next as displayed in Figure 1.4.

Note

Each instance name provided must be unique and there can only be one
default instance per SQL Server system.
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Specifying the SQL Server features to be installed.
% SQL Server 2008 Setup o =] B3|
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Instance Configuration
Disk Space Requirements.
Server Configuration Instance ID: ||nsmnceu1
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I lled instances:
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<Back Next > Cancel Help |
4

Configuring the SQL Server instance.
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10. The next page is the Disk Space Requirements. Review the disk space
summary for the SQL Server components and features selected to be
installed, and then click Next.

11.

The Server Configuration page includes configuration settings for both

Service Accounts and Collation. On the Service Accounts tab, enter a
valid low-privilege service account name and password for each
service account. Next, specify the Startup Type for each service
account listed, as illustrated in Figure 1.5. Options include Automatic,
Manual or Disabled. Before proceeding to the next step, click the

Collation tab,

‘% SOL Server 2008 Setup iy 2y 4 [
Server Configuration
Specify the configuration.
Setup Support Rules Service Accounts | colation |
Feature Selection
R Microsoft recommends thatyou use 2 separate account for each SQL Server service.
Disk Space Requirements Service Account Name Startup Type
Server Configuration SQL Server Agent COMPANYABC\SQL.Service Manual =
Database Engine Configuration SQL Server Databas... | COMPANYABC\SQL.Service Automatic =
Error and Usage Reporting SQL Server Integrati... | COMPANYABC\SQL.Service ssssssssssss Automatic |
Instaliation Rules
Ready to Install
Instalation Progress Use the same account for all SQL Server services |
Complete
These services will be configured automatically where possible to use alow privilege account. On some
older Windows versions the userwill needto specify a low privilege account. Formore information, click
Help.
Service | Account Name Password Startup Type
SQL Full-text Filter AIETI= S NT AUTHORITY\LOCALS... Manual
SQL Server Browser NT AUTHORITYYLOCAL S... Automatic ﬂ
<Back Next > el Help |
4

Specifying the SQL Server service accounts.

Note

From a hardening perspective, Microsoft recommends entering a separate
service account for each SQL Server component and feature being installed.
In addition, the account specified should follow the principle of least privi-
lege. For more information on selecting the desired service account, and
hardening a SQL Server implementation, see Chapter 8, “Hardening a SQL
Server Implementation.”
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12. On the Collation tab, enter the desired collation option for the
Database Engine. It is possible to change default collation settings used
by the Database Engine and Analysis Services for language and sorting
by selecting Customize. Click Next to continue.

13. The Database Engine Configuration page consists of three tabs. The
tabs include Account Provisioning, Data Directories, and
FILESTREAM. On the first tab, in the Account Provisioning section,
specify the Authentication Mode, which consists of either Windows
Authentication Mode or Mixed Mode (SQL Server authentication and
Windows authentication). If mixed mode is selected, enter and confirm
the password for the Built-in SQL Server administrator account. The
next step is to provision a SQL Server Administrator by either select-
ing the option Add Current User or clicking Add and specifying a SQL
Server administrator account.

Note

New to SQL Server 2008 is the opportunity to rename the SA account
during installation. Renaming the SA account increases security as the
account name is well known in the industry.

14. The second tab, Data Directories, located still within the Database
Engine Configuration page, is used for specifying the location of the
default directories associated with the installation of this SQL Server
instance. The directories include Data Root Directory, System Database
Directory, User Database Directory, User Database Log Directory,
TempDB Directory, TempDB Log Directory, and Backup Directory.
Either maintain the default directories or specify a new directory for
performance and availability.

Tip

Because 1/0 to log files is sequential and 1/0 to database files is random,
for increased performance, it is a best practice to place log files on a sepa-
rate disk from database files. In addition, placing the tempdb on its own
disk also bolsters performance.

15. The final tab on the Database Engine Configuration page is
FILESTREAM. Here, decide whether you want to enable
FILESTREAM. If FILESTREAM is enabled, additional parameters must
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be entered such as Enable FILESTREAM for File I/O Streaming Access,
Windows Share Name, and whether to allow remote clients to have
streaming access to FILESTREAM data. Click Next to proceed.

16. On the Error and Usage Reporting page, help Microsoft improve SQL
Server features and services by sending error reports and feature usage
to Microsoft. Specify the level of participation, and then click Next.

17. The final check will take place to ensure that the installation process
will not be blocked. On the Installation Rules page, review for any
outstanding errors or warnings and then click Next to continue.

18. Before commencing the SQL Server 2008 Installation, review the
features to be installed on the Ready to Install page, and then click
Install.

19. When the installation process starts, you can monitor its progress
accordingly. When the installation setup completes, review the success
status based on each SQL Server feature and then click Next.

20. On the Complete page, review the location of the SQL Server summary
upgrade log file and additional items, which can be found in the supple-
mental information section. Click Close to finalize the installation.

21. To conduct post-installation tasks, review the upcoming section
“Finalizing the SQL Server 2008 Installation or Upgrade” in this chapter.

Upgrading the Database Engine to SQL Server
2008

When upgrading an existing SQL Server system to SQL Server 2008, all
SQL Server databases, configuration settings, security settings, and programs
are retained from the previous installation. However, there are still several
important prerequisite tasks that you perform before the upgrade, as
discussed in the following sections.

Tip

It is not possible to change the installation path when upgrading a system
to SQL Server 2008. In addition, there must be enough free space on the
system and SQL Server partition to support the upgrade; otherwise, the
upgrade will come to a halt.
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Creating a SQL Server Feature Discovery Report

One of the first tasks a DBA should conduct when upgrading an existing SQL
Server system to SQL Server 2008 is to create a discovery report. A SQL
Server discovery report, ultimately, is an inventory of the SQL Server compo-
nents and features installed on an existing SQL Server installation. SQL
Server 2008 comes with a new tool called the SQL Server Feature Discovery
Report, which will generate a list of features and products. This report can
automatically be generated for SQL Server 2008, SQL Server 2005, and SQL
Server 2000, by selecting Installed SQL Server Features Discovery Report, on
the Tools page, located on the SQL Server Installation Center landing page.

Backing Up the Server

Whenever you are making a major change on a server, something could go
wrong. A complete backup of the SQL Server environment, including the
SQL Server system databases and Windows Server System State, can make
the difference between confidently telling the boss you had a setback so you
conducted a rollback, or quivering while you try to find a way to tell your
boss a complete disaster has taken place.

Verifying System Compatibility

The first action when upgrading an existing SQL Server system to SQL
Server 2008 is running the System Configuration Checker. Launch the
System Configuration Checker by first selecting Planning and then System
Configuration Checker via the SQL Server 2008 Installation Center landing
page.

The System Configuration Checker is an informative tool that conducts a
scan on the existing system and indicates problems that might occur when
the SQL Server support files are installed. After the scan is completed, a
detailed report is presented that indicates the operations that passed, failed,
skipped, or presented warnings. View the detailed report, correct any issues,
and rerun the scan to ensure absolute success. Then move on to the next
prerequisite task, which is running the SQL Server 2008 Upgrade Advisor.

Running the SQL Server Upgrade Advisor

Make it a prerequisite task to test the existing SQL Server system that you
plan on upgrading for compatibility issues. Accomplish this by running the
SQL Server Upgrade Advisor. The SQL Server Upgrade Advisor is an intu-
itive tool included with the SQL Server 2008 installation media.
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When invoked, the wizard will first analyze previously installed SQL Server
components and then produce a detailed report indicating possible upgrade
anomalies. In addition, the report provides links to information on how to
resolve the issues identified—how convenient!

Caution

Before conducting an in-place upgrade, it is imperative to acknowledge and
fix all anomalies. If anomalies go unresolved, the upgrade is sure to fail,
resulting in a production outage.

It is important to mention that the Upgrade Advisor can be installed on a
remote system and still analyze the following SQL Server components: the
Database Engine, Analysis Services, Reporting Services, Integration
Services, and Data Transformation Services. Notification Services is not
included as this component has been deprecated in SQL Server 2008.

Note

The exhaustive analysis performed by the wizard is unable to examine
stored procedures if they are encrypted. Moreover, it is necessary to input a
password if DTS or Integration Services packages are password protected.

Installing the SQL Server Upgrade Advisor
1. Launch the SQL Server Installation Center.

2. Select the Planning link and then click Install Upgrade Advisor.

3. Click Next on the SQL Server 2008 Upgrade Advisor Setup Welcome
screen.

4. Accept the License Agreement, and then click Next.

5. On the Registration Information screen, enter your name and company
name, and then click Next.

6. Provide the installation path on the Feature Selection page. Click Next
to continue.

7. Click Install to initiate the installation, and then click Finish to finalize.

Performing a Compatibility Test with SQL Server Upgrade Advisor
When running the SQL Server 2008 Upgrade Advisor, the high-level steps
include identifying SQL Server components to analyze, providing credentials
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for authentication, providing additional parameters, executing analysis, and
finally, reviewing the results. Conduct the following steps on the SQL Server
system you plan on upgrading in order to perform a compatibility test using
the SQL Server 2008 Upgrade Advisor:

1. Click Start, All Programs, SQL Server 2008, SQL Server 2008
Upgrade Advisor.

2. On the Welcome to SQL Server 2008 Upgrade Advisor page, select the
link Launch Upgrade Advisor Analysis Wizard, and then click Next.

3. On the SQL Server Components page, provide the name of the SQL
Server and then specify the components that will be analyzed. Click
Next as displayed in Figure 1.6.

E‘ Microsoft SQL Server 2008 Upgrade Advisor Analysis Wizard 3 = |E||i|

SQAL Server Components
‘Which SOL Server components do you wart to analyze? 4

Server name: ISQLZJDS Detect |

LComponents:

[ 50L Server
[¥] Analysis Services

[¥] Reporting Services
[¥ Data Transformation Services
[¥] Integration Services

M, Notification Services is deprecated in SOL Server 2008,

Hep | <Beck [ e || Enshosl | Cancel |

FIGURE 1.6
Specifying the SQL Server Components to analyze.

4

4. Provide the authentication mechanism for the SQL Server instance and
then click Next.

5. On the SQL Server Parameters page, indicate what additional elements
should be analyzed. Options include databases, trace files, and SQL
Server batch files. Click Next to continue.
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6. The Reporting Services Parameters page is an optional step. If a
reporting services scan was selected, enter the name of the Reporting
Services instance and then choose the authentication mechanism that
will be used. Click Next.

7. The Analysis Services Parameters page is an another optional step. If
an Analysis Services scan was selected, enter the name of the Analysis
Services instance. Next, choose the authentication mechanism that will
be used. Click Next.

8. The next optional screen focuses on DTS parameters for DTS pack-
ages. Select either the Analyze DTS Packages on Server option or the
Analyze DTS Package Files option. If the second option is selected,
specify the path to the DTS packages. Click Next to continue.

9. On the final page, SSIS Parameters, indicate whether you want to
analyze SSIS packages on the server or files. If the second option is
selected, specify the path to the SSIS packages. In addition, if the pack-
ages are password protected, enter a password. Click Next to continue.

10. Confirm the Upgrade Advisor Settings and then click Run to
commence the analysis.

11. The Upgrade Advisor Progress page provides progress messages for each
component being analyzed. The status message includes any of the words
error, failure, or success. View the status messages in the details pane or
alternatively, launch the report. Click Close as indicated in Figure 1.7.

[ Microsoft 5QL Server 2008 Upgrade Advisor Analysis Wizard i : E o [=] ]
Upgrade Advisor Progress s
5 5 Total 0 Enor
AnipsisComplste 1 Success 4 Warming

Details:
Action Status Message
Analyze SOL Server Warning | Analysis completed. |ssues may be viswed using the SOL Server 2008 Uparade Advisor Report
4y | Analyze Analysis Services Waning | Analysis completed. |ssues may be viewed using the SAL Server 2008 Upgrade Advisor Aeport ...
4y | Analyze Reporting Services Warning | Analysis completed, |ssues may be viswed using the SOL Server 2008 Uparade Advisor Report
4 | Analyze Data Transformation Services | Warning | Analysis completed. [ssues may be viewed using the SOL Server 2008 Upgrade Advisor Report ...
@ | Analyze Integration Services Success
K| |
Launch Report
Help < Back Close
4

Reviewing the Upgrade Advisor Analysis Complete Report.
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Note

The analysis output is written to a file; therefore, the report can be viewed
from the Upgrade Advisor Progress page or at a later date. To review the
report at another time, launch the Upgrade Advisor Report Viewer from the
Upgrade Advisor start page.

The report can be viewed by server and then by instance or component.
Moreover, the report can be filtered by All Issues, All Upgrade Issues, Pre-
Upgrade Issues, All Migration issues, Resolved Issues, or Unresolved Issues.
The output report also indicates when issues should be addressed. For
instance, the report may indicate the issue should be addressed before the
upgrade or after the upgrade. It is beneficial to review each message to ensure
there are no issues when upgrading the existing SQL Server system to SQL
Server 2008. When drilling through each message, it is possible to expand
upon an issue and gain additional information on how to resolve the anomaly
by clicking the link titled Tell Me More About This Issue and How to Fix It.

Additional Considerations Before Upgrading the Database
Engine to SQL Server 2008

The following additional considerations apply before upgrading the Database
Engine to SQL Server 2008:

® Even though this book does not focus on Analysis Services, if you are
upgrading a 64-bit edition of SQL Server, it is imperative to upgrade
Analysis Service first and then the Database Engine.

B Run the appropriate DBCC commands to ensure that both the system
and user databases are in good health. A maintenance plan can be
generated to complete these tasks.

® Make certain that all databases, specifically the system databases, are
configured to autogrow. The system databases includes master, model,
msdb, and tempdb.

B Ensure that you have administrative access to all user and system data-
bases and that each database has logon information in the master
system database.

® Configure the Max Worker Threads setting to a value of 0.

® Disable all startup stored procedures as the upgrade process may
restart the server.

® If Replication is enabled, stop replication during the upgrade process.
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B Conduct a rolling upgrade if Database Mirroring is used. First upgrade
the mirrored instance, failover services, and then upgrade the principal
instance (which is now the mirror). It is also recommended to remove the
witness and change the operation mode to high safety during the upgrade.

® In SQL Server 2000, Log Shipping was established with a Database
Maintenance Plan. Because the installation in SQL Server 2005 and
SQL Server 2008 no longer uses a maintenance plan to implement Log
Shipping, it is not possible to upgrade a SQL Server 2000 system
running log shipping to SQL Server 2008.

Performing the SQL Server 2008 Upgrade

At this point, you have accomplished quite a few tasks. Let’s review: your
data is backed up, you have read the release notes, you ran the SQL Server
System Configuration Checker and the SQL Server Upgrade Advisor, and
you addressed the issues or warnings identified. It is now time to upgrade to
SQL Server 2008.

1. Log in to the server and insert the SQL Server 2008 media. Autorun
should launch the SQL Server 2008 Installation Center landing page;
otherwise, click Setup.exe.

2. On the SQL Server Installation Center landing page, first select the
Installation link, and then Upgrade from SQL Server 2000 or SQL
Server 2005.

3. On the Setup Support Rules page, review the outcome of the System
Configuration Checker. Ensure that all tests associated with the opera-
tion passed without any failures, warnings, or skipped elements.
Alternatively, you can review a standard or comprehensive report by
selecting the Show Details button or View Detailed Report. Click OK
to continue with the installation.

4. On the Setup Support Files page, the wizard will prompt whether or
not additional setup support files are required for the installation. If
additional files are required, review the status of the files required and
click Install.

5. The Setup Support Rules page will be displayed again and will identify
any outstanding items that may hinder the installation process associ-
ated with the SQL Server cluster. Review and correct failures and
warnings before commencing the installation. If failures are not
displayed, click Next to start the installation.
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6. On the Product Key page, enter the SQL Server Product Key and click

Next.

7. On the License Agreement page, accept the Licensing Terms, and then

click Next.

8. On the Select Instance page, use the drop-down menu and specify a
SQL Server instance to upgrade. Click Next as displayed in Figure 1.8.

43 Upgrade to SQL Server 2008

Select Instance

Specify the instance of SQL Server to modify.

=10l

Setup Support Rules
Product Key

License Terms

Select Instance

Select Features

Instance Configuration
Disk Space Requirsments:
Error and Usage Reporting
Upgrade Rules

Ready to Upgrade
Upgrade Progress
Complete

Select theinstance of SQL Serverto upgrade. To upgrade only Management Tools and shared features, select
“Upgrade shared features” and then dlick next.

Instance to upgrade: |SQL2005 -

Installed instances:

Instance Name

Features

Version

INSTANCED1

SQLEngine SQLEngne|Replication, SQLEngine Ful..

10.0,1442,32 | Enterprise Evaluation

Edition

SQL2005

SQLEngine SQLEngnelReplication, SQLENgine\Ful..

9.00.1399.06

Enterprise

<shared Components>

SSMS, Adv_SSMS

10.0.1442.32

< Back |

Cancel Help

FIGURE 1.8

Specify the SQL Server instance to upgrade.

Note

The Installed Instances section displays all the instances installed on the
system. In addition, to upgrade only SQL Server Management Tools, choose the
option Upgrade Shared Features Only in the Instance to Upgrade drop-down list.

9. Review the features to be upgraded in the Select Features page, and
then Click Next.
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Note

It is not possible to modify the SQL Server features being released during

an upgrade.

10. Review the name and InstancelID for the SQL Server instance being
upgraded and click Next.

11. The next page is the Disk Space Requirements. Review the disk space
summary for the SQL Server components and features selected to be
upgraded, and then click Next.

12. On the Full-Text Upgrade page, specify an option of how the existing
Full-Text catalogs will be processed after the upgrade. Click Next as
displayed in Figure 1.9.

;
Full-text Upgrade

Choose a Full-Text upgrade option.

=10l

Setup Support Rules
Select Instance

Select Features

Instance Configuration
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Full-text Upgrade
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Full-text catalogs are imported and ready to serve queries fasterthan with Rebuild. Notethat Import does
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rebuild your full-text catalogs eventually. If a full-text catalog is notavailable, the associated full-text indexes
are rebuilt.

& Rebuild
Full-text catalogs are rebuilt using the new and enhanced word breakers. Rebuilding indexes can take awhile,
and a significant amount of CPU and memary might be required after the upgrade.

" Reset
Full-text catalogs are reset. Full-text catalog files are removed, but the metadata forfull-text catalogs and full
-text indexes is retained. After being upgraded, the catalog will remain empty until you manually issue a full
population.

< Back Next > Cancel Help

FIGURE 1.9

Specifying the Full-Text Upgrade option.

® Import—Full-Text catalogs are imported “as is” and are ready to
serve queries. This process is much faster than rebuilding the Full-

Text catalogs; however, the import does not leverage the new Full-
Text features and functionality associated with SQL Server 2008.
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13.

14.

15.

16.

e — =lojx]

Upgrade Progress

® Rebuild—When this option is selected, the Full-Text catalogs
are rebuilt using the new and enhanced word breakers associated
with SQL Server 2008. This process is typically slower, and a
significant amount of processor and memory will be required to
tackle this operation.

® Reset—The final option is Reset. The Full-Text catalogs will be
removed; therefore, after the upgrade is complete, the catalogs
will remain empty until they are manually processed with a full
population.

On the Error and Usage Reporting page, help Microsoft improve SQL
Server features and services by sending error reports and feature usage
to Microsoft. Specify the level of participation, and then click Next.

The final check will take place to ensure that the upgrade process will
not be blocked. On the Upgrade Installation Rules page, review for any
outstanding errors or warnings and then click Next to continue.

Before commencing the SQL Server 2008 upgrade, review the features
to be upgraded on the Ready to Upgrade page, and then click Install.

When the upgrade process starts, you can monitor its progress accord-
ingly. When the upgrade setup completes, review the success status based
on each SQL Server feature. Click Next as illustrated in Figure 1.10.
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Uparade Rules (@ | Client Tools Connectivity Success
Ready to Upgrade (@ | Management Tools - Complets Success
Upgrade Progress (& | client Tools DK Success
commete (@ | client Tools Backwards Compatbilty Success
(@ | Business Inteligence Development Studio Sucress
(@ | Management Tools - Basic Success
1@ | sqL writer Success
(@ | s server Books Online Success
(@) | Mirosoft sQL server 2005 Backward compatbiity | succass L
() | Decision Support Objects (DS0) Sucress =l

Next > Cancel | Help I
4

FIGURE 1.10
Reviewing the results of the SQL Server 2008 upgrade.
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17. On the Complete page, review the location of the SQL Server
summary upgrade log file and items in the Supplemental Information
section. Click Close to finalize the upgrade.

18. To conduct post-installation tasks, review the upcoming section
“Finalizing the SQL Server 2008 Installation or Upgrade.”

Finalizing the SQL Server 2008 Installation or
Upgrade

Once the installation or upgrade of SQL Server 2008 is complete, it is benefi-
cial to review the following tasks in order to finalize the installation.

Reviewing SQL Server 2008 Logs

When the installation or upgrade is complete, it is best practice to review the
setup log file, review the Windows application log, and review SQL Server
logs for any issues or warnings. As noted earlier, the location to the SQL
Server 2008 installation setup file can be found on the Complete page during
the final stages of the installation or upgrade.

Downloading and Installing Updates

Even though the Windows Server 2008 system may be configured to automati-
cally obtain server updates, it is still a best practice to check for missing SQL
Server 2008 and Windows Server 2008 service packs and critical fixes. These
outstanding service packs and critical fixes can be installed with Microsoft
Update or a software distribution tool such as System Center 2007
Configuration Manager.

Hardening the SQL Server Installation

Another important step to finalize the SQL Server 2008 installation or
upgrade is hardening the SQL Server implementation. There are a number of
tasks that should be completed in order to harden the SQL Server installation.
Some of these tasked include using Policy Based Management to reduce the
surface attack area, enabling a Windows Server 2008 advanced firewall, and
leveraging the SQL Server Configuration Manager Tool to disable unneces-
sary protocols and features.
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Note

The SQL Server Surface Area Configuration Tool has been deprecated in
SQL Server 2008. Therefore, Policy Base Management and sp_configure
should be utilized instead, in order to harden and configure the surface area
of a SQL Server installation.

Items to Consider After an Upgrade

This section describes additional items to take into consideration after an
upgrade to SQL Server 2008 is complete.

Running SQL Server Management Studio for the First Time

After the upgrade is complete and you launch SQL Server Management
Studio for the first time, you will be prompted to import customized user
settings from SQL Server 2005 Management Studio. Click Yes or No and be
aware that some SQL Server 2008 default settings might be changed after
you import your customized settings.

Choosing the Database Compatibility Level After the Upgrade

When SQL Server systems are upgraded to SQL Server 2008, it is beneficial
to understand how compatibility level settings affect databases. The compati-
bility levels include

® SQL Server 2008—Version 100
® SQL Server 2005—Version 90
® SQL Server 2000—Version 80

If you select one of these options, the database behaviors are to be compatible
with that specified version of SQL Server. This setting only affects a specific
database and not all databases associated with a SQL Server instance.

Note

After the upgrade, SQL Server automatically sets the compatibility level to
the earlier version of SQL Server.

The settings can be changed by right-clicking a database and specifying the
compatibility level on the Database Options page or by using the ALTER
DATABASE command. The following Transact-SQL sample illustrates how to
change the compatibility level.
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Alter Database <database name>
Set Compatibility Level =<80 , 90 | 100>

From a best-practice perspective, it is recommended to change the database
to single-user mode before changing the database compatibility settings. This
prevents inconsistent results if active queries are executed.

Additional Post-Upgrade Tasks
® Update Statistics on all users and system databases.

B Execute DBCC_UPDATEUSAGE on all databases to ensure that all data-
bases have the correct row and page counts.

® With SQL Server 2008, queries on partitioned tables and indexes are
processed differently. Therefore, it is recommended to remove the USE
PLAN hint from the query.

Managing SQL Server 2008 Installations

The following sections explain how to manage SQL Server 2008 installations.

Employing Additional SQL Server 2008 Instances

As mentioned earlier, many organizations decide on scaling up their SQL
Server infrastructure by creating consolidated SQL Server systems with
multiple-instance installations. To achieve the goal of installing additional
instances on an existing system, a DBA must relaunch the SQL Server 2008
installation utility, and then select the option New SQL Server Stand-alone
Installation or Add Features to an Existing Installation.

When the new SQL Server installation wizard begins, follow the steps in the
earlier section “Installing a Clean Version of SQL Server 2008’; however, on
the Installation Type page, select the option Perform a New Installation of
SQL Server 2008, as displayed in Figure 1.11. Then on the Feature Selection
page, select the desired features to be installed for the new instance. Finally,
on the Instance Configuration page, provide the instance with a unique name
and proceed with the installation.
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Adding additional SQL Server instances to an existing installation.

Adding Features to an Existing SQL Server 2008
Installation

The process for adding and removing SQL Server features to an existing
Installation is similar to the steps involved when adding additional SQL
Server instances. The DBA must select New SQL Server Stand-alone
Installation or Add Features to an Existing Installation from the SQL Server
2008 Installation Center’s Installation page. However, on the Installation
Type screen, the option Add Features to an Existing Instance of SQL Server
2008 must be selected. Then on the Feature Selection page, select the
features to be added and continue through the wizard.

Note

It is not possible to add features when upgrading to SQL Server 2008;
therefore, this strategy should be used for adding additional features after
the SQL Server upgrade is complete.
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Changing SQL Server 2008 Editions

Another feature included with SQL Server 2008 is the potential to conduct an
Edition upgrade after SQL Server 2008 has been installed. For example, if an
organization is running the Standard Edition and decides that they want to
leverage the features and functionality associated with the Enterprise Edition,
they simply conduct an edition upgrade instead of formatting and reinstalling
from scratch. Another advantageous scenario includes moving from SQL
Server 2005 Standard to SQL Server 2008 Enterprise Edition. This objective
would be achieved by first upgrading the SQL Server system from SQL Server
2005 Standard to SQL Server 2008 Standard, and then running the Edition
Upgrade to upgrade the installation Enterprise Edition of SQL Server 2008.

To conduct an Edition Upgrade on SQL Server 2008, the Edition Upgrade
must be selected from the Maintenance page on the SQL Server 2008
Installation Center landing screen.

Summary

The SQL Server 2008 installation process and deployment tools bear similar-
ities to those found in previous versions of SQL Server. However, feature and
performance enhancements associated with the new SQL Server 2008
Installation Center tool have improved the installation experience—whether
you are installing a single SQL Server implementation from scratch or
upgrading an existing system to SQL Server 2008.

Best Practices

The following are best practices from this chapter:

® Verify that your hardware, devices, and drivers are supported by SQL
Server 2008.

® Stick to using the recommended or optimal hardware and software
requirements when installing or upgrading to SQL Server 2008.

B ] everage the planning tools and documentation associated with the
SQL Server Installation Center when installing or upgrading to SQL
Server 2008.

B Run the System Configuration Checker tool as a prerequisite task when
either installing or upgrading to SQL Server 2008.

B Install and run the Upgrade Advisor to identify any upgrade anomalies
when upgrading a system to SQL Server 2008.
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When performing an upgrade, make sure you document your SQL
Server system and database configuration information and perform a
backup of any SQL Server data and objects that you want to keep.

Leverage Windows Server 2008 as the operating system when running
SQL Server 2008.

Finalize a SQL Server implementation by hardening the system based
on the best practices listed in Chapter 8.

Because the SAC tool has been deprecated, utilize Policy Based
Management to configure the surface area of one or many SQL Server
systems.

The Windows Server 2008 Advanced Firewall is enabled by default;
therefore, review Chapter 8 to understand how to configure the firewall
for SQL Server access.

Review Books Online if you need to upgrade other SQL Server 2008
features above and beyond the Database Engine.

Data, log, and tempdb directories should be on separate physical disks
or Logical Unit Numbers (LUNs) for performance whenever possible.
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Options page), 91

arithmetic operators,
PowerShell scripts, 761

arrays
count property, 760
PowerShell scripts,
760-761

articles (replication), 563

Asymmetric key encryp-
tion, 409

asynchronous database
mirroring, 506
Attach Databases dialog
box, 99
attaching databases, 98
Audit Collection Services
(OpsMgr), 685
audit logs, viewing in
SSMS, 648
Audit objects (SQL Server
Audit), 641
dropping, 652
SSMS, creating via,
645-647
SSMS, enabling
via, 647
auditing
audit logs, viewing in
SSMS, 648
database audit specifi-
cations, creating via
Transact-SQL,
649-650
security events,
viewing via Transact-
SQL, 652
security logs, configur-
ing, 337-338
Shut Down Server on
Audit Log Failure
option (SSMS), 646
SQL Server Audit, 640
audit
destinations, 641
Audit objects, 641,
645-647, 652
creating audit logs,
643-645
creating server audit
specifications via
SSMS, 648
Database Audit
Specification
objects, 642
failed logon attempt
example, 643-645
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Server Audit
Specification
objects, 642

targets, 641

Security log
(Windows Server
2008) as, 651

Audits subfolder (Security
folder), 74
authentication, 316
Database Mail
accounts, 667
logins

creating SQL
authentication
logins, 369-371

creating Windows
authentication
logins, 372-373

mixed mode authen-
tication, 368
mixed mode authenti-
cation, 61, 317

logins, 368

SA logins, 319

modes,

choosing, 317-318

configuring, 318

pass-through, 587

servers, 61

SQL authentication
logins, creating,
369-371

SQL Server and
Windows
Authentication
(Mixed) Mode setting
(Server Properties
dialog, Security
page), 61

SQL Server
Authentication option
(SSMS, Login-New
window), 369

Windows authentica-
tion logins, creating,
372-373

Windows
Authentication mode,
317, 367-369

passwords, 359
SA logins, 319

Windows
Authentication Mode
setting (Server
Properties dialog,
Security page), 61

Windows
Authentication option
(SSMS, Login-New
window), 369

authenticators, 416-418

BitLocker Drive
Encryption, 439
authorization, new
features of, 349-350
Auto Cleanup option
(Database Properties
dialog, Change Tracking
page), 93
Auto Close option
(Database Properties
dialog, Options page), 90
Auto Create Statistics
option (Database
Properties dialog,
Options page), 90
Auto Shrink option
(Database Properties
dialog, Options page), 90
Auto Update Statistics
Asynchronously option
(Database Properties
dialog, Options page), 90
Auto Update Statistics
option (Database
Properties dialog,
Options page), 90
Autogrowth option
(Databasse Properties
dialog, Files page), 82-84
automatic failovers, data-
base mirroring,
513-517, 519

Automatically Recompute
Statistics option (SSMS
Index Creation dialog,
Options page), 181

Automatically Recompute
Statistics option (SSMS
Index Properties dialog,
Options page), 198

Automatically Set I/0
Affinity Mask for All
Processors option
(Server Properties
dialog, Processors
page), 58

Automatically Set
Processor Affinity Mask
for All Processors option
(Server Properties
dialog, Processors
page), 58

automating backups,
296-300, 302

automation, 116

Available Bytes memory
counter, 710

Available Space option
(Create Partition Wizard,
Map Partitions
page), 106

Avg. Disk Queue Length
physical disk
counter, 711

Back Up Database Task,
254, 256

Back Up Databases
Across One or More
Files option (Back Up
Database Task), 255

Back Up Databases
Across One or More
Files option (Define
Backup Database
Wizard), 299

Back Up the Tail of the
Log option (Database
Engine), 285
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Back Up To option
(Define Backup
Database Wizard), 299

backing up databases,
254, 256

Backup Component
option (Back Up
Database Task), 254

Backup Component
option (Define Backup
Database Wizard), 299

Backup Devices subfolder
(Server Objects
folder), 74

backup jobs, log ship-
ping, 534

-backup option
(SQLLogShip.exe), 554

Backup Set Will Expire
option

Back Up Database
Task, 255

Define Backup
Database Wizard,
299-300

Backup Up To option
(Back Up Database
Task), 255

backups

automating,
296-300, 302

backup devices, creat-
ing, 74

compressed backups,
Resource Governor
and, 66

compression, 274-275
copy-only backups, 288

database backups,
PowerShell, 782-784

Database Engine, 277
database files, 278
FILESTREAM files,

278279

transaction log
files, 278

databases, 72, 100
configuring, 65

differential backups,
284-285

SSMS example, 294

differential partial
backups, 288

encryption keys, 418
file backups, 287

file group backups, 287
full backups, 283-284

SSMS example,
291-293

full-text catalogs, 307
importance of, 275276
master databases, 290
mirrored backups, 289
model databases, 290
new features of, 274
objective of, 276
OpsMgr, 691

partial backups, 288
planning

determining scope
of, 276

necessity of, 308
technical aspects
of, 277
replication, 576
SQL Server 2008
upgrades, 35
storage locations, log
shipping, 536
system databases, 290
tempdb databases, 290
transaction log
backups, 285-287
SSMS example,
295-296
transaction logs, log
shipping, 541-542
Backups rule (manage-
ment packs), 699
BACKUP_LOG_WITH_NO_
LOG, 13

BACKUP_LOG_WITH_TRU
NCATE_ONLY, 13
BCP (Bulk Copy Program),
replication, 575
bcp.exe (Bulk Copy
Utility), 159
Be Made Using the
Login’s Current Security
Context option (Linked
Services subfolder), 76
Be Made Using This
Security Context option
(Linked Services
subfolder), 76
Be Made Without a User’s
Security Context option
(Linked Services
subfolder), 76
best practices, Policy
Based Management, 403
bidirectional
replication, 563
bidirectional transactional
replication, 567
BIDS (Business
Intelligence
Development Studio)
Control Flow tab,
131-132
Execution Results
tab, 133
package creation
via, 116
packages
debugging, 131-134
running, 130
Progress tab, 133
binary data, full-text
indexes, 205-206
BIOS, Hyper-V
guest session
configuration, 814
BitLocker Drive
Encryption, 437
authenticators, 439
configuring, 440
system partitions,
440-441
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data volumes, 439
enabling on, 448
disabling, 449
enabling
additional data
volumes, 448
TPM hardware,
444-445
without TPM hard-
ware, 446-448
hardware requirements,
440
installing via
command prompt,
443
Server Manager, 442
new features of, 438
recovery passwords, 449
removing, 449
TPM, 439-440, 444-445
BLOB Bytes Read
Integration Services
performance counter, 715
BLOB Bytes Written
Integration Services
performance counter, 715
BLOB Files in Use
Integration Services
performance counter, 715
Block Analysis rule
(management packs), 699
Blocked Process Threshold
option (Server Properties
dialog, Advanced
page), 68
Boolean operators,
FreeText searches, 240
Boost SQL Server Priority
option (Server Properties
dialog, Processors
page), 59
Bounding Box option
(SSMS, Spatial page), 183
Broker Enabled option
(Database Properties
dialog, Options page), 92

Buffer Manager Buffer
Cache Hit Ratio
Database Engine
performance counter,
713-714

Buffer Manager Page Life
Expectancy Database
Engine performance
counter, 714

Buffer Memory Integration
Services performance
counter, 716

Buffers in Use Integration
Services performance
counter, 716

Buffers Spooled
Integration Services
performance
counter, 716

BUILTIN\Administrators
Windows groups, delet-
ing, 338-339

Bulk Copy Utility
(bcp.exe), 159

Bulk Insert Task (SSIS),
importing text files into
SQL Server tables, 158

bulk-logged data recovery
model, 87, 279-280

Bytes Total/sec network
counter, 710

CA (certificate authori-
ties), 409

client certificates,
configuring, 435-436

capacity planning, 82
catalog views, leveraging
Extended Events
(XEVENTS) views, 740
catalogs, database mirror-
ing monitoring, 528
catalogs (full-text), 217
backups/data
recovery, 307

SSMS, creating via,
217-218

TSQL, creating via, 219
categories (Policy Based
Management), 389
creating, 397
CD/DVD images, Hyper-V
guest sessions, mount-
ing on, 813
Central Management
Servers
creating, 391-392
policies, 392
SQL Server instances,
registering in, 392
Central Publisher replica-
tion topology, 571

Central Subscriber repli-
cation topology, 571
Certificate Export
Wizard, 435
certificates (encryption)
CA, 409

client certificate
configuration, 435-436

certificate servers,
configuring, 430-431

client certificates,
configuring, 435-436
client-initiated encryp-
tion, 436
configuring, 434
creating, 411-412, 423
enrollment, 434
provisioning, 432-433
self-signed
certificates, 429
third-party
certificates, 430
Change Free Space per
Page Percentage To
option (rebuild index
task), 251
Change Tracking page

(Database Properties
dialog), 93
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Change Tracking-Track
Changes Automatically
population type (full-text
indexes), 228

Change Tracking-Track
Changes Manually popu-
lation type (full-text
indexes), 228-229

Check Database Integrity
option (Maintenance
Plan Wizard), 189

Check Database Integrity
Task, 248

Choose Server to
Configure screen
(Database Mirroring
Wizard), 514

choosing maintenance
tasks, 258

classifier function

ALTER FUNCTION
command, 618
example of, 611
properties of, 610
Resource Governor
configuration, 612
troubleshooting, 612
classifier function
(Resource Governor), 606
client-initiated
encryption, 436

Close Cursor on Commit
Enabled option
(Database Properties
dialog, Options page), 90

cluster resources, failover
clusters, 457

cluster witnesses (failover
clusters), 457

clustered indexes

creating, SSMS,
184-185
design strategies, 170
rebuilding, SSMS, 188
clustering (failover)
account
management, 492

active nodes, 459
application failovers, 491

cluster-aware
features, 461

drive dependency
management, 497

failback policy manage-
ment, 494

failover policy manage-
ment, 493

failovers, multiple-
instance failovers, 460

geographically dispersed
clustering, 460

GPT disks, 473

high-availability alterna-
tives, combining with,
461-462

manual service
failovers, 491

MS DTC, 472

multiple-instance clus-
ters, 487

node installations,
488-490

N+1, 460
N+M, 460
node additions to, 496

node removal from,
494-495

passive nodes, 459
patch management, 496

pausing/resuming node
operation, 496

preferred owner
management, 492-493

Quorum configurations,
498-499

removal of, 495
replication, 578
rolling upgrades, 496
scalability, 461

server load perform-
ance/degradation, 461

shared disk storage, 464

adding to, 497
FC storage arrays,
466-467
ISCSI storage,
467-468
Multipath 1/0, 468
requirements for,
464-465
SAS storage
arrays, 466
single-instance clus-
ters, 472-473
VSS, 468
single-instance clus-
ters, 469
creating, 475-477
DTC
installations, 478
duplicate IP
address error
messages, 475
Failover Cluster
feature (Windows
Server 2008)
installations, 474
node installations,
478-487
node prep-
arations, 471
settings for,
469-470
shared storage
configuration,
472-473
Validate a
Configuration
Wizard (Windows
Server 2008),
474-475
status verification, 491
Windows Server
models
No Majority: Disk
Only Quorum
model, 463
Node and Disk
Majority Quorum
model, 463
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Node and File Share
Majority Quorum
model, 463

Export-Csv, 767
filtering cmdlets
ForEach-Object,

Collation option
(Database Properties
dialog, Options

Node Majority 765-766 page), 86
Quorum model, 462 Where-Object, Collat!on ta!o (Server
clusters, failover clusters 765-766 Configuration page), 33
database mirroring, 510 ForEach-Object, collecting data, '
log shipping combina- 765-766 Performance Studio, 653

tion, 537

SQL Sever 2008 instal-
lations, 24

clusters (failover), 453

alternatives to,
459-460

cluster resources, 457
cluster witnesses, 457
dependencies, 457

determining implemen-
tation of, 455

failback, 456

Failover Cluster
Manager, 457

failovers, 456
single-instance
failovers, 459
heartbeats, 456
LUN, 457
majority node
clusters, 457
new features of, 454

prerequisites for,
458-459

quorum resources, 456
resource groups, 456
upgrades, 455

virtual servers, 456
witness file shares, 457

cmdlets (PowerShell), 747

Add-Content, 755
aliases, 747

-confirm parameter,
768-769

Convert-UrnToPath, 775
Decode-SqlName, 775
Encode-SqlName, 774

Format-List, 766

Format-Table, 766-767

formatting cmdlets
Format-List, 766

Format-Table,
766-767

Get-Alias, 755
Get-Childltem, 754
Get-Command, 752
Get-Content, 755
Get-Help, 752-753
Get-Member, 753
Group-Object, 754
Import-Csv, 767

Invoke-
PolicyEvaluation, 774

Invoke-PolicyEvaluation
cmdlet, 787

Invoke-SqlCmd, 774

Invoke-SqlCmd cmdlet,
786-787

Measure-
Command, 754

New-Object, 755
pipelines, 747
Read-Host, 754
Select-Object, 754
Set-Content, 755
Sort-Object, 754

SQL Server
cmdlets, 774

Start-Transcript, 755

-whatif parameter,
768-769

Where-Object, 765-766
Write-Host, 754

capturing performance
data from multiple
instances, 664

collection items, 653
Collection mode, 654

collection sets, 654,
657-663

collector types, 653
data providers, 653

management data
warehouses,
654-655, 657

running data collection
reports, 665

collection items

(Performance
Studio), 653

Collection mode

(Performance
Studio), 654

collection sets

(Performance
Studio), 654
configuring, 657
description proper-
ties, 663
general properties,
662-663
upload
properties, 663
Disk Usage System
Data collection
sets, 658
logs, viewing, 663
Query Statistics
System Data collec-
tion sets, 660
Server Activity Data
collection sets, 660
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collector types
(Performance
Studio), 653

collectors (Audit
Collection Services), 685

Collocate to an Available
Partitioned Table option
(Create Partition
Wizard), 105

columns

column-level tracking
(replication
conflicts), 564

encryption

algorithms of,

409-410
Asymmetric

keys, 409
certificates,

409411
Database Master

Keys, 408,

411, 418
hierarchy of, 408
Service Master

Keys, 408,

411, 418
Symmetric keys,

409, 412, 420

included columns,
indexes, 182
columns (tables), joining
via PowerShell, 788
COM ports, Hyper-V
guest session configura-
tion, 814
command prompt,
BitLocker Drive
Encryption,
installing, 443
command shell,
OpsMgr, 685
command-line, log ship-
ping management,
554-555
commands, incomplete
commands in
PowerShell, 749

comments, adding to
PowerShell scripts, 756

Compact edition (SQL
Server 2008), 18

comparison operators,
PowerShell scripts, 761

Compatibility Level option
(Database Properties
dialog, Options
page), 89

compatibility tests, SQL
Server Upgrade Advisor,
performing via, 36-38

Complete page (SQL
Server 2008 Installation
Center), 34

Complete the Wizard
screen (Database
Mirroring Wizard), 517

Compress Backup option
(Server Properties
dialog, Database
Settings page), 66

compressed backups,
Resource Governor
and, 66

compression (data)
backups, 274-275
Database Mirroring
Log Stream
Compression, 502
databases, 102
Data Compression
Wizard, 103
Transact SQL,
103-104

Computer and Device
Management Wizard,
OpsMgr agents, 702

Concatenate Null Yields
Null option (Database
Properties dialog,
Options page), 91

Conditional Split
Transformation, 121

conditional statements,
PowerShell scripts, 761

conditions (Policy Based
Management), 388

facet-based conditions,
creating, 394-395
configuration groups
(OpsMgr), 693
geographic-based group
deployments, 693

political-based group
deployments, 694

security-based group
deployments, 694

Configuration Manager
tool

hardening with, 322

instances, hiding,
325-326

ports, 324
service accounts,
changing, 334
configuration settings,
modifying, 95
configuring
authentication
modes, 318
BitLocker Drive
Encryption, 440
system partitions,
440-441
certificate servers,
430431
collection sets
(Performance
Studio), 657
database mirroring
endpoints, 518
high availability/
automatic failover,
513-519
high availabilty,
507-508
high performance,
507-508
high protection,
507-508
mirror server
instances, 515
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prerequisites, 508,
512-513

principal server
instances, 515

security, 514

service
accounts, 517

witness server
instances, 516

databases, 64-66
autogrowth, 84
backups, 65
data restoration, 65
log files, 66

destinations, 137-138

distributors (replica-

tion), 579-580
encryption
certificates, 434
client certificates,
435-436

firewalls

creating exceptions
for, 342-343

creating rules for,
341-342

Hyper-V guest sessions

network settings,
812-813
RAM
configurations, 812
indexes, SSMS
options, 181
log shipping
database recovery
model, 539-540
storage locations,
538-539
management data
warehouses
(Performance Studio),
654-655, 657
memory, Hyper-V guest
sessions, 812
packages, 144,
146-147

publications
(replication)
snapshot replica-
tion, 581-585

transactional repli-
cation, 581-585

Quorums (failover clus-
tering), 498-499

replication

merge replication,
593-595

peer-to-peer transac-
tional replication,
590-591

Resource Governor,
classifier function, 612

security auditing,
337-338
servers
advanced proper-
ties, 67-69
connection proper-
ties, 62-64
database proper-
ties, 64-66
FILESTREAM proper-
ties, 66-67
general
properties, 54
memory properties,
55-56
network proper-
ties, 68
parallelism proper-
ties, 69
permissions, 69
processor proper-
ties, 57-59
properties of, 53
security properties,
60-62
subscriptions (replica-
tion)
snapshot replica-
tion, 586-587
transactional repli-
cation, 586-587

transaction log backup
settings, 541-542

-confirm parameter,
PowerShell scripts, 768-
769

Conflict Viewer, 570
conflicts (replication)

column-level
tracking, 564

deleted row
updates, 564

lack of consistency, 564
primary key

collisions, 564
row-level tracking, 564

Connection Managers
window (SSIS
Designer), 130

connections (data)
determining hacks
against, 426-427, 437
encryption, 426

server-initiated
encryption, 427-428

SQL Server
Management
Studio, 437

verifying, 428-429

connections
(packages), 121
connection managers
walkthrough, 130
Connections page (Server
Properties dialog),
62-64
Connections page (SQL
Server Agent), 109
connector framework
(OpsMgr), 686
consistency, lack of (repli-
cation conflicts), 564
contains searches (full-
text searches), 239, 241
control flow, 118
adjusting, 135
color coordination
steps, 133
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drop table task, adding,
131-132

for each loops, 118
for loops, 118

sequence
containers, 118

TaskHost
containers, 118

tasks, 118
walkthrough, 126

controlled failovers,
551-553

Convert-UrnToPath cmdlet
(PowerShell), 775

Copy Database Wizard
package creation
via, 116
package data transfers,
156-157
Copy File jobs, creating,
544-545
copy jobs, log
shipping, 534
-copy option
(SQLLogShip.exe), 554
copy-only backups, 288
Cost Threshold for
Parallelism option (Server
Properties dialog,
Advanced
page), 69
count property (arrays), 760
counters
defining, 673
Performance Monitor,
adding to, 674
Create a Backup File for
Every Database option

Back Up Database
Task, 255

Define Backup Database
Wizard, 299

Create Audit dialog (SSMS)
File Path option, 646

Maximum File Size
option, 647

Maximum Rollover
option, 646
Reserve Disk Space
option, 647
CREATE ENDPOINT state-
ments, 380
CREATE FILTERED INDEX
statements, 180
CREATE INDEX state-
ments, 174-176
CREATE LOGIN state-
ments, 362
Create Partition Wizard,
105-106
CREATE ROLE statements,
365
CREATE SCHEMA state-
ments, 366
CREATE SPATIAL INDEX
statements, 178-179
CREATE USER state-
ments, 364
Credentials subfolder
(Security folder), 73
critical fixes, installing, 336
Cross-Database Ownership
Chaining Enabled option
(Database Properties
dialog, Options page), 91
Cross-Database
Ownership Chaining
option (Server Properties
dialog, Security
page), 62
cryptographic providers
(EKM), creating, 419
Cryptographic Providers
subfolder (Security
folder), 73
CSV files, PowerShell
scripts, 767
Cursor Threshold option
(Server Properties
dialog, Advanced
page), 68
cursors, application
performance, 734

DAC (Dedicated
Administrator
Connection), remote
access, 352

daily tasks,
maintenance, 270

Data and Log File Types
option (Database
Properties dialog, Files
page), 81

Data and Log option
(Server Properties
dialog, Database
Settings page), 66

data collection,
Performance
Studio, 653

capturing performance
data from multiple
instances, 664

collection items, 653

Collection mode, 654

collection sets, 654,
657-663
collector types, 653
data providers, 653
management data
warehouses, 654-
655, 657
running data collection
reports, 665
Data Collection Set
Properties dialog
(Performance Studio)
Description page, 663
General page, 662-663
Uploads page, 663
Data Collection subfolder
(Management
folder), 77
Data Collector Sets
(Reliability and
Performance
Monitor), 676
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data compression
backups, 274-275
Database Mirroring
Log Stream
Compression, 502

databases, 102

Data Compression
Wizard, 103

Transact SQL,
103-104

Data Compression
Wizard, 103

Data Conversion
Transformation, 121

Data Directories tab
(Database Engine
Configuration page), 33

Data File 1/0 section
(Activity Monitor
performance dash-
board), 629

data files
capacity planning, 82
creating, 83
filegroups, placing

in, 83

data flow
adjusting, 136-137
components, 119-120

join transforma-
tions, 120

lookup transforma-
tions, 120

miscellaneous transfor-
mations, 120

paths, 119
pipelines, 119
row transforma-
tions, 120

rowset transforma-
tions, 120

split transforma-
tions, 120

walkthrough, 127-129

Data Flow designer,
128-129

Data Flow tasks, 119

Data Profiling tasks, 119

data providers
(Performance
Studio), 653

data recovery

BitLocker Drive
Encryption
passwords, 449

Database Engine, 277
database files, 278

FILESTREAM files,
278279

transaction log
files, 278

database settings,
inheriting, 88, 280

full-text catalogs, 307
new features of, 274
planning

determining scope
of, 276

necessity of, 308

technical aspects
of, 277

Recovery Model option
(Database Properties
dialog, Options
page), 86

recovery models

bulk-logged recovery
model, 87,
279-280

full recovery model,
87, 279-280,
304-305

selecting, 88, 280

simple recovery
model, 87,
279-280

switching, 88-89, 281
data restoration
databases, 100, 306
replication, 576
data storage
encryption, 412

authenticators,
416-418

certificate creation,
411-412

Database Master
Key creation, 411
decrypting data, 413

encryption key
backups, 418

inference attacks,
413, 415-416

testing database
creation, 410

using encrypted
data, 413
OpsMgr, 686
data transfers, packages,
156-157
bcp.exe, 159
Bulk Insert Task
(SSIS), 158
data transformations,
packages, 134
control flow adjust-
ment, 135

data flow adjustment,
136-137

destinations, configur-
ing, 137-138
execution results, 139
data transmission
determining hacks
against, 426-427, 437
encryption, 426
server-initiated
encryption, 427-428
SQL Server
Management
Studio, 437
verifying, 428-429
data volumes, BitLocker
Drive Encryption, 439
enabling on, 448
Database and Disk Space
rule (management
packs), 699
Database Audit
Specification objects
(SQL Server Audit), 642



832 database backups, PowerShell

database backups,
PowerShell, 782-783

Database Configuration
rule (management
packs), 699

Database Engine
backups, 277

automating,
296-300, 302

copy-only
backups, 288

database files, 278

differential backups,
284-285, 294

differential partial
backups, 288

file backups, 287

filegroup
backups, 287

FILESTREAM files,
278279

full backups, 283-
284, 291-293

full-text catalogs, 307

master
databases, 290

mirrored backups, 289
model databases, 290
msdb databases, 290
partial backups, 288

system
databases, 290

tempdb
databases, 290

transaction log
backups, 285-287,
295-296

transaction log
files, 278

configuration
settings, 95
data recovery, 277

bulk-logged recovery
model, 279-280

database files, 278

FILESTREAM files,
278279

full recovery model,
279-280, 304-305

full-text catalogs, 307

simple recovery
model, 279-280

switching recovery
models, 281

transaction log
files, 278

data restoration, 306
database objects,
scripting, 99
Database Properties
dialog, 79
Files page, 81-84
General page, 80
databases
attaching, 98

backing up/
restoring, 100

data compression,
102-104

data transfers, 100
detaching, 97-98

enabling
FILESTREAM data
instances, 106

partitioning
tables/indexes,
104-106

renaming, 107
shrinking, 101-102
taking offline, 101
Databases folder, 71
Database
Snapshots
subfolder, 72
System Databases
subfolder, 71
User Databases
subfolder, 73
deadlocks, 735
informational reports,
95-96

Management folder

Data Collection
subfolder, 77

Database Mail
subfolder, 78

Distributed
Transaction
Coordinator
subfolder, 78

Legacy subfolder, 79

Maintenance Plans
subfolder, 78

Policy Management
subfolder, 77

Resource Governor
subfolder, 78

SQL Server Logs
subfolder, 78

new features of, 52-53

performance-tuning,
713-714

Replication folder, 77
Security folder
Audits subfolder, 74
Credentials
subfolder, 73
Cryptographic
Providers
subfolder, 73

Logins subfolder, 73

Server Audit
Specifications
subfolder, 74

Server Roles
subfolder, 73

Server Objects folder

Backup Devices
subfolder, 74

Endpoints
subfolder, 75

Linked Servers
subfolder, 75-76

Triggers subfolder, 77
Server Properties
dialog, 53-54
Advanced page,
66-69
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Connections page,
62-64

Database Settings
page, 64-66

General page, 54

Memory page,
55-56

Permissions
page, 69

Processors page,
57-59
Security page,
60-62
SQL Server Agent, 107
Advanced page, 108
Alert System
page, 108
Alerts folder, 111
Connections
page, 109
creating jobs, 109

enabling/disabling
jobs, 110
Error Logs folder, 111
General page, 108
History page, 109
Job folder, 109
Job System
page, 109
Operators folder, 111
Proxies folder, 111
viewing job
histories, 110
Database Engine
Configuration page (SQL
Server 2008 Installation
Center), 33
Database Engine Tuning
Advisor
database
optimization, 721
query analysis via,
733-734
recommendations
applying, 729-730
reviewing, 726-728

workloads,
capturing, 723

database files

Database Engine,
backups/data recov-
ery, 278

filegroups, 278

Database Health rule
(management
packs), 699

Database level encryp-
tion, 408, 422

Database Mail subfolder

(Management folder), 78

Database Maintenance
Plan Wizard, 297-302

Database Master
Keys, 408
backups, 418
creating, 411, 423
database mirroring

client connections/
redirects, 523

combining database
snapshots, 511

configuring
endpoints, 518

high availability/
automatic failover,
513-519

mirror server
instances, 515

principal server
instances, 515

security, 514

service
accounts, 517

witness server
instances, 516

deleting sessions,
522-523

endpoints, 507
failover, 506

failover clusters, 510
failovers, 521

high availability,
507-508

high performance,
507-508

high protection,
507-508

log shipping, 511, 537

Log Stream
Compression, 502

mirror databases, 505

monitoring

Database Mirroring
Monitoring tool,
525-526

MOM, 529

Performance
Monitor tool,
527-528

system
catalogs, 528

need for, 509

new features of,
502-503

operating modes,
changing, 521-522

overview, 503-505

pausing/resuming
sessions, 520

prerequisites, 508,
512-513

principal data-
bases, 505

quorum, 506
replication, 511

synchronous/asynchro-
nous, 506

transparent client redi-
rects, 506

witness server place-
ment, 509

witness servers, 506

Database Mirroring

Monitoring tool, 525
Status tab, 526
Warnings tab, 526

Database Mirroring

Wizard, 514

Choose Server to
Configure screen, 514
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Complete the Wizard
screen, 517

Mirror Server Instance
screen, 515

Principal Server
Instance screen, 515

Service Accounts
screen, 517

Witness Server
Instance screen, 516

database objects,
security, 350

Database Properties
dialog (Database
Engine), 79

Change Tracking
page, 93
Extended Permissions
page, 94
Filegroups page, 85
Files page, 81-84
General page, 80
Mirroring page, 94
Options page
automatic options, 90
Collation option, 86
Compatibility Level
option, 89
cursor options, 90
miscellaneous
options, 90-91
Page Verify option, 92
Recovery Model
option, 86
service broker
options, 92
state options, 92
Permissions page, 93
Transaction Log
Shipping page, 94

Database Read Only
option (Database
Properties dialog,
Options page), 92

database recovery model,
configuring log shipping,
539-540

database roles, managing,
375-376

database schemas, secu-
rity, 358

managing via DDL, 366

Database Settings page
(Server Properties
dialog), 64-66

database snapshots, data-
base mirroring, 511

Database Snapshots
subfolder (Databases
folder), 72

Database State option
(Database Properties
dialog, Options page), 92

database tables,
PowerShell, creating in,
781-782

database users
managing, 374-375
security, 354

securable\
objects, 355

Database(s) option
(Define Backup
Database Wizard), 299

databases

AdventureWorks2008
historical data, delet-
ing, 254
indexes,
rebuilding, 252

indexes, scanning
performance, 250

integrity check, 249
shrinking, 249

statistics,
updating, 253

Agent jobs, running, 254
attaching, 98
autogrowth, 82, 84
backing up, 254, 256
backups, 72, 100

automating, 296-
300, 302

compression,
274-275

configuring, 65

copy-only
backups, 288

differential backups,
284-285, 294

differential partial
backups, 288
file backups, 287
filegroup
backups, 287
full backups, 283-

284, 291-293
importance of,

275276
master

databases, 290
mirrored

backups, 289
model

databases, 290
msdb

databases, 290
new features of, 274
objective of, 276
partial backups, 288
planning, 276-277
PowerShell, 784
system

databases, 290
tempdb

databases, 290
transaction log

backups, 285-287,

295-296

configuring, 64-66

backups, 65
data restoration, 65
log files, 66

data compression, 102

Data Compression
Wizard, 103

Transact SQL,
103-104

data files, 83
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data recovery, 86

bulk-logged recovery
model, 87,
279280

full recovery model,
87, 279-280,
304-305

new features of, 274
planning, 276-277

selecting recovery
models, 88, 280

settings inheritance,
88, 280

simple recovery
model, 87, 279-280

switching recovery
models, 88-89, 281

data restoration, 306
data transfers, 100
data, deleting, 256-257

database roles,
managing, 375-376

database schemas
managing via
DDL, 366
security, 358
detaching, 97-98

disk contention,
reducing, 82

file management, 81
file pages, finding, 84
file size, increasing, 83
filegroups, 83
FILESTREAM data,

enabling instances
for, 106
FILESTREAM data
management, 85

fixed database-level
security, 357-358

historical data, delet-
ing, 253-254
indexes

rebuilding,
251-252, 260

reorganizing, 260

scanning perform-
ance, 250-251
integrity checks, 259
log shipping,
deleting, 550
maintenance plan
multiserver, creat-
ing, 268-269
precedence
constraints, 265
reports, 266
task parallelism, 266
viewing, 267-268
maintenance plans

Back Up Database
Task, 254, 256

Check Database
Integrity Task, 248

creating manually,
264-265

creating with
Maintenance Plan
Wizard, 257-263

daily tasks, 270
establishing, 248

Execute SQL Server
Agent Job Task, 254

History Cleanup
Task, 253-254

Maintenance
Cleanup Task,
256-257

monthly tasks, 271
names, 258

new features of,
247-248

quarterly tasks, 271

Rebuild Index Task,
251-252

Reorganize Index
Task, 250-251

scheduling, 258

Shrink Database
Task, 249-250

taks, choosing, 258

Update Statistics
Task, 252-253

weekly tasks, 270
master databases, 72

backups, 290
mirror, 505

mirroring, replication,
576-577
model databases, 72
backups, 290
msdb databases, 72
backups, 290
objects, scripting, 99
operations database
(OpsMgr), 685, 695
OpsMgr databases,
sizing, 694
partitioning tables/
indexes, 104-106
principal, 505
RAID sets, 82

relational databases,
transaction log
files, 278

renaming, 107
reporting database
(OpsMgr), 685
restoring, 100
configuring, 65
secondary
bringing online, 553
log shipping,
adding, 543
log shipping, initializ-
ing, 543-544
security (Database
Properties dialog,
Options page)
Database Read Only
option, 92
Database State
option, 92
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Encryption Enabled
option, 92
Restrict Access
option, 92
security schemas,
managing, 377

shrinking, 101-102,
249-250

snapshots, 72, 308
creating, 309
deleting, 310
limitations of, 308
naming, 310
reverting to, 310
viewing, 309

SQL Server 2008
upgrades, 34

choosing database
compatibility level
in, 45-46

considerations for, 39

Feature Discovery
Reports, 35

post-upgrade
tasks, 46

process of, 40-42
server backups, 35

SQL Server Upgrade
Advisor, 35-39

verifying system
compatibility, 35

statistics, updating,
252-253

system databases,
backups, 290

system tables,
health/structural
integrity, 248

taking offline, 101
TDE
disabling, 425
enabling, 424
tempdb databases, 72
backups, 290

testing databases, creat-
ing for data storage
encryption, 410
troubleshooting, 718
analyzing
workloads, 725
applying recommen-
dations, 729-730
capturing workloads,
722-724
Database Engine
Tuning Advisor, 721
process monitoring,
730-731
Profiler tool, 718
reviewing recommen-
dations, 726-728
trace templates,
719-721
usage checks via
PowerShell, 784-785
Databases folder
(Database Engine), 71
Database Snapshots
subfolder, 72
System Databases
subfolder, 71
User Databases
subfolder, 73
Databases option (Update
Statistics Task), 253
Datacenter Edition
(Windows Server 2008),
SQL Server 2008 opera-
tion on, 20
Date Correlation
Optimization Enabled
option (Database
Properties dialog,
Options page), 91
dates/times, PowerShell
scripts, 768
DBCC SHOWCONTIG
command, 190-191
DBCC UPDATEUSAGE
command, 46

DDL (Data Definition
Language)
Database Mail, config-
uring, 669
database schemas,
managing, 366
Extended Events
(XEVENTS), creating,
738-740
logins, managing,
362, 364
permissions, manag-
ing, 366-367
roles, managing, 365
users, managing, 364

deadlocks, applications,
734-735

debugging packages,
131-134

Declarative Management
Framework. See
Policy Based
Management, 383

Decode-SqIName cmdlet
(PowerShell), 775

decrypting encrypted
data, 413

Default Backup Media
Retention (In Days)
option (Server
Properties dialog,
Database Settings
page), 65

Default Connection
Options option (Server
Properties dialog,
Connections page), 63

Default Cursor option
(Database Properties
dialog, Options page), 90

Default Full-Text
Language option (Server
Properties dialog,
Advanced page), 68

Default Index Fill Factor
option (Server
Properties dialog,
Database Settings
page), 64-65
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Default Language option
(Server Properties dialog,
Advanced page), 68

Default Paths option
(Hyper-v), 804

default system
endpoints, 352

Define Backup Database
(Full) page (Database
Maintenance Plan
Wizard), 298-300

Define Database Check
Integrity Task page
(Maintenance Plan
Wizard), 260

Define History Cleanup
Task page (Maintenance
Plan Wizard), 262

Define Rebuild Index
Task page (Maintenance
Plan Wizard), 261

Define Reorganize Index
Task page (Maintenance
Plan Wizard), 261

Define Update Statistics
Task page (Maintenance
Plan Wizard), 262

DEK (Database
Encryption Keys), creat-
ing, 423-424

Delete Files of the
Following Type option
(Maintenance Cleanup
Task), 256

deleted row updates,
replication conflicts, 564

deleting

BUILTIN\Administrators
Windows groups,
338-339

data, databases,
256-257

database mirroring
sessions, 522-523

database
snapshots, 310

full-text indexes, 235

historical data,
253-254

indexes, 186-187
log shipping, 550
publications (replica-
tion), 598
subscriptions (replica-
tion), 598
DENY statements, 367
dependencies (failover
clusters), 457
deployment utilities (pack-
ages), building, 150
Derived Column
Transformation, 121
Description page (Data
Collection Set Properties
dialog), 663
destinations, configuring
packages, 137-138
Detach Database dialog
box, 98
detaching databases,
97-98
Details pane (Job Activity
Monitor), 638
Developer edition (SQL
Server 2008), 18
differential database
backups, 284-285
SSMS example, 294
differential partial
backups. See also
partial backups, 288
direct addressing, Hyper-V
guest sessions, 813
Disabled option (Server
Properties dialog,
Advanced page), 67
disabling
BitLocker Drive
Encryption, 449
distributors (replica-
tion), 598
endpoint protocols, 353
firewalls, 341

full-text indexes, 235
indexes, 186-187
publications (replica-
tion), 598
publishers (replica-
tion), 598
Resource Governor, 609
SA accounts, 321
SQL Server Agent
jobs, 110
disaster recovery, replica-
tion, 562
disk contention,
reducing, 82
Disk Reads/sec physical
disk counter, 711
Disk Space Requirements
page (SQL Server 2008
Installation Center),
32,42
disk storage
shared disk storage
failover clusters,
464-468,
472-473, 497
FC storage arrays,
466-467
ISCSI storage,
467-468
Multipath 1/0, 468
SAS storage
arrays, 466
VSS, 468
Windows Server 2008
virtualization configu-
rations, 796
% Disk Time physical
disk counter, 711
Disk Usage System Data
collection sets, 658
Disk Writes/sec physical
disk counter, 711
Distributed Transaction
Coordinator subfolder
(Management folder), 78
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distribution
(replication), 563
Distribution Agents, 569
distributors (replication)
configuring, 579-580
creating, 578, 580
disabling, 598
history retention, 597
property management,
596, 598
Publisher-Distributor-
Subscriber replication
topology, 570
remote distributors, 578
enabling publisher
usage of, 581
transaction
retention, 596
DMV (Dynamic
Management Views)
categories of, 634-635
monitoring via,
635-636
Resource Governor
monitoring, 622-624
viewing, 635
document type columns,
full-text indexes, 206
Domain User accounts,
333-334
DontSaveSensitive option
(SSIS protection
level), 152
drive capacity, log
shipping, 534
DROP ENDPOINT state-
ments, 380
Drop Existing Index option
(SSMS Index Creation
dialog, Options
page), 181
DROP INDEX statements,
174,177-178
DROP LOGIN
statements, 364

DROP USER
statements, 365

DTC, single-instance
failover cluster installa-
tions, 478

DTEXEC command-line
utility, running via pack-
ages, 155

DTS packages, Analyze
DTS Package Files
option (Upgrade Advisor
Analysis Wizard), 38

DTUTIL command-line
utility, deploying pack-
ages, 151

DUMP statements, 13

duplicate IP address error
messages, single-
instance failover
clusters, 475

DVD/CD images, Hyper-V
guest sessions, mount-
ing on, 813

Dynamic Management
views, leveraging
Extended Events
(XEVENTS) views, 740

Edit Disk option (Virtual
Network Manager), 805
EKM (Extensible Key
Management), 418
advantages of, 421
cryptographic providers,
creating, 419
enabling, 419
encryption keys,
creating, 420
HSM access creden-
tials, creating, 420
email, sending packages
via, 141-142
Enable C2 Audit Tracing
option (Server
Properties dialog,
Security page), 62

Enable Common Criteria
Compliance option
(Server Properties
dialog, Security page), 62

Enable or Disable Change
Tracking option
(Database Properties
dialog, Change Tracking
page), 93

Enable Processors option
(Server Properties
dialog, Processors
page), 58

Encode-SqIName cmdlet
(PowerShell), 774

EncryptAllWithPassword
option (SSIS protection
level), 153

encryption
algorithms of, 409-410
Asymmetric keys, 409

BitLocker Driver
Encryption, 437

authenticators, 439
command prompt

installations, 443
configuring, 440-441
data volumes,

439, 448
disabling, 449
enabling on addi-

tional data

volumes, 448
enabling via TPM

hardware, 444-445
enabling without

TPM hardware,

446-448
hardware require-

ments, 440
new features of, 438
recovery

passwords, 449
removing, 449
Server Manager

installations, 442
TPM, 439-440,

444-445
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certificates
CA, 409, 435-436

certificate server
configuration,
430431

client certificate
configuration,
435-436

client-initiated
encryption, 436
configuring, 434

creating,
411-412, 423

enroliment, 434

provisioning,
432-433

self-signed certifi-
cates, 429

third-party certifi-
cates, 430
columns

algorithms of,
409-410

Asymmetric keys, 409
certificates, 409, 411
Database Master
Keys, 408, 411, 418
hierarchy of, 408

Service Master Keys,
408, 411, 418

Symmetric keys,
409, 412, 420

data storage, 412

authenticators,
416-418

certificate creation,
411-412

Database Master
Key creation, 411

decrypting data, 413

encryption key
backups, 418

inference attacks,
413-416

testing database
creation, 410

using encrypted
data, 413

data transmissions, 426

server-initiated
encryption, 427-428

SQL Server
Management
Studio, 437

verifying encryption,
428-429

Database level encryp-
tion, 408, 422

Database Master
Keys, 408
backups, 418
creating, 411, 423

DMK, creating,
423-424

EKM, 418
advantages of, 421
cryptographic provider
creation, 419
enabling, 419

encryption key
creation, 420

HSM access creden-
tials creation, 420

encrypted client/server
traffic, 407

hierarchy of, 408

man-in-the-middle
attacks, 429

master database level
encryption, 422
new features of, 406
Service Master
Keys, 408
backups, 418
creating, 411

SQL Server level
encryption, 408, 422

Symmetric keys, 409
creating, 412, 420

TDE, 421

certificate
creation, 423

Database Master
Key creation, 423

DEK creation,
423-424

disabling, 425
enabling, 422-424
hierarchy of, 422

mode of operation,
421-422

unprotected client/
server traffic, 406

Windows level encryp-
tion, 408, 422

Encryption Enabled option
(Database Properties
dialog, Options page), 92

EncryptSensitiveWithPass
word option (SSIS
protection level), 153

EncryptSensitiveWithUser
Key option (SSIS protec-
tion level), 153

end-to-end service moni-
toring, 683

Endpoint Security
Wizard, 518

endpoints, 75

configuring database
mirroring, 518

creating, 380
database mirroring, 507

default system
endpoints, 352

permissions,
changing, 379

protocols for, 352-354
disabling, 353

security, 352-354
managing, 378-380

user-defined
endpoints, 352

viewing, 378
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Endpoints subfolder (Server Objects folder)

Endpoints subfolder
(Server Objects
folder), 75

Enforce Password
Expiration option (SSMS,
Login-New window), 369

Enforce Password History
policy, 359

Enforce Password Policy
option (SSMS, Login-
New window), 369

Enterprise edition (SQL
Server 2008), 17

Enterprise Edition
(Windows Server 2008),
SQL Server 2008 opera-
tion on, 20

environmental character-
istics (log shipping), 534

Error and Usage
Reporting page (SQL
Server 2008 Installation
Center), 34

error handling, packages,
142-143

error logs, 639

Error Logs folder (SQL
Server Agent), 111

escaping characters in
PowerShell scripts, 757

Estimate Storage option
(Create Partition Wizard,
Map Partitions
page), 106

event consumers. See
targets

event handlers, 122

event monitoring, SQL
Server Audit, 640

audit destinations, 641

Audit objects, 641,
645-647, 652

audit targets, 651

creating audit logs,
643-645

creating database audit
specifications via
Transact-SQL, 649-650

creating server audit
specifications via
SSMS, 648

Database Audit
Specification
objects, 642

failed logon attempt
example, 643-645

Server Audit
Specification
objects, 642

viewing audit logs in
SSMS, 648

viewing audit security
events via Transact-
SQL, 652

event monitoring
rules, 683
events, defining, 736

Excel Connection
Manager, 121

Execute Package
tasks, 119

Execute Package Utility,
154-155

Execute SQL Server Agent
Job Task, 254

Execute SQL tasks, 119
Execution Plan, query
analysis, 731-732
execution policy
(PowerShell), 750
Execution Results tab
(BIDS), 133
Export-Csv cmdlet
(PowerShell), 767
exporting policies (Policy
Based Management), 401
Express edition (SQL
Server 2008), 17
expressions (packages),
140-141

Extended Events
(XEVENTS), 736
DDL statements, creat-
ing via, 738-740
leveraging, 740
Extended Permissions
page (Database
Properties dialog), 94
external network
segments, 804

F

facets (Policy Based
Management), 385,
387-388
facet-based conditions,
creating, 394-395
failback (failover clus-
ters), 456
failover, database mirror-
ing, 506
Failover Cluster feature
(Windows Server 2008),
single-instance failover
cluster node installa-
tions, 474
Failover Cluster
Manager, 457
failover clustering
account
management, 492
active nodes, 459
application
failovers, 491
cluster-aware
features, 461
drive dependency
management, 497
failback policy manage-
ment, 494
failover policy manage-
ment, 493
failovers, multiple-
instance failovers, 460
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geographically
dispersed
clustering, 460

GPT disks, 473

high-availability alterna-
tives, combining with,
461-462

manual service
failovers, 491

MS DTC, 472

multiple-instance clus-
ters, 487

node installations,
488-490

N+1, 460
N+M, 460
node additions to, 496

node removal from,
494-495

passive nodes, 459

patch
management, 496

pausing/resuming
node operation, 496

preferred owner
management,
492-493

Quorum configurations,
498-499

removal of, 495
replication, 578
rolling upgrades, 496
scalability, 461

server load perform-
ance/degradation, 461

shared disk
storage, 464

adding to, 497

FC storage arrays,
466-467

ISCSI storage,
467-468

Multipath 1/0, 468

requirements for,
464-465

SAS storage arrays,
466

single-instance clus-
ters, 472-473

VSS, 468

single-instance clus-
ters, 469

creating, 475-477
DTC installations, 478

duplicate IP address
error messages, 475

Failover Cluster
feature (Windows
Server 2008)
installations, 474

node installations,
478-487

node prepara-
tions, 471

settings for, 469-470

shared storage
configuration,
472-473

Validate a
Configuration Wizard
(Windows Server
2008), 474-475

status verification, 491

Windows Server
models, 462-463

failover clusters, 453
alternatives to, 459-460
cluster resources, 457
cluster witnesses, 457
database mirroring, 510
dependencies, 457

determining implemen-
tation of, 455

failback, 456

Failover Cluster
Manager, 457
failovers, 456
single-instance
failovers, 459
heartbeats, 456

log shipping combina-
tion, 537

LUN, 457

majority node
clusters, 457

new features of, 454

prerequisites for,
458-459

quorum resources, 456
resource groups, 456

SQL Server 2008
installations, 24

upgrades, 455
virtual servers, 456
witness file shares, 457
failovers
automatic failovers,
database mirroring,
513-517, 519
controlled failovers,
551-553
database mirroring, 521
failover clusters, 456
multiple-instance
failovers, 460
single-instance
failovers, 459
log shipping
primary servers, 553
secondary servers,
551-553
fault tolerance guest
session shapshots,
Hyper-V, 817
FC (Fibre Channel)
storage arrays, failover
clusters, 466-467
Feature Discovery
Reports, creating, 35
Feature Selection page
(SQL Server 2008
Installation Center), 30
fibers, 59
File Age option
(Maintenance Cleanup
Task), 257
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file backups, 287
File Location option
(Maintenance Cleanup
Task), 256
File Path option (Create
Audit dialog), 646
File System tasks, 119
Filegroup option (Create
Partition Wizard, Map
Partitions page), 106
filegroups
backups, 287
creating, 83
data files, placement
in, 83
database files, 278
performance, 85
Filegroups option
(Database Properties
dialog, Files page), 82
Filegroups page
(Database Properties
dialog), 85
Files page (Database
Properties dialog),
81-84
FILESTREAM
Advanced page (Server
Properties dialog),
configuring settings
in, 67
data management, 85
server properties,
configuring, 67
Filestream Access Level
option (Server
Properties dialog,
Advanced page), 67
FILESTREAM data
Database Engine,
backups/data recov-
ery, 278-279
servers, enabling
instances for, 106
FILESTREAM tab
(Database Engine
Configuration page), 33

Filter page (SSMS Index
Creation dialog), 184

filtered indexes, 165
characteristics of, 169
Transact-SQL, creating

via, 180
filtering cmdlets
(PowerShell), 765-766

firewalls, 339
activating, 342
default ports table, 340
disabling, 341
exceptions for, creat-

ing, 342-343
OpsMgr requirements,
697
rules for, creating, 341-
342
Windows Firewall
with Advanced
Security, 340
fixed security roles,
package security, 152
Flat Buffer Memory
Integration Services
performance
counter, 716
Flat Buffers in Use
Integration Services
performance counter, 716
Flat File Connection
Manager, 121

folders
Alerts folder (SQL
Server Agent), 111
Databases folder
(Database Engine), 71
Database Snapshots
subfolder, 72
System Databases
subfolder, 71
User Databases
subfolder, 73
Error Logs folder (SQL
Server Agent), 111
Job folder (SQL Server
Agent), 109

Management folder
(Database Engine)
Data Collection
subfolder, 77
Database Mail
subfolder, 78
Distributed
Transaction
Coordinator
subfolder, 78
Legacy subfolder, 79
Maintenance Plans
subfolder, 78
Policy Management
subfolder, 77
Resource Governor
subfolder, 78
SQL Server Logs
subfolder, 78
Operators folder (SQL
Server Agent), 111
Proxies folder (SQL
Server Agent), 111
Replication folder
(Database Engine), 77
Security folder
(Database Engine)
Audits subfolder, 74
Credentials
subfolder, 73
Cryptographic
Providers
subfolder, 73
Logins subfolder, 73
Server Audit
Specifications
subfolder, 74
Server Roles
subfolder, 73
Server Objects folder
(Database Engine)
Backup Devices
subfolder, 74
Endpoints
subfolder, 75
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Linked Servers
subfolder, 75-76

Triggers subfolder, 77
for each loops, 118
for loops, 118

ForEach-Object cmdlet
(PowerShell), 765-766
Format-List cmdlet
(PowerShell), 766
Format-Table cmdlet
(PowerShell), 766-767
formatting cmdlets
(PowerShell), 766-767

FormsOf predicate
(FreeText searches), 240

forwarders (Audit
Collection Services), 685

FreeText searches (full-
text searches), 239-241

Full Access Enabled
option (Server
Properties dialog,
Advanced page), 67

full data recovery model,
87, 279-280

SSMS example,
304-305

full database backups,
283-284

SSMS example,
291-293

Full-Population popula-
tion type (full-text
indexes), 229

full-text catalogs, 217

backups/data
recovery, 307

SSMS, creating via,
217-218

TSQL, creating via, 219
full-text searches
benefits of, 203
indexing
binary data in,
205-206

Change Tracking-Track
Changes
Automatically popu-
lation type, 228

Change Tracking-Track
Changes Manually
population type,
228-229

creating, 211

creating via Full-Text
Wizard, 219, 222-
224, 227

creating via TSQL,
230-233

deleting, 235

disabling, 235

document type
columns, 206

Full-Population popu-
lation type, 229

full-text catalogs, 217

iFilters, 205, 211

imaster merge
process, 215

Incremental
Population popula-
tion type, 230

indexable document
file extensions list,
207-210

inverted file indexes,
214-215

languages supported
in, 227

maintenance options,
234-235

master merge
process, 216

protocol handlers, 205

stop words, 213

stoplists, 213-214,
236-238

troubleshooting,
241-243

word breakers, 205,
211-212

Word filters, 211

word positioning,
214-215
XML data in, 205
XML filters, 211
LIKE predicate
versus, 203
new features of,
204-205
searches in, 216
contains searches,
239, 241
FreeText searches,
239-241
Thesaurus option,
237-238
uses of, 203-204
Full-Text Upgrade Option
option (Server
Properties dialog,
Advanced page), 68
Full-Text Upgrade page
(SQL Server 2008
Installation Center), 42
Full-Text Wizard, creating
full-text indexes, 219,
222-224, 227
functions, PowerShell
scripts, 762

gateway server (OpsMgr),
685, 695
General option (SSMS,
Spatial page), 183
General page
Data Collection Set
Properties dialog,
662-663
Database Properties
dialog, 80
Server Properties
dialog, 54
SQL Server Agent, 108
SSMS Index Properties
dialog, Unique
option, 198
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geographic-based config-
uration groups (OpsMgr),
deploying, 693

geographically dispersed
clustering, 460

Get-Alias cmdlet
(PowerShell), 755

Get-Childltem cmdlet
(PowerShell), 754

Get-Command cmdlet
(PowerShell), 752

Get-Content cmdlet
(PowerShell), 755

Get-Help cmdlet
(PowerShell), 752-753

Get-Member cmdlet
(PowerShell), 753

GPT (GUID Partition
Table) disks, 473
GRANT statements, 367
Grids option (SSMS,
Spatial page), 183
Group-Object cmdlet
(PowerShell), 754
guest sessions,
Hyper-V, 807
automatically launch-
ing in, 814-815

BIOS configuration,
814

COM port configura-
tion, 814

direct addressing, 813

fault tolerance snap-
shots, 817

gathering components
for, 807-808

IDE Controller configu-
ration, 814

installing, 808,
810-811

isolated networks, 813

manually launching
in, 816

mounting physical
CD/DVD images/
image files, 813

network settings config-
uration, 812-813

processor configura-
tion, 814

RAM configurations, 812
save state, 816

SCSI Controller configu-
ration, 814

SQL Server installa-
tions on, 811

hard drives, dependency
management in failover
clusters, 497

hardening
authentication, 316

mixed mode authen-
tication, 317

modes, choosing,
317-318

modes,
configuring, 318

Windows
Authentication
mode, 317

BUILTIN/Administrators
Windows groups,
deleting, 338-339

Configuration Manager
tool, 322

instances, hiding,
325-326

ports, 324

critical fixes,
installing, 336

firewalls, 339
activating, 342
creating exceptions

for, 342-343
creating rules for,

341-342
default ports

table, 340

disabling, 341

Windows Firewall
with Advanced
Security, 340

MBSA, 328
installing, 328

security reports,
329-330

vulnerability
scans, 329

new features of, 315

patches, installing
updates, 336

ports, Configuration
Manager tool, 324

SA accounts, 319-320
disabling, 321
passwords, 320
renaming, 321

Security Configuration
Wizard, 326-327
servers, hiding
instances, 325-326
service accounts, 331
changing via SQL
Server
Configuration
Manager tool, 334

choosing, 333
isolating, 332
principle of least
privilege, 332
types of, 333
hardening SQL Server
2008 installations, 44
hardware requirements,
SQL Server 2008 instal-
lations, 14-15
health checks (SQL
Server), Policy Based
Management, 403
heartbeats (failover clus-
ters), 456
help, PowerShell

Get-Command
cmdlet, 752



Ignore Duplicate Values option, Options page 845

Get-Help cmdlet,
752-753
Get-Member
cmdlet, 753
hiding server instances,
325-326
high availability, database
mirroring, 507-508,
513-517, 519
high performance, data-
base mirroring, 507-508
high protection, database
mirroring, 507-508
Historical Data to Be
Deleted option (History
Cleanup Task), 253
History Cleanup Task,
253-254
History page (SQL Server
Agent), 109
history retention (distribu-
tors), 597
Honor Broker Priority
option (Database
Properties dialog, Options
page), 92
HSM (Hardware Security
Modules), access creden-
tials, creating via
EKM, 420
Hyper-V
Administrative console,
launching, 801-803
beta version of, 800
Default Paths
option, 804
guest sessions, 807
automatically launch-
ing, 814-815
BIOS
configuration, 814
COM port configura-
tion, 814
direct addressing, 813
fault tolerance snap-
shots, 817

gathering compo-
nents for, 807-808
IDE Controller
configuration, 814
installing, 808,
810-811
isolated
networks, 813
manually
launching, 816
mounting physical
CD/DVD images/
image files, 813
network settings
configurations,
812-813
processor configura-
tion, 814
RAM
configurations, 812
save state, 816
SCSI Controller
configuration, 814
SQL Server installa-
tions on, 811
implementation of,
planning, 795
server
operations, 798
sizing Windows
Server 2008
systems, 795-796
snapshots, 798
SQL Server consid-
erations, 797
Keyboard Release Key
option, 804
managing via, 802
new features of, 794
remote control
settings, 804
Server role, installing,
799-801
server virtualization
software, installing,
799-801

shapshots
applying, 818
creating, 817
fault tolerance guest
sessions, 817
image names, 818
image rollback, 817

reverting
sessions, 819

Virtual Network
Manager, 804

Add New Network
Switch option, 804

Edit Disk option, 805

existing network
switches, 805

Inspect Disk
option, 806

New Configuration
Wizard, 806-807

Stop Service
option, 806

virtual server connec-
tions, 803

Windows Server 2008,
installing as host
operating system, 799

Windows Server 2008
integration, 793-794

IDE Controllers, Hyper-V
guest session configura-
tion, 814

iFilters (full-text
indexes), 205
creating, 211
Word filters, 211
XML filters, 211
Ignore Duplicate Values
option, Options page
SSMS Index Creation
dialog, 181

SSMS Index Properties
dialog, 198
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image rollback,
Hyper-V, 817
implementing precedence
constraints, maintenance
plan tasks, 265
Import and Export
Wizard, package creation
via, 115
Import-Csv cmdlet
(PowerShell), 767
importing
management pack files,
OpsMgr, 701
packages, SQL Server

Management
Studio, 149
policies (Policy Based
Management), 401
text files into SQL
Server tables, 158
included columns,
indexes, 182
Included Columns page
(SSMS Index Creation
dialog), 182
Incremental Population
population type (full-text
indexes), 230
Index Creation dialog
(SSMS)
Filter page, 184
Included Columns
page, 182
Options page, 181
Spatial page, 183
Storage page, 182
Index Creation Memory
option (Server Properties
dialog, Memory page), 56
Index Properties dialog
(SSMS)
General page, Unique
option, 198
Options page
Automatically
Recomputer
Statistics
option, 198

Ignore Duplicate
Values option, 198

Use Row and Page
Locks option, 198

indexes
clustered indexes

creating via SSMS,
184-185

design strategies, 170
rebuilding via
SSMS, 188

columns, included
columns, 182

deleting, SSMS,
186-187

design strategies, 162
clustered indexes, 170
disk space require-

ments, 172-173

nonclustered
indexes, 171

unique indexes, 171

disabling SSMS,
186-187

filtered indexes, 165

characteristics
of, 169

deleting via Transact-
SQL, 180
maintenance plans,
SSMS, 188-189
new features of, 161
nonclustered indexes
creating via
SSMS, 186

deleting via
SSMS, 187

design strategies, 171
parallel indexing, 200
partitioning, 104-106
rebuilding, 251-252, 260

SSMS, 188
relational indexes

creating via Transact-
SQL, 174-176

deleting via
Transact-SQL,
177-178
modifying via
Transact-SQL,
176-177
reorganizing, 260
scanning performance,
250-251
spatial indexes, 166
characteristics
of, 169
deleting via
Transact-SQL,
178179
SSMS
clustered index
creation, 184-185
configuring via, 181
creating via, 180
deleting nonclus-
tered indexes, 187
disabling via,
186-187
enabling via, 187
maintenance plans,
188-189
nonclustered index
creation, 186
rebuilding clustered
indexes, 188
rebuilding via, 188
Transact-SQL
ALTER INDEX state-
ments, 174, 176-
177, 192, 194
CREATE FILTERED
INDEX
statements, 180
CREATE INDEX
statements,
174176
CREATE SPATIAL
INDEX statements,
178179
DROP INDEX state-
ments, 174,
177178
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filtered indexes, 180
relational indexes,
174-178
spatial indexes,
178179
unique indexes, design
strategies, 171
indexing (full-text
searches)
binary data in,
205-206
deleting, 235
disabling, 235
document type
columns, 206
full-text catalogs, 217
Full-Text Wizard, creat-
ing via, 219, 222-
224, 227
iFilters, 205
creating, 211
Word filters, 211
XML filters, 211
indexable document
file extensions list,
207-210
inverted file indexes,
214-215
languages supported
in, 227
maintenance options,
234-235
master merge process,
215-216
population process
Change Tracking-
Track Changes
Automatically popu-
lation type, 228
Change Tracking-
Track Changes
Manually popula-
tion type, 228-229
Full-Population popu-
lation type, 229
Incremental
Population popula-
tion type, 230

protocol handlers, 205
stop words, 213
stoplists, 213-214
creating, 236-238
Thesaurus option,
237-238
troubleshooting,
241-243
TSQL, creating via,
230-233
word breakers, 205,
211-212
acronyms in, 212
US versus UK
spellings, 212
word positioning,
214-215
XML data in, 205
inference attacks, 413,
415-416
informational reports,
Database Engine, 95-96
Initial Size in MB option
(Database Properties
dialog, Files page), 82
Inspect Disk option
(Virtual Network
Manager), 806
Installation Rules page
(SQL Server 2008
Installation Center), 34
installing
BitLocker Drive
Encryption
command prompt
installations, 443
Server Manager
installations, 442
critical fixes, 336
DTC, single-instance
failover clusters, 478
Hyper-V, guest
sessions, 808,
810-811
management packs,
OpsMgr, 701
MBSA, 328

nodes

multiple-instance
failover clusters,
488, 490

single-instance
failover clusters,
478-487

OpsMgr agents,
702, 704
packages, 150

PowerShell, 746,
748, 769

security patches, 336

Server role (Hyper-V),
799-801

service pack updates,
335-336

software updates, 335
SQL Server 2008

32-bit processor
support, 16

64-bit processor
support, 16

adding features to
existing installa-
tions, 47

clean installations,
28, 30, 32-34

Compact edition, 18

deprecated
elements, 13-14

determining features
to install, 25-27

Developer edition, 18

employing additional
SQL Server
instances, 46

Enterprise edition, 17
Express edition, 17
hardening installa-
tions, 44
hardware require-
ments, 14-15
Hyper-V guest
sessions, 811
memory require-
ments, 20
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modular installa-
tions, 25-27
new installation
features, 12-13
new installations
versus upgrades,
21,24
renaming SA
accounts during, 33
reviewing logs, 44
side-by-side installa-
tions, 25
single-instance
installations versus
multiple-instance
installations, 24
software prerequi-
sites, 16, 28
stand-alone installa-
tions versus Failover
Clusters, 24

Standard edition, 17
updates, 44
Workgroup edition, 17
SQL Server Upgrade
Advisor, 36
Windows Server 2008,
Server Core installa-
tions, 20
Instance Configuration
page
SQL Server 2008
Installation Center, 30
SQL Server installation
wizard, 46
instance ID, 343
instances, defining, 673
Integration Services. See
SSIS (SQL Server
Integration Services)

interactive mode
(PowerShell), 749

internal network
segments, 804

inverted file indexes, 214

word positioning,
214-215

Invoke-PolicyEvaluation
cmdlet (PowerShell),
774,787

Invoke-SqlCmd cmdlet
(PowerShell), 774,
786-787

ISCSI storage, failover
clusters, 467-468

isolated networks, Hyper-
V guest sessions, 813

isolating
service accounts, 332
workloads (Resource
Governor), 608

J

Job folder (SQL Server
Agent), 109
Job Schedule Properties
page (Database
Maintenance Plan
Wizard), 300-302
Job System page (SQL
Server Agent), 109
jobs
Agent, running, 254
maintenance plans,
storing, 267-268
Restore Transaction
Log, creating,
545-546
Jobs rule (management
packs), 699
join transformations
(data flow), 120

K

Keep Index Online While
Reindexing option
(rebuild index task), 251

Keyboard Release Key
option (Hyper-V), 804

keywords (PowerShell
scripts), 765

L

Latch Waits/sec
Database Engine
performance
counter, 714

least privilege, principle
of, 332, 350

Left and Right Boundary
option (Create Partition
Wizard, Map Partitions
page), 106

Legacy subfolder
(Management
folder), 79

License Agreement page
(SQL Server 2008
Installation Center),
30,41

LIKE predicate, 204

full-text searches
versus, 203

linked servers, creating, 76

Linked Servers subfolder
(Server Objects folder),
75-76

LOAD statements, 13

local publications (replica-
tion), deleting, 598

Local Service
accounts, 333

local subscriptions (repli-
cation), deleting, 598

Local System
accounts, 333

Local User accounts, 334

Lock Waits/sec Database
Engine performance
counter, 714

locking applications,
734-735

Locks option (Server
Properties dialog,
Advanced page), 69

Log File Viewer, 639

log files

capacity planning, 82
databases, configuring
in, 66
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server performance, 33
shrinking, 249
log providers, 122
Log Reader Agents, 569
log shipping
backup jobs, 534

backup storage loca-
tions, 536

command-line manage-
ment, 554-555

copy jobs, 534

database mirroring,
511, 537

database recovery
model, configuring,
539-540

deleting, 550

design
considerations, 536

drive capacity, 534

environmental charac-
teristics, 534-535

failover clusters, 537
failovers back to
primary servers, 553
failovers to secondary
servers, 551-553
implementing, 535, 540
Copy Files jobs,
creating, 544-545
monitor servers,
adding, 547-548
restoration options,
545-546
secondary data-
bases, initializing,
543-544
transaction log
backup settings,
541-542
interruptions, recover-
ing, 549-550
jobs, managing,
550-551
monitor placement, 534
monitor servers,
533, 536

network speed, 534
overview, 531-532
primary servers, 533
recovery mode, 536
replication, 538,
576-578
reports, viewing,
555-556
restore jobs, 534
secondary servers, 533
security, 536
server performance, 534
servers, names/
roles, 538
SQL Server
versions, 536
staging storage loca-
tions, 536
storage locations,
configuring, 538-539
troubleshooting/
monitoring
stored
procedures, 557
table queries, 556
Log Stream Compression
(Database
Mirroring), 502
Login Auditing option
(Server Properties dialog,
Security page), 61
Login Name option
(SSMS, Login-New
window), 369
Login-New window (SSMS),
login options, 369
logins
managing DDL,
362-364
Remote Login Timeout
option (Server
Properties dialog,
Advanced page), 69
SA logins, 319

security, 351, 368
creating SQL
authentication
logins, 369-371
creating Windows
authentication
logins, 372-373
mixed mode authen-
tication, 368
server logins,
security, 354
Logins subfolder (Security
folder), 73
Logins/sec Database
Engine performance
counter, 714
-logintimeout option
(SQLLogShip.exe), 554
logon triggers, 362
Logouts/sec Database
Engine performance
counter, 714
logs
audit logs, viewing in
SSMS, 648
collection set logs,
viewing, 663
error logs, 639
packages, 140
security, 336
auditing, configur-
ing, 337-338
SQL Server 2008,
reviewing, 44
SQL Server logs,
performance-
tuning, 717
transaction, backup
settings, 541-542
lookup transformations
(data flow), 120
Lookup
Transformation, 121
looping statements,
PowerShell scripts,
763-764
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loops, 118

LUN (Logical Unit
Numbers), failover clus-
ters, 457

Maintenance Cleanup
Task, 256-257
Maintenance Plan (SQL
Server Management
Studio), package main-
tenance tasks, 147
Maintenance Plan design
surface, 264
launching, 264
Maintenance Tasks
toolbox, 265
precedence
constraints, imple-
menting, 265
reporting, 266
task parallelism, 266
Maintenance Plan
Wizard, 257-258,
260, 263
Check Database
Integrity option, 189
Complete the Wizard
screen, 262
Define Database
Check Integrity Task
page, 260
Define Database
Check Integrity Task
screen, 259
Define History Cleanup
Task page, 262
Define Rebuild Index
Task page, 261
Define Rebuild Index
Task screen, 260
Define Reorganize
Index Task page, 261
Define Reorganize Index
Task screen, 260

Define Update Statistics
Task page, 262

launching, 257

maintenance plan
name/description, 258

progress, viewing, 263
Rebuild Index option, 189
Reorganize Index

option, 189
scheduling options, 258

Select Report Options
screen, 262

tasks, choosing, 258

Maintenance Plan Wizard
Progress page (Database
Maintenance Plan
Wizard), 303

maintenance plans

backups, automating,
296-300, 302

databases

Back Up Database
Task, 254, 256

Check Database
Integrity Task, 248

creating manually,
264-265

creating with
Maintenance Plan
Wizard, 257-260, 263

daily tasks, 270
establishing, 248

Execute SQL Server
Agent Job Task, 254

History Cleanup Task,
253-254

Maintenance Cleanup
Task, 256-257

monthly tasks, 271

multiserver, creating,
268-269

names, 258

precedence
constraints, 265

quarterly tasks, 271

Rebuild Index Task,
251-252

Reorganize Index
Task, 250-251
reports, 266
scheduling, 258
Shrink Database
Task, 249-250
task parallelism, 266
tasks, choosing, 258

Update Statistics
Task, 252-253

viewing, 267-268
weekly tasks, 270
indexes, 188-189
new features of,
247-248
Maintenance Plans
subfolder (Management
folder), 78
maintenance tasks, pack-
ages, 147
Maintenance Tasks
toolbox, 265
majority node clusters
(failover clusters), 457
man-in-the-middle
attacks, 429
management agents
(OpsMgr), 685
management data ware-
houses (Performance
Studio), 654
configuring, 654-657
Management folder
(Database Engine)
Data Collection
subfolder, 77
Database Mail
subfolder, 78
Distributed Transaction
Coordinator
subfolder, 78
Legacy subfolder, 79

Maintenance Plans
subfolder, 78
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Policy Management
subfolder, 77

Resource Governor
subfolder, 78

SQL Server Logs
subfolder, 78

management groups
(OpsMgr), 686-687, 693
management packs

event monitoring
rules, 683

OpsMgr, 683, 689,
698-699
importing files, 701
installing, 701
reports in, 700
performance monitor-
ing rules, 683

rules of, 699

state-based
monitors, 683

management server
(OpsMgr), 685, 692, 695
Management Studio
database mirroring
deleting
sessions, 522
failovers, 521
operating modes,
changing, 522
database mirroring
pausing/resuming
sessions, 520
maintenance plans,
viewing, 267
Map Partitions page
(Create Partition
Wizard), 106
map tables, defining, 737
master database level
encryption, 422
master databases, 72
backups, 290
master merge process
(full-text indexing),
215-216

Max Degree of
Parallelism option
(Server Properties
dialog, Advanced
page), 69

Max Text Replication Size
option (Server
Properties dialog,
Advanced page), 68

Maximum File Size
option (Create Audit
dialog), 647

Maximum Number of
Concurrent Connections
option (Server
Properties dialog,
Connections page), 63

Maximum Password Age
policy, 359

Maximum Rollover option
(Create Audit dialog), 646

Maximum Worker
Threads option (Server
Properties dialog,
Processors page), 58

-0-OMBSA (Microsoft
Baseline Security
Analyzer), 328

installing, 328

security reports,
329-330

vulnerabilities, scan-
ning for, 329

Measure-Command
cmdlet (PowerShell), 754

memory

Hyper-V guest
sessions, configuring
for, 812

platform
performance, 710

servers, configuring
for, 55-56

SQL Server 2008
requirements, 20

Windows Server 2008
virtualization configu-
rations, 796

Memory page (Server
Properties dialog),
55-56

Merge Agents, 569

merge replication, 568

configuring, 593-595
subscriptions, configur-
ing, 595

Mesh replication
topology, 573

Minimum Memory Per
Query option (Server
Properties dialog,
Memory page), 56

Minimum Password Age
policy, 359

Minimum Password
Length policy, 359

Minimum Server Memory
and Maximum Server
Memory option (Server
Properties dialog,
Memory page), 55

mirror databases, 505

Mirror Server Instance
screen (Database
Mirroring Wizard), 515

mirror servers, configur-
ing instances, 515

mirrored backups, 289

mirroring (database)

client connections/
redirects, 523

Database Mirroring
Monitoring tool,
525-526

database
snapshots, 511

deleting sessions,
522-523

endpoints, 507, 518

failover, 506

failover clusters, 510

failovers, 521

high availability,
507-508
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high availability/auto-
matic failover, configur-
ing, 513-517, 519

high performance,
507-508

high protection,
507-508

log shipping, 511

Log Stream
Compression, 502

mirror databases, 505

mirror server
instances, 515

MOM, 529
need for, 509

new features of,
502-503

operating modes,
changing, 521-522

overview, 503, 505

pausing/resuming
sessions, 520

Performance Monitor
tool, 527-528

prerequisites, 508,
512-513

principal databases, 505

principal server
instances, 515

quorum, 506

replication, 511,
576-577

security, 514

service accounts, 517

synchronous/
asynchronous, 506

system catalogs, 528

transparent client redi-
rects, 506

witness server
instances, 516

witness server place-
ment, 509

witness servers, 506

Mirroring page (Database
Properties dialog), 94

miscellaneous transforma-
tions (data flow), 120
mixed mode authentica-
tion, 61, 317
logins, 368
SA logins, 319
model databases, 72
backups, 290
modifying configuration
settings, 95
MOM (Microsoft Operations
Manager), monitoring
database mirroring, 529

monitor servers
log shipping, 533, 536
log shipping configura-
tion, 547-548
placement, 534
monitoring

data collection via
Performance
Studio, 653

capturing performance
data from multiple
instances, 664

collection items, 653
Collection mode, 654

collection sets, 654,
657-663

collector types, 653
data providers, 653

management data
warehouses, 654-
655, 657

running data collec-
tion reports, 665

database mirroring,
system catalogs, 528

database processes,
730-731

DMV, 635-636

categories of,
634-635

viewing, 635
error logs, 639

events via SQL Server
audit, 640

audit destinations,
641
Audit objects, 641,
645-647, 652
audit targets, 651
creating audit logs,
643-645
creating database
audit specifications
via Transact-SQL,
649-650
creating server audit
specifications via
SSMS, 648
Database Audit
Specification
objects, 642
failed logon attempt
example, 643-645
Server Audit
Specification
objects, 642
viewing audit logs in
SSMS, 648
viewing audit secu-
rity events via
Transact-SQL, 652
new features of, 628
OpsMgr, 681
Active Directory inte-
gration with, 688
administrative
consoles, 695
agent installations,
702, 704
Agentless Exception
Monitoring, 686
agents, 695-696
agents in, 686
alerts, 683-684, 699
Audit Collection
Services, 685
backups, 691
command shell, 685



names, maintenance plans

853

connector frame-
work, 686

data storage, 686
defining capacity
limits, 695
deploying agents, 691
deployment scenar-
ios, 692
development of, 682

end-to-end service
monitoring, 683

event monitoring
rules, 683

firewall require-
ments, 697
flexibility of, 684
gateway server,
685, 695
geographic-
based group
deployments, 693

hardware require-
ments, 690

legacy management
software integra-
tion, 689

management
agents, 685

management groups,
686-687, 693

management packs,
683, 689, 698-701

management server,
685, 692, 695

managing via, 687
monitoring via, 687
multiple configura-
tion groups, 693
non-windows device
integration, 689

Operations Console,
685, 704

operations database,
685, 695

operations database

server, 692
overview of, 682
performance monitor-

ing, 688, 704

performance monitor-
ing rules, 683

political-based group
deployments, 694

processing opera-
tional data, 684

redundancy in,
695-696

reporting
database, 685

reporting database
server, 692

reports, 683,
688, 700

root management
server, 685, 696

security, 696-697

security-based group
deployments, 694

service accounts, 697
sizing databases, 694

software require-
ments, 691

state-based
monitors, 683

Web console, 685

performance dashboard

(Activity Monitor),
629-630

predefined standard

reports, 637
displaying, 636

Reliability and

Performance Monitor
(Windows Server
2008), 670-671
Data Collector
Sets, 676
Performance Monitor,
673-675
Reliability

Monitor, 676
Reports folder, 678

Resource Monitor,
671672

Resource Governor
DMV, 622-624

Performance
Monitor, 619-621

Profiler, 622

SNMR, 689

Task Manager
Applications tab, 631
launching, 630
Networking tab, 633

Performance tab,
631633

Processes tab, 632
Services tab, 632
Users tab, 634

workloads (Resource
Governor), 609

monthly tasks, mainte-
nance, 271

MS DTC, failover
clusters, 472

msdb databases, 72
backups, 290

Multipath 1/0, failover
clusters, 468

multiple-instance failover
clusters, 487

node installations,
488-490

multiple-instance
failovers, 460

multiserver maintenance
plans, creating, 268-269

N+1 (failover
clustering), 460

N+M (failover
clustering), 460

names, maintenance
plans, 258
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naming
database
snapshots, 310
databases, 107
objects, Policy Based
Management, 403
SA accounts, 321
snapshots, 818
Near predicate (FreeText
searches), 240
Net send command, 108
Network Monitor, network

traffic (determining
hacks against), 426-427
network objects/coun-
ters, platform perform-
ance, 710
Network Packet Size
option (Server
Properties dialog,
Advanced page), 68
network segments (inter-
nal/external), 804
Network Service
accounts, 333-334
network speed, log ship-
ping, 534
network traffic
determining hacks
against, 426-427, 437
encryption, 426
server-initiated
encryption, 427-428
SQL Server
Management
Studio, 437
verifying, 428-429
Networking tab (Task
Manager), 633
networks
isolated networks,
Hyper-V guest
sessions, 813
server properties,
configuring, 68

New Configuration Wizard
(Virtual Network
Manager), 806-807

New Partition Scheme
page (Create Partition
Wizard), 106

New-Object cmdlet
(PowerShell), 755

No Majority[colon] Disk
Only Quorum model
(failover clustering), 463

Node and Disk Majority
Quorum model (failover
clustering), 463

Node and File Share
Majority Quorum model
(failover clustering), 463

Node Majority Quorum
model (failover cluster-
ing), 462

noise words. See stop words

nonclustered indexes

creating in SSMS, 186
deleting, in SSMS, 187
design strategies, 171

Not Be Made option
(Linked Services
subfolder), 76

Numeric Round-Abort
option (Database
Properties dialog, Options
page), 91

o

Object option (Update
Statistics Task), 253
objects
defining, 673
naming conventions,

Policy Based
Management, 403

ODBC Connection
Manager, 121

offline databases, 101

OLE DB Command
Transformation, 121

OLE DB Connection
Manager, 121

On Change Log Only
execution mode
(Policy Based
Management), 391

On Change Prevent
execution mode
(Policy Based
Management), 391

On Demand execution
mode (Policy Based
Management), 390

On Schedule execution
mode (Policy Based
Management), 390

operating modes, data-
base mirroring, 507

Operations Console
(OpsMgr), 685, 704
operations database
(OpsMgr), 685, 695
operations database
server (OpsMgr), 692
operators, 761

Operators folder (SQL
Server Agent), 111
OpsMgr, 681
Active Directory inte-
gration with, 688

administrative
consoles, 695

Agentless Exception
Monitoring, 686

agents, 695
deploying, 691
installing, 702-704
security, 696

agents in, 686

alerts, 683-684, 699

Audit Collection
Services, 685
backups, 691
capacity limits,
defining, 695
command shell, 685
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configuration groups,
693-694

connector
framework, 686

data storage, 686
databases, sizing, 694

deployment
scenarios, 692

development of, 682

end-to-end service
monitoring, 683

event monitoring
rules, 683

flexibility of, 684

gateway server,
685, 695

hardware require-
ments, 690

legacy management
software
integration, 689

management
agents, 685

management groups,
686-687, 693

management server,
685, 692, 695

managing via, 687
mangement packs,
683, 689, 698
importing files, 701
installing, 701
reports, 700
rules of, 699
monitoring via, 687
non-windows device
integration, 689

operational data,
processing, 684

Operations Console,
685, 704

operations database,
685, 695

operations database
server, 692

overview of, 682

performance monitor-
ing, 688, 704
performance monitor-
ing rules, 683
redundancy in, 695-696
reporting database, 685

reporting database
server, 692

reports, 683, 688

management
packs, 700

root management
server, 685, 696

security
agents, 696
firewall require-
ments, 697
service
accounts, 697
software
requirements, 691
state-based
monitors, 683

Web console, 685
optimization

applications
cursors, 734

locking/deadlocks,
734-735

query analysis with
Execution Plan,
731-732

query analysis with
Query Editor,
731-732

query analysis with
Tuning Advisor,
733-734

Database Engine,
713-714

databases, 718

analyzing
workloads, 725

applying recommen-
dations, 729-730

capturing workloads,
722-724

Database Engine
Tuning Advisor, 721

process monitoring,
730-731

Profiler tool, 718

reviewing recom-
mendations,
726-728

trace templates,
719-721

Integration Services,
715716

platforms, 709

memory objects/
counters, 710

network objects/
counters, 710
page file objects/
counters, 711
physical disk
objects/
counters, 711

processor objects/
counters, 712

SQL Server logs, 717

Optimize for Ad Hoc
Workloads option (Server
Properties dialog,
Advanced page), 68

Options page (Database
Properties dialog)
automatic options, 90
Collation option, 86
Compatibility Level
option, 89
cursor options, 90
miscellaneous options,
90-91
Page Verify option, 92
Recovery Model
option, 86
service broker
options, 92
state options, 92
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data transforma-
tions, 136-137

join transforma-

Options page (SSMS Index
Creation dialog), 181

Options page (SSMS Index

error handling, 142-143
event handlers, 122
execution results,

Properties dialog), 198 tions, 120 viewing, 139
Overview section (Activity lookup transforma- expressions, 140-141
Monitor performance tions, 120

adding, 131-132
for each loops, 118
for loops, 118
sequence contain-

data flow adjust-
ment, 136-137

destinations, config-
uring, 137-138

importing SQL Server

dashboard), 629 miscellaneous trans- Management
formations, 120 Studio, 149
P paths, 119 installing, 150
; pipelines, 119 log providers, 122
P‘?\zlz‘:rgde ?SS(t)allatlon row transforma- Ioig?ng, 140
’ tions, 120 maintenance
packages rowset transforma- tasks, 147
automation, 116 tions, 120 project’s creating, 123
components of, 117 split transforma- projects}solutions’ 117
configuring, 144, tions, 120 ] ’
146147 walkthrough, running, 130, 133-134
connection managers, 127-129 DTEXEC command-
walkthrough, 130 data transfers, line utility, 155
connections, 121 156-157 SQL Server
control flow, 118 bcp.exe, 159 gﬂtig?ge;:n;;ag) 4
adjusting, 135 Bulk Insert Task scheduling, 155156
color coordination (SSIS), 158 security, 151-153
steps, 133 data transforma- o
data transforma- tions, 134 storing SSIS, 148
tions, 135 control flow adjust- tasks, control flow
drop table task, ment, 135 tasks, 118

types, defining, 737

variables, 122

walkthrough of, 125
Packets Outbound Errors

ers, 118 execution network counter, 710
TaskHost contain- results, 139 page file objects/coun-

ers, 118 debugging, 131-134 ters, platform perform-
tasks, 118 defining, 737 ance, 711

walkthrough, 126
creating, 124

deploying, 149
building deployment

Page Verify option
(Database Properties
dialog, Options

BIDS, 116 utilities, 150 page), 92

Copy Database DTUTIL _c_ommand— Pages/sec memory
Wizard, 116 line utility, 151 counter, 710

Import and Export manual deploy- PAL (Publication Access
Wizard, 115 ments, 149 Lists), replication, 564

data flow d?s“”laé'?oqz' 8°°”f'g”r' parallel indexing, 200
adjusting, 136-137 mgt . param, PowerShell scripts,
components, eTjil_'lsf; ding, 759-760

119-120
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param keyword
(PowerShell), 783

Parameterization option
(Database Properties
dialog, Options page), 91

partial backups, 288. See
also differential partial
backups

partitioned tables,
queries, 46

partitioning, 104-106

partitions, BitLocker Drive
Encryption, configuring,
440-441

pass-through authentica-
tion, 587

passive nodes, failover
clustering, 459

Password Must Meet
Complexity Requirements
policy, 359

passwords

BitLocker Drive
Encryption, 449
EncryptAllWithPasswor
d option (SSIS protec-
tion level), package
security, 153
EncryptSensitiveWithPa
ssword option (SSIS
protection level),
package security, 153
Enforce Password
Expiration option
(SSMS, Login-New
window), 369
Enforce Password Policy
option (SSMS, Login-
New window), 369
package
configuration, 147

policies of, 359-361
replication, 598
SA accounts, 320

User Must Change
Password option
(SSMS, Login-New
window), 370

Windows Authentication
mode, 359

patches

failover clusters, 496

security patches,
installing, 336

pausing database mirror-
ing sessions, 520

pausing/resuming node
operation in failover
clusters, 496

peer-to-peer transactional
replication, 568

configuring, 590-591
performance
applications
cursors, 734
locking/deadlocks,
734-735
query analysis with
Execution Plan,
731-732
query analysis with
Query Editor,
731-732
query analysis with
Tuning Advisor,
733-734
Database Engine,
713-714

databases, 718
analyzing
workloads, 725
applying recommen-
dations, 729-730

capturing workloads,
722-724

Database Engine
Tuning Advisor, 721

process monitoring,
730-731

Profiler tool, 718

reviewing recommen-
dations,
726-728

trace templates,
719-721

disk contention, reduc-
ing, 82

filegroups, 85

indexes, 250-251

Integration Services,
715-716

monitoring OpsMgr,
688, 704

platforms, 709

memory objects/
counters, 710

network objects/
counters, 710
page file objects/
counters, 711
physical disk
objects/
counters, 711

processor objects/
counters, 712
Reliability and
Performance Monitor
(Windows Server
2008), 670-671

Data Collector Sets,
676

Performance
Monitor, 673-675

Reliability Monitor,
676

Reports folder, 678

Resource Monitor,
671672

server loads, 461
servers
fibers effects on, 59
log file placement, 33
log shipping, 534
SQL Server logs, 717

performance dashboard
(Activity Monitor),
629-630
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Performance Monitor, Resource Governor monitoring

Performance Monitor,
Resource Governor moni-
toring, 619-621

Performance Monitor
(Reliability and
Performance
Monitor), 673

counters, adding to, 674
settings, managing, 675

Performance Monitor tool,
database mirroring,
527-528

performance monitoring
rules, 683
Performance Studio
collection items, 653
Collection mode, 654
collection sets, 654
configuring, 657
configuring descrip-
tion properties, 663
configuring general
properties, 662-663
configuring upload
properties, 663
Disk Usage System
Data collection
sets, 658
Query Statistics
System Data collec-
tion sets, 660

Server Activity Data
collection sets, 660
viewing logs, 663
collector types, 653
data collection, data
providers, 653
data collection reports,
running, 665
Data Collection Set
Properties dialog,
662-663
instances, capturing
performance data
from, 664

management data
warehouses, 654

configuring, 654-
655, 657

Performance tab (Task
Manager), 631, 633

permissions
endpoint permissions,
changing, 379
security, managing via
DDL, 366-367

servers, configuring
for, 69
Permissions page
(Database Properties
dialog), 93

Permissions page (Server
Properties dialog), 69

physical disk
objects/counters, plat-
form performance, 711

pipelines, 119
pipelines (PowerShell), 747

platforms, performance-
tuning, 709

memory objects/coun-
ters, 710

network objects/coun-
ters, 710

page file objects/coun-
ters, 711

physical disk objects/
counters, 711

processor objects/
counters, 712

policies (Policy Based
Management), 389
best practices, 403

Central Management
Servers, 392

creating, 395-397

evaluating, 399

exporting, 401
importing, 401

object naming conven-
tions, 403

recovery model
templates, 402

SAC, 402

SQL Server health
checks, 403

templates, 401

Policy Based
Management, 383

categories, 389

Central Management
Servers

creating, 391-392

evaluating policies
for, 392

importing policies
to, 392

registering SQL
Server instances
in, 392

conditions, 388

creating facet-based
conditions,
394-395

facets, 385, 387-388

creating facet-based
conditions,
394-395

goals of, 385
intent of, 384

On Change Log Only
execution mode, 391

On Change Prevent
execution mode, 391

On Demand execution
mode, 390

On Schedule execution
mode, 390

policies, 389, 401
best practices, 403
categories, 397
creating, 395-397
evaluating, 399

evaluating for
Central
Management
Servers, 392
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exporting, 401
importing, 401
importing to Central
Management
Servers, 392
object namin
conventions, 403
recovery model
templates, 402
SAC, 402
SQL Server health
checks, 403
targets, 389
Policy Management
subfolder (Management
folder), 77
political-based configura-
tion groups (OpsMgr),
deploying, 694
pools (resource),
Resource Governor,
606-608
creating in, 613, 615
population process (full-
text searches)

Change Tracking-Track
Changes
Automatically popula-
tion type, 228

Change Tracking-Track
Changes Manually
population type,
228-229

Full-Population popula-
tion type, 229

Incremental Population
population type, 230

ports

changing, 325

COM ports, Hyper-V
guest session configu-
ration, 814

default ports table, 340

hardening,
Configuration
Manager tool, 324

TCP Dynamic Ports, 324

PowerShell, 745

accessing, 746, 749
aliases, 747

Get-Alias cmdlet, 755

cmdlets, 747
Add-Content, 755
aliases, 747
-confirm parameter,

768-769
Convert-
UrnToPath, 775

Decode-SglName, 775
Encode-SglName, 774

Export-Csv, 767
filtering cmdlets

-whatif parameter,
768-769

database tables, creat-
ing, 781-782
execution policy, 750

ForEach-Object,
765-766

Format-List, 766

Format-Table, 766-767
Get-Alias, 755
Get-Childltem, 754
Get-Command, 752
Get-Content, 755
Get-Help, 752-753
Get-Member, 753
Group-Object, 754
Import-Csv, 767
Invoke-

PolicyEvaluation,
774,787

Invoke-SqlCmd, 774,
786-787

Measure-
Command, 754

New-Object, 755
pipelines, 747
Read-Host, 754
Select-Object, 754
Set-Content, 755

Sort-Object, 754

SQL Server
cmdlets, 774

Start-Transcript, 755

Where-Object,
765-766

Write-Host, 754
help

Get-Command
cmdlet, 752

Get-Help cmdlet,
752-753

Get-Member
cmdlet, 753

imcomplete commands
in, 749

installing, 746, 748

interactive mode, 749

Microsoft support
for, 746

object-based
format, 748

param keyword, 783

pipelines, 747

previewing new

versions of, 746

providers, 747

scripts, 747, 749
adding comments
to, 756

$args variable in,
759-760

arrays, 760-761

conditional state-
ments, 761

-comfirm parameter,
768-769

creating, 755

CSV files, 767

dates/times in, 768

escaping characters
in, 757

filtering cmdlets,
765-766

formatting cmdlets,
766-767
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functions, 762
joining strings
in, 758
joining variables
in, 758
keywords in, 765

looping statements,
763-764

operators, 761

passing arguments
in, 759-760

scheduling, 776-777

type accelerators,
760-761

$_variable in, 758

variables in,
756-757

-whatif parameter,
768-769

security, 750

SMO, 748

snap-ins, 747

SQL Agent support, 775
SQL Server

accessing from,
770-771

cmdlets for, 774
installing in, 769
profiles, 773
restrictions in, 772
support for, 769

SQL Server manage-
ment, 100

SQL Server provider,
773,781

SSMS, accessing
from, 771

system-wide
profiles, 751
Tab completion, 747
usage examples
checking database
usage, 784-785
checking server
settings, 784

common OS-related
tasks, 777-778, 780

database backups,
782-784

database table
creation, 781-782

general tasks,
775776

joining table
columns, 788

retrieving table
entries, 788

retrieving table prop-
erties, 785

scheduling scripts,
776777

specific tasks, 780
user profiles, 751
Where-Object, 765-766

ForEach-Object,
765-766

Format-List, 766

Format-Table,
766-767

web resources, 746
WMI, 748
precedence constraints

maintenance plan
tasks, 265

task parallelism, 266

predefined standard
reports, 637

displaying, 636
predicates, defining, 737

primary key collisions
(replication conflicts), 564

primary servers
failing over to, 553
log shipping, 533
principal databases, 505

Principal Server Instance
screen (Database
Mirroring Wizard), 515

principal servers, instances,
configuring, 515

principals, 354
principals (servers), data-
base mirroring, 576
principle of least privi-
lege, 332, 350
privacy settings, Database
Mail accounts, 667
Private Buffer Memory
Integration Services
performance counter, 716
Private Buffers in Use
Integration Services
performance counter, 716
% Privileged Time proces-
sor counter, 712
process monitoring, data-
bases, 730-731
Processes section
(Activity Monitor
performance dash-
board), 629
Processes tab (Task
Manager), 632
processor objects/coun-
ters, platform perform-
ance, 712
Processor Queue Length
processor counter, 712
% Processor Time proces-
sor counter, 712
processors
32-bit, SQL Server
2008 support, 16
64-bit, SQL Server
2008 support, 16
Hyper-V guest session
configuration, 814
servers, configuring for,
57-59
Windows Server 2008
virtualization configu-
rations, 796
Processors page (Server
Properties dialog), 57-59
Product Key page (SQL
Server 2008 Installation
Center), 30, 41
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Profiler, Resource Governor
monitoring, 622
Profiler tool, database
optimization, 718
trace templates,
719-721
profiles, replication, 570
Progress tab (BIDS), 133
projects, packages, 117

protocol handlers (full-text
indexes), 205

providers (PowerShell), 747
Proxies folder (SQL Server
Agent), 111
proxy servers, accounts, 62
publications
(replication), 563
deleting, 598
disabling, 598
snapshot replication,
configuring for, 581-
582, 584-585
snapshot replication,
testing for, 588
transactional
replication,
configuring for,
581-585
testing for, 588
Publisher-Distributor-
Subscriber replication
topology, 570
publishers (replication), 563
Central Publisher repli-
cation topology, 571
Central Subscriber repli-
cation topology, 571
disabling, 598
Publisher-Distributor-
Subscriber replication
topology, 570
remote distributors,
enabling usage of, 581
remote publishers,
distributor configura-
tion, 579-580

pull subscribers (replica-
tion), 564

push subscribers (replica-
tion), 564

Q

quarterly tasks, mainte-
nance, 271

queries
analyzing
Execution Plan,
731-732

Query Editor,
731-732

Tuning Advisor,
733-734

FreeText searches, 240
indexes, 46
log shipping tables, 556
partitioned tables, 46
Query Editor, query analy-
sis, 731-732
Query Statistics System
Data collection sets, 660
Query Wait option (Server
Properties dialog,
Advanced page), 69
-querytimeout option
(SQLLogShip.exe), 554
Queue Reader
Agents, 569
queued replication, 569
quorum, database mirror-
ing, 506
quorum resources,
failover clusters, 456
Quorums (failover
clustering)
configuring, 498-499
Quoted Identifiers
Enabled option
(Database Properties
dialog, Options page), 91

RAID sets, 82
RAM
Hyper-V guest
sessions, configuring
for, 812
Windows Server 2008
virtualization configu-
rations, 796
Read-Host cmdlet
(PowerShell), 754
Ready to Install page
(SQL Server 2008
Installation Center), 34
Rebuild Index option
(Maintenance Plan
Wizard), 189
Rebuild Index option
(SSMS Index Creation
dialog, Options
page), 181
Rebuild Index Task,
251-252

Recent Expensive Queries
section (Activity Monitor
performance dash-
board), 629

recovery

database recovery
model, log shipping,
539-540

log shipping interrup-
tions, 549-550

recovery (data)

BitLocker Drive
Encryption pass-
words, 449

Database Engine, 277

bulk-logged recovery
model, 279-280

database files, 278

FILESTREAM files,
278279

full recovery model,
279-280, 304-305

simple recovery
model, 279-280
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switching recovery
models, 281
transaction log
files, 278
database settings,
inheriting, 88, 280
full-text catalogs, 307
new features of, 274
planning
determining scope
of, 276
necessity of, 308

technical aspects
of, 277

Recovery Model option
(Database Properties
dialog, Options
page), 86

recovery models

bulk-logged recovery
model, 87,
279-280

full recovery model,
87, 279-280,
304-305

selecting, 88, 280

simple recovery
model, 87,
279-280

switching, 88-89, 281

recovery (disaster), repli-
cation, 562

Recovery Interval
(Minutes) option (Server
Properties dialog,
Database Settings
page), 66

recovery mode (log ship-
ping), 536

Recovery Model option
(Database Properties
dialog, Options page), 86

recovery model templates
(Policy Based
Management), 402

Recursive Triggers
Enabled option
(Database Properties
dialog, Options page), 91

redundancy, OpsMgr,
695-696

relational databases,
transaction log files
(backups/data recov-
ery), 278

relational indexes,
Transact-SQL

creating via, 174-176
deleting via, 177-178
modifying via, 176-177

Reliability and
Performance Monitor
(Windows Server 2008),
670-671

Data Collector
Sets, 676
Performance
Monitor, 673
adding counters
to, 674
managing
settings, 675
Reliability Monitor, 676
Reports folder, 678
Resource Monitor,
671672

Reliability Monitor
(Reliability and
Performance
Monitor), 676

remote access, DAC, 352

remote control settings
(Hyper-V), 804

remote distributors
(replication), 578

publishers, enabling
usage of, 581

Remote Login Timeout
option (Server
Properties dialog,
Advanced page), 69

remote publishers (repli-

cation), distributors,
configuring, 579-580

Remote Query Timeout
option (Server Properties
dialog, Connections
page), 64

remote servers, connec-
tion options, 64. See
also linked servers

Remove Historical Data
Older Than option
(History Cleanup Task),
253

Reorganize Index option
(Maintenance Plan
Wizard), 189

Reorganize Index Task,
250-251

Reorganize Pages with
the Default Amount of
Free Space option
(rebuild index task), 251

replication
articles, 563
backups, 576
BCR 575

bidirectional replica-
tion, 563

Central Publisher topol-
ogy, 571

Central Subscriber
topology, 571

Conflict Viewer, 570
conflicts, 564

database mirroring,
511, 576-577

disaster recovery, 562
distribution, 563
Distribution Agents, 569
distributors
configuring, 579-580
creating, 578-580
disabling, 598

enabling publisher
usage of remote
distributors, 581
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history
retention, 597
property manage-
ment, 596-598

Publisher-Distributor-
Subscriber replica-
tion topology, 570

remote
distributors, 578

transaction reten-
tion, 596
failover clustering, 578
Log Reader Agents, 569
log shipping, 538,
576-578
Merge Agents, 569
Mesh topology, 573
new features of, 562
PAL, 564
passwords, 598
prerequisites for, 573
profiles, 570
publications, 563
deleting, 598
disabling, 598
snapshot replication
configuration,
581-585
snapshot replication
tests, 588
transactional replica-
tion configuration,
581-585
transactional replica-
tion tests, 588
Publisher-Distributor-
Subscriber
topology, 570
publishers, 563
Central Publisher
replication topol-
ogy, 571
Central Subscriber
replication
topology, 571
disabling, 598

enabling remote
distributor
usage, 581

Publisher-Distributor-
Subscriber replica-
tion topology, 570

remote publishers,
579-580

Queue Reader
Agents, 569

queued replication, 569
Replication Monitor, 570
Republishing

topology, 571
scripts, 599
Snapshot Agents, 569
snapshots, 565-566

publication configura-
tion, 581-585

publication
tests, 588

subscription configu-
ration, 586-587

tracer tokens, 589
validation, 588-589
SQL Server 2008, 574
SSIS, 575
subscribers, 563
Publisher-Distributor-
Subscriber replica-
tion topology, 570
pull subscribers, 564
push subscribers, 564
subscriptions
deleting, 598
merge replication
configuration, 595

snapshot replication
configuration,
586-587
transactional replica-
tion configuration,
586-587
transactional replica-
tion, 566-567

bidirectional replica-
tion, 567
merge replication,
568, 593-595
peer-to-peer replica-
tion, 568, 590-591
publication configu-
ration, 581-585
publication
tests, 588
subscription configu-
ration, 586-587
tracer tokens, 589
validations, 588-589
triggers, 575
troubleshooting,
599-600
two-phase commit
technology, 576
uses of, 561
Replication folder
(Database Engine), 77
Replication Monitor, 570
Replication Monitoring
rule (management
packs), 699
Reporting and Logging
dialog, 266
reporting database
(OpsMgr), 685
reporting database server
(OpsMgr), 692
Reporting Services
Parameters page
(Upgrade Advisor
Analysis Wizard), 38
reports
data collection reports,
running via
Performance
Studio, 665
Database Engine, infor-
mational, 95-96
log shipping reports,
viewing, 555-556
Maintenance Plan
design surface, 266
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Maintenance Plan
Wizard, 262
MBSA security reports,
329-330
OpsMgr, 683, 688
management
packs, 700
predefined standard
reports, 637
displaying, 636
Server Dashboard
reports, 637
Reports folder (Reliability
and Performance
Monitor), 678
Republishing replication
topology, 571
Require Distributed
Transactions for Server-
to-Server
Communication option
(Server Properties
dialog, Connections
page), 64
Required Space option
(Create Partition Wizard,
Map Partitions page), 106
requirements (hardware),
SQL Server 2008 instal-
lations, 14-15
Reserve Disk Space
option (Create Audit
dialog), 647
Reset Lockout Counter
After policy
(passwords), 360
Resource Governor
ALTER RESOURCE
GOVERNOR state-
ments, 610, 618
classifier function, 606
ALTER FUNCTION
command, 618
configuring, 612
example of, 611
properties of, 610
troubleshooting, 612

compressed
backups, 66

disabling, 609
enabling, 609
managing, 618-619
monitoring

DMV, 622-624

Performance
Monitor, 619-621

Profiler, 622

resource pools,
606-608

creating, 613-615
runaway processes, 608
scenarios for, 608-609
uses for, 605-606

workload groups,
607-608

creating, 615-617
workloads, 606
isolating, 608
monitoring, 609
resource pools, 608
Resource Governor
subfolder (Management
folder), 78
Resource Governors, high
1/0 consumers, 605
resource groups, failover
clusters, 456
Resource Monitor
(Reliability and
Performance Monitor),
671-672
resource pools (Resource
Governor), 606-608
creating, 613, 615
Resource Waits section
(Activity Monitor
performance dash-
board), 629
responses (alerts),
OpsMgr, 684
restoration, log shipping,
545-546

restoration (data)
databases, 100, 306
configuring, 65
replication, 576

restore jobs, log
shipping, 534

-restore option
(SQLLogShip.exe), 554

Restore Transaction Log
job, creating, 545-546

Restrict Access option
(Database Properties
dialog, Options page), 92

resultsets, 734

Retention Period option
(Database Properties
dialog, Change Tracking
page), 93

Retention Period Units
option (Database
Properties dialog, Change
Tracking page), 93

REVOKE statements, 367

role groups, 356

role-based security,
355-356

application roles,
managing, 377-378
database roles,
375-376
DDL, managing via, 365
fixed database-level
roles, 357-358
fixed security roles,
package security, 152
server-level roles,
356-357
rolling upgrades, 496
root management server
(OpsMgr), 685, 696
Row Count
Transfroamtion, 121
row transformations
(data flow), 120
RowCount option (Create
Partition Wizard, Map
Partitions page), 106
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rows
deleted row updates,
replication
conflicts, 564
row-level tracking (repli-
cation conflicts), 564
Rows Read Integration
Services performance
counter, 716
Rows Written Integration
Services performance
counter, 716
rowset transformations
(data flow), 120
runaway processes, 608

S

SA account\
disabling, 321
passwords, 320
renaming, 33, 321
security, 319-320
SA logins, 319
SAC (Surface Area
Configuration), Policy
Based Management, 402
SAC (Surface Area
Configuration) tool. See
Policy Based
Management
salt values. See authenti-
cators
SAS (Serial Attached
SCSI) storage arrays,
failover clusters, 466
scalability, failover clus-
tering, 461
Scan for Startup Procs
option (Server
Properties dialog,
Advanced page), 68
Scan Type option (Update
Statistics Task), 253
Schedule option (Define
Backup Database
Wizard), 300

scheduling
maintenance, 271-271
maintenance plans, 258
packages, 155-156

PowerShell scripts,
776-777

SCOM. See OpsMgr

Script button (Server
Properties dialog), 53

Script Component, 121

scripting database
objects, 99

scripts

PowerShell scripts,
747,749

adding comments
to, 756

$args variable in,
759-760

arrays, 760-761

conditional state-
ments, 761

-comfirm parameter,
768-769

creating, 755
CSV files, 767
dates/times in, 768

escaping characters
in, 757

filtering cmdlets,
765-766

formatting cmdlets,
766-767

functions, 762
joining strings in, 758
joining variables

in, 758
keywords in, 765

looping statements,
763-764

operators, 761
param in, 759-760

passing arguments
in, 759-760
scheduling, 776-777

type accelerators,
760-761
$_variable in, 758
variables in,
756-757
-whatif parameter,
768-769
replication, 599
SCSI Controllers, Hyper-V
guest session configura-
tion, 814
SCW (Security
Configuration Wizard),
326-327
Search Folder and Delete
Files Based on an
Extension option
(Maintenance Cleanup
Task), 256
searches. See full-text
searches, LIKE predi-
cate, 203
Secondary Database
Settings dialog, 545
secondary databases
bringing online, 553
log shipping,
adding, 543
log shipping, initializ-
ing, 543-544
secondary servers
failing over to,
551-553
log shipping, 533
security
audit file security
events, viewing via
Transact-SQL, 652
authentication, 316
creating SQL
authentication
logins, 369-371
creating Windows
authentication
logins, 372-373
mixed mode authen-
tication, 317, 368
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modes, choosing,
317-318

modes,
configuring, 318

passwords, 359

Windows
Authentication

mode, 317, 359,
367-369

authorization, new
features of, 349-350

BUILTIN\Administrators
Windows groups, delet-
ing, 338-339

Configuration Manager
tool, 322-324

instances, hiding,
325-326

critical fixes,
installing, 336

database mirroring, 514
database objects, 350
database schemas, 358
DDL
management, 366
database users, 354
managing, 374-375
securable
objects, 355
databases (Database
Properties dialog,
Options page)
Database Read Only
option, 92
Database State
option, 92
Encryption Enabled
option, 92
Restrict Access
option, 92
DDL
database schema
management, 366
login management,
362, 364
permissions manage-
ment, 366-367

role

management, 365
user

management, 364

encryption

algorithms of,
409-410

Asymmetric keys, 409

BitLocker Drive
Encryption, 437-449

certificates, 409,
411-412, 423,
429-436

columns, 408-410

data storage,
410-418

data transmissions,
426-429, 437

Database level
encryption,
408, 422

Database Master
Keys, 408, 411,
418, 423

DMK, 423-424

EKM, 418421

encrypted client/
server traffic, 407

hierarchy of, 408

man-in-the-middle
attacks, 429

master database level
encryption, 422

new features of, 406
Service Master Keys,
408, 411, 418
SQL Server level
encryption, 408, 422
Symmetric keys,
409, 412, 420
TDE, 421-425
unprotected client/
server traffic, 406
Windows level
encryption,
408, 422

endpoints
changing permis-
sions, 379
managing, 378-380

protocols for,
352-354

firewalls, 339
activating, 342

creating exceptions
for, 342-343

creating rules for,
341-342

default ports
table, 340

disabling, 341
Windows Firewall
with Advanced
Security, 340
log shipping, 536
logins, 351, 368
creating SQL
authentication
logins, 369-371
creating Windows
authentication
logins, 372-373
managing via DDL,
362, 364
mixed mode authen-
tication, 368
logon triggers, 362
logs, 336
auditing, configur-
ing, 337-338
MBSA, 328-330

new features of,
349-350

OpsMgr
agents, 696
firewall require-
ments, 697
service
accounts, 697
packages, 151
DontSaveSensitive
option (SSIS protec-
tion level), 152
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EncryptAllWithPassw
ord option (SSIS
protection
level), 153

EncryptSensitiveWith
Password option
(SSIS protection
level), 153

EncryptSensitiveWith
UserKey option
(SSIS protection
level), 153

fixed security
roles, 152

ServerStorage option
(SSIS protection
level), 153

passwords

policies of, 359-361

Windows
Authentication
mode, 359

patches, installing
updates, 336

permissions, DDL
management, 366-367

PowerShell, 750

principle of least privi-
lege, 350

role-based security,
355-356

application roles,
377-378

database roles,
375-376

fixed database-level
roles, 357-358

fixed security
roles, 152

managing via
DDL, 365

server-level roles,
356-357

SA accounts, 319-320
disabling, 321
passwords, 320
renaming, 321

schemas,
managing, 377
Security Configuration
Wizard, 326-327
server logins, 354
servers
authentication, 61
configuring for,
60-62
hiding instances,
325-326
service accounts, 331
changing via
Configuration
Manager tool, 334
choosing, 333
isolating, 332
principle of least
privilege, 332
types of, 333
SMTP servers, 668
users, managing via
DDL, 364
Security folder (Database
Engine)
Audits subfolder, 74
Credentials
subfolder, 73
Cryptographic
Providers
subfolder, 73
Logins subfolder, 73
Server Audit
Specifications
subfolder, 74
Server Roles
subfolder, 73
Security log (Windows
Server 2008), audit
targets, using as, 651
Security Monitoring
rule (management
packs), 699
Security page (Server
Properties dialog),
60-62

security-based configura-

tion groups (OpsMgr)
deploying, 694

Select a Partition
Function page (Create
Partition Wizard), 106

Select a Partitioning
Column dialog (Create
Partition Wizard), 105

Select Features page
(SQL Server 2008
Installation Center), 41

Select Instance page
(SQL Server 2008
Installation Center), 41

Select Maintenance Task
Order page (Database
Maintenance Plan
Wizard), 298

Select Maintenance
Tasks page (Database
Maintenance Plan
Wizard), 298

Select Plan Properties
page (Database
Maintenance Plan
Wizard), 297

Select Report Options
page (Database
Maintenance Plan
Wizard), 303

SELECT statements

database audit specifi-
cations, creating, 650

resultsets, 734
Select-Object cmdlet
(PowerShell), 754
Selection option (Update
Statistics Task), 253
self-signed certificates
(encryption), 429
sequence containers, 118
Server Activity Data
collection sets, 660
Server Audit Specification
objects (SQL Server
Audit), 642
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Server Audit
Specifications subfolder
(Security folder), 74

Server Configuration
page (SQL Server 2008
Installation Center), 32

Server Core installations
(Windows Server
2008), 20

Server Dashboard
reports, 637

Server Manager

BitLocker Drive
Encryption,
installing, 442

Hyper-V system
management, 802

Server Objects folder
(Database Engine)

Backup Devices
subfolder, 74

Endpoints
subfolder, 75

Linked Servers
subfolder, 75-76

Triggers subfolder, 77
-server option
(SQLLogShip.exe), 554
Server Properties dialog
(Database Engine),
53-54
Advanced page, 66-69
Connections page,
62-64
Database Settings
page, 64-66
General page, 54
Memory page, 55-56
Permissions page, 69
Processors page,
57-59
Security page, 60-62
Server Proxy option
(Server Properties

dialog, Security page), 62

Server role (Hyper-V),
installing, 799-801

Server Roles subfolder

(Security folder), 73

servers

all-in-one OpsMgr
servers, 692
authentication, 61

backups, SQL Server
2008 upgrades, 35

Central Management
Servers, 391-392

certificate servers,
configuring, 430-431

fibers, 59

FILESTREAM data,
enabling instances
for, 106

gateway server
(OpsMgr), 685, 695

Hyper-V virtual server
connections, 803

instance ID, 343

instances, hiding,
325-326

linked servers,
creating, 76

load performance/
degradation, analyz-
ing, 461

log shipping, names/
roles, 538

logins, security, 354

management server
(OpsMgr), 685,
692, 695

managing
PowerShell, 100

MBSA, installing, 328

mirror, instances,
configuring, 515

monitor
log shipping, 533
placement, 534
monitor servers
log shipping, 536
log shipping configu-
ration, 547-548

multiserver mainte-
nance plans, 268-269

operations database
server (OpsMgr), 692

partitions, BitLocker
Drive Encryption
configuration,
440-441

performance
log files, 33
log shipping, 534
ports
changing, 325
hardening, 324
primary, log
shipping, 533
primary servers, failing
over to, 553

principal servers,
instances,
configuring, 515

principals, database
mirroring, 576

properties,
configuring, 53

advanced properties,
67-69

connection proper-
ties, 62-64
database properties,
64-66

FILESTREAM proper-
ties, 66-67

general properties, 54

memory properties,
55-56

network
properties, 68

parallelism proper-
ties, 69

permissions, 69

processor properties,
57-59

security properties,
60-62

proxy servers, 62
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remote servers,
connection
options, 64
remote servers. See
linked servers, 13
reporting database
server (OpsMgr), 692
role-based security,
356-357
root management
server (OpsMgr),
685, 696
secondary, log ship-
ping, 533
secondary servers,
failing over to,
551-553
SMTP servers,
security, 668
virtual servers, failover
clusters, 456
witness, 506
witness servers
instances, configur-
ing, 516
placement, 509
ServerStorage option
(SSIS protection
level), 153
service accounts
changing via
Configuration
Manager tool, 334
choosing, 333
database mirroring, 517
hardening, 331
isolating, 332
principle of least
privilege, 332
types of, 333
Service Accounts screen
(Database Mirroring
Wizard), 517
Service Broker Identifier
option (Database
Properties dialog,
Options page), 92

Service Master Keys, 408
backups, 418
creating, 411

Service Pack Compliance

rule (management
packs), 700
service pack updates,
installing, 335-336
Services tab (Task
Manager), 632
Set Backup Compression
option
Back Up Database
Task, 255
Define Backup
Database Wizard, 300
Set Boundary Values
dialog (Create Partition
Wizard, Map Partitions
page), 106
Set Fill Factor option
(SSMS Index Creation
dialog, Options page), 181
Set Maximum Degree of
Parallelism option (SSMS
Index Creation dialog,
Options page), 181
Set-Content cmdlet
(PowerShell), 755
Setup Support Files page
(SQL Server 2008
Installation Center),
30, 40
Setup Support Rules page
(SQL Server 2008
Installation Center),
28, 40
shared disk storage,
failover clusters, 464

adding to, 497

FC storage arrays,
466-467

ISCSI storage, 467-468
Multipath 1/0, 468

requirements for,
464-465

SAS storage arrays, 466

single-instance clus-
ters, 472-473
VSS, 468
Shrink Database Task,
249-250
shrinking databases,
101-102
Shut Down Server on
Audit Log Failure option
(SSMS), 646
simple data recovery
model, 87, 279-280
single-instance failover
clusters, 469
creating, 475-477
DTC installations, 478
duplicate IP address
error messages, 475
Failover Cluster feature
(Windows Server 2008)
installations, 474
node installations,
478-479, 481-487
node preparations, 471
settings for, 469-470
shared storage configu-
ration, 472-473
Validate a Configuration
Wizard (Windows
Server 2008),
474-475
single-instance
failovers, 459
singletons (transactional
replication), 566
64-bit processors, SQL
Server 2008 support, 16
sizing OpsMgr
databases, 694
SMO (Server Management
Objects), PowerShell
support for, 748
SMTP servers,
security, 668
shap-ins, PowerShell
snap-ins, 747
Snapshot Agents, 569
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snapshots spatial indexes, 166 SQL Server
databases, 72 characteristics of, 169 health checks, Policy
Hyper-V Transact-SQL, creating Based Manage-

applying in, 818
creating in, 817
fault tolerance guest
sessions, 817
image rollback, 817
planning usage
in, 798
reverting sessions
in, 819
image names, 818
replication, 565-566

publication configu-
ration, 581-585

publication
tests, 588

subscription configu-
ration, 586-587

tracer tokens, 589
validation, 588-589
shapshots (database), 308
creating, 309
database mirroring, 511
deleting, 310
limitations of, 308
naming, 310
reverting to, 310
viewing, 309

SNI (SQL Server Network
Interface), 352

SNMP, 689
software
prerequisites, 16
SQL Server 2008
installations, 28
updates, 335
solutions, packages, 117
Sort Results in tempdb
option (rebuild index
task), 251
Sort Transformation, 121
Sort-Object cmdlet
(PowerShell), 754

via, 178-179

Spatial page (SSMS Index
Creation dialog), 183

Specify How Long SQL
Server Will Wait for a
New Tape option (Server
Properties dialog,
Database Settings
page), 65

Specify the Database
option (Back Up
Database Task), 254

split transformations
(data flow), 120

sp_addalias stored proce-
dure, 13

sp_addgroup stored
procedure, 13

sp_addrolemember state-
ments, 365

sp_addsrvrolemember
statements, 365

sp_dropgroup stored
procedure, 13

sp_droprolemember
statements, 365

sp_dropsrvrolemember
statements, 366

sp_helpgroup stored
procedure, 13

SQL Agent, PowerShell
support, 775

SQL authentication logins,
creating, 369-371

SQL Compilations/sec
Database Engine
performance counter, 715

SQL Management Studio,
first-time operations, 45

SQL Re-Compilations/sec
Database Engine
performance counter, 715

ment, 403
PowerShell
accessing, 770-771
cmdlets for, 774
installing, 769
profiles, 773
restricitions to, 772

SQL Agent support
for, 775

support for, 769
replication, 574

virtualization consider-
ations, 797

SQL Server 2008
indexes, queries, 46
installing

32-bit processor
support, 16

64-bit processor
support, 16

adding features to
existing installa-
tions, 47

clean installations,
28-34

Compact edition, 18

deprecated
elements, 13-14

determining features
to install, 25-27

Developer edition, 18

employing additional
SQL Server
instances, 46

Enterprise edition, 17
Express edition, 17
hardening installa-
tions, 44

hardware require-
ments, 14-15

memory require-
ments, 20
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modular installa-
tions, 25-27

new installation
features, 12-13

new installations
versus upgrades,
21,24

renaming SA
accounts, 33

reviewing logs, 44

side-by-side installa-
tions, 25

single-instance
installations versus
multiple-instance
installations, 24

software prerequi-
sites, 16, 28

stand-alone installa-
tions versus Failover
Clusters, 24

Standard edition, 17
updates, 44

Workgroup
edition, 17
partitioned tables,
queries, 46
updates, installing, 44
upgrades, 34
choosing database
compatibility level,
45-46
considerations
for, 39
edition upgrades, 48

Feature Discovery
Reports, 35

in-place upgrades,
22,24

logs, 44

new installations

versus upgrades,
21, 24

paths for, 22

post-upgrade
tasks, 46

process of, 40-42
server backups, 35
SQL Management
Studio firsttime
operations, 45
SQL Server Upgrade
Advisor, 35-39
verifying system
compatibility, 35
Windows Server
2008 upgrades, 23
Windows Server 2008
operation, 18-19

SQL Server 2008
Installation Center

Complete page, 34

Database Engine
Configuration page, 33

Disk Space
Requirements page,
32,42

Error and Usage
Reporting page, 34

Feature Selection
page, 30

Full-Text Upgrade
page, 42

Installation Rules
page, 34

Instance Configuration
page, 30

landing page, 28, 40

License Agreement
page, 30, 41

Product Key page,
30, 41

Ready to Install
page, 34

Select Features
page, 41

Select Instance
page, 41

Server Configuration
page, 32

Setup Support Files
page, 30, 40

Setup Support Rules
page, 28, 40

SQL Server Active
Directory Helper
accounts, 331

SQL Server Agent, 107
Advanced page, 108
Alert System page, 108
Alerts folder, 111
Connections page, 109
Error Logs folder, 111
General page, 108
History page, 109
Job folder, 109
Job System page, 109
jobs, 109-110
Operators folder, 111
packages, scheduling,

155-156
Proxies folder, 111

SQL Server Agent Service
accounts, 331

SQL Server Analysis
Services Service
accounts, 331

SQL Server and Windows
Authentication (Mixed)
Mode option (Server
Properties dialog,
Security page), 61

SQL Server Audit, 640
audit destinations, 641
audit logs

viewing in SSMS, 648
creating, 643-645
Audit objects, 641
creating via SSMS,
645-647
dropping, 652
enabling via
SSMS, 647
audit security events,
viewing via Transact-
SQL, 652
audit targets, using
Security log (Windows
Server 2008) as, 651
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Database Audit
Specification
objects, 642

database audit specifi-
cations, creating via
Transact-SQL,
649-650

failed logon attempt
example, 643-645

Server Audit
Specification
objects, 642

server audit specifica-
tions, creating via
SSMS, 648

SQL Server
Authentication option
(SSMS, Login-New
window), 369

SQL Server Browser
accounts, 331

SQL Server Components
page (Upgrade Advisor
Analysis Wizard), 37

SQL Server Configuration
Manager. See
Configuration Manager
tool

SQL Server Database
Engineer Service
accounts, 331

SQL Server Full-Text Filter
Daemon Launcher
accounts, 331

SQL Server installation
wizard, 16, 46

SQL Server Integration
Services Service
accounts, 331

SQL Server level encryp-
tion, 408, 422

SQL Server logs, perform-
ance-tuning, 717

SQL Server Logs
subfolder (Management
folder), 78

SQL Server Management
Studio
data transmission, 437
Execute Package
Utility, 154-155
Maintenance Plan,
package maintenance
tasks, 147
packages
importing, 149
running, 153
running via, 154
SQL Server provider,
PowerShell, 773, 781
SQL Server Reporting
Services accounts, 331
SQL Server Surface Area
Configuration Tool, 45
SQL Server tables, import-
ing text files to, 158
SQL Server Upgrade
Advisor, 35, 39
compatibility tests,
36-38
installing, 36
Upgrade Advisor
Analysis Wizard, 37-38
SQL Server VSS Writer
accounts, 331
SQLLogShip.exe applica-
tion, options of, 554
SSIS (SQL Server
Integration Services)
Bulk Insert Task,
importing text files
into SQL Server
tables, 158
DontSaveSensitive
option, package secu-
rity, 152
EncryptAllWithPasswor
d option, package
security, 153
EncryptSensitiveWithPa
ssword option,
package security, 153

EncryptSensitiveWithU
serKey option,
package security, 153

new features of,
114-115

packages

configuring, 144,
146-147

data transforma-
tions, 134-135,
137-139

deploying, 149-151

error handling,
142-143

expressions,
140-141

logging, 140
security, 151-153

sending email via,
141-142

storing, 148
replication, 575

ServerStorage option,
package security, 153

SSIS Designer

Connection Managers
window, 130

packages

control flow walk-
through, 126

creating, 124

data flow walk-
through, 127-129

project creation, 123
walkthrough of, 125

SSIS Parameters page
(Upgrade Advisor
Analysis Wizard), 38

SSMS
backups

differential database
example, 294

full database
example, 291-293

transaction log
example, 295-296
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data recovery, full recov-

ery model,
304-305

databases

deleting
snapshots, 310

viewing
snapshots, 309

SSMS (SQL Server
Management Studio)

audit logs, viewing, 648
Audit objects (SQL
Server Audit), 645-647

Create Audit dialog,
646-647

database recovery
models, switching,
89, 281

full-text catalogs, creat-
ing, 217-218
Index Creation dialog
Filter page, 184
Included Columns
page, 182
Options page, 181
Spatial page, 183
Storage page, 182
indexes

clustered index
creation, 184-185

configuring, 181
creating, 180

deleting nonclustered

indexes, 187
deleting via, 186-187

disabling via, 186-187

enabling via, 187

maintenance plans,
188-189

nonclustered index
creation, 186

rebuilding clustered
indexes, 188

rebuilding via, 188

linked servers,
creating, 76

Login-New window,
login options, 369
PowerShell
accessing via, 771
installing, 769
Resource Governor,
managing, 618-619
server audit specifica-
tions (SQL Server
Audit), creating, 648
Shut Down Server on
Audit Log Failure
option, 646
SSMS (SQL Server
Management Studio)

operators, defining, 669

Standard edition (SQL
Server 2008), 17

Standard Edition

(Windows Server 2008),
SQL Server 2008 opera-

tion on, 20
Start-Transcript cmdlet
(PowerShell), 755
state-based monitors
(management
packs), 683
statements, PowerShell
scripts
conditional state-
ments, 761
looping statements,
763-764
statistics, updating,
252-253
Status tab (Database
Mirroring Monitoring
tool), 526
stemming, FreeText
searches, 239
Stop Service option
(Virtual Network
Manager), 806
stop words (full-text
indexing), 213
stoplists, 213-214
creating, 236-238

stoplists, 213-214
creating, 236-238
storage, shared disk
storage
failover clusters, 464-
468, 472-473, 497
FC storage arrays,
466-467
ISCSI storage,
467-468
Multipath 1/0, 468
SAS storage
arrays, 466
VSS, 468
storage (disk), Windows
Server 2008 virtualiza-
tion configurations, 796
Storage Align Non Unique
Indexes and Unique
Indexes with an Indexed
Partition Column option
(Create Partition
Wizard), 105
storage locations, config-
uring log shipping,
538-539
Storage page (SSMS
Index Creation
dialog), 182
Store Immediate Sort
Results in tempdb
option (SSMS Index
Creation dialog, Options
page), 181
Store Passwords Using
Reversible Encryption
policy, 360
stored procedures
log shipping monitor-
ing, 557
sp_addalias, 13
sp_addgroup, 13
sp_dropgroup, 13
sp_helpgroup, 13
storing
maintenance plans as
jobs, 267-268
packages, SSIS, 148
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storing data
encryption, 412-413

authenticators,
416-418

certificate creation,
411-412

Database Master
Key creation, 411

encryption key
backups, 418

inference attacks,
413, 415-416
testing database
creation, 410
using encrypted
data, 413
OpsMgr, 686
strings, joining in
PowerShell scripts, 758
subscribers
(replication), 563
Publisher-Distributor-
Subscriber replication
topology, 570

pull subscribers, 564
push subscribers, 564
subscriptions (replication)
deleting, 598
merge replication,
configuring for, 595
snapshot replication,
configuring for,
586-587
transactional replica-
tion, configuring for,
586-587
Surface Area
Configuration Tool (SQL
Server), 45
Symmetric key encryp-
tion, 409

creating keys, 412, 420
synchronous database
mirroring, 506
sys.endpoints catalog
view, 353

sys.endpoint_webmeth-
ods catalog view, 353

sys.http_endpoints
catalog view, 353

sys.server_permissions
catalog view, 353

sys.server_principals
catalog view, 353

sys.soap_endpoints
catalog view, 353

system catalogs, data-
base mirroring monitor-
ing, 528

System Center
Operations Manager.
See OpsMgr

System Configuration
Checker, 35

system databases,
backups, 290

System Databases
subfolder (Databases
folder), 71

system requirements,
SQL Server 2008 instal-
lations, 14-15

system tables,
health/structural
integrity, 248

system-wide profiles,
PowerShell, 751

T
Tab completion
(PowerShell), 747
tables
columns
encryption, 408-410
joining via
PowerShell, 788

database tables, creat-
ing in PowerShell,
781-782

map tables,
defining, 737

partitioned tables,
queries, 46

partitioning, 104-106
properties, retrieving,
PowerShell, 785

retrieving entries via
PowerShell, 788

SQL Server tables,
importing text files
to, 158

system, health/struc-
tural integrity, 248

tail-log backups. See
transaction log backups

targets, defining, 737
targets (auditing), 641

Security log (Windows
Server 2008) as, 651

targets (Policy Based
Management), 389

Task Manager
Applications tab, 631
launching, 630
Networking tab, 633

Performance tab,
631, 633

Processes tab, 632

Services tab, 632

Users tab, 634
TaskHost containers, 118
tasks, maintenance plans

Back Up Database,
254, 256

Check Database
Integrity, 248

choosing, 258
daily tasks, 270

Execute SQL Server
Agent Job, 254

History Cleanup,
253-254

Maintenance Cleanup,
256-257

monthly tasks, 271
parallelism, 266

precedence
constraints, 265
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quarterly tasks, 271
Rebuild Index, 251-252

Reorganize Index,
250-251

Shrink Database,
249-250

Update Statistics,
252-253

weekly tasks, 270
tasks (packages)

control flow tasks, 118

maintenance tasks, 147
TCP Dynamic Ports, 324

TDE (Transparent Data
Encryption), 421

certificates,
creating, 423

Database Master Keys,
creating, 423

DEK, creating, 423-424
disabling, 425
enabling, 422-424
hierarchy of, 422

mode of operation,
421-422

TDS (tabular data
stream), 352
tempdb databases, 72
backups, 290
templates
policy templates
(Policy Based
Management), 401

trace templates, data-
base optimization,
719-721
testing
databases, creating for
data storage encryp-
tion, 410
publications (replication)
snapshot
replication, 588
transactional replica-
tion, 588

text files, importing to
SQL Server tables, 158
Thesaurus option (full-text
searches), 237-238
32-bit processors, SQL
Server 2008 support, 16
times/dates, PowerShell
scripts, 768
Total Latch Wait Time (ms)
Database Engine
performance counter, 714
TPM (Trusted Platform
Modules), BitLocker
Drive Encryption, 439-
440, 444-445
trace templates, database
optimization, 719-721
tracer tokens, 589
Transact-SQL
audit file security
events, viewing, 652
BUILTIN\Administrators
Windows group, delet-
ing, 339
database audit specif-
cations, creating via,
649-650
data compression,
103-104
database recovery
models, switching,
89, 281
indexes
ALTER INDEX state-
ments, 174-177,
192-194
CREATE FILTERED
INDEX
statements, 180
CREATE INDEX state-
ments, 174-176
CREATE SPATIAL
INDEX statements,
178179
DROP INDEX state-
ments, 174,
177-178

filtered indexes, 180
relational indexes,
174178
spatial indexes,
178179
Transact-SQL Access
Enabled option (Server
Properties dialog,
Advanced page), 67
transaction log backups,
285-287
SSMS example,
295-296
transaction log files,
Database Engine
(backups/data recov-
ery), 278
Transaction Log Shipping
page (Database
Properties dialog), 94
transaction logs, configur-
ing backup settings,
541-542
transaction retention
(distributors), 596
transactional replication,
566-567
bidirectional replica-
tion, 567
merge replication, 568
configuring,
593-595
subscription configu-
ration, 595
peer-to-peer replica-
tion, 568
configuring,
590-591
publication configura-
tion, 581-585

publication tests, 588

subscription configura-
tion, 586-587

tracer tokens, 589
validations, 588-589

Transfer Database
tasks, 119
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Transfer SQL Server
Objects tasks, 119

transferring data
databases, 100
packages, 156-157
bcp.exe, 159

Bulk Insert Task
(SSIS), 158

transformations, packages

destinations, configur-
ing, 137-138
execution results, 139
transmitting data
determining hacks
against, 426-427, 437
encryption, 426
server-initiated
encryption, 427-428
SQL Server
Management
Studio, 437
verifying, 428-429
transparent client redi-
rects (database mirror-
ing), 506
triggers, replication, 575
Triggers subfolder (Server
Objects folder), 77
troubleshooting
applications
cursors, 734
locking/deadlocks,
734-735
query analysis with
Execution Plan,
731-732
query analysis with
Query Editor,
731-732
query analysis with
Tuning Advisor,
733-734
classifier function, 612
Database Engine,
713714

databases, 718
analyzing
workloads, 725
applying recommen-
dations, 729-730
capturing workloads,
722-724
Database Engine
Tuning Advisor, 721
process monitoring,
730-731
Profiler tool, 718
reviewing recom-
mendations,
726-728
trace templates,
719-721
Extended Events
(XEVENTS), 736
creating via DDL
statements,
738-740
leveraging catalog
views, 740
leveraging Dynamic
Management
views, 740
fulltext indexes,
241-243
Integration Services,
715-716
log shipping
stored
procedures, 557
table queries, 556
log shipping interrup-
tions, 549-550
platforms, 709
memory objects/
counters, 710
network objects/
counters, 710
page file objects/
counters, 711

physical disk
objects/
counters, 711

processor objects/
counters, 712

replication, 599-600

Resource Governor,
classifier function, 612

SQL Server logs, 717
Truncate the Transaction
Log option (Database
Engine), 285
Trustworthy option
(Database Properties
dialog, Options page), 91
TSQL
database mirroring

deleting
sessions, 523

failovers, 521

operating modes,
changing, 522

pausing/resuming
sessions, 520

database snapshots
creating, 309
reverting to, 310

full-text catalogs,
creating, 219

full-text indexes,
creating, 230-233

Resource Governor
creating workload
groups, 617
managing, 618-619
Tuning Advisor
query analysis, 733-734
workload analysis, 725

Two Digit Year Cutoff
option (Server
Properties dialog,
Advanced page), 68

two-phase commit tech-
nology, replication, 576



User Must Change Password option (SSMS, Login-New window) 877

type accelerators,
PowerShell scripts,
760-761

types (packages), defin-
ing, 737

U

UDP (User Datagram
Protocol) packets, heart-
beats, 456

Union All
Transformation, 121

unique indexes, design
strategies, 171

Unique option (SSMS
Index Properties dialog,
General page), 198

Update option (Update
Statistics Task), 253

Update Statistics Task,
252-253

updates

deleted rows, replica-
tion conflicts, 564
security patches,
installing, 336
service pack updates,
installing, 335-336
snapshot replication,
565-566
software updates, 335
SQL Server 2008,
installing, 44
transactional replica-
tion, 566-567
updating statistics,
252-253
Upgrade Advisor (SQL
Server), 35, 39
compatibility tests,
36-38
installing, 36
Upgrade Advisor
Analysis Wizard,
37-38

Upgrade Advisor Analysis

Wizard, 37-38

Upgrade Advisor Progress
page (Upgrade Advisor
Analysis Wizard), 38

upgrades
failover clusters, 455
rolling upgrades, 496
SQL Server 2008, 34
choosing database
compatibility level,
45-46
considerations for, 39
edition upgrades, 48

Feature Discovery
Reports, 35
in-place upgrades,
22-24
new installations
versus upgrades,
21,24
paths for, 22
post-upgrade
tasks, 46
process of, 40-42
reviewing logs, 44
server backups, 35
SQL Management
Studio first-time
operations, 45
SQL Server Upgrade
Advisor, 35-39
verifying system
compatibility, 35
Windows Server
2008 upgrades, 23
SQL Server Upgrade
Advisor, 35, 39
compatibility tests,
36-38
installing, 36
Upgrade Advisor
Analysis Wizard,
37-38
Windows Server 2008,
paths for, 23
Uploads page (Data
Collection Set Properties
dialog), 663

%Usage page file
counter, 711

%Usage Peak page file
counter, 711

USB (Universal Serial Bus)
devices, BitLocker Drive
Encryption,
445-448

Use AWE to Allocate
Memory option (Server
Properties dialog,
Memory page), 55

Use Index option (SSMS
Index Creation dialog,
Options page), 181

Use Page Locks When
Accessing the Index
option (SSMS Index
Creation dialog, Options
page), 181

Use Query Governor to
Prevent Long-Running
Queries option (Server
Properties dialog,
Connections page), 63

Use Row and Page Locks
option (SSMS Index
Properties dialog,
Options page), 198

Use Row Locks When
Accessing the Index
option (SSMS Index
Creation dialog, Options
page), 181

Use Windows Fibers
(Lightweight Pooling)
option (Server Properties
dialog, Processors
page), 59

user accounts, role
groups, 356

User Connections
Database Engine
performance counter, 714

User Databases subfolder
(Databases folder), 73

User Must Change
Password option (SSMS,
Login-New window), 370
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user profiles, PowerShell

user profiles,
PowerShell, 751

user-defined
endpoints, 352
users, managing (DDL), 364

Users tab (Task
Manager), 634

'}

Validate a Configuration
Wizard (Windows Server
2008), single-instance
failover clusters, 474-475

validation, 588-589

VarDecimal Storage
Format Enabled option
(Database Properties
dialog, Options page), 91

$_ variable, PowerShell
scripts, 758

variables, PowerShell
scripts, 756-757

$args variable, 759-760
joining in, 758
$_ variable, 758
variables (packages), 122
-verboselevel option
(SQLLogShip.exe), 554
Verify Backup Integrity
option
Back Up Database
Task, 255
Define Backup
Database Wizard, 300
viewing
Maintenance Plan
progress, 263
maintenance plans,
267-268

package execution
results, 139
Virtual Network Manager
(Hyper-v), 804
Add New Network
Switch option, 804
Edit Disk option, 805

existing network
switches, 805
Inspect Disk
option, 806
New Configuration
Wizard, 806-807
Stop Service option, 806
virtual servers, failover
clusters, 456
virtualization, 791
benefits of, 792-793
Hyper-V
Administrative
console, 801-803
applying
snapshots, 818
beta version of, 800
configuring guest
sessions, 812-814
creating
snapshots, 817
Default Paths
option, 804
guest session
components,
807-808

guest session fault
tolerance snap-
shots, 817

guest sessions, 807

guest sessions save
state, 816

image rollback snap-
shots, 817

installing guest
sessions, 808,
810-811

installing server hard-
ware, 799-801

installing Server role,
799-801

installing Windows
Server 2008 as
host operating
system, 799

Keyboard Release
Key option, 804

launching guest
sessions, 814-816
managing via Hyper-V
MMC tool, 802
managing via Server
Manager, 802
planning implementa-
tion of, 795-798
remote control
settings, 804
reverting snapshot
sessions, 819
server operations, 798
sizing Windows Server
2008 systems,
795-796
snapshots, 798
SQL Server considera-
tions, 797
SQL Server installa-
tions on guest
sessions, 811
Virtual Network
Manager, 804-807
virtual server connec-
tions, 803
Windows Server 2008
integration, 793-794
Microsoft’s strategy for,
792-793
new features of, 794
SQL Server considera-
tions, 797
VMM, 794
Windows Server 2008,
installing as host oper-
ating system, 799
Windows Server 2008
configurations,
795-796

VMM (Virtual Machine
Manager), 794

volumes (data), BitLocker
Drive Encryption, 439

enabling on, 448



wizards 879

VSS (Volume Shadow
Copy Service), failover
clusters, 468

vulnerabilities (security),
scanning for, 329

w

Warnings tab (Database
Mirroring Monitoring
tool), 526

Web console (OpsMgr), 685

weekly tasks, mainte-
nance, 270

Weighted predicate
(FreeText searches), 241

-whatif parameter,
PowerShell scripts,
768-769

Where-Object cmdlet
(PowerShell), 765-766

wildcards, FreeText
searches, 241

Windows authentication
logins, creating, 372-373

Windows Authentication
mode, 317, 367-369

passwords, 359
SA logins, 319

Windows Authentication
Mode option (Server
Properties dialog,
Security page), 61

Windows Authentication
option (SSMS, Login-New
window), 369

Windows Firewall with
Advanced Security, 340

Windows level encryption,
408, 422

Windows PowerShell. See
PowerShell

Windows Server 2008

Datacenter Edition, SQL
Server 2008 operation
on, 20

Enterprise Edition, SQL

Server 2008 opera-
tion on, 20
failover clustering
creating single-
instance clusters,
475-477
Failover Cluster
feature, 474
No Majority: Disk
Only Quorum
model, 463
Node and Disk
Majority Quorum
model, 463
Node and File Share
Majority Quorum
model, 463
Node Majority
Quorum model, 462
Validate a
Configuration
Wizard, 474-475
failover clusters
Add Node
Wizard, 496
drive dependency
management, 497
node additions
to, 496
patch
management, 496
pausing/resuming
node operation, 496
Quorum configua-
tions, 498-499
Hyper-V, sizing systems
for, 795-796
Hyper-V integration,
793-794
installing Server Core
installations, 20
Reliability and
Performance Monitor,
670671
Data Collector
Sets, 676
Performance
Monitor, 673-675

Reliability
Monitor, 676
Reports folder, 678
Resource Monitor,
671672
Security log, using as
audit targets, 651
SQL Server 2008 oper-
ation on, 18-19
Standard Edition, SQL
Server 2008 opera-
tion on, 20
upgrades, paths for, 23
virtualization, installing
as host operating
system, 799

Windows Web Server
2008, SQL Server 2008
operation on, 20

witness file shares
(failover clusters), 457

Witness Server Instance
screen (Database
Mirroring Wizard), 516

witness servers, 506

instances,
configuring, 516

placement, 509

withesses. See quorum
resources

wizards
Add Node Wizard, 496
Certificate Export, 435
Computer and Device
Management, OpsMgr
agents, 702
Copy Database Wizard
package creation
via, 116
package data trans-
fers, 156-157
Create Partition Wizard,
105-106
Data Compression
Wizard, 103
Database Maintenance
Plan Wizard,
297-300, 302
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wizards

Database Mirroring, 514
Choose Server to
Configure
screen, 514
Complete the Wizard
screen, 517
Mirror Server Instance
screen, 515
Principal Server
Instance screen, 515
Service Accounts
screen, 517
Witness Server
Instance screen, 516
Endpoint Security, 518
Full-Text Wizard, creating
full-text indexes, 219,
222-224, 227
Import and Export
Wizard, package
creation via, 115
Maintenance Plan, 257-
258, 260, 263
Check Database
Integrity option, 189
Complete the Wizard
screen, 262
Define Database
Check Integrity Task
page, 260
Define Database
Check Integrity Task
screen, 259
Define History
Cleanup Task
page, 262
Define Rebuild Index
Task page, 261
Define Rebuild Index
Task screen, 260
Define Reorganize
Index Task page, 261
Define Update
Statistics Task
page, 262

launching, 257

maintenance plan
name/
description, 258

progress,
viewing, 263
Rebuild Index
option, 189
Reorganize Index
option, 189
Reorganize Index
Task screen, 260
scheduling
options, 258
Select Report Options
screen, 262
tasks, choosing, 258
New Configuration

Wizard (Virtual Network

Manager), 806-807

Package Installation, 150

SCW, 326-327

SQL Server installation
wizard, 16, 46

Upgrade Advisor

Analysis Wizard, 37-38

Validate a Configuration
Wizard (Windows
Server 2008), single-
instance failover clus-
ters, 474-475

WMI (Windows
Management
Instrumentation),
PowerShell support
for, 748

word breakers (full-text
indexes), 205, 211-212

acronyms in, 212

stop words, 213

US versus UK
spellings, 212

Word filters (full-text
searches), 211

word position tables (full-
text indexing), 214-215

Workgroup edition (SQL
Server 2008), 17

workload groups
(Resource Governor),
607-608

creating, 615-617
workloads

analyzing, 725

capturing, 722-724

workloads (Resource
Governor), 606

isolating, 608
monitoring, 609
resource pools, 608

Write-Host cmdlet
(PowerShell), 754

X

XEVENTS (Extended
Events), 736
DDL statements, creat-
ing via, 738-740
leveraging, 740
XML
full-text indexes, 205

full-text searches,
indexing filters, 211
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