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Introduction

The authors of this book have been working with Communications Server since the Live
Communications Server 2003 days. I remember when it launched on December 29, 2003.
Back then, Windows Messenger 5.0 was the main client used and the terminology was
completely different. However, even then, TLS communication was supported, although
most IT departments went with the more familiar TCP option instead. Needless to say, a
lot has changed through the years. Most people I work with don’t realize that Lync Server
is a fifth-generation product! It is even older if you count the Exchange Instant Messenger
Service that was included in Exchange Server 2000, which was pulled out to build the first
version of Live Communications Server.

In the beginning, Live Communications Server 2003 was only an IM server. With Lync
Server, it has evolved into many more things, including

. Web and audio conferencing server

. Unified Communications (UC) integration across many other platforms, such as
Office, SharePoint, and Exchange

. Soft phone

. Video conferencing system

. PBX replacement

Back in 2003, IM was perceived as a novelty. No one used it to conduct business or even
imagined it as a gateway to multimodal communications. Starting with Office
Communications Server 2007 R2 and continuing with Lync Server, Microsoft introduced
the concept of Communications Enabled Business Processes (CEBP).

NOTE

It seems every vendor and analyst defines CEBP in a different way. However, for this
book, we stick with a more generic definition. CEBP adds a communications medium
to a business process with the intent of streamlining and automating the process or
with the intent of reducing human latency through real-time communications.

Chronology of Lync Server
Let’s go through some history and chronology to better understand why and how
Communication Server 2010 came to be.

. Microsoft Exchange Server 2000 Instant Messenger Service—It’s hard to believe
so few people, even Exchange administrators, have heard of the Exchange 2000 IM
service. However, it is not hard to believe that even fewer deployed it. It was a
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rudimentary service with little integration to Exchange or other Microsoft Server
products. Later versions utilized special engines, whereas the Exchange 2000 IM
service leveraged an in-house middleware platform called Exchange Interprocess
Communication (EXIPC) to translate between IIS 5 and Exchange. The solution was
essentially composed of two types of servers: home servers and routing servers.

Home servers handled IM communications similarly to a front end in Lync Server.
However, there was little Active Directory integration. That’s where routing servers
came in. If two users were homed to different home servers, they would need to
jump through a bunch of hoops to talk with each other. The routing server acted as
a bridge connecting any two home servers. It was a basic solution, especially at a
time when public IM providers such as Yahoo! and AOL offered significantly more
in terms of functionality.

. Live Communications Server 2003—Instant messaging functions were taken out of
Exchange and given their own platforms with the 2003 wave of Microsoft Server
products. It was code named Greenwich and initially called Office Real-Time
Communications Server 2003 before being renamed Live Communications Server
2003 just prior to release. It wasn’t long before it was better known by its three-
letter acronym LCS 2003. LCS 2003 was the first version to support certificates and
offer TLS-encrypted communications as the recommended method. LCS 2003 was
also the first version to support enterprise archival of IM communications, although
it was rarely implemented because the compliance regulations in effect today simply
didn’t exist or include IM conversations in 2003.

. Live Communications Server 2005—Live Communications Server 2005, or LCS
2005 as it’s more commonly known, was the first widely deployed version of the
Microsoft real-time communications platform. It was code named Vienna. Although
one might argue that LCS 2005 was Microsoft’s first attempt at a unified communi-
cations platform, few organizations deployed functions beyond IM and presence.
LCS 2005 added new functions including a more advanced presence engine that
would change a user’s presence status based on information from a user’s Exchange
calendar and remote access through the access proxy role. LCS 2005 SP1 added the
capability to communicate with Office Communications Server 2007 users and a
number of other features. In today’s Microsoft nomenclature, it would likely be
called Live Communications Server 2005 R2.

. Office Communications Server 2007—Code named RTC12, this is when the
creative codenames went the way of the dodo bird. Commonly known as OCS 2007,
the platform made huge jump in terms of functionality and acceptance. OCS 2007
added the following functions:

. On-Premise Web Conferencing—The ROI from bringing web conferencing
in-house almost always justified the cost of implementing OCS, and thus, it
became an important feature. However, voice conferencing was PC-only or
needed to be hosted through a third-party provider.
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. Multiparty IM—It might seem insignificant to add more than one person to
an IM conversation, but it became an important market differentiator
compared to products such as IBM SameTime and Cisco CUPS.

. Enhanced presence—Also known as “rich presence,” it enabled users to
expose additional information beyond the red, green, and yellow gumdrop
that was standard at the time. This information included name, title, and
detailed calendar information. It also included a multitiered access mechanism
called levels of access to display different amounts of personal information to
different tiers of users.

. Improved federation—Open federation and widespread adoption of OCS
2007 changed the landscape of intercompany communication. E-mail became
secondary for partner communication as users could see real time availability
data and collaborate immediately removing the latency inherent to asynchro-
nous methods of communication.

. Enterprise Voice—It’s simply not possible to call your solution a Unified
Communications solution without the inclusion of a voice platform. Although
it was basic, it was a proactive step in the right direction because almost every
other UC vendor would also roll out a combined IM, meeting, and voice plat-
form around the same time or soon after.

. Office Communications Server 2007 R2—When combined with Exchange Unified
Messaging, this was the first version that could realistically be considered a PBX
replacement, although it still lacked many traditional PBX features. Code named
Wave 13 or W13, OCS 2007 R2 added a bunch of collaboration and voice features as
noted in the following:

. Call Delegation—Also known as the boss-secretary function, this enabled
delegates to answer a call for another user. The primary user also notified the
delegate answered the call. This function was designed to be used with the
Communicator Attendant Console. Much like with delegates in Exchange, the
assistant could be given the rights to do almost everything for the manager yet
make it appear that the manager was doing the work. A full call delegation
feature list includes call screening for audio, video, or IM; joining a voice
conference on behalf of the manager; checking voicemail for the manager;
initiating a person-to-person call on behalf of the manager; initiating confer-
ence calls on behalf of the manager; and transferring calls to the manager.

. Team Call—A simple workflow that enabled call forwarding to multiple
people. The call could be forwarded to specific people in sequence or in paral-
lel. This was often used for out-of-office or out-to-lunch functions.

. Group Chat—A separate server role that also required a separate client from
Communicator. It allowed persistent chat similar to IRC.
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. Desktop sharing—This included desktop sharing from the Communicator
client and with anonymous users through the Communicator Web Access
service.

. Audio conferencing—Much like web conferencing in OCS 2007, this is
another great ROI story. Third-party audio conferencing services can be expen-
sive; tens of thousands of dollars per month can be saved by bringing it in-
house. Many companies deployed OCS 2007 R2 strictly for this functionality;
everything else was just a bonus.

. Response Group Service—This is Microsoft’s version of a simple IVR work-
flow. It’s often used for small call centers or IT help desks.

. SIP trunking—SIP trunking is still new but seeing a growth in adoption.
Essentially, it enables OCS 2007 R2 to connect to a SIP trunking provider that
handles all outbound call routing. Although the process can be a little
complex to set up initially, it greatly eases call routing topology because every-
thing goes to the cloud service provider.

. Improved codecs—Improved codecs for voice and video enable better voice
quality and more tolerance for nonideal networks. They also enable
HD-quality video between clients over reasonable network links.

How This Book Is Organized
Everything you’ll want to know about new features for Lync Server is included in
Chapters 1–4. These chapters describe new features and benefits.

You will find that the improvements Microsoft has made to Lync Server are not only
evolutionary, but they represent a major step forward for UC. Lync Server solidifies
Microsoft’s role as market leader in the UC field.

CAUTION

This book covers all aspects of Lync Server. However, the book does assume you have
at least a cursory knowledge of the basics of Active Directory, DNS, and the associ-
ated infrastructures of each.

This book is organized into nine parts, each one made up of several chapters focusing on
a different core area of Lync Server.

. Part I, “Overview”—This part provides an introduction to Lync Server not only
from the perspective of a general technology overview, but also to note what is truly
new in Lync Server and what has compelled organizations we’ve worked with to
implement it during the beta phase.
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. Part II, “Microsoft Lync Server 2010 Server Roles”—This part provides an in-
depth discussion of all the Lync Server roles including a general overview, the instal-
lation process, configuration, administration, troubleshooting, and best practices.
Each role is examined in detail with step-by-step installation instructions and valu-
able screenshots.

. Part III, “External Dependencies”—Lync Server leverages many other technologies
including Active Directory, DNS, certificates, and SQL Server. It also has specific
prerequisites and requirements around network latency, bandwidth, and firewall
and reverse proxies for external access and federation. Lync Server relies heavily on
Active Directory for integration to other Microsoft Server components such as
Microsoft Exchange and Microsoft SharePoint.

. Part IV, “Administration and Management”—This part covers common adminis-
tration tasks and the Communications Server Management Shell, which is the heart
of all administration tasks. It moves on to discuss monitoring Lync Server through
Microsoft Systems Center Operations Manager and the backup and restore processes
for all the Communications Server roles.

. Part V, “Migrating from Older Versions”—This part reviews the process of upgrad-
ing from Office Communications Server 2007 and 2007 R2. It also explains how to
upgrade from Live Communications Server. A green field deployment is easy;
migrating users, response groups, and dial plans from previous versions of
Communications Server can cause headaches. A solid, tested migration strategy is
important for minimizing downtime and ensuring a successful migration. The bad
news is there is only one way to do it. The good news is that it is explained in great
detail in Part V.

. Part VI, “Voice”—Microsoft has heavily invested in making Lync Server a voice-
focused platform. There are huge improvements from previous platforms. Lync
Server now supports branch office survivability, e911, and improved conferencing.
This part covers PBX integration, enterprise voice, and audio conferencing. With
these improvements, Communications Server is ready to be a full PBX replacement.
It can even work as a call center solution integrated with solutions from Aspect for
larger deployments, Altigen for smaller deployments, and a host of other partners.

. Part VII, “Integration with Other Applications”—Lync Server has unique commu-
nications and collaboration features when integrated with other applications.
Presence can be brought into a SharePoint page or Exchange Outlook Web
Application. The Exchange Unified Messaging server completes the Microsoft UC
solution. However, Microsoft didn’t stop there. There is also an open API called
Unified Communications Managed API (UCMA) for developers to create their appli-
cations and extensions that plug into the UC ecosystem.

. Part VIII, “Clients”—From a user’s perspective, the solution is the client. That’s all a
user sees. The Communicator 2010 client is designed to be easier to use with more
information in the main page and not hidden in menus and submenus. For
example, the dial pad is front and center for all Communicator conversations.
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In addition to soft clients, this part also has a chapter on UC endpoints including
headsets, webcams, and handset phones. Due to popular demand, many new types
of endpoints are available for Lync Server, including a true conference room phone,
which fills a major gap for previous versions.

. Part IX, “Planning for Deployment”—Every good deployment starts with a good
plan. This part can help you build a plan for your organization. It covers the new
virtualization policy that enables all roles to be virtualized, designing a nonvoice
deployment, designing edge architecture, and planning for a voice deployment.
Although Communications Server expertise is required, many other skill sets are
also important to plan a successful deployment. Communications Server touches
many other areas including PBX/telecommunications, Active Directory, Exchange,
and the enterprise network. Although bringing in an expert is always a good strat-
egy, this part educates you with the basics for planning your deployment.

The real-world experience we have working with Lync Server, our combined experience
with the platform since its beginnings, and our field experience deploying
Communications Server enable us to present this information to you. We made the
mistakes, found the workarounds, and simply know what works and how to make things
work. We know you will find this book valuable with the planning and deployment of
your Lync Server infrastructure.
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Microsoft Lync Server
2010 Front End

IN THIS CHAPTER
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. Troubleshooting

. Best Practices
Overview
Microsoft Lync Server has a number of different server roles.
These can be combined different ways to produce a myriad
of architectural options. Even the collocation of services for
a given role can be split for added flexibility.

The Front End role in Lync Server is significantly changed
from previous versions. Three significant architectural
changes are related to the Front End Server role.

. The Office Communications Server 2007 R2
Mediation Server role is now collocated on the front
end as a best practice for all architectures. The excep-
tion is a direct SIP connectivity to a PBX or a SIP
trunking provider.

. The A/V Conferencing role can now be broken into a
dedicated pool. This is recommended for large deploy-
ments with more than 10,000 users.

. The Director role is no longer simply a front end pool
with no users assigned to it. It has been separated out
to a unique role and is discussed further in Chapter 9,
“Director.”

As in previous versions of Communications Server, a single
Front End or multiple Front End Servers are organized into
logical pools. A Standard Edition server exists as the only
server in a pool, whereas multiple Enterprise Edition servers
can exist in a pool to provide redundancy and scalability.
HTTP traffic should still be load balanced by a hardware
load balancer; however, other OCS services are now load
balanced via DNS. This architecture moves complex traffic,
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SIP, and media off of hardware load balancers traditionally designed solely for HTTP
traffic, and it simplifies the overall design.

This chapter highlights the full lifecycle of the Front End Server role. Because the Front
End Server is deployed first, this chapter also reviews the steps necessary to prepare Active
Directory. Then it moves on to the installation of the Standard and Enterprise Editions of
the Front End Server role, followed by configuration and administration. Finally, the
chapter concludes with troubleshooting and best practices.

Active Directory Preparation
Lync Server leverages Active Directory more than any previous version of
Communications Server. This results in tight integration across the Microsoft stack, includ-
ing Microsoft Exchange and Microsoft SharePoint Server. However, first Active Directory
must be prepared before installation can begin. All the Active Directory preparation steps
can be performed either in the Deployment Wizard GUI or the Lync Server Management
Shell, a customized version of PowerShell. This chapter reviews both methods.

The first step is to ensure that your Active Directory environment meets the minimum
requirements for Lync Server. The requirements are outlined here:

. All domain controllers in the forest where Lync Server is deployed must be Windows
Server 2003 SP2 or higher.

. All domains where you deploy Lync Server must have a functional level of Windows
2003 native or higher.

. The functional level for the forest must be Windows 2003 native or higher.

After the Active Directory prerequisites have been met, the next step is to extend the
Active Directory schema to support Lync Server. The schema preparation process adds
new classes and attributes to Active Directory that are required for Lync Server. This
process must be run as a user that is a member of the Domain Admins and Schema
Admins groups.

NOTE

To run the preparation steps from another domain member server other than the
Schema Master, ensure that the remote registry service runs and the appropriate reg-
istry key is set on the Schema Master. In addition, the Active Directory Remote Server
Administration Tools (AD DS) feature must be installed on the server where the prepa-
ration steps will run.

Figure 5.1 displays the Lync Server preparation steps main page.
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FIGURE 5.1 Lync Server Deployment Wizard

To extend the Active Directory schema using the Lync Server Deployment Wizard, follow
the steps that follow:

1. From the Lync Server installation media, run Setup.exe.

2. For Step 1: Prep Schema, click Run.

3. At the Prepare Schema screen, click Next. You can see the Management Shell
command that is executed, as shown in Figure 5.2.

FIGURE 5.2 Schema Prep Command

5
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4. Ensure the process is successful, and then click Finish to close the window.

5. Ensure the information replicated to all domain controllers before continuing to
the next step.

To prepare the Active Directory schema using the Lync Server Management Shell, open
the shell and run the Install-CSADServerSchema cmdlet. The proper syntax for the
command is Install-CsAdServerSchema –LDF <full directory path where the LDF files are
located>. For example:

Install-CsAdServerSchema –LDF “C:\Program Files\Microsoft Lync Server\

➥Deployment\Setup”

Prepare the Active Directory Forest

The next step is to prepare the Active Directory forest. A user of the Enterprise Admins
group for the root domain must run this process. Forest preparation creates global objects
and sets the appropriate permissions and groups to complete the installation process.

NOTE

In a new deployment, the global settings are automatically stored in the Configuration
partition. If you are upgrading from an older version of Communications Server, you
might still store the settings in the System container as was standard during previous
versions of the installation. However, although it is not a requirement, it is recom-
mended that the global settings container be moved from the System partition to the
Configuration partition as part of the Lync Server installation process.

The Deployment Wizard should still be open from the last step. If not, run setup.exe and
it picks up where you left off. Follow the steps that follow to prepare the forest:

1. For Step 3: Prepare Current Forest, click Run.

2. At the Prepare Forest screen, click Next.

3. Specify the location where the OCS universal security groups are created. By default,
this is the local domain, but you can also select the FQDN for the domain where you
want the groups to be created. Then click Next. You can see the management shell
command that is executed, as shown in Figure 5.3.

4. Ensure the process is successful and then click Finish to close the window.

5. Ensure the information replicates to all domain controllers before continuing to
the next step.

To prepare the Active Directory forest using the Lync Server management shell, open the
shell and run the Enable-CsAdForest cmdlet. The proper syntax for the command is
Enable-CsAdForest –GroupDomain <FQDN of the domain to create the universal groups>.
For example:

Enable-CsAdForest –GroupDomain companyabc.com

CHAPTER 5 Microsoft Lync Server 2010 Front End
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FIGURE 5.3 Prepare Forest Command

Active Directory Preparation
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The final step is to prepare the Active Directory domain or domains. You need to run this
in every domain where you plan to deploy Lync Server. This step adds the necessary ACEs
(access control entries) to universal groups. Like the two previous steps, this can be done
through the Lync Server Deployment Wizard or the Lync Server management shell.

Using the Deployment Wizard, perform the following steps.

NOTE

If you closed the Deployment Wizard, you need to run setup.exe again.

1. For Step 5: Prepare Current Domain, click Run.

2. At the Prepare Domain screen, click Next. You can see the management shell
command that is executed, as shown in Figure 5.4.

3. Ensure the process is successful, and then click Finish to close the window.

4. Ensure the information replicates to all domain controllers before continuing to
the next step.

To prepare an Active Directory domain using the Lync Server management shell, open the
shell and run the Enable-CsAdDomain cmdlet. The proper syntax for the command is
Enable-CsAdDomain –Domain <current domain FQDN> -GroupDomain <FQDN of the
domain where the Universal groups were created>. For example:

Enable-CsAdDomain –Domain companyabc.com –GroupDomain companyabc.com
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FIGURE 5.4 Prepare Domain Command

Active Directory Administration Groups

Following is a list of Active Directory Administration groups created by the preparation
processes. They are referenced throughout the book and it is good to be familiar with them.

The service groups are

. RTCHSUniversalServices—Includes service accounts used to run the Front End
Server and allows servers read/write access to Lync Server global settings and Active
Directory user objects

. RTCComponentUniversalServices—Includes service accounts used to run confer-
encing servers, web services, the Mediation Server, the Archiving Server, and the
Monitoring Server

. RTCProxyUniversalServices—Includes service accounts used to run Lync Server
Edge Servers

The administration groups are

. RTCUniversalServerAdmins—Allows members to manage server and pool settings

. RTCUniversalUserAdmins—Allows members to manage user settings and move
users from one server or pool to another

. RTCUniversalReadOnlyAdmins—Allows members to read server, pool, and user
settings

Infrastructure groups include

. RTCUniversalGlobalWriteGroup—Grants write access to global setting objects for
Lync Server.

CHAPTER 5 Microsoft Lync Server 2010 Front End
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. RTCUniversalGlobalReadOnlyGroup—Grants read-only access to global setting
objects for Lync Server.

. RTCUniversalUserReadOnlyGroup—Grants read-only access to Lync Server user
settings.

. RTCUniversalServerReadOnlyGroup—Grants read-only access to Lync Server set-
tings. This group does not have access to pool-level settings; it can access only set-
tings specific to an individual server.

Forest preparation then adds service and administration groups to the appropriate infra-
structure groups, as follows:

. RTCUniversalServerAdmins is added to RTCUniversalGlobalReadOnlyGroup,
RTCUniversalGlobalWriteGroup, RTCUniversalServerReadOnlyGroup, and
RTCUniversalUserReadOnlyGroup.

. RTCUniversalUserAdmins is added as a member of
RTCUniversalGlobalReadOnlyGroup, RTCUniversalServerReadOnlyGroup, and
RTCUniversalUserReadOnlyGroup.

. RTCHSUniversalServices, RTCComponentUniversalServices, and
RTCUniversalReadOnlyAdmins are added as members of
RTCUniversalGlobalReadOnlyGroup, RTCUniversalServerReadOnlyGroup, and
RTCUniversalUserReadOnlyGroup.

Forest preparation also creates the following role-based access control (RBAC) groups:

. CSAdministrator

. CSArchivingAdministrator

. CSBranchOfficeTechnician

. CSHelpDesk

. CSLocationAdministrator

. CSResponseGroupAdministrator

. CSRoleAdministrator

. CSServerAdministrator

. CSUserAdministrator

. CSViewOnlyAdministrator

. CSVoiceAdministrator

Installation
This section outlines the steps for installing the Standard and Enterprise Editions of Lync
Server. The Standard Edition is generally used for small deployments, whereas the
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Enterprise Edition offers significant benefits for redundancy and a scalability. The largest
difference between the Standard Edition and Enterprise Edition of Lync Server is that the
Standard Edition uses SQL Server Express, previously known as MSDE, whereas the
Enterprise Edition uses a full version of SQL Server 2005 or 2008.

Lync Server Topology Builder

After preparing Active Directory, the next step is to install the Lync Server Topology Builder.
This tool is new and powerful. With a single tool it enables an administrator to design and
validate a Lync Server topology, and then publish it to Active Directory. This process greatly
simplifies deployments compared to previous versions of Communications Server.

Installation of the Topology Builder comes with some prerequisites and requirements.
First, the administrator must be a member of the Domain Admins account in Active
Directory. The right to install the Topology Builder can be delegated, but only by a user
who is a member of both the Domain Admins and RTCUniversalServerAdmin groups. The
other requirements and prerequisites are outlined in the following list:

. 64-bit edition of the following:

. Windows Server 2008 R2

. Windows Server 2008 SP2 or later

. Windows 7

. Windows Vista SP2 or later

. Net Framework 3.5 SP1 or a later service pack.

. Microsoft Visual C++ 2008 Redistributable x64 9.0.30729.4148. The Deployment
Wizard automatically installs this package if it is not already installed.

. Windows PowerShell 2.0. This is already installed for Windows 7 and Windows
Server 2008 R2. For Windows Server 2008, it must be downloaded separately
(Microsoft KB968930).

CAUTION

Note that the previous versions of PowerShell must be uninstalled prior to installing
PowerShell 2.0.

. Message Queueing (MSMQ) services. Be sure to also install Directory Services integra-
tion during the “Features” Installation Wizard.

. Backward Compatibility Pack for SQL Server 2005 v. 8.05.2312. Although this is not
technically required to install Topology Builder, it is required to run the Install-
CsDatabase cmdlets. These cmdlets are sometimes called by Topology Builder,
depending on the chosen topology, and this should also be considered a
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FIGURE 5.5 Completed Topology Builder Installation

Installation
5

prerequisite. This installation package can be found on the installation media in the
\Setup\amd64 directory as SQLServer2005_BC.msi.

After the prerequisites are installed, the actual installation of the Topology Builder tool
can begin. To install Topology Builder, follow these steps:

1. Run setup.exe from the installation media. It is located at \setup\amd64\setup.exe.

2. If the installer prompts you to install the Microsoft Visual C++ 2008 Redistributable,
click yes and follow the Installation Wizard.

3. Click Install Topology Builder in the right column menu of the Deployment Wizard.

4. After installation is complete, there is a check mark next to the Install Topology
Builder link, which is grayed out, as shown in Figure 5.5.

The Topology Builder tool functions differ depending on your choice of Standard
Edition or Enterprise Edition deployment. The process is outlined in each respective
section that follows.

Standard Edition Installation

As noted previously, Lync Server Standard Edition is designed for smaller deployments.
Standard Edition deployments can have only one server per pool and use SQL Server 2008
Express on the same server as the front end. This results in limited scalability and no
redundancy. For this reason, Standard Edition is recommended only for small deploy-
ments or where high availability is not a requirement.
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FIGURE 5.6 Topology Builder without a Defined Topology

The first step for any Standard Edition deployment is to prepare the server as a Central
Management Store and prepare the database.

1. From the main Deployment Wizard screen, in the right pane, click Prepare the first
Standard Edition Server.

2. Click Next at the first screen.

3. The window displays the actions performed to prepare the server as the first
Standard Edition server, including the setup of the Central Management Store. This
process takes a few minutes to complete.

4. When it’s done, ensure it completed successfully and then click Finish.

The next step is to define the topology with Topology Builder.

Topology Builder for Standard Edition Deployments
Lync Server uses the published topology to process traffic and maintain overall topology
information. To ensure the topology is valid, it is recommended you run Topology Builder
before your initial deployment and publish an updated topology after each topological
change. This example shows a Standard Edition topology. Remember, if you change the
topology later, it should be republished to ensure consistency.

When you first launch Lync Server Topology Builder, you see a partially blank MMC screen,
as shown in Figure 5.6. Compare that to the detailed result at the end of this example.
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FIGURE 5.7 Define Default SIP Domain

FIGURE 5.8 Define Site

To begin using Topology Builder, follow the steps that follow:

1. In the right side of the Action pane, click New.

2. Define the default SIP domain. In many deployments, this is simply your domain
name, as shown in Figure 5.7. In more complex deployments, additional SIP
domains might be added by clicking the Add button. When you are done defining
SIP domains, click OK.

3. The Next window will ask you to define the first site name as shown in Figure 5.8.
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FIGURE 5.9 Define Front End Pool

NOTE

Note that Lync Server sites have no relationship to Active Directory sites. They are
completely separate and unique to Lync Server.

4. The next window prompts the Administrator for the geographic location of the first
site. Click Finish to complete the wizard.

5. This brings up the Define Front End Pool wizard.

6. Define the pool FQDN and select the radio button for Standard Edition, and then
click Next as shown in Figure 5.9.

7. Choose the appropriate workloads for your deployment, and then click Next.
Choose the proper collocation options and click Next. Choose whether other server
roles such as Archiving and Monitoring should be associated with this pool and
click Next.

8. Define the database to be used by the pool, as shown in Figure 5.10. For a Standard
Edition deployment, the SQL box is grayed out because a local instance of SQL
Express is always used. Click Next. Then define the file share to be used by the pool
and click Next.

NOTE

Note that you need to manually create the share on the front end before progressing
past step 8. After the share is created, Lync Server assigns the appropriate permissions.
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FIGURE 5.10 Define SQL Instance and File Share for Front End Pool

9. When you are ready, click Next.

10. Specify the Web Services URL and click Next. Specify the PSTN Gateway as shown in
Figure 5.11 and click Finish.

This completes the initial topology definition. However, there are additional steps to
complete a fully functional topology. The next step is to define easy-to-remember URLs for
common Lync Server functions.

1. From the main Topology Builder page where Lync Server 2010 is highlighted,
expand Simple URLs in the main pane, as shown in Figure 5.12, and then click
Properties in the right pane.

2. Enter easy-to-remember URLs, as shown in Figure 5.13.

NOTE

The following three examples are all valid for Lync Server simple URLs:

. https://<function>.<domain _fqdn>: https://dialin.companyabc.com

. https://<sip_domain>/<function>: https://companyabc.com/dialin

. https://<External_WebPool_FQDN>/<function>: https://cs2010.companyabc.
com/dialin

Note that these are the only allowed syntaxes.

https://dialin.companyabc.com
https://companyabc.com/dialin
https://cs2010.companyabc.com/dialin
https://cs2010.companyabc.com/dialin
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FIGURE 5.12 Expand the Simple URLs

FIGURE 5.11 Enterprise Voice Topology
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FIGURE 5.13 Configured Simple URLs

Port information, such as https://dialin.companyabc.com:443, is invalid. If you choose the
first option, the FQDNs need to be included as SANs on your certificates. If you choose the
second or third option, note that the following virtual directory names are reserved and
cannot be used as part of a simple URL:

. ABS

. Conf

. LocationInformation

. RequestHandler

. AutoUpdate

. cscp

. OCSPowerShell

. RGSClients

. CertProv

. GetHealth

. ReachWeb

. RGSConfig

https://dialin.companyabc.com:443
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FIGURE 5.14 Top Level of Topology Builder

. CollabContent

. GroupExpansion

. RequestHandlerExt

. WebTicket

Publish the Topology
The final step is to publish the topology to the Central Management Store. In a Standard
Edition deployment, this is the first front end you define. Perform the following steps to
publish your topology:

1. In the Topology Builder tool, in the top-level menu item in the left pane, select Lync
Server, as shown in Figure 5.14.

2. In the right pane, select Publish Topology.

3. At the opening screen, click Next.

4. Ensure that correct Central Management Store is selected, and then click Next. This
starts the publishing process and overwrites any existing topologies.

5. The Publish Topology window displays the actions being performed. Ensure it says
“Succeeded” at the bottom when it is finished, as shown in Figure 5.15, and then
click Finish.
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FIGURE 5.15 Successfully Published Topology

Installing the Front End Role
It is important to note that if you jumped to this section before completing the previous
steps, you need to go back. Preparing the server for the first Standard Edition server and
building a valid topology in the Topology Builder tool are both prerequisites to installing
the Front End role. This is a different process from Office Communications Server 2007
and 2007 R2, and it involves more steps.

TIP

Administrators new to Lync Server are advised to review the new features, require-
ments, and prequisites before beginning the installation process.

The following prerequisites are required to install the Standard Edition Front End role:

. IIS with the following options:

. Static Content

. Default Document

. Directory Browsing

. HTTP Errors
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. HTTP Redirection

. ASP.NET

. .NET Extensibility

. Internet Server API (ISAPI) Extensions

. ISAPI Filters

. HTTP Logging

. Logging Tools

. Request Monitor

. Tracing

. Basic Authentication

. Windows Authentication

. Request Filtering

. Static Content Compression

. IIS Management Console

. IIS Management Scripts and Tools

. Message Queueing with Directory Service Integration

After you’ve completed the steps outlined previously, the server is ready to install the
Front End role. In the main Lync Server Deployment Wizard screen, click Install or
Update Lync Server System from the main pane. Follow the steps that follow to
complete the installation process:

1. Click Run to Install the local configuration store and follow the wizard.

2. For Step 2: Setup or Remove Lync Server Components, click Run.

3. The next screen shows the actions being performed, as shown in Figure 5.16. This
process takes a few minutes to complete.

4. After the task completes, click Finish, and you are brought back to the
Deployment Wizard.

5. Review Step 3: Request, Install or Assign Certificates and click Run. This deploy-
ment requires a total of four certificates, so you need to run this step eight times:
four times to request certificates and four times to assign them.

6. Because this is a new deployment, choose Create a new certificate.

7. At the next screen, choose Default as shown in Figure 5.17, and then click Request.

8. Assuming you are using an internal CA, choose Send the request immediately to
an online certificate authority and click Next. This is the default option.
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FIGURE 5.16 Installing the Front End Role

FIGURE 5.17 Request the Default Certificate

9. Select the appropriate CA for your environment from the drop-down list, choose a
friendly name and key length, enable Mark the certificate’s private key as
exportable as shown in Figure 5.18, and then click Next.

10. Enter your Organization Name and Organizational Unit, and then click Next.

11. Select your country from the drop-down menu, and then enter your state/province
and city/locality. Remember that full names must be entered, and abbreviations are
not considered valid for certificate requests. When complete, click Next.

12. The Deployment Wizard automatically adds the SANs required based on the
published topology. Unless you have special requirements, select the option to Skip
and then click Next.

13. Review the information to ensure it is correct, and then click Next.

14. This screen shows the commands executed, as shown in Figure 5.19.
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FIGURE 5.19 Certificate Request Process

FIGURE 5.18 Certificate Request Settings

15. Click Next.

16. Ensure the Assign this certificate to Lync Server usages box is checked and click
Finish. Click Next through the wizard to assign the certificate. Figure 5.20 shows the
actions taking place.

17. Ensure the process completes successfully, and then click Finish.

18. Click Close to close the wizard.

19. After the certificates have been assigned, there is a check mark by step 3 as shown in
Figure 5.21. If there is not a check mark, check your process because you might have
skipped a step.
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FIGURE 5.20 Choose the Default Certificate

FIGURE 5.21 Certificate Process Completed

20. If the file store for the pool is located on this system, you need to reboot before
continuing. After the reboot, restart the Deployment Wizard by launching Setup.exe.

21. Click Install or Update Lync Server System, and then click Run for Step 4: Start
Services.
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FIGURE 5.22 All Services Started

22. Click Next.

23. Ensure all services start, as shown in Figure 5.22.

24. Click Exit to leave the Deployment Wizard.

The Standard Edition front end is now installed and ready for further configuration using
the Lync Server Control Panel.

NOTE

Note that the client autoconfiguration requirements are still the same.

The following DNS records are required for client autoconfiguration:

. SRV record of _sipinternaltls._tcp.<sip_Domain> for port 5061 pointing to the FQDN
of your front end pool or Director

. Host (A) record of sipinternal.<sip_Domain> pointing to the IP address assigned to
your front end pool or Director

. Host (A) record of sip.<sip_Domain> pointing to the IP address assigned to your
front end pool or Director

Enterprise Edition Installation

Lync Server Enterprise Edition is designed for larger deployments or those that require high
availability or redundancy. Enterprise Edition enables you to have multiple front end
servers in a pool, and it scales to support larger user counts with an outboard SQL database.
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FIGURE 5.23 Topology Builder without a Defined Topology

Topology Builder for Enterprise Edition Deployments
Lync Server uses the published topology to process traffic and maintain overall topology
information. It is especially important to ensure all information included in the Topology
Builder is correct because it sets the initial configuration information for deployed server
roles. To ensure the topology is valid, it is recommended you run the Topology Builder
before your initial deployment and publish an updated topology after each topological
change. This example shows a Enterprise Edition topology. Remember, if you change the
topology later, republish it to ensure consistency.

When you first launch Lync Server Topology Builder, you see a partially blank MMC screen,
as shown in Figure 5.23. Compare this to the detailed result at the end of this example.

To begin using Topology Builder, follow these steps:

1. On the right side of the Action pane, click New.

2. Define the default SIP domain. In many deployments, this is simply your domain
name, as shown in Figure 5.24. In more complex deployments, additional SIP
domains might be added by clicking the Add button. When you are done defining
SIP domains, click OK.

3. On the right side of the Action pane, click Define Site. Enter the appropriate infor-
mation, as shown in Figure 5.25, and then click OK.
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FIGURE 5.25 Define the Site

FIGURE 5.24 Define the Default SIP Domain

NOTE

Note that Lync Server sites have no relationship to Active Directory sites. They are
completely separate and unique to Lync Server.

4. On the right side of the Action pane, click Define Front End Pool, and choose the
radio button for the Enterprise Edition, and then click Next.

5. Define the pool FQDN, as shown in Figure 5.26. When you are done, click Next.
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FIGURE 5.26 Define the Front End Pool

6. Define the Front End Server FQDNs and click Next.

7. Choose the appropriate workloads for your deployment, and then click Next. Associate
the appropriate Archiving or Monitoring Servers for your pool and click Next.

8. Define the database and file share to be used by the pool, as shown in Figure 5.27.
For an Enterprise deployment, SQL cannot be collocated on one of the front end
servers. Also, you need to manually create the share on a server other than the front
end before progressing past this step. After the share is created, Lync Server assigns
the appropriate permissions. When you are ready, click Next.

FIGURE 5.27 Define SQL Instance for Front End Pool
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FIGURE 5.28 Conferencing Settings

FIGURE 5.29 Specify Voice Gateway

9. Specify the Web Services URL for the pool and click Next.

10. Define an A/V Conferencing pool as shown in Figure 5.28.

11. If you deploy Enterprise Voice, define a PSTN gateway if required, as shown in
Figure 5.29. Then click Next.

12. If you plan to allow external access or add any edge services, enable the Associate
Edge Pool box and select an Edge Server. When complete, click Finish.
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This completes the initial topology definition. However, there are additional steps to
complete a fully functional topology.

Configure Simple URLs
The next step is to define easy-to-remember URLs for common Lync Server functions.

1. From the main Topology Builder page where your site name is highlighted, expand
Simple URLs in the main pane, as shown in Figure 5.30, and then click Edit.

2. Enter easy-to-remember URLs as shown in Figure 5.31.

NOTE

The following three examples are all valid for Lync Server simple URLs:

. https://<function>.<domain _fqdn>: https://dialin.companyabc.com

. https://<sip_domain>/<function>: https://companyabc.com/dialin

. https://<External_WebPool_FQDN>/<function>: https://cs2010.companyabc.
com/dialin

Note that these are the only allowed syntaxes.

Port information, such as https://dialin.companyabc.com:443 is invalid. If you choose the
first option, all the FQDNs need to be included as SANs on your certificates. If you choose
the second or third option, note that the following virtual directory names are reserved
and cannot be used as part of a simple URL:

FIGURE 5.30 Expand the Simple URLs Item

https://dialin.companyabc.com
https://companyabc.com/dialin
https://cs2010.companyabc.com/dialin
https://cs2010.companyabc.com/dialin
https://dialin.companyabc.com:443
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FIGURE 5.31 Configured Simple URLs

. ABS

. Conf

. LocationInformation

. RequestHandler

. AutoUpdate

. cscp

. OCSPowerShell

. RGSClients

. CertProv

. GetHealth

. ReachWeb

. RGSConfig

. CollabContent

. GroupExpansion

. RequestHandlerExt

. WebTicket
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Publish the Topology
The final step is to publish the topology to the Central Management Store. Perform the
following steps to publish your topology:

1. In the Topology Builder Tool, in the top-level menu item in the left pane, select
Lync Server, as shown in Figure 5.32.

2. Click Publish Topology.

3. In the opening screen, click Next.

4. Ensure that correct Central Management Store is selected, and then click Next. This
starts the publishing process and overwrites any existing topologies.

5. Enable the Create Other Databases box. Ensure the account used for installation
has permission to perform this function. Click Next.

6. The Publish Topology window displays the actions being performed as shown in
Figure 5.33. Click Finish.

Installing the Front End Role
It is important to note that if you jumped to this section before completing the previous
steps, you need to go back. Preparing the server for the first Enterprise Edition server
and building a valid topology in the Topology Builder tool are prerequisites to installing
the Front End role. This is a different process from Office Communications Server 2007
and 2007 R2, and it involves more steps. Administrators new to Lync Server are advised
to review the new features, requirements, and prequisites before beginning the installa-
tion process.

FIGURE 5.32 The Top Level of Topology Builder
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FIGURE 5.33 Publishing the Topology

The following prerequisites are required to install the Enterprise Edition Front End role:

. IIS with the following options:

. Static Content

. Default Document

. Directory Browsing

. HTTP Errors

. HTTP Redirection

. ASP.NET

. .NET Extensibility

. Internet Server API (ISAPI) Extensions

. ISAPI Filters

. HTTP Logging

. Logging Tools

. Request Monitor

. Tracing

. Basic Authentication

. Windows Authentication

. Request Filtering

. Static Content Compression
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. IIS Management Console

. IIS Management Scripts and Tools

. Message Queueing with Directory Service Integration

After you’ve completed the steps outlined previously, the server is ready to install the Front
End role. From the main Lync Server Deployment Wizard screen, click Install or Update
Lync Server System from the main pane, and then click Run for Step 1: Install Local
Configuration Store. Follow the steps that follow to complete the installation process:

1. For Step 2: Setup or Remove Lync Server Components, click Run.

2. As the screen that pops up, click Next.

3. The next screen shows the actions being performed, as shown in Figure 5.34. This
process takes a few minutes to complete.

4. After the task completes, click Finish and you are brought back to the Deployment
Wizard.

5. Review Step 3: Request, Install or Assign Certificates and click Run.

6. At the next screen, choose Default, as shown in Figure 5.35, and then click Request.

7. Assuming you are using an internal CA, choose Send the request immediately to
an online certificate authority, and then click Next. This is the default option.

8. Select the appropriate CA for your environment from the drop-down list, choose a
friendly name and key length, and enable the Mark the certificate’s private key as
exportable box as shown in Figure 5.36, and then click Next.

9. Enter your organization name and organizational unit, and then click Next.

FIGURE 5.34 Installing the Front End Role
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FIGURE 5.36 Certificate Request Settings

FIGURE 5.35 Request the Default Certificate

10. Select your country from the drop-down menu, and then enter your state/province
and city/locality. Remember that full names must be entered, abbreviations are not
considered valid for certificate requests. When complete, click Next.

11. The Deployment Wizard automatically adds the SANs required based on the
published topology. Unless you have special requirements, select the option to Skip,
and then click Next.

12. Review the information to ensure it is correct, and then click Next.

13. This screen shows the commands executed, as shown in Figure 5.37.

14. Click Next.
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FIGURE 5.37 Certificate Request Process

15. Ensure Assign this certificate for Lync Server certificate usages is checked and
click Finish.

16. On the first screen, click Next.

17. Review the certificate information and then click Next.

18. Figure 5.38 shows the actions to assign the certificate. When the actions are
complete, click Finish.

FIGURE 5.38 Assigning the Certificate
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FIGURE 5.39 Certificate Process Completed

19. After all the certificates have been assigned, a check mark by Step 3 displays, as
shown in Figure 5.39. If there is not a check mark, check the process because you
likely skipped a step.

20. If the file store for the pool is located on this system, you need to reboot before
continuing. After the reboot, restart the Deployment Wizard by launching Setup.exe.

21. Click Install or Update Lync Server System, and then click Run for Step 4: Start
Services.

22. Click Next.

23. Ensure all services start, as shown in Figure 5.40.

24. Click Exit to leave the Deployment Wizard.

Configure Front End
The Standard Edition front end is now installed and ready for further configuration using
the Lync Server Control Panel, as shown in Figure 5.41. The Lync Server Control Panel is
the only GUI available to Lync administrators. It is assumed that most configuration will
be done via the Lync Server Management Shell.

For Enterprise Edition deployments, you need to manually add an A record in DNS for the
pool name of your front end pool. This is the FQDN that is used when you select Lync
Server Control Panel from the Start menu.
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FIGURE 5.40 All Services Started

FIGURE 5.41 Lync Server Control Panel

NOTE

Note that the client autoconfiguration requirements are still the same.
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The following DNS records are required for client autoconfiguration:

. SRV record of _sipinternaltls._tcp.<sip_Domain> for port 5061 pointing to the FQDN
of your front end pool or Director

. Host (A) record of sipinternal.<sip_Domain> pointing to the IP address assigned to
your front end pool or Director

. Host (A) record of sip.<sip_Domain> pointing to the IP address assigned to your
front end pool or Director

Configuration
The good news about Lync Server is that with the Topology Builder tool, much of the
configuration is done automatically. Although both configuration and administration can
be done from the Silverlight web GUI or the Lync Server management shell, the configura-
tion section focuses on the former, whereas the administration section focuses on the
latter to avoid duplication of concepts.

First, an introduction to the Lync Server Control Panel. This section reviews each of the
tabs and options in the Silverlight Control Panel web application and cites management
shell commands for functions that do not appear in the Control Panel.

CAUTION

Before opening the Control Panel for the first time, ensure the server is included in the
list of trusted sites on the server or your client. Without this setting, the Control Panel
fails to launch.

To launch the Control Panel on a Lync Server, select the Lync Server Control Panel link
from the Start menu under the Microsoft Lync Server program group. To launch the
Control Panel from another system, enter the Admin simple URL you entered during the
initial installation or https://<poolFQDN>/cscp. In the sample environment, this is either
https://admin.companyabc.com/ or https://Lyncpool.companyabc.com/cscp/. Either URL
brings you to the Control Panel.

When you first log in, you’re brought to the Control Panel home page. The navigation bar
is on the left and includes options for Home, Users, Topology, IM and Presence, Voice
Routing, Voice Features, Response Groups, Conferencing, Clients, External User Access,
Monitoring and Archiving, and Security.

On the Home page, you can see a link to a quick start guide and other informational links
in the center pane and shortcuts to common tasks in the right pane. This is certainly
easier than hunting for them in the various other menus. The shortcuts include

https://admin.companyabc.com/
https://Lyncpool.companyabc.com/cscp/
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FIGURE 5.42 All Lync Server–Enabled Users

. Add New User

. Configure Voice Routing Dial Plans

. Configure Voice Policy

. Configure Voice Routes

. Configure PIN Policy

As you can see, Microsoft has a strong focus on the voice functions of Lync Server.

The Users tab opens with a search bar. To find all users, simply leave the field blank and
click the Search icon. All Communications Server–enabled users are returned, as shown in
Figure 5.42. To enable a new user for Lync Server, click the New button and a wizard
displays. Click Add under the Select Domain Users menu, and then type the name or
names of users to be enabled. Choose a Front End pool and SIP URI generation method,
and then assign telephony rules and user policies. Be sure to click the Add button at the
top to save the user; otherwise, your changes are lost.

An administrator can also use the get-CsUser management shell cmdlet. With no argu-
ments, the cmdlet returns all users. However, when run with the argument of a user’s SIP
address, the cmdlet returns detailed information about the account and configuration as
shown in the following:
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PS C:\Users\Administrator.COMPANYABC> get-CsUser alex@companyabc.com

Identity                          : CN=Alex Lewis,OU=CS Users,DC=companyabc,DC=

com

OriginatorSid                     :

VoicePolicy                       :

ConferencingPolicy                :

DialPlan                          :

LocationPolicy                    :

ClientPolicy                      :

ClientVersionPolicy               :

ArchivingPolicy                   :

PinPolicy                         :

ExternalAccessPolicy              :

HostedVoiceMail                   :

HostedVoicemailPolicy             :

HostingProvider                   : SRV:

RegistrarPool                     : lyncpool.companyabc.com

TargetRegistrarPool               :

CSEnabled                         : True

SipAddress                        : sip:alex@companyabc.com

LineURI                           :

LineServerURI                     :

EnterpriseVoiceEnabled            : False

TenantId                          : 00000000-0000-0000-0000-000000000000

HomeServer                        : CN=Lc Services,CN=Microsoft,CN=Headquarters

:1,CN=Pools,CN=RTC Service,CN=Services,CN=C

onfiguration,DC=companyabc,DC=com

TargetHomeServer                  :

PrivateLine                       :

IPPBXSoftPhoneRoutingEnabled      : False

RemoteCallControlTelephonyEnabled : False

EnabledForRichPresence            : True

AudioVideoDisabled                : False

DisplayName                       : Alex Lewis

SamAccountName                    : alex

UserPrincipalName                 : alex@companyabc.com

OriginatingServer                 : CABCDC1.companyabc.com

From the User Search menu, administrators can also save common searches for easy access
later. This saves the search as a User Search Query file or .usf. The file can be loaded later
by clicking the Open button and selecting the file. This can be especially helpful in
multidomain environments.

The default Topology menu shows all servers in the Lync Server topology and their
statuses. If there is an error, it shows to the right of the server name and the administrator
can drill down by double-clicking the server name. There are also two other tabs at the
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top of the screen: Server Application and Trusted Application. The Server Application tab
shows the services for each pool and their statuses. Under the Action menu, the adminis-
trator can choose to enable or disable services as required. The Trusted Application tab
shows all trusted applications. This is the same as the get-CsTrustedApplication manage-
ment shell cmdlet. By default, there are no trusted applications.

The IM and Presence tab can be a bit confusing. It actually controls the client file transfer
filter and URL filter policies. These are similar to Office Communications Server 2007 R2
and function in a predictable manner. The file filter allows administrators to set file types
that are blocked by file extension. Note that the tool doesn’t do any deep inspection
beyond file type suffix, so renaming a file to change the suffix works to circumvent it. The
URL filter has three options: Allow URLs, Block URLs, and Send Warning. The warning
option allows the administrator to configure a custom warning message.

Configure Voice Policy

The next four tabs—Voice Routing, Voice Features, Response Groups, and Conferencing—
are covered in detail in the voice chapters included in Section 6, “Voice,” later in this
book. For this reason, this section offers only an overview of these tabs.

The Voice Routing tab has many options. The first one is Dial Plan. This is roughly equiva-
lent to the location profile in Office Communications Server 2007 R2. It has options to
configure normalization rules per dial plan. The Normalization Wizard successfully blends
the best parts of the previous tools. It has the power and flexibility of raw regular expres-
sions and the intuitive and logical interface of the Office Communications Server 2007 R2
Enterprise Voice Route Helper. This should go a long way toward helping administrators
without traditional telephony backgrounds to create complex dial plans.

The Voice Policy option is something completely new. Although it has an associated usage
policy, it also has a number of check boxes to enable or disable various calling features.
The choices are

. Enable call forwarding

. Enable delegation

. Enable call transfer

. Enable call park

. Enable simultaneous ringing of phones

. Enable team call

. Enable PSTN reroute

. Enable bandwidth policy override

. Enable malicious call tracing
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Many of these features require additional configuration that doesn’t just involve simply
checking a box. For example, orbits must be defined for call park to function correctly.
This simply creates a policy to allow the functionality for users assigned to a specific
voice policy.

The Route option focuses on policy-based routing. This allows logical call routing based
on number patterns. This can be especially helpful in mixed Enterprise Voice and PBX
scenarios or where Lync Server is used for conferencing but a PBX maintains enterprise
call control. Note that a call follows the first applicable path, not all paths that match.

PSTN Usage, the next tab from the top bar, is essentially the combination of a route and a
voice policy. When a usage is assigned only actions that fit, the voice policy is allowed,
and then calls follow the appropriate route.

The next tab, Trunk Configuration, can apply to internal or external SIP trunk configura-
tion. Proper configuration of the Trunk Configuration options allow interoperability with
a wider scope of SIP trunks and SIP trunking providers.

The last tab under Voice Routing is Test Voice Routing. This allows an administrator to
define and save test cases. This is especially helpful in rapidly changing or complex
environments.

The Voice Features item on the left bar has two sections: Call Park and Unassigned
Number. The Call Park section allows an administrator to define Call Park number ranges
and assign them to a pool. The Unassigned Number section allows an administrator to
define number ranges and an action where to redirect the call. In previous versions, the
call simply disconnected, but in Lync Server, the call can be routed to Exchange UM or to
the Announcement service for a front end pool. Multiple rules can be defined for different
number ranges. This is helpful for multiple site deployments where using a local pool or
one with a different language is valuable.

Response Groups have the same familiar pieces: Workflow, Queue, and Group definition
fields. Existing Response Group workflows can also be imported from Office
Communications Server 2007 R2.

Configure Conferencing Policy

The next tab in the left column is Conferencing. The Conferencing Policy Section allows
configuration for data collaboration, application sharing, audio, video, PSTN, and record-
ing options. Select the default global policy and click Edit to examine the options and
default settings. The Meeting Configuration section allows administrators to define
meeting settings such as PSTN caller bypass and who can be enabled as a presenter. The
Dial-In Access Number section is much improved. It acts as a single screen for all dial-in
conferencing numbers enterprisewide. Multiple numbers can be defined for different sites
or pools. The final section is PIN Policy, which defines settings for PIN length, PIN expira-
tion, and the maximum number of retries.
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Configure Clients Tab

The Clients tab covers both Communicator clients and Communicator Phone Edition
devices. This covers the following sections, client version policy, client version configura-
tion, device update, test device, device log configuration, and device configuration. The
client version filter allows explicit deny and allow for all types of clients. The client
version configuration allows an administrator to define what happens for a client that
doesn’t fit one of the client version filters. The device update section allows administrators
to upload .cab files to be deployed to Communication Phone Edition devices. The next
section allows an administrator to define one or more test devices to test Communicator
Phone Edition updates before they are widely deployed. The device log configuration is
self-explanatory with options for defining log size and duration. The device configuration
section allows administrators to define SIP security level, logging level, QoS settings, and
device-locking settings.

Configure External Access Policy

The next tab is External User Access. The first section, External Access Policy, defines the
access edge policy for communication with external users. The access edge configuration
section controls settings for federation and remote user access. Next is the Federated
Domains section. Administrators can explicitly allow or deny federated partners. If open
federation is not enabled, all partners need to be defined in the allow list. The last
section is for public IM providers. An administrator can enable each of the public IM
providers separately. Note that a special client access license is required for some public
IM federation.

The Monitoring and Archiving tab contains policy-based settings for CDR (Call Detail
Recording) and QoE (Quality of Experience) information. It also contains global and
policy-based archiving settings. These are explained in great detail in Chapters 7,
“Microsoft Lync Server 2010 Monitoring,” and 8, “Microsoft Lync Server 2010 Archiving.”

The second-to-last tab in the Lync Server Control Panel is Security. The registrar section
has options for Kerberos, NTLM, or certificate authentication. By default, all three are
enabled. The web service section covers web service authentication methods. The options
are PIN authentication, certificate authentication, and enabling certificate chain down-
load. All are enabled by default.

The final tab is Network Configuration. This section includes various policy settings for
voice configuration as related to the network. Specifically, this is the area where an admin-
istrator can configure Call Admission Control (CAC) and Media Bypass policies.
Additionally, administrators can configure E911 and location-specific settings for users in
the location policy.

Lync Server supports DNS load balancing for multiple server pools. This is a huge benefit
because hardware load-balancing configuration for SIP traffic can be difficult and requires
significant troubleshooting. Many load-balancer administrators don’t understand the
concept beyond balancing web traffic. Although DNS load balancing is used for SIP traffic
in Lync Server, a hardware load balancer is still required for web services traffic, such as
the address book service. DNS load balancing isn’t exactly round robin DNS. A proper
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TABLE 5.1 Configuration of DNS Load Balancing

_sip._tls.companyabc.com Cspool.companyabc.com

Mcsfe1.companyabc.com 192.168.1.172

Mcsfe2.companyabc.com 192.168.1.173

Cspool.companyabc.com 192.168.1.172
192.168.1.173

configuration using the Company ABC environment and assuming mcsfe1 and mcsfe2
are both Enterprise Edition servers in the same pool would be configured in DNS as
shown in Table 5.1.

When the client does an SRV record lookup as part of the automatic configuration
process, the cspool.companyabc.com record is returned. From that, the DNS server returns
the list of IPs assigned to cspool.companyabc.com (192.168.1.172 & 192.168.1.173). The
client is programmed to choose an IP at random and register to that front end server. If
the connection fails, the client tries the next random IP address in the list until it success-
fully registers or exhausts all the IP addresses returned by the DNS server.

Administration
This section reviews common administration tasks for Lync Server. As mentioned previ-
ously, the focus is primarily on the use of the PowerShell-based Management Shell. The
most common administrative function is enabling a user for Lync Server. For example, to
enable the user Rand Morimoto with the SIP address of rand@companyabc.com, you use
the following command:

Enable-csUser –Identity “Rand Morimoto” –RegistrarPool

“cspool.companyabc.com” –SIPAddress “sip:rand@companyabc.com”

This example explicitly specifies the SIP address to be used. Lync Server can also auto-
matically generate the address using the SIPAddressType parameter based on a number of
options including first.last name (firstLastName), email address (emailaddress), UPN
(userPrincipalName), and SAM account name (SAMAccountName). This is helpful when
enabling a large number of users and when specifying the actual SIP address isn’t practi-
cal. To enable a user with a SIP address that is his email address, use the following
cmdlet syntax:

Enable-csuser –Identity <user Identity> -RegistrarPool <front end

pool FQDN> -SIPAddressType EmailAddress

Obviously, enabling a user can also be done in the Lync Server Control Panel. However,
it’s often faster to simply use the management shell.
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TABLE 5.2 Information Returned by Get-CsUser and Get-CsAdUser Cmdlets

Get-CsUser Get-CsAdUser

AddressListMembership

AltSecurityIdentities

ArchivingPolicy

Assistant

AudioVideoDisabled

City

ClientPolicy

ClientVersionPolicy

Company

ConferencingPolicy

CountryAbbreviation

CountryCode

CountryOrRegionDisplayName

CSEnabled CSEnabled

Department

Description

DialPlan

DisplayName DisplayName

DistinguishedName

Let’s look at a more traditional PowerShell concept applied to Lync Server: the Get-CsUser
and Get-CsAdUser cmdlets. On the surface, you might think these cmdlets are almost
identical; however, that is not the case. They are actually different. The biggest difference
is that Get-CsUser returns results only for Lync Server–enabled users. So, if users are
currently enabled or the Identity parameter is specified to be a nonenabled user, the
cmdlet won’t return any data. Get-CsAdUser returns data for both enabled and nonen-
abled users.

That leads to the question, “Why not use Get-CsAdUser all the time?” The answer is the
cmdlets return different information when used appropriately. Table 5.2 displays the
attributes returned by each. As you can see, Get-CsAdUser returns general Active Directory
information, whereas Get-CsUser returns Lync Server-specific information. There is a small
bit of overlap, but only where Lync Server references a generic Active Directory field.
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TABLE 5.2 Information Returned by Get-CsUser and Get-CsAdUser Cmdlets

Get-CsUser Get-CsAdUser

EmployeeId

EnabledForRichPresence

EnterpriseVoiceEnabled

ExternalAccessPolicy

Fax

FirstName

Guid

HomePhone

HomeServer

HostedVoiceMail

HostedVoicemailPolicy

HostingProvider

Id

Identity Identity

Info

Initials

IPPBXSoftPhoneRoutingEnabled

IPPhone

IsValid

LastName

LineServerURI

LineURI

LocationPolicy

Manager

MiddleName

MobilePhone

Name

ObjectCategory
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TABLE 5.2 Information Returned by Get-CsUser and Get-CsAdUser Cmdlets

Get-CsUser Get-CsAdUser

ObjectCategoryCN

ObjectClass

ObjectState

Office

OriginatingServer

OriginatorSid

OtherFax

OtherHomePhone

OtherIPPhone

OtherMobile

OtherPager

OtherTelephone

Pager

PasswordLastSet

Phone

PinPolicy

PostalCode

PostOfficeBox

PreferredLanguage

PresencePolicy

PrimaryGroupId

PrivateLine

ProxyAddresses

RegistrarPool

RemoteCallControlTelephonyEnabled

SamAccountName SamAccountName

Sid

SidHistory
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There are many similar cmdlet relationships in the Management Shell. In fact, you can
write a book to explain the various cmdlets, their syntaxes, and how to link them together
to accomplish different tasks.

Troubleshooting
As with previous versions of Communications Server, there are two major gremlins with
the Front End role: certificates and DNS. The new Deployment Wizard takes most of the
guesswork out of certificate generation by automatically filling the SAN fields with the
appropriate FQDNs for a given deployment. However, in more complex environments
manual configuration might be necessary.

The added convenience of the Deployment Wizard doesn’t lessen the importance of
certificates. They are still core to all server and server-client communications. DNS, on the
other hand, is not automated. For each pool created, the administrator needs to create an
A record for each pool pointing to the load-balanced VIP for multiple-server pools or to
the front end IP address for single-server pools.

TABLE 5.2 Information Returned by Get-CsUser and Get-CsAdUser Cmdlets

Get-CsUser Get-CsAdUser

SipAddress SipAddress

StateOrProvince

Street

StreetAddress

TargetHomeServer

TargetRegistrarPool

TenantId TenantId

Title

Url

UserAccountControl

UserPrincipalName UserPrincipalName

VoicePolicy

WebPage

WhenChanged

WhenCreated

WindowsEmailAddress
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The Lync Server event log is also a good place to check for errors. From the Start menu,
select Administrative Tools, and then select Event Viewer. Expand the Applications and
Services Logs item and select Lync Server. All events related to Lync Server functions reside
here. Often, the error description is enough to identify the problem and make clear the
resolution.

Best Practices
Following are the best practices from this chapter:

. Use DNS load balancing for SIP traffic. A hardware load balancer is still required for
web services such as the address book service.

. Although the Lync Server Control Panel might seem more familiar at first, there are
many functions that can only be accomplished in the Management Shell.

. Always install the SQL backward compatibility pack to ensure all cmdlets run correctly.

. For larger deployments, separate out conferencing services to a dedicated pool.

. Use the RBAC controls to delegate administration rights.

. Always publish a new topology before making changes or installing a new server role.

. Use the Get-CsUser cmdlet for Lync Server-specific information and the Get-
CsAdUser cmdlet for general Active Directory information.
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administration tools, 80-81
administrative consoles, capacity limits, 333
agent groups, 483-485
Agentless Exception Monitoring, OpsMgr, 323
agents

capacity limits, 333
on Lync Edge server, installing, 350-351

OpsMgr
deploying, 343-344
securing, 335

role of agents, in system monitoring, 325
alerts, OpsMgr, 321-322
analog devices, 761-762

PBX (Private Branch Exchanges), 440
Announcement Application, 37
announcement files, 467-468
announcements, dial-in conferencing, 58
anonymous access, Edge services, 692
anonymous agents, Enterprise Voice, 75
anonymous call handling, 36
APIs (application programming interfaces), 559

client APIs, 561
objects and methods, 561
server-side APIs, UCMA, 560

application gateways, 288
application integration, presence, 52-53
application programming interfaces. See APIs

(application programming interfaces)
application sharing

capacity planning, 670-671
clients, 43
web conferencing, 55

application-sharing features, conferencing, 40
application virtualization, 659
archiving, 64

hosts and VMs, 647-648
IM conversations, 607-608

Microsoft Communicator, 585
planning for, 678-679

requirements, 679-680
topology, 680-681

server features, 28
archiving agents, 680
Archiving Configuration tab, 205
Archiving Server role

administration, 209
best practices, 210-174
configuring, 203-205

Archiving Configuration tab, 205
cmdlets for configuration tasks, 208-209

activity feed766



site and user policies, 205-206
using PowerShell for configuration 

tasks, 207-208
installing, 197, 200-203

Topology Builder, 197-200
overview, 195-196
troubleshooting, 209-210

archiving servers, 680
assigning

certificates
Director role, 226
Edge Server, 145
Mediation Server, 451

conferencing policies, 169
URIs, dial plans, 734

associate bandwidth policy profile, CAC 
(Call Admission Control), 471

associating UM server with dial plans, 545
associating subscriber access numbers, UM

(unified messaging), 543
attendant routing method, 36-37
audio, tuning for Communicator client, 596
audio calls, 608-609

Microsoft Communicator, 586-587
audio codecs, UM Web Services, 535-536
audio conferencing, Office Communications

Server 2007 R24, 4
audio files, workflows (Response Groups),

492-493
audio/video conferencing. See A/V conferencing
audio/video edge service port ranges, 289
Audit Collection Services, OpsMgr, 323
authentication methods, Director role, 233-235
auto attendant

call answering rules, Exchange Server
2010, 527

UM (unified messaging)
creating, 545-546
Exchange Server 2010, 531-532

automated status updates, presence, 51
Automatic Call Distribution (ACD), 483
automatic client upgrade, Front End Server

migration to Lync Server 2010, 417
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A/V Authentication certificate names, 171
A/V conferencing, 12, 56

hosts and VMs, 647
new features, 38-39

AV Conferencing Server roles, topology 
changes, 29

A/V Edge, certificates, 718
A/V Edge Authentication, certificates, 718
A/V Edge configuration, managing, 148
A/V Edge features, Edge Server, 168
A/V Edge role, 136-137
A/V Edge Server, 701

firewall rules, 702-703

B
back end databases, Directors, 218
back-end host, VMs and, 647
backing up

central management store, 365-366
Lync Server databases, 362-363

RTC databases, 363-365
Lync Server servers, 366-368
SQL 2008 R2

through SQL Server Management Studio,
269-271

through Windows Server 2008, 267-268
strategies for, 361-362

back-to-back firewalls, Edge Server, 697
backup processes

best practices, 375
troubleshooting, 374-375

Backup Progress screen, 369
Backup Wizard, 271
bandwidth estimates, Call Admission Control,

753-754
bandwidth policy profiles, 752
bandwidth policy profiles, Call Admission

Control, 470-471
BeClearingHouse, 147

BeClearingHouse 767



benefits
client-side benefits

call parking, 77
common area phones, 77
hot desking, 77-78
pre-call and in-call quality feedback, 76
private lines, 76-77

of collaboration
Communicator interface, 79
improved web conferencing, 78
join experience, 79
joining from PBX, 79-80
lobby, 78
meeting content control, 79
multiple language support, 79
visual conference calls, 79

of Director, 214
of Enterprise Voice, 71

anonymous agents, 75
CAC (Call Admission Control), 74
caller ID controls, 75
dedicated A/V conferencing role, 72
DiffServ, 74
E911, 74-75
malicious call trace, 75
media bypass, 72
media gateway certification, 76
Mediation Server role collocation, 71-72
On-Net and Off-Net voice routing, 75-76
site survivability, 73-74
activity feed, 71
audio and video to MSN PIC 

contacts, 71
contacts, 70
managing communications, 70-71
panoramic mode, 71
privacy and presence enhancements, 71

for Lync Server users
management and administration benefits

administration tools, 80-81
RBAC (Role Based Access Control), 81
virtualization support, 81

management and administration, central
management store, 80

monitoring benefits, 82
best practices

Archiving Server role, 210-174
backup processes, 375
clients, 625-626
Monitoring Server role, 193-194

binding order, Edge Server, 714-715
boss-secretary function, 3
branch office and data center resiliency

implementing primary and secondary Lync
Server deployments in two data 
centers, 31

implementing single Lync Server split
across two data centers, 30-31

branch site survivability, voice resilience,
748-751

branch sites, defining, 480
business goals, identifying goals to 

implement, 662
business hour collections, 490-491
Bypass IDs, 755-756
bypassing Mediation Server, 34

C
CA (Certificate Authority), 249
CAC. See Call Admission Control
CAL (Client Access License), 14
calendar integration, presence, 51
Calendar View, Outlook, integration, 616
Call Admission Control (CAC), 470, 476,

752-753. See also CAC
associate bandwidth policy profile, 471
bandwidth estimates, 753-754
bandwidth policy profiles, 470-471
enabling, 474
Mediation Server, 444-445
network intersite policies, 474
network region links, 472-473
network region routes, 473

benefits768



call answering, UM (unified messaging),
Exchange Server 2010, 523

call answering rules, Exchange Server 2010,
526-527

auto attendant, 527
call delegation, Office Communications Server

2007 R23, 3
Call Detail Records. See CDR
call forwarding, Enterprise Voice, 59-60
call management features, new features, 35

Announcement Application, 37
call parking, 35-36
response groups, 36-37

call park, 35-36, 464-466
client-side benefits, 77
Enterprise Voice, 61

Call Reliability Diagnostics, 189-190
Call Reliability Summary Report, 192
Call Translation rules, 35
caller ID controls

Enterprise Voice, 75
PBX (Private Branch Exchanges), 439

calls
audio calls, 608-609
video calls, 609-610

capacity limits, OpsMgr, 333
capacity planning, 669

Address Book, 671-672
collaboration and application sharing,

670-671
Edge services, 694
general sizing, 669-670

captured data, storing, in OpsMgr, 324-325
CDR (Call detail Records), 14
central discovery scripts, verifying, 354-355
Central Management Store, 27, 80

backing up, 365-366
deployment, 388
restoring, 372-373

Certificate Authority (CA), 249
certificate chains, 170
certificate requirements, Director role, 227
certificate stores, 170
certificate templates, creating, 346-347
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certificate trust, 170
Certificate Wizard, 225, 257, 450
certificates

Access Edge, 718
access Edge certificate names, 171
assigning, 145

in Director role, 226
A/V Edge, 718
A/V Edge Authentication, 718
configuring agents to use, 351-352
creating, 143-145
Director role, creating, 224-226
Edge internal certificate names, 170
Edge Server, 717-720

single subject alternative name
certificates, 720-721

troubleshooting, 169-171
wildcard certificates, 721

installing
with PKI, 250-253
reverse proxy, 153-154

installing Edge component monitoring
certificates, 346

Internal Edge, 718
Lync Server certificates, PKI (public key

infrastructure), 257-261
Mediation Server

assigning, 451
creating, 450-451

Microsoft Communicator, 579
PKI (public key infrastructure), 249-250

certificate types, 253-257
planning for, 668-669
reverse proxy, 719
root CA server certificates, 347-350
SAN (Subject Alternate Name) 

certificates, 253
troubleshooting, 396-397
viewing, 258-259
Web Conferencing Edge, 718
wildcard certificates, 171
X.509 certificates, 346

Certificates MMC, 257-258
Certification Path, 260
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chats, client-to-client chat, 11-12
CIF (Common Intermediate Format), 14
Click-to-Call, legacy phone, end-user 

scenarios, 437
Client Access License. See CAL
client APIs, 561
client appearance, 42
client configuration, QoS (Quality of Service),

394-396
creating QoS policies, 394-395
Lync Phone Edition, 396
Windows XP QoS, 395-396

client licensing, 20-21
client-side benefits

call parking, 77
common area phones, 77
hot desking, 77-78
pre-call and in-call quality feedback, 76
private lines, 76-77

client-to-client chat, 11-12
client version filter, Director role, 233-234
clients

best practices, 625-626
installing, 600-602
integrating

with Office, 617
with Outlook, 615-617

navigating, 601
configuring basic options, 602-603
groups, 605
managing contacts, 604
relationship view, 606
status view, 605

new features, 42
client appearance, 42
conferencing attendant and 

scheduling, 44
enhanced contacts, 42
improved meeting join experience, 43
improved phone experience, 44-45
integration with Office and 

Windows 7, 43
manager/admin improvements, 44

”Me” area, 42
privacy relationships, 43
PSTN dial-in conferencing, 44
video, 44
whiteboarding and application 

sharing, 43
planning for, 677-678
Silverlight, 618-619

access options, 620-621
effective uses of, 623-624
functions, 620-623

troubleshooting, 624-625
Clients Tab, configuring, 125
cmdlets for configuration tasks, Archiving

Server role, 208-209
codecs, Office Communications Server 

2007 R2, 4
collaboration

benefits of
Communicator interface, 79
improved web conferencing, 78
join experience, 79
joining from PBX, 79-80
lobby, 78
meeting content control, 79
multiple language support, 79
visual conference calls, 79

capacity planning, 670-671
collocation, Edge Server, 137
command shell, OpsMgr, 323
common area phones, client-side benefits, 77
Common Intermediate Format. See CIF
communication ports, OpsMgr, 336-337
communications, managing, 70-71
communications server control panel 

(CSCP), 81
Communications Server Sites, 28-29
Communicator API, 561
Communicator interface, 79
Communicator Web Access. See CWA
competition, 23

chats, client-to-client chat770



components
OpsMgr, 323-324
UCMA, 564-567

Error Condition components, 570-571
Toolbox, 567-569

UM (unified messaging), Exchange Server
2010, 527-531

Computer Supported Telecommunications
Applications (CSTA), 431

conference announcements, dial-in
conferencing, 508-509

Conference Reliability Report, 192
Conference Summary Report, 192
conferencing, 608

new features
application-sharing features, 40
dial-in conferencing features, 39-40
web conferencing and A/V conferencing,

38-39
planning for, 675

defining requirements, 670-676
topology, 676-677

web conferencing. See web conferencing
conferencing attendant and scheduling, 44
conferencing devices, UC endpoints, 632
conferencing policies

assigning, 169
configuring, 124
dial-in conferencing, 503-505

configuration stores, updating
Mediation Server, 449-450
verifying, 224

configuring, 120-123
agents to use certificates, 351-352
Archiving Server role, 203-205

Archiving Configuration tab, 205
cmdlets for configuration tasks, 208-209
site and user policies, 205-206
using PowerShell for configuration tasks,

207-208
basic options, Microsoft Communicator,

581-582
clients, basic options, 602-603
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Clients Tab, 125
Conferencing Policy, 124
Director role

adding Directors to pools, 231
certificate requirements, 227
high availability, 230-231
reverse proxy, 230
SRV records, 227-228
web services FQDN overrides, 228-229
web services ports, 229-230

DNS (Domain Name System), on Windows
Server 2008 R2, 246-248

Edge Server
adding servers to pools, 149
Edge Server Management Console, 146
enabling Edge Server features, 146-148
high availability, 148-149
managing A/V Edge configuration, 148

External Access Policy, 125-126
Front End role, Enterprise Edition, 118-120
internal pools, Edge Server migration to

Lync Server 2010, 412-413
ISA 2006 SPI, 294-304

authentication and certification on IIS
virtual directories, 302-303

DNS records in external DNS,
creating, 303

SSL certificates, 295-299
verifying access, 304
web Farm FQDN, 295
web publishing rules, 298-302

Monitoring Server role, 183-185
deploying Monitoring Server reports,

185-187
QoE (Quality of Experience), 185

reverse proxy
Getting Started Wizard, 152-153
installing certificates, 153-154
listening for additional public names,

159
publishing pools with multiple servers,

156-158
publishing single serve pools or load

balancers, 155-156

configuring 771



redirecting SSL briding, 158
test and apply rules, 159-160
web listeners, 154-155

service accounts, with least privilege,
309-310

synthetic transactions, 356-359
TMG (Threat Management Gateway),

304-308
web publishing rules, 304-308

Voice Policy, 123-124
Windows Server 2008 Firewall, 290-294

Connector Framework, OpsMgr, 324
contact lists

exporting to XML files, 392
importing from XML files, 392

contacts
benefits for Lync Server users, 70
clients, 42
managing, 604
Microsoft Communicator, managing,

582-583
Control Panel, launching, 120
conversion window shortcuts, 618
Core Client Access License (CAL) Suite, 20-21
Crypto Service Provider (CSP), 251
cryptography, CAC (Call Admission Control), 251
CS Voice CAL, 21
CsAdministrator, 385, 683
CsArchivingAdministrator, 386, 683
CSCP (communications server control 

panel), 81
CsHelpDesk, 386, 683
CsLocationAdministrator, 386, 683
CSP (Crypto Service Provider), 251
CsResponseGroupAdministrator, 386, 683
CsServerAdministrator, 386
CSTA (Computer Supported

Telecommunications Applications), 431
CsUserAdministrator, 385, 683
CsViewOnlyAdministrator, 386, 683
CsVoiceAdministrator, 386, 683
CWA (Communicator Web Access), 14

D
Dashboard, Monitoring Server role, 187
data files, shrinking, in SQL 2008 R2, 273-274
data storage, UM (unified messaging), 551-552
database import/export, 391-393
database integrity, checking and repairing, in

SQL 2008 R2, 272
databases

OpsMgr database, sizing, 332-333
RTC databases, backing up, 363-365

datacenter survivability, voice resilience,
746-748

DBCC CHECKDB, 272
dbimpexp tool, 391-393
decommission process, Front End Server

migration to Lync Server 2010, 418-419
dedicated A/V conferencing role, Enterprise

Voice, 72
dedicated roles, Director role, 214
default gateways and routing, Edge Server, 712

adding static routes, 713-714
default roles, RBAC (Role Based Access

Control), 385-386
DefaultRouteFQDN, 147
delegation, Enterprise Voice, 60-61
denial of service, Directors, 216
deploying

geographic-based configuration groups,
OpsMgr, 331-332

load-balanced Edge Server pools, 141-142
Monitoring Server reports, 185-187
OpsMgr agents, 343-344
political or security-based configuration

groups, OpsMgr, 332
standalone Edge servers, 141
survivable branch appliances, 482-483
survivable branch servers, 483

deployment
Central Management Store, 388
Topology Builder, 387-389

deployment scenarios, OpsMgr, 330-331
Deployment Wizard, 240
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desktop sharing, web conferencing, 55
Device Report, 192
devices

analog devices, 761-762
handsets and headsets, 762
planning for, 677-678

DHCP, network dependencies, 261
dial-in access numbers, dial-in conferencing,

501-503
dial-in conferencing, 57

announcements, 58
conference announcements, 508-509
conferencing policies, 503-505
dial-in access numbers, 501-503
dial plans, 499
DMTF commands, 509-510
flexible conference IDs, 57-58
languages, 58
lobby, 58
meeting configuration, 507

EnableAssignedConferenceType
parameter, 507-508

normalization rules, 500-501
overview, 497-498
permissions, 57
PIN policies, 505-507
PINs

locking, 515
setting, 514-515
unlocking, 515-516
viewing, 514

prerequisites, 499
regions, 501
testing, 510-511
users

enabling, 511-512
sending welcome PIN, 512-513

dial-in conferencing features, 39-40
dial plans, 452-453, 733-734

assigning URIs, 734
associating UM server with, 545
dial-in conferencing, 499
DID (Direct Inward Dialing), 734-735
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internal extensions only, 735-736
managing users, 462-464
overview, 744-745
PSTN usages, 741
routes, 741-743
site prefixes, 736-739
trunks, 742-744
UM (unified messaging), Exchange Server

2010, 528-529
UM dial plans, creating, 542-543

DID (Direct Inward Dialing), 14
Differentiated Services Code Point (DSCP), 393
DiffServ, Enterprise Voice, 74
direct federation, Edge services, 693
Direct Inward Dialing (DID), 14
Direct SIP, 428-429
Director pools, 216

creating, 222
editing topology, 222-223
publishing topology, 222-223

Director role, 29, 213-214
authentication methods, 233-235
client version filter, 233-234
configuring

adding Directors to pools, 231
certificate requirements, 227
high availability, 230-231
reverse proxy, 230
SRV records, 227-228
web services FQDN overrides, 228-229
web services ports, 229-230

dedicated roles, 214
hosts and VMs, 648
installing, 218-219, 223

assigning certificates, 226
creating certificates, 224-226
hardware requirements, 219
installing local configuration stores, 223
installing server roles, 221
Lync Server Components, 224
operating system requirements, 220
server roles and features, 220-221
software requirements, 220
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Start Services, 226
updating and verifying configuration

store, 224
load-balancer drain, 232
topology status, 231-232

Directors
back end databases, 218
benefits of, 214
denial of service, 216
external access, 216
internal endpoint sign-in process, 214-215
placement, 216-217
Standard Edition, versus Enterprise Edition,

217-218
Web services, 218

disabling pop-up blocker, Safari, 589
Discovery Wizard, 343
disk layout, sample topology 

considerations, 649
disk requirements

host server configuration, virtualization, 654
virtual machine server configuration,

656-657
display message waiting indicator, Presence, 38
display photos of contacts, Presence, 38
displays, tuning for Communicator client, 595
DMTF commands, dial-in conferencing, 509-510
DNS (Domain Name System), 246

creating DNS records in external DNS, 303
installing and configuring, on Windows

Server 2008 R2, 246-248
records Lync Server uses, 248-249

DNS load balancing, 40, 73-74
high availability, Edge Server, 708-709

DNS management pack, 317
DNS queries, Edge Server, 714-715
DNS records, 601

Edge Server, troubleshooting, 171-172
repointing DNS records, Edge Server

migration to Lync Server 2010, 413-414
troubleshooting, 397-398

documenting plans, 685-686
domain membership, Edge Server, 710

domains, Active Directory, preparing, 244
DSCP (Differentiated Services Code Point), 393
DTMF (dual-tone multi-frequency), 15, 497
dual forking, integration, 431-432
dynamic management views, SQL 2008 R2,

281-282

E
E911, 33-34

Enterprise Voice, 62, 74-75
Edge component monitoring certificates,

installing, 346
agents on Lync Edge servers, 350-351
certificate templates, 346-347
configuring agents to use certificates,

351-352
requestion certificates from root CA

servers, 349-350
root CA server certificates, 347-348

Edge pools, creating
deploying load-balanced Edge Server 

pools, 141-142
deploying standalone Edge servers, 141
editing topology, 140
publishing topology, 142

Edge role, 691
Edge Server, 133-134

Access Edge role, 134
federation, 135
PIC (Public IM Connectivity), 135-136
remote access, 134-135

A/V Edge features, managing, 168
A/V Edge role, 136-137
certificates, 717-720

single subject alternative name
certificates, 720-721

wildcard certificates, 721
collocation, 137
conferencing policies, assigning, 169
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configuring
adding servers to pools, 149
Edge Server Management Console, 146
enabling Edge Server features, 146-148
high availability, 148-149
managing A/V Edge configuration, 148

creating Edge pools
deploying load-balanced Edge Server

pools, 141-142
deploying standalone Edge servers, 141
editing topology, 140
publishing topology, 142

default gateways and routing, 712
adding static routes, 713-714

DNS queries, 714-715
domain membership, 710
editing, global external access policy,

160-161
external access policies, managing, 162
external web conferencing features,

166-168
federation, managing, 162-164
firewall configuration, 696-697

back-to-back firewalls, 697
no perimeter network, 699
publicly routable perimeter networks,

700-701
straddling internal firewalls, 699-700
three-legged firewalls, 698

firewall rules
Access Edge Server, 702
A/V Edge Server, 702-703
internal edge interface, 703-704
Web Conferencing Edge Server, 702

hardware requirements, 138-139
high availability, 705

DNS load balancing, 708-709
hardware load balancer, 705-706
hardware load balancer configuration,

706-708
hosts and VMs, 648
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installing
assigning certificates, 145
creating certificates, 143-145
exporting topology, 142-143
local configuration store, 143
Lync Server components, 143
start services, 145

migrating to Lync Server 2010, 411
configuring internal pools, 412-413
repointing DNS records, 413-414

network adapter binding order, 714-715
network adapter configuration, 711-712
new external access policies, creating,

161-162
operating system requirements, 139
public IM providers, managing, 164-166
reverse proxy, 137-138, 149, 721-722

load balancing, 725
placement and configuration, 724
pre-authentication, 725-726
SSL bridging, 723-724
SSL offloading, 723
SSL pass through, 722

sample scenarios
scaled single site, 730-732
single Edge Server, 726-728

software requirements, 139
networking configuration, 140

strong host model, 715-717
troubleshooting, 169

A/V Authentication certificate 
names, 171

certificates, 169-171
DNS records, 171-172
firewall ports, 169
logs, 172-173
Lync Server Management Shell, 173
routing, 169
services, 173-174
Telnet, 173
Web Conferencing Edge Certificate

names, 171
Web Conferencing Edge Server, 136
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Edge Server placement, 694-696
Edge Server role discovery, Lync Server 2010

management pack, 354-356
Edge services, 691-692

anonymous access, 692
capacity planning, 694
federation, 692-693

direct federation, 693
PIC (Public IM Connectivity), 693-694
remote access, 692

Edge Virtual Machine Collocation, 649
editing

global external access policy, Edge Server,
160-161

topology
Director pools, 222-223
Edge pools, 140
Mediation Server, 447-448

EnableAssignedConferenceType parameter,
507-508

end-to-end service monitoring, OpsMgr, 320
end-user scenarios, 433

Enterprise Voice, 433
with legacy phone, 434-436

legacy phone for conferencing, 436
legacy phone presence and 

Click-to-Call, 437
PBX software plug-ins, 437

endpoints, 427-428
Enhanced 911, 476, 758

configuring site locations, 476-477
creating location policies, 478-480
location information database, 759-760
location policies, 758-759
Mediation Server, 445
SIP trunking, 760
validating addresses, 478

enhanced presence, 3, 48
Enterprise CAL Suite, 21
Enterprise Edition, 92

configuring, Front End role, 118-120
installing

configuring simple URLs, 111-112
Front End role, 113-118

publishing topology, 113-114
Topology Builder, 107-111

Microsoft Lync Server, 19-20
versus Standard Edition, Directors, 217-218

Enterprise Voice, 12, 58-59, 443
benefits of, 71

anonymous agents, 75
CAC (Call Admission Control), 74
caller ID controls, 75
dedicated A/V conferencing role, 72
DiffServ, 74
E911, 74-75
malicious call trace, 75
media bypass, 72
media gateway certification, 76
Meditation Server role collocation, 71-72
On-Net and Off-Net voice routing, 75-76
site survivability, 73-74

Call Admission Control, 470, 752-753
associate bandwidth policy profile, 471
bandwidth estimates, 753-754
bandwidth policy profiles, 470-471
enabling Edge Server features, 474
network intersite policies, 474
network region link, 472-473
network region routes, 473

call forwarding, 59-60
call park, 61, 464-466
delegation, 60-61
devices

analog devices, 761-762
handsets and headsets, 762

dial plans, 733-734
assigning URIs, 734
DID (Direct Inward Dialing), 734-735
internal extensions only, 735-736
overview, 744-745
PSTN usages, 741
routes, 741-743
site prefixes, 736-739
trunks, 742-744

end-user scenarios, 433
with legacy phone, 434-436
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Enhanced 911, 62, 476, 758
configuring site locations, 476-477
creating location policies, 478-480
location information database, 759-760
location policies, 758-759
SIP trunking, 760
validating addresses, 478

managing users, 462-464
Media Bypass, 474, 754-755

Bypass IDs, 755-756
enabling, 757-758
site configuration, 475

Mediation Server, 444
network configuration, 468, 751-753

network regions, 468
network sites, 468-469
network subnets, 470

new features, 30
branch office and data center 

resiliency, 30
CAC (Call Admission Control), 32-33
Call Translation rules, 35
E911, 33-34
Mediation Server and gateway

topologies, 34
Mediation Server bypass, 34

Planning Tool, 763
private lines, 61
publishing changes, 461-462
remote survivability, 480

adding survivable branch appliances to
Active Directory, 481-482

defining branch sites, 480
defining survivable branch appliances

and servers, 480-481
deploying survivable branch appliances,

482-483
deploying survivable branch servers, 483
moving branch users to new pools, 483

Response Groups, 61, 483-484, 762-763
agent groups, 484-485
queues, 485-487
workflows, 487-489
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SIP trunking, 62
team call, 60
unassigned numbers, 464, 466-467

announcement files, 467-468
voice resilience, 746

branch site survivability, 748-751
datacenter survivability, 746-748

voice routing, 452, 739-740
dial plans, 452-453
export and importing voice configuration,

459-460
normalization rules, 453-454
PSTN usages, 457
routes, 455-456
test cases, 460-461
translation rules, 459
trunk configuration, 457-458
voice policies, 454-455, 740-741

Error Condition components, UCMA, 570-571
event logs, SQL 2008 R2, 279-282
event monitoring rules, OpsMgr, 319
Exchange 2010 Outlook Web Application

(OWA), 552-553
Exchange Server 2010

call answering rules, 526-527
auto attendant, 527

UM (unified messaging), 521. See also UM
(unified messaging)

auto attendant objects, 531-532
components, 527-531
mailbox policy objects, 531
Outlook Play on Phone, 525-526
Outlook Voice Access, 524-525
Outlook voicemail preview, 526
port assignments, 539
protocols, 538-539
single inbox, 523-524
supported IP/VoIP hardware, 537-538
telephony integration, 522-523
Unified Messaging server objects,

533-534
users, 534
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UM Web Services, 534-535
audio codecs and voice message sizes,

535-536
operating system requirements, 536-537

Export-CsConfiguration cmdlet, 366
Export-CsLisConfiguration cmdlet, 366
exporting

contact lists to XML files, 392
topology, Edge Server, 142-143
voice configurations, 459-460

Extensible Markup Language. See XML
Extensible Messaging and Presence Protocol.

See XMPP
extensible presence, 52
external access, Directors, 216
External Access Policy

configuring, 125-126
creating new, 161-162
managing, 162

external phones, testing (UM servers), 551
external web conferencing features, Edge

Server, 166-168

F
failover clustering, virtualization, 642
Failure Distribution Report, 192
fax receiving, UM (unified messaging), Exchange

Server 2010, 524
federation, 11, 63

Access Edge role, 135
Edge services, 692-693

direct federation, 693
managing, in Edge Servers, 162-164
PIC (Public IM Connectivity), 63-64

firewall configuration, Edge Server, 696-697
back-to-back firewalls, 697
no perimeter network, 699
publicly routable perimeter networks,

700-701
straddling internal firewalls, 699-700
three-legged firewalls, 698

firewall ports, troubleshooting, Edge Server, 169
firewall rules, Edge Server

Access Edge Server, 702
A/V Edge Server, 702-703
internal edge interface, 703-704
Web Conferencing Edge Server, 702

firewalls
back-to-back firewalls, Edge Server, 697
NAT (Network Address Translation), and Lync

Server, 288-289
network-based firewalls, 288
network layer firewalls, 287-288
no perimeter network, Edge Server, 699
operating system firewalls, 290

configuring Windows Server 2008
Firewall, 290-294

ports, 289-290
publicly routable perimeter networks, Edge

Server, 700-701
reverse proxies, 294

ISA 2006 SPI, configuring, 294-304
securing, OpsMgr, 336-337
service accounts, 308

configuring with least privilege, 309-310
managed service accounts, 310

straddling internal firewalls, Edge Server,
699-700

three-legged firewalls, Edge Server, 698
flexible conference IDs, dial-in conferencing,

57-58
Forefront Threat Management Gateway 2010

installation, 151-152
forests, Active Directory, 88-89

preparing, 243-244
fragmentation, SQL 2008 R2, monitoring and

reducing, 272-273
front-end hosts and VMs, 647
Front End role, 85

Active Directory preparation, 86-88
administration groups, 90-91
forests, 88-89

configuring, Enterprise Edition, 118-120

Exchange Server778



installing
Enterprise Edition, 113-118
Standard Edition, 101-106

Front End Server, migration to Lync Server
2010, 414-415

automatic client upgrade, 417
decommission process, 418-419
migration process, 415-416

functionality, OpsMgr, 318-320

G
gateway servers

capacity limits, 333
OpsMgr, 323

gateway topologies, Mediation Server, 34
gateways, voice routing, 452
geographic-based configuration groups,

deploying, 331-332
Get-CSPublicProvider cmdlet, 166
get-CsService—MonitoringServer cmdlet, 187
Get-CsUser, 127-130
Get-GsAdUser, 127-131
Get-Help, LSMS (Lync Server Management

Shell), 384-385
Getting Started Wizard, 152-153
global external access policy, editing, 160-161
global hotkeys, 617
goals, identifying goals to implement, 662

business unit or departmental goals,
663-665

high-level business goals, 662-663
groups, managing, 605

Microsoft Communicator, 583-584
guest placement, sample topology

considerations, 649
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H
Handsets, USB handsets (UC endpoints), 631
handsets and headsets, 762
hardware

planning infrastructure, 665-666
tuning for Communicator client, 595

hardware load balancer, high availability (Edge
Server), 705-706

hardware load balancer configuration (Edge
Server), 706-708

Hardware Load Balancing. See HLB
hardware requirements

Director role, installing, 219
Edge Server, 138-139
Mediation Server, installing, 446
OpsMgr, 329
reverse proxy, 150

headsets, UC endpoints, 629-630
health explorer, OpsMgr, 319-320
high availability

Director role, 230-231
Edge Server, 705

configuring, 148-149
DNS load balancing, 708-709
hardware load balancer, 705-706
hardware load balancer configuration,

706-708
virtualization, 642

high-level business goals, 662-663
history of UC (Unified Communications), 68

LANS and packet-switched networks, 68-69
VoIP (Voice over IP), 69

HLB (Hardware Load Balancing), 15
holiday sets, 491-492
host models, Edge Server, 715-717
host server configuration, virtualization,

652-653
disk requirements, 654
memory requirements, 653
networking requirements, 654
operating system requirements, 655
processor requirements, 653
software recommendations, 655

host server configuration, virtualization 779



hot desking, 77-78
hunt group objects, UM (unified messaging),

Exchange Server 2010, 530-531
hunt group workflows, 489
hunt groups, 540

creating, 546-547
hybrid PBX, 425
hypervisor types, virtualization, 638-639

I
ICE (Interactive Connectivity

Establishment), 700
icons, Network Connectivity icon, 609
identifying

goals to implement, high-level business
goals, 662-663

internal non-voice deployment, business
goals and objectives to implement, 662

identity, LSMS (Lync Server Management 
Shell), 384

IETF (Internet Engineering Task Force), 16
IIS management pack, 317
IIS virtual directors, authentication and

certification, configuring, 302-303
IM (Instant Messaging), 15, 54-55

archiving conversations, 607-608
features, 606
Microsoft Communicator, 584-585

archiving conversations, 585
planning for, 672

internal users, 672-673
remote users, 673-675

implementing
primary and secondary Lync Server

deployments in two data centers, 31
single Lync Server split across two data

centers, 30-31
importing

contact lists from XML files, 392
Lync Server 2010 management pack,

353-354
management packs, in OpsMgr, 341-343
voice configurations, 459-460

in-call quality feedback, 76
inboxes, UM (unified messaging), Exchange

Server 2010, 523-524
infrastructure

planning for 
certificates, 668-669
hardware and software, 665-666
network infrastructure requirements,

666-667
Active Directory dependencies, 667

virtualization, 658-659
installing

Archiving Server role, 197, 200-203
Topology Builder, 197-200

certificate services, PKI (public key
infrastructure), 250-253

clients, 600-602
Director role, 218-219, 223

assigning certificates, 226
creating certificates, 224-226
hardware requirements, 219
installing local configuration stores, 223
installing server roles, 221
Lync Server Components, 224
operating system requirements, 220
server roles and features, 220-221
software requirements, 220
Start Services, 226
updating and verifying configuration

store, 224
DNS (Domain Name System), on Windows

Server 2008 R2, 246-248
Edge component monitoring 

certificates, 346
agents on Lync Edge servers, 350-351
certificate templates, 346-347
configuring agents to use certificates,

351-352
requestion certificates from root CA

servers, 349-350
root CA server certificates, 347-348

Edge Server
assigning certificates, 145
creating certificates, 143-145
exporting topology, 142-143
local configuration store, 143

hot desking780



Lync Server components, 143
start services, 145

Enterprise Edition
configuring simple URLs, 111-112
Front End role, 113-118
publishing topology, 113-114
Topology Builder, 107-111

local configuration store, 223
Lync Server 2010 management pack,

352-353
Lync Server Topology Builder, 92-93
Mediation Server, 446

certificates, assigning, 451
certificates, creating, 450-451
editing topology, 447-448
hardware requirements, 446
local configuration store, 449
Lync Server components, 450
Mediation Server pool, 447
operating system requirements, 447
publishing topology, 448-449
software requirements, 447
starting services, 451-452
updating and verifying configuration

store, 449-450
Microsoft Communicator, 576-579

certificates, 579
Microsoft SQL Server 2008 Reporting

Services, 178-179
Monitoring Server roles, 178, 182-184
OCS (Office Communications Server),

410-411
OpsMgr, 338-339

deploying OpsMgr agents, 343-344
importing management packs, 341-343
prerequisite checker, 339-341
SCOM dip stick health checks, 345-346

reverse proxy, 149-150
Forefront Threat Management Gateway

2010 installation, 151-152
hardware requirements, 150
operating system requirements, 150-151
server roles and features, 151
software requirements, 151
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SQL 2008 R2, 263-266
Standard Edition, 93-94

Front End role, 101-106
publishing topology, 100-101
Topology Builder, 94-99

UCMA, 564-565
UM (unified messaging), 539-540

prerequisites, 540
telephony prerequisites, 540-541
Unified Messaging role, 541

Instant Messaging. See IM
integrated manageability, response groups, 37
integrated Mediation Server, 37-38
integrating

clients
with Office, 617
with Outlook, 615-617

Direct SIP, 428-429
dual forking, 431-432
with Exchange, 22
media gateways, 429-430
Microsoft Communicator

with Office, 594
with Outlook, 593-594

with Office, 22
with Office and Windows 7, clients, 43
OpsMgr non-Windows devices, 327-328
Remote Call Control, 430-431
with SharePoint, 22
SharePoint, 554

presence, 555
simplifying tasks, 554-555
skills search, 555-556

SIP provider trunking, 432-433
Interactive Connectivity Establishment 

(ICE), 700
Interactive Voice Response, 560. See also IVR
interactive workflows, 490
Internal Edge, certificates, 718
internal edge interface, firewall rules, 703-704
internal endpoint sign-in process, Directors,

214-215
internal extensions, dial plans, 735-736

internal extensions, dial plans 781



internal non-voice deployment, 661-662
identifying, business goals and objectives to

implement, 662
identifying goals to implement, business

unit or departmental goals, 663-665
internal phones, testing (UM servers), 550-551
internal pools, configuring (Edge Server

migration to Lync Server 2010), 412-413
internal users, planning for IM, 672-673
Internet Engineering Task Force (IETF), 16
interruption management, presence, 50-51
IP PBX, 424
IP Phone Inventory Report, 192
IP/PBX, 537
IP/VoIP gateway, 537, 540
ISA 2006 SPI, configuring, 294-304

authentication and certification on IIS
virtual directories, 302-303

DNS records in external DNS, creating, 303
SSL certificates, 295-299
verifying access, 304
web Farm FQDN, 295
web publishing rules, 298-302

Issuing CA, 249
IVR (Interactive Voice Response), 15, 560

J–K
join experience, collaboration, 79
joining

meetings, as guests (Silverlight), 620-621
from PBX, collaboration, 79-80
web conferencing, Microsoft Communicator,

589-591

KeepCRLsUpToDateForPeers, 147
key bit length, 170

L
languages

dial-in conferencing, 58
support, collaboration, 79

LANS, 68-69
launching Control Panel, 120
LCS (Live Communications Server), 407
legacy phone

Click-to-Call, end-user scenarios, 437
for conferencing, end-user scenarios, 436
Enterprise Voice, end-user scenarios,

434-436
Presence, end-user scenarios, 437

licensing, 20-21
LIS (Location Information Server), 33
listening for additional public names, 159
listening ports, 229
Live Communication Server (LCS), 407
Live Communications Server 2003, 2
Live Communications Server 2005, 2
Live Migration, 642
load balancers, publishing, 155-156
load balancing

DNS load balancing, 40, 73-74
reverse proxy, Edge Server, 725

load-balancer drain, Director role, 232
lobby

collaboration, 78
dial-in conferencing, 58

local configuration store
installing, 223

Edge Server, 143
Mediation Server, installing, 449

location, presence, 53
location information database, Enhanced 911,

759-760
Location Information Server. See LIS
location policies, Enhanced 911, 478-480,

758-759
Location Report, 192
locking PINs, dial-in conferencing, 515

internal non-voice deployment782



logs, troubleshooting, 398
Edge Server, 172-173

LSCP (Lync Server Control Panel), 378-380,
561-563

LSMS (Lync Server Management Shell), 26, 380
basics of, 382-383
benefits of, 380-382
Edge Server, troubleshooting, 173
Get-Help, 384-385
identity, 384
quotation marks, 384
Tab key, 384
troubleshooting, 398

Lync 2010, 678
Lync 2010 Attendee, 678
Lync 2010 Mobile, 678
Lync 2010 Phone Edition, 678
Lync Attendee, web conferencing, 55-56
Lync Edge server, agents (installing), 350-351
Lync Phone Edition, QoS (Quality of 

Service), 396
Lync Server. See Microsoft Lync Server
Lync Server 2010 Attendant, 678
Lync Server 2010 management pack, 316-317

Edge Server role discovery, 354-356
importing, 353-354
installing, 352-353
synthetic transactions, 356-359
verifying central discovery scripts, 354-355

Lync Server 2010 Planning Tool, 763
Lync Server components

installing, 143, 224
Mediation Server, installing, 450

Lync Server Control Panel (LCSP), 26, 203,
561-563

Lync Server databases
backing up, 362-363

RTC databases, 363-365
restoring, 370-371

Lync Server Deployment Wizard, 87
Lync Server lobby feature, 58
Lync Server Logging Tool, troubleshooting,

400-403
Lync Server Management Shell. See LSMS
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Lync Server role-based access control 
features, 26

Lync Server servers
backing up, 366-368
restoring, 374

Lync Server services, managing, 232
Lync Server Topology Builder, installing, 92-93.

See also Topology Builder
Lync Web App, 678

web conferencing, 56

M
mailbox policy objects, UM (unified messaging),

Exchange Server 2010, 531
mailboxes, UM (unified messaging), 547-548
main window shortcuts, 618
Maintenance Plan Wizard, 275
maintenance plans, creating for SQL 2008 R2,

274-277
malicious call trace, 75
managed service accounts, 310
management, planning for, 683-684
management agents, OpsMgr, 323
management and administration benefits

administration tools, 80-81
central management store, 80
RBAC (Role Based Access Control), 81
virtualization support, 81

Management Data Warehouse, SQL 2008 R2,
285-286

management groups, OpsMgr, 325
management packs

importing, in OpsMgr, 341-343
OpsMgr, 318-319
third-party management packs, OpsMgr, 328

management servers
capacity limits, 333
OpsMgr, 323

Management Shell, workflows (Response
Groups), 493-495

Management Shell, workflows (Response Groups) 783



management tasks
database import/export, 391-393
server draining, 391

management tools, Lync Server role-based
access control features, 26

manager improvements, clients, 44
managing

A/V Edge configuration, 148
communications, 70-71
contacts, Microsoft Communicator, 582-583
external access policies, 162
federation, in Edge Servers, 162-164
groups, Microsoft Communicator, 583-584
Lync Server services, 232
with OpsMgr, 326
public IM providers, in Edge Servers,

164-166
SQL 2008 R2, 271-272

checking and repairing database
integrity, 272

creating maintenance plans, 274-277
fragmentation, 272-273
shrinking data files, 273-274

users, Enterprise Voice, 462-464
MarkSourceVerifiableOnOutgoingMessages, 148
mayContain, Active Directory classes, 242-243
”Me” area, 42
Mean Opinion Score (MOS), 15
media, 427-428
Media Bypass, 474, 476, 754-755

Bypass IDs, 755-756
enabling, 757-758
enabling Edge Server features, 475
Enterprise Voice, 72
Mediation Server, 444
PBX (Private Branch Exchanges), 438
site configuration, 475

media gateway certification, Enterprise 
Voice, 76

media gateways, integration, 429-430
Media Quality Diagnostics, Monitoring Server

role, 190-193
Media Quality Summary Report, 192

Mediation Server, 443-444
bypassing, 34
Call Admission Control, 444-445
Enhanced 911, 445
Enterprise Voice, 444
gateway topologies, 34
installing, 446

certificates, assigning, 451
certificates, creating, 450-451
editing topology, 447-448
hardware requirements, 446
local configuration store, 449
Lync Server components, 450
Mediation Server pool, 447
operating system requirements, 447
publishing topology, 448-449
software requirements, 447
starting services, 451-452
updating and verifying configuration

store, 449-450
integrated, 37-38
Media Bypass, 444
remote survivability, 445
Response Groups, 445-446

Mediation Server pool, creating, 447
Mediation Server role, collocation, 71-72
Meditation Server, 29
medium-sized businesses, virtualization

(topologies), 651-652
meeting configuration, dial-in conferencing, 507

EnableAssignedConferenceType parameter,
507-508

meeting content control, 79
meeting join experiences, improved, 43
meetings

adding web conferencing, 612-614
joining, as guests (Silverlight), 620-621
web conferencing, sharing information in

meetings, 614
memory requirements

host server configuration, virtualization, 653
virtual machine server configuration, 655

Messenger 8, 579

management tasks784



methods, APIs (application programming
interfaces), 561

Microsoft Communicator, 575-576
audio calls, 586-587
contacts, managing, 582-583
features of, 580
groups, managing, 583-584
IM (Instant Messaging), 584-585

archiving conversations, 585
installing, 576-579

certificates, 579
integration

with Office, 594
with Outlook, 593-594

navigating, 580-581
configuring basic options, 581-582

troubleshooting, 596-597
tuning hardware for, 595

audio, 596
displays, 595

video calls, 587-588
web conferencing, 588

joining, 589-591
sharing information in meetings,

591-593
Microsoft Exchange, integration with, 22
Microsoft Exchange Server 2000 Instant

Messenger Service, 1-2
Microsoft Hyper-V management console, 641
Microsoft Lync Server, 9-11

Enterprise Edition, 19-20
Standard Edition, 17-19

Microsoft Lync Server Monitoring role, Topology
Builder, 179-182

Microsoft Office, integration with, 22
Microsoft SQL Server 2008 Reporting Services,

installing, 178-179
Microsoft System Center Operations Manager

(SCOM), 82
migration

Edge Server to Lync Server 2010, 411
configuring internal pools, 412-413
repointing DNS records, 413-414

How can we make this index more useful? Email us at indexes@samspublishing.com

Front End Server to Lync Server 2010,
414-415

automatic client upgrade, 417
decommission process, 418-419
migration process, 415-416

overview, 407-408
troubleshooting, 419-420

monitoring, 64-65
benefits, 82
fragmentation, SQL 2008 R2, 272-273
host and VMs, 647-648
OpsMgr. See OpsMgr
SQL 2008 R2, 278

Activity Monitor, 284-285
data collectors, 285-286
dynamic management views, 281-282
event logs, 279-282
Reliability and Performance Monitor,

282-284
WMI (Windows Management

Instrumentation), 278-279
Monitoring Server features, 27-28
Monitoring Server reports, deploying, 185-187
Monitoring Server role

best practices, 193-194
Call Reliability Diagnostics, 189-190
configuring, 183-185

deploying Monitoring Server reports,
185-187

QoE (Quality of Experience), 185
Dashboard, 187
installing, 178, 182-184
Media Quality Diagnostics, 190-193
overview, 177
Per-User Call Diagnostics, 188-189
registration, 187-189
system usage, 187
troubleshooting, 193

monitoringServerIdentity, 186
MOS (Mean Opinion Score), 15
moving branch users to new pools, 483
ms-Exch-UC-Voice-Mail-Settings, 242
msRTCIP-GlobalTopologySetting, 241

msRTCIP-GlobalTopologySetting 785



msRTCIP-GlobalTopologySettings, 241
msRTCSIP-AcpInfo, 242
msRTCSIP-ConnectionPoint-Generic, 241
msRTCSIP-DeploymentLocator, 242
msRTCSIP-GroupingID, 242
msRTCSIP-OwnerUm, 242
msRTCSIP-PrivateLine, 242
msRTCSIP-TargetUserPolicies, 242
msRTCSIP-TenantId, 241
msRTCSIP-UserPolicies, 241
multiple configuration groups, OpsMgr, 331
muting, 79

N
names, Edge internal certificate names, 170
NAT (Network Address Translation),

15, 700-701
Lync Server and, 288-289

navigating
clients, 601

configuring basic options, 602-603
groups, 605
managing contacts, 604
relationship view, 606
status view, 605

Microsoft Communicator, 580-581
configuring basic options, 581-582

network adapter binding order, Edge Server,
714-715

network adapter configuration, Edge Server,
711-712

Network Address Translation. See NAT
network-based firewalls, 288
network configuration, 468

Enterprise Voice, 751-753
network regions, 468
network sites, 468-469
network subnets, 470
virtual machine server configuration,

657-658
Network Connectivity icon, 609

network dependencies, 260
defining network sites, 262
DHCP, 261
segregating traffic, 262
switch configurations, 262

network infrastructure requirements, planning
for, 666-667

network intersite policies, Call Admission
Control, 474

network layer firewalls, 287-288
Network Load Balancing. See NLB
network region links, Call Admission

Control, 472-473
network region routes, Call Admission

Control, 473
network regions, 468
network sites, 468-469

defining network sites, 262
network subnets, 470
networking configuration, software

requirements (Edge Server), 140
networking requirements, host server

configuration (virtualization), 654
new features

archiving server features, 28
call management features, 35

Announcement Application, 37
call parking, 35-36
response groups, 36-37

Central Management Store, 27
clients, 42

client appearance, 42
conferencing attendant and 

scheduling, 44
enhanced contacts, 42
improved meeting join experience, 43
improved phone experience, 44-45
integration with Office and 

Windows 7, 43
manager/admin improvements, 44
”Me” area, 42
privacy relationships, 43
PSTN dial-in conferencing, 44
video, 44
whiteboarding and application 

sharing, 43

msRTCIP-GlobalTopologySettings786



conferencing
application-sharing features, 40
dial-in conferencing features, 39-40
web conferencing and A/V conferencing,

38-39
enterprise voice, 30

branch office and data center 
resiliency, 30

CAC (Call Admission Control), 32-33
Call Translation rules, 35
E911, 33-34
Mediation Server and gateway

topologies, 34
Mediation Server bypass, 34

Lync Server Management Shell, 26
Lync Server role-based access control

features, 26
Monitoring Server features, 27-28
OpsMgr, 317-318
Presence

display message waiting indicator, 38
display photos of contacts, 38
privacy controls, 38

server draining, 27
web-based management tools, 26

NLB (Network Load Balancing), 15
no perimeter network, Edge Server, 699
nondomain members, monitoring

considerations (OpsMgr), 334-335
non-Windows devices, OpsMgr (integrating),

327-328
normalization rules

dial-in conferencing, 500-501
site prefixes, 737-739
voice routing, 452, 453-454

O
objectives, identifying objectives to 

implement, 662
objects, APIs (application programming

interfaces), 561
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OCS (Office Communications Server), 3-4,
407-409

installing, 410-411
Office, integrating, 43

with clients, 617
with Microsoft Communicator, 594

Office Communications Server 2007, 2-3
Online Meeting Add-in for Lync 2010, 678
On-Net and Off-Net voice routing, 75-76
operating system firewalls, 290

configuring, Windows Server 200 Firewall
for Lync Server, 290-294

operating system requirements
Director role, 220
Edge Server, 139
host server configuration, virtualization, 655
Mediation Server, installing, 447
reverse proxy, 150-151
UM Web Services, 536-537
virtual machine server configuration, 658

operating system support, 41
operational data, processing with OpsMgr, 321
Operations Console, OpsMgr, 323

deploying agents, 343-344
operations database

capacity limits, 333
OpsMgr, 323

Operations Manager health reports, 346
OpsMgr, 318

Active Directory integration, 327
backup considerations, 330
capacity limits, defining, 333
communication ports, 336-337
components, 323-324
deploying, political or security-based

configuration groups, 332
deploying geographic-based configuration

groups, 331-332
deployment scenarios, 330-331
functionality, 318-320
generating alerts and responses, 321-322
hardware requirements, 329

OpsMgr 787



installing, 338-339
deploying OpsMgr agents, 343-344
importing management packs, 341-343
prerequisite checker, 339-341
SCOM dip stick health checks, 345-346

integrating non-Windows devices, 327-328
Lync Server 2010 management pack,

316-317
management groups, 325
managing and monitoring with, 326
monitoring nondomain member

considerations, 334-335
multiple configuration groups, 331
new features, 317-318
overview, 315-316
performance monitoring, 326-327
processing operational data, 321
reporting from, 326
role of agents, 325
securing, 335

agents, 335
firewalls, 336-337
outlining service account security, 337

sizing database, 332-333
software requirements, 329-330
storing captured data, 324-325
system redundancy, 334
third-party management packs, 328

Option 42, 261
Option 43, 261
Option 120, 261
OutgoingTLSCountForFederatedPartners, 148
outlining service account security, 337
Outlook

integrating with clients, 615-617
integration, with Microsoft Communicator,

593-594
Outlook Play on Phone, 525-526
Outlook Voice Access, UM (unified messaging),

Exchange Server 2010, 524-525
Outlook voicemail preview, 526
overriding web services FQDN overrides,

Director role, 228-229
OWA (Outlook Web Application), 552-553

P
packet filtering, 287-288
packet-switched networks, 68-69
panoramic mode, 71
PBX (Private Branch Exchanges), 9, 12-13, 16,

424-425, 540
analog devices, 440
caller ID controls, 439
hybrid PBX, 425
IP PBX,424
joining from, 79-80
media bypass, 438
Presence, 13
routing, 438-439
SBA (Survivable Branch Appliance),

439-440
software plug-ins, end-user scenarios, 437

Peer-to-Peer Activity Reliability Report, 192
Peer-to-Peer Activity Summary Report, 192
performance monitoring, OpsMgr, 319, 326-327
permissions, dial-in conferencing, 57
Per-User Call Diagnostics, 188-189
PIC (Public IM Connectivity), 11, 693-694

Access Edge role, 135-136
federation, 63-64

PIN policies, dial-in conferencing, 505-507
PINs (Personal Identification Number), 15

dial-in conferencing, 512-513
locking, 515
setting, 514-515
unlocking, 515-516
viewing, 514

PKI (public key infrastructure), 249
certificate types, 253-257
certificates, 249-250
installing certificate services, 250-253
Lync Server certificates, 257-261
roles, 249

placement
Directors, 216-217
of Edge Server, 694-696
reverse proxy, Edge Server, 724

OpsMgr788



Plain Old Telephone Service. See POTS
planning

for archiving, 678-679
requirements, 679-680
topology, 680-681

for clients and devices, 677-678
for conferencing, 675

defining requirements, 670-676
topology, 676-677

for IM, 672
internal users, 672-673
remote users, 673-675

for management, 683-684
for virtualization, 681-683

Planning Tool, Enterprise Voice, 763
plans, documenting, 685-686
Plantronics Blackwire 420, 629
Play on Phone, Outlook, 525-526
plug-ins, PBX software plug-ins, end-user

scenarios, 437
points of presence, multiple, 52
Policy CA, 249
political based configuration groups, OpsMgr

(deploying), 332
polls, web conferencing, 55
pools

adding Directors to, 231
Directors, 216
publishing, with multiple servers, 156-158

pop-up blocker, disabling (Safari), 589
port assignments, UM (unified messaging), 539
ports, firewalls, 289-290
postinstall configuration, UM (unified

messaging), 542
associating subscriber access 

numbers, 543
creating UM dial plans, 542-543
creating UM IP gateway, 543-544

POTS (Plain Old Telephone Service), 15
PowerShell, 127, 561-563

configuration tasks, Archiving Server role,
207-208

pre-authentication, reverse proxy (Edge Server),
725-726
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pre-call quality feedback, 76
prerequisite checker, installing OpsMgr,

339-341
prerequisites

dial-in conferencing, 499
installing Archiving Server front End role,

201-202
installing UM (unified messaging), 540
presence, 13, 47-48

application integration, 52-53
automated status updates, 51
enhanced presence, 48
extensible presence, 52
interruption management, 50-51
legacy phone, end-user scenarios, 437
location, 53
multiple points of, 52
new features

display message waiting indicator, 38
display photos of contacts, 38
privacy controls, 38

privacy relationships, 49-50
SharePoint, integration, 555
states, 48

presence enhancement, 71
presentation, web conferencing, 55
privacy controls, Presence, 38
privacy enhancements, 71
privacy relationships

clients, 43
presence, 49-50

Private Branch Exchanges. See PBX (Private
Branch Exchanges)

private keys, 170
private lines

client-side benefits, 76-77
Enterprise Voice, 61
managing users, 462-464

processing operational data, OpsMgr, 321
processor requirements

host server configuration, virtualization, 653
virtual machine server configuration,

virtualization, 655
programs, sharing (Silverlight), 623

programs, sharing (Silverlight) 789



proxy/reverse proxy servers, 288
PSTN (Public Switched Telephone Network), 15,

424
PSTN Conference Summary Report, 192
PSTN dial-in conferencing, 44, 58
PSTN usages

dial plans, 741
voice routing, 452, 457

Public IM Connectivity (PIC), 11
public IM providers, managing, in Edge 

Servers, 164-166
publicly routable perimeter networks, Edge

Server, 700-701
published ports, 229
publishing

changes, Enterprise Voice, 461-462
load balancers, 155-156
pools, with multiple servers, 156-158
single server pools, 155-156
topology

Director pools, 222-223
Edge pools, 142
Enterprise Edition, 113-114
Mediation Server, 448-449
Standard Edition, 100-101

Q
QoE (Quality of Experience), 16

Monitoring Server role, configuring, 185
QoS (Quality of Service), 16, 393

client configuration, 394-396
creating QoS policies, 394-395
Lync Phone Edition, 396
Windows XP QoS, 395-396

creating policies, 394-395
server configuration, 393-394

queues, 483, 485-487
quotation marks, LSMS (Lync Server

Management Shell), 384

R
RBAC (Role Based Access Control), 16, 81,

377, 385
creating new roles, 386-387
default roles, 385-386

RBAC (Role Based Access Control) groups,
forest preparation, 91

RCC (Remote Call Control), 16
readOnlyGroupName, 186
Real-Time Facsimile Transport (T.38), 539
Real Time Protocol. See RTP
Real-Time Transport Protocol (RTP), 427, 538
redirecting SSL bridging, 158
reducing fragmentation, SQL 2008 R2, 272-273
region links, 752
region routes, 752
regions, 751

dial-in conferencing, 501
relationship view, clients, 606
Reliability and Performance Monitor, SQL 2008

R2, 282-284
remote access, 62-63

Access Edge role, 134-135
Edge services, 692

Remote Call Control, 430-431. See also RCC
remote survivability, 480

adding survivable branch appliances to
Active Directory, 481-482

defining branch sites, 480
defining survivable branch appliances and

servers, 480-481
deploying survivable branch appliances,

482-483
deploying survivable branch servers, 483
Mediation Server, 445
moving branch users to new pools, 483

remote users, planning for IM, 673-675
repointing DNS records, Edge Server migration

to Lync Server 2010, 413-414
reporting, OpsMgr, 320, 326
reporting database, OpsMgr, 323
reports, Monitoring Server role, 192-193

proxy/reverse proxy servers790



reportServerSQLInstance, 186
requesting SSL certificates, 295-299
requirements

conferencing, 670-676
planning for, archiving, 679-680

Response Group Service, Office
Communications Server 2007 R2, 4

Response Group Service Usage Report, 192
Response Groups, 36-37, 483-484, 762-763

agent groups, 484-485
Enterprise Voice, 61
Mediation Server, 445-446
queues, 485-487
workflows, 487-489

audio files, 492-493
business hour collections, 490-491
holiday sets, 491-492
hunt group workflows, 489
interactive workflows, 490
Management Shell, 493-495

responses, OpsMgr, 321-322
restoring, 369-370

central management store, 372-373
Lync Server databases, 370-371
Lync Server servers, 374

reverse number lookups (RNL), 35
reverse proxy, 294

certificates, 719
configuring

Getting Started Wizard, 152-153
installing certificates, 153-154
listening for additional public 

names, 159
publishing pools with multiple servers,

156-158
publishing single serve pools or load

balancers, 155-156
redirecting SSL briding, 158
test and apply rules, 159-160
web listeners, 154-155

Director role, configuring, 230
Edge Server, 137-138, 149, 721-722

load balancing, 725
placement, 724
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pre-authentication, 725-726
SSL bridging, 723-724
SSL offloading, 723
SSL pass through, 722

installing, 149-150
Forefront Threat Management Gateway

2010 installation, 151-152
hardware requirements, 150
operating system requirements, 150-151
server roles and features, 151
software requirements, 151

ISA 2006 SPI, configuring, 294-304
sample topology considerations, 649-650
TMG, configuring, 304-308

rich presence, 3
rich reporting, 27-28
RNL (reverse number lookups), 35
ROI (return on investment), 177
Role Based Access Control. See RBAC
roles

creating in RBAC, 386-387
PKI (public key infrastructure), 249

Root CA, 249
Root CA server certificates, 347-350
root management server, OpsMgr, 323
route resilience, 741-743
routes

dial plans, 741-743
voice routing, 452, 455-456

routing
PBX (Private Branch Exchanges), 438-439
troubleshooting, Edge Server, 169

RTAudio codec, 427
RTC databases, backing up, 363-365
RTCComponentUniversalServices, 90, 245
RTCHSUniversalServices, 90, 245
RTCProxyUniversalServices, 90, 245
RTCUniversalGlobalReadOnlyGroup, 91, 245
RTCUniversalGlobalWriteGroup, 90, 245
RTCUniversalReadOnlyAdmins, 90, 245
RTCUniversalServerAdmins, 90, 245
RTCUniversalServerReadOnlyGroup, 91, 245
RTCUniversalUserAdmins, 90, 245

RTCUniversalUserAdmins 791



RTCUniversalUserReadOnlyGroup, 91, 245
RTP (Real Time Protocol), 16, 427, 538
rules, testing and applying, 159-160

S
Safari, pop-up blocker (disabling), 589
sample scenarios, Edge Server

scaled single site, 730-732
single Edge Server, 726-728

SAN (Subject Alternate Name) certificates, 253
SBA (Survivable Branch Appliance),

16, 40-41, 73
PBX (Private Branch Exchanges), 439-440

scaled single site, Edge Server, sample
scenarios, 730-729

scheduling clients, 44
schema extensions, Active Directory, 240-243
Schema Master role, 241
SCOM (Microsoft System Center Operations

Manager), 82, 279
SCOM dip stick health checks, OpsMgr, 345-346
scopes, Topology Builder, 389-390
searchable transcripts, 28
Secure Real-Time Transport Protocol 

(SRTP), 427
securing OpsMgr, 335

agents, 335
firewalls, 336-337
outlining service account security, 337

security-based configuration groups, OpsMgr,
deploying, 332

security groups (2010), Active Directory,
244-246

segregating traffic, network dependencies, 262
send/receive buffers, 658
server configuration, QoS (Quality of Service),

393-394
server draining, 27, 391
server features, archiving, 28
server licensing, 20-21
Server Performance Report, 192

server roles, installing, in Director role, 221
servers, defining survivable branch servers,

480-481
server-side APIs, UCMA, 560
service account security, outlining, 337
service accounts, 308

configuring, with least privilege, 309-310
managed service accounts, 310

Service Level Agreements (SLAs), 317
services

Edge Server, troubleshooting, 173-174
Mediation Server, starting, 451-452
troubleshooting, 400

Session Initiation Protocol (SIP), 12, 538
Session Traversal Utilities for NAT (STUN), 700
Set-CSAccessEdgeConfiguration, 147-148
SharePoint

integration, 554
presence, 555
simplifying tasks, 554-555
skills search, 555-556

integration with, 22
sharing

information in meetings
Microsoft Communicator, 591-593
web conferencing, 614

programs, Silverlight, 623
shortcuts

conversion window shortcuts, 618
global hotkeys, 617
main window shortcuts, 618

shrinking data files, SQL 2008 R2, 273-274
signaling, 426
Silverlight, 618-619

access options, 620-621
effective uses of, 623-624
functions, 620-623

SIMPLE (SIP for Instant Messaging and
Presence Leveraging Extensions), 16

simplifying tasks, SharePoint, 554-555
single Edge Server, 726-728
single server pools, publishing, 155-156
single subject alternative name certificates,

720-721

RTCUniversalUserReadOnlyGroup792



SIP (Session Initiation Protocol), 12, 16, 538
SIP for Instant Messaging and Presence

Leveraging Extensions. See SIMPLE
SIP provider trunking, 432-433
SIP trunking

Enhanced 911, 760
Enterprise Voice, 62
Office Communications Server 2007 R24, 4

site configuration, Media Bypass, 475
site link, 752
site policies, Archiving Server role, 205-206
site prefixes

dial plans, 736-739
normalization rules, 737-739

site survivability, Enterprise Voice, 73-74
sites, network configuration, 751
sizing

capacity planning, 669-670
OpsMgr database, 332-333

skills search, SharePoint integration, 555-556
SLAs (Service Level Agreements), 317
small businesses, virtualization (topologies),

650-651
Snooper tool, 401-402
software, planning infrastructure, 665-666
software-powered communication, UC (Unified

Communications), 68
software recommendations

host server configuration, virtualization, 655
virtual machine server configuration, 658

software requirements
Director role, 220
Edge Server, 139

networking configuration, 140
Mediation Server, installing, 447
OpsMgr, 329-330
reverse proxy, 151

speakerphones, UC endpoints, 630
SQL 2008 R2

backing up through SQL Server
Management Studio, 269-271

backing up through Windows Server 2008,
267-268

installing, 263-266

How can we make this index more useful? Email us at indexes@samspublishing.com

managing, 271-272
checking and repairing database

integrity, 272
creating maintenance plans, 274-277
fragmentation, 272-273
shrinking data files, 273-274

monitoring, 278
Activity Monitor, 284-285
data collectors, 285-286
dynamic management views, 281-282
event logs, 279-282
Reliability and Performance Monitor,

282-284
WMI (Windows Management

Instrumentation), 278-279
SQL Server Log File Viewer, 280-281
SQL Server Management Studio, backing up

SQL through, 269-271
SQLServer 2008 R2 Management Studio,

shrinking data files, 273-274
SRTP (Secure Real-Time Transport 

Protocol), 427
SRV records, Director role, configuring, 227-228
SSL bridging

redirecting, 158
reverse proxy, Edge Server, 723-724

SSL certificates, configuring, 295-299
SSL offloading, reverse proxy

(Edge Server), 723
SSL pass through, reverse proxy 

(Edge Server), 722
standalone IP phones, UC endpoints, 628
Standard Edition, 92

versus Enterprise Edition, Directors,
217-218

installing, 93-94
Front End role, 101-106
publishing topology, 100-101
Topology Builder, 94-99

Microsoft Lync Server, 17-19
Start Services, Director role, 226
start services, Edge Server, 145
starting web conferencing, 611
state-based monitors, OpsMgr, 319

state-based monitors, OpsMgr 793



states, presence, 48
static routes, adding to Edge Server, 713-714
status view, clients, 605
storedPassword, 186
storedUserName, 186
storing captured data in OpsMgr, 324-325
straddling internal firewalls, 699-700
strong host model, Edge Server, 715-717
STUN (Session Traversal Utilities for NAT), 700
Subject Alternate Name (SAN) certificates, 253
subnets, 751
subscriber access, UM (unified messaging),

Exchange Server 2010, 524
support policies for virtualization, 642-644
supported IP/VoIP hardware, UM (unified

messaging), 537-538
Survivable Branch Appliance. See SBA
survivable branch appliances

defining, 480-481
deploying, 482-483

survivable branch servers, deploying, 483
switch configurations, network dependencies,

262
synthetic device drivers, virtualization, 657
synthetic transactions

Lync Server 2010 management pack,
356-359

troubleshooting, 398-399
System Center Operations Manager

(SCOM), 279
system redundancy, OpsMgr, 334
system usage, Monitoring Server role, 187

T
Tab key, LSMS (Lync Server Management 

Shell), 384
TCP (Transmission Control Protocol), 16
team call

Enterprise Voice, 60
Office Communications Server 2007 R2, 3

telephony
installing, UM (unified messaging), 540-541
integrating, Exchange Server 2010 UM,

522-523
media, 427-428
PBX (Private Branch Exchanges), 424-425
PSTN (Public Switched Telephone 

Network), 424
signaling, 426
VoIP (Voice over IP), 426-427

Telnet
Edge Server, troubleshooting, 173
troubleshooting, 399

test cases, voice routing, 460-461
Test-CSRegistration, 399
testing

dial-in conferencing, 510-511
rules, 159-160
UM server connectivity, 550
UM server operations, 549
UM servers

with external phones, 551
with internal phones, 550-551

testing functionality, UM (unified messaging),
548-551

third-party management packs, OpsMgr, 328
Threat Management Gateway, listening for

additional public names, 159
three-legged firewalls, Edge Server, 698
time, troubleshooting, 399-400
TMG (Threat Management Gateway),

configuring, 304-308
web publishing rules, 304-308

toll bypass, 13-14
Toolbox, UCMA, 567-569
Top Failures Report, 192
topology

Director role, topology status, 231-232
editing

in Director pools, 222-223
Edge pools, 140
Mediation Server, 447-448

exporting, Edge Server, 142-143
planning for, archiving, 680-681

states, presence794



planning for conferencing, 676-677
publishing, 100-101

in Director pools, 222-223
Edge pools, 142
Enterprise Edition, 113-114
Mediation Server, 448-449

virtualization, 644
Enterprise Edition example, 645-648
medium-sized businesses, 651-652
sample topology considerations,

648-650
small businesses, 650-651
Standard Edition example, 644-645

Topology Builder
Archiving Server role, installing, 197-200
deployment, 387-389
installing, Enterprise Edition, 107-111
Microsoft Lync Server Monitoring role,

179-182
scopes, 389-390
Standard Edition, installing, 94-99

topology changes, 29-30
AV Conferencing Server roles, 29
Communications Server Sites, 28-29

traffic, segregating, 262
translation rules, voice routing, 452, 459
Transmission Control Protocol. See TCP
Traversal using Relay NAT (TURN), 700
troubleshooting

Archiving Server role, 209-210
backup processes, 374-375
certificates, 396-397
clients, 624-625
DNS records, 397-398
Edge Server, 169

A/V Authentication certificate 
names, 171

certificates, 169-171
DNS records, 171-172
firewall ports, 169
logs, 172-173
Lync Server Management Shell, 173
routing, 169
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services, 173-174
Telnet, 173
Web Conferencing Edge Server

certificate, 171
logs, 398
LSMS (Lync Server Management Shell), 398
Lync Server Logging Tool, 400-403
Microsoft Communicator, 596-597
migration, 419-420
Monitoring Server role, 193
services, 400
synthetic transactions, 398-399
Telnet, 399
time, 399-400

trunk configuration, voice routing, 452, 457-458
trunks, dial plans, 742-744
TSQL scripts, backing up RTC databases,

363-365
tuning hardware for Communicator client, 595

audio, 596
displays, 595

TURN (Transversal using Relay NAT), 700

U
UC (Unified Communications), 47

history of, 68
LANS and packet-switched networks,

68-69
VoIP (Voice over IP), 69

overview, 67
software-powered communication, 68

UC endpoints, 627
conferencing devices, 632
headsets, 629-630
speakerphones, 630
standalone IP phones, 628
USB handsets, 631
webcams, 631

UCClient object, 561

UCClient object 795



UCMA, 560
components, 564-567

Error Condition components, 570-571
Toolbox, 567-569

installing, 564-565
UCMA Workflow, 565-566
UDP (User Datagram Protocol), 17
UIAutomation object, 561
UM (unified messaging)

associating UM server with dial plans, 545
auto attendant, creating, 545-546
data storage, 551-552
enabling mailboxes, 547-548
Exchange Server 2010, 521

auto attendant objects, 531-532
components, 527-531
mailbox policy objects, 531
Outlook Play on Phone, 525-526
Outlook Voice Access, 524-525
Outlook voicemail preview, 526
port assignments, 539
protocols, 538-539
single inbox, 523-524
supported IP/VoIP hardware, 537-538
telephony integration, 522-523
Unified Messaging server objects,

533-534
hunt groups, creating, 546-547
installing, 539-540

prerequisites, 540
telephony prerequisites, 540-541
Unified Messaging role, 541

postinstall configuration, 542
associating subscriber access 

numbers, 543
creating UM dial plans, 542-543
creating UM IP gateway, 543-544

testing functionality, 548-551
UM IP gateway, creating, 543-544
UM IP gateway objects, UM (unified messaging),

Exchange Server 2010, 529-530
UM Web Services, 534-535

audio codecs and voice message sizes,
535-536

operating system requirements, 536-537

unassigned numbers, 464, 466-467
announcement files, 467-468

Unified Communications (UC), 47
unified messaging. See UM (unified messaging)
Unified Messaging role, installing, 541
Unified Messaging server objects, Exchange

Server 2010, 533-534
unified messaging users, Exchange Server

2010, 534
Uniform Resource Identifier. See URI
unlocking PINs, dial-in conferencing, 515-516
updating configuration stores, 224

Mediation Server, 449-450
URIs (Uniform Resource Identifiers), 16

assigning, 734
URLs, configuring simple URLs, Enterprise

Edition, 111-112
USB handsets, UC endpoints, 631
USB headsets, 629-630
UseDefaultRouting, 147
User Activity Report, 192
User Datagram Protocol. See UDP
user policies, Archiving Server role, 205-206
User Registration Report, 179
users

dial-in conferencing
enabling, 511-512
PINs, 512-513

unified messaging users, 534

V
validating addresses, Enhanced 911, 478
vCenter, 642
vendors, virtualization, 640-641
verifying

access, ISA 2006 SPI, 304
central discovery scripts, Lync Server 2010

management pack, 354-355
configuration stores, 224
synthetic transactions, 356-359

video, improvements, 44

UCMA796



video calls, 609-610
Microsoft Communicator, 587-588

viewing
certificates, 258-259
PINs, 514

Virtual Machine Manager, virtualization, 642
virtual machine server configuration,

virtualization, 655
disk requirements, 656-657
memory requirements, 655
networking requirements, 657-658
operating system requirements, 658
processor requirements, 655
software recommendations, 658

Virtual Private Network. See VPN
virtualization, 637

advanced features, 641-642
application, 659
benefits of, 639-640
defined, 638
host server configuration, 652-653

disk requirements, 654
memory requirements, 653
networking requirements, 654
operating system requirements, 655
processor requirements, 653
software recommendations, 655

hypervisor types, 638-639
infrastructure, 658-659
Lync support guidelines, 642-644
planning for, 681-683
topologies, 644

Enterprise Edition example, 645-648
medium-sized businesses, 651-652
sample topology considerations,

648-650
small businesses, 650-651
Standard Edition example, 644-645

vendors, 640-641
virtual machine server configuration, 655

disk requirements, 656-657
memory requirements, 655
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networking requirements, 657-658
operating system requirements, 658
processor requirements, 655
software recommendations, 658

virtualization support, management and
administration benefits, 81

visual conference calls, 79
VLAN ID, 261
vMotion, 642
VMQ (Virtual Machine Queue), 657-658
VMs (virtual machines), Enterprise Edition

example, 645-648
voice configurations, exporting and importing,

459-460
voice message sizes, UM Web Services,

535-536
Voice over IP. See VoIP
voice policies, 452, 454-455, 740-741

managing users, 462-464
Voice Policy, configuring, 123-124
voice port planning figures, 745
voice resilience, 746

branch site survivability, 748-751
datacenter survivability, 746-748

voice routing, 452, 739-740
dial plans, 452-453
exporting and importing voice

configurations, 459-460
normalization rules, 453-454
PSTN usages, 457
routes, 455-456
test cases, 460-461
translation rules, 459
trunk configuration, 457-458
voice policies, 454-455, 740-741

voicemail preview, Outlook, 526
VoIP (Voice over IP), 69, 426-427

toll bypass, 13-14
Volume Licensing, 21
VPN (Virtual Private Network), 17

VPN (Virtual Private Network) 797



W
WAN outages, SBA (Survivable Branch

Appliance), 40-41
web-based management tools, 26
web conferencing, 55-56, 610-611

adding to meetings, 612-614
benefits of collaboration, 78
Microsoft Communicator, 588

joining, 589-591
sharing information in meetings,

591-593
new features, 38-39
sharing information in meetings, 614
starting, 611

Web Conferencing Edge, certificates, 718
Web Conferencing Edge Server, 136

firewall rules, 702
Web Conferencing Edge Server certificate,

names, 171
Web Console, OpsMgr, 323
web farm FQDN, configuring, 295
web listeners, creating, 154-155
web publishing rules

configuring, 298-302
TMG (Threat Management Gateway),

304-308
web services

Directors, 218
response groups, 37

web services FQDN, Director role, 228-229
web services ports, Director role, 229-230
webcams, UC endpoints, 631
WebServicesExternal certificate, 227
WebServicesInternal certificate, 227
whiteboarding, clients, 43
whiteboards, web conferencing, 55, 614-615
wildcard certificates, 171

Edge Server, 721
Windows 7, integration, 43
Windows Operating System management 

pack, 317
Windows Server 2008, backing up, SQL 2008

R2, 267-268

Windows Server 2008 Firewall, configuring,
290-294

Windows Server 2008 R2, installing and
configuring on DNS, 246-248

Windows Server Backup, 267
Windows Server Backup console, 368
Windows XP QoS, 395-396
wizards

Backup Wizard, 271
Certificate Wizard, 225, 257, 450
Deployment Wizard, 240
Discovery Wizard, 343
Getting Started Wizard, 152-153
Lync Server Deployment Wizard, 87
Maintenace Plan Wizard, 275

WMI (Windows Management Instrumentation),
278-279

WMI Provider for Configuration 
Management, 279

WMI Query Language (WQL), 279
workflows, 483

Response Groups, 487-489
audio files, 492-493
business hour collections, 490-491
holiday sets, 491-492
hunt group workflows, 489
interactive workflows, 490
Management Shell, 493-495

WQL (WMI Query Language), 279

X–Z
X.509 certificates, 346
XML (Extensible Markup Language), 15
XML files, contact lists

exporting, 392
importing, 392

XMPP (Extensible Messaging Presence
Protocol), 15

WAN outages, SBA (Survivable Branch Appliance)798
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