
Index

Symbols

` (backtick), 49-50

{ } (braces), 42

& call operator, 28, 53, 232

. (dot) call operator, 153

:: (double colon), 62

$ prefix, 41

./ prefix

opening files, 29

running scripts, 91

.\ prefix

opening files, 29

running scripts, 91

[ ] (square brackets), 60-61

A
abstraction layers (ADSI), 206

Access Control Entry (ACE), 134-135

access rules, building, 131

accessing

drives, 74-77, 126

file information, 127

folder information, 126-127

PowerShell, 21-22

ACE (Access Control Entry), 134-135
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Active Directory Services Interfaces. See ADSI

ActiveX Data Objects (ADO), 207

Add-ACE function, 134-135

Add-Member cmdlet, 71

Add-PSSnapin cmdlet, 264

ADM (Group Policy Administrative 
Template), 89-91

administrator passwords, changing,
246-256, 258

ADO (ActiveX Data Objects), 207

ADSI (Active Directory Services 
Interfaces), 205-206

group membership scripts, 212-232

objects

creating, 210-211

retrieving object information, 209-210

in PowerShell, 208

in WSH, 207-208

[ADSI] type accelerator, 208

aliases, 45

cmdlets for, 47-48

creating, 10

Definition property, 40

naming standards and, 114

persistent aliases, 48-49

All Users host-specific profile, 84-85

All Users profile, 84

AllSigned execution policy, 86, 118

ampersand (&) call operator, 28, 53, 232

applications

Definition property, 39

shells versus, 7

arguments, 23

assemblies, loading, 241

auto-completion, 24-26

B
backtick (`), 49-50

Bash shell, 15

best practices

script design, 110-117

script development, 107-110

script security, 117-118

standardization, 118-120

blocked information, viewing, 71

Bourne Again Shell (Bash), 15

Bourne shell, 14

braces ({ }), 42

built-in variables, 42-45

C
C shell, 14

CA (certificate authority), 86

defined, 94

signed certificates, obtaining from, 97-99

calling PowerShell from other shells, 30-32

certificate authority. See CA

certificate store

defined, 100

Trusted Publishers certificate 
store, 103-105

Trusted Root Certificate Authorities 
certificate store, 103

Untrusted Certificates certificate store, 105

certificates. See digital certificates

chaining commands, 9

ChangeLocalAdminPassword.ps1 
script, 246-258

classes, static, 62

Active Directory Services Interfaces296
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Clear-Inherit function, 133, 154

Clear-SD function, 133-134

CLI (command-line interface), 22-24

command types

cmdlets, 26

native commands, 29-30

script commands, 28-29

shell function commands, 26-28

GUI shells versus, 8

navigating, 24-26

shells as, 7

cmdlets. See also names of specific cmdlets

aliases, 45-49

common parameters, 34-35

defined, 26

help information for, 33-34

listing, 38-40

naming conventions, 33

ubiquitous parameters, error 
handling, 80-81

code signing, 86

best practices, 117

defined, 94-95

digital certificates

CA signed certificates, obtaining, 97-99

importing, 99-100

obtaining, 95-96

self-signed certificates, creating, 96-97

digital signatures, verifying, 101-102

importance of, 93

PowerShell scripts, 100-101

trust, establishing, 102-105

command chaining, 9

command shortcuts. See aliases

command-line interface. See CLI
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commands

formats of, 23

storing in scripts, 53-56

types of

cmdlets, 26

native commands, 29-30

script commands, 28-29

shell function commands, 26-28

comments, 111

common parameters, list of, 34-35

compression function, 94

configuration information

hard-coding, 111

location of, 110-111

variables in, 112

configuring PowerShell console, 170

Confirm parameter, 115-117

confirmation, prompts for, 251

connections

remote PowerShell connections, 91

WMI connection methods, 183-184

console files for persistent snap-ins, 265

converting VBScript to PowerShell

file system management, 136-154

group membership scripts, 212-232

Registry management, 161-181

virtual machine monitoring, 191-202

Copy-Item cmdlet, 152

CreateRegKey function (VBScript), 165-166

CreateRegValue function (VBScript), 166-167

cryptography, public key, 94

current user’s host-specific profile, 85

current user’s profile, 85

custom object types, creating, 71

custom object types, creating 297
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D
data store providers, 72-74

drives, accessing, 74-77

drives, mounting, 77-78

data types, ETS (Extended Type System), 70-72

databases, mailbox databases

size of, determining, 266-275

whitespace, determining, 275-285

DCL (Digital Command Language), 15

defining variables, 41-42

Definition property

for aliases, 40

for applications, 39

for functions, 40

for scripts, 40

DeleteRegKey function (VBScript), 168

DeleteRegValue function (VBScript), 168-169

delimiters, 58

deploying PSShell.ps1 script, 245-246

designing scripts. See script design

-detailed parameter (Get-Help cmdlet), 38

development life cycle model, 108-109

Dictionary object, 214

digital certificates

CA signed certificates, obtaining, 97-99

defined, 94

importing, 99-100

obtaining, 95-96

self-signed certificates, creating, 96-97

Digital Command Language (DCL), 15

digital signatures. See also code signing

defined, 94

verifying, 101-102

dir command, 23

directories

disk usage, determining, 10-14

listing, 8-10

disk usage of directories, determining, 10-14

distribution of signed code, 102-105

documentation for PowerShell, 91

dollar sign ($) prefix, 41

DOSShell, 15-16

dot (.) call operator, 153

dot sourcing

script files, 169

scripts, 52

double colon (::), 62

downloading

.NET Framework 2.0, 19

PowerShell, 20

Drive object, 126

drives

accessing, 74-77, 126

defined, 74

mounting, 77-78

E
EMC (Exchange Management Console), 262

EMS (Exchange Management Shell),
261-262, 265-266

enterprise code, establishing trust, 105

error handling

with ErrorAction and ErrorVariable 
parameters, 80-81

throw keyword, 83-84

trapping errors, 81-83

$Error variable, 78-79

ErrorAction parameter, 80-81

ErrorRecord object, 78-80

data store providers298
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errors

$Error variable, 78-79

ErrorRecord properties, 79-80

nonterminating errors, 78

handling, 80-81

trapping, 81-83

terminating errors, 78

throw keyword, 83-84

trapping, 81-83

ErrorVariable parameter, 80-81

escape sequences, 49-50

ETS (Extended Type System), 70-72

Event ID 1221 messages (Exchange 
2007), 275-285

Exchange 2007

scripts

GetDatabaseSizeReport.ps1, 266-275

GetEvent1221Info.ps1, 275-285

ProvisionExchangeUsers.ps1, 285-291

task automation, 261-262

Exchange Management Console (EMC), 262

Exchange Management Shell (EMS),
261-262, 265-266

ExecuteGlobal statement (VBScript), 162

execution policies

AllSigned, 86

AllSigned setting, 118

RemoteSigned, 87-88

RemoteSigned setting, 118

Restricted, 86

setting, 88-91

Unrestricted, 88

Unrestricted setting, 93, 118

explicit scope indicators, 51

explicitly defined permissions, 154

Export-Alias cmdlet, 48

Export-Console cmdlet, 265
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Export-CSV cmdlet, 232

Export-DataTable function, 269-270,
275, 279, 285

expressions, 40-41

Extended Type System (ETS), 70-72

extending object types, 71

F
File object, 127

file system management. See also permissions
management

VBScript, converting to PowerShell

ProvisionWebFolders.ps1 script, 146-154

ProvisionWebFolders.wsf script, 136-143

WSH versus PowerShell, 125-127

files, accessing information, 127

FileSystem provider, 126

FileSystemObject object, 125

fingerprint, 94

Folder object, 126

folders, accessing information, 126-127

Format-List cmdlet, 210

Format-Table cmdlet, 275

FormatNumber function, 194

FSO object model, 125

Drive object, 126

File object, 127

FileSystemObject object, 125

Folder object, 126

-full parameter (Get-Help cmdlet), 38

functions. See also specific functions

defined, 26-28

Definition property, 40

for permissions management, 132-135

in SubInACL utility, 128

functions 299
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G
Get-ACL cmdlet, 131

Get-ADObject function, 227, 230, 254, 290

Get-Alias cmdlet, 45

Get-AuthenticodeSignature cmdlet, 101-102

Get-ChildItem cmdlet, 75

Get-Command cmdlet, 34, 38-40

Get-Content cmdlet, 77

Get-CurrentDomain function, 227-229,
254, 290

Get-ExecutionPolicy cmdlet, 88

Get-Help cmdlet, 35-38

Get-Item cmdlet, 126

Get-ItemProperty cmdlet, 75, 159

Get-MailboxDatabase cmdlet, 274

Get-MailboxServer cmdlet, 273, 283

Get-Member cmdlet, 62-71

get-process cmdlet, 23-24

Get-PSDrive cmdlet, 74, 126

Get-PSProvider cmdlet, 73

Get-PSSnapin cmdlet, 263-264

Get-RegValue function, 171-172, 178

Get-RemoteEventLog function, 279, 284

Get-ScriptHeader function, 224-229, 254,
272, 282, 290

Get-WmiObject cmdlet, 185-187

GetDatabaseSizeReport.ps1 script, 266-275

GetEvent1221Info.ps1 script, 275-285

global scope, 50-51

GPO (Group Policy Object)

setting execution policies, 89-91

for shell replacement, 237-238

graphical user interface shells. See GUI shells

group membership scripts, converting VBScript
to PowerShell

IsGroupMember.ps1 script, 222-232

IsGroupMember.wsf script, 212-220

Group Policy Administrative Template 
(ADM), 89-91

Group Policy Object (GPO)

setting execution policies, 89-91

for shell replacement, 237-238

GUI shells, 7

CLI shells versus, 8

Windows as, 15

H
handling errors. See error handling

hard-coding configuration information, 111

help information

for cmdlets, 33-34

Get-Help cmdlet, 35-38

hiding PowerShell console, 239-240

history

of PowerShell, 16-17

of shells, 14-17

hosting applications, 84

I
ICMP pings, 196

implicitly defined permissions, 154

Import-Alias cmdlet, 48

Import-Csv cmdlet, 151

importing digital certificates, 99-100

including script files in VBScript, 162-163

installing PowerShell, 19-21

instances of .NET objects, creating, 60

instructions including with scripts, 112

interface. See CLI

Get-ACL cmdlet300
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interrogating objects, 62-70

IsGroupMember.ps1 script, 222-232

IsGroupMember.wsf script, 212-220

J-K
Join-Path cmdlet, 152

keyboard editing features, 24

kiosk shells

overview, 8

PSShell.ps1 script, 235-236

deploying, 245-246

desktop generation with Windows 
Forms, 240-245

PSShell.exe, 239-240

Windows Shell Replacement, 236-238

Korn shell, 15

L
language references for PowerShell, 91

launching PowerShell, 21-22

least privileges, principle of, 118

LibraryRegistry.ps1 script, 169-181

LibraryRegistry.vbs script, 162-169

listing

cmdlets, 38-40

directories, 8-10

loading

assemblies, 241

EMS snap-in, 265-266

snap-ins, 264

local administrator password,
changing, 246-258

local scope, 51
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M
mailbox databases

size of, determining, 266-275

whitespace, determining, 275-285

makecert utility, 96-97

ManagementClass class, 189

ManagementObject class, 189

ManagementObjectSearcher class, 190

message digest, 94

methods

defined, 25

static methods, 62

moniker strings, 183

monitoring virtual machines

MonitorMSVS.ps1 script, 197-202

MonitorMSVS.wsf script, 191-197

MonitorMSVS.ps1 script, 197-202

MonitorMSVS.wsf script, 191-197

mounting drives, 77-78

N
naming conventions, 114

cmdlets, 33

variables, 41-42

native commands, 29-30

navigating CLI, 24-26

.NET Framework

downloading, 19

instances of objects, creating, 60

references in square brackets, 60-61

reflection, 62-70

static classes/methods, 62

networking equipment, shells in, 8

New-Alias cmdlet, 48

New-Alias cmdlet 301
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New-Mailbox cmdlet, 291

New-Object cmdlet, 60, 241, 254

New-PromptYesNo function, 250-252

New-PSDrive cmdlet, 77

New-RandomPassword function, 250, 255

nonterminating errors, 78

handling, 80-81

trapping, 81-83

O
object information, retrieving with 

ADSI, 209-210

object-based environment

ETS (Extended Type System), 70-72

pipeline in, 59-60

text-based environment versus, 57-58

objects, creating with ADSI, 210-211

one-way hash, 94

opening files, 29

Out-File cmdlet, 254, 272, 282, 290

P
parameters

common parameters, list of, 34-35

defined, 23

determining, 33-34

ubiquitous parameters, error 
handling, 80-81

validity checking on, 113

passwords, local administrator 
password, 246-258

permissions management

VBScript, converting to PowerShell

ProvisionWebFolders.ps1 script, 146-154

ProvisionWebFolders.wsf script, 136-143

WSH versus PowerShell, 128-135

persistent aliases, 48-49

persistent snap-ins, 265

Ping function, 196

pipeline. See also command chaining

defined, 8

in object-based environment, 59-60

in text-based environment, 58-59

PKI (public key infrastructure), 95-96

PowerShell

ADSI in, 208

calling from other shells, 30, 32

console, hiding, 239-240

converting VBScript

file system management, 136-154

group membership scripts, 212-232

Registry management, 161-181

virtual machine monitoring, 191-202

downloading, 20

file system management, 125-127

history of, 16-17

installing, 19-21

language references, 91

launching, 21-22

permissions management, 128-135

Registry management, 157-161

scripts

signing, 100-101

trust, establishing, 102-105

system requirements, 19

WMI in

Get-WmiObject cmdlet, 185-187

type accelerators, 187-190

New-Mailbox cmdlet302
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preference settings, 44-45, 90

private scope, 52-53

production environment, avoiding script 
development in, 109

professional standards for scripts, 110

profiles

All Users host-specific profile, 84-85

All Users profile, 84

configuring PowerShell console, 170

current user’s host-specific profile, 85

current user’s profile, 85

defined, 84

for persistent snap-ins, 265

projects, scripts as, 108

prompts for confirmation, 251

properties

defined, 25

ErrorRecord object, 79-80

providers, 72-74

ADSI, 205

drives

accessing, 74-77

mounting, 77-78

ProvisionExchangeUsers.ps1 script, 285-291

provisioning user accounts (Exchange 
2007), 285-291

ProvisionWebFolders.ps1 script, 146-154

ProvisionWebFolders.wsf script, 136-143

.ps1 extension, 53

PSBase, 71

pseudocode, 109

PSObject, 70-72

PSShell.exe, 239-240

PSShell.ps1 script, 235-236

deploying, 245-246

desktop generation with Windows 
Forms, 240-245
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PSShell.exe, 239-240

Windows Shell Replacement, 236-238

public code, establishing trust, 105

public key cryptography, 94

public key infrastructure (PKI), 95-96

PVK Digital Certificate Files Importer, 99-100

R
Read-Host cmdlet, 255, 291

readability, 114

ReadRegValue function (VBScript), 163-165

references, .NET Framework, 60-61

reflection, 62, 64-70

RegDelete method (WSH), 161

registering snap-ins, 263

Registry management

shell replacement, 237

VBScript, converting to PowerShell, 161

LibraryRegistry.ps1 script, 169-181

LibraryRegistry.vbs script, 162-169

WSH versus PowerShell, 157-161

Registry provider, 158

RegRead method (WSH), 159

RegWrite method (WSH), 160

remote PowerShell connections, 91

RemoteSigned execution policy, 54, 87-88, 118

Remove-ACE function, 135

Remove-ItemProperty cmdlet, 161

Remove-PSDrive cmdlet, 78

Remove-RegKey function, 175-176, 181

Remove-RegValue function, 176-177, 180

replacing Windows Explorer, 236-238

required parameters, validity checking on, 113

requirements, gathering, 109

requirements, gathering 303
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Restricted execution policy, 86

retrieving object information with 
ADSI, 209-210

reusability, 114

rights, principle of least privileges, 118

running scripts, 54, 91

runspaces, 242-243

S
scope

defined, 50

global scope, 50-51

local scope, 51

private scope, 52-53

script scope, 51-52

trapping errors, 83

script commands, 28-29

script files

dot sourcing, 169

including in VBScript, 162-163

scripts

ChangeLocalAdminPassword.ps1, 246-258

creating, 53-56

Definition property, 40

design, 110-117

development, 107-110

dot sourcing, 52

for Exchange 2007

GetDatabaseSizeReport.ps1, 266-275

GetEvent1221Info.ps1, 275-285

ProvisionExchangeUsers.ps1, 285-291

including instructions with, 112

professional standards for, 110

as projects, 108

PSShell.ps1, 235-236

deploying, 245-246

desktop generation with Windows 
Forms, 240-245

PSShell.exe, 239-240

Windows Shell Replacement, 236-238

purpose of, 14

running, 54, 91

script files

dot sourcing, 169

including in VBScript, 162-163

scope, 51-52

security. See security

software development versus, 107

testing, 110

SDDL (Security Descriptor Definition 
Language), 134

secure kiosk shells, PSShell.ps1 script, 235-236

deploying, 245-246

desktop generation with Windows 
Forms, 240-245

PSShell.exe, 239-240

Windows Shell Replacement, 236-238

security

best practices, 117-118

code signing. See code signing

execution policies

AllSigned, 86

RemoteSigned, 87-88

Restricted, 86

setting, 88-91

Unrestricted, 88

remote PowerShell connections, 91

scripts, running, 91

WSH, 85

Security Descriptor Definition Language 
(SDDL), 134

Restricted execution policy304
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Security Descriptor String Format, 134

selecting development life cycle 
model, 108-109

self-signed certificates, creating, 96-97

Set-ACL cmdlet, 131

Set-Alias cmdlet, 48

Set-Aliases cmdlet, 48

Set-AuthenticodeSignature cmdlet, 100-101

Set-ChoiceMessage function, 250-252

Set-ExecutionPolicy cmdlet, 88

Set-ItemProperty cmdlet, 160

Set-Location cmdlet, 74

Set-Owner function, 133, 152-153

Set-RegKey function, 173

Set-RegValue function, 173-175

shell function commands, 26-28. See 
also functions

shell replacement, 236-238

shell scripting

purpose of, 14

usage example, 10-14

shells

applications versus, 7

calling PowerShell from, 30-32

defined, 7-8

history of, 14-17

usage example, 8-10

Show-ScriptUsage function, 224-228

signature blocks, 101

signatures. See digital signatures

signing code. See code signing

size of mailbox databases,
determining, 266-275

snap-ins

confirming availability of, 264

defined, 262

EMS snap-in, loading, 265-266
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loading, 264

persistent snap-ins, 265

registering, 263

verifying, 263

software development, scripting versus, 107

square brackets ([ ]), 60-61

standardization, 118-120

static classes, 62

static methods, 62

status information, providing, 115

StdRegProv class (WMI), 163

storing

commands in scripts, 53-56

expressions in variables, 41

SubInACL utility, 128, 141-142

system requirements of PowerShell, 19

T
terminating errors, 78

throw keyword, 83-84

trapping, 81-83

Test-Path cmdlet, 150, 230, 291

testing scripts, 110

text-based environment

object-based environment versus, 57-58

pipeline in, 58-59

$This variable, 72

throw keyword, 83-84

trapping errors, 81-83

trust, establishing, 102-105

Trusted Publishers certificate store, 103-105

Trusted Root Certification Authorities 
certificate store, 103

Trusted Root Certification Authorities certificate store 305
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type accelerators, 187-188

list of, 188-189

[WMIClass], 189

[WMISearcher], 190

[WMI], 189

types, ETS (Extended Type System), 70-72

U
ubiquitous parameters, error handling, 80-81

Unrestricted execution policy, 88, 93, 118

Untrusted Certificates certificate store, 105

Update-TypeData cmdlet, 71

user accounts (Exchange 2007),
provisioning, 285-291

V
validity checking on required parameters, 113

variables

built-in variables, 42-45

in configuration information, 112

defining, 41-42

definition of, 41

naming conventions, 41-42

storing expressions in, 41

VBScript, converting to PowerShell

file system management, 136-154

group membership scripts, 212-232

Registry management, 161-181

virtual machine monitoring, 191-202

verifying

digital signatures, 101-102

snap-ins, 263

viewing blocked information, 71

virtual machines, monitoring

MonitorMSVS.ps1 script, 197-202

MonitorMSVS.wsf script, 191-197

W-X-Y-Z
WhatIf parameter, 115-117

whitespace in mailbox databases,
determining, 275-285

whitespace delimiters, 59

Windows, 15

Windows Explorer, replacing, 236-238

Windows Forms, 240-245

Windows Management Instrumentation. 
See WMI

Windows Script Host. See WSH

Windows Shell Replacement, 236-238

WMI (Windows Management Instrumentation)

connection methods, 183-184

in PowerShell

Get-WmiObject cmdlet, 185-187

type accelerators, 187-190

in WSH, 184-185

[WMIClass] type accelerator, 189

[WMISearcher] type accelerator, 190

[WMI] type accelerator, 189

Write-Host cmdlet, 148

WSH (Windows Script Host), 15-16

ADSI in, 207-208

file system management 125-127

permissions management, 128-135

Registry management, 157-161

security issues, 85

WMI in, 184-185

WshShell object, 157

xcopy utility, 140-141

type accelerators306
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