Symbols

% Processor Time counter, 437
64-bit operating systems, 108

A

accounts
action
Active Directory, 540-542
Agent, 345-347
Local System accounts as, 226
management server, 333-335
security, 117
SQL Server access types, 611-613
agent server, 345-350
built-in, 344
DAS, 336-337
2005 upgrade, 337
changing, 337, 341
COM+ application identity, 340
database upgrades, 223
incorrect log errors, 341
installation, 183
MOM-to-MOM Product Connector, 342
one point access, 183
passwords, 341-342
security, 183, 212, 226
Data Transfer Task, 200
Local Service, 338, 343
Local System
as Action accounts, 226
privileges, 343
management server
action, 333-335
DAS, 336-337, 340-342
security, 46, 184, 212
service, 342-344
Network Service, 343
Reporting User, 201
service, 46, 212, 342-343
Agent, 347-350
security, 343
starting, 344
upgrade enhancements, 212
Action Account Password Expiration Check script,
794-798
action accounts
Active Directory, 540-542
Agent, 345-347
changing, 347
configuring, 347
credentials, 346
management packs, 345
privileges, 345
security, 345
Local System accounts as, 226
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management server, 333-335
agents, installing, 334
computer discovery, automating, 335
managed code responses, 334
security, 117
SQL Servers access types, 611-613
Action Manager, 874
Active Directory
Application Mode (ADAM), 664
computer discovery, 844
configuring, 191
management packs, 528
DNS monitoring, 555-557
FRS monitoring, 558-561
group policies, 561-563
operating system, 551-554
third-party tools, 563
security groups, managing, 332-333
site name, finding, 673
status views, 530
Active Directory Management Pack, 528-530
action accounts, 540-542
bandwidth, 542-543
client pack, 529, 543-546
client-side domain controller discovery
setting, 546-547
configuring, 535-536
downloading, 532
excessive growth warning, 534
functionality, 530
installing, 532
Microsoft guide, 532
replication monitoring, 536-540
reporting, 549-550
rules/alerts, 533-534
status views, 530
synthetic performance counters, 534
tasks, 547-549
WMI providers, 532
Active/Active cluster installations, 308-310
Active/Passive cluster installations, 310
AD Account Errors report, 550
AD DC Disk Space report, 550
AD DC Replication Bandwidth report, 549
AD Domain Changes report, 549
AD Machine Account Authentication Failures
report, 549
AD Replication Connection Objects report, 549
AD Replication Latency report, 536, 549
AD Replication Site Links report, 549
AD Role Holders report, 549
ADAM (Active Directory Application Mode), 664
adding
company logos to reports, 753-754,
760-761
graphs to reports, 748-750
interactive parameters to reports, 750-753,
759-760
Local Service account, 338

parameters to PingPack Management
Pack, 708
rules to rule groups, 677, 693
PingPack script, 695-699
scripts, running, 693-695
users to security groups, 332
administration, 251
computers, 251
console scopes, 251-252
database maintenance tasks, 252-253
global settings, 252
remote, 512
tasks, 908
Administration console, 251
administration segment, 94
computers, 251
console scopes, 251-252
database maintenance tasks, 252-253
global settings, 252
administrative groups, 680-682
Administrator console, 47, 94-95
administration segment, 94
agents
deleting, 293
deploying, 275-277
Home view, 244
Information Center, 94
management pack maintenance, 248
backing up, 385-387
computer attributes, 251
computer groups, 249
discovered groups, 249
importing, 415-416
notification, 250
override criteria, 249
providers, 251
rule groups, 248
scripts, 251
tasks, 250
Microsoft Baseline Security Analyzer
Management Pack configuration, 504
opening, 243
Operations segment, 94
overview, 239
Quick Start Options, 243-248
Reporting console, accessing, 726
segments, 94
system requirements, 176
upgrading, 221-222
Administrators group, 330
ADMP AD Domain controllers report, 549
AEM (agentless exception monitoring), 842-843
agent-managed system, 268-269
Agent Monitor Management Pack, 886
agentless-managed systems, 269-270, 285
changing to agent managed, 287
deploying, 287
limitations, 286
monitoring, 46, 570



agents

accounts
action, 345-347
service, 347-350
AEM, 842-843
Agent Manager, 46

agent-based managed computers/applications,

72,75
balanced failover, 154-155
configurations, 291
domain migration, 292
flow, 878-879
low-privilege scenarios, 611-613
migrating, 291-292
renaming computers, 292
connecting information, 24-25
counters, 896-897
data flow, 880
default port numbers, 290
deleting, 293-294
deployment designs, 118
events, 872
fault tolerance, 72
firewalls, 356-357
heartbeat, 882-886
Helper, 885
installing, 244, 270, 274
Administrator console, 275-277
firewalls, 277
Management Server Action
accounts, 334
manually, 278-280
MOM Service functions, 81
troubleshooting, 276
jobs, 609-610
load balancing, 72
managed systems, 280-282, 286-287
Manager, 46
management packs assigned, 611
multihomed, 283
architecture, 285
configuring, 283-284
limitations, 105
server configurations, 285
operating systems supported, 268
pending actions, 289
processes, 75-76
processing errors, 294
proxying, 355-356
queues, 112
Reject New Manual Agent Installations
setting, 357
reporting to multiple management
groups, 74
requirements, 109-110
settings, 289-291
Setup Wizard, 283
upgrading, 227

Alert object, 820-821

Antigen management pack 923

Alert on rule, 428
Alert property (ScriptContext object), 789
Alert Rule Wizard, 452
alerts
Active Directory Management Pack,
533-534
collecting, 26
controlling, 318-319
creating, 453-455
defined, 423
DNS Management Pack, 556
duplicate, 432-433
escalation, 459
ExBPA, 588
Exchange Management Pack, 577-582
follow-up, 472
forwarding
connecting MOM to other products,
168-169
destination management groups,
638-640
FRS Management Pack, 559
generating from event rules, 431
Group Policy Management Pack, 563
life cycle, 460-462
Management Pack Notifier Management
Pack, 419
management packs, 404
multitiered configurations, 300
notifications, 27, 846-847
overload, 139, 455
problem states, 457
resolution states, 458-459
resolving, 472
reviewing, 424
rules, 452-453
adding members to administrative groups,
680-682
Alert on, 428
consolidation, 684
creating, 679-685
locked out user accounts, 679-680
repeat count, 684-685
responses, 683
wizard, 452
severities, 456, 473
state management, 455-459
State view, 701-702
synchronizing, 169
tuning, 651-652
Windows Server Base Operating System
Management Pack, 553
Alerts view (Operator console), 256
analyzing scripts, 792
Action Account Password Expiration Check,
794-798
End to End Monitoring, 792-794
Antigen management pack, 593
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APIs (Application Programming Interface)
managed code responses, 790-791
ScriptContext object

availability, 786
CreateAlert( ) method, 786
methods, 787-789
properties, 789-790
Application Center, 15
application-centered management (Operations
Manager 2007), 832-833

applications
distributed, 855-857
log providers, 467
PinPoint, 521
Spotlight, 522
support, 38
Web, 851-855

applying rules to computers, 662-663

approval process, 268

architectures, 57
management groups, 58-59, 104-105
multihomed agents, 285
performance, 317-318
server roles, 59-61

archiving data sources (reports), 774-775

assessment documents, 100-102

attributes, 463
default, 464
scanning, 673
viewing, 674

Audit Collection System, 845-846

auditing
overview, 7
SQL Server, 616-617
System Controls Management Pack,

523-525

authentication
DAS, 358
forms-based, 572
mutual, 213, 350-352
SQL Server, 620

Authoring MOM Reports Website, 910

Authors group, 242, 330

autogrow (OnePoint database), 321

automatic management, 274

automation
backups, 391
computer discovery, 335

Autoticketing Solution Accelerators, 653-655

availability
databases, 614
ScriptContext object, 786

Availability Reporting Management Pack,

507-509
installing, 507
reports, 509-510
rule/computer groups, 508
troubleshooting Websites, 915
Avg.Disk sec/Transfer counter, 31

B

Background Intelligent Transfer Service
(BITS), 504
backups
automating, 391
creating, 380
custom files, 367
databases, 253, 370-378
disaster recovery planning, 392-393
file transfer server files, 367
management packs, 366, 384-389
master databases, 366
MOM 2000 SP1 upgrade, 221
msdb database, 366
OnePoint, 371-382
Reporting database. See Reporting
database
Reporting Services encryption keys, 391
ReportServer database, 366
ReportServerTempDB database, 366
scheduling, 367-368
SystemCenterReporting database, 366
balanced agent failover, 154-155
bandwidth, 299, 542-543
benefits
management groups, 59
MOM, 89
Beta bits Website, 915
BindThreshold parameter, 545
Bindview Management Packs, 650
BITS (Background Intelligent Transfer
Service), 504
blogs, 908-909
bottlenecks
avoiding/resolving, 324-327
processors, 488
breadcrumb navigational trails, 728
Broken Connection Objects view
(Active Directory), 531
built-in accounts, 344
business logic layer, 70-72
chart-based reports, 745-748
components
agent processes, 75-79
agent-based managed computers/
applications, 72, 75
agentless managed computers/
applications, 80-81
connecting to other platforms, 86-88
DAS, 83-84
MCL, 88
services, 81-83
programmatic responses, 84-86
tabular-based reports, 755-757
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caching reports, 734
call a method on a managed code assembly
response, 443
Capacity Planner (System Center), 37
capacity planning
limitations, 127-129
management groups, 300
MOM 2000 versus MOM 2005, 50
Cawthray’s SCOM 2007 review Website, 915
CD content, 917-919
certificates
client authentication, 641
copying/mapping, 642
exporting, 641
servers, 640
CGHULtil (Computer Group Hierarchy) utility,
421-422
changing. See customizing
chart-based reports, creating, 743-744
business logic, 745-748
company logos, 753-754
graphs, 748-750
interactive parameters, 750-753
Check Prerequisites utility, 186-188
Citrix Management Packs, 650
client authentication certificates, 641
client-side monitoring, 600-603
Cluster Manager, 875
Cluster Services Management Pack, 592
clustering
messaging, 592
MSCS Management Pack, 517-518
redundancy, 159-160
servers, 156-157

collecting
alerts, 26
events, 25-26, 445-446
rules
creating, 677-679
events, 428

COM+ application identity, customizing, 340
command-line utilities

ManagementModuleUtil, management packs

backing up, 387-389
importing, 416
RptUtil, 389-390
RSOR, 420
communication, 61-63
bidirectional, 631
failures, 153
firewall compatibility, 62
RPC/DCOM, 61
security, 359-362
unencrypted, 350

Conceptual Guide Website

company logos (reports), 753-754, 760-761
Compare Performance Data rule, 449-452
complex configuration planning for redundancy,
151-152
database servers, 155-157
failures, 152-153
management servers, 154-155
reporting/reporting database servers,
159-161
components
business logic layer
agent processes, 75-79
agent-based managed computers/
applications, 72, 75
agentless managed computers/
applications, 80-81
connecting to other platforms, 86-88
DAS, 83-84
MCL, 88
services, 81-83
programmatic responses, 84-86
data layer
operations database, 65-67
providers, 69-70
Reporting database, 68-69
SQL views, 70
management groups, 59, 195
reporting, 720-721
Computer Group Hierarchy utility, 421-422
computer groups, 464
associating with rule groups, 676, 692
Availability Reporting Management
Pack, 508
creating, 670-671
hierarchy, 421-422
management packs, 249, 399
members
identifying, 399
searches, 671-672
selecting, 464-465
multiprocessor, 438-439
PingPack Management Pack, 689-692
search results, filtering, 673-675
computers
administration, 251
attributes, 251, 398
discovery, 274
Active Directory, 844
automatic management, 274
automating, 335
ManualMC.txt files, 274
rules, 270-274
rules, applying, 662-663
unmanaged, 288

Computers and Groups view (Operator console),

258-259

Conceptual Guide Website, 910
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ConfigActionAccount utility, 347
configuration groups. See management groups
Configuration Manager 2007, 827-828, 873
Configuration Wizard (Exchange Management
Pack), 573-575
ConfigureEventLogs utility, 281
configuring, 39. See also deployments
Active Directory Management Pack,
535-536
action accounts, 540-542
bandwidth, 542-543
client pack, 543-546
client-side monitoring domain controller
discovery setting, 546-547
replication monitoring, 536-540
agent-managed systems, 280-282
agents, 291-292, 611-613
database thresholds, 603-605
DCAMs, 221
disk performance, 282
DNS Management Pack, 557
DTS, 263-264
email notifications, 250
ExBPA, 586-587
Exchange Management Pack, 570-577
FRS Management Pack, 559-560
Group Policy Management Pack, 563
high performance
bottlenecks, avoiding/resolving, 324-327
events/alerts, controlling, 318-319
performance architecting, 317-318
managed code responses, 783-784,
806-810
Management Pack Notifier Management
Pack, 418
management servers
multihomed, 300-303
multilocation, 297-298
multitiered, 299-300
MCF Website, 641-642
Microsoft Baseline Security Analyzer
Management Pack, 502-506
MMPC, 633-636
multihomed agents, 283-284
Outlook Mobile Access, 573
redundant configurations
database servers, 306-310
management servers, 304-306
order of installation, 303-304
Reporting database servers, 313-316
Reporting servers, 312-313
script responses, 780-783
security, 769-770
SLA Scorecard for Exchange, 590
SSL, 572
tasks, 617

connecting
information, 23-25
MOM to other products, 168-171
other platforms, 86-88
SQL servers to SANs, 318
Connection Objects view (Active Directory), 530
Connector Manager, 873
connectors
defined, 630
MMPC, 630-631, 638
alerts, forwarding, 638-640
bidirectional communication, 631
configuring, 633-636
discovery information, 631
future, 630
installing, 632-633
management pack requirements, 631
MCEF, polling, 638
untrusted environments, 640-642
third-party, 643
Console Scope Utility, 251
consoles
Administration, 251-253
Administrator, 47, 94-95
administration segment, 94
agents, deploying, 275-277
backing up management packs, 385-387
deleting agents, 293
Home view, 244
importing management packs, 415-416
Information Center, 94
management packs, 94, 248-251
Microsoft Baseline Security Analyzer
Management Pack configuration, 504
opening, 243
Operations segment, 94
overview, 239
Quick Start Options, 243-248
Reporting console, accessing, 726
segments, 94
system requirements, 176
upgrading, 221-222
deployment designs, 116
installing, remote computers, 260-261
MOM 2000 versus MOM 2005, 47-49
operating system support, 108
Operations Manager 2007, 833-837
Operator, 48, 89-93
customizing, 259-260
drill downs, 91
Exchange Diagram view, 567
Exchange State view, 567
executing tasks, 91
navigation, 90
overview, 239-240
panes, 91-92, 254
remote machines, 214



rules, disabling, 440
scoping, 91
State view, 701-702
system requirements, 177
views, 90, 255-259
presentation layer
Administrator, 94-95
Operator, 89-90, 93
Reporting, 95
Web, 93-94
Reporting, 49, 95, 722-723
accessing, 726
breadcrumbs, 728
management buttons, 737-738
navigating, 728
overview, 242
reports, running, 730-731
search tool, 729
site-wide menu, 728-729
scopes, 251-252
tasks, 333
Web, 48, 93-94
installing, 196-198
overview, 240
system requirements, 177
Consolidate Similar Events rule, 445
consolidation
alerts, 684
events, 428, 445
Consolidation Rule Creation Wizard, 445
Consolidator
configuration flow, 876-878
data flow, 881-882
controllers
domain, 546-547
Ultrasound, 561
copying certificates, 642
costs
downtime, 14
operational, 38
counters
% Processor Time, 437
agent, 896-897
Avg. Disk sec/Transfer, 31
Memory\Pages/sec, 32
Page Faults/sec, 32
Pages/sec, 31
performance
Active Directory Management Pack, 534
agent, 896-897
management server, 897-899
MOM-to-MOM Connector Service, 899
CreateAlert( ) method, 786-787
CreateAlertMethod( ) method, 808
CreateDiscoveryData( ) method, 787
CreateEvent( ) method, 788
CreatePerfData( ) method, 788

Data Transfer Services Website 927

customizing

Agent Action accounts, 347

alert severities, 473

DAS accounts, 337, 341-342

data sources (reports), 774-775

DTS jobs, 768-769

files, backing up, 367

management packs Website, 911

Operator console, 259-260

port numbers, 629

reports, 761-763

rules, 473-474
criteria, 477-478
new groups, 475
overrides, disabling groups, 475-476
performance thresholds, 478-479
scripts, 474, 479

scripts, 498, 781

thresholds, 407

D

DAS (Data Access Server), 44, 83-84
accounts, 336-337
2005 upgrade, 337
COM+ application identity, 340
customizing, 337, 341
database upgrades, 223
incorrect log errors, 341
installation, 183
MOM-to-MOM Product Connector, 342
OnePoint access, 183
passwords, 341-342
security, 183, 212, 226
authentication, 358
MOM 2000 versus MOM 2005, 44
Data Access Server Consolidator Agent Manager.
See DCAM
data
collection
processing flow, 239
reports, 739
flow
agents, 880
designing, 127
management groups, 238
servers, 881-882
handling, 425-426
layers (components), 65-70
providers, 398
retention (reporting), 766-767
sources, reports
archiving/customizing, 774-775
updating, 764-765
types, 880
Data Transfer Services Website, 908
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Data Transfer Task account, 200
databases
64-bit operating systems, 108
backing up, 253, 370-374
restores, 376-378
scheduling, 367-368
transaction logs, 374-375
configuration flow, 876-878
data flow, 881-882
disk space, 603-605
grooming, 67
health/availability, 614
maintenance, 67, 252-253
master, backing up, 366
mirroring, 608-609
msdb, 366
multiple server configurations, 126
OnePoint
Active/Active clusters configurations,
308-310
Active/Passive clusters
configurations, 310
autogrow, 321
backing up, 371-382
DAS account access, 183
failover, 312
installing on separate server, 193-195
monitoring, 320-323
moving, 187
restoring, 384
size, increasing, 323
transaction logs, truncating, 382
views, 901-903
operating system support, 109
operations, 65-67
grooming, 768
sizing, 129-130, 133
views, 902-903
options, 181
placement, 182
recovering, 157, 371
Reporting, 68-69, 722
backing up, 368-370
data retention, 766-767
data transfer job, 263-264
grooming, 68, 264-265
jobs, 68
monitoring, 324
servers, redundancy, 159-161, 313-316
sizing, 114, 133-136, 262
views, 740, 904-905
ReportServer, 366
ReportServerTempDB, 366
restoring, 376-378
separate database configuration, 192
management group components, 195
OnePoint installation, 193-195
prerequisites, checking, 193

servers
designs, 112-114
hardware requirements, 113
installing, 113
performance, 113
redundancy, 155-157, 306-310
system requirements, 175-176
upgrading, 217
server roles, 59
size, 66, 181-182, 319
space, 405
storage, 30
SystemCenterReporting, 366
transaction logs, 374-375
upgrading, 222-225
views, 901-905
DCAM (Data Access Server Consolidator
Agent Manager)
configuring, 221
multiple, 218
upgrading, 225-226
DCM (Desired Configuration Monitoring)
solution accelerator, 591
DCOM (Distributed Component Object Model), 61,
205-206
debugging scripts, 814
default attributes, 464
defining business logic
chart-based reports, 745-748
tabular-based reports, 755-757
deleting
agents, 293-294
computers from Unmanaged Computers
folder, 288
discovery rules, 273-274
management packs, 417
Dell Management Pack, 644
dependencies (Exchange server), 593
deployments
Active Directory client pack, 543-546
agentless monitoring, 287
management packs, 402
changes, 416
exporting, 411-413
importing, 413-416
order, 403
troubleshooting, 408-411
tuning, 404-408
multihomed, 164-165, 300, 303
multilocation, 297-298
multiple domains, 167-168
multiple server configurations, 123-126
multitiered, 162-164, 299-300
Operations Manger 2007 considerations,
830-833
planning
assessment, 100-102
designs. See designs
implementation, 140, 143



maintenance, 144
pilot phase, 140-143
proof of concept environments, 139-142
redundancy, 151-152
database servers, 155-157
failures, 152-153
management servers, 154-155
reporting/reporting database servers,
159-161
rules, 82
single server configurations, 120-122
Deployment Guide, 632, 910-911
designs, 102
agents, 118
capacity limitations, 127-129
data flows, 127
database sizes
Operations database, 129-130, 133
Reporting database, 133-136
management groups
control, separating, 103
geographic locations, 104
multiple, 104-105, 137-138
networks, 104
scalability, 136
support limits, 103
management packs, 663-664
multiple server configurations, 123-126
reports, 118, 739-740
samples, 144
multiple management group, 147-150
single management group, 146-147
single server, 144-146
security, 117
servers
agents requirements, 109-110
applications associations, 116
consoles, 116
database servers, 112-114
hardware requirements, 106-107
managed computer requirements,
109-110
management packs, 117
management servers, 110-112
Reporting servers, 114-115
software requirements, 107-109
Web reporting servers, 115
single server configurations, 120-122
Summary Reporting Pack, 136
tools, 119-120
user notifications, 118
Desired Configuration Monitoring (DCM)
solution accelerator, 591
Desktop Base Operating System Management
Pack, 269
destination management groups, 44
destination management servers, 636
Details pane (Operator console), 92, 255

discovery 929

Detect Missing Event rule, 444-445
developing
managed code responses, 806-810
management packs, 661-662
designing, 663-664
resources, 718
rules, applying to computers, 662-663
reports
business logic, 745-748, 755-757
chart-based, 743-744
company logos, 753-754, 760-761
customizations, 761-763
data collection, 739
date ranges, limiting, 751
designs, 739-740
graphs, adding, 748-750
interactive parameters, 750-753,
759-760
layout, 757-758
new project, 741-743
overview, 740-741
publishing, 763-766
tabular-based, 754-755
scripts
parameters, 804-806
ScriptContext object, 799-802
ScriptState object, 802-804
test systems, 799
VarSet object, 802-804
DFS Service Management Pack, 515-516
Diagram view (Operator console), 259
dialog boxes
Maintenance Mode Properties, 470
Select Group Policy Object, 348
Select Rule Group, 385
Differencing tools (management packs),
419-420
directories
Active. See Active Directory
services, 528
SMTP, 571
structure
log files, 867-871
queue files, 865-867
disabling rules, 440-441
management packs, 406
overrides, 475-476
disaster recovery planning, 392-393
discovery
computers
Active Directory, 844
automatic management, 274
automating, 335
ManualMC.txt files, 274
rules, 270-274
groups, 249
managed code responses, 809-810
MMPC, 631
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network devices, 848
process, 267
rules
multiple management servers, 306
nontrusted domains, 353
DiscoveryClassinstancelD object, 824
DiscoveryCollection object, 823
Discoverylnstance object, 824
DiscoveryRelationshipCollection object, 824
DiscoveryRelationshiplnstance object, 824
DiscoveryData object, 823
disks
performance, 282, 492-493
reliability, 497
space
checking, 622
databases, 603-605
monitoring, 499
distributed applications, 855-857
distributed event management, 23
DLLHost logging, 868
DNS Management Pack, Active Directory,
555-557
Domain Admins group, 680
domains
agent migration, 292
controllers
Active Directory client-side discovery
setting, 546-547
finding, 672
installation requirements, 182
multiple configurations, 167-168
nontrusted, 353-354
downloading
ExBPA, 586
management packs
Active Directory, 532
DNS, 556
Exchange, 569
FRS, 559
Group Policy, 562
MOM Agent Monitor, 886
SQL Server, 597
reports, 738
SQL Server service packs, 185
Workgroup Edition, 55
downtime costs, 14
drive space, monitoring, 499
DSI (Dynamic Systems Initiative), 16-17
DTS jobs, 723
configuring, 263-264
customizing, 768-769
duplicate alerts, 432

E

Echo( ) method, 788
email
checking, 577
notifications, 250, 846
reporting settings, 771-772
spam, 581
enabling
logging, 867
mutual authentication, 352
encryption
keys (Reporting Services), 391
OLEDB, 360
SSL, 360
End to End Monitoring script, 792-794
engine (MOM), 875
agent data flow, 880-882
configuration flow, 876-879
data
structure, 875-876
types, 880
server data flow, 881-882
Engyro Management Pack, 648
Enterprise Admins group, 680
errors
log, 341
processing, 294
ErrorThresholdInMinutes parameter, 610
escalation alerting, 459
Event Collection rule, 445-446
Event object, 821
Event property (ScriptContext object), 789
events
agent, 872
collecting, 25-26
controlling, 318-319
distributed management, 23
logs
agent-managed systems, 280-281
agentless managed computers, 80
creating, 286
management servers, 872-873
missed, 13, 33
monitoring, 21-22
NIMDA virus attacks, 34
OnePoint, 321
rules, 426-428, 871-872
Alert on, 428
alerts, generating, 431
collecting, 428, 445-446
combining, 447-448
consolidation, 428, 445
creating, 427
disabling, 440-441



duplicate alerts, 432
filtering, 428, 443
Knowledge Base properties, 435
management packs, 397
missing, 428, 444-445
names, 435
Network System Monitoring Management
Pack, 716
overrides, 436-440
Respond to Event, 428
responses, 433-435, 441-443, 779
scheduling, 431
SQL Server replication, 599
security Website, 911
Website, 910
WMI, 911
Events view (Operator console), 257
ExBPA (Exchange Best Practices Analyzer), 584
configuring, 586-587
data collection, 588
downloading, 586
installing, 586
messaging, 584-586
rules/alerts, 588
scheduling, 588
eXc Management Pack, 648-650
exceptions, overrides, 437-440
Exchange
2003 Website, 911
AD client-side monitoring, 546
Best Practices Analyzer. See ExBPA
dependencies, 593
Disk Usage report, 582
front-end servers, 571-573
IIS Management Pack, 584
SLA Scorecard for Exchange, 589-591
third-party tools, 593-594, 914
Exchange Diagram view (Operator console), 567
Exchange Management Pack, 566-567
agentless monitoring, 570
configurations, 570, 577
Configuration Wizard, 573-575
diagrams, enabling, 576-577
disk monitoring, 492
downloading, 569
installing, 569
multiple server messaging, 567
problems, identifying, 567
reports, 582-583
rules/alerts, 577-582
troubleshooting Websites, 914
Exchange Server Best Practices Analyzer
Management Pack, 477
Exchange State view (Operator console), 567
excluding
agent jobs, 609-610
databases from monitoring, 605

Filter Rule Creation Wizard

931

execute a command or batch file response, 442

executing tasks, 91

Executive Manager, 875

expertise problems, 13

exporting
certificates, 641
management packs, 387-388, 411-413
reports, 766

extensibility, 37

F

failover
heartbeats, 884
multiple management servers, 303
OnePoint database, 312
failures
communications, 153
grooming, 322
planning for, 152-153
FailureThreshold parameter, 545
false alarms, 13, 34-36
FAQ Website, 910
FAQShop.com, 907
fault tolerance (agents), 72
Federal Information Security Management Act
(FISMA), 523
File Replication Service (FRS), 558
File Transfer Manager, 875
files
backing up, 367-368
help, 213
log, 867

agent-managed system events, 280-281

agentless-managed computers, 80
DLLHost, 868
enabling, 867
errors, 341
events, creating, 286
installation, 223
scripts, 868
settings, 867
storing, 869-871
Trace Log Viewer, 871
trace responses, 812-813
transactions, 374-375, 382
management packs, 246
ManualMC.txt, 274
MsSecure.cab, 503
PingPack, 702-703, 707
queue, 865-867
sharing, 515-516
transfer server, 367
Filter Event rule, 443
Filter Rule Creation Wizard, 443
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filters Group Policy Management Pack, Active Directory,
event rules, 428 561-562
Intelligent Message Filter, 581-582 configuring, 563
finding downloading, 562
Active Directory site name, 673 installing, 562
domain controllers, 672 rules/alerts, 563
rules, 480-482 Group Policy Objects (GPOs), 282
SMTP directory, 571 groups
firewalls administrative, 680-682
agentless-managed computers, 80 computer, 464

agents, 277, 356-357
communications compatibility, 62

associating with rule groups, 676, 692
Availability Reporting Management

management groups, 357 Pack, 508
management servers, 358 creating, 670-671
port requirements, 358 hierarchy, 421-422
FISMA (Federal Information Security Management identifying membership, 399
Act), 523 management packs, 249, 399
folders member searches, 671-672
Pending Actions, 289 multiprocessor, 438-439

Unmanaged Computers, 288
forms-based authentication (front-end Exchange

PingPack Management Pack, 689-692
search results, filtering, 673-675

servers), 572 selecting members, 464-465
forwarding alerts destination management, 44
connecting MOM to other products, discovered, 249
168-169 management, 43, 58-59
destination management groups, 638-640 agent migration, 292
frameworks (MOF) agent reporting, 74
IT life cycle, 18 benefits, 59

overview, 18-20
process model, 19-20
similarities to ITIL, 21
FRS (File Replication Service), 558
FRS Management Pack, Active Directory,
558-561
Fujitsu Management Pack Website, 912
Fujitsu/Siemens Management Pack, 647
functionality
Active Directory Management Pack, 530
customizing, 44-47
operating systems, 488
print servers, 516

G

GetOverride( ) method, 788
GetScriptState( ) method, 788
GLBA (Gramm-Leach-Bliley Act), 523
global settings, 252
GPOs (Group Policy Objects), 282
Gramm-Leach-Bliley Act (GLBA), 523
graphs, adding to reports, 748-750
grooming databases, 67

failures, 322

OnePoint, 321-322

Operations, 768

Reporting, 68, 264-265

capacity planning, 300

components, 59, 195

control, separating, 103

data flow, 238

firewalls, 357

geographic locations, 104

management server installations,
304-305

multiple, 137-138

multiple architectures, 104-105

multiple design example, 147-150

multiple server configurations, 124-126

multiple, structuring, 162

names, 58

networks, 104

scalability, 136

single design example, 146-147

support limits, 103

three-tiered, 633

notification

management packs, 250, 399
Security Administrators, creating, 679

policies

Active Directory, 561-563
Agent Service accounts, 348-349
processing, 563

rules, 465-466

associating with computer groups,
676, 692



Availability Reporting Management
Pack, 508
creating, 427, 475
defined, 425
management packs, 248, 398
PingPack Management Pack, 688
rules, adding, 677, 693
SecurityPack Management Pack,
668-670
security, 329
Active Directory management, 332-333
Administrators, 242, 330
Authors, 242, 330
overview, 242
SC DW DTS, 331
SC DW Reader, 331
Service, 331
tasks, 333
Users, 243, 331-332
source management, 44
guides (management packs), 246

H

handling data, 425-426
Hardware Compatibility List Cluster
Solutions, 157
hardware management packs, 643
Dell, 644
Fujitsu/Siemens, 647
HR 645-646
IBM, 646
Unisys, 647
Websites, 912
Health Monitors (Operations
Manager 2007), 838
heartbeats, 882-883
Agent Helper, 885
failover, 884
management servers, tracking, 885
MOM Agent Monitor Management Pack, 886
pinger threads, 885
troubleshooting Websites, 914
help files, 213
hierarchy, 162-164
high performance configurations
bottlenecks, 324-327
events/alerts, controlling, 318-319
performance architecting, 317-318
historical context problems, 12
historical information, viewing, 28, 30
history
MOM, 41-42
reports, 28
hives (Registry), 888

installing

Host (MOM)
agent processes, 75-76
requirements, 78-79

hotfixes for MOM 2005 SP1, 913

HP (Hewlett Packard)
management pack, 645-646
Network Node Manager, 169
OpenView, 169

IBM Management Pack, 646, 912
identifying unmanaged computers, 288
IIS (Internet Information Server)
Microsoft Baseline Security Analyzer
Management Pack configuration, 503
Management Pack, 584
IM alert notifications, 846-847
IMF (Intelligent Message Filter), 581-582
implementation
Notification Workflow Solution
Accelerator, 659
planning, 140, 143
SQL Server Management Pack, 614-617
Import Management Packs Quick Start Option,
245-248
Import Wizard, 247
Import/Export Management Pack Wizard, 385,
411-413
importing
management packs, 228, 388-389
Administrator console, 415-416
file structures, 246
Import Wizard, 247
ManagementModuleUtil utility, 416
Microsoft Management Pack
catalog, 245
verifying, 416
reports, 415, 725
Information Center (Administrative console), 94

933

Information Technology Infrastructure Library. See

ITIL

InformationEvent parameter, 610

Install Agents Quick Start Option, 244

Install/Uninstall Agents Wizard, 270

installing

agents, 244, 270, 274
Administrator console, 275-277
firewalls, 277
Management Server Action
accounts, 334

manually, 278-280
operating systems supported, 268
Service functions, 81
troubleshooting, 276
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Configuration Wizard (Exchange Management
Pack), 574
consoles, 260-261
database servers, 113
destination management servers, 636
domain controllers, 182
ExBPA, 586
log files, 223
management group components, 195
management packs, 228
Active Directory, 532
Availability Reporting, 507
Exchange, 569
Group Policy, 562
Microsoft Baseline Security
Analyzer, 502
Network System Monitoring, 717-718
PingPack, 707-708
SecurityPack, 687-688
SQL Server, 597
Web Sites and Web Services, 325
management servers, 304-305
MCF, 627-628
MMPC, 632-633
MOM, 184
overview, 185
planning, 173-174
requirements. See requirements, MOM
installation
separate database configuration,
192-195
single server configuration, 185-192
SQL Server 2005 database engine, 203
SQL Server service packs, 185
troubleshooting, 204-206
OnePoint
Active/Active clusters, 308-310
Active/Passive clusters, 310
separate server, 193-195
Reporting Server, 199-202
single server configuration, 188-189
SLA Scorecard for Exchange, 590
SSRS, 198
Web console, 196-198
Intelligent Message Filter (IMF), 581-582
interactive parameters, adding to reports,
750-753, 759-760
Internet Information Server. See 1IS
Internet Protocol Security (IPSec), 360
interoperability
Enterprise solutions, 626
hardware management packs, 643-647
management systems, 626
MCF, 627-629
MMPC, 630-631, 638
alerts, forwarding, 638-640
bidirectional communication, 631
configuring, 633-636
discovery information, 631

future, 630
installing, 632-633
management pack requirements, 631
MCEF, polling, 638
untrusted environments, 640-642
network management packs, 649
non-Windows server management packs,
647-649
operating systems, 626
solution accelerators, 650-651
alerts, tuning, 651-652
autoticketing, 653-655
multiple management group rollup,
655-657
notification workflow, 657-659
service continuity, 659-660
third-party application management
packs, 650
intersite replication latency, 537-538
IPSec (Internet Protocol Security), 360
IsAlert( ) method, 788
IsEvent( ) method, 788
isolated information, 11-12
IsPerfData( ) method, 788
IsTargetAgentless property (ScriptContext
object), 790
IsTargetVirtualServer property (ScriptContext
object), 790
IT Infrastructure Library. See ITIL
IT life cycle, 18
IT Service Management (ITSM), 18
item-level security roles, 770

ITIL (Information Technology Infrastructure Library)

Operations Manager 2007, 830
overview, 17-18
similarities to MOF, 21
ITSM (IT Service Management), 18
iVision Management Packs, 650

J

Jalasoft Management Pack, 648-649
jobs

agent, 609-610

backup, 380

DTS, 723, 768-769

maintenance, 67

reporting, 68

SQL security, 349-350

K—-L

keys (Registry), 888-893
knowledge (management packs), 400
Knowledge Base properties, 435



launch a script response, 442
layers, 63
business logic, 70-72
agent processes, 75-79
agent-based managed computers/
applications, 72, 75
agentless managed computers/
applications, 80-81
connecting to other platforms, 86-88
DAS, 83-84
MCL, 88
programmatic responses, 84-86
services, 81-83
data, 65
operations database, 65-67
providers, 69-70
Reporting database, 68-69
SQL views, 70
presentation, 88-89
Administrator console, 94-95
Operator console, 89-90, 93
Reporting, 95
Web console, 93-94
layout (tabular-based reports), 757-758
LCS (Live Communications Server), 846-847
LearnMOM.com, 908
libraries, 85
licensing
management servers, 112
Website, 909
life cycle (alerts), 460-462
linked reports, creating, 735-737
Live Communications Server (LCS), 846-847
load balancing agents, 72
local administrator rights, 330
Local Service accounts, 338, 343
Local System accounts
as Action accounts, 226
privileges, 343
logs, 867
DLLHost, 868
enabling, 867
errors, 341
events
agent-managed systems, 280-281
agentless-managed computers, 80
creating, 286
installation, 223
scripts, 868
settings, 867
storing, 869-871
Trace Log Viewer, 871
trace responses, 812-813
transaction
databases, 374-375
truncating, 382
LogSuccessEvent parameter, 545

management groups

M

maintenance

databases, 67, 252-253

DSI, 16-17

management packs, 248-251

planning, 144

tuning. See maintenance tuning
maintenance mode, 470-471
Maintenance Mode Management Pack, 471

Maintenance Mode Properties dialog box, 470

maintenance tuning
alerts not immediately resolved, 472-473
by color, 471-472
rule customization, 473-474
criteria, 477-478
new groups, 475
overrides, disabling, 475-476
performance thresholds, 478-479
script parameters, 474
scripts, 479
Managed Code Response utility, 809-810
managed code responses, 85, 334
API, 790-791
configuring, 783-784
creating, 806-810
rule responses, 779
troubleshooting, 811-817
managed computers requirements, 109-110

935

managed computers/applications (business logic

layer)
agent-based, 72, 75
agentless, 80-81
managed response class libraries, 85
management
agents, 289-291
alert state, 455-459
automatic, 274
buttons (Reporting console), 737-738
management packs
Computer Group Hierarchy utility,
421-422
Differencing tools, 419-420

Management Pack Notifier Management

Pack, 418-419

RSOR utility, 420

Rule and Group Toggle utility, 420
overview, 7, 15
report subscriptions, 733-734

management groups, 43, 58-59

agents

migration, 292

reporting, 74
benefits, 59
capacity planning, 300
components, 59, 195
control, separating, 103
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data flow, 238
firewalls, 357
geographic locations, 104
management server installations, 304-305
multiple
architectures, 104-105
designs, 137-138, 147-150
server configurations, 124-126
structuring, 162
names, 58
networks, 104
scalability, 136
single design example, 146-147
support limits, 103
three-tiered, 633
Management Pack and Utilities Catalog, 400
Management Pack Catalog Website, 909
Management Pack Notifier Management Pack,
418-419
Management Pack Wizard, 664-667
management packs
Active Directory, 528-530
action accounts, 540-542
bandwidth, 542-543
client pack, 529, 543-546
client-side monitoring domain controller
discovery setting, 546-547
configuring, 535-536
downloading, 532
excessive growth warning, 534
functionality, 530
installing, 532
Microsoft guide, 532
replication monitoring, 536-540
reporting, 549-550
rules/alerts, 533-534
status views, 530
synthetic performance counters, 534
tasks, 547-549
WMI providers, 532
Administrator console, 94
Agent Action accounts, 345
agent assigned, 611
Agent Monitor, 886
agentless managed computers, 80
alerts, 404
Availability Reporting, 507-510
installing, 507
reports, 509-510
rule/computer groups, 508
troubleshooting Websites, 915
backing up, 366, 384
Administrator console, 385-387
ManagementModuleUtil command-line
utility, 387-389
Cluster Services, 592
computer attributes, 398

computer groups, 399
customizing Website, 911
data providers, 398
deleting, 417
deploying, 402
changes, 416
order, 403
planning, 117
tuning, 404-408
Desktop Base Operating System, 269
developing, 661-662
designing, 663-664
guide Website, 910
resources, 718
rules, applying to computers, 662-663
DFS Service, 515-516
diagrams, 399
directory services, managing, 528
DNS, 555-557
ExBPA, 584-588
Exchange, 566-567
agentless monitoring, 570
Best Practices Analyzer, 477
configuration problems, 577
configuration summary, 577
Configuration Wizard, 573-575
configuring, 570
diagrams, enabling, 576-577
disk monitoring, 492
downloading, 569
front-end servers, 571-573
installing, 569
multiple server messaging, 567
problems, identifying, 567
reports, 582-583
rules/alerts, 577-582
troubleshooting Websites, 914
exporting, 387-388, 411-413
FRS, 558-561
Group Policy, 561-563
guides, 246
hardware, 643, 912
Dell, 644
Fujitsu/Siemens, 647
HP, 645-646
IBM, 646
Unisys, 647
IIS, 584
importing, 228, 388-389
Administrator console, 415-416
file structures, 246
Import Wizard, 247
ManagementModuleUtil utility, 416
Microsoft Management Pack
catalog, 245
verifying, 416
installing, 228
knowledge, 400



maintenance, 248-251
Maintenance Mode, 471
Management Pack and Utilities
Catalog, 400

Management Pack Catalog Website, 909
Management Pack Wizard, 664-667
managing

Computer Group Hierarchy utility,

421-422
Differencing tools, 419-420

Management Pack Notifier Management

Pack, 418-419
RSOR utility, 420
Rule and Group Toggle utility, 420
Microsoft Baseline Security Analyzer, 33,
501-506
MMPC requirements, 631
MOM 2005, 620-621
networks, 649
load balancing, 516, 592
system monitoring, 715-718
non-Windows server, 647-649
notification groups, 399
objects, 249
online resources, 400
Operations Manager 2007, 859-860
overview, 395-396
Performance Advisor, 510-512
performance monitoring, 324-325
PingPack, 688
adding rules to rule groups, 693
associating rule groups to computer
groups, 692
computer groups, 689-692
installing, 707-708
parameters, adding, 708
ping performance, 708
pinging file, 702-703, 707
resulting script, 709-715
roles, 699-702
rule groups, 688
script, 695-699
state variables, 708
WMI ping functionality, 708
Print Server, 516
Quest Exchange Reporting, 593
replacing, 415
reports, 400
RRAS, 517
rules, 396-397
disabling, 406
distribution, 482
groups, 398
identifying, 407
overriding, 406
scripts, 398

management groups

SecurityPack, 668
adding rules to rule groups, 677
alert rules, 679-685
associating rule groups and computer
groups, 676
collection rules, 677-679
computer groups, 670-675
installing, 687-688
operator tasks, 685-686
operator views, 687
rule groups, 668-670
Server Clusters, 517-518
service discovery, 400
SLA Scorecard for Exchange, 589-591
SMS, 621
SQL Server, 596-597
agent jobs, excluding, 609-610
client-side monitoring, 600-603
database mirroring, 608-609
disk space, 603-605
downloading, 597
guide, 598
implementing, 614-617
installing, 597
low-privilege scenario, 611-613
performance, 606-608
replication, 599-600
reporting, 618-619
workgroups, 619
tasks, 400
third-party, 650
PinPoint, 521
Spotlight, 522
System Controls, 523-525
thresholds, 407
troubleshooting, 407-411, 676
tuning, 596
by function, 404-406
duration, 407-408
tips, 406-407
updating, 415
versions, 401-402
views, 399
Virtual Server, 513-515
Web Sites and Web Services
installing, 325
reports, 327
request sequences, 325-327
Website performance, 325-327
Windows Server Base Operating
System, 488
Active Directory, 551-554
performance monitoring, 488-496
stability, 496-500
WSRM, 520-521
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management servers, 43
accounts
action, 184, 212, 333-335
DAS, 336-342
service, 342-344
agent migration, 291
configurations
multihomed, 300, 303
multilocation, 297-298
multitiered, 299-300
redundant, 304-306
counters, 897-899
events, 872-873
firewalls, 358
licensing, 112
multiple
configurations, 124
discovery rules, 306
failover, 303
installing in management groups,
304-305
placement, 111
redundancy, 154-155
required, 110-112
roles, 60
Service functions, 81
system requirements, 174-175
tracking, 885
two-tiered implementation, 163
Management Studio, 768
management systems interoperability, 626
ManagementGroupName property (ScriptContext
object), 790
ManagementModuleUtil utility,
management packs
backing up, 387-389
importing, 416
managers, 873
Managing Messaging Website, 911
manual agent installations, 278-280
manual agent upgrades, 227
ManualMC.txt files, 274
MAPI (Messaging Application Programming
Interface), 25
mapping certificates, 642
master configuration groups, 44
master databases, 366
MBSA (Microsoft Baseline Security Analyzer), 33,
501-506
MCF (MOM Connector Framework), 87, 627
configuring, 641-642
installing, 627-628
polling, 638
port numbers, changing, 629
verifying, 628
Web services, 629
Website, 911
MCL overview, 88
measuring rules, 397

memberships (computer groups)
identifying, 399
search results, filtering, 673-675
searching, 671-672
selecting, 464-465
memory
host requirements, 78-79
service requirements, 76
performance, 493-494
Memory\Pages/sec counter, 32
messaging
challenges, 565
clustering, 592
ExBPA, 584-588
Exchange Management Pack, 566-567
agentless monitoring, 570
configuration problems, 577
configuration summary, 577
Configuration Wizard, 573-575
configuring, 570
diagrams, enabling, 576-577
downloading, 569
front-end servers, 571-573
installing, 569
multiple server messaging, 567
problems, identifying, 567
reports, 582-583
rules/alerts, 577-582
NLB, 592
SLA Scorecard for Exchange, 589-591
third-party tools, 593-594
Messaging Application Programming Interface
(MAPI), 25
methods
Alert object, 820-821
CreateAlert( ), 786-787
CreateAlertMethod( ), 808
CreateDiscoveryData( ), 787
CreateEvent( ), 788
CreatePerfData( ), 788
DiscoveryClassinstancelD object, 824
DiscoveryCollection object, 823
DiscoveryData object, 823
Discoverylnstance object, 824
DiscoveryRelationshipCollection object, 824
DiscoveryRelationshiplnstance object, 824
Echo( ), 788
Event object, 821
GetOverride( ), 788
GetScriptState( ), 788
IsAlert( ), 788
IsEvent( ), 788
IsPerfData( ), 788
Quit( ), 789
ScriptContext object, 787-789
ScriptState object, 823
Sleep( ), 789
Submit( ), 789
VarSet object, 823



Microsoft Baseline Security Analyzer Management

Pack, 33, 501-506
Microsoft
licensing Website, 112
management packs
Catalog, 245
resources Website, 400
MOM page Website, 911
Operations Framework. See MOF
Operations Manager. See MOM
resource Websites, 909-911
System Center announcements and DSI
information Website, 915
migrating
agents, 291-292
management packs, 860
Operations Manager 2007, 862
service-oriented monitoring, 849-850
distributed applications, 855-857
synthetic transactions, 851
Web applications, 851-855
mirroring databases, 608-609
missed events, 13, 33
Mission Critical Software, 41

MMPC (MOM-to-MOM product connectors), 162,

630-631
alerts, forwarding, 638-640
bidirectional communication, 631
configuring, 633-636
DAS accounts, 342
discovery information, 631
future, 630
installing, 632-633
management pack requirements, 631
MCEF, polling, 638
overview, 162
untrusted environments, 640-642
MOF (Microsoft Operations Framework), 18
IT life cycle, 18
Operations Manager 2007, 830
overview, 18-20
process model, 19-20
similarities to ITIL, 21
Website, 20
MOM (Microsoft Operations Manager), 8
benefits, 8-9
Community Website, 908
compared to MOM 2000, 43
capacity, 50
consoles, 47-49
enhancements, 51
functionality changes, 44-47
prerequisites, 51
reporting, 49
terminology changes, 43-44
connecting
information, 23-25
to other products, 168-170

MOM 2000

engine. See engine
expertise, 30-33
extensibility, 37
history, 41-42
Host
agent processes, 75-76
memory requirements, 78-79
processor requirements, 79
included configurations, 39
installation problems, 204-206
installation requirements, 174
consoles, 176-177
database options, 181
database placement, 182
domain controllers, 182
Reporting server, 179
security, 183-184
server roles, 174-176
SSRS, 177-179
installing, 184
overview, 185
planning, 173-174
SQL Server 2005 database engine, 203
SQL Server service packs, 185
Management Pack, 620-621
Partitioning and Grooming job, 253
resource Websites, 907-909
separate database configuration, 192-195
Server Status Monitor (SSM), 53
single server configuration, 185-192
Active Directory option, 191
bypassing prerequisites checker, 189
database options, 189
management group names, 189
mutual authentication, 192
options, 188
prerequisites, checking, 186-188
service accounts, 190
Setup program, 186
Workgroup Edition, 52-55
2000/2005 comparison, 55
downloads, 55
features, 54
monitored systems, 53
upgrading, 230-233

MOM 2000

compared to MOM 2005, 43
capacity, 50
consoles, 47-49
enhancements, 51
functionality changes, 44-47
prerequisites, 51
reporting, 49
terminology changes, 43-44
history, 41
reporting, 228
SP1 configuration groups, 220
SP1 upgrade, 213
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Administrator console, 221-222
agents, 227
backups, 221
databases, 222-225
DCAMs, 225-226
management packs, importing, 228
MOM 2000 reporting, uninstalling, 228
overview, 214-215
scenarios, 215-219
troubleshooting, 229-230
verification, 220
MOM Connector Framework. See MCF
MOM for Beginners Website, 910
MOM-to-MOM Connector Service, 899
MOM-to-MOM Connector Wizard, 633-636
MOM-to-MOM Product Connector. See MMPC
MOMLatencyMonitors container, 536-537
monitoring
agentless, 46, 286-287
database space, 405
events, 21-22
OnePoint database, 320-323
overview, 423-424
performance, 21-22, 324-325
Reporting databases, 324
utilities, 468-471
Website performance, 325-327
Windows XP Professional, 268
moving
OnePoint, 187
Reporting Server, 202
reports, 737-738
MRAS_MP_Ul.msi snap-in, 507
msdb database, 366
MsSecure.cab file, 503
multihomed agents, 283
architecture, 285
configuring, 283-284
limitations, 105
server configurations, 285
multihomed deployments, 164-165, 300, 303
multilocation deployments, 297-298
multiple DCAM upgrades, 218
multiple domain configurations, 167-168
Multiple Management Group Rollup Solution
Accelerators, 655-657
multiple management groups
architectures, 104-105
designing, 137-138, 147-150
structuring, 162
multiple server configurations, designing,
123-126
multiple thresholds, 610
multiprocessor computer groups, 438-439
multiprocessor systems, 439-440
multitiered deployments, 299
alert forwarding, 300
capacity planning, 300

hierarchy, 162-164, 300
multiple management groups,
structuring, 162
mutual authentication, 350-352
disabling, 352
enabling, 352
resetting, 352
upgrade enhancements, 213
My Views view (Operator console), 259
MYITFORUM.com Website, 907

N

Name property (ScriptContext object), 790
names
Active Directory site, 673
event rules, 435
management groups, 58
namespaces, 515, 791
NAP (Network Access Protection), 827
navigating
Operator console, 90
Reporting console, 728-729
Navigation pane (Operator console), 92, 255
Network Operations Centers (NOCs), 254
Network Access Protection (NAP), 827
Network Load Balancing Management
Pack, 516
Network Load Balancing. See NLB
Network System Monitoring Management Pack,
715-718
networks
devices, monitoring, 848-849
management packs, 649
performance, 496
Service account, 343
stability, 497
new features
capacity, 50
consoles, 47-49
enhancements, 51
functionality changes, 44-47
prerequisites, 51
reporting, 49
terminology changes, 43-44
new project reports, creating, 741-743
new technologies (Operations
Manger 2007), 833
Active Directory for computer discovery, 844
AEM, 842-843
Audit Collection System, 845-846
Health Monitors, 838
performance, viewing, 839
PowerShell, 840-841
single console with dashboard overview,
833-837



newsgroups (MOM), 909
NIMDA virus attack events, 34
NLB (Network Load Balancing), 159, 516
Management Pack, 592
messaging, 592
redundancy, 159
NOCs (Network Operations Centers), 254
non-Windows server management packs,
647-649
nontrusted domains, 353-354
notifications
alerts, 27, 846-847
email, 250
groups
management packs, 250, 399
Security Administrators, 679
management packs, 250
problems, 12
security policies, 27-28

Workflow Solution Accelerators, 657-659

user, 118

0

objects

management packs, 249

Process performance, 437

ScriptContext
availability, 786
CreateAlert( ) method, 786
managed code responses, 810
methods, 787-789
properties, 789-790
scripts, creating, 799-802

scripting library, 787

scripts, 820
Alert, 820-821
DiscoveryClassinstancelD, 824
DiscoveryCollection, 823
DiscoveryData, 823
Discoverylnstance, 824

DiscoveryRelationshipCollection, 824
DiscoveryRelationshipinstance, 824

Event, 821

PerfData, 822

Rule, 822

ScriptContext, 820

ScriptState, 822-823

VarSet, 822-823
ScriptState, 802-804
VarSet, 802-804

OLEDB (Object Linking and Embedding Database)

encryption, 360
firewall configurations, 358

Operations Manager 2007

OnePoint, 66
autogrow, 321
backing up, 366, 371-382
DAS account access, 183
failover, 312
installing
Active/Active clusters, 308-310
Active/Passive clusters, 310
separate server, 193-195
monitoring
events, 321
grooming, 321-322
size, 320, 323
moving, 187
restoring, 384
size, increasing, 323
transaction logs, truncating, 382
views, 901-903
Only4Gurus.com, 908
Operating System Failures by Computer
report, 500
operating systems
console support, 108
database support, 109
functionality, 488
interoperability, 626
performance, 488
disks, 492-493
memory, 493-494
networks, 496
processors, 488-491
security, 488
server support, 107
stability, 488, 496, 499-500
measuring, 507-509
system components, 497-499
operational costs, reducing, 38
operational data, 238
Operations database, 65-67
grooming, 768
sizing, 129-130, 133
views, 902-903
Operations Guide Website, 910
operations management, 14-15
Operations Manager 2007, 825, 915
alert notifications, 846-847
deployment considerations, 830-833
ITIL, 830
management packs, 859-860
migrations, 862
MOF, 830
network device monitoring, 848-849
new technologies, 833
AEM, 842-843
Health Monitors, 838
performance, viewing, 839
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PowerShell, 840-841
single console with dashboard overview,
833-837
SCE, 860-861
security, 858-859
service-oriented monitoring, 849-850
distributed applications, 855-857
synthetic transactions, 851
Web applications, 851-855
System Center, 826-829
technologies, 844-846
Operations segment (Administrator console), 94
Operator console, 23, 48, 93
customizing, 259-260
drill downs, 91
Exchange views, 567
executing tasks, 91
navigation, 90
Notifier utility, 468-469
overview, 239-240
panes, 91-92, 254
remote machines, 214
rules, disabling, 440
scoping, 91
system requirements, 177
views, 90, 255
Alerts, 256
Computers and Groups, 258-259
Diagram, 259
Events, 257
My Views, 259
Performance, 257
Performance Data, 257
Public, 259
State, 701-702
operators
management packs, 250
tasks, creating, 685-686
views
creating, 687
Network System Monitoring Management
Pack, 716-717
outages, 9-10
Outlook Mobile Access
configuring, 573
tuning, 578-579
overloads (alerts), 139, 455
overrides
exceptions, 437-440
management packs, 249
rules, 436-437
disabling, 475-476
management packs, 406

P

Page Faults/sec counter, 32
Pages/sec counter, 31
panes (Operator console), 91-92, 254-255
parameters
AD client connectivity scripts, 545
BindThreshold, 545
ErrorThresholdIinMinutes, 610
FailureThreshold, 545
InformationEvent, 610
interactive, adding to reports, 750-753,
759-760
linked reports, 736
LogSuccessEvent, 545
ManagementModuleUtil utility, 387-388
PingPack Management Pack, 708
reports, 731
RptUtil utility, 389
RSKeyMgmt utility, 391
scripts, 804-806
SearchThreshold, 545
SiteDiscoveryMode, 546-547
WarningThresholdMinutes, 609
Parameters property (ScriptContext object), 789
partitioning operations database, 67
Password Update utility, 341-342
pending actions (agents), 289
Pending Actions folder, 289
pending agent upgrades, 227
PerfData object, 822
PerfData property (ScriptContext object), 789
performance
Advisor, 510-512
architecting, 317-318
counters
Active Directory Management Pack, 534
agent, 896-897
management server, 897-899
MOM-to-MOM Connector Service, 899
database servers, 113
disks, 282, 492-493
memory, 493-494
monitoring, 21-22, 324-325
networks, 496
OnePoint, 320-323
operating systems, 488
disks, 492-493
memory, 493-494
networks, 496
processors, 488-491
ping, 708
processors, 488-491



rules, 448
comparing, 449-452
management packs, 397

Network System Monitoring Management

Pack, 716
sample performance, 448-449
SQL Server replication, 600
SQL Server, 606-608
thresholds, 478-479
viewing, 839
Websites, 325-327
Performance Advisor, 510-512
Performance and Sizing Whitepaper
Website, 910

Performance Data view (Operator console), 257

Performance Rule Creation Wizard, 448
Performance view (Operator console), 257
permissions (DCOM), 205-206
pilot phase (deployment), 140-143
pinger threads, 885
PingPack Management Pack, 688
computer groups, 689-692
installing, 707-708
parameters, adding, 708
ping performance, 708
pinging file, 702-703, 707
resulting script, 709-715
roles, 699-702
rules
adding to rule groups, 693-699
associating rule groups to computer
groups, 692
groups, 688
script, 695-699
state variables, 708
WMI ping functionality, 708
PinPoint application, 521
placement
databases, 182
management servers, 111, 124
planning
deployment
assessment documents, 100-102
designs. See designs
implementation, 140, 143
maintenance, 144
pilot phase, 140-143

proof of concept environments, 139-142

sample designs, 144-150
MOM installation, 173-174
multihomed deployments, 164-165
multiple domains, 167-168
multitiered deployments, 162-164
redundancy, 151-152

database servers, 155-157

failures, 152-153

programs

management servers, 154-155
reporting, 159-161
upgrades, 211-212
POC (Proof of Concept), 140
challenges, 141
effective, 140-142
planning, 139-140
policies (security), 27-28
poor response time, 596
ports
firewall requirements, 358
numbers (MCF), 629
testing, 291
PowerShell, 840-841
presentation layer (consoles), 88-89
Administrator, 94-95
Operator, 89-90, 93
Reporting, 95
Web, 93-94
print server functionality, 516
Print Server Management Pack, 516

problems
alerts, 457
system, 9

downtime, 14
expertise, 13
false alarms, 13
historical context, 12
isolated information, 11-12
missed events, 13
notification, 12
outages, 9-10
Process performance object, 437
processes
agent, 75-76
approval, 268
discovery, 267
Service functions, 82-83
processing errors, 294
processing flow
data collection, 239
operational data, 238
rules/configuration information, 238
ProcessingRule property (ScriptContext
object), 789
processors
Host requirements, 79
number of, collecting, 438
performance, 488-491
Service requirements, 76
Product Connector Catalog, 909
product connectors, 169-170
product documentation Website, 910
Product Team Website, 911
programmatic responses, 84-86
programs. See utilities
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Proof of Concept. See POC
properties
Alert object, 820-821
DiscoveryCollection object, 823
DiscoveryData object, 823
DiscoveryRelationshipCollection object, 824
DiscoveryRelationshiplnstance object, 824
Event object, 821
Knowledge Base, 435
PerfData object, 822
Rule object, 822
ScriptContext object, 789-790
protocols
IPSec, 360
SMTP
directory, 571
Usage Report, 583
TCP, 356
UDP, 356
providers, 69-70, 466
application log, 467
management packs, 251
timed events, 467
types, 466-467
Windows event logs, 467-468
Windows performance counters, 467-468
WMI
Active Directory, 532
events, 467-468
proxying agents, 355-356
Public view (Operator console), 259
publishing reports, 763-764
data sources, updating, 764-765
exporting, 766
p_updategroomdays stored procedure, 264

Q

quality of service, increasing, 38
queries (Management Studio), 768
Quest
Exchange Reporting Management Pack, 593
management pack, 649
Software Spotlight, 522
Website, 593
Queue Manager, 875
queues
agents, 112
files, 865-867
length
disk performance, 493
processors, 489
thresholds, 580
Quick Start Options, 243
Import Management Packs, 245-248
Install Agents, 244
Quit( ) method, 789

R

RAID (Redundant Array of Independent
Disks), 10
recovery
databases, 157, 371
disaster recovery planning, 392-393
planning, 908
reducing
false alarms, 34-36
operational costs, 38
redundancy
configurations
database servers, 306-310
management servers, 304-306
order of installation, 303-304
Reporting database servers, 313-316
Reporting servers, 312-313
planning, 151-152
database servers, 155-157
failures, 152-153
management servers, 154-155
reporting/reporting database servers,
159-161
with/without clustering, 159-161
Redundant Array of Independent Disks
(RAID), 10
Registry
customizing, 573
hives, 888
keys, 888-893
resources, 889
regular expressions, 682
Reindex job, 253
Reject New Manual Agent Installations
setting, 357
reliability (disks), 497
remote administration, 512
remote computers, console installations,
260-261
remote debugging, 813
Remote Procedure Calls (RPCs), 61, 356
repeat count alert rule, 684-685
replacing management packs, 415
replication
monitoring (Active Directory), 536
intersite replication latency, 537-538
latency data collection, 536-540
MOMLatencyMonitors container,
536-537
resources, 538
SQL Server, 599
event rules, 599
performance rules, 600
tuning, 599
Report Wizard, 738



Reporting console, 49, 95, 722-723
accessing, 726
management buttons, 737-738
navigating, 728-729
overview, 242
reports, running, 730-731
Reporting database, 68-69, 722
backing up, 368-370
data retention, 766-767
data transfer job, 263-264
grooming, 68, 264-265
jobs, 68
monitoring, 324
servers, redundancy, 159-161, 313-316
sizing, 114, 133-136, 262
views, 740, 904-905
Reporting Manager (System Center), 36
Reporting servers
deployment designs, 114-115
installing, 199-202
Data Transfer Task account, 200
database server instances, 200
database/log file information, 200
Operational Data Reports settings, 201
prerequisites, checking, 199
Reporting User account, 201
SSRS, 199
moving, 202
redundancy, 159-161
configurations, 312-313
clustering, 159-160
network load balancing, 159
without clustering, 161
system requirements, 179
Windows 2003 Service Pack 1 errors, 205
Reporting Services
encryption keys, 391
SQL Server, 162
Reporting User accounts, 201
reports
Active Directory Management Pack,
549-550
AD Replication Latency, 536
alerts, tuning, 652
Availability Reporting Management Pack,
509-510
backing up, 366, 389-390
business logic, 745-748, 755-757
caching, 734
chart-based, creating, 743-744
company logos, adding, 753-754, 760-761
components, 720-721
console, 722-723
accessing, 726
breadcrumbs, 728
management buttons, 737-738
navigating, 728

reports

reports, running, 730-731
search tool, 729
site-wide menu, 728-729
creating, 738-741
customizing, 761-763
data
collection, 739
sources, 774-775
ranges, limiting, 751
database, 722
data retention, 766-767
views, 740
deployment designs, 118
designer, 724
designing, 739-740
DNS Management Pack, 557
downloading, 738
DTS jobs, 723, 768-769
email settings, 771-772
Exchange Disk Usage, 582
Exchange Management Pack, 582-583
execution settings, 735
exporting, 766
FRS Management Pack, 561
graphs, adding, 748-750
history, 28
importing, 415, 725
interactive parameters, 750-753, 759-760
large, running, 739
layout, 757-758
linking, 735-737
management packs, 400
Microsoft Baseline Security Analyzer
Management Pack configuration, 505
MOM 2000 versus MOM 2005, 49
moving, 737-738
new project, creating, 741-743
Operating System Failures by
Computer, 500
parameters, 731
paths, specifying, 765
publishing, 763-766
Report Wizard requirements, 738
running, 730-731
security, 769-770
server roles, 60
shared schedules, 733
SLA Scorecard for Exchange, 591
slow reports, 253
SMTP Usage, 583
snapshots, 735
SRR 136
SQL Server
Management Pack, 618-619
recovery planning, 908
security, 614-616
SSL settings, 772-773
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SSRS, 723-724
subscribing, 732-734
System Center Reporting Manager, 36
system/service, 30
tabular-based, 754-755
business logic, 755-757
company logos, adding, 760-761
interactive parameters, adding, 759-760
layout, 757-758
templates, 725
testing, 764
troubleshooting Websites, 913
uninstalling, 228
Web Sites and Web Services Management
Pack, 327
Website, 911
Windows Server Base Operating System
Management Pack, 554
ReportServer database, 366
ReportServerTempDB database, 366
request sequences, 325-327
requirements
Configuration Wizard (Exchange Management
Pack), 574
consoles, 116, 176-177
databases, 175-176, 181-182
hardware, 113
management servers, 174-175
memory, 76-79
MOM 2000 versus MOM 2005, 51
MOM installation, 174
consoles, 176-177
database options, 181
database placement, 182
domain controllers, 182
Reporting server, 179
security, 183-184
server roles, 174-176
SSRS, 177-179
multiple server configurations, 123-124
port firewalls, 358
processors, 76, 79
Report Wizard, 738
Reporting server, 179
security, 183-184
servers
agents, 109-110
database servers, 112-114
hardware, 106-107
managed computers, 109-110
management servers, 110-112
Reporting servers, 114-115
software, 107-109
Web reporting servers, 115
service pack compatibility, 180
single server designs, 121-122
SLA Scorecard, 589
SQL Server client monitoring, 601

SSRS, 177-179
Workgroup Edition upgrades, 230
resolution states (alerts), 458-459
resolving alerts, 472
Resource Kit
scripting tools, 819
Website, 911
Respond to Event rule, 428
Response Test utility, 469-470, 819
responses
event rules, 433-435, 779
managed code
API, 790-791
configuring, 783-784
creating, 806-810
rule responses, 779
troubleshooting, 811-817
rules, 441-443, 778-780
scripts, configuring, 780-783
trace logs, 812-813
restoring
databases, 376-378
disaster recovery planning, 392-393
OnePoint database, 384
Resultant Set of Rules (RSOR) command-line
utility, 420
Results pane (Operator console), 92, 255
retiring MOM 2000 SP1 configuration
groups, 220
Reviewer’'s Guide Website, 910
reviewing alerts, 424
roles
PingPack, 699-702
security, 769-770
servers, 59-61
Routing and Remote Access Service
(RRAS), 517
RPC (Remote Procedure Calls)/DCOM (Distributed
Component Object Model)
communications, 61
RPCs (Remote Procedure Calls), 356
RptUtil command-line utility, 389-390
RRAS (Routing and Remote Access
Service), 517
RSKeyMgmt utility, 391
RSOR (Resultant Set of Rules) command-line
utility, 420
RSS Feed for MOM Knowledge Base articles
Website, 912
Rule and Group Toggle utility, 420
Rule Creation Wizard
alerts, generating, 431
duplicate alerts, 432
event sources, 429
Knowledge Base properties, 435
names, 435
responses, 433-435
rule criteria, 429-430
scheduling, 431



Rule object, 822
rules

Active Directory Management Pack,
533-534
alerts, 452-453
adding members to administrative groups,
680-682
consolidation, 684
creating, 679-685
locked out user accounts, 679-680
repeat count, 684-685
responses, 683
applying to computers, 662-663
changing, 473
collection, 677-679
criteria, 429
customizing, 473-474
criteria, 477-478
new groups, 475
overrides, disabling, 475-476
performance thresholds, 478-479
script parameters, 474
scripts, 479
data handling, 425-426
defined, 423
deploying, 82
discovery, 270-274
DNS Management Pack, 556
events, 871-872
Alert on, 428
alerts, generating, 431
collecting, 428, 445-446
combining, 447-448
consolidation, 428, 445
creating, 427
disabling, 440-441
duplicate alerts, 432
filtering, 428, 443
management packs, 397
missing, 428, 444-445
names, 435
Network System Monitoring Management
Pack, 716
overrides, 436-440
Respond to Event, 428
responses, 433-435, 441-443, 779
scheduling, 431
SQL Server replication, 599
ExBPA, 588
Exchange Management Pack, 577-582
finding, 480-482
FRS Management Pack, 559
Group Policy Management Pack, 563
groups, 465-466
associating with computer groups,
676, 692
Availability Reporting Management
Pack, 508
creating, 427, 475

runtime 947

defined, 425
management packs, 248, 398
PingPack Management Pack, 688
rules, adding, 677, 693
SecurityPack Management Pack,
668-670
management, 406
Management Pack Notifier Management
Pack, 419
management packs, 396-397
disabling, 406
distribution, 482
identifying, 407
measuring, 397
overrides, 475-476
overview, 424-425
performance, 448
comparing, 449-452
management packs, 397
Network System Monitoring Management
Pack, 716
sample performance, 448-449
SQL Server replication, 600
PingPack script, 695-699
processing flow, 238
responses, 778-780
scripts
customizing, 479
responses, 780-783
running, 693-695
searching for, 479
statistics, 482-483
threshold
management packs, 397
multiprocessor systems, 439-440
SQL performance, 606
Windows Server Base Operating System
Management Pack, 552-553
running
reports
large, 739
Reporting console, 730-731
settings, 735
scripts rule, 693-695
runtime, 873-875
engine, 875
Agent configuration flow, 878-879
Agent data flow, 880
data structure, 875-876
data types, 880
Server configuration flow, 876-878
Server data flow, 881-882
heartbeat, 882-883
Agent Helper, 885
failover, 884
management servers, tracking, 885
MOM Agent Monitor Management
Pack, 886
pinger threads, 885
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managers, 873 creating
scripting objects, 820 parameters, 804-806
Alert, 820-821 ScriptContext object, 799-802
DiscoveryClassinstancelD, 824 ScriptState object, 802-804
DiscoveryCollection, 823 test systems, 799
DiscoveryData, 823 VarSet object, 802-804
Discoverylnstance, 824 customizing, 498
DiscoveryRelationshipCollection, 824 languages, 781
DiscoveryRelationshiplnstance, 824 libraries, 85, 787
Event, 821 logging, 868
PerfData, 822 management packs, 251, 398
Rule, 822 objects, 820
ScriptContext, 820 Alert, 820-821
ScriptState, 822-823 DiscoveryClassinstancelD, 824
VarSet, 822-823 DiscoveryCollection, 823
tasks, 333 DiscoveryData, 823

Discoverylnstance, 824
DiscoveryRelationshipCollection, 824
S DiscoveryRelationshiplnstance, 824
Event, 821
PerfData, 822
Rule, 822
ScriptContext, 786-790, 820
ScriptState, 802-804, 822-823
VarSet, 822-823
PingPack Management Pack, 695-699,
709-715
responses, 84, 780-783
results, checking, 700-701
rules
customizing, 479
responses, 778
running, 693-695
Storage State Monitoring, 498-499
tools, 819
troubleshooting, 811-815
Websites, 908
ScriptState object, 822-823
methods, 823
scripts, creating, 802-804

sample designs, 144
multiple management groups, 147-150
single management groups, 146-147
single servers, 144-146
Sample Performance Data Type rule, 448-449
SANs (Storage Area Network), 318
Sarbanes-Oxley Act (SOXA), 523
saving installation log files, 223
scalability
agentless managed computers, 80
management groups, 136
scaling-up servers, 324
scanning attributes, 673
SCDW (System Center Data Warehouse), 68
SCE 2007 (System Center Essentials),
860-861, 915
scheduling
backups, 367-368
event rules, 431
ExBPA, 588

SDK
fgs)nzal;ggvents, 561 connecting MOM to other products, 170-171
: scripts, 819

Schema Admins group, 680
ScriptContext object, 820
availability, 786
CreateAlert( ) method, 786
managed code responses, 810
methods, 787-789
properties, 789-790
scripts, creating, 799-802
Scripting Center Website, 911
scripts
administration tasks, 908
analyzing, 792
Action Account Password Expiration Check,
794-798
End to End Monitoring, 792-794

SQL views, 70, 901-903
SDKAlertsAndEventsView, 902
SDKAlertView, 902
SDKComputerAttributesView, 902
SDKComputerGroupView, 902
SDKComputerToComputerGrouplvew, 902
SDKComputerView, 902
SDKEventParametersView, 902
SDKEventView, 902
SDKPerforamnceView, 903
SDM (Systems Definition Model), 17
SearchThreshold parameter, 545
Secure Socket Layer. See SSL
Secure Vantage Technologies, 523-525, 650



security. See also Microsoft Baseline Security
Analyzer Management Pack, 501
Action account, 117
Agent Action accounts, 345
agent proxying, 355-356
communications, 359-362
DAS accounts, 226
deployment designs, 117
events Website, 911
Exchange front-end servers, 571-573
firewalls
agentless managed computers, 80
agents, 277, 356-357
communications compatibility, 62
management groups, 357
management servers, 358
port requirements, 358
groups, 329
Active Directory management, 332-333
Administrators, 242, 330
Authors, 242, 330
overview, 242
SCDW DTS, 331
SCDW Reader, 331
Service, 331
tasks, 333
Users, 243, 331
users, adding, 332
installation requirements, 183-184
NAP, 827
nontrusted domains, 353-354
operating systems, 488
Operations Manager 2007, 858-859
policies, 27-28
recommendations, 359
reporting, 614-616, 769-770
rule responses, 778
SecurityPack Management Pack
adding rules to rule groups, 677
alert rules, 679-685
associating rule groups and computer
groups, 676
collection rules, 677-679
computer groups, 670-675
installing, 687-688
operator tasks, 685-686
operator views, 687
rule groups, 668-670
service accounts, 343
SQL jobs, 349-350
upgrade enhancements, 212-213
Website, 910
workgroup support, 355
Security Administrators notification group, 679
Security Event Monitoring rule group, 669

servers 949

SecurityPack Management Pack, 668
alert rules, 679-685
associating rule groups and computer
groups, 676
collection rules, 677-679
computer groups, 670-675
installing, 687-688
operators, 685-687
rule groups, 668-670, 677
Select Group Policy Object dialog box, 348
Select Rule Group dialog box, 385
send a notification to a notification group
response, 442
send an SNMP trap response, 442
separate database configurations, 192-195
separate database server upgrades, 217
Server Clusters Management Pack, 517-518
Server Status Monitor (SSM), 53
servers
64-bit operating systems, 108
agents requirements, 109-110
application associations, 116
certificates, 640
clustering, 156-157
configuration flow, 876-878
consoles, 116
data flow, 881-882
database
designs, 112-114
hardware requirements, 113
installing, 113
performance, 113
redundancy, 155-157, 306-310
system requirements, 175-176
upgrading, 217
destination management, 636
Exchange
dependencies, 593
ExBPA, 584-588
Exchange Management Pack. See
Exchange Management Pack
front-end, 571-573
IIS Management Pack, 584
SLA Scorecard for Exchange, 589-591
third-party tools, 593-594
hardware requirements, 106-107
IS
Microsoft Baseline Security Analyzer
Management Pack configuration, 503
Management Pack, 584
managed computer requirements, 109-110
management, 43
accounts, 333-335
agent migration, 291
counters, 897-899
discovery rules, 306
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events, 872-873
firewalls, 358
installing in management groups, 304-305
licensing, 112
multihomed deployments, 300, 303
multilocation deployments, 297-298
multiple server configurations, 124
multiple, failover, 303
multitiered deployments, 299-300
placement, 111
redundancy, 154-155, 304-306
requirements, 110-112
Service functions, 81-83
system requirements, 174-175
tracking, 885
two-tiered implementation, 163
management packs, 117
multiple server configurations, 123-126
operating system support, 107
print functionality, 516
Reporting
database redundancy, 159-161, 313-316
deployment designs, 114-115
installing, 199-202
moving, 202
redundancy, 159-161, 312-313
system requirements, 179
Windows 2003 Service Pack 1 errors, 205
roles, 59-61, 174-176
scaling-up, 324
Server Status Monitor, 53
single server configurations, 120-122
SMS, 621-622
software requirements, 107-109
SQL. See SQL Server
Virtual, 513-515
Web reporting, 115
service accounts, 46, 342-343
Agent, 347-350
security, 212, 343
starting, 344
upgrade enhancements, 212
Service Continuity Solution Accelerator, 659-660
Service Desk 2007, 828-829
service level agreements (SLAs), 458
service-oriented monitoring (Operations Manager
2007), 849-850
distributed applications, 855-857
synthetic transactions, 851
Web applications, 851-855
services, 81-83
agents
installations, 81
processes, 75-76
services as, 82
DAS, 83
Data Transfer, 908
directory, 528

discovery, 400
Exchange, 546
group, 331
managed computer attributes, 81
management server functions, 81
memory requirements, 76
processes, 82-83
processor requirements, 76
providers (SCE 2007), 861
Reporting, 30
encryption keys, backing up, 391
SQL Server, 162
rule deployment, 82
SSRS, 723-724
Terminal, 512
Webs, 629
SetActionAccount utility, 335, 347
Setup program, 186
Setup Tasks tab, 186
severities (alerts), 456, 473
shared schedules (reports), 733
sharing files, 515-516
side-by-side migration, 218-219
Simple Mail Transfer Protocol. See SMTP
single management group design example,
146-147
single server configurations, 185-192
Active Directory option, 191
bypassing prerequisites checker, 189
database options, 189
designing, 120-122, 144-146
management group names, 189
mutual authentication, 192
options, 188
prerequisites, checking, 186-188
service accounts, 190
Setup program, 186
single server upgrades, 216
Site Links view (Active Directory), 530
site-wide menu (Reporting console), 728-729
Site-wide security roles, 769
SiteDiscoveryMode parameter, 546-547
size
databases, 66, 181-182, 319
Operations, 129-133
reporting, 133-136
OnePoint
increasing, 323
monitoring, 320
Reporting database, 114, 262
Sizer (MOM), 119
SLA Scorecard for Exchange, 589-591
SLAs (service level agreements), 458
Sleep( ) method, 789
slow reports, 253
SMB Packet Signing, 360
SME (Subject Matter Expert), 846



SMS (Systems Management Server), 15, 621-622
Management Pack, 621
Trace utility, 819
SMSMOM.com, 907
SMTP (Simple Mail Transfer Protocol)
directory, 571
Usage Report, 583
shapshots (reports), 735
Software Development Kit Website, 910
solution accelerators, 650-651
alerts, tuning, 651-652
autoticketing, 653-655
multiple management group rollup, 655-657
notification workflow, 657-659
service continuity, 659-660
Website, 21
Solution Explorer, 742-743
source management groups, 44
SOXA (Sarbanes-Oxley), 523
space
databases, 405
disks, 499
spam, 581
Spotlight application, 522
SQL Server
2000 SP4 installations, 204
2005 database engine, 203
agent jobs, excluding, 609-610
auditing, 616-617
authentication, 620
Central community Website, 391
client-side monitoring, 600-603
connecting to SANs, 318
databases
backing up, 370-384
mirroring, 608-609
recovery, 157
disk space, 603
checking, 622
databases, 603-605
implementing, 614
health/availability, 614
security reports, 614-616
tasks, 617
low-privilege scenarios, 611-613
Management Pack, 596-597
agent jobs, excluding, 609-610
client-side monitoring, 600-603
database mirroring, 608-609
disk space, 603-605
downloading, 597
guide, 598
implementing, 614-617
installing, 597
low-privilege scenarios, 611-613
performance, 606-608
replication, 599-600
reporting, 618-619
workgroups, 619

synthetic transactions

packaged applications, 596
performance, 606-608
poor response time, 596
replication, 599-600
reporting, 162, 618-619, 908
Reporting Services. See SSRS
service packs, 185
tasks, 617
tools, 622
views, 70, 904-905
workgroups, 619
SQL Server Management Pack, 596-597
agent jobs, excluding, 609-610
client-side monitoring, 600-603
database mirroring, 608-609
disk space, 603-605
downloading, 597
guide, 598
implementing, 614-617
installing, 597
low-privilege scenarios, 611-613
performance, 606-608
replication, 599-600
reporting, 618-619
workgroups, 619
SRP (Summary Reporting Pack), 136
SSL (Secure Socket Layer), 360
configuring, 572
front-end Exchange servers, 572
reporting settings, 772-773
SSM (MOM Server Status Monitor), 53
SSRS (SQL Server Reporting Services), 95,
723-724
activation problems, 204
installing, 198
system requirements, 177-179
stability
networks, 497
operating systems, 488, 496-500
measuring, 507-509
system components, 497-499
state
management (alerts), 455-459
variables, 708
State view (roles), 699-702
statistics rules, 482-483
status views (Active Directory), 530
Storage Area Network (SANs), 318
Storage State Monitoring script, 498-499
storing log files, 869-871
Subject Matter Expert (SME), 846
Submit( ) method, 789
subscribing reports, 732-734
Summary Reporting Pack (SRP), 136
Supported Configurations Website, 911
suppressing duplicate alerts, 432
synchronizing alerts, 169
synthetic transactions, 851
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System Center, 36, 826-827
Capacity Planner, 37, 182
Configuration Manager, 827-828
Data Warehouse (SCDW). See Reporting
database
Essentials 2007, 860-861, 915
Reporting Manager, 36
Roadmap Website, 915
Service Desk, 828-829, 916
Website, 910
System-level security roles, 769
SystemCenterReporting database, 366
systems
agent managed, 268, 280
agentless conversions, 287
disk performance, 282
event logs, 280-281
agentless managed, 269-270, 285-287
problems, 9
downtime, 14
expertise, 13
false alarms, 13
historical context, 12
isolated information, 11-12
missed events, 13
notification, 12
outages, 9-10
processors, 438
resources, monitoring, 608
reports, 30
unmanaged, 270
Systems Controls Management Pack, 523-525
Systems Definition Model (SDM), 17
Systems Management Server. See SMS

T

tabular-based reports, creating, 754-755
business logic, 755-757
company logos, 760-761
interactive parameters, 759-760
layout, 757-758
TargetComputer property (ScriptContext
object), 790
TargetComputerldentity property (ScriptContext
object), 790
TargetFQDNComputer property (ScriptContext
object), 790
TargetNetBIOSComputer property (ScriptContext
object), 790
TargetNetBIOSDomain property (ScriptContext
object), 790
Task pane (Operator console), 92, 255

tasks
Active Directory Management Pack,
547-549
administration, 908
agentless managed computers, 80
console, 333
database maintenance, 252-253
DNS Management Pack, 557
DTS, configuring, 263-264
executing, 91
FRS Management Pack, 560
HP Management Packs, 645
management packs, 250, 400
Microsoft Baseline Security Analyzer
Management Pack configuration, 505
operator, 685-686
runtime, 333
SQL Server, 617
Windows Server Base Operating System
Management Pack, 554
TCP (Transmission Control Protocol), 356
TechNet Website, 562
technical walkthroughs Website, 909
Terminal services, 512
terminology, 43-44
testing
Action Account Password Expiration Check
script, 794-798
End to End Monitoring script, 792-794
ports, 291
reports, 764
scripts, 799
third-party connectors, 643
third-party management packs, 650
Antigen, 593
hardware, 912
PinPoint, 521
Spotlight, 522
System Controls, 523-525
third-party tools, 563, 593-594
Thread Pool Manager, 875
three-tiered management groups, 633
thresholds
databases, 603-605
management packs, 407
multiple, monitoring, 610
performance, 478-479
queue, 580
rules
management packs, 397
multiprocessor systems, 439-440
SQL performance, 606
Tidal Software management packs, 650
time to resolution, 38
timed event providers, 467
Tivoli, 169



tools
deployment designs, 119-120
scripts, 819
third-party tools, 563, 593-594
Trace Log Viewer, 871
trace logs, 812-813
tracking management servers, 885
Transact SQL queries, 908
transactions
email, checking, 577
logs
databases, 374-375
truncating, 382
synthetic, 851
transfer a file response, 443
transitioning from 2005 to 2007 Operations
Manager, 831-832
Transmission Control Protocol (TCP), 356
troubleshooting
agents
installations, 276
processing errors, 294
DCOM permissions, 205-206
installation, 205-206
DCOM permissions, 205-206
SQL Server 2000 SP4 systems, 204
SSRS activation, 204
Windows 2003 Service Pack 1, 205
managed code, 811-817
management packs, 407-411, 676
MOM 2000 upgrades, 229-230
scripts, 811-815
slow reports, 253
SSRS activation, 204
Websites, 912-915
tuning
alerts
not immediately resolved, 472-473
reports, 652
solution accelerators, 651-652
by color, 471-472
management packs, 596
by function, 404-406
duration, 407-408
tips, 406-407
Outlook Mobile Access, 578-579
overview, 7
queue thresholds, 580
replication, 599
rule customization, 473-474
criteria, 477-478
new groups, 475
overrides, disabling, 475-476
performance thresholds, 478-479
scripts, 474, 479
two-tiered management server
implementation, 163

utilities

U

UCE (Unsolicited Commercial Email), 581
UDP (User Diagram Protocol), 356
Ultrasound controllers, 561
unencrypted communications, 350
uninstalling. See deleting
Unisys
ES7000 Series Management Pack
Website, 912
Management Pack, 647
unmanaged computers, 288
Unmanaged Computers folder, 288
unmanaged systems, 270
Unsolicited Commercial Email (UCE), 581
update a state variable response, 442
Update Database job, 253
upgrades
Administrator console, 221-222
agents, 227
data sources, 764-765
databases, 222-225
DCAMs, 225-226
help files, 213
management packs, 415
MOM 2000 SP1, 213
Administrator console, 221-222
agents, 227
backups, 221
databases, 222-225
DCAMs, 225-226
management packs, importing, 228
MOM 2000 reporting, uninstalling, 228
multiple DCAMs, 218
overview, 214-215
scenarios, 215-216
separate consoles, 216
separate database servers, 217
side-by-side migration, 218-219
single server, 216
troubleshooting, 229-230
verification, 220
planning, 211-212
security, 212-213
Workgroup Edition, 230-233
User Diagram Protocol (UDP), 356
users
accounts
adding, 332
locked out alerts, 679-680
group, 243, 331
notifications, 118
utilities
Agent Helper, 885
Check Prerequisites, 186-188
Computer Group Hierarchy, 421-422
ConfigActionAccount, 347
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ConfigureEventLogs, 281
Console Scope, 251
Managed Code Response, 809-810
ManagementModuleUtil
management packs, backing up, 387-389
management packs, importing, 416
Operator Console Notifier, 468-469
Password Update, 341-342
Response Test, 469-470, 819
RptUtil, 389-390
RSKeyMgmt, 391
RSOR, 420
Rule and Group Toggle, 420
SetActionAccount, 335, 347
Setup, 186
SMS Trace, 819

\%

variables, state, 708
VarSet object, 822-823
methods, 823
scripts, creating, 802-804
verification
MCF, 628
MOM 2000 SP1 upgrade, 220
Veritas Management Packs, 650
versions
management packs, 401-402
SQL Server service packs, 185
viewing
attributes, 674
historical information, 28-30
performance, 839
rule search results, 481-482
Solution Explorer, 743
views
Administrator console, 244
databases, 70, 901-903
management packs, 399
operations database, 902-903
operator
creating, 687
Network System Monitoring Management
Pack, 716-717
Operator console, 90, 255
Alerts, 256
Computers and Groups, 258-259
Diagram, 259
Events, 257
My Views, 259
Performance, 257
Performance Data, 257
Public, 259
Reporting database, 740, 904-905
State, 701-702
status, 530

Virtual Lab Website, 911

Virtual PC, 513

Virtual Server Management Pack, 513-515
virtualization, 513-515

Visual Studio .NET, 819

W-Z

WarningThresholdMinutes parameter, 609
Web
applications, 851-855
console, 48, 93-94
installing, 196-198
overview, 240
system requirements, 177
Reporting servers, 115
services, 629
Web Sites and Services Management Pack
Configuration Wizard, 325
Web Sites and Web Services Management Pack
installing, 325
reports, 327
request sequences, 325-327
Website performance, 325-327
Websites
Active Directory
Management Pack Guide, 532
replication, 538
Authoring MOM Reports, 910
Beta bits, 915
blogs, 908-909
Cawthray’s SCOM 2007, 915
Conceptual Guide, 910
Data Transfer Services, 908
Deployment Guide, 911
Deployment Planning Guide, 910
escalation scripts, 460
events, 910
Exchange 2003, 911
FAQ, 910
FAQShop.com, 907
Fujitsu Management Pack, 912
Hardware Compatibility List Cluster
Solutions, 157
hardware management packs, 912
IBM Management Pack, 912
LearnMOM.com, 908
licensing, 909
Management Pack and Utilities Catalog, 400
management packs
Catalog, 909
customizing, 911
development guide, 910
guides, 246
Managing Messaging, 911
MCF, configuring, 911
destination servers, 641
SSL, 642



Microsoft
licensing, 112
management pack resources, 400
Management Pack catalog, 245
MOM page, 911
resources, 909-911
System Center announcements and DSI
information, 915
MOF, 20
MOM
Community, 908
for Beginners, 910
newsgroups, 909
Product Connector Catalog, 909
Product Team, 911
resources, 907-909
MYITFORUM.com, 907
Only4Gurus.com, 908
Operations Guide, 910
Operations Manager 2007/System Center
Essentials, 915
Performance and Sizing Whitepaper, 910
performance monitoring, 325-327
product documentation, 910
Quest, 593
Registry resources, 889
regular expressions, 682
reports, 911
Resource Kit, 911
Reviewer’s Guide, 910
RSS Feed for MO Knowledge Base
articles, 912
scripts, 908, 911
SecureVantage, 525
security events, 910-911
SMSMOM.com, 907
Software Development Kit, 910
Solution Accelerators, 21
SQL Server
Central community, 391
Reporting recovery planning, 908
service pack downloads, 185
SRP download, 136
Supported Configurations, 911
System Center, 910
Capacity Planner resource, 182
Essentials blogs, 915
Roadmap, 915
Service Desk, 916
TechNet, 562
technical walkthroughs, 909
troubleshooting, 912
Availability Reporting Management
Pack, 915
Exchange Management Pack, 914
heartbeats, 914

wizards 955

hotfixes for MOM 2005 SP1, 913
reports, 913
Windows 2003 SP1 issues, 912-913
Unisys ES7000 Series Management
Pack, 912
Virtual Lab, 911
WMI, monitoring, 911
Workgroup Edition, 55

Windows

2003
MOM service packs compatibility, 180
SP1 Website resources, 912-913
event log providers, 467-468
Explorer, Microsoft Baseline Security Analyzer
Management Pack configuration, 503
Management Instrumentation. See WMI
performance counter providers, 467-468
PowerShell, 840-841
System Resource Manager (WSRM), 520-521
XP Professional, 268

Windows Server Base operating System

Management Pack
Active Directory, 551-554
performance monitoring, 488
disks, 492-493
memory, 493-494
networks, 496
processors, 488-491
stability, 496, 499-500
system components, 497-499

wizards

Agent Setup, 283
Alert Rule, 452
Configuration (Exchange Management Pack),
573-575
Consolidation Rule Creation, 445
Filter Rule Creation, 443
Import, 247
Import/Export Management Packs, 385,
411-413
Install/Uninstall Agents, 270
Management Pack, 664-667
MOM-to-MOM Connector, 633-636
Performance Rule Creation, 448
Report, 738
Rule Creation
alerts, generating, 431
duplicate alerts, 432
event sources, 429
Knowledge Base properties, 435
names, 435
responses, 433-435
rule criteria, 429-430
scheduling, 431
Web Sites and Services Management Pack
Configuration, 325
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WMI (Windows Management
Instrumentation), 532
events
providers, 467-468
monitoring Website, 911
numeric event providers, 467
ping functionality, 708
providers, 532
Workflow Manager, 875
Workgroup Edition (MOM), 52-55
2000/2005 comparison, 55
downloads, 55
features, 54
monitored systems, 53
upgrading, 230-233
workgroups
SQL Server Management Pack, 619
support, 355
WSRM (Windows System Resource Manager),
520-521

zone configuration groups, 44



