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Foreword
In my role as VMware’s Chief Technology Officer for more than 11 years, I see education as important throughout one’s life, especially in advancing one’s career. I had the
pleasure of attending Stanford University in the early 1990s. There, I met the founders of
VMware and worked on a project that would become the foundation of our company. This
education-centric environment was the perfect petri dish for the growth of this amazing
company. Such environments require you to step back and gain perspective before jumping into something new. They also provide a burst of can-do spirit that helps you take on
problems that might otherwise be far too daunting. This combination of education and
confidence helped launch our company. That same great combination is present in the
VMware Certified Design Expert (VCDX) program.
I’d like to welcome you to this enablement tool that teaches the VMware Architecture
Design principles and methods embodied in the VCDX program. These same principals
and methods were used in developing the industry-recognized vCloud Architecture Toolkit (vCAT) to enable architects, administrators, and consumers of Cloud to realize the full
potential of this revolutionary technology. For this reason, VCDX holders are considered
a hot commodity; they are recognized as thought leaders in a dynamic industry with almost
unlimited growth potential. Joining this elite group is a journey that does not end with
achieving the certification. It requires continuous education, the ability to learn from your
experiences, and a structured approach to addressing customer needs in your designs. It is
not easy to become a VCDX, but it is certainly easier if you have a mentor—or, better yet,
three—to help you begin the journey.
Having worked with John and Mostafa for more than 10 years, I trust that their guidance
will absolutely meet your high expectations. I’ve been watching John play in Elastic Sky,
VMware’s house band, since 2004, including when the band opened for Foreigner, INXS,
the Killers, and John Bon Jovi. Mostafa I’ve also known for a long time: He was one of our
very early employees and is an industry-recognized storage expert in virtualization; his signature is on an I-beam in our corporate Promontory building complex. Ben continues to
actively work on cloud solutions as a Cloud Specialist. I have supported the work that he,
John, and Mostafa have done both inside and outside VMware.
John started development work on the VCDX Boot Camp back in 2008. At the same
time, he started the VCDX tips series on Twitter, which thousands of aspiring virtualization architects follow. The VCDX boot camps and the VCDX tips were so successful that
readers asked for a compendium of these tips, to help peel back the curtain of mystery that
seems to surround the certification. In this book, John, Ben, and Mostafa have worked
to cover the important details that can help you successfully develop designs as you work
toward the ultimate goal of achieving VCDX.

xiv
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The VMware Certification Program began early in the history of VMware, when x86 virtualization was revolutionary and the program focused on our original Workstation, GSX,
and ESX products. Because the technology was new, there was a requirement to educate
end users and practitioners and to validate expertise to employers and customers. Since
that time, VMware has continued to grow and innovate. The company has revolutionized
End User Computing and introduced the world to Cloud and the Software-Defined Data
Center. The certification program has evolved and now includes the Professional (VCP),
Advanced Professional (VCAP), and Expert (VCDX) levels, each with several areas of
specialization.
VCDX now covers data center virtualization with VCDX-DCV, desktop with VCDXDT, and cloud computing with VCDX-Cloud. This supports the specialized architecture
design skills required to serve the growing needs of our customers (internal, external, big
business, small business), partners, and internal teams.
The team has provided a history of the program, best practices and tips for success, and
actual scenarios that you can use in running your own boot camps, study sessions, or
mock defenses. In your daily work life, you can reference this book to help you take a
VCDX-style approach for design success. This book will help you understand this highly
sought-after certification with supporting material to help improve your scoring potential.
It provides details that remove some of the mysteries and mystique behind the program,
including the in-person design defense. If you are a VCP- or VCAP-certified individual,
you can learn more about the practices VCDX holders use in developing robust, complex,
computing environments with VMware and related technologies.
The VCDX program is now in its sixth year. It differentiates individuals by requiring them
to prove certain skills in front of a panel of VCDX, in much the same way a Master’s or
PhD defense is done. The process demands significant time and effort, but everyone can
benefit from going through it. As I’ve said to VMware employees, the VCDX is VMware’s
PhD equivalent.
I believe that success in developing technology, services, and solutions and using these in
customer solutions requires a solid base of expert-level architecture skills, with VCDX
at the top. The benefits to an architect might appear obvious, but others who learn the
VCDX design method also reap benefits. This can include understanding how to review
designs others have created.
It’s been an amazing ride at VMware for so many reasons, including the great products,
legendary customer success stories, and a whole new partner ecosystem around virtualization. But the reason I’ve enjoyed the ride the most has been my fellow employees and their
amazing work. You’ll be hard-pressed to find anyone who exemplifies the VMware spirit
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like John, Mostafa, and Ben. Guys, congratulations on a great book, and I’ll be looking
forward to seeing you in action again at VMworld. And to all the readers, I wish you the
best on your journey as an architect!
Dr. Stephen Herrod, PhD
General Catalyst, Managing Director
March 2013
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Introduction
A journey of a thousand miles begins with a single step.
—Lao-Tzu

Attaining VMware Certified Design Expert (VCDX) certification can seem like a daunting proposition. Numerous exams are required. Hour are consumed preparing a comprehensive application package. The final step is an oral interview that has unnerved even
the most experienced architects.
Anyone with the desire to improve and develop certain skills is well on the path toward
VCDX. The amount of time invested in the process varies based on your current experience and skills. The journey may seem long and arduous, but it is because this accreditation represents the pinnacle of VMware certification. That alone provides much of the
incentive and allure.
Initially, the clandestine nature of the process enhanced the appeal. This wasn’t
intentional—just a by-product of a radically new advanced certification. The void was
partially filled by bloggers, followed by a proactive approach towards eliminating confusion through increased transparency. This book further demystifies the process and provides a systematic approach.
Embarking on the path yields benefits even if the end result does not include attainment
of expert certification. The path is time consuming and challenging, but the entire process is a tremendous learning experience. For many people, achieving the highest certification is the starting point, not the culmination, of a longer journey toward mastering
technology architecture and greater things to come.
The points made in this book are common, and you may have already considered them to
some degree. The intent is not to provide cookie-cutter instruction manuals, which only
stifle creativity. Instead, we share insight and perspective based on prior experiences, to
structure and guide your approach. That said, reading a book on architecture does not
make one an architect. There is no substitute for real-world experience.
Years of design experience and mastery of enterprise architecture are not needed to make
the attempt. It’s largely about gaining experience—the right experience—and learning
from those who have come before you. This book aims to put you on the right trajectory.
Will you take on the challenge? Your journey begins now.

xviii

Introduction

Who Should Read This Book
VCDX certification is for virtualization architects and has demonstrated a large value
proposition. With the expansion, we now have certifications covering data center virtualization (VCDX-DCV), cloud (VCDX-Cloud), and desktop (VCDX-DT) technologies. If
you are currently working with VMware technologies and solutions as an architect, any
one of these could be a valuable certification for you. This book helps peel back the curtain and removes the mystery behind both the VCDX program and the recommendations
for success in the Panel Defense.
Goals and Methods
The primary goal of this book is to increase the number of VCDX individuals supporting
VMware solutions.
To aid you in gaining the knowledge and understanding of success criteria, this book
includes the following components:
Q

Prerequisites: This component defines what is needed to reach the Panel Defense. It
includes the prerequisites and the recommended steps for completing them. It also
provides suggestions on selecting and developing a design and completing the application process.

Q

The Defense: This component describes what is included in the defense, the timelines, and selected methods for preparation. It covers all three areas of defending
your design and conducting the design and troubleshooting scenarios.

Q

The Design Scenario: Chapter 6 “The Design Scenario,” includes recommendations

for conducting the design scenario. It provides four sample design scenarios, with
analysis, to help you understand what is expected of a candidate in architecting a
solution.
Q

The Troubleshooting Scenario: Chapter 7 “The Troubleshooting Scenario,”

includes recommendations for conducting the troubleshooting scenario. It provides
four design scenarios, with analysis, to help you understand the skills and approach
required of a candidate in troubleshooting a problem from an architect perspective.

How to Use This Book
This book was written in the order that the authors believe is best for learning about
the program, preparing for the defense, and conducting the defense. If you are familiar
with the VCDX program, you can skip to select chapters as needed. If you are new to the
program, we recommend that you read the book cover to cover. This book enables you to
target specific areas to which you want to devote additional time or attention. It provides
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the flexibility to move among chapters as you work on the different areas on which candidates are evaluated. The sections are also designed to support you in conducting a mock
defense, a boot camp, or a study session with others.
The core chapters, Chapters 1 through 7, cover the following topics:
Q

Chapter 1, “Certification Overview.” This chapter focuses on the certification program and the history behind the development of the VCDX program.

Q

Chapter 2, “Preparation.” This chapter focuses on the required steps in preparing for
your defense. It also provides recommendations for running your own boot camp or
study group.

Q

Chapter 3, “The Design.” This chapter focuses on selecting and creating a design,

embellishing the content with design decisions and design patterns to support the
VCDX Blueprint. It helps you understand all aspects within the design and other
supporting documents.
Q

Chapter 4, “Defense Overview.” This chapter focuses on what is involved in the
panel defense. It provides a recommended approach for each of the three parts of the
defense.

Q

Chapter 5, “Design Defense.” This chapter focuses on the details in the first part of

the defense. It includes tips for developing your presentation and responding to panelist questions.
Q

Chapter 6, “The Design Scenario.” This chapter focuses on the progression of the

design scenario. It provides details on how to work through the session for this section and achieve maximum scoring opportunities. The chapter includes four example
design scenarios, covering VCDX-DCV, VCDX-Cloud, and VCDX-DT.
Q

Chapter 7, “The Troubleshooting Scenario.” This chapter focuses on the progres-

sion of the troubleshooting scenario. It provides details on how to work through the
session provided for this section and achieve maximum scoring opportunities. The
chapter includes four example troubleshooting scenarios, covering VCDX-DCV,
VCDX-Cloud, and VCDX-DT.
Preparation is essential—do not rush the process. Allocate sufficient time to complete and
submit a solid design that meets the VCDX Blueprint guidelines. For defense schedules
and additional program details, check out the VMware Certified Design Expert site at
http://www.vmware.com/go/vcdx.
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The VCDX Panel Defense and This Book
The material included in this book comes from five years of conducting panel defenses.
This book includes additional quotes and insights from other VCDXs who wanted to share
their unique experience.
Book Content Updates and Bonus Material
VMware Press will periodically post additional content on the web page associated with
this book, at http://www.pearsonitcertification.com/title/9780321910592. We also recommend that you periodically check this page on the Pearson IT Certification website to
view any errata or supporting book files that are available.
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design defense
familiarity with your design, 54
overview, 58
overview presentation, 50-53
practicing, 55
preparation checklists, 56-57
strategy for presenting, 54-55
time requirements, 50
mock defense, checklist, 25
preparing for, 21
VCDX study groups, 21
with experience, 14-16
room layout, 23
example design scenarios, 62, 66
business goals and use cases, 68
cloud-based, 70
business goals, 71
constraints, 71-73
information gaps, 73
requirements, 71-73
solutions, validating, 75
use cases, 71
constraints, 64, 68-69
desktop-based, 77
information gaps, clarifying, 69
requirements, 64, 68-69
solutions, validating, 70
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solving methodically, 66
whiteboarding, 65, 69
example presentation slides for design
defense overview, 51-53
example troubleshooting scenarios, 84, 89
existing information, analyzing, 85-86,
91-95, 100
questionable details, clarifying, 96-97,
100-101
solving methodically, 86-89, 93, 98, 101
whiteboarding, 86
existing information, analyzing, 85-86,
91-95, 100
expectations of panelists, 47
experience as exam preparation, 14-16
expertise
demonstrating, 14
lack of, 15

F
failure of panel defense, notiﬁcation of, 48
familiarity with your design, importance
of, 54
ﬁctional components of submission, 18
ﬁle system misalignments, 98

G-H
guidelines for design defense overview
presentation, 51
Hald, Andrew, 2
Holmes, Wade, 11, 14
hybrid approach to logical design, 38-39

I
impact of design decisions on other areas,
39
information gaps, clarifying
in cloud-based Design, 73
in design scenarios, 69
interview process for design defense, 43
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J-K
justifying best practices in submitted
designs, 31, 39
KB (Knowledgebase) articles as resource
during exam, 98
Khalil, Mostafa, 2
Konuk, Enis, 2

L
lack of expertise, demonstrating, 15
levels of VMware certiﬁcation, 3
localization, ease of, 1
logical design
hybrid approach, 38-39
including in submitted design, 36

M
Manage phase of customer-speciﬁc
architecture development, 32
manageability requirements, including in
submitted design, 37
managing your time, 5
mandatory documentation for application,
19-20
methodical approach to solving design
scenarios, 66
methodical troubleshooting approach
example, 86-89, 93
troubleshooting, 98, 101
mock defense, 22, 25, 44
models
conceptual model, 36
relationship models, 37

N-O
notiﬁcation of panel defense results, 47

overview presentation for design defense,
50, 58
example slides, 51-53
guidelines, 51
reference, 53

P
panel defense, 45-48
panelists
asking questions, 82, 87
of ﬁ rst VCDX exam, 2
restrictions, 22
review of submitted designs, 30
role of in design scenario, 61-62
viewing as customers, 61
participants of panel defense, 45
passing of panel defense, notiﬁcation of, 48
path thrashing, 87-89
pathways to VCDX certiﬁcation, 5
peer review of design defense, 55
performance requirements, including in
submitted design, 37
phases of customer-speciﬁc architecture
development, 32
physical design
hybrid approach, 38-39
including in submitted design, 36
Plan phase of customer-speciﬁc architecture
development, 32
practicing design defense, 55
preparing
for design defense, 44, 56-57
for exam, 21
experience, 14-16
review process, 25-26
prerequisites
for cloud track, 8-9
for datacenter virtualization track, 7
for desktop virtualization track, 7-8
for VCP-level certiﬁcation, 5
professional-level certiﬁcations, pathways to
VCDX, 5
proposed solutions, validating, 70, 75
psychometrics, 1
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Q

S

qualiﬁcations of panelists, 47
questionable details, clarifying, 92-93,
96-97, 100-101
questions, asking panelists, 82

sections in VCDX Design Defense
Blueprint, 28
security requirements, including in
submitted design, 37
showcasing your skills, 59
SLAs (Service Level Agreements), 34
slides
for design defense overview presentation,
50-53
reference material for overview
presentation, 53
solution tracks, VMware certiﬁcation, 3
solutions
required complexity in, 27
validating in design scenarios, 70, 75
solving troubleshooting scenarios
methodically, 98, 101
strategy for presenting your design defense,
54-55
study groups, 21
submitted designs
core components, 30
justifying best practices, 39
length recommendations, 35
panelist review of, 30
requirements and, 33
submitting your application, 16-17
ﬁctional components, 18
mandatory documentation, 19-20

R
Rajani, Mahesh, 2
rationale for design choices, articulating,
73, 76
recoverability requirements, including in
submitted design, 37
reference material
for design defense overview, 53
including in documentation, 34
registration fees, 17
relationship models, 37
required documentation for application,
19-20
requirements
analyzing for troubleshooting scenario,
83
categorizing, 33
complexity in submitted designs, 27
conﬂ icts, resolving, 34
for cloud-based design scenarios, 71-73
for design scenarios, 64, 68-69
resolving conﬂ icts, 83
with assumptions, 35
with constraints, 34
with requirements, 34
restrictions on panelist participation, 22
reviewing
for exam, 25-26
test blueprint, 4
Risinger, Craig, 2
role of panelists in design scenario, 61-62
room layout for exam, 23
rules for design defense, 49-50
running a boot camp, 22

T
test plans, 31
thinking aloud, 82
time management, 5
for design defense, 44-45, 50
in design scenario, 61
timeline for running the defense, 24
traceability, categorizing design
requirements, 33
Transition phases of customer-speciﬁc
architecture, 32
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troubleshooting scenarios

troubleshooting scenarios, 81
ask questions, 82
conﬂ icting information, 83
example scenarios, 84-89
existing, 85-86, 91-93
solving, 86-89, 93
whiteboarding, 86
example troubleshooting, 93-101
requirements analysis, 83
thinking aloud, 82
whiteboarding, 82
Tuite, Melissa, 2

U-V
use cases, understanding in design
scenarios, 68, 71
validating candidates, 2
in cloud-based design, 75
in design scenario, 70
VCA (VMware Certiﬁed Associate)
certiﬁcation, 3
VCAP (VMware Certiﬁed Advanced
Professional), 3-4
VCAP-DCA (Datacenter Administrator)
certiﬁcation, 4

VCAP-DCD (Datacenter Design)
certiﬁcation, 2-4
VCDX (VMware Certiﬁed Design Expert)
certiﬁcation, 3-5
VCDX-Cloud certiﬁcation track, 8-9
VCDX Design Defense Blueprint, sections,
28
VCDX-DT certiﬁcation track, 7-8
VCDX-DCV certiﬁcation path, 3-4, 7
VCP (VMware Certiﬁed Professional)
certiﬁcation, 1
viewing panelists as customers, 61
Vision phase of customer-speciﬁc
architecture development, 32
VMware certiﬁcation, 3
VMWare Knowledgebase articles as
resource during exam, 98
VXLAN (Virtual eXtensible LAN), 73

W-X-Y-Z
Wanguhu, Kamau, 2
whiteboarding, 82
for design scenarios, 61, 65, 69
example troubleshooting scenario, 86
workﬂow of VCDX certiﬁcation, 9
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