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Preface

This book was developed to help fill multiple gaps in practical intrusion detection within
a single cover-to-cover publication. Traditionally, intrusion detection books concentrate
on narrow subject matter that focuses on vendor-specific information, like Snort or
Cisco MARS, Intrusion Detection System (IDS) installation, and sensor placement or
signature writing. This book incorporates the essential core knowledge to understand
the IDS, but it also expands the subject matter to other relevant areas of intrusion inter-
est, such as NetFlow, wireless IDS/Intrusion Prevention System (IPS), physical security,
and geospatial intrusion detection. Don’t get me wrong…the previously mentioned
books are the foundation of my security knowledge, but as the industry matures to
include various facets of incursion, its books should incorporate those facets into a single
publication so security aficionados don’t have to fracture their attention across so many
titles.

WHO SHOULD READ THIS BOOK

This book’s audience is any and all security practitioners; whether you’re an entry-level
security analyst, a chief security officer, or even a prospective college student researching
a career in network security. Every chapter might not provide a silver-bullet solution that
protects your company from every well-versed attacker. But, as you peel back the onion
layers, you will find a combination of included security defenses that help ensure your
company’s security posture and out-endure even the most motivated attacker(s).

HOW TO READ THIS BOOK

Although, at first glance, the chapters might seem independent, a structure guides you
from the first few chapters that provide a fundamental foundation, including Chapter 1
“Network Overview,” and Chapter 2, “Infrastructure Monitoring,” to more advanced
chapters. Chapter 3 “Intrusion Detection Systems” starts to outline the blank canvas with
cornerstone concepts and techniques. Chapter 4 “Lifecycle of a Vulnerability” is the per-
fect transition from beginner to more advanced topics of new intrusion detection strate-
gies consisting of wireless IDS/IPS, network behavioral analysis (NBA), converging of

xv



physical and logical security, and geospatial intrusion detection. Several traditional chap-
ters explore new approaches, including ones that cover IDSs, vulnerability signature dis-
section, and Web Application Firewalls (WAF).

I was lucky enough to have several knowledgeable friends that, with some begging and
pleading, agreed to include their extensive security insight, experience, and opinions. I
avoid duplicating materials presented in other books because I want to fill the gaps of
current security initiatives and/or explore the arena of new concepts and strategies.

HOW THIS BOOK IS ORGANIZED

This book follows a compartmentalized organization because each chapter focuses on
specific intrusion techniques. The beginning of this book introduces basic networking
terminology, and it transitions into providing an overview of intrusion detection, which
caters to the InfoSec newbies and finally dives into more sophisticated and advanced
intrusion defenses. Here is a brief description of each chapter:

• Chapter 1, “Network Overview,” focuses on basic network structure and briefly explains
the anatomy of TCP/IP and OSI. Most IT-related books must include some introduc-
tory chapter to either define the foundation of the technology or refresh readers that
might not deal with it in their daily lives; this book is no different. It is not meant to be
an in-depth analysis, but it eases you into the more sophisticated work to come.

• Chapter 2, “Infrastructure Monitoring,” explores some common network security
practices, including vulnerability assessments, packet sniffing, IDS, file integrity
checking, password auditing, wireless toolkits, exploitation toolkits, and network
reconnaissance tools. Network security heavily relies on the tools used to “see” the
traffic. However, as the chapter title indicates, a majority of this chapter concentrates
on mainstream monitoring capabilities and the never-ending battle between using a
tap or SPAN for monitoring purposes.

• Chapter 3, “Intrusion Detection Systems,” provides you with insight into the IDS
industry by introducing fundamental concepts and then progressively jumping into
more complex topics, including evasion techniques, signature dissection, and a look
into the Snort and BRO IDSs, while simultaneously providing as little duplication of
previous material as possible. Most IDS books written in the past focus solely on
Snort, snort.conf (Snort’s configuration file), and the signature syntax. However, few
publications truly clarify the distinction between writing a signature looking for an
exploit versus writing a signature identifying a system’s vulnerability. Finally, the
chapter ends with an assessment of two open source systems, Snort and Bro, which
take different approaches to intrusion detection.

xvi
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• Chapter 4, “Lifecycle of a Vulnerability,” steps you through the natural evolution of a
vulnerability, from discovering the vulnerability, to capturing the packet stream, to
analyzing the malicious content within the packet, and writing an efficient Snort sig-
nature to alert on it. It does all this, while simultaneously exposing you to a small sub-
set of necessary tools to help you in your quest. The examples escalate in complexity
and are specifically chosen to reflect relatively recent events, because they were all
released within the past few months. For newcomers, the analysis of a packet might
appear overwhelming and tedious, but if you segment it and step through the packet
capture packet-by-packet, the process starts to fall into place. For the already skilled
signature writers, the advanced examples, which use flowbits, PCRE, and newly shared
object rules, shed some light on the thought process and technique that the Sourcefire
VRT team uses.

• Chapter 5, “Proactive Intrusion Prevention and Response via Attack Graphs,” exam-
ines proactive methods of attack risk reduction and response through attack graphs.
Administrators and security analysts are overwhelmed by constant outside threats,
complexity of security measures, and network growth. Today’s status quo for network
defense is often reduced to mere triage and post-mortem remediation. The attack
graphs map potential paths of vulnerability through a network, showing exactly how
attackers might penetrate a network. Attack graph analysis identifies critical vulnera-
bilities and provides strategies for protecting critical network assets. But, because of
operational realities, vulnerability paths often remain visible. In such cases, attack
graphs provide an ideal methodology for planning appropriate attack responses. This
includes optimal placement of intrusion detection sensors, correlating intrusion
alarms, accounting for missed detections, prioritizing alarms, and predicting the next
possible attack steps.

• Chapter 6, “Network Flows and Anomaly Detection,” explores the topic of network
flow data: its collection for network security analysis and, specifically, an emerging
field called Network Behavior Analysis (NBA). First, this chapter explores flow tech-
nology and analyzes the different flow formats: their characteristics, respective
datasets, and key fields. It discusses how network flow deployments affect device per-
formance and statistical sampling and then introduces possible data flow collection
strategies. IDS and packet sniffing software are microanalytical tools that examine
packet contents, data flow is a macroanalytical mechanism that characterizes large
volumes of traffic in real time. Although traditional IDS/IPS technologies are still an
environment staple, they are blind to specific attacks, whereas NBA fills those gaps
and perfectly complements them because it excels at immediately detecting polymor-
phic worms, zero-day exploits, and botnet denial of service (DoS) attacks.

• Chapter 7, “Web Application Firewalls,” exposes you to the terms, theories, advan-
tages, and disadvantages of the Web Application Firewall (WAF), which is quickly
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becoming a solution of choice for companies who operate mission-critical Web sites.
With the explosion of the Internet, an entire new family of attack vectors has been
created that redefine the traditional concept of a threat. Whether it is the database
server, Web server or even the visitors of the targeted site, these threats are often
embedded in seemingly innocent traffic that many IDSs do not have the power or
capability to detect.

• Chapter 8, “Wireless IDS/IPS,” details how wireless deployments have a whole new set
of problems than traditional IDSs address. For the most part, intrusion detection
focuses on the data passing from point A to point B. However, this is a limited view of
data transmission, because it fails to consider the physical properties of the transmis-
sion process. Thanks to wireless networking, data no longer has to exist as electronic
pulses on a wire, but can now live as radio waves in the air. Unfortunately, this means
traditional IDS solutions are no longer qualified to fully protect this information, if
only because they cannot interpret RF energy. In this chapter, you gain an under-
standing of the issues related to wireless security, the shortcomings of the network-
based IDS, and the options available to those who want to keep a close eye on their
wireless traffic.

• Chapter 9, “Physical Intrusion Detection for IT,” gets IT security staffs thinking about
how intrusion detection efforts can be bolstered by converging with the physical secu-
rity team. This chapter includes an overview of physical security technologies to help
IT security personnel understand the perspective of the physical security team and
familiarize themselves with the physical security technology terrain. A few example
scenarios illustrate the possibilities of what converged detection can offer.

• Chapter 10, “Geospatial Intrusion Detection,” proves how the source IP address is one
of the most overlooked and powerful components of an intrusion detection log.
IDSs/IPSs are becoming more advanced, and geocoding source IP addresses is adding
another layer of defensive intelligence. The ultimate goal of geospatial intrusion
detection is to maximize situational awareness and threat visualization techniques
among security analysts. Most attackers use multiple zombie machines to launch pro-
fessional attacks, but even a zombie’s network reconnaissance leaves geographic fin-
gerprints that are easily picked up by pattern recognition algorithms from the
Geographic Information Systems (GIS) industry.

• Chapter 11, “Visual Data Communications”: Visualization of security data has become
an increasingly discussed topic. As data retention policies increasingly capture the
compliance spotlight, it is forcing companies to retain audit logs for extended time
periods and, in some cases indefinitely. NetFlow is a perfect example of how beneficial
visualizing data can be. As it samples the network traffic, an analyst can immediately
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identify suspicious patterns. Countless possible datapoints can be tracked and visual-
ized within a company’s network. The driving focus is to put into words that visualiz-
ing security alerts are left to interpretation because what helps me defend my network
might not help you preserve yours. This chapter provides a broad view of the different
visualization possibilities.

• Chapter 12, “Return on Investment: Business Justification,” involves the nontechnical
anomaly as it focuses on management decisions regarding intrusion detection secu-
rity. This chapter conveys valuable insight on the compliance landscape, a breakdown
on ROI strategies, and introduces cyber liability insurance. This chapter conveys valu-
able insight for both today’s, and tomorrow’s, security directors. Regardless of what
your security tier, you’re always training for the next escalation of privileges.

• Appendix, “Bro Installation Guide,” provides some basic instructions and guidance to
help security analysts/engineers install Bro. In comparison to the other popular open
source IDS, Snort, the supporting documentation for Bro is significantly lacking.
Although this doesn’t drastically narrow the margin, it hopefully answers some initial
questions.

PREFACE
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Network security is inherently difficult. Protocols are often insecure, software is fre-
quently vulnerable, and educating end users is time-consuming. Security is labor-
intensive, requires specialized knowledge, and is error prone because of the complexity
and frequent changes in network configurations and security-related data. Network
administrators and security analysts can easily become overwhelmed and reduced to
simply reacting to security events. A more proactive stance is needed.

Furthermore, the correct priorities need to be set for concentrating efforts to secure a
network. Administrators and analysts often have a vertical view of the particular compo-
nent they are managing; horizontal views across/through the infrastructure are missing.
This, in turn, shifts the emphasis to vulnerabilities at the interfaces. Security concerns in
a network are also highly interdependent (for example, susceptibility to an attack
depends on multiple vulnerabilities across the network). Attackers can combine such
vulnerabilities to incrementally penetrate a network and compromise critical systems.

Generally, however, traditional security tools are point solutions that provide only a
small part of the picture. They give few clues about how attackers might exploit combi-
nations of vulnerabilities to advance a network attack. It remains a painful exercise to
combine results from multiple tools and data sources to understand your true vulnera-
bility against sophisticated multistep attacks. Even for experienced analysts, it can be dif-
ficult to recognize such risks, and it is especially challenging for large dynamically
evolving networks.
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Security is not a one-time single-point fix; it’s a continuous process, as exemplified in
the protect-detect-react lifecycle. To protect from attacks, you take steps to prevent them
from succeeding. Still, you must understand that not all attacks can be averted in
advance, and there must usually remain some residual vulnerability even after reasonable
protective measures are applied.

Indeed, the more important question is not the vulnerability itself, but the magnitude
of damage in case of an incident. You rely on the detect phase to identify actual attack
instances. But, the detection process must be tied to residual vulnerabilities, especially
ones that lie on paths to critical network resources. After attacks are detected, compre-
hensive capabilities are needed to react to them based on vulnerability paths. You can
thus reduce the impact of attacks through advance planning and by knowing the paths
of vulnerability through your networks, based on preemptive analysis of network vul-
nerability scan results. To create such a proactive stance, you must transform raw data
about network vulnerabilities into attack roadmaps that help you prioritize and manage
risks, maintain situational awareness, and plan for optimal countermeasures.

This chapter describes the latest advances in an innovative proactive approach to net-
work security called Topological Vulnerability Analysis (TVA).1,2 By analyzing vulnerability
interdependencies, TVA builds a complete map that shows all possible paths of multistep
penetration into a network, organized as a concise attack graph. The TVA attack graph
then supports proactive network defenses across the entire protect-
detect-react lifecycle. This includes identifying critical vulnerabilities, computing key
security metrics, guiding the configuration of IDSs, correlating and prioritizing intru-
sion alarms, reducing false alarms, and planning optimal attack responses. You can also
implement the TVA approach as a working tool, available commercially through limited
distribution.

The remainder of this chapter is organized as follows:

• Topological Vulnerability Analysis (TVA). Reviews the TVA approach and provides
a visual example.

• Attack modeling and simulation. Describes the process of capturing network attack
models in TVA to simulate multistep penetrating attacks.

• Optimal network protection. Discusses how to apply attack graphs for optimal net-
work protection.

• Intrusion detection and response. Covers the application of attack graphs to intru-
sion detection and response.

• Summary. Summarizes our approach and suggests possible future advances.
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TOPOLOGICAL VULNERABILITY ANALYSIS (TVA)
Because of vulnerability interdependencies across networks, a topological attack graph
approach is needed, especially for proactive defense against insidious multistep attacks.
The traditional approach that treats network data and events in isolation, without the
context provided by attack graphs, is clearly insufficient. TVA combines vulnerabilities in
ways that real attackers might, discovering all attack paths through a network, given the
completeness of scan data used for your analysis. Mapping all paths through the network
provides defense-in-depth, with multiple options for mitigating potential attacks, rather
than relying on mere perimeter defenses.

This section overviews the TVA attack graph analysis and gives an example attack
graph as an illustration. It then discusses the limitations of this modeling/simulation
approach to attack graphs analysis.

OVERVIEW OF APPROACH

Figure 5-1 shows the overall flow of TVA. It begins by building an input attack model,
based on the network configuration and potential attacker exploits. Network configura-
tion data might include vulnerability scan reports, hosts inventory results, and firewall
rules. Because you model network penetration versus actually exploiting vulnerabilities,
you need to represent the fact that a given vulnerability can potentially be exploited. In
fact, assume the worst case and model exploitation cause/effect, even if working exploit
code is yet unreported for a given vulnerability. This model is explained in the section,
“Attack Modeling and Simulation.”

From this input attack model, TVA matches modeled exploits against vulnerabilities
to predict multistep attacks through the network. From the resulting attack graph, it
generates recommendations for optimal priority of hardening vulnerabilities, as
described in the section, “Vulnerability Mitigation.” The attack graph can also be
explored through interactive visualization. (For more in-depth risk analysis, including
what-if scenarios, see the section, “Attack Graph Visualization.”) The TVA attack graph
also supports computation of various metrics for measuring overall network security
(see the section, “Security Metrics”).

The attack graph guides optimal strategies for preventing attacks, such as patching
critical vulnerabilities and hardening systems and services. However, because of realistic
operational constraints, such as availability of patches or the need to offer mission-
critical services, there usually remain some residual attack paths through a network. At
this point, the residual attack graph provides the necessary context for dealing with
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Figure 5-1 Visual representation of the Topological Vulnerability Analysis (TVA) overview

intrusion attempts. This includes guidance for the deployment and configuration of
IDSs, correlation of intrusion alarms, and the prediction of next possible attack steps for
an appropriate attack response.

For example, the attack graph can guide the placement of intrusion detection sensors
to cover all attack paths, while minimizing sensors redundancy. As in all cases for TVA
analysis, the attack graph must be kept current with respect to changes in network vul-
nerabilities. The attack graph then can filter false intrusion alarms, based on known
paths of residual vulnerability. The graph also provides the context for correlating iso-
lated alarms as part of a larger multistep attack penetration. It also shows the next possi-
ble vulnerabilities that an attacker might exploit, and whether they lie on attack paths to
critical network resources. This in turn supports optimal planning and response against
attacks, while minimizing the effects of false alarms and purposeful misdirection by an
attacker.

ILLUSTRATIVE EXAMPLE

As a simple illustration of the attack graph approach, consider the small network in
Figure 5-2. In this network, assume that the mail server and file server are only for inter-
nal use. However, outside access to the Web server is needed. Thus the firewall allows
incoming Web connections to the Web server and blocks all other traffic from the out-
side. In this attack scenario, you want to know if an attacker on the outside can compro-
mise the mail server through one or more attack steps.
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Attacker

Firewall

Web ServerMail Server
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Figure 5-2 Small example network.The firewall allows Web traffic to the Web server, and blocks all
other incoming traffic.

To model this scenario, you need to capture elements of the network configuration
relevant to attack penetration. This includes the existence of vulnerable software (serv-
ices) on hosts and the connectivity allowed to vulnerable services. You also need a set of
potential attacker exploits that might work against the vulnerable services. In general,
you rely on existing security tools to scan the network and build the input model.

For example, you can run a vulnerability scanning tool, such as Nessus,3 against the
hosts in the internal network to map their vulnerabilities and feed this into the TVA
model. You then rely on your database of modeled exploits, which is prebuilt to cover
exploitable vulnerabilities detected by Nessus. Assume the worst case, such as a vulnera-
bility is exploitable (leads to an exploit) as long as it is reported as giving sufficient con-
trol over the victim machine. This is independent of any particular code or procedure
that might actually carry out such exploitation.

To incorporate the connectivity-limiting effects of the firewall, scan the firewall. Also,
scan behind the firewall to capture vulnerabilities that are available after an attacker
reaches the internal network. Alternatively, you can process the firewall rules directly for
building the network model.
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Figure 5-3 The critical vulnerability path from an outside attacker to the inside mail server from Figure 5-2

Figure 5-3 shows the resulting attack graph for this scenario. There is a path from the
outside to the inside mail server via a critical vulnerability exposed through the firewall.
Figure 5-3(a) is a high-level view of the attack graph. It shows one vulnerability being
exploited (implicitly, through the firewall) from the outside to the inside. In other words,
the attack graph indicates that one vulnerability is exposed from the outside with the
potential to be exploited, which allows the attacker to progress inside. This exploit, along
with all others in this model, gives the attacker the ability to execute arbitrary code at an
elevated privilege.

Figure 5-3(b) offers a more detailed view. It shows that an attacker can exploit a vul-
nerability on the Web server from the outside. Then, from the Web server, the attacker
can attack the mail server. The box labeled “inside” represents the inside network, and
implicitly, all machines on the inside can exploit one another’s vulnerabilities. In Figure
5-3, the label 1 in the attack graph edge indicates that there is one exploit (implicitly, one
exploitable vulnerability) from the attacker to the Web server. Inside the network, there
are three exploits (three exploitable vulnerabilities on the Web server).

Of the three exploitable vulnerabilities on the Web server, only one is exploitable from
the outside. TVA identifies this critical vulnerability. In other words, if the single vulnera-
ble service from the attacker to the Web server is mitigated, the attacker has no other path
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to the mail server. Of course, other vulnerabilities can be mitigated, but the vulnerability
from the attacker to the Web server is clearly a high priority.

This simple example shows how hosts on a network can be exploited through multi-
ple steps, even when an attacker cannot directly access them. It is not directly possible to
compromise the internal mail server from the outside because of the policy enforced by
the firewall. But, TVA shows that the attack goal can be reached indirectly (in this case,
through a sequence of two exploits). Furthermore, it shows that addressing a single criti-
cal vulnerability from among four within the internal network can prevent this attack
scenario.

By constraining the attack graph to particular start and goal points, you focus the
analysis on protecting a critical asset against an assumed threat source. For example, the
file server does not appear in the attack graph because it does not play a part in this sce-
nario. In other words, there are no attack paths from an attacker to the mail server that
involve the file server. Also, Nessus and other vulnerability scanners generate many alerts
that are merely informational and not relevant to network penetration. The TVA tool
excludes such extraneous alerts from its database of modeled exploits.

In general, many different combinations of critical vulnerabilities might prevent an
attack scenario. For enterprise networks, analyzing all attack paths and drawing appro-
priate conclusions requires extensive analysis.

LIMITATIONS

TVA is fundamentally a modeling/simulation approach. It relies on existing tools to gather
network configuration and vulnerability information. It also needs to be prepopulated
with a database of modeled exploits that can potentially be applied to a network. So, in
this sense, the attack graph results are only as complete as the input model.

The benefits of a modeling/simulation approach include the capability to easily
change the model for what-if analysis. But the modeling taxonomy needs to be carefully
defined to reflect the realities of the network attack environment, while keeping model
complexity manageable. That is, there is a tradeoff between model fidelity and model
complexity that you must balance. Also, different analysis tasks might call for variations
in model details. For example, the level of detail needed for information-operations sup-
port might differ from what is needed for patch management. The TVA tool is written to
accept general models, in terms of exploit preconditions/postconditions. The only
requirement is to create a database of the modeled exploits needed and to create network
models that match exploit conditions.
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Figure 5-4 Example schema of network models

ATTACK MODELING AND SIMULATION

TVA decomposes attack graph generation into two phases: capture of an input network
attack model and using the model to simulate multistep network penetration. The attack
model represents the network configuration and potential attacker exploits. In attack
simulation, the input model is analyzed to form an attack graph of causally interdepend-
ent exploits, according to user-specified constraints.

NETWORK ATTACK MODELING

The network attack model includes aspects of the network configuration relevant to
attack penetration and a set of potential attacker exploits that match attributes of the
configuration. The TVA approach can apply to many different types of attack models,
even noncyber models, as long as a common schema is employed across the model.

Figure 5-4 shows an example of one such schema for network models. This schema
simply shows the hierarchical relationships among model elements (for example, a par-
ent element “contains” its children). For clarity, the various attributes of the model ele-
ments are not shown, such as name attributes for machines and domains.
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In this model schema, a network is comprised of machines and/or machines organ-
ized into protection domains. Protection domains capture the idea that the set of
machines in a domain implicitly have unrestricted access to one another’s vulnerable
services. This abstraction is a scalable alternative to having a completely connected sub-
graph within the attack graph. The domain reference allows for domains within domains
(subdomains).

A machine includes subelements and attributes relevant for modeling network attack
penetration (exploits). This includes operating system (an attribute of machine, not
shown) connections to vulnerable services on other machines, sets of machines that are
trusted, application programs on a machine, groups to which the machine belongs (for
example, Windows NT domains), and user-defined generic attributes. A harden element
defines the hardening of a vulnerability. (For example, exploitation of a given vulnerabil-
ity on a given machine is omitted from the attack graph.)

A connection describes how a machine connects to potentially vulnerable services
across the network, to ports on other machines, or to its own ports. This mirrors the
Transmission Control Protocol/Internet Protocol (TCP/IP) reference model, in which a
layered connectivity structure represents the various network architectures and proto-
cols.4 A service connection indicates a running service on a destination machine, to
which a source machine can connect.

Each connection is composed of a service or application type at the appropriate
TCP/IP layer. For example, an HTTP connection specifies the Web server name/version
at the Transport layer. Link-layer connectivity models exploit against the Address
Resolution Protocol (ARP). This scopes attacks based on traffic sniffing, such as man-in-
the-middle (MITM) attacks based on ARP poisoning. Application-layer connectivity
models exploits rely on particular application configurations, trust relationships, or
other high-level details.

To keep pace with emerging threats, you must continually monitor sources of
reported vulnerabilities and add those to your database of modeled exploits. Attack
graphs model an attacker exploit in terms of preconditions and postconditions and for
generic attacker and victim machines, which are subsequently mapped to the target net-
work. For convenience, map vulnerable network connections to known standard vulner-
ability identifiers, such as CVE5 and Bugtraq.6

For populating models automatically, map outputs of network-scanning tools to the
network schema, which in turn provide preconditions for attack graph exploits. Figure
5-5 shows example output data for Centennial Discovery,7 which is a network-asset
management tool. A Discovery agent deployed on a network host machine reports
detailed host configuration data, such as product/manufacturer/version for each
detected software component.
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Figure 5-5 Red Hat Fedora discovered by the network-asset management too

Figure 5-6 The preconditions and postconditions for the identified Red Hat Fedora machine

The discovered host software information is then mapped to preconditions for mod-
eled exploits. Figure 5-6 shows the preconditions and postconditions for exploitation of
a Bugtraq vulnerability, in terms of generic attacker/victim machines. The preconditions
are that the attacker can execute code on the attacking machine, and a vulnerable con-
nection exists from attacker to victim, identified as Bugtraq 13232.

Symantec DeepSight,8 a Web service direct feed of the Bugtraq database, gives the vul-
nerable software components for each reported vulnerability. Host configuration data
gathered from an asset management tool, such as Discovery, generally differs from soft-
ware descriptions in DeepSight. So discovered host software components need to be
mapped to corresponding vulnerability records, as Figure 5-7 shows. This figure also
shows a Discovery software description for Red Hat Fedora 4 mapped to Bugtraq vulner-
ability 13232. Symantec DeepSight has fields that correspond to
product/manufacturer/service that help you with this mapping by matching against
Discovery through regular expressions.

Figure 5-8 illustrates a resulting connection to vulnerable software (Bugtraq 13232)
on the host machine. This connection is built into the attack model by mapping the dis-
covered host software to a known vulnerability. Then, because a connection with
Bugtraq 13232 is a precondition for a particular exploit, this exploit might be included in
this network’s attack graph.
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Figure 5-7 Software-to-vulnerability mapping indicates that a version of Linux has a particular Bugtraq
vulnerability

The Discovery asset management tool also defines protection domains, such as sets of
machines with full connectivity to one another’s vulnerable services (see Figure 5-9).
Each protection domain is identified along with its member machines.

The purpose of modeling the network configuration is to support preconditions of
modeled attacker exploits. As this chapter has shown, you can map software components
to their reported vulnerabilities. Alternatively, you can run remote vulnerability scans
with tools such as Nessus, Retina,9 or FoundScan.10 With this approach, the tool actively

Figure 5-8 Network connection to vulnerable software specifies that a particular machine connects to
another, with a given Bugtraq vulnerability on the destination machine

Figure 5-9 Protection domains reported by the asset management tool
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tests for the existence of host vulnerabilities. The scanner reports a detected vulnerability
explicitly by using a standard vulnerability identifier instead of reporting a particular
software component. The corresponding exploit precondition is written in terms of this
vulnerability identifier.

An advantage of this approach is that you can capture the effects of connectivity-
limiting devices, such as routers and firewalls. That is, you scan from different network
vantage points, targeting hosts through firewalls. The idea is that the scanner assumes
the role of an attacker who reaches a certain point in the network. Thus, you avoid creat-
ing any special firewall exceptions for the scanning machine, which is typically done for
network vulnerability scans.

You then combine multiple scans from various network locations, building a com-
plete map of connectivity to vulnerable services throughout the network. Alternatively,
you can directly analyze firewall rules, adding the resulting vulnerable connections to the
model. In this case, only local subnet scans are needed.

ATTACK SIMULATION

In attack simulation, modeled exploits are matched against the network configuration
model, which forms an attack graph of causally interdependent exploits, according to
user-specified simulation constraints. Because the model is prepopulated through net-
work scans and vulnerability databases, all that remains is defining the attack scenario
(for example, the starting point, the attack goal, and any what-if changes to the network
configuration).

In other words, given an input model of network configuration and attacker exploits,
the exploits are instantiated for specific attacker/victim machine pairs in the network.
Preconditions for instantiated exploits are tested, and resulting postconditions are
matched with preconditions of other exploits. Figure 5-10 shows an exploit that has been
instantiated for particular machines in the network model. The attacker and victim
machines are no longer generic; they are defined for actual machines in the network.

Figure 5-10 Exploit instantiated for particular network. Attacker and victim are actual network
machines, and preconditions are satisfied from the network model.
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An attack graph also needs to follow the structure of protection domains defined for
the network. Within a protection domain, it is assumed that each machine has unre-
stricted connectivity to vulnerabilities on all other machines in the domain. This implies
that the attack graph is completely connected with a domain.

Figure 5-11 shows example protection domains in attack graph data. Within each
domain, the set of all member machines is specified, as well as exploits relevant to each
domain. Two possible types of exploits exist: within-domain and across-domain.
Within-domain exploits are only accessible to machines within the protection domain.
Thus, it is sufficient to specify only the victim machine, because the attacking machines
are implicit. Across-domain exploits are those that attack machines in other domains.
Those exploits have both attacker and victim machines specified.

An attack graph can be completely unconstrained (for example, all possible attack
paths regardless of assumed starting and ending points in the network). In such a sce-
nario, the source of the threat is assumed unknown, and no particular critical network

Figure 5-11 Protection domains in attack graph data
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Figure 5-12 An unconstrained attack graph scenario

assets are identified as specific attack goals. Figure 5-12 shows an example of such an
unconstrained attack graph.

Another option is to constrain the attack graph to a given starting point (or points)
for the attack. The idea is that the origin of the attack is assumed, and only paths that
can be reached from the origin are included. Figure 5-13 shows an example attack graph
in which the attack starting point (Internet) is specified.

Another option is to constrain the attack graph so that it ends at a given ending point
(or points) serving as the attack goal. Here, the idea is that certain critical network assets
are to be protected, and only attack paths that reach the critical assets are included. This
option can be exercised alone, with an unconstrained starting point, or combined with a
constrained starting point. Figure 5-14 shows an example of the latter, in which both the
attack starting point (Internet) and attack ending point (Databases) are specified.

The motivation for constraining the attack graph is to reduce the scope of the graph
to the expected attack scenarios, which eliminates unnecessary clutter. For example, in
Figure 5-14, the outgoing edges from the Database protection domain are omitted. If the
primary goal is to protect the databases, attacks away from there are less important,
(because, for example, the databases have already been compromised). Similarly, any
attacks into the starting point can be omitted, because the attacker already has control 
of it.
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Figure 5-14 Attack graph with constrained starting and ending points

Particularly important attack paths to consider are the most direct ones, such as the
shortest paths from attack start and/or attack goal (see Figure 5-15). Two scenarios are
considered. In Figure 5-15(a), the graph shows direct (shortest) paths from a given start-
ing point. In Figure 5-15(b), both the attack starting point and goal points are given. The
graph shows all direct paths from the starting point to the goal point.
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Figure 5-15 Attack graph constrained to direct attacks from (a) the given starting point and (b) the given
starting and ending points

Again, the idea is to identify the most critical paths and vulnerabilities, for preattack
network hardening and real-time alarm correlation, prediction, and response. Thus,
given the assumed threat sources, attacker behavior, and critical network resources, you
can tailor your analysis and defensive measures accordingly.

OPTIMAL NETWORK PROTECTION

Attack graphs provide a powerful framework for proactive network defenses. Various
analytical techniques are available for attack graphs, which provide context for informed
risk assessment. Attack graphs pinpoint critical vulnerabilities and form the basis for
optimal network hardening. Through sophisticated visualization techniques, purely
graph-based and geospatial, you can interactively explore attack graphs. This section’s
visualizations effectively manage graph complexity without getting overwhelmed with
the details. These attack graphs also support numerous key metrics that concisely quan-
tify the overall state of network security.
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VULNERABILITY MITIGATION

Attack graphs reveal the true scope of threats by mapping sequences of attacker exploits
that can penetrate a network. You can then use these attack graphs to recommend ways
to address the threat. This kind of automated support is critical; manually finding such
solutions is tedious and error prone, especially for larger networks.

One kind of recommendation is to harden the network at the attack source (the first
layer of defense). This option, shown in Figure 5-16, prevents all further attack penetra-
tion beyond the source. Here, you use the same attack scenario (starting and ending
points), as Figure 5-14 showed. However, the network configuration model is changed
slightly, with a resulting change in the attack graph. In particular, the numbers of
exploits between protection domains have changed.

For first-layer defense for this network configuration, the recommendation is to block
the 20 exploits from the Internet to DMZ. The idea is not to simply rely on preventing
these 20 exploits for complete network protection. Instead, it is necessary to point out
these critical first steps that give an attacker a foothold in the network. Understanding all
known attack paths, not just the first layer, provides defense-in-depth. But, the first layer,
which is critical, certainly must be highlighted.

Figure 5-17 shows a different kind of recommendation for network hardening, which
is hardening the network at the attack goal at the last layer of defense. This option pro-
tects the attack goal (critical network resource) from all sources of attack, regardless of
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Figure 5-16 First-layer network hardening provides recommendations for hardening the network imme-
diately after the attack starting point.
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their origins. Here, as always, the assumption is that the compromise of the victim
(DMZ) does not imply granting legitimate access to a subsequent victim (database
server). If that is the case, such access is included as a potential attacker exploit.

The attack graph shown in Figure 5-17 is the same as Figure 5-16 (first-layer defense).
For last-layer defense, the recommendation is to block the three exploits from DMZ to
Databases plus the 28 exploits from Servers_1 to Databases, for a total of 31 exploits. As
with first-layer defense, you do simply rely on preventing these last-layer exploits for
complete defense-in-depth. Instead, the idea is to highlight these direct attacks against
critical assets, which are reachable from anywhere an attacker might be.

Another kind of recommendation is to find the minimum number of blocked exploits
that break the paths from attack start to attack goal. In other words, break the graph into
two components that separate start from goal, which minimizes the total number of
blocked exploits.11

Figure 5-18 shows this concept. For the minimum-cost defense, the recommendation
is to block the three exploits from DMZ to Databases plus the seven exploits from DMZ
to Servers_1, for a total of ten exploits. This is a savings of ten blocked exploits compared
to first-layer hardening and a savings of 21 blocked exploits compared to last-layer hard-
ening. As for first-layer and last-layer defenses, the idea is to highlight critical vulnerabil-
ities that break the attacker’s reach to the critical asset. After these are addressed, the
residual attack graph can be analyzed for further defense-in-depth.
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Figure 5-17 Last-layer network hardening provides recommendations for hardening the network imme-
diately before the attack ending point.
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ATTACK GRAPH VISUALIZATION

One of the challenges in this attack graph approach is managing attack graph complex-
ity. In early forms, attack graph complexity is exponential12,13,14,15 because paths are explic-
itly enumerated, which leads to combinatorial explosion. Under reasonable assumptions,
attack graph analysis can be formulated as monotonic logic, which makes it unnecessary
to explicitly enumerate states leading to polynomial (rather than exponential) complex-
ity.16,17,18 The protection domain abstraction further reduces complexity, to linear within
each domain,19 and complexity can be further reduced based on host configuration regu-
larities.20

Thus, although it is computationally feasible to generate attack graphs for reasonably
large networks, complex graphs can overwhelm an analyst. Instead of presenting attack
graph data in its raw form, you present views that aid in the rapid understanding of
overall attack patterns. Employing a clustered graph framework,21 a clustered portion of
the attack graph provides a summarized view while showing interactions with other
clusters. Arbitrarily large and complex attack graphs can be handled in this way, through
multiple levels of clustering.

Through sophisticated visualization,22 graphs can be rolled up or drilled down as the
graph is explored. Figure 5-19 shows a visualization interface for attack graph explo-
ration and analysis. The main view of the graph shows all the possible paths through the
network based on the user-defined attack scenario. In this view, the analyst can expand
or collapse graph clusters (protection domains) as desired, rearrange graph elements,
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Figure 5-18 Minimum-cost network hardening provides recommendation for hardening the network
involving the fewest number of vulnerabilities blocked.
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and select elements for further details. In Figure 5-19, two domains are expanded to
show their specific hosts and the exploits between them.

When an edge (set of exploits) is selected in the main view, details for the correspon-
ding exploits are provided. Each exploit record contains numerous relevant fields that
describe the underlying vulnerability. A hierarchical (tree) directory of all attack graph
elements is provided, linked to other views. A view of the entire graph is constantly
maintained, providing the overall context as the main view is rescaled or panned.
Automated recommendations for network hardening are provided, and the specific
hardening actions taken are logged.

The visualization interface in Figure 5-19 provides an abstract, purely cyber-centric
view of network attacks. But, in some situations, understanding the physical location of
possible attacks might be important, such as assessing mission impact. Given the locality
of network elements, you can embed the attack graph into a geospatial visualization.
Figure 5-20 illustrates this. Here, elements of the attack graph are clustered around
major network centers, and the graph edges show exploits between centers. Interactive
visualization capabilities can support drilldown for further details at a desired level of
resolution.

Figure 5-19 Attack graph visualization interface
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SECURITY METRICS

You face sophisticated attackers who might combine multiple vulnerabilities to penetrate
networks with a devastating impact. Assessment of attack risk must go well beyond sim-
ply counting the number of vulnerabilities or vulnerable hosts. Metrics, like percentage
of patched systems, ignore interactions among network vulnerabilities; such metrics are
limited, because vulnerabilities in isolation lack context.

Attack graphs show how network vulnerabilities can be combined to stage an attack,
providing a framework for more precise and meaningful security metrics. Attack graph
metrics can help quantify the risk associated with potential security breaches, guide deci-
sions about responding to attacks, and accurately measure overall network security.
Informed risk assessment requires such a quantitative approach. Desirable properties of
metrics include being consistently measurable, inexpensive to collect, unambiguous, and
having specific context.23 Metrics based on attack graphs have all these properties.

Some early nonquantitative standardization efforts resulted in the System Security
Engineering Capability Maturity Model (SSE-CMM).24 The National Institute of
Standards and Technology (NIST) publications outline processes for implementing

Figure 5-20 Geospatial attack graph user interface
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security metrics25 and establishing a security baseline.26 The Common Vulnerability
Scoring System (CVSS)27 provides a way to score vulnerabilities based on standard meas-
ures. But, in all these cases, vulnerabilities are treated in isolation without considering
their interdependencies on a target network.

In contrast, attack graph metrics are holistic measures that take into account patterns
of vulnerability paths across the network. These can also be tailored for specific attack
scenarios, including assumed threat origins and/or critical resources to protect. They
provide consistent measures over time, so that an organization can continually monitor
security posture through the course of network operation. They can also evaluate the rel-
ative security of planned network changes so that risks can be assessed and alternatives
compared in advance of actual deployment.

One basic metric might be the overall size (vertices and edges) of the attack graph. For
example, for a given attack scenario, the attack paths might constitute only a small subset
of the total network vulnerabilities. This could be for a given attack starting point with
the attack goal unconstrained, thus measuring the total forward reach of the attacker. Or
it could be for a given attack goal with the attack start unconstrained, measuring the
backward susceptibility of a critical asset. Alternatively, it could be computed for con-
strained start and constrained goal, measuring joint attack reachability/susceptibility.

Although the attack graph size provides a basic indicator, it does not fully quantify
levels of effort for defending against attacks. For example, the number of exploits in the
first-layer hardening recommendation quantifies the effort for blocking initial network
penetration. Similarly, the number of exploits in the last-layer recommendation quanti-
fies the effort for blocking final-step critical asset compromise. The minimum-effort rec-
ommendation quantifies the overall least effort required to block an attacker from a
critical asset.

Another idea is to normalize metrics by the size of the network, which yields a meas-
ure that can be compared across networks of different sizes. You could also extend your
attack graph models to deal with uncertainties. For example, given that each exploit has
individual measures of likelihood, difficulty, and so on, you can propagate these through
the attack graph, according to the logical implications of exploit interdependencies. This
approach can derive an overall measure for the network, such as the likelihood of a cata-
strophic compromise. Such a measure might then be included in more general assess-
ments of overall business risk. You can then rank risk-mitigation options in terms of
maximizing security and minimizing business cost.

The kind of precise measurement provided by attack graphs can also help clarify secu-
rity requirements and guard against potentially misleading “rule of thumb”
assumptions.28 For example, suppose a network has many vulnerable services, but those
services are not exposed through firewalls. Then, another network has fewer vulnerable
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services, but they are all exposed through firewalls. Comparing attack graphs, from out-
side the firewalls, the first network is more secure.

Making network host configurations more diverse, presumably to make the attacker’s
job more difficult, might not necessarily improve security. For example, this might pro-
vide more paths leading to critical assets. By taking into account the diversity of configu-
rations in the model, the attack graph metrics give precise measures for analyzing these
situations.

INTRUSION DETECTION AND RESPONSE

Attack graph analysis identifies critical vulnerability paths and provides strategies for
optimal protection of critical network assets. This enables you to make optimal decisions
about hardening the network in advance of an attack. But, you must also recognize that
because of operational constraints, such as availability of patches and the need for offer-
ing mission-critical services, residual vulnerability paths usually remain. But, the knowl-
edge that TVA provides enables you to plan in advance and maintain a proactive security
posture even in the face of attacks. For example, TVA attack graphs provide the necessary
context for deployment and fine tuning of IDSs, for correlation and prioritization of
intrusion alarms, and for attack response.

INTRUSION DETECTION GUIDANCE

Knowledge of vulnerability paths through your network helps you prepare your defenses
and your responses. Attacks graphs can guide the optimal deployment and operation of
IDSs, which are tailored to your network and its critical assets.

In deploying IDSs, you must decide where to place detection sensors within the net-
work. Traditionally, intrusion detection sensors are placed at network perimeters, with
the idea of detecting outside attacks. But, with this deployment, traffic in the internal
network is not monitored. If an attacker avoids detection at the perimeter, subsequent
attack traffic in the internal network is missed.

On the other hand, deploying sensors everywhere might be cost prohibitive and can
overwhelm analysts with floods of alerts. You must strike a balance, where you cover
known residual vulnerability paths using the fewest necessary sensors. TVA attack graphs
provide this balance.

Consider the attack graph shown in Figure 5-21. Assume that this is the residual
attack graph after network hardening measures are applied. So, now the goal is to map
this attack graph to the network topology and embed intrusion detection sensors in the
network to cover all the vulnerability paths (with the fewest sensors).
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Figure 5-22 shows the network topology, overlaid by the attack paths from Figure 
5-21. This simplified network diagram illustrates the problem of sensor placement for
attack graph coverage. It omits firewalls, which limit connectivity as reflected by the
attack graph. Also, the elements labeled router A, router B, and subnet n are abstract net-
work devices capable of monitoring traffic through them (for example, via SPAN ports).

Analysis of the joint topology/attack representation in Figure 5-22 shows that detec-
tion sensors placed at router A and router B cover all vulnerability paths with the fewest
sensors. An alternative is to place sensors at subnet 1, subnet 4, and subnet 8, which also
covers all paths, but requires three (versus two) sensors.

In this network, deploying a sensor at the perimeter alone (router B) misses attack
traffic from Servers_1 to Databases. In the opposite extreme, you might decide to deploy
sensors at each of the four subnet n devices to catch all potential attack traffic. But, TVA
shows that no critical vulnerability paths involve subnet 6, so deploying a sensor there is
wasteful, including continually monitoring alerts generated from there. Again, sensors
deployed at router A and router B are sufficient to cover all vulnerable paths.

For enterprise networks, performing this kind of analysis requires automation to
maximize efficiency. The attack graphs bring together information from various sources
over multiple network layers into a concise map. Although the sensor-placement prob-
lem itself is hard, a heuristic algorithm scales well and provides near-optimal solutions.29

After sensors are deployed and generate intrusion alarms, you can further leverage attack
graphs for alarm correlation and prioritization. This requires mapping alarms to their
corresponding elements (exploits) in the residual attack graph. This in turn requires that
you represent alarms in a common format, using alarm identifiers that match the identi-
fiers used in the attack graph model.
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Figure 5-21 Residual attack graph is utilized to better determine IDS sensor deployment.
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Figure 5-22 Intrusion detection sensor deployment.TVA attack graphs guide the placement of sensors
to cover all vulnerability paths while minimizing the number of deployed sensors.

In this regard, specifications such as Intrusion Detection Message Exchange Format30

(IDMEF) or the ArcSight31 event log format define data formats for information sharing
between IDSs and TVA. For example, one implementation option is the IDMEF plug-in32

for Snort.33 This plug-in allows Snort to output alerts in the IDMEF message format.
Data exchanges in IDMEF are in XML with the format enforced through a formal
schema.

Figure 5-23 shows the structure of an IDMEF alert. The IDMEF model represents
alerts in an unambiguous fashion, while explicitly assuming that alert information is
heterogeneous. Alerts from different tools might have varying amounts and types of
information about an event, which the IDMEF data model accommodates. The critical
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data is source and target (attacker and victim) network addresses and an alarm identifier
that can be mapped to a vulnerability in the TVA model. In IDMEF, these are supported
by the Source, Target, and Classification elements, respectively.

ATTACK PREDICTION AND RESPONSE

When intrusion alarms are generated, attack graphs provide the necessary context to
correlate and prioritize them. First, you can place a high priority on alarms that lie on
vulnerability paths through your network. You can prioritize them further based on their
graph distance to given critical assets. In other words, events that are close to critical
assets (in terms of next attack steps) are given a higher priority compared to resources
buried deep in the infrastructure.
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Figure 5-23 The IDMEF alert structure provides a standard way to share information between IDSs
and TVA.
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This kind of attack graph analysis is highly precise and takes all relevant facts into
account. You determine not only whether a host is vulnerable to a given attack, but
whether the attacker can traverse through firewalls to reach the host’s vulnerable port
and whether that attack can lead to subsequent network compromise. Thus, your priori-
tization also serves as an advanced form of false-alarm reduction, restricting alarms
along critical paths.

It is important to model network vulnerability because multistep alarm correlation do
not take real network vulnerabilities into account often.34 Precomputing vulnerability-
based attack graphs in advance of an attack has the additional advantage of rapid corre-
lation, which means that it’s faster than an IDS can generate them.35,36

Furthermore, the predictive capabilities of attack graphs enable you to correlate intru-
sion alarms based on attack causality. A set of seemingly isolated events might in fact be
shown as multiple steps of incremental network penetration. Also, the context provided
by these attack graphs enables you to predict potentially missed events (false negatives),
which helps mitigate inaccuracies in your defense posture.37

To illustrate some of these ideas, consider Figure 5-24. This is the same residual attack
graph shown in Figure 5-21, but with relevant protection domains expanded to show
additional details. This attack graph provides considerable insight for correlating and
prioritizing any alarms generated for this network and for responding to these potential
attacks.

For example, suppose an alarm is raised for an attack between two machines in the
DMZ (say, from DMZ_1 to DMZ_2). From just a single alarm in the DMZ, you might
wait before responding. On the other hand, if an alarm is raised from Internet into DMZ,
followed by an alarm within the DMZ, it is a stronger indicator that the attack might be a
real security breach. Remember that false alarms are common with intrusion detection,
and erroneously blocking traffic in response to false alarms is a denial of service.

From an alarm within the DMZ, another approach might be to block traffic from
DMZ_3 to DB_1 and DB_2. Because of the possibility of denial of service, such an
action is not usually taken. But you can limit the blocking to the vulnerable ports on
DB_1 and DB_2 only, specifically from DMZ_3, so that any nonvulnerable services on
those machines can remain unblocked. You might then keep traffic from DMZ_3 into
Servers_1 machines unblocked, because those machines are one less attack step (three
steps) from critical machine DB_4. In other words, you can wait to see if an alarm is
raised from the DMZ into Servers_1, at which point you block the vulnerable paths from
Servers_1 to Databases.

An even more aggressive response to an alarm within the DMZ is to block outgoing
traffic from the DMZ to vulnerable services in Servers_1 and Databases. Again, there is
the potential for denial of service, but you still limit your response to vulnerable connec-
tivity. Without attack graph analysis, the only response to a serious attack is to block all
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Figure 5-24 Attack prediction and response allows analysts to better determine risk

traffic from the DMZ, not just vulnerable connectivity. Furthermore, you can surmise
that an alarm in the DMZ is follow-on from a missed intrusion from the Internet into the
DMZ. This can guide further investigation into traffic logs into the DMZ looking for
missed attacks, especially against the four vulnerable paths into the DMZ.

If an attack was detected within Servers_1 (such as from Server_1 to Server_2), a sim-
ilar set of responses is indicated. As a precaution, you could block traffic from Server_3
to vulnerable ports on DB_1 and DB_2. But, blocking traffic from Server_3 into the
DMZ is less indicated because it leads away from the critical Databases domain.
Similarly, any alerts from Server_3 into the DMZ are lower priority, especially if they are
not against vulnerable DMZ services.

Thus, provides a range of reasonable responses, ranked by severity or actual likelihood
of attack. Here, severity is in terms of lying on critical vulnerability paths, especially close
to critical assets, and its likelihood increases by causal correlation of alerts. Multiple
options are available that enable you to fine tune responses as potential attacks unfold,
based on proactive response plans.
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SUMMARY

TVA attack graphs map all the potential paths of vulnerability, showing how attackers
can penetrate a network. TVA identifies critical vulnerabilities and provides strategies for
protecting critical network assets. This enables you to take a more proactive stance, hard-
ening the network before attacks occur, handling intrusion detection more effectively,
and appropriately responding to attacks.

TVA models the network configuration, including software, their vulnerabilities, and
connectivity to vulnerable services. It then matches the network configuration against a
database of modeled attacker exploits for simulating multistep attack penetration.
During simulation, the attack graph can be constrained according to user-defined attack
scenarios. From the resulting attack graphs, TVA computes recommendations for optimal
network hardening. It also provides sophisticated visualization capabilities for interactive
attack graph exploration and what-if analysis. TVA attack graphs support numerous
metrics that quantify overall network security (for trending or comparative analyses).

By mapping attack paths to the network topology, you can deploy intrusion detection
sensors to cover all paths using a minimum number of sensors. Attack graphs then pro-
vide the necessary context for correlating and prioritizing intrusion alerts, based on
known paths of network vulnerability. Standardization of alert data formats and models
facilitates the integration between TVA and IDSs.

By mapping intrusion alarms to the attack graph, you can correlate alarms into multi-
step attacks and prioritize alarms based on distance from critical network assets.
Furthermore, through knowledge of network vulnerability paths, you can formulate the
best options for responding to attacks. Overall, attack graphs offer powerful capabilities
for proactive network defense, transforming raw security data into actionable intelligence.

ACKNOWLEDGMENTS

This material is based on work supported by the Homeland Security Advanced Research
Projects Agency (ARPA) under the contract FA8750-05-C-0212 administered by the Air
Force Research Laboratory/Rome; by the Air Force Research Laboratory/Rome under the
contract FA8750-06-C-0246; by the Federal Aviation Administration under the contract
DTFAWA-04-P-00278/0001; by the Air Force Office of Scientific Research under grant
FA9550-07-1-0527 and FA9550-08-1-0157; and by the National Science Foundation
under grants CT-0716567, CT-0627493, and IIS-0430402. Any opinions, findings, con-
clusions, or recommendations expressed in this material are the author’s and do not nec-
essarily reflect the views of the sponsoring organizations.



CHAPTER 5 PROACTIVE INTRUSION PREVENTION AND RESPONSE VIA ATTACK GRAPHS

148

ENDNOTES

1S. Jajodia, S. Noel, B. O’Berry. “Topological Analysis of Network Attack Vulnerability.” Managing Cyber
Threats: Issues, Approaches and Challenges. V. Kumar, J. Srivastava, A. Lazarevic (eds.). Kluwer Academic
Publisher, 2005.

2S. Jajodia, S. Noel. “Topological Vulnerability Analysis: A Powerful New Approach for Network Attack
Prevention, Detection, and Response.” Indian Statistical Institute Monograph Series. World Scientific Press,
2007.

3R. Deraison. Nessus. www.nessus.org. Last retrieved June 2008.

4R. Ritchey, B. O’Berry, S. Noel. “Representing TCP/IP Connectivity for Topological Analysis of Network
Security.” Proceedings of the 18th Annual Computer Security Applications Conference (ACSAC), 2002.

5eEye Digital Security. Retina Network Security Scanner. www.eeye.com/html/Products/Retina/index.html.
Last retrieved July 2008.

6Foundstone. FoundScan. www.foundstone.com/us/index.asp. Last retrieved September 2008.

7MITRE, CVE: Common Vulnerabilities and Exposures. http://cve.mitre.org/. Last retrieved October 2008.

8Security Focus. Bugtraq Vulnerabilities. www.securityfocus.com/vulnerabilities. Last retrieved October 2008.

9Centennial Software. Discovery Asset Management. Last retrieved September 2008.

10Symantec Corporation. Symantec DeepSight Threat Management System. https://tms.symantec.com/
Default.aspx. Last retrieved August 2008.

11L. Wang, S. Noel, S. Jajodia. “Minimum-Cost Network Hardening Using Attack Graphs.” Computer
Communications, 29(18), 3812–3824, 2006.

12D. Zerkle, K. Levitt. “Netkuang: A Multi-Host Configuration Vulnerability Checker.” Proceedings of the 6th
USENIX UNIX Security Symposium, 1996.

13R. Ritchey, P. Ammann. “Using Model Checking to Analyze Network Vulnerabilities.” Proceedings of the
IEEE Symposium on Security and Privacy, 2000.

14L. Swiler, C. Phillips, D. Ellis, S. Chakerian. “Computer-Attack Graph Generation Tool.” Proceedings of the
DARPA Information Survivability Conference and Exposition II, 2001.

15O. Sheyner, J. Haines, S. Jha, R. Lippmann, J. Wing. “Automated Generation and Analysis of Attack Graphs.”
Proceedings of the IEEE Symposium on Security and Privacy, 2002.

16P. Ammann, D. Wijesekera, S. Kaushik. “Scalable, Graph-Based Network Vulnerability Analysis.” Proceedings
of the 9th ACM Conference on Computer and Communications Security (CCS), 2002.

17S. Noel, J. Jajodia. “Understanding Complex Network Attack Graphs Through Clustered Adjacency
Matrices.” Proceedings of the 21st Annual Computer Security Applications Conference (ACSAC), 2005.

18R. Lippmann, K. Ingols, C. Scott, K. Piwowarski, K. Kratkiewicz, M. Artz, R. Cunningham. “Validating and
Restoring Defense in Depth Using Attack Graphs.” Proceedings of the MILCOM Military Communications
Conference, 2006.

www.nessus.org
www.eeye.com/html/Products/Retina/index.html
www.foundstone.com/us/index.asp
www.securityfocus.com/vulnerabilities
http://cve.mitre.org/
https://tms.symantec.com/Default.aspx
https://tms.symantec.com/Default.aspx


ENDNOTES

149

19S. Noel, S. Jajodia. “Managing Attack Graph Complexity Through Visual Hierarchical Aggregation.”
Proceedings of the Workshop on Visualization and Data Mining for Computer Security (VizSec), 2004.

20W. Li. An Approach to Graph-Based Modeling of Network Exploitations. Ph.D. dissertation. Department of
Computer Science, Mississippi State University, 2005.

21S. O’Hare, S. Noel, K. Prole. “A Graph-Theoretic Visualization Approach to Network Risk Analysis.”
Proceedings of the Workshop on Visualization for Computer Security (VizSec), 2008.

22S. Noel, M. Jacobs, P. Kalapa. S. Jajodia. “Multiple Coordinated Views for Network Attack Graphs.”
Proceedings of the Workshop on Visualization for Computer Security (VizSec), 2005.

23A. Jaquith. Security Metrics: Replacing Fear, Uncertainty, and Doubt. Addison-Wesley, 2007.

24The Systems Security Engineering Capability Maturity Model. www.sse-cmm.org/index.html. Last retrieved
November 2008.

25M. Swanson, N. Bartol, J. Sabato, J Hash, L. Graffo. Security Metrics Guide for Information Technology
Systems. Technical Report 800-55. National Institute of Standards and Technology, 2003.

26G. Stoneburner, C. Hayden, A Feringa. Engineering Principles for Information Technology Security. Technical
Report 800-27 (Rev A). National Institute of Standards and Technology, 2004.

27Forum of Incident Response and Security Teams (FIRST). Common Vulnerability Scoring System (CVSS).
www.first.org/cvss/. Last retrieved June 2008.

28L. Wang, A. Singhal, S. Jajodia. “Toward Measuring Network Security using Attack Graphs.” Proceedings of
the ACM Workshop on Quality of Protection, 2007.

29S. Noel, S. Jajodia. “Optimal IDS Sensor Placement and Alert Prioritization Using Attack Graphs.” Journal of
Network and Systems Management, 2008.

30Internet Engineering Task Force (IETF). The Intrusion Detection Message Exchange Format (IDMEF).
www.ietf.org/rfc/rfc4765.txt. Last retrieved November 2008.

31ArcSight. Enterprise Security Management. www.arcsight.com/. Last retrieved October 2008.

32SourceForge. Snort IDMEF Plugin. http://sourceforge.net/projects/snort-idmef. Last retrieved July 2008.

33Sourcefire. Snort: The De Facto Standard for Intrusion Detection/Prevention. www.snort.org/. Last retrieved
September 2008.

34P. Ning, Y. Cui, D. Reeves. “Constructing Attack Scenarios Through Correlation of Intrusion Alerts.”
Proceedings of the ACM Conference on Computer and Communications Security, 2002.

35S. Noel, E. Robertson, S. Jajodia. “Correlating Intrusion Events and Building Attack Scenarios Through
Attack Graph Distances.” Proceedings of the 20th Annual Computer Security Applications Conference
(ACSAC), 2004.

36L. Wang, A. Liu, S. Jajodia. “Using Attack Graphs for Correlating, Hypothesizing, and Predicting Network
Intrusion Alerts.” Computer Communications, 29(15), 2006.

37S. Noel, E. Robertson, S. Jajodia. “Correlating Intrusion Events and Building Attack Scenarios Through
Attack Graph Distances.” Proceedings of the 20th Annual Computer Security Applications Conference
(ACSAC), 2004.

www.sse-cmm.org/index.html
www.first.org/cvss/
www.ietf.org/rfc/rfc4765.txt
www.snort.org/
http://sourceforge.net/projects/snort-idmef
www.arcsight.com/


Application layer (OSI Model), 5
protocols, 11-12

Applied Security Visualization (Marty), 348
APs

combined AP/WIDS, 214
combined AP/WIDS/access controller, 215
fake APs, 231

Arbor Networks PeakFlow solution, 276
ArcSight, 143
ArcSight ESM, 267-268
ARIN, 23
ARP (Address Resolution Protocol) spoofing, 40
ARPANET, 2
AS (autonomous systems), 302-303
ASSA ABLOY, 270
attack graphs (TVA)

attack graph visualization, 137-138
attack prediction and response, 144-146
attack simulation, 130-134
illustrative example, 122-125
intrusion detection guidance, 141-144
limitations, 125
network attack modeling, 126-130
overview, 121-122
security metrics, 139-141
vulnerability mitigation, 135-136

attack prediction and response, 144-146
attack simulation, 130-134
attacks

802.11n, 223
authorization/association attacks, 221

Numerics
2D surface plot graph, 375-376
3D traceroute graph, 374
802.11n, threats, 223

A
active recon/cracking

driver attacks, 219-220
MITM attacks, 220-221
NetStumbler, 217-218
replay/injection attacks, 219
WEP attacks, 218

ad-hoc activity, 217
ADA (Americans with Disabilities Act), 241
Address Resolution Protocol (ARP) spoofing, 40
addressing

IP addresses, 22-27
IPv6 addresses, 27-29
logical addresses, 22
overview, 21-22
physical addresses, 22

adjacent-layer interactions, 7-8
AfriNIC, 23
Alarm function, 79
Americans with Disabilities Act (ADA), 241
analysis of packets, 95-100
anomaly detection, 167-172
anomaly-based IDSs (Intrusion Detection Systems), 60
APNIC, 23

Index

441



CTS flood/NAV attacks, 222
deauthorization/disassociation spoofing attacks, 222
driver attacks, 219-220
EAPoL-related DoS attacks, 223-224
MITM attacks, 220-221
NetStumbler, 217
professional attack dynamics, 293-299
replay/injection attacks, 219
RF attacks, 221
sniffers, 233
unauthorized activity, 216-217
WEP attacks, 218

audiences (user), 356-361
audits, password auditing, 34
authorization/association attacks, 221
autonomous systems, 302-303

B
Bace, Rebecca, 399
behavioral analysis, 167-172
behavioral IDSs (Intrusion Detection Systems), 54
biometrics, 254-255
BitLocker full-disk encryption, 238
bitmap parsing (FastStone Image Viewer), 109-114
bits, converting IP addresses to, 26
Bluetooth, 233
BlueWave, 243
breach notification laws, 402-404
BrightBlue, 242
Bro

advantages of, 80-82
Alarm function, 79
Bro Communications Library (BROCCOLI), 436
compared to Snort, 82-85
compiling and building options, 437-438
environmental variables and options, 438-439
filtering options, 76
notice function, 75
notice.log file, 75, 78-79
overview, 74-75, 435-436
resources, 440
support scripts, 439-440

Bro Communications Library (BROCCOLI), 436
Broadcast Secure Set Identifier (SSID), 217
BROCCOLI (Bro Communications Library), 436
BROPATH variable, 439
BRO_DNS_FAKE variable, 439

BRO_LOG_SUFFIX variable, 439
buffer overflow exploits. See CitectSCADA case study;

FlashGet case study
Bush, George W., 265

C
CAIDA (Cooperative Association for Internet Data

Analysis), 352
camera positioning (CCTV), 256
CAN-bus, 270
capturing packets, 90-95
Card-Connected technology (CoreStreet), 268-269
cards

magnetic stripe cards, 247
proximity cards, 248-252
smartcards, 247-248

Caswell, Brian, 56, 95
CCENT/CCNA ICND1 Official Exam Certification 

Guide, 4
CCTV (closed-circuit television), 255-258
Cf tool, 439
Changing field (protocol headers), 14
Cisco

NetFlow. See NetFlow
partnership with ASSA ABLOY, 270
physical security offerings, 258

CiscoGuard, 171
CitectSCADA case study, 104-109
Class A addresses, 23
Class B addresses, 23
Class C addresses, 23
Class D addresses, 23
Class E addresses, 23
classful addressing, 24
CLI (cyber liability insurance), 393, 426-428

coverage types, 428
cyber extortion insurance, 430
loss of revenue insurance, 429
media liability insurance, 430
network security liability insurance, 429
notification costs insurance, 430
private liability insurance, 429
property loss insurance, 429
regulatory defense insurance, 430
underwriting process, 431-432

closed-circuit television (CCTV), 255-258
CoBIT framework, 394-395

INDEX

442



ColdFusion injection, 199
combination numbers, 252-253
combined AP/WIDS, 214
combined AP/WIDS/access controller, 215
commands. See names of specific commmands
Common Vulnerabilities and Exposures (CVE) 

database, 96
Common Vulnerability Scoring System (CVSS), 140
confidence region, 311-313
configuration, Bro, 437-438
content scrubbing (WAF), 194-195
Conti, Greg, 348
contour plot graph, 374
convergence of physical/logical security

ArcSight ESM, 267-268
Cisco and ASSA ABLOY Hi-O Locks, 270
concerns about, 259-260
CoreStreet Card-Connected technology, 268-269
definition of, 261
Homeland Security Presidential Directive #12 

(HSPD-12) case study, 265-266
how convergence works, 261-264
intrusion detection examples in converged 

environment, 270-274
Lenel OnGuard, 266-267
Physical Security Bridge to IT Security (PHYSBITS)

specification, 264
risk management, 260-261

converting IP address from octets to bits, 26
cooperation with GIS (geographic information 

systems), 282
Cooperative Association for Internet Data Analysis

(CAIDA), 352
CoreStreet Card-Connected technology, 268-269
cornerstone theory, 295-296
cost of security breaches

breach notification laws, 402-404
CLI (cyber liability insurance), 426-432
cost-benefit analysis, 408-413, 417-418
direct costs, 405-406
fines and restitution, 407-408
gain from investment, 409-413
indirect costs, 406-407
IRR (internal rate of return), 416-418
MSSPs (managed security service providers), 418-426
NPV (Net Present Value), 414-416
overview, 400-401

ROI (return on investment), 414
ratio, 409
as unifying benchmark, 404-405

security investment within organizations, 402
cost-benefit analysis, 408, 417-418
Cross Site Request Forgery (CSRF), 188
Cross Site Scripting (XSS), 199
crowd counting (CCTV), 256
CSRF (Cross Site Request Forgery), 188
CTS flood/NAV attacks, 222
CVE (Common Vulnerabilities and Exposures) 

database, 96
CVSS (Common Vulnerability Scoring System), 140
cyber extortion insurance, 430
cyber liability insurance (CLI), 393, 426-428

coverage types, 428
cyber extortion insurance, 430
loss of revenue insurance, 429
media liability insurance, 430
network security liability insurance, 429
notification costs insurance, 430
private liability insurance, 429
property loss insurance, 429
regulatory defense insurance, 430
underwriting process, 431-432

Cytoscape, 2D surface plot graph, 375-376

D
DARPA (Defense Advanced Research Projects Agency), 2
data breaches. See security breaches
Data Link layer (OSI Model), 6
data management and visualization, 368-369
data visualization. See visualization
datagrams, 4, 10, 14
Dataplot, 352
DDoS (distributed denial of service) attacks, 55-57
deauthorization/disassociation spoofing attacks, 222
Defense Advanced Research Projects Agency (DARPA), 2
defense-in-depth, 50-51
denial of service. See DoS attacks
Department of Defense (DoD), 2
Department of Homeland Security (DHS), 236
deployment

network taps, 46-47
SPANs (Switched Port Analyzers), 41-42

depth-in-defense, 50-51

INDEX

443



Descartes, Rene, 350
Destination IP Address field (IP packets), 20
detection

location detection, 229-230
tuning, 100-101

DHS (Department of Homeland Security), 236
diagrams, Voronoi, 350
Differentiated Services field (IP packets), 17
Digital Envoy, 318
direct costs of security breaches, 405-406
distributed denial of service (DDoS) attacks, 55-57
DNS (Domain Name System), 11
DNS LOC, 303-306
DOD (Department of Defense), 2
Domain Name System (DNS), 11
domains, protection, 127
DoS (denial of service) attacks, 55-57, 221

802.11n, 223
authorization/association attacks, 221
CTS flood/NAV attacks, 222
deauthorization/disassociation spoofing attacks, 222
EAPoL-related DoS attacks, 223-224
RF attacks, 221

driver attacks, 219-220
duplex, 155

E
EAPoL-related DoS attacks, 223-224
ECN (Explicit Congestion Notification), 18
EDA (Exploratory Data Analysis), 352
electrical encoding, 9
Electronics and Telecommunications Research 

Institute (ETRI)
VisMon, 381-384
VisNet, 276, 381-384

—enable-activemapping (Bro), 437
—enable-broccoli (Bro), 437
—enable-brov6ption (Bro), 437
—enable-debug (Bro), 437
—enable-openssl (Bro), 438
—enable-perftools (Bro), 437
—enable-shippedpcap (Bro), 437
encryption, full-disk, 237-238
environmental variables (Bro), 438-439
Envisioning Information (Tufte), 347
equatorial projection, 284

ESM (ArcSight), 267-268
ethical presentation of statistics, 349
ETRI (Electronics and Telecommunications 

Research Institute)
VisMon, 381-384
VisNet, 276, 381-384

evasion techniques (IDS)
DoS attacks, 55-57
IP fragmentation, 57-58
overview, 55
target-based reassembly, 59-60
TCP stream issues, 58-59

event-event distance, 293
events. See security event visualization
Explicit Congestion Notification (ECN), 18
Exploratory Data Analysis (EDA), 352
export formats (NetFlow), 157

F
F5 Networks, WhiteHat Sentinel VA data, 201-202
fake APs, 231
false positives, reducing, 322-325
FastStone Image Viewer case study, 109-114
Federal Information Processing Standard 201 (FIPS-201),

265-266
Federal Information Security Management Act of 2002

(FISMA), 399-400
fields

NetFlow fields, 158
sFlow fields, 160

file injection, 199
file integrity checker, 33
File Transfer Protocol (FTP), 11
files, notice.log file (Bro), 75, 78-79
FileVault, 238
filtering options (Bro), 76
fines and restitution, 407-408
FIPS-201 (Federal Information Processing Standard 201),

265-266
firewalls. See WAFs (Web Application Firewalls)
FISMA (Federal Information Security Management 

Act of 2002), 399-400
Flags field (IP packets), 18
FlashGet vulnerability case study

detection tuning, 100-101
overview, 88-90
packet analysis, 95-98, 100

INDEX

444



packet capture, 90-95
performance tuning, 101-104
signature-writing, 95-100

flood DDoS attacks, 56
Flow-tools, 172
flowbits keyword, 83
flows. See network flows
forbidden paths (CCTV), 256
Fragment Offset field (IP packets), 19
fragmentation (IP), 57-58
frameworks. See security frameworks
FTP (File Transfer Protocol), 11
full-disk encryption, 237-238
full-duplex communication, 155
functions

Alarm, 79
notice, 75
system, 84

G
gain from investment, 409-413
Geer, Dan, 185
geocoding

accuracy, 316
currect uses of, 278-279
definition of, 275
limitations, 315-316
techniques

autonomous systems, 302-303
DNS LOC, 303-306
overview, 299
strategic business partnerships, 313-315
traceroute, 306-308
trilateration, 309-313
Whois service, 299-301

geographic information systems. See GIS
geolocation, 310-311
geolocation intelligence vendors, 317-320
Geopriv, 316
GID (geospatial intrusion detection), 275. See also

geocoding; GIS (geographic information systems)
case study

case outline, 322
correlating hotspot alerts to identify attacks,

331-344
eliminating friendlies to reduce IDS false positives,

322-325

extracting network alerts within identifed hotspot,
329-331

overview, 320-321
running Poisson and K function clustering 

algorithm on plotted data, 326-328
temporal analysis, 325-326

geolocation intelligence vendors, 317-320
overview, 275-278
professional attack dynamics, 293-299

GIS (geographic information systems)
capabilities, 282
definition of, 280
as framework for cooperation, 282
map projection, 283-285
raster versus vector, 285-286
Spatial Point Pattern Analysis, 288-293
terminology, 279-280
vector data model, 287

goals of data visualization, 349
Goodall, John, 348
graphs. See also attack graphs (TVA)

graphing terminology, 388-390
performance management graphs, 353-354
sample visualization graphs, 371

2D surface plot graph, 375-376
3D traceroute graph, 374
contour plot graph, 374
histogram with normal curve, 373
histogram with scatterplott, 377
sparklines, 377
topology graph, 371

statistical graphing techniques, 361-365
GraphViz topology graphs, 371

H
Header Checksum field (IP packets), 19
headers, TCP/IP protocol, 14
Health Insurance Portability and Accountability 

Act of 1996 (HIPPA), 397-398
Hewlett Packard (HP), sFlow, 159-161
Hf tool, 439
Hi-O Locks, 270
HIPPA (Health Insurance Portability and Accountability

Act of 1996), 397-398
histogram with normal curve, 373
histogram with scatterplott, 377

INDEX

445



history
of Internet, 2-3
of physical security, 236
of visualization, 350-351

Hoffman, Dennis, 408
Homeland Security Presidential Directive #12 

(HSPD-12), 236, 265-266
honeypots, 231

fake APs, 231
wireless honeypots, 232

Honeywell Information Systems, 3
host-based IDSs (Intrusion Detection Systems), 54
HP (Hewlett Packard), sFlow, 159-161
HSPD-12 (Homeland Security Presidential 

Directive #12), 236, 265-266
HTTP (Hyper Text Transfer Protocol), 11
HTTP policy (ModSecurity rule set), 198
HTTP response splitting, 200
Hyper Text Transfer Protocol (HTTP), 11

I
ICMP (Internet Control Message Protocol), 13
identification credential readers, 246
identification credentials, 246
Identification field (IP packets), 18
IDMEF (Intrusion Detection Message Exchange 

Format), 143
IDSs (Intrusion Detection Systems), 33, 435. See also Bro;

Snort; WIDSs (Wireless Intrusion Detection Systems)
anomaly-based IDS, 60
behavioral IDS, 54
compared to IPSs, 54
compared to NetFlow

overview, 172-173
signature updates, 173-174
syslog messaging, 178-180
system resources, 174-178
Technology Matrix, 180-182

coverage for security vulnerabilities. See vulnerabilities
evasion techniques

DoS attacks, 55-57
IP fragmentation, 57-58
overview, 55
target-based reassembly, 59-60
TCP stream issues, 58-59

host-based versus network-based, 54

overview, 53-54
signature-based IDS, 60
statistical IDS, 54

IEEE 802.1ae standard, 46
IHL (Internet Header Length), 17
indirect costs of security breaches, 406-407
Inferred field (protocol headers), 14
information leakage, 188, 200
Information Technology Laboratory (ITL), 352
infrastructure monitoring. See also network taps;

network-analysis tools; SPANs (Switched Port
Analyzers)

defense-in-depth, 50-51
definition of, 31

injection attacks, 219
injection flaws, 188
InMon Corporation, 159
insecure AP, 217
installation, visual toolkits, 366-367
insurance, CLI (cyber liability insurance), 393, 426-428

coverage types, 428
cyber extortion insurance, 430
loss of revenue insurance, 429
media liability insurance, 430
network security liability insurance, 429
notification costs insurance, 430
private liability insurance, 429
property loss insurance, 429
regulatory defense insurance, 430
underwriting process, 431-432

internal rate of return (IRR), 416-418
International Organization for Standardization (ISO), 2
International Telecommunications Union (ITU), 2
International Traffic in Arms Regulations (ITAR), 61
Internet, history of, 2-3
Internet Control Message Protocol (ICMP), 13
Internet fragmentation, 16
Internet Header Length (IHL), 17
Internet layer (OSI), protocols, 13
Internet Protocol. See IP (Internet Protocol)
Internet Protocol Flow Information Export (IPFOX),

161-162
intranet fragmentation, 16
intrusion detection guidance, 141-144
Intrusion Detection Message Exchange Format 

(IDMEF), 143
Intrusion Detection Systems. See IDSs

INDEX

446



IP (Internet Protocol). See also packets (IP)
datagrams, 4
definition of, 13
IP addresses, 22-27
IP data flows. See network flows
IP fragmentation, 57-58
IPFOX (Internet Protocol Flow Information Export),

161-162
IPv6 addresses, 27-29
overview, 14-16

IP Flow Information Export (IPFIX) Working Group, 153
IP2Location, 318
IPFIX (IP Flow Information Export) Working Group, 153
IPFOX (Internet Protocol Flow Information Export),

161-162
IPS, compared to IDSs (Intrusion Detection Systems), 54
IPv4 header, 17
IPv6 addresses, 27-29
ISO (International Organization for Standardization), 2
ISO 27001/27002 frameworks, 395-396
isolation, 225-227
IT Governance Institute (ITGI), 394
ITAR (International Traffic in Arms Regulations), 61
ITGI (IT Governance Institute), 394
ITIL framework, 396-397
ITL (Information Technology Laboratory), 352
ITU (International Telecommunications Union), 2

J–K
K function test, 293
Kaminski, Dan, 114
Kerberos, 12
kernel estimation, 290
keywords

flowbits, 83
requires-signature, 83

Know-the-Vulnerability school (signature writing), 69-74
known attacks (ModSecurity rule set), 198-200
Kreibich, Christian, 436

L
LACNIC, 23
LANs (local area networks), 21
Lawrence Berkeley National Labs (LBNL), 435
layered protocols

communication model, 6-10
overview, 3-4

same-layer and adjacent-layer interactions, 7-8
table of, 5-6
TCP/IP versus OSI Model, 5

LBNL (Lawrence Berkeley National Labs), 435
LDAP injection, 199
learning (WAF), 195
legacy wireless technology, 233
legislation

breach notification laws, 402-404
FISMA (Federal Information Security Management Act

of 2002), 399-400
HIPPA (Health Insurance Portability and

Accountability Act of 1996), 397-398
Lenel OnGuard, 266-267
Libspf2 DNS TXT record size mismatch case study,

114-117
LOC records (DNS), 303-306
local area networks (LANs), 21
location detection, 229-230
locks, 243-244
logical addresses, 22
loitering detection (CCTV), 256
loopback addresses, 27
loss of revenue insurance, 429
Lyon, Gordon Fyodor, 298

M
magnetic stripe cards, 247
malicious file execution, 188
managed security service providers. See MSSPs
MANETs (mobile ad-hoc networks), 22
MANs (metropolitan area networks), 21
manual entry (WAF), 195
map projection, 283-285
Marty, Raffael, 348
Matsumoto, Tsutomu, 254
MaxMind, 317
media liability insurance, 430
MeerCat, 348
Mell, Peter, 399
messaging, syslog, 178-180
meta-alerting, 299
Metasploit case study, 104-109
metrics (security), 139-141
metropolitan area networks (MANs), 21
Microcharts, 377
Milw0rm script, 109-114

INDEX

447



Minitab
contour plot graph, 374
histogram with normal curve, 373

mirroring ports
advantages, 42
deployment, 41-42
disadvantages, 42-43
overview, 40-41
when to use, 48-49

MITM attacks, 220-221
mobile ad-hoc networks (MANETs), 22
models, WAF protection

negative security model, 192-193
output detection model, 194-195
overview, 191
positive security model, 191-192
virtual patching model, 193

ModSecurity
overview, 196
rule sets, 196-200

Mondrian histogram with scatterplott, 377
monitoring. See also network taps; network-analysis tools;

SPANs (Switched Port Analyzers)
defense-in-depth, 50-51
definition of, 31

MSSPs (managed security service providers)
benefits of, 418-419
cost analysis, 422-426
disadvantages of, 419-421

N
National Institute of Standards and Technology (NIST),

139, 352
NBA (Network Behavior Analysis), 276
NBAD (Network Behavior Anomaly Detection), 167-172
nearest neighbor test, 293
negative security model (WAF), 192-193
Net Present Value (NPV), 414-416
NetFlow, 156

compared to IDSs (Intrusion Detection Systems)
overview, 172-173
signature updates, 173-174
syslog messaging, 178-180
system resources, 174-178
Technology Matrix, 180-182

data collection, 159

export formats, 157
fields, 158
full-duplex communication, 156
operational theory, 153-155

NetStumbler, 217-218
network addressing. See addressing
network attack modeling, 126-130
Network Behavior Analysis (NBA), 276
Network Behavior Anomaly Detection (NBAD), 167-172
Network File System (NFS), 12
network flows. See also NetFlow

compared to IDSs (Intrusion Detection Systems)
overview, 172-173
signature updates, 173-174
syslog messaging, 178-180
system resources, 174-178
Technology Matrix, 180-182

definition of, 152
full-duplex communication, 155-156
IPFOX (Internet Protocol Flow Information Export),

161-162
NBAD (Network Behavior Anomaly Detection),

167-172
overview, 151-152
sampling, 164-166
sFlow, 159-161
support for, 153
virtualization, 162-164

Network layer (OSI Model), 6
network reconnaissance toolkits, 35
network security liability insurance, 429
network taps

advantages, 47
deployment, 46-47
disadvantages, 48
and IEEE 802.1ae standard, 46
overview, 43-46
when to use, 48-49

network topologies, 21
network-analysis tools. See also IDSs (Intrusion 

Detection Systems)
file integrity checker, 33
network reconnaissance toolkits, 35
network taps, when to use, 49
overview, 32
packet sniffers, 33-39
password auditing, 34
VA (vulnerability assessment) scanners, 32

INDEX

448



vulnerability exploitation tools, 34-35
wireless security toolkits, 34

network-based IDSs (Intrusion Detection Systems), 54
networked systems, 245-246
NFS (Network File System), 12
Nftools, 440
NIST (National Institute of Standards and Technology),

139, 352
NIST-31 IDSs, 399
NIST/SEMATECH Engineering Handbook, 352
Nmap Network Scanning: The Official Nmap Project 

Guide to Network Discovery and Security Scanning
(Lyon), 298

nmap reconnaissance scan, 297
noisy port scans, 297
notice function, 75
notice.log file (Bro), 75, 78-79
notification costs insurance, 430
NPV (Net Present Value), 414-416
numbers, PIN/combination, 252-253

O
oblique projection, 283
OnGuard (Lenel), 266-267
Open Security Exchange, 264
Open Systems Interconnection Model. See OSI Model
Options field (IP packets), 20
OS command injection, 199
OSI Model (Open Systems Interconnection) layers, 2

communication model, 6-10
compared to TCP/IP layers, 5
overview, 3-4
same-layer and adjacent-layer interactions, 7-8
table of, 5-6

out-of-order packet arrival, 16-17
outbound filtering, ModSecurity rule set, 200
output detection model (WAF), 194-195
outsourcing to MSSPs (managed security service

providers)
benefits of, 418-419
cost analysis, 422-426
disadvantages of, 419-421

Overlapping Fragment Attack, 16
overlay WIDS (Wireless Intrusion Detection System),

213-214

P
packet analysis, 95-100
packet capture, 90-95
packet fragmentation, 57-58
packet sniffers, 33-39
packets (IP)

Destination IP Address field, 20
Differentiated Services field, 17
Explicit Congestion Notification (ECN), 18
Flags field, 18
Fragment Offset field, 19
Header Checksum field, 19
Identification field, 18
Internet Header Length (IHL), 17
IPv4 header, 17
Options field, 20
out-of-order packet arrival, 16-17
Padding field, 21
Protocol field, 19
Source IP Address field, 20
Total Length field, 18
TTL (Time To Live), 16, 19
Version Number field, 17

PACS (physical access control systems)
biometrics, 254-255
CCTV (closed-circuit television), 255-258
constraints, 241
convergence of physical/logical security

ArcSight ESM, 267-268
Cisco and ASSA ABLOY Hi-O Locks, 270
concerns about, 259-260
CoreStreet Card-Connected technology, 268-269
definition of, 261
how convergence works, 261-264
Lenel OnGuard, 266-267
risk management, 260-261

identification credential readers, 246
identification credentials, 246
locks, 243-244
magnetic stripe cards, 247
networked systems, 245-246
overview, 243
PIN/combination numbers, 252-253
proximity cards, 248-252
smartcards, 247-248
standalone systems, 245

Padding field (IP packets), 21

INDEX

449



password auditing, 34
patches in WAFs (Web Application Firewalls), 206
Paxson, Vern, 435
Payment Card Industry (PCI), WAF (Web Application

Firewall) compliance with, 203
Payment Card Industry Data Security Standard 

(PCI-DSS), 398-399
PCI (Payment Card Industry), WAF (Web Application

Firewall) compliance with, 203
PCI-DSS (Payment Card Industry Data Security

Standard), 398-399
PDUs (Protocol Data Units), 4
performance management graphs, 353-354
performance tuning, 101-104
personal identification number (PIN), 252-253
PHP injection, 199
PHYSBITS (Physical Security Bridge to IT Security) 

specification, 264
physical addresses, 22
Physical layer (OSI Model), 6
physical security. See also PACS (physical access 

control systems)
compared to IT security, 239-241
convergence of physical/logical security

ArcSight ESM, 267-268
Cisco and ASSA ABLOY Hi-O Locks, 270
concerns about, 259-260
CoreStreet Card-Connected technology, 268-269
definition of, 261
Homeland Security Presidential Directive #12

(HSPD-12) case study, 265-266
how convergence works, 261-264
intrusion detection examples in converged 

environment, 270-274
Lenel OnGuard, 266-267
Physical Security Bridge to IT Security (PHYSBITS)

specification, 264
risk management, 260-261

full-disk encryption, 237-238
neglect of, 236-239
origins of, 236
overview, 235, 241-242

Physical Security Bridge to IT Security (PHYSBITS) 
specification, 264

PIN (personal identification number), 252-253
planar projection, 283
point intensity, 290
point-event distance, 293
Poisson process model, 291, 327-328

policy models (WAF), 195-196
port scanning, 297-298
ports, mirroring

advantages, 42
deployment, 41-42
disadvantages, 42-43
overview, 40-41
when to use, 48-49

positive security model (WAF), 191-192
present value (PV), 415
Presentation layer (OSI Model), 5
private liability insurance, 429
professional attack dynamics

attack steps and methods, 296-299
cornerstone theory, 295-296
overview, 293-295
port scanning, 297-298

projection, 283-285
promiscuous mode, 37
property loss insurance, 429
protect-detect-react lifecycle, 120
protection domains, 127
protection models (WAF)

negative security model, 192-193
output detection model, 194-195
overview, 191
positive security model, 191-192
virtual patching model, 193

protocol anomalies (ModSecurity rule set), 198
Protocol Data Units (PDUs), 4
Protocol field (IP packets), 19
protocol headers, 14
protocol violations (ModSecurity rule set), 197
protocols. See names of specific protocols
proximity cards, 248-252
PV (present value), 415

Q–R
quadrant count, 290
quadrant test, 292
Quova, 318

Rainbow tables, 34
raster data versus vector, 285-286
record size mismatch (Libspf2), 114-117
registries (IP address), 22-23
regulatory defense insurance, 430

INDEX

450



regulatory guidelines
CoBIT, 394-395
FISMA (Federal Information Security Management Act

of 2002), 399-400
HIPPA (Health Insurance Portability and

Accountability Act of 1996), 397-398
ISO 27001/27002, 395-396
ITIL, 396-397
overview, 394
PCI-DSS (Payment Card Industry Data Security

Standard), 398-399
Remote Procedure Call (RPC), 12
replay/injection attacks, 219
reports, definition of, 349
request limits (ModSecurity rule set), 198
requires-signature keyword, 83
restitution, 407-408
return on investment. See ROI
RF attacks, 221
RFMonitor mode, 37
RIPE NCC, 23
risk management and convergence of physical/logical

security, 260-261
robots, ModSecurity rule set, 198
robustness principle, 10
rogue AP, 216
ROI (return on investment)

breach costs
breach notification laws, 402-404
overview, 400-401
security investment within organizations, 402

calculating, 409, 414
cost breakdown

direct costs, 405-407
fines and restitution, 407-408
indirect costs, 406

gain from investment, 409-413
IRR (internal rate of return), 416-418
NPV (Net Present Value), 414-416
as unifying benchmark, 404-405

round trip time (RTT), 309
RPC (Remote Procedure Call), 12
Rst tool, 439
RTT (round trip time), 309
rule sets (Mod Security), 196-200

bad robots, 198
HTTP policy, 198
known attacks, 198-200

outbound filtering, 200
protocol anomalies, 198
protocol violations, 197
request limits, 198
Trojans, 200

RUMINT, 348

S
same-layer interactions, 7-8
sampling, 164-166
SBI (Secure Border Initiative), 236
scalability and data visualization, 365-366
scanning ports, 297-298
Scapy, 3D traceroute graph, 374
Scarfone, Karen, 400
Schlage BrightBlue, 242
scripts, Bro support, 439-440
Secure Border Initiative (SBI), 236
Secure Shell (SSH), 13
security, Web threats, 186-189
security breaches

cost of
breach notification laws, 402-404
CLI (cyber liability insurance), 426-432
cost-benefit analysis, 408-413, 417-418
direct costs, 405-406
fines and restitution, 407-408
gain from investment, 409-413
indirect costs, 406-407
IRR (internal rate of return), 416-418
MSSPs (managed security service providers),

418-426
NPV (Net Present Value), 414-416
overview, 400-401
ROI (return on investment), 414
ROI as unifying benchmark, 404-405
ROI ratio, 409
security investment within organizations, 402

statistics, 391-394
Security Data Visualization (Conti), 348
security event visualization

overview, 370-371
sample graphs, 371

2D surface plot graph, 375-376
3D traceroute graph, 374
contour plot graph, 374
histogram with normal curve, 373

INDEX

451



histogram with scatterplott, 377
sparklines, 377
topology graph, 371

Starlight Visual Information System, 378-382
use-case: security audit, 385-387
VisNet and VisMon (ETRI), 381-384

security frameworks
CoBIT, 394-395
FISMA (Federal Information Security Management Act

of 2002), 399-400
HIPPA (Health Insurance Portability and

Accountability Act of 1996), 397-398
ISO 27001/27002, 395-396
ITIL, 396-397
overview, 394
PCI-DSS (Payment Card Industry Data Security

Standard), 398-399
security metrics, 139-141
server buffer overflow (CitectSCADA case study), 104-109
Server Message Block (SMB), 12
session fixation, 198
Session layer (OSI Model), 5

protocols, 12
sFlow, 159-161
Shezaf, Ofer, 196
show exploits command, 106
signature tuning

detection tuning, 100-101
performance tuning, 101-104

signature-based IDSs (Intrusion Detection Systems), 60
signatures (Snort)

search criteria, 61-66
signature-writing techniques, 67, 95-100

Know-the-Vulnerability school, 69-74
Unique Pattern school, 67-69

Simple Mail Transfer Protocol (SMTP), 11
Simple Network Management Protocol (SNMP), 11
smartcards, 247-248
SMB (Server Message Block), 12
SMTP (Simple Mail Transfer Protocol), 11
snaplen, 91
sniffers, 233
SNMP (Simple Network Management Protocol), 11
Snort

compared to Bro, 82-85
coverage for security vulnerabilities. See vulnerabilities
detection tuning, 100-101
overview, 61

performance tuning, 101-104
signature search criteria, 61-66
signature-writing techniques, 67, 95-100

Know-the-Vulnerability school, 69-74
Unique Pattern school, 67-69

Snort-inline project, 84
Snort-inline project, 84
SnortSSL project, 172
Snow, John, 350
soft AP, 217
software vulnerabilities. See vulnerabilities
Sommer, Robin, 435
Source IP Address field (IP packets), 20
SPANs (Switched Port Analyzers)

advantages, 42
deployment, 41-42
disadvantages, 42-43
overview, 40
when to use, 48-49

sparklines, 377
spatial analysis, 328
Spatial Point Pattern Analysis

classes of, 289
overview, 288-289
point intensity, 290
point process statistics, 290-293

Splunk, 258
spoofed AP, 217
SQL injection, 199
SSE-CMM (System Security Engineering Capability

Maturity Model), 139
SSH (Secure Shell), 13
SSI injection, 199
standalone systems, 245
Starlight Visual Information System, 378-382
Static field (protocol headers), 14
Static-Def field (protocol headers), 14
Static-Known field (protocol headers), 14
statistical analysis, 351-353
Statistical Data Visualization System, 377
statistical graphing techniques, 361-365
statistical IDSs (Intrusion Detection Systems), 54
statistics

ethical presentation of, 349
Spatial Point Pattern Analysis, 288-293
statistical analysis, 351-353
statistical graphing techniques, 361-365

strategic business partnerships, 313-315

INDEX

452



strategic visualization plans, 355-356
stream issues (TCP), 58-59
streams, traffic, 164-166
subnet masks, 24-26
subnetworks, 24
Sumitomo Mitsui, key logger attack on, 238
support, visual toolkits, 366-367
support protocols, 10. See also names of specific protocols
support scripts (Bro), 439-440
Switched Port Analyzers (SPANs)

advantages, 42
deployment, 41-42
disadvantages, 42-43
overview, 40-41
when to use, 48-49

syslog messaging, 178-180
system function, 84
System Security Engineering Capability Maturity Model

(SSE-CMM), 139

T
tables, Rainbow, 34
target differentiation (CCTV), 256
target tracking (CCTV), 256
target-based reassembly, 59-60
tarpits, 232
TCP (Transmission Control Protocol)

definition of, 13
TCP stream issues, 58-59

TCP checksum offloading, 94
TCP/IP (Transmission Control Protocol over Internet

Protocol), 2
datagrams, excapsulation, 10, 14
layers, 6

communication model, 6-10
compared to OSI Model layers, 5
overview, 3-4
same-layer and adjacent-layer interactions, 7-8
table of, 5-6

overview, 2
protocol headers, 14
protocol suite

application layer protocols, 11-12
Internet layer protocols, 13
overview, 10
session layer protocols, 12
transport layer protocols, 13

tcpdump, 90-91
technological considerations of visualization

data management, 368-369
installation and support, 366-367
scalability, 365-366

Technology Matrix, 180-182
Telnet, 12
temporal analysis, 325-326
TFTP (Trivial File Transfer Protocol), 12
Time To Live (TTL), 16, 19
Time-Based Network Visualizer (TNV), 348
Tiny Fragment Attack, 16
TNV (Time-Based Network Visualizer), 348
Topological Vulnerability Analysis. See TVA
topologies, 21
topology graph, 371
Total Length field (IP packets), 18
traceroute, 306-308
traffic streams, 164-166
Transmission Control Protocol (TCP)

definition of, 13
TCP stream issues, 58-59

Transmission Control Protocol over Internet 
Protocol. See TCP/IP

Transport layer (OSI Model), 5
protocols, 13

triangulation, 309
trilateration, 309-313

confidence region, 311-313
geolocation, 310-311

Trivial File Transfer Protocol (TFTP), 12
Trojans, ModSecurity rule set, 200
troubleshooting WAFs (Web Application Firewalls),

203-206
application logic flaws, 205-206
false positives, 205
IDS/IPS vendors, 204
misconfigured WAFs, 205
patching, 206

TTL (Time To Live), 16, 19
Tufte, Edward, 347
tuning

detection tuning, 100-101
performance tuning, 101-104

TVA (Topological Vulnerability Analysis)
attack graph visualization, 137-138
attack prediction and response, 144-146
attack simulation, 130-134

INDEX

453



illustrative example, 122-125
intrusion detection guidance, 141-144
limitations, 125
network attack modeling, 126-130
overview, 120-122
security metrics, 139-141
vulnerability mitigation, 135-136

TXT record size mismatch (Libspf2), 114-117

U
U.S. Department of Defense (DoD), 2
U.S. Department of Homeland Security (DHS), 236
UDP (User Datagram Protocol), 13
UDP/IP applications, 10
unauthorized activity, detecting with WIDS (Wireless

Intrusion Detection Systems), 216-217
underwriting CLI (cyber liability insurance), 431-432
unidirectional data flow, 155
Unique Pattern school (signature writing), 67-69
Universal PDF XSS, 200
US-CERT, 87
use-case: security audit, 385-387
user audiences, 356-361
User Datagram Protocol (UDP), 13
user protocols, 10. See also names of specific protocols

V
VA (vulnerability assessment)

scanners, 32
with WAFs (Web Application Firewalls), 195, 201-202

variables, Bro environmental, 438-439
vector data

raster versus vector, 285-286
vector data model, 287

Version Number field (IP packets), 17
virtual fences (CCTV), 256
virtual patching model (WAF), 193
virtualization, 162-164
VisMon (ETRI), 381-384
VisNet (ETRI), 276, 381-384
visual perception, 353-355
visualization. See also security event visualization

attack graph visualization, 137-138
definition of, 348
goals of, 349
graphing terminology, 388-390

history of, 350-351
overview, 347-355
security event visualization
statistical analyis, 351-353
statistical graphing techniques, 361-365
strategic visualization plans, 355-356
technological considerations

data management, 368-369
installation and support, 366-367
scalability, 365-366

use-case: security audit, 385-387
user audiences, 356-361
and visual perception, 353-355
Voronoi diagrams, 350

VizSec, 348
Voronoi diagrams, 350
vulnerabilities. See also FlashGet case study

CitectSCADA case study (Metasploit), 104-109
disclosure on public forums, 87-88
FastStone Image Viewer case study, 109-114
Libspf2 DNS TXT record size mismatch case study,

114-117
vulnerability mitigation, 135-136

vulnerability assessment (VA)
scanners, 32
with WAFs (Web Application Firewalls), 195, 201-202

vulnerability exploitation tools, 34-35
vulnerability mitigation, 135-136

W–Z
WAFs (Web Application Firewalls)

benefits of, 189-191
common problems with, 203-206

application logic flaws, 205-206
false positives, 205
IDS/IPS vendors, 204
misconfigured WAFs, 205
patching, 206

ModSecurity
overview, 196
rule sets, 196-200

overview, 185
PCI (Payment Card Industry) compliance, 203
policy models, 195-196
protection models, 191-195
top Web threats, 186-189
VA (vulnerability assessment), 195, 201-202

INDEX

454



WANs (wide area networks), 21
Web Appliction Firewalls. See WAFs
Web threats, 186-189
WEP attacks, 218
WEP chaffing, 228-229
WEP cloaking, 228-229
WhiteHat, Sentinel VA data, 201-202
Whois service, 299-301
wide area networks (WANs), 21
WIDSs (Wireless Intrusion Detection Systems)

combined AP/WIDS, 214
combined AP/WIDS/access controller, 215
intrusion prevention techniques, 224

honeypots, 231-232
isolation, 225-227
limitations, 224-225
location detection, 229-230
tarpits, 232
WEP cloaking, 228-229

overlay WIDS, 213-214
overview, 212-213
strengths and weaknesses, 209-210
types of threats

802.11n, 223
authorization/association attacks, 221
Bluetooth, 233
CTS flood/NAV attacks, 222
deauthorization/disassociation spoofing attacks, 222
driver attacks, 219-220
EAPoL-related DoS attacks, 223-224
legacy wireless technology, 233
MITM attacks, 220-221
NetStumbler, 217-218
replay/injection attacks, 219
RF attacks, 221
sniffers, 233
unauthorized activity, 216-217
WEP attacks, 218

wireless honeypots, 232
Wireless Intrusion Detection Systems. See WIDSs
wireless security toolkits, 34
Wireshark, 90-91, 93-95
writing signatures (Snort), 67, 95-100

Know-the-Vulnerability school, 69-74
Unique Pattern school, 67-69

XSS (Cross Site Scripting), 188, 199

INDEX

455


	Preface
	Chapter 5 Proactive Intrusion Prevention and Response via Attack Graphs
	Topological Vulnerability Analysis (TVA)
	Overview of Approach
	Illustrative Example
	Limitations

	Attack Modeling and Simulation
	Network Attack Modeling
	Attack Simulation

	Optimal Network Protection
	Vulnerability Mitigation
	Attack Graph Visualization
	Security Metrics

	Intrusion Detection and Response
	Intrusion Detection Guidance
	Attack Prediction and Response

	Summary
	Acknowledgments
	Endnotes

	Index
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J–K
	L
	M
	N
	O
	P
	Q–R
	S
	T
	U
	V
	W–Z




