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Preface

Why Was It Important to Write This Book Now?

For those who have attended my sessions at Cisco Live over the years, the “clock story”
may sound familiar. As a small child, I developed an early fascination with technology
by disassembling my father’s alarm clocks using a butter knife—reimagining them into
new, sometimes questionably functional inventions. By the time I reached high school,
he had five alarm clocks on his nightstand. My Radio Shack electronics kit had become
part of my personal “workbench,” and my father had, quite understandably, developed
Zero Trust in his timekeeping devices.

What many do not know is that I was raised in the coalfields of West Virginia from the
age of five. My great-grandfather, on my mother’s side, lost his sight in the Kentucky
mines. My grandfather lost his leg in the mines of West Virginia. Outside of my parents,
they were the most influential figures in my life. From them, I learned that nothing is
impossible.

In Barrett, West Virginia, we had no clean water and almost no access to technology.
Even radio signals required climbing to the top of a mountain to get reception. Our only
connection to the outside world was cable television—with four channels.

When I moved at age eleven to the nearby county seat of Madison in 1975, 1 discovered
a small public library housed in an old bank building. It had four bookcases of science
fiction books. I read every single one. Arthur C. Clarke, Gene Roddenberry, and Robert
Heinlein became my early mentors. I also watched every science fiction film released dur-
ing those formative years, each one fueling my imagination for what technology—and
humanity—might someday achieve.

The first computer I ever touched was in 1980 at the Sunrise Museum in Charleston,
West Virginia. It was a TRS-80, placed on a pedestal, running the Al program ELIZA—an
early natural language processing system that mimicked a psychotherapist by responding
to users with pre-scripted prompts. At the time, I didn’t realize I was communicating with
one of the world’s first conversational Al systems. But in hindsight, it’s remarkable: The
very first computer I encountered—the only one I physically touched at that time—was
already running an Al program. From the beginning, artificial intelligence was there.

And now, many decades later, as Al moves from novelty to infrastructure, from niche
to necessity, the need to secure it with that same relentless curiosity and passion has
become the driving force behind this book.

My early “mentors” told many cautionary and visionary tales of what Al could be—or
must never become. I believe deeply in the extraordinary potential of Al to solve the
unsolvable, to improve the health of millions, and to bring to life the hopeful future
imagined by Gene Roddenberry. Yet the cautions shared by Arthur C. Clarke and Robert
Heinlein are no longer fiction—they are here.
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It will take all of us, working together, to protect humanity from emerging existential
threats while realizing the immense promise of artificial intelligence.

Come on this journey with us—and see how you can be that difference.

—Cindy Green-Ortiz
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Prologue

The first Microsoft Al red team exercise against a production system ran in late February
and early March 2020. At the time, security for machine learning was still mostly aca-
demic, with only a few practical demonstrations against models used in cyber defenses.
Ram Shankar Siva Kumar and I wanted to know whether compromising a model not

built for security could be as consequential as evading an antimalware or spam detection
model.

What we found had more impact than we anticipated.

Working with the Azure Red Team, we isolated a small, internal prediction service in
Microsoft Azure. It wasn’t user-facing—just a simple model that decided which physical
hardware should host a user’s workload, such as a virtual machine or database. At Azure
scale, even small gaps in packing efficiency translate into millions of dollars in extra hard-
ware costs, so this model mattered.

Most of the exercise involved navigating Azure’s tight perimeter defenses to isolate

the tiny machine learning model itself. Once inside, we reverse-engineered its behav-

ior offline by analyzing how small changes to inputs affected recommendations. That
analysis revealed we could craft requests that made the model place heavy workloads on
already overburdened servers. The tweaks to normal requests looked meaningless to an
ordinary user but could be deliberately generated by an attacker. The result? A “noisy
neighbor” attack—one tenant’s malicious workload could degrade or disrupt the per-
formance of others. A subtle integrity flaw in a small AT component could cascade into
widespread availability failures across the data center.

The lesson was clear: No entity—especially stochastic AI components—should ever have
a trust-by-default status, even when operating entirely within what might traditionally be
considered a system’s normal internal trust boundary:.

That experience crystallized a broader path that is outlined in this book: Zero Trust.
While well-trodden, Zero Trust deserves a fresh look through the lens of AL It must
guide every stage of Al application development—from data collection to deployment.

It must secure the Al supply chain, where fine-tuning, algorithmic backdoors, or tainted
datasets introduce new kinds of risk. It must inform application design, where stochastic
models will inevitably produce invalid output, but systems should not fail with them. And
it must anchor agentic systems, ensuring that an Al agent never inherits the privileges of
its designer, or wholly trusts unverified inputs from a third-party agentic function.

Years after that first red team exercise, language and multi-modal models have now
become infused in virtually every technology startup and relied on in almost every
market vertical. As my colleague Josh Saxe has put it, “Al has become load bearing.”
These models have been embedded in handheld hardware, launched into space, and have
changed business processes and educational practices.

From a security perspective, the productivity and orchestration layers that sit on top of
enterprise resources—collaborative copilots, embedded assistants, and automated orches-
tration services—do not merely sit arop existing attack surfaces. They amplify them.



Consider a few examples of how powerful automations made possible through agentic Al
that sit atop enterprise resources can affect the triad of security failures: confidentiality;,
integrity, and availability.

Confidentiality. Oracle Autonomous Database delivers Al-powered capabilities with
enterprise-grade security designed for confidential data. The service provides multiple
layers of protection, including encryption at rest and in transit, integration with external
key management systems, and fine-grained access controls.

But even Oracle recognizes that Al-powered database features require additional gover-
nance considerations beyond traditional database security. As noted in Oracle’s Sovereign
Al brief, large language models may inadvertently disclose or infer sensitive informa-

tion from their training data even when no explicit data is returned. This inference risk
means that confidential data could potentially be accessed through indirect queries that
bypass conventional access controls. For example, a low-privilege user might be blocked
from running a direct query like SELECT * FROM EMPLOYEE SALARIES. However, that
user could potentially ask the embedded AI, “What are the typical salary bands for a
‘Senior Engineer II’ in the ‘Finance’ department?” The LLM, if it has a privileged service
that fetches sensitive data for the LLM, might provide a statistically accurate summary,
effectively bypassing the database controls and leaking the very information it was meant
to protect. So, Oracle has implemented the security model in its embedded Al so that
SELECT AI cannot be used to bypass existing database controls or expose data to users
without appropriate privileges.

Integrity. Microsoft Copilot for Microsoft 365 is deeply integrated across productivity
applications, enabling users to summarize documents, draft emails, generate code, and
accelerate workflows. This integration is built on Microsoft’s Zero Trust security archi-
tecture with multiple layers of protection.

Microsoft acknowledges that Al assistants introduce new security considerations, includ-
ing prompt injection attacks where adversarial input attempts to manipulate Al behavior.
As Microsoft’s security research teams have documented, prompt injection represents an
evolving threat vector where malicious instructions embedded in emails, documents, or
messages could potentially influence Copilot’s responses or actions. This isn’t just a theo-
retical threat. Security researchers have demonstrated how an attacker can send a simple
calendar invite and, without any user interaction, inject malicious prompts to take con-
trol of Copilot’s behavior. More recent research uncovered EchoLeak, a zero-click prompt
injection exploit. A single, specially crafted email was enough to bypass Microsoft’s
defenses, escalate privileges, and exfiltrate data from a production Copilot system. These
integrity failures show that Copilot can be turned from a passive assistant into an attack-
er-controlled agent, operating with full trust inside the system.

Availability. As our initial red team exercise demonstrated, a subtle integrity failure

in a small ML model could cascade to system-wide cloud availability failure. But this
dependency is a two-way street, and availability failures cascade in both directions. This
is especially true in modern Al software solutions, where we rely more heavily on third-
party cloud functions and third-party reasoning models. This creates a systemic depen-
dency risk when the underlying cloud infrastructure fails.
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On October 20, 2025, Amazon Web Services (AWS) experienced a major outage in its
US-EAST-1 region, rooted in DNS resolution failures within the EC2 internal network.
The disruption cascaded: Because many Al applications, backend services, and orches-
tration platforms depend on AWS, the outage knocked offline not only consumer-
facing apps but productivity and Al services as well. Thousands of companies reported
errors and downtime, including Al-powered platform Perplexity AI, ML workflows in
Robinhood and Coinbase, and communications platforms Discord and Reddit, whose
Al-powered mediation platforms became nonresponsive.

For organizations that deeply embed cloud-based Al into their workflows—via agents,
copilots, or orchestration services—this outage represented a cascade of failures. When
Al layers go offline, not only do services pause; inference pipelines, looped agent work-
flows, or context-rich automations may degrade, misbehave, or corrupt state. That means
Al-mediated business processes are not immune to cascade failure.

So what does all of this have to do with Zero Trust? The security community has always
been adept at identifying how things fail and making systems that reduce the likelihood
and impact of those failures. With Al, the first job has become dramatically easier in one
sense (there are now many practical adversarial techniques to study), and dramatically
harder in another (the attack surface has multiplied and become adaptive). The right
posture is not to chase perfect models or systems—a fool’s errand—it is to design sys-
tems that do not depend on perfection. Zero Trust is precisely that posture: Assume
components can fail, assume models can be tricked, and design systems that contain
faults without causing catastrophe.

That first red team reminded me of how fragile our assumptions were. The work that fol-
lows in this book aims to make fewer of those assumptions. It is a practical architecture
for a time when Al is both load bearing and everywhere. If you walk away with one
message from these pages, let it be this: Secure Al is not primarily a feature you bolt on
at deployment. It is a discipline you fold into design, data, supply chains, and day-to-day
operations. Adopt it now, and you will have built the infrastructure needed to survive the
inevitable failures ahead.

—Hyrum Anderson

Hyrum Anderson is Director of Al and Security at Cisco, via an acquisition of Robust
Intelligence, where he served as Chief Technology Officer. Much of his career has been
focused on defense and security, having directed research projects at MIT Lincoln
Laboratory, Sandia National Laboratories, Mandiant, as Chief Scientist at Endgame
(acquired by Elastic), and Principal Architect of Trustworthy Machine Learning at
Microsoft. While at Microsoft, he was the architect for Microsoft’s AI Red Team inaugu-
ral work on production Al systems as chair of the Al Red Team governing board. Hyrum
co-founded the Conference on Applied Machine Learning in Information Security
(CAMLIS), was appointed to serve on the 2024 National Academies study on Cyber
Hard Problems and has been an advisor to the U.S. and UK governments on Al Safety and
Security. He has spoken at numerous academic and industry conferences at the intersec-
tion of security and machine learning, including RSA, BlackHat, and DEFCON. He has



authored more than 60 peer-reviewed academic publications and co-authored the books
Nor with a Bug, bur with a Sticker: Artacks on Machine Learning Systems and Whatr
to Do Abour Them. He received his PhD in electrical engineering from University of
Washington, with an emphasis on signal processing and machine learning, and BS and MS
degrees in electrical engineering from Brigham Young University.
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Foreword

Pioneer Foreword

In the rapidly evolving landscape of artificial intelligence, security can no longer be an
afterthought. As Al systems become increasingly integrated into our critical systems and
infrastructure, financial systems, healthcare networks, and personal devices, the
question is no longer if adversaries will target these systems, but when—and with what
consequences.

We stand at a pivotal moment in technological history. Al models now control power
grids that sustain entire cities, guide financial algorithms that move trillions of dollars
daily, inform medical decisions that determine patient outcomes, and process the most
intimate details of our personal lives through the devices we carry everywhere. This
unprecedented level of Al penetration across our society’s most sensitive domains has
created a perfect storm for security vulnerabilities with cascading consequences.

This convergence of Al and cybersecurity presents unique challenges that traditional
security models struggle to address. Al systems operate in dynamic environments with
complex attack surfaces, making them particularly vulnerable to novel threats. They pro-
cess vast quantities of sensitive data, interact with multiple systems, and make autono-
mous decisions that can have far-reaching impacts. In this context, the conventional
perimeter-based security approach—where resources inside a network boundary are
implicitly trusted—has become dangerously obsolete.

Enter Zero Trust, a security paradigm built on the principle that no entity, whether inside
or outside the network perimeter, should be trusted by default. As the authors meticu-
lously demonstrate throughout this book, applying Zero Trust principles to Al security
represents not merely a tactical adjustment but a fundamental reimagining of how we
build, deploy, and maintain secure Al systems.

What makes this work particularly valuable is its pragmatic approach. The authors have
skillfully bridged the gap between theoretical security models and real-world implemen-
tation, providing concrete strategies that organizations can adopt regardless of their size
or technical maturity. From continuous verification and least-privilege access to micro-
segmentation and robust authentication, each principle is examined through the specific
lens of Al security challenges.

As someone who has witnessed the consequences of inadequate security measures in
deployed Al systems, I cannot overstate the timeliness and importance of this contribu-
tion. The frameworks, methodologies, and case studies presented here offer a comprehen-
sive roadmap for organizations navigating the complex intersection of Al innovation and
security resilience.

Whether youre a CISO developing a security strategy for Al deployment, an Al engi-
neer incorporating security into your design process, or a policymaker considering the
broader implications of Al security, this book provides invaluable insights for the journey
ahead.



In a world where Al systems increasingly influence critical aspects of our lives, securing
these systems is not just a technical challenge; it’s an ethical imperative. This book
represents an essential step toward meeting that imperative.

—Jeff Hollar

Jeff Hollar is a principal engineer at Lumen Technologies and a pioneering technologist
with more than 40 years of experience in Al-driven networking, automation, and cloud-
native innovation. A former senior engineer at Cisco Systems, he led initiatives in federat-
ed learning, network virtualization, and Zero Trust automation, achieving groundbreaking
advances in secure, Al-enhanced infrastructure. His patented innovations and leadership
at organizations such as Pixar, Lawrence Livermore National Laboratory, and Silicon
Graphics reflect a career dedicated to building resilient, intelligent systems.
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Executive Foreword

Al is both the most powerful security tool we’ve ever had and the most dangerous
attack surface we’ve ever created. If you’re learning about Al (and you should be), the
next question isn’t “What can it do?” but “How do we secure it?” If you've got kids,
you probably know the book If You Give a Mouse a Cookie, by Laura Numeroff. The
concept is that if you give a mouse a cookie, one thing leads to another...well, Al is the
cookie. Once you start thinking about its capabilities, you next must think about its
risks. And once you think about its risks, you have to ask: “How do we build systems
that can adapt as fast as the threats do?”

That’s where Zero Trust comes in.

Al can be leveraged to help us see threats faster, lower our mean time to respond, and
even potentially repair our defenses when something does happen. On the flip side to
that, Al can also help our adversaries attack faster, more accurately, and with more effec-
tiveness than ever before. Or what if Al is our adversary (i.e., an agentic Al) acting on
behalf of an adversary? We need to be thinking about both sides of that Al coin, both
in how we protect against someone using Al against us and how we protect ourselves by
leveraging the power of Al

One of the biggest challenges with Al is that what we see today is not what we’re going
to see tomorrow. Al is evolving so rapidly, constantly moving, constantly changing, that
we all struggle to keep up with the newest advancements in the technology. Amazing!
And also frightening. The fluidity of Al makes it challenging to understand how to think
strategically and plan for several years down the road without the risk that what you do
today is not going to be useful in the future.

To me, that is the strength of Zero Trust planning and execution. The assumption is that
today I do not natively trust anything that interacts with my environment. There are tacti-
cal things that we can do now to help with that Zero Trust mantra. We can also assume
that strategically, years down the road, our security stance of trusting nothing will stand
the test of time. Al gets better, faster, stronger...okay. Do I trust it automatically because
of that? Nope. Al will still have to be treated as any other IT asset (people, endpoint,
compute, agentic Al, etc.), which is to say, not trusted until verified. Think about it from
the perspective of end users. Ostensibly, we have all become more security aware, but do
we also still click the sketchy links? Yes, we sure do.

This book is intended to help with Zero Trust theory and execution, regardless of
whether you are protecting your environment from typical threats, whether you are using
Al to help bring more visibility into your threat landscape, or whether you are shoring up
defenses against Al-strengthened adversaries. The authors have spent untold hours bring-
ing the Zero Trust journey to life, to help you leverage Zero Trust in all facets of your
security journey. Here’s to a good read!

—Jason Penn
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Introduction

The goal of this book is to provide you with proven methods to secure artificial intel-
ligence (Al) systems, tools, models, and data centers using the Zero Trust principle
throughout an organization. Drawing on many years of security and architectural experi-
ence, the authors have designed Al-based solutions and data centers that incorporate
Zero Trust architectural processes. This book includes observations on where organiza-
tions have been most successful, as well as discussions on common mistakes and false
assumptions.

While there is significant debate in the security world regarding the effectiveness of

Zero Trust and how its aspects may differ between organizations, this book aims to offer
broad recommendations and guidance to assist organizations, architects, and engineers on
their journey toward Zero Trust. Considerations when evaluating these assumptions and
mistakes typically include an organization’s business behavior, industry, and capabilities.
Additional considerations include the best ways to mitigate unique organizational risks
and analyses that can only be conducted within the organization. This ensures that
recommendations within the Zero Trust methodology are properly aligned with an
organization’s specific needs.

Strategies for Securing Al Solutions, Data Centers,
and Models Using Zero Trust Principles

The key to uniting the organization’s teams in the Zero Trust journey that is focused

on securing Al-based solutions, tools, models and infrastructure is having an executive
sponsor with broad oversight across business units and any areas of the organization that
may be affected. This executive sponsor should be positioned to influence the participa-
tion of the disparate teams required for the project and have direct ownership of out-
comes. This role may be filled by an executive at the C-Suite level with mandates from
the board of directors, a team of executive managers, or a singular senior manager with
broad influence and authority.

Regardless of the person or team, due to the changes in ongoing operations, configura-
tions, and differentiated access, the executive sponsor must have the authority to accept
changes to policy and prevent access to individuals while shielding operations staff. At
the same time, this executive sponsor must have the influence and connections within
the business to socialize and gain buy-in from across the organization. Preparing for and
driving toward the implementation of Zero Trust requires broad support and involvement
from a wide range of teams within the organization, including those focused on Al
solutions, data centers, and models.

With Al being embedded throughout the organization and with new “developers” being
added to the development resources, due to the nature of Al, it is imperative that orga-
nizations focus on security fundamentals and define what the data is, where the data is,
how important the data is, and how transparency is applied to the creation of models
based on the data using Al.
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In addition, programs should account for key performance indicators (KPIs) of the busi-
ness, providing metrics for evaluating how the program is working and identifying what
improvements will be needed to get the program off the ground. Both aspects are critical
to the success of the program.

Goals and Methods

This book aims to articulate the successful strategies we have observed in the hundreds
of customers we’ve worked with over the years who are pursuing similar Zero Trust
goals, particularly in the context of Al solutions, data centers, and models. With the
continuous changes occurring in the industry related to Zero Trust and its components,
this book serves as a current baseline for what we believe is the most practical approach
for most customers.

In writing this manuscript to guide organizations, we have applied the 80/20 rule. The
goal is that the methodologies within this book will assist 80 percent of customers in
working toward their Zero Trust goals with minimal variation on the methods stated here.
For the 20 percent of customers who have already advanced significantly in their pursuit
of Zero Trust, rendering much of this text confirming and foundational to their goals, the
hope is that this book might serve as a reference model for operations and engineering,
specifically for how to continue to improve or operate the Zero Trust Architecture.

Many will notice that broader concepts are used throughout the text, with some avoid-
ance of stating singular, definitive technologies that must be present to accomplish a goal
or milestone. This approach is intentional. As Zero Trust evolves—and it continues to do
so every day—products will change, but their functionality and business-aligned goals
will remain the same. This is the pattern we’ve observed over many years in the industry,
and we hope to continue observing it for many more years to come.

Who Should Read This Book?

This book is intended for network and cybersecurity engineers, data scientists, archi-
tects, and leaders, as well as professionals involved in Al solutions, data centers, and
models. The primary audience includes those responsible for creating a framework based
on principles that ensure monitored and managed least-privilege access security con-
trols to remediate and mitigate advanced cybersecurity threats. The secondary audience
includes other networking staff members and Al/data center professionals interested in
maturing least-privilege cybersecurity access strategies in relation to their specific
corporate business environments.

This book is designed for intermediate to advanced readers. Due to the methods explored
in the content, industry experts in network security, Al solutions, and data center
management could also find this book a valuable reference.
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How This Book Is Organized

The initial chapters provide a foundational understanding of Al security, setting the
stage for the rest of the book. We discuss the evolution of Al and its security challenges
and the historical development of Al and the emerging security challenges that have
accompanied its evolution.

Part I: Defining Responsible Al and the Evolving AT Landscape

Chapter 1, “Overview”: This chapter establishes foundational concepts of Al security,
discussing how Zero Trust principles represent a paradigm shift in securing Al. It high-
lights the significance of Zero Trust in Al security. This chapter also defines the structure
of the book by providing a roadmap of the book’s content, outlining its organization to
help you navigate the chapters.

Chapter 2, “Responsible Al and Integrated Awareness”: This chapter defines respon-
sible Al and outlines its core principles, emphasizing the necessity of ethical Al develop-
ment and deployment. It underscores that ethical considerations are not only morally
imperative but also crucial for understanding the consequences of neglecting them. This
chapter delves into ethical considerations and bias mitigation strategies to secure Al sys-
tems, ensuring fairness and transparency. It also discusses methods to guarantee that Al
systems remain fair and transparent. Additionally, this chapter highlights the importance
of building organizational awareness and introduces a maturity model for Al awareness
based on industry standards. It integrates security awareness into Al development, stress-
ing the critical role of incorporating security measures in the Al development process.

Chapter 3, “Artificial Intelligence Threat Landscape”: This chapter offers a comprehen-
sive overview of the various threats to Al systems, detailing common attack vectors. It
identifies and explains these vectors, providing a clear understanding of how Al systems
can be targeted. Additionally, the chapter introduces new case studies of Al security
events, presenting real-world incidents and the lessons learned from these occurrences.

Chapter 4, “Zero Trust Principles and Methods”: This chapter explains the core prin-
ciples of Zero Trust security and offers a comprehensive review of Zero Trust security
capabilities. It delves into the strategies for implementing Zero Trust in Al, presenting
practical approaches for applying these principles to Al systems. Additionally, the chapter
highlights the benefits of Zero Trust for Al security and outlines potential methods for
developing a proof of value (POV).

Chapter 5, “Securing AI from the Start”: This chapter emphasizes the importance of
classifying data early in the AI development process as crucial for ensuring the accuracy
and efficiency of Al models. Early data classification helps in identifying relevant data-
sets, reducing noise, and enhancing the quality of input data, which in turn leads to more
reliable and precise Al outcomes. The chapter discusses the need of securing Al from the
start, offering significant business and operational advantages. By integrating security
measures early in the Al development lifecycle, organizations can mitigate risks associ-
ated with data breaches and ensure compliance with regulatory standards. This proactive
approach not only protects sensitive information but also builds trust with stakeholders,
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enhances operational efficiency, and supports the seamless deployment of Al solutions,
ultimately driving innovation and competitive advantage.

Part II: Building Operational Resilience—People, Processes, and Infrastructure

Chapter 6, “Organizational Al Security Readiness”: This chapter provides a comprehen-
sive guide to preparing an organization for Al security. It starts by detailing methods for
assessing the organization’s readiness to adopt Al security measures. The discussion then
shifts to strategies for fostering a security-first culture, emphasizing the integration of
security into the company’s core values and daily operations. Finally, the chapter under-
scores the importance of training and awareness, advocating for continuous education
and engagement to ensure that all employees are knowledgeable about security protocols
and best practices.

Chapter 7, “Al-Ready Data Privacy and Business Impact”: This chapter delves into

the critical considerations for data privacy in the context of AL It covers the regulatory
compliance requirements such as the NIST AI Risk Management Framework (RMF) and
the EU AI Act, emphasizing their importance in maintaining data privacy. Additionally, it
explores the business impact of data privacy in Al, highlighting how proper data
management and compliance can enhance trust and drive business success.

Chapter 8, “Third-Party AI Risk”: This chapter focuses on identifying and managing
risks associated with third-party Al solutions. It discusses the importance of thorough
procurement and supply chain management to mitigate these risks. The chapter also
includes case studies that illustrate real-world examples of third-party Al risks, providing
valuable insights into effective risk management strategies.

Chapter 9, “Build Al-Ready Environments™: This chapter provides an overview of net-
work design fundamentals and principles essential for creating Al-ready data centers. It
covers various network design techniques and the specific requirements for designing
data centers that support Al workloads. The chapter also addresses cloud architecture
considerations for Al security, the intersection of sustainability with Al-ready data
centers, and strategies for optimizing existing data centers to become Al-ready.

Part III: Defending at Scale—Platform Protection, Monitoring, and Response

Chapter 10, “Build and Secure Enterprise-Grade Generative Al Applications: ChatAl,
RAG, MCP, Agentic Al, and Embedded AI”: This chapter outlines the encryption
methods necessary for securing vector databases and the security considerations for
implementing retrieval-augmented generation (RAG). It also covers the security aspects
of building ChatAl environments and developing GenAl platforms, ensuring that these
advanced Al systems are protected against potential threats.

Chapter 11, “Monitor and Respond to Al Security Threat Vectors™: This chapter
emphasizes the importance of continuous monitoring strategies to detect and respond to
Al security threats. It details the development of incident response plans and the neces-
sity of business continuity and disaster recovery plans for both Al-ready data centers and
Al-enabled applications, ensuring resilience against disruptions.

xIvii
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Chapter 12, “Case Study”: This chapter presents an overview of how Al manifests itself
as a dual-use technology. While Al can be used for defensive purposes, attackers can also
use Al to drive new forms of attacks. This chapter explores the wide array of Al-driven
attacks that may increase the speed, scope, scale, and/or sophistication of attacks
compared to traditional ones.

Chapter 13, “Conclusion: Vigilance, Policy, Iteration, and Beyond”: This chapter under-
scores the importance of continuous vigilance, policy iteration, and adaptability in Al
security. It highlights the need to stay ahead of emerging threats, regularly review and
update security measures, and involve stakeholders in policy development. The chapter
also discusses adapting to Al regulatory requirements and new technologies, embracing
innovation in security, and preparing a roadmap for future Al security challenges.

Appendix, “Study Guide”: This appendix serves as a study guide, offering key concepts
and review questions to reinforce the material covered in the book. It includes practice
tests with answers to help you assess your understanding and prepare for real-world
application of Al security principles.

Afterword, by Christopher Mula: In this afterword, Chris Mula provides closing
thoughts and reflections on the themes discussed throughout the book. It serves as a
final commentary on the importance of Al security and the ongoing efforts required to
maintain it.

Final Word, by Daryl Thomas: In this closing reflection, Daryl Thomas challenges read-
ers to move from reactive security postures to resilient, purpose-driven Al enablement.
His final word emphasizes that Al security is not just a technical exercise but a cultural
and strategic imperative. As Al becomes both an opportunity and a battlefield, Thomas
urges organizations to operationalize trust at scale—because resilience, not speed, will
define secure innovation.

Figure Credits

Cover image: Kjetil Kolbjornsrud/Shutterstock
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Organizational Al Security

Readiness

The integration of artificial intelligence into organizational structures presents
unprecedented opportunities for innovation and efficiency. However, this technological
advancement also introduces novel security challenges that demand a proactive and com-
prehensive approach. Organizational Al security readiness is the state of preparedness
that enables an organization to securely develop, deploy, and manage Al systems,
ensuring their integrity, confidentiality, and availability. This readiness encompasses a
multi-faceted strategy that includes assessing the organization’s current capabilities,
building a security-first culture, implementing tailored training programs, and establishing
robust governance frameworks. Without a strong focus on security readiness, organiza-
tions risk exposing themselves to a myriad of threats, including data breaches, algorith-
mic manipulation, and reputational damage. In Chapter 5, “Securing Al from the Start,”
we covered the conceptual project-level readiness. In this chapter, we take that conceptual
aspect into enterprise-level maturity:.

The essence of organizational Al security readiness lies in understanding that Al systems
are not inherently secure. They are complex entities that require careful planning and
execution to protect against potential vulnerabilities. A well-prepared organization
recognizes the importance of integrating security into every stage of the Al lifecycle,
from initial design and development to deployment and ongoing maintenance. This
proactive approach ensures that security considerations are not an afterthought but are
integral to the Al system’s architecture.

Achieving comprehensive Al security readiness requires a collaborative effort across
various departments, including IT, security, data science, and legal. Each department
brings unique expertise and perspectives that are essential for identifying and mitigating
potential risks. Effective communication and coordination among these teams are crucial
for ensuring a unified and coherent security posture.
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Assessing Organizational Readiness

Assessing organizational readiness is the foundational step toward ensuring robust Al
security. It involves a thorough evaluation of the organization’s existing capabilities,
policies, and practices to identify strengths, weaknesses, and areas for improvement. This
assessment provides a clear understanding of the current state and establishes a baseline
against which progress can be measured. The assessment should cover various aspects,
including stakeholder engagement, security readiness, current capabilities, risk assess-
ment, gap analysis, compliance, technical infrastructure, and organizational culture.

Stakeholder Engagement and Ownership

Effective Al security requires buy-in and participation from stakeholders across the orga-
nization. Identifying key stakeholders from different departments is crucial for ensuring
that all perspectives are considered. These stakeholders include executives, IT profession-
als, data scientists, legal counsel, and end users. Each stakeholder brings unique insights
and responsibilities that contribute to a holistic security strategy. For example, executives
can provide strategic direction and resources, whereas data scientists can identify poten-
tial vulnerabilities in AT models.

Assessing current levels of security awareness and involvement among stakeholders is
essential for understanding the existing security culture. This understanding can be
achieved through surveys, interviews, and workshops. The goal is to determine how
well stakeholders understand the risks associated with Al and their roles in mitigating
those risks. Based on this assessment, organizations can develop targeted training and
awareness programs to address specific knowledge gaps.

Clarifying roles and responsibilities in Al security readiness ensures that everyone knows
what is expected of them. This effort includes defining who is responsible for implement-
ing security controls, monitoring Al systems, and responding to security incidents. Clear
roles and responsibilities promote accountability and prevent confusion, leading to a
more effective security posture. For instance, the IT department may be responsible for
securing the infrastructure, while the data science team is responsible for ensuring the
integrity of the data used to train Al models. Please reference Chapter 4, “Zero Trust
Principles and Methods,” for the role-based accountability model that aligns with this
section’s governance approach.

Security Readiness Assessments

Conducting a security readiness assessment is a critical step in evaluating an orga-
nization’s ability to securely develop, deploy, and manage Al systems. This assessment
involves a comprehensive review of existing security policies, procedures, and controls to
identify potential vulnerabilities and gaps. The assessment should cover various aspects,
including data security, access controls, incident response, and compliance with relevant
regulations.
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One effective method for conducting a security readiness assessment is to use a standard-
ized framework, such as the NIST Cybersecurity Framework or the ISO 27001 standard.
These frameworks provide a structured approach to evaluating security practices and
identifying areas for improvement. The assessment should also include a review of the
organization’s Al-specific security measures, such as those related to data privacy,
algorithmic bias, and model security.

The security readiness assessment should be conducted by a team of experts with diverse
backgrounds, including IT security professionals, data scientists, and legal counsel. This
team can bring different perspectives and expertise to the assessment, ensuring a
comprehensive evaluation. The assessment should also involve interviews with key
stakeholders to gather insights into their understanding of security risks and their roles in
mitigating those risks.

Baseline of Current Capabilities

Establishing a baseline of current capabilities is essential for understanding an organiza-
tion’s starting point in Al security. This baseline provides a benchmark against which
progress can be measured and helps identify areas where resources should be focused.
The baseline should include an inventory of existing Al systems and security measures;
documentation of existing policies, procedures, and controls; and an evaluation of the
organization’s maturity level in Al security. An example of a baseline, also known as a
current state, is shown in Figure 6-1. This example follows the Department of Defense
(DoD) Zero Trust Architecture framework.

Zero Trust Capabiltes - Current State
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Figure 6-1 Baseline and Current State Example Using the DoD ZTA Framework

An inventory of existing Al systems and security measures provides a clear picture of the
Al landscape within the organization. This inventory should include details about each
Al system, such as its purpose, architecture, data sources, and security controls. It should
also identify any existing security measures that are in place, such as access controls,
encryption, and monitoring systems. This inventory helps identify potential gaps in secu-
rity coverage and prioritize areas for improvement. Al-specific metrics, such as model
inventory completeness, dataset lineage tracking, and ML pipeline coverage, should be
included as part of the baseline criteria.

Documentation of existing policies, procedures, and controls is crucial for ensuring that
security practices are well defined and consistently applied. This documentation should
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include details about the organization’s security policies, incident response procedures,
and data privacy controls. It should also include any specific procedures for securing

Al systems, such as those related to data validation, model testing, and vulnerability
management. This documentation helps ensure that everyone understands their roles and
responsibilities in maintaining Al security.

Evaluating the organization’s maturity level in Al security provides a high-level assessment
of its overall security posture. This evaluation should consider the readiness of people,
process, and technology. For example, the organization’s security culture (people),
governance framework (process), and technical capabilities (technology) should all be part
of the evaluation of the organization’s readiness and maturity level of its Al security
landscape. A maturity model can be used to assess the organization’s progress along a
continuum from ad hoc security practices to a mature, well-defined security program.
This evaluation helps identify areas where the organization needs to improve its security
practices and prioritize resources accordingly.

Risk Assessment and Prioritization

Risk assessment and prioritization are essential for identifying and mitigating potential

threats to Al systems. This process involves identifying Al-specific risks, assessing their
potential impact and likelihood, and developing risk mitigation strategies. The goal is to
focus resources on the most critical risks and ensure that appropriate security controls

are in place to protect Al systems.

Conducting Al-specific risk assessments requires a deep understanding of the unique
vulnerabilities and threats associated with Al systems. These threats include risks

related to data privacy, algorithmic bias, model security, and adversarial attacks. The

risk assessment should consider the potential impact of each risk, such as financial loss,
reputational damage, or regulatory penalties. It should also consider the likelihood of
each risk occurring, based on factors such as the organization’s security controls and the
threat landscape.

Prioritizing risks based on their potential impact and likelihood ensures that resources
are focused on the most critical threats. Prioritization can be achieved using a risk
matrix, which plots risks based on their impact and likelihood. Risks with high impact
and high likelihood should be prioritized for immediate mitigation, while risks with low
impact and low likelihood can be addressed later. This prioritization helps ensure that the
organization’s security efforts are aligned with its overall risk tolerance. Figure 6-2 shows
a risk matrix that can be leveraged to help prioritize what an organization should take
care of first.

Developing risk mitigation strategies involves implementing security controls to reduce
the likelihood or impact of identified risks. This effort can include implementing access
controls, encryption, monitoring systems, and incident response procedures. It can also
include developing Al-specific security measures, such as those related to data validation,
model testing, and vulnerability management. The mitigation strategies should be tailored
to the specific risks and the organization’s overall security posture.
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Figure 6-2 Sample Risk Matrix

Gap Analysis and Areas for Improvement

Identifying gaps and areas for improvement is a critical step in enhancing an organization’s
Al security posture. This process involves comparing the organization’s current security
practices against industry best practices, regulatory requirements, and internal policies.
The goal is to identify any areas where the organization is falling short and develop a plan
to address those gaps. It is recommended to integrate automated compliance and risk
tracking capabilities (governance, risk, and compliance, or GRC platforms) to assist with
the operationalization of the corresponding gaps that have been found.

A gap analysis should cover various aspects of Al security, including data security;,
access controls, incident response, and compliance with relevant regulations. It should
also consider Al-specific security measures, such as those related to data privacy,
algorithmic bias, and model security. The gap analysis should involve a thorough review
of existing policies, procedures, and controls, as well as interviews with key stakeholders.

Areas for improvement should be prioritized based on their potential impact on Al
security. This prioritization can be achieved using a risk-based approach, which focuses
on addressing the most critical vulnerabilities and threats first. The improvement plan
should include specific, measurable, achievable, relevant, and time-bound (SMART) goals.
It should also assign responsibility for implementing the improvements and track progress
against the goals.

Regularly reviewing and updating the gap analysis and improvement plan are essential for
maintaining a strong Al security posture. This effort ensures that the organization stays
abreast of emerging threats and vulnerabilities and continuously improves its security
practices. The review process should involve key stakeholders and should consider
feedback from security audits, incident response exercises, and industry best practices.
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Compliance and Regulatory Readiness

Compliance and regulatory readiness are critical aspects of organizational Al security.
Ensuring adherence to relevant laws, standards, and industry guidelines is essential for
avoiding legal penalties, maintaining customer trust, and protecting the organization’s
reputation. Ensuring adherence requires a thorough understanding of the regulatory
landscape and the implementation of appropriate security controls.

Adhering to these laws and standards involves identifying the specific regulations that
apply to the organization’s Al systems. These laws and standards can include data privacy
laws such as GDPR and CCPA; industry standards such as HIPAA and PCI DSS; and
Al-specific regulations such as the EU AI Act, DORA, and NIS2. The organization should
develop a compliance framework that outlines the steps necessary to meet these require-
ments. A sample framework was highlighted in Chapter 5.

Assessing compliance maturity and gaps involves evaluating the organization’s current
compliance practices against the requirements of the relevant laws, standards, and
guidelines. This evaluation can be achieved through self-assessments, internal audits, and
external audits. The assessment should identify any areas where the organization is not in
compliance and develop a plan to address those gaps.

Preparing for audits and certifications is essential for demonstrating compliance to
regulators, customers, and other stakeholders. This effort involves gathering the
necessary documentation, implementing appropriate security controls, and conducting
internal audits to ensure that the organization is ready for an external audit. The
organization should also consider obtaining relevant certifications, such as ISO 27001 or
SOC 2, to demonstrate its commitment to security.

The Cybersecurity Maturity Model Certification (CMMC) is a framework developed

by the U.S. Department of Defense to ensure that its contractors and subcontractors
adequately protect sensitive unclassified information, specifically controlled unclassified
information (CUI). Unlike previous self-certification models, CMMC requires indepen-
dent third-party assessments to verify a contractor’s cybersecurity maturity level. This
rigorous certification process aims to reduce the risk of data breaches and cyberattacks
that could compromise national security. CMMC covers a range of cybersecurity prac-
tices and processes, spanning from basic cyber hygiene to advanced security measures,
providing a comprehensive baseline for organizations to secure their information systems.

CMMC 1.0 categorizes cybersecurity maturity into five distinct levels, each representing
an increasing degree of sophistication and robustness in an organization’s security
posture. Although we're referencing CMMC 1.0 here, CMMC 2.0 is the current active
version.

m Level 1 focuses on basic cyber hygiene, requiring organizations to implement a
minimum set of security controls to protect federal contract information (FCI).
As organizations progress through the levels, they must demonstrate increasingly
sophisticated practices and processes.
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m Level 5, the highest level, requires organizations to implement advanced security
practices and optimize their security processes for continuous improvement. The
specific level required for certification depends on the type of information an
organization handles and the sensitivity of that information.

Figure 6-3 shows how to take a framework, like CMMC, and develop a maturity
scorecard. Once created, this scorecard can then be leveraged to measure the current
state to retrieve a baseline, a future state to understand where an organization needs to
be, and a gap analysis between the two.

Quantitatively Managed — Measured and Controlled
Organization is data-driven with quantitative performance
improvement objectives that are predictable and align to meet
the needs of internal and external stakeholders.

Defined — Proactive Rather Than Reactive
Organization-wide standards provide guidance across projects,
programs, and portfolios.

Initial — Unpredictable and Reactive
Work gets completed but is often delayed and over budget.

Incomplete — Ad Hoc and Unknown
Work may or may not get completed.

ZRORORORONO

Figure 6-3 CMMC Scorecard Levels for Grading Example
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Although CMMC was initially designed to protect CUI within the defense industrial
base, its framework and principles can be effectively leveraged to enhance an organiza-
tion’s readiness for Al and ensure the security of its Al systems. Al systems often rely on
vast amounts of data, some of which may be considered CUI or other sensitive informa-
tion. By implementing CMMC-aligned security controls, organizations can protect this
data from unauthorized access, modification, or disclosure. This capability is particularly
important for AI models that are trained on sensitive data because a data breach could
compromise the model’s integrity and potentially expose sensitive information.

Furthermore, CMMC’s emphasis on process maturity can help organizations establish
robust security practices for Al system development and deployment. By incorporating
security considerations into every stage of the Al lifecycle, organizations can proactively
identify and mitigate potential vulnerabilities. This effort includes implementing secure
coding practices, conducting regular security assessments, and establishing incident
response plans specifically tailored to Al systems. CMMC’s requirement for continuous
monitoring and improvement also ensures that organizations stay abreast of emerging
threats and adapt their security measures accordingly.

By aligning their Al security practices with the CMMC framework, organizations can
demonstrate a commitment to protecting sensitive information and ensuring the security
of their Al systems. This commitment can not only enhance their competitive advantage
but also build trust with customers, partners, and stakeholders. Moreover, a CMMC-
aligned approach to Al security can help organizations comply with relevant regula-
tions and industry standards, further strengthening their overall security posture. As Al
becomes increasingly integrated into various sectors, leveraging CMMC principles can
provide a solid foundation for building secure and resilient Al systems.

Technical Infrastructure and Tooling Evaluation

The security of Al systems heavily relies on the underlying technical infrastructure and
the tooling used to manage and protect them. A thorough evaluation of these compo-
nents is essential for identifying vulnerabilities and ensuring that appropriate security
measures are in place. This evaluation should cover various aspects, including security
tools, monitoring systems, incident response capabilities, Al model security measures,
and data security and privacy controls.

Assessing security tools, monitoring systems, and incident response capabilities involves
evaluating the effectiveness of the organization’s existing security tools, such as firewalls,
intrusion detection systems, and antivirus software. The assessment should also evaluate
the organization’s monitoring systems, which are used to detect and respond to security
incidents. The organization should review the incident response capabilities to ensure
that it can effectively respond to security incidents involving Al systems.

Evaluating Al model security measures involves assessing the security of the Al models
themselves. This task includes evaluating the models’ resilience to adversarial attacks,
their explainability, and their potential for bias. Adversarial robustness refers to the
ability of a model to resist attacks that are designed to fool it. Model explainabiliry
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refers to the ability to understand how a model makes decisions. Bias refers to the
potential for a model to discriminate against certain groups of people.

Reviewing data security and privacy controls involves evaluating the security of the data
used to train and operate Al models. This review includes assessing the organization’s
data encryption practices, access controls, and data loss prevention measures. The review
should also consider the organization’s compliance with data privacy regulations, such as
GDPR and CCPA.

Culture and Awareness Readiness

A security-conscious culture is a critical component of organizational Al security. This
component involves fostering a culture where security is valued and everyone under-
stands their role in protecting Al systems. Assessing culture and awareness readiness
involves measuring organizational culture regarding security and Al ethics, identifying
training and awareness gaps, and planning for cultural change initiatives.

Measuring organizational culture regarding security and Al ethics involves assessing

the extent to which security is valued within the organization. This assessment can be
achieved through surveys, interviews, and focus groups. The assessment should also
evaluate the organization’s commitment to Al ethics, which includes issues such as
fairness, transparency, and accountability. The results of this assessment can be used to
identify areas where the organization needs to improve its security culture. In Chapter 11,
“Monitor and Respond to Al Security Threat Vectors,” we will illustrate how awareness
(which is covered in this chapter) translates into incident responsiveness.

Identifying training and awareness gaps involves assessing the knowledge and skills of
employees regarding Al security. This effort can be achieved through training assess-
ments, quizzes, and hands-on exercises. The assessment should identify any gaps in
knowledge or skills and develop a plan to address those gaps.

Planning for cultural change initiatives involves developing a strategy to foster a security-
conscious culture within the organization. This effort can include providing security
awareness training, promoting security best practices, and recognizing employees who
demonstrate a commitment to security. The cultural change initiatives should be tailored
to the specific needs of the organization and should be integrated into the organization’s
overall security strategy.

Incident Response and Recovery Preparedness

Incident response and recovery preparedness are crucial for minimizing the impact of
security incidents involving Al systems. This process involves reviewing existing incident
response plans, testing response procedures, and evaluating disaster recovery plans. The
goal is to ensure that the organization can effectively respond to and recover from secu-
rity incidents involving Al systems.

Reviewing existing incident response plans involves evaluating the organization’s current
incident response plans to ensure that they address the unique challenges of Al security
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incidents. This task includes considering the potential impact of Al security incidents on
data privacy, algorithmic bias, and model security. The review should also ensure that the
incident response plans are aligned with the organization’s overall security strategy.

Testing incident response procedures involves conducting simulated security incidents

to test their effectiveness. This testing can include tabletop exercises, where incident
response teams walk through the steps they would take to respond to a security incident.
It can also include live exercises, where incident response teams respond to a simulated
security incident in real time.

Evaluating the organization’s disaster recovery and business continuity plans involves
ensuring that they address the potential impact of Al security incidents. This evaluation
includes considering the potential for Al systems to be unavailable due to a security inci-
dent and developing plans to restore those systems as quickly as possible. The evaluation
should also consider the potential impact of a security incident on data privacy and the
need to develop plans to protect sensitive data during a disaster recovery. Simulation
exercises should be conducted regularly; MITRE ATLAS and OWASP GenAlI have sce-
nario templates that can be referenced and followed if needed.

Actionability and Roadmap Development

The assessment process culminates in the development of an actionable roadmap that
outlines the steps necessary to enhance organizational Al security readiness. Developing
a structured roadmap for advancing security maturity involves creating a detailed plan
that outlines the steps necessary to achieve the desired level of security maturity. This
roadmap should be based on the findings of the assessment and should prioritize the
most critical areas for improvement. The roadmap should include SMART goals and
should assign responsibility for implementing the improvements. Additionally, key
performance indicators (KPIs) should be determined for each goal to measure its
corresponding success.

Defining short-term and long-term goals involves setting specific goals for Al security

readiness. Short-term goals should focus on addressing the most critical vulnerabilities
and threats, while long-term goals should focus on building a robust and sustainable Al
security program. The goals should be aligned with the organization’s overall security

strategy and should be regularly reviewed and updated.

Establishing milestones, success criteria, and KPIs enables the organization to track
progress toward the goals. The milestones should be measurable and should be tied to
specific outcomes. Success criteria should be defined for each milestone to provide a
clear indication of whether the milestone has been achieved.

Building a Security-First Culture

Building a security-first culture is paramount to creating a robust and resilient Al
security posture. A security-first culture is one in which security is valued at all levels
of the organization, and everyone understands their role in protecting Al systems.
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Building this culture requires a shift in mindset, from viewing security as a compliance
requirement to seeing it as an integral part of the organization’s mission.

Creating a security-first mindset involves fostering an environment where security is a
shared responsibility and everyone is committed to protecting Al systems. This effort
requires a cultural transformation that starts at the top and permeates throughout the
organization. The importance of a security-first mindset in Al organizations cannot be
overstated, because it is essential for mitigating the risks associated with Al systems.

The impact of organizational culture on Al security posture is significant. A strong
security culture can help prevent security incidents by promoting security awareness,
encouraging employees to report vulnerabilities, and fostering a sense of shared
responsibility. Conversely, a weak security culture can increase the risk of security
incidents by leading to complacency, neglect, and a lack of accountability.

A security-first mindset involves promoting security awareness, encouraging employees
to report vulnerabilities, and fostering a sense of shared responsibility. It also involves
creating a culture of continuous improvement, where security practices are regularly
reviewed and updated to address emerging threats. Creating this culture requires a
commitment from leadership to prioritize security and provide the resources necessary to
support security initiatives.

Leadership and Commitment

Leadership and commitment are critical for building a security-first culture. The role of
executive sponsorship in security initiatives cannot be overstated, because it provides
the necessary resources, support, and direction for security programs. When executives
champion security, their support sends a clear message that security is a priority and that
everyone is expected to take it seriously. This leadership accountability is reinforced in
Chapter 5 in greater detail.

Setting security as a core value across all levels involves integrating security into the
organization’s mission, vision, and values. This means that security considerations are
considered in all decision-making processes, from the design of Al systems to the hiring
of employees. It also means that security performance is measured and rewarded, and
that security incidents are treated as learning opportunities.

Executive sponsorship involves actively participating in security initiatives, communi-
cating the importance of security to employees, and providing the resources necessary
to support security programs. This sponsorship can include funding security training,
investing in security technologies, and establishing security metrics and goals. When
executives are actively involved in security, their support sends a clear message that
security is a priority for the overall organization.

Security Policies and Governance

Security policies and governance provide the framework for managing Al security risks.
Establishing clear Al security policies is essential for defining the organization’s security
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expectations and requirements. These policies should cover various aspects of Al
security, including data privacy, algorithmic bias, model security, and incident response.

Aligning policies with compliance frameworks and regulations ensures that the organiza-
tion is meeting its legal and regulatory obligations. This effort involves identifying the
relevant laws, standards, and guidelines and incorporating them into the organization’s
security policies. The organization should also establish a process for monitoring changes
in the regulatory landscape and updating its policies accordingly.

Defining roles and responsibilities ensures that everyone knows their role in protecting
Al systems. This task includes identifying who is responsible for implementing security
controls, monitoring Al systems, and responding to security incidents. Clear roles and
responsibilities promote accountability and prevent confusion, leading to a more effective
security posture.

Risk Management and Accountability

Risk management and accountability are essential for mitigating Al security risks.
Incorporating Al-specific security risk assessments into the organization’s risk manage-
ment program is crucial for identifying and addressing potential vulnerabilities. This task
involves conducting regular risk assessments to identify, assess, and prioritize Al-specific
risks.

Creating accountability structures involves assigning responsibility for managing Al secu-
rity risks to specific individuals or teams. Having this responsibility ensures that there is
clear ownership of security risks and that someone is accountable for mitigating those
risks. Accountability structures can include security committees, risk management teams,
and security champions. An example of an accountability structure includes Al-specific
risk governance committees that leverage frameworks and structures found in ISO 27005
and NIST AI RMFE.

Promoting transparency and reporting involves encouraging employees to report security
incidents and vulnerabilities. This task requires creating a culture of trust and openness,
where employees feel comfortable reporting security concerns without fear of reprisal.
The organization should also establish a process for investigating and responding to
security incidents and communicating the results to stakeholders.

Integration of Security in Al Lifecycle

Integrating security into the Al lifecycle is critical for ensuring that security is considered
throughout the development, deployment, and maintenance of Al systems. Embedding
security from design (DevSecOps) involves incorporating security practices into the soft-
ware development lifecycle from the beginning. This effort includes conducting security
reviews, performing penetration testing, and implementing security controls during the
design and development phases.

Continuous monitoring and improvement involve regularly monitoring Al systems for
security vulnerabilities and implementing improvements to address those vulnerabilities.
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This task requires establishing a process for monitoring Al systems, analyzing security
logs, and conducting regular security audits. The organization should also establish a
process for updating and patching Al systems to address emerging threats.

Encouraging cross-department collaboration involves fostering communication and
collaboration between different departments, such as IT, security, data science, and legal.
This collaboration ensures that security is considered from multiple perspectives and that
everyone is working together to protect Al systems. Collaboration can include regular
meetings, joint training exercises, and shared security goals.

Cultural Change Strategies

Cultural change strategies are essential for building a security-first culture. Promoting
open communication about security issues involves creating an environment where
employees feel comfortable discussing security concerns and sharing security informa-
tion. This effort requires establishing clear communication channels, providing training on
security topics, and encouraging employees to ask questions and raise concerns.

Recognizing and rewarding security-conscious behavior involve acknowledging and
rewarding employees who demonstrate a commitment to security. These rewards can
include bonuses, awards, or promotions to employees who go above and beyond to
protect Al systems. They can also include recognizing employees who report security
incidents or vulnerabilities.

Fostering a proactive security mindset involves encouraging employees to constantly
look for ways to improve security and be willing to take action to prevent security
incidents. This approach can be achieved through training, awareness campaigns, and by
empowering employees to make security decisions.

Training and Awareness Programs

Training and awareness programs are essential for ensuring that employees have the
knowledge and skills necessary to protect Al systems. These programs should be

tailored to the specific needs of the organization and should cover various aspects of Al
security, including data privacy, algorithmic bias, model security, and incident response.
Referencing the NIST NICE Cybersecurity Workforce Framework and its associated
categories applicable to Al like Data Analyst and Machine Learning Engineer is a great
starting point for organizations that may not know where to begin with their training and
awareness programs.

The role of training in strengthening Al security cannot be overstated. Training programs
provide employees with the knowledge and skills necessary to protect Al systems and

to respond to security incidents. Training should be tailored to the specific roles and
responsibilities of employees and should cover various aspects of Al security.

The evolving threat landscape and the need for updated knowledge require that
training programs are regularly updated to address emerging threats and vulnerabilities.
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This means that organizations must stay abreast of the latest security trends and
incorporate them into their training programs. It also means that training programs must
be flexible and adaptable to address changing threats and vulnerabilities.

Training programs should be designed to be engaging and interactive. This approach

can include using real-world examples, case studies, and hands-on exercises to help
employees understand and apply security concepts. Training should also be delivered in a
variety of formats, such as online courses, in-person workshops, and webinars.

Tailored Training Programs

Tailored training programs are essential for ensuring that employees receive the train-
ing they need to protect Al systems. Role-based security training involves providing
training that is specific to the roles and responsibilities of employees. This means that
developers, data scientists, managers, and other employees receive training that is relevant
to their job functions.

Organizations must balance the need for technical skills training with the need for policy
compliance training. Technical skills training focuses on providing employees with the
technical knowledge and skills necessary to protect Al systems. Policy compliance train-
ing focuses on ensuring that employees understand and comply with the organization’s
security policies.

Training programs should be designed to be relevant to the specific needs of the
organization. This means that the training should be tailored to the specific Al systems
that the organization uses and the specific threats that the organization faces. Training
should also be designed to be practical and applicable to the employees’ daily work.
Suggested KPIs to measure training effectiveness include completion rates and
knowledge-retention scores.

Awareness Campaigns

Awareness campaigns are essential for raising awareness of Al security issues
among employees. Regular security alerts and updates provide employees with timely
information about emerging threats and vulnerabilities. Organizations can provide this
information by sending out security alerts, publishing security newsletters, and hosting
security webinars.

Case studies of Al security breaches provide real-world examples for employees. These
case studies help employees understand the potential impact of security breaches and
the importance of taking security seriously. Case studies should be relevant to the
organization’s Al systems and should highlight the lessons learned from the breaches.

Best practices for secure Al development and deployment can include providing
guidance on secure coding practices, data privacy, algorithmic bias, and model security.
Best practices should be tailored to the specific needs of the organization and should be
integrated into the organization’s security policies.
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Hands-On Exercises

Hands-on exercises are essential for reinforcing security concepts and providing
employees with practical experience in protecting Al systems. By creating simulated
security incidents, an organization can help test the effectiveness of its incident response
procedures. This effort can include tabletop exercises, where incident response teams
walk through the steps they would take to respond to a security incident.

The organization can use penetration testing and vulnerability assessments to identify
security vulnerabilities in its Al systems. Penetration testing involves simulating
real-world attacks to test the security of Al systems. Vulnerability assessments involve
scanning Al systems for known vulnerabilities.

The purpose of conducting red teaming and blue teaming exercises is to improve the
organization’s security posture. Red teaming involves simulating real-world attacks to
test the organization’s security defenses. Blue teaming involves defending the organiza-
tion’s Al systems against simulated attacks. It is recommended to reference NIST SP 1270
(focusing on bias management in Al) and MITRE ATLAS frameworks and include the Al
red teaming exercises that these frameworks highlight in detail.

Continuous Learning

Continuous learning is essential for keeping employees up to date on the latest Al
security threats and vulnerabilities. To keep pace with emerging threats and technologies,
employees can attend security conferences, read security blogs, and participate in
security communities.

An organization can provide employees access to webinars, workshops, and conferences
on Al security topics. These programs allow employees to learn from experts and to
network with other security professionals.

The organization also can encourage employees to pursue certifications and professional
development opportunities in Al security. Examples for such certificates are, for example,
the OffSec OSAI+ certificate, the ISACA Advanced Al Security Management (AAISM)
certificate, or the CompTIA SecAl+ certificate. This continuous learning demonstrates a
commitment to security and provides employees with valuable skills and knowledge that
ultimately affect the organization’s security posture.

The Reasons to Measure Effectiveness

Measuring effectiveness is essential for ensuring that training and awareness programs are
achieving their goals. By establishing metrics and KPIs, an organization can measure the
impact of its training programs. This effort can include measuring the number of
employees who have completed training, the results of training assessments, and the
reduction in security incidents. Leveraging the analytics and dashboards that a learning
management system (LMS) provides can help automate training progress metrics.
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The organization can establish feedback loops to gather feedback from employees about
training programs. This feedback then can be used to improve the content, delivery, and
effectiveness of training programs.

By creating a culture of continuous learning, the organization can encourage employees
to learn about Al security and to share their knowledge with others. This effort can
include establishing a security knowledge base, hosting security brown bag lunches, and
rewarding employees who share their security knowledge.

Organizational Al Security Readiness: Challenges and
Considerations

An organization will face numerous challenges when it starts to adopt and leverage AL In
the following sections, we cover controls and capabilities that would be graded in an Al
readiness assessment. Each item would be given an overall score, and together they would
create an Al readiness scorecard. Additionally, we include considerations an organization
should take as it prepares, implements, and operationalizes its organizational Al security.

Al Model Security Readiness

Organizations that are creating, building, and training their own AI model should leverage
the following Al model security topics with the corresponding considerations to help
define their security readiness when it comes to Al model security.

Al model security focuses on protecting the integrity, confidentiality, and availability
of Al models themselves. Unlike traditional software, Al models possess unique
vulnerabilities stemming from their data-driven nature and complex architectures.
Securing these models requires a multi-faceted approach that addresses threats ranging
from adversarial attacks and model inversion to data poisoning and membership
inference. A robust Al model security strategy is critical for preventing Al systems from
being manipulated to produce incorrect or harmful outputs, exposing sensitive data, or
being used for malicious purposes.

One of the most prominent threats to AI models is adversarial attacks. These attacks
involve carefully crafting input data designed to fool the model into making incorrect
predictions. Adversarial examples can be subtly modified images, audio clips, or text
strings that are indistinguishable from benign inputs to humans but cause the Al model
to misclassify them. These attacks can have severe consequences in safety-critical
applications such as autonomous vehicles, where an adversarial example could cause
the car to misinterpret a stop sign and lead to an accident. Defending against adver-
sarial attacks requires employing techniques such as adversarial training, where the
model is trained on both benign and adversarial examples, and input sanitization, where
potentially adversarial inputs are preprocessed to remove or mitigate their harmful
effects. This issue was covered in Chapter 3, “Artificial Intelligence Threat Landscape.”

Another significant concern is model inversion, which involves attempting to
reconstruct sensitive training data from the Al model itself. By querying the model
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with carefully chosen inputs and analyzing its outputs, an attacker may be able to infer
information about the data used to train the model, such as individual identities or con-
fidential attributes. This threat can be particularly problematic for AI models trained on
sensitive personal data, where model inversion attacks could lead to privacy breaches.
Defending against model inversion requires techniques such as differential privacy, which
adds noise to the training data or model parameters to limit the amount of information
that can be inferred from the model, and output sanitization, which limits the information
revealed by the model’s outputs.

Data poisoning attacks involve injecting malicious data into the training dataset to cor-
rupt the Al model. This type of attack can cause the model to learn incorrect patterns
or exhibit biased behavior, leading to inaccurate predictions or unfair outcomes. Data
poisoning attacks can be particularly difficult to detect because the malicious data may
be subtly embedded within the larger dataset. Defending against data poisoning requires
implementing robust data validation techniques, such as anomaly detection and outlier
removal, and verifying the provenance and integrity of the training data. It also involves
monitoring the model’s performance over time to detect any signs of degradation or
unexpected behavior.

Membership inference attacks aim to determine whether a specific data point was used
to train the Al model. This can be problematic if the data point contains sensitive infor-
mation, because it could reveal that the individual was included in the training dataset,
potentially exposing that person to privacy risks. Defending against membership infer-
ence requires techniques such as limiting the model’s accuracy on known data points and
employing regularization methods to prevent the model from overfitting to the training
data. It also involves carefully controlling the information revealed about the model’s
training data and performance.

Data Governance and Privacy for Al Readiness

Data governance and privacy are paramount considerations in the age of Al because
these systems heavily rely on data to function and often process sensitive information.
Effective data governance ensures that data is handled responsibly, ethically, and in com-
pliance with relevant regulations, while privacy protections safeguard individual rights
and prevent the misuse of personal information. In the context of Al, data governance
and privacy require a holistic approach that addresses the unique challenges posed by
these systems, such as the potential for algorithmic bias, the difficulty of ensuring data
anonymization, and the need for transparency and accountability. Figure 6-4 highlights
the AI Data Governance Loop, which we explain in detail.

One of the most significant challenges in data governance for Al is ensuring data quality
and integrity. Al models are only as good as the data they are trained on, so it is crucial
to ensure that the data is accurate, complete, and representative of the population it is
intended to serve. Poor data quality can lead to biased models, inaccurate predictions,
and unfair outcomes. To address this challenge, organizations need to implement robust
data validation techniques, such as data profiling, cleansing, and validation rules. They
also need to establish clear data governance policies and procedures that define data
ownership, data quality standards, and data access controls.
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Figure 6-4 AI Data Governance Loop

Another critical aspect of data governance for Al is managing data lineage and prov-
enance, which is essential to track the origin and transformation of data as it flows
through the Al system to understand how it affects the model’s behavior and ensure that
the data is used in accordance with its intended purpose. Data lineage tracking can help
identify potential data quality issues, detect unauthorized data modifications, and ensure
compliance with data privacy regulations. To implement data lineage tracking effectively,
organizations need to use metadata management tools, data catalogs, and data gover-
nance platforms.

Privacy is a fundamental right, and Al systems must be designed and deployed in a way
that respects individual privacy. However, ensuring privacy in Al systems can be chal-
lenging due to the complex interactions between data, algorithms, and models. One of
the most significant challenges is ensuring data anonymization, which involves removing
or modifying personal identifiers from the data to prevent it from being linked back to
individuals. Traditional anonymization techniques, such as de-identification and pseud-
onymization, may not be sufficient to protect privacy in Al systems because Al models
can often infer sensitive information from seemingly anonymized data.

To address the challenge of data anonymization, organizations need to employ advanced
privacy-enhancing technologies (PETs), such as differential privacy, federated learning,
and homomorphic encryption. Differential privacy adds noise to limit the amount

of information that can be inferred from the model, while federated learning allows Al
models to be trained on decentralized data without sharing the data itself. Homomorphic
encryption allows computations to be performed on encrypted data without decrypting
it, enabling Al models to process sensitive data without compromising its privacy.

Transparency and accountability are also essential for data governance and privacy in
AL Organizations need to be transparent about how their Al systems work, how they
use data, and what potential impacts they may have on individuals. They also need to
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be accountable for ensuring that their Al systems are used responsibly, ethically, and

in compliance with relevant regulations. To promote transparency and accountability;,
organizations need to provide clear and accessible explanations of their Al systems,
establish mechanisms for addressing complaints and concerns, and conduct regular audits
to ensure that their Al systems are used in accordance with their stated policies and pro-
cedures. A global governance baseline for AI management systems has recently started to
emerge with ISO/IEC 42001.

Al-Specific Incident Response Readiness

Al-specific incident response procedures are critical for effectively addressing secu-
rity incidents that target or involve Al systems. Traditional incident response plans often
fail to account for the unique characteristics of Al systems, such as their data-driven
nature, complex architectures, and potential for algorithmic bias. Al-specific incident
response procedures should be tailored to address these unique challenges, enabling
organizations to detect, contain, eradicate, and recover from Al-related security incidents
effectively. If organizations do not know where to start with Al incidents, it is recom-
mended that they reference NIST SP 800-61 Rev. 3 Incident Handling Guide as a starting
point.

One of the most important aspects of Al-specific incident response is the ability to
detect Al-related security incidents. Traditional security monitoring tools may not be
sufficient to detect attacks that target Al systems because these attacks often involve
subtle manipulations of data or model parameters that are difficult to identify. To detect
Al-related security incidents, organizations need to implement specialized monitoring
tools that can analyze Al system behavior, identify anomalies, and detect signs of
adversarial attacks or data poisoning. These tools should be integrated with the
organization’s existing security information and event management (SIEM) system to
provide a comprehensive view of the security landscape.

Another critical aspect of Al-specific incident response is the ability to contain Al-related
security incidents. Traditional incident response procedures may not be effective for
containing attacks that target Al systems because these attacks can often spread rapidly
through the system and affect multiple components. To contain Al-related security
incidents, organizations need to implement containment strategies that are specifically
tailored to Al systems, such as isolating affected models, shutting down compromised data
pipelines, and revoking access to sensitive data. These strategies should be implemented in
a timely and coordinated manner to prevent the incident from spreading further.

Eradicating Al-related security incidents requires identifying the root cause of the
incident and removing the malicious code, data, or model parameters that caused it. This
process can be complex and time-consuming because Al systems often involve multiple
interconnected components and dependencies. To eradicate Al-related security incidents,
organizations need to have access to specialized expertise and tools that can analyze

Al system behavior, identify the source of the incident, and remove the malicious
components. This process may involve reverse-engineering Al models, analyzing data
samples, and debugging complex code.
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Recovering from Al-related security incidents involves restoring the Al system to its
pre-incident state and ensuring that it is functioning correctly. This process can be chal-
lenging because Al systems often require significant time and resources to retrain and
redeploy. To recover from Al-related security incidents, organizations need to have
backup copies of their Al models, data, and code, as well as procedures for restoring
these components in a timely and efficient manner. They also need to test the restored Al
system to ensure that it is functioning correctly and that it has not been compromised by
the incident.

In addition to these technical aspects, Al-specific incident response procedures should
also address the ethical and legal considerations associated with Al security incidents.
This effort includes notifying affected individuals, disclosing the incident to regulatory
authorities, and providing remediation to individuals who have been harmed by the inci-
dent. Organizations need to have policies and procedures in place for addressing these
ethical and legal considerations, as well as training their incident response teams on how
to handle these issues.

Explainable Al (XAl) Readiness

Explainable AI (XAl) is a field of artificial intelligence that focuses on developing meth-
ods and techniques to make Al systems more transparent and understandable to humans.
Traditional AI models, particularly deep learning models, are often considered “black
boxes” due to their complex and opaque internal workings. XAl aims to overcome this
limitation by providing insights into how Al models arrive at their decisions and out-
comes, enabling humans to understand, trust, and effectively manage these systems.
Explainability is essential for ensuring that Al systems are used responsibly, ethically, and
in compliance with relevant regulations, as well as for identifying and mitigating potential
biases and errors. With that said, explainability techniques may expose additional attack
surfaces. A full risk assessment should be completed and reviewed before any explainabil-
ity techniques are leveraged.

One of the key goals of XAl is to provide explanations that are understandable to
humans. This requires translating complex black-box Al models into simpler, more inter-
pretable representations that can be easily grasped by nonexperts. There are several dif-
ferent approaches to achieving this goal, including using approximations with rule-based
systems, decision trees, and linear models. These interpretable methods offer a more intu-
itive mapping between inputs and outputs and approximate the understanding of how the
complex Al system is making decisions. However, these explanatory techniques, which
are in essence a surrogate model of the original black-box model, often sacrifice accuracy
or performance compared to more complex models.

Another approach to XAl involves developing techniques that can explain the behavior of
complex Al models without an interpretable surrogate model. These techniques typically
involve analyzing the model’s internal workings to identify the most important features or
factors that influence its predictions. One popular technique is feature importance analy-
sis, which assigns a score to each input feature indicating its relative contribution to the
model’s output. This analysis can help identify potential biases or errors in the model, as
well as provide insights into the underlying relationships between the inputs and outputs.
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Some well-known XAI techniques are LIME and SHAP. Local interpretable model-
agnostic explanations (LIME) is an XAI technique that approximates the behavior of

a complex Al model locally around a specific data point using a simpler, interpretable
model. LIME generates a set of perturbed data points around the data point being
explained and then trains a linear model to predict the output of the AI model on these
perturbed data points. The coefficients of the linear model provide insights into the
importance of each feature in the vicinity of the data point, allowing humans to under-
stand how the Al model is making decisions in that specific context. LIME is model
agnostic, meaning it can be applied to any Al model, regardless of its complexity or
architecture.

SHapley Additive exPlanations (SHAP) is another XAI technique that provides a unified
framework for explaining the output of any Al model based on game-theoretic principles.
SHAP assigns a value to each input feature indicating its contribution to the difference
between the model’s output and the expected output. SHAP values are based on the
Shapley value from game theory, which provides a fair and consistent way to allocate
credit among the players in a cooperative game. SHAP values can be used to explain the
overall behavior of the Al model, as well as to explain the predictions for individual data
points.

Counterfactual explanations are an XAl technique that provides explanations by
identifying the smallest changes to the input data that would result in a different outcome
from the Al model. Counterfactual explanations can help humans understand why the

Al model made a particular decision and what they would need to do to change the
outcome. Counterfactual explanations can be generated using optimization algorithms
that search for the smallest changes to the input data that satisfy the desired outcome.

Zero Trust Principles Applied to Al Security Readiness

Zero Trust is a security framework that assumes that no user or device, whether inside

or outside the organization’s network, should be trusted by default. Instead, every access
request must be verified and authorized based on multiple factors, such as user identity,
device posture, and application context. Zero Trust principles can be effectively applied
to securing Al systems, providing a robust defense against a wide range of threats, includ-
ing unauthorized access, data breaches, and adversarial attacks. Implementing Zero Trust
controls can help organizations ensure that their Al systems are used responsibly, ethi-
cally, and in compliance with relevant regulations.

One of the core principles of Zero Trust is verifying user identities. This process involves
implementing strong authentication mechanisms, such as multifactor authentication
(MFA), to ensure that only authorized users can access Al systems. MFA requires users
to provide multiple forms of authentication, such as a password, a biometric scan, or a
one-time code, making it more difficult for attackers to compromise user accounts. In the
context of Al systems, verifying user identities is particularly important for preventing
unauthorized access to sensitive data, code, and models.

Another key principle of Zero Trust is limiting access to data and resources based on the
principle of least privilege. This principle involves granting users only the minimum level
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of access necessary to perform their job functions, preventing them from accessing data
or resources that they do not need. In the context of Al systems, least-privilege access
can help prevent data breaches and model theft. For example, data scientists should be
granted access only to the data required to train and evaluate ATl models, and operational
personnel should be granted access only to the models and code required to deploy and
monitor the Al systems.

Continuous monitoring and validation are also essential components of Zero Trust, as
shown in detail in Chapter 4. This process involves continuously monitoring the security
posture of Al systems and validating that they are functioning correctly and in compli-
ance with security policies. Monitoring can include logging system activity, analyzing
network traffic, and detecting anomalies in Al model behavior. Validation can include
conducting regular security assessments, penetration testing, and red teaming exercises.
In the context of Al systems, continuous monitoring and validation can help detect
adversarial attacks, data poisoning attempts, and other security incidents.

Segmentation is another important Zero Trust principle that involves dividing the
network into smaller, isolated segments to limit the impact of security breaches. In

the context of Al systems, segmentation can be used to isolate different components

of the Al system, such as the data storage, model training, and deployment environments.
This can help prevent attackers from gaining access to the entire Al system if they com-
promise one component.

Data encryption is another crucial Zero Trust control that protects sensitive data from
unauthorized access. Encryption involves converting data into an unreadable format that
can be decrypted only by authorized users. In the context of Al systems, data encryp-
tion should be applied to all sensitive data at rest and in transit, including training data,
model parameters, and output data.

Al Supply Chain Readiness

The supply chain in Al focuses on identifying, assessing, and mitigating the security
risks associated with third-party components, datasets, and services used in Al
systems. Organizations increasingly rely on external providers for various aspects of
their Al systems, such as data acquisition, model development, and deployment infra-
structure. However, these dependencies can introduce new security vulnerabilities that
organizations must manage effectively. A robust supply chain risk management program
is essential for ensuring that Al systems are secure, reliable, and compliant with relevant
regulations.

One of the first steps in supply chain risk management is identifying all of the third-
party components, datasets, and services used in Al systems. This step involves creating
an inventory of all external dependencies, including open-source libraries, cloud-based
services, and proprietary datasets. For each dependency, organizations should identify
the provider, the purpose of the dependency, and the potential security risks associated
with it. This inventory should be regularly updated to reflect changes in the Al system
and the threat landscape.
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Once the dependencies have been identified, organizations need to assess the security
risks associated with each one. This assessment involves evaluating the security practices
of the providers, such as their data protection policies, incident response procedures,
and vulnerability management programs. Organizations should also assess the potential
impact of a security breach involving the dependency, such as data loss, model corrup-
tion, or service disruption. Risk assessments should be conducted regularly to identify
emerging threats and vulnerabilities.

Based on the risk assessments, organizations need to develop mitigation strategies

for addressing the identified risks. This process may involve implementing contractual
requirements for security, such as requiring providers to comply with industry standards
or undergo security audits. It may also involve implementing technical controls, such as
verifying the integrity and provenance of Al components or isolating Al systems from
untrusted networks. Mitigation strategies should be tailored to the specific risks and the
organization’s overall security posture.

Verifying the integrity and provenance of Al components is another crucial aspect of
supply chain risk management. This step involves ensuring that the components have not
been tampered with or altered in any way, and that they originate from a trusted source.
Organizations can use cryptographic techniques, such as digital signatures and check-
sums, to verify the integrity of Al components. They can also use blockchain technology
to track the provenance of Al components and ensure that they have not been modified
or replaced.

Establishing contractual requirements for security is essential for ensuring that providers
are held accountable for protecting the security of Al systems. These requirements should
include provisions for data protection, incident response, and vulnerability management.
They should also include provisions for auditing the provider’s security practices and ter-
minating the contract if the provider fails to meet the security requirements.

Summary

The chapter addresses the critical need for organizations to proactively secure their arti-
ficial intelligence systems. It begins by emphasizing that Al, while offering tremendous
potential, introduces unique security challenges. True readiness is defined as enabling an
organization to securely develop, deploy, and manage Al, ensuring integrity, confidential-
ity, and availability. This process involves assessing capabilities, building a security-first
culture, and implementing targeted training and strong governance frameworks.

The chapter explores Al readiness assessments in multiple contexts to include highlight-
ing stakeholder engagement, security readiness assessments, baseline establishment,

risk assessment, gap analysis, and compliance. The overall emphasis is on identifying
strengths, weaknesses, and areas for improvement to establish a clear understanding of
the current security posture, to then build out a roadmap to address any gaps an organi-
zation may have.
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Building a security-first culture requires executive sponsorship, setting security as a core
value, establishing clear security policies, and integrating security into the Al lifecycle.
Promoting open communication, recognizing security-conscious behavior, and fostering
a proactive mindset are identified as essential strategies for cultural change.

Training and awareness programs are deemed essential, tailored to specific organizational
needs. Role-based training, awareness campaigns, hands-on exercises, and continuous
learning are detailed as vital components to empower employees with the necessary
knowledge and skills. Metrics and feedback loops also are necessary to ensure the train-
ing programs are effective.

Finally, this chapter emphasizes the need for ongoing adaptation, continuous improve-
ment, and a proactive approach to stay ahead of evolving threats in the dynamic land-
scape of Al security.

Key Terms

Al security readiness, Al-specific incident response, awareness campaigns, continuous
learning, cultural change strategies, data poisoning, gap analysis, hands-on exercises,
homomorphic encryption, model inversion, regulatory readiness, risk matrix, security
readiness assessment, security-first culture, tailored training programs, training and
awareness programs

End-of-Chapter Questions and Answers

Questions

1. What is the primary objective of organizational Al security readiness in a Zero
Trust—aligned architecture?
A. Maximizing parallelization efficiency in GPU clusters

B. Ensuring Al systems maintain verifiable integrity, confidentiality, and governance
controls across the entire lifecycle

C. Reducing the operational cost of Al pipelines through automation
D. Accelerating model deployment frequency without additional controls

2. Which activity is LEAST relevant to a formal Al security readiness baseline
assessment?
A. Mapping security controls to NIST AI RMF and ISO/IEC 27001 requirements
B. Evaluating attestation capabilities for model-signing and artifact verification
C. Reviewing organizational marketing segmentation strategies

D. Identifying gaps in identity, telemetry, and data governance supporting Al
workflows
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. What is the primary role of executive sponsorship in establishing enterprise
Al security governance?
A. Assigning all Al security tasks to DevOps engineers

B. Authorizing policy, resource allocation, and escalation paths for Al risk
management

C. Minimizing security instrumentation to reduce cloud consumption

D. Ensuring data scientists can bypass change control for rapid prototyping

. In a mature DevSecOps pipeline for Al, what distinguishes continuous Al risk
validation from traditional software CI/CD?

A. Removal of model registries to reduce operational overhead

B. Integration of model provenance checks, dataset integrity scanning, and
adversarial evaluation gates

C. Isolation of security controls to post-deployment monitoring only

D. Exclusive reliance on unit-testing frameworks for model quality checks
. Why must training programs be role-tailored in Al security readiness?

A. To reduce learning curve complexity for nontechnical staff

B. To ensure personnel understand threat models specific to their function, such as
gradient poisoning for ML engineers or attestation validation for platform teams

C. To prevent engineers from accessing advanced security content

D. To meet HR compliance minimums
. Which requirement is fundamental to an Al-specific incident response plan?

A. Avoiding telemetry collection to minimize log retention
B. Relying solely on conventional IOC-based detection

C. Having the capability to analyze and respond to Al model drift, manipulation of
feature pipelines, or adversarial perturbation vectors

D. Excluding model versioning from evidence preservation

. Which maturity framework is most applicable for evaluating contractor readiness in
Al-sensitive DoD environments?

A. ISO 26000

B. SOX

C. CMMC

D. ITIL
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10.

11.

12.

13.

. What is a core operational requirement of explainable AI (XAI) readiness?

A. Ensuring model feature weights remain encrypted

B. Enabling regulated stakeholders to audit model outputs through interpretable
mechanisms such as SHAP or counterfactual reasoning

C. Hiding the internal inferencing process to maintain IP secrecy

D. Replacing human review with automated decisioning

. Adversarial training primarily mitigates which threat vector?

A. Unauthorized inference API enumeration
B. Input perturbations engineered to exploit model decision boundaries
C. Training data exfiltration from object storage

D. Poisoned labels introduced during dataset creation
Differential privacy provides protection against which form of model exploitation?

A. Gradient-shaping attacks that corrupt convergence

B. Membership inference and reconstruction attacks targeting training records
C. Time-based side-channel leakage in TPM-backed key storage

D. GPU-coalescing contention in high-density clusters

What is the primary function of data validation pipelines in preventing Al model
corruption?

A. Reducing electronic medical record (EMR) data dimensionality

B. Providing efficient feature normalization

C. Detecting anomalous or malicious training inputs via statistical, semantic, or
cryptographic verification

D. Increasing training throughput for large-batch optimizers
Why is least-privilege enforcement essential in Zero Trust Al systems?

A. To simplify IAM roles for system administrators

B. To ensure users, services, and pipelines cannot access model artifacts or data
beyond their authorized trust zone

C. To enable broader data-sharing across federated teams

D. To reduce audit frequency
Homomorphic encryption is relevant for which Al security requirement?

A. Federated orchestration scheduling
B. Confidential inference on untrusted execution platforms
C. High-throughput checkpointing

D. GPU memory optimization



14.

15.

16.

17.

18.

19.

End-of-Chapter Questions and Answers

Under Zero Trust, continuous telemetry and log analysis enable what outcome?

A. Blocking all east—west traffic by default
B. Simplifying quarterly compliance reporting

C. Identifying anomalous model behavior, policy violations, or unauthorized pipeline
access in real time

D. Accelerating incident recovery by skipping root-cause analysis
Al supply chain security focuses primarily on which requirement?

A. Minimizing dependency on proprietary accelerators

B. Ensuring transparency and integrity across upstream data sources, pretrained
models, libraries, and toolchains

C. Avoiding adoption of open-source components entirely

D. Increasing Al build frequency

Which mechanism most effectively verifies integrity in Al supply chain
components?

A. Accepting vendor claims without validation

B. Using cryptographically signed artifacts, reproducible builds, and SBoM-driven
dependency verification

C. Avoiding all third-party ML frameworks

D. Storing all model files on a shared network drive
What is the overarching objective of Al supply chain risk management?

A. Reducing procurement delays
B. Eliminating all external dependencies

C. Ensuring the Al ecosystem remains secure and trustworthy even when third-party
components are integrated

D. Minimizing cloud compute consumption

Within the DoD Zero Trust Architecture (ZTA) model, which execution enabler
completes the framework by enabling advanced Zero Trust operations?

A. Training

B. Personnel

C. Organization

D. Facilities

Which of the following actions demonstrates measurable organizational commitment
to Al security governance?

A. Standardizing exclusively on proprietary development languages

B. Reducing audit scope for efficiency
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20.

C. Achieving certifications such as ISO/TEC 27001 or ISO/TEC 42001 for
Al governance

D. Restricting infrastructure access to a single administrator
When applying Zero Trust to Al workloads, which of the following is NOT required?

A. Enforcing identity-aware segmentation for models, pipelines, and data flows
B. Continuous verification of all access attempts
C. Immutable logging for inference and training operations

D. Restricting innovation to prevent risk

Answers
1. B
2.C
3.B
4.8
5B
6.C
7.C
8.B
9.B
10. B
11.C
12. B
13. B
14. C
15. B
16. B
17.C
18.D
19. C

20.D



References

References

Department of Defense. “Cybersecurity Maturity Model Certification (CMMC).” (2021).
https://dodcio.defense.gov/CMMC/.

European Union. “EU Artificial Intelligence Act” (2021). https://artificialintelligenceact.eu.

European Union. “Digital Operational Resilience Act (DORA).” (2022).
https://finance.ec.europa.eu/digital-finance/digital-operational-resilience-act-dora_en.

European Union. “General Data Protection Regulation (GDPR).” Accessed January 15,
2025. https://gdpr.eu.

European Union Agency for Cybersecurity (ENISA). “NIS2 Directive.” (2022). https://
eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:320221.2555.

European Union Agency for Cybersecurity (ENISA). “NIS Directive 2.” 2023. https://
WwWww.enisa.europa.eu/topics/state-of-cybersecurity-in-the-eu/cybersecurity-policies/
nis-directive-2.

International Organization for Standardization. “ISO/IEC 27001:2022 Information
Security Management Systems—Requirements.” Accessed January 15, 2025.
https://www.iso.org/standard/27001.

International Organization for Standardization and International Electrotechnical
Commission. “ISO/IEC 27002:2022 Information security, cybersecurity and privacy
protection—Information security controls.” Accessed January 15, 2025. https://
www.iso.org/standard/75652.html.

Molnar, Christoph. Interpretable Machine Learning: LIME and SHAP Techniques for
Explainable AL Accessed January 15, 2025. https://christophm.github.io/
interpretable-ml-book/lime.html.

Nadeem, Azqa, Daniél Vos, Clinton Cao, Luca Pajola, Simon Dieck, Robert
Baumgartner, and Sicco Verwer. “SoK: Explainable Machine Learning for
Computer Security Applications.” In 2023 IEEE 8th European Symposium on
Security and Privacy (EuroS@P), 221-240. IEEE, 2023. https://doi.org/10.1109/
EuroSP57164.2023.00023.

NIST. “NICE Workforce Framework for Cybersecurity.” Accessed June 3, 2026. https://
www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center.

NIST. “NIST Artificial Intelligence Risk Management Framework (AI RMF).” National
Institute of Standards and Technology. (2023). https://www.nist.gov/itl/
ai-risk-management-framework.

NIST. “NIST Cybersecurity Framework (CSF).” National Institute of Standards and
Technology. (2024). https://www.nist.gov/cyberframework.

OWASP. “GenAl Incident Response Guide 1.0” (2025). https://genai.owasp.org/resource/
genai-incident-response-guide-1-0/.

State of California Department of Justice. “California Consumer Privacy Act (CCPA).”
Accessed January 15, 2025. https://oag.ca.gov/privacy/ccpa.

253


https://www.nist.gov/itl/ai-risk-management-framework
https://www.nist.gov/itl/ai-risk-management-framework
https://www.nist.gov/cyberframework
https://www.enisa.europa.eu/topics/state-of-cybersecurity-in-the-eu/cybersecurity-policies/nis-directive-2
https://www.enisa.europa.eu/topics/state-of-cybersecurity-in-the-eu/cybersecurity-policies/nis-directive-2
https://www.enisa.europa.eu/topics/state-of-cybersecurity-in-the-eu/cybersecurity-policies/nis-directive-2
https://www.iso.org/standard/75652.html
https://www.iso.org/standard/75652.html
https://www.iso.org/standard/75652.html
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022L2555
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022L2555
https://christophm.github.io/interpretable-ml-book/lime.html
https://christophm.github.io/interpretable-ml-book/lime.html
https://finance.ec.europa.eu/digital-finance/digital-operational-resilience-act-dora_en
https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center
https://dodcio.defense.gov/CMMC
https://oag.ca.gov/privacy/ccpa
https://www.enisa.europa.eu/topics/state-of-cybersecurity-in-the-eu/cybersecurity-policies/nis-directive-2
https://www.enisa.europa.eu/topics/state-of-cybersecurity-in-the-eu/cybersecurity-policies/nis-directive-2
https://artificialintelligenceact.eu
https://www.iso.org/standard/27001
https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center
https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center
https://www.nist.gov/itl/ai-risk-management-framework
https://www.nist.gov/itl/ai-risk-management-framework

A

AAA (authentication, authorization,
and accounting), 122-123, 597

access control, 37, 264

accountability, 29, 30, 196-197, 236,
242-243, 595

adaptable Al systems, 198-199
adaptive governance, 595
adaptive misuse detection, 11
adaptive resilience, 533
adaptive threat response, 35

adversarial attacks, 206-207, 213,
240, 595

adversarial examples, 70, 73-74, 595
adversarial input, 595

adversarial machine learning, 9, 486,
595

adversarial robustness, 232-233
adversarial training, 87, 213

agentic Al, 33, 255,257 259, 260,
262,405, 408-409, 595

architectural design, 426

autonomous data processing and
contextual inference, 263

chain of custody for data, 263

consequences of data compromise,
289

identity, state, and explainability,
426

influence of visionary fiction, 259
lifecycle governance, 287-288

multi-agent environments and the
MCP, 427

network isolation and segmentation,
427

privacy and security challenges, 262,
293

risk management, 264

securing, 207-209, 422-423
security challenges, 427-428
software development, 160-161
Zero Trust guardrails, 55

allow known good, block
everything else, 55-56

fail closed, not open, 57

log everything, 56-57

make readable policies, 56

use multiple layers, 57-58
agents, 33, 206



616 Al

Al 1, 31. See also GenAl; ML
(machine learning); models;
responsible Al; XAI

agentic, 33, 255, 257, 259, 260, 262,
405, 408-409. See also agentic Al

influence of visionary fiction,
259

lifecycle governance, 287-288

privacy and security
challenges, 293

securing, 422-423
agents, 55-58
application development

securing, 200-201

transitioning from software
development, 201-203

as an attack vector, 67, 69, 93-97
autonomous agents, 33
barriers to adoption, 36-37

siloed decision-making and
political gridlock, 38

undeveloped use cases and
unrealized potential, 38

BoM (bill-of materials), 286,
463-464, 596

continuous monitoring, 448

CoT (chain-of-thought) reasoning
models, 33-34

logic exploits, 35
monitoring, 34
Zero Trust principles, 35
cybersecurity, 8-10, 11
data classification, 184
data governance, 258-259
deployment models, 516-517
autonomous agent Al, 55
cloud, 387-388
distributed Al, 54
edge computing, 388-389

enterprise-controlled Al, 53-54
externally managed Al, 54
bhybrid cloud, 388
multi-cloud, 388

differential privacy, 79

distributed, 271

distributed intelligence, 260

DL (deep learning), 31

-driven automation, 258

dual use, 502

edge, 48

embedded, 259-260. See also
embedded Al

enforcing access control and
policy verification, 263-264

lifecycle governance, 287-288
embodied, 155

collaborative, ethical, and
societal risks, 156

securing perception, planning
and action, 155-156

simulation, noise, and
real-world deployment, 156

threat landscape, 157-158
trust gap, 155
-enhanced malware, 496-498
essential skills, 44-45
ethical, 518
ethics, data-driven bias, 45-46
evolution of, 404—-405
explainable, 41-42, 466
future-proofing, 197-198
generative, 8, 33, 93

governance, 38, 42, 274-275,
280-281

hallucinations, 110, 453

impacts on corporate security policy,
378



inference, 214, 271-272
IoT and, 20-21, 389

KPIs (key performance indicators),
450-451

literacy, 36

LLMs (large language models), 33
low trust, 37

maturity model, 51-53

ML (machine learning), 31
models. See model/s

monitoring, 447, 448—453, 458-460,
464-465, 533

-native software development,
160-161

offensive, 9, 69, 95-97

organizational security readiness.
See organizational Al security
readiness

in organizations, 43
origins, 8-9

pilots, 38

predictive, 33

privacy. See privacy
regulations, 182-183
reinforcement learning, 32
risk management, 36
secure by default, 87
secure by design, 86—-87

security, 528—-529, 539-540,
609-611

security monitoring, 11
security posture, 468—469

security readiness. See organizational
Al security readiness

self-auditing ecosystem, 265
-specific incident response, 243-244
supervised learning, 32

supply chain attacks, 80-81

Al adoption framework 617

as a target, 67, 69

third-party risk, 2

threat landscape, 206-207, 519

threat model, 71-73

threats, 67-68, 107

tools, 36, 39

training, 17, 40-41
adversarial, 87, 93-94
bias, 45

considerations for data used
for, 184-185

employee, 233, 237-238

exposure risks and mitigation,
188-189

privacy risks, 185-187
removing data points, 185
trust dependencies, 109
trust restoration, 469, 596
trustworthy, 40, 44-45, 175
unsupervised learning, 32
user awareness training, 503
vendors, securing, 314-316
core components, 316-317

Zero Trust foundations,
317-318

workloads, 14-15, 596
Zero Trust, 260-262
Zero Trust workshops, 150-151

capability alignment,
151-152

implementation, 151

Al adoption framework, 43, 595

agentic, privacy and security
challenges, 262

change management, continuous
learning, and ethical oversight, 44

data preparation and infrastructure
development, 43—-44



618 Al adoption framework

model development and deployment,

44
strategic assessment, 43
Al development lifecycle
applying Zero Trust, 438—439
data classification, 174, 191

estimated cost ratios for remediation,

194-195
governance, 431-439

integration of security, 189-191,
236-237

mapping Zero Trust controls,
436-438

Al governance board, 439-440, 596

Al maturity model, 596

AI RMF (AI Risk Management
Framework), 6-7, 79, 596

Al security readiness, 596

Al supply chain assurance, 431, 596.

See also supply chain
Al-enhanced malware, 596

AIID (AI Incident Database), 91-92,

596
AI/ML pipeline, 39, 517-518
data collection, 40
data security and integrity, 39-40
data validation, 40-41
LLMs, 40-41
AlOps, 453-454, 596
Air Canada, 196-197, 453
Al-ready data dictionary, 281-285

Al-ready environments, 13-14, 354,

379

Al security, 386-387

Al workloads, 382-383
AI/ML workloads, 377-378

architect-focused network design
techniques, 372

failure isolation, 372

bierarchical design for scale,
373-374

modularity and composable
design, 373

shared failure states, 372-373
technique synthesis, 374

businesses still exploring Al
solutions, 392

cloud, 18
cloud provider offerings, 392

compute infrastructure, 15-16,
384-385

cost optimization strategies,
390-391

edge computing, 19-20

established or existing data centers,
391-392

hybrid cloud, 18-19, 377
infrastructure requirements, 15, 383
key components, 380-382
multi-cloud, 18-19

network design, 355-356

application requirements,
359-361

brownfield, 363
constraints, 364-365
design use cases, 362-364

deterministic throughput and
latency, 356

functional requirements,
357-358
greenfield, 362

identifying requirements
through root-cause analysis,
365-366

identity-based routing and
access control, 356-357



infrastructure-agnostic securiry
enforcement, 357

mergers and divestitures, 363
scaling a nerwork, 364

segmentation aligned to Al
workloads, 356

technical requirements,
358-359

technology or workload
introduction, 363

technology replacement, 363

unified policy and telemetry
fabric, 357

network design pitfalls
avoiding assumptions, 375
misapplied best practices, 376
overdesign, 375
preconceived notions, 376
network design principles

codify the ropology and trust
model, 367-368

design for enforceability, not
just connectivity, 366-367

engineering for manageable
complexity, 371

monitot, respond, and maintain
policy integrity, 368

security as foundational design
constraint, 368-369

security-aware availability,
370-371

networking, 17, 386

organizations with mature Al
environments, 392

storage systems, 385

sustainable practices and energy
efficiency, 390

Al-specific incident response
readiness, 596

application security/development

algorithm/s
bias, 46
“criminality from face prediction”, 467
differential privacy, 186-187
model-based generative, 404

PQC (post-quantum cryptography),
162

shallow learning, 31

AML (adversarial machine learning),
9, 69-70, 88-89, 110. See also
attack/s

adversarial examples, 70, 73-74
threat model, 71-73
analytics, 5,323-324, 597
Analytics domain, 144

APM (Application Performance
Monitoring), 144-145

asset monitoring and discovery, 150

auditing, logging, and monitoring,
145-146

change detection, 146

network threat behavior analytics,
147-148

SIEM (security information and
event management), 148

threat intelligence, 148-149

traffic visibility, 149-150
anomaly-based detection, 2, 597
APIs, governance, 532

APM (Application Performance
Monitoring), 144-145

application development
securing, 200-201
third-party risk, 309

transitioning from software
development, 201-203

application requirements, Al-ready
environments, 359-361

application security/development, 597

619



620 architect-focused network design techniques

architect-focused network design
techniques

failure isolation, 372
hierarchical design for scale, 373-374

modularity and composable design,
373

shared failure states, 372-373
technique synthesis, 374

architecture. See also ZTA (Zero
Trust Architecture)

edge computing, 19-20
enterprise-grade agentic Al, 426
storage, 17

Zero Trust, NIST SP 800-207, 3

ART (Adversarial Robustness
Toolbox), 88

Asimov, Isaac, 259, 261-262
asset management, 127-128, 307 597
asset monitoring and discovery, 150
“assume breach” mindset, 216
assurance, 597
assurance reporting, 276
attack/s
adversarial, 206-207, 213
Al-driven, 486
attribute inference, 175, 187-188, 597
availability, 597
backdoor, 75-76, 520-521
C&W (Carlini and Wagner), 74

data poisoning, 74-75, 90, 110-111,
241, 457,519-520

DDoS (distributed denial-of-service),
136-137

energy-latency, 79-80
evasion, 73-74, 90, 519-520
feature space, 72

generative Al, 83-84

GPT-2 replication, 188

label poisoning, 179
logic exploits, 35

membership inference, 78-79,
185-186, 241

model extraction, 78, 90-91,
185-186, 456

model inversion, 77-78, 240-241, 266
namespace reuse, 343
problem space, 72
Rules File Backdoor, 462
side-channel, 491, 492-493, 494
social engineering, 9
sponge, 90
state-sponsored, 158-160
supply chain, 80-81, 111, 521
zero-width, 202

attestation, 159, 268

attribute inference attack, 175,
187-188, 597

auditing, logging, and monitoring,
145-146. See also monitoring

authentication, multifactor, 127, 206
automation, Al-driven, 258
automation tools, 40-41
autonomous agents, 33, 55
availability, security-aware, 370-371
availability attacks, 79-80, 597
awareness campaigns, 238, 597

backdoor attacks, 75-76, 520-521,
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siloed decision-making and political
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undeveloped use cases and
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bias, 597

algorithmic, 46

data-driven, 45-46

human, 45

inductive, 41

model, 232-233
Biggio, Battista, 9
black box model, 184, 244, 597
black-box scenario, 72
BlackMamba, 497, 597
blast radius, 597
blockchain, 49
BoM (bill-of materials), 81-83, 286
BoM methodologies, 111
brownfield, AI deployment, 363

business continuity, 118-119, 597.
See also data centers

for Al ecosystems, 345
for Al-enabled applications, 474—475
building Al-specific strategies, 476

core challenges for Al-enabled
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data centers, 469
recovery preparedness, 233-234
third-party risk, 310

C
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CA (Certificate Authority), 123-124,
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capabilities, Zero Trust, 111-112
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aligning with roadmap, 154
aligning with workshops, 151-152
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136,598
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chain-of-thought prompting, 34
change control, 598

change detection, 146

change management, 44, 113-114

chatbots, 409. See also agentic Al;
GenAl

Air Canada, 196-197, 453
enterprise use cases, 411-412

fine-runing of GenAl models,
413

retrieval-augmented
generation, 412-413

LLMs in the wild, 494-496
securing, 206

security considerations, 411,
414-416

ChatGPT, 8, 403, 406-407, 496-497
Checkmarx, 461-462

chiplets, 385, 598

choosing the right model, 41

CI/CD (continuous integration/
continuous deployment), 40-41,
191, 203, 204-205, 319, 461-462,
598
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for data centers, 470-471
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Infrastructure Security Agency),
86,201
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Cisco Al Defense, 420-421, 459-460
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Cisco Secure Access, 459 membership inference attacks, 78-79
Clarke, Arthur C, 259, 261-262, 515, model extraction attacks, 78, 90-91
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clean-label poisoning, 74-75 confidentiality attack, 598
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-based Al, 18, 387-388 364-365
hybrid, 18-19, 388 containment, self-adaptive AI models,
IoT devices, 49 265
MLaa$ (Machine Learning as a contextual access policies, 207-208,
Service), 78 278-279
multi-, 19, 388 contextual inference, 263
security, third-party risk, 310-311 continuous assurance, 279, 598
CMDB (configuration management continuous learning, Al security, 239
database), 128-130, 281-285, 307 continuous monitoring, 246, 323-324
CMMC (Cybersecurity Maturity Al systems, 448
Model Certification), 230-232 vendors, 329-331
CMMI (Capability Maturity Model continuous verification, 598

Integration), 51-53

o core principles
cognitive threat agent, 598

ethical AI development, 30

responsible Al, 29
cost-benefit analysis

Al infrastructure, 391

offensive Al, 492-494

cognitive trust, 261

commitment, leadership, 216

compliance, 196-197, 295
Al privacy, 272-273

-as-code, 279 CoT (chain-of-thought) reasoning
data classification, 181-183 models, 33-34, 598
GDPR (General Data Protection logic exploits, 35

Regulation), 185
regulatory, 214-215, 230-232
telemetry, 273, 276
third-party risk, 310

monitoring, 34

Zero Trust principles, 35
counterfactual explanations, 245
criminality from face prediction

Zero Trust, security, 108 algorithm, 467
composable design, 373 crosswalks, 113, 319. See also
compute infrastructure, 15-16, questions with crosswalks
384-385 CrowdStrike outages, 343-345
concept drift, 450, 598 crypto-agility, 197-198, 266, 269,
confidential computing, 267-268, 538,598
598 cryptographic controls, risk

confidentiality, 76-77, 159-160 assessment, 308



CRYSTALS-Dilithium, 51
CRYSTALS-Kyber, 51

cultural buy-in, 36

cultural change strategies, 598
culture, security-aware, 216
current state. See baseline

CVE (Common Vulnerabilities and
Exposures), 4, 159, 598

cyberattacks, 9

cybercrime, 69, 494-496. See also
deepfakes; fraud; theft

cyber-espionage, 161
cybersecurity, 2
Al and, 8-10
core capabilities, 524
ground truth labeling, 10
intersections of Al and, 486
Morris Worm, 4
proactive measures, 2, 10
reactive measures, 2, 10

SIEM (security information and
event management), 11

signature-based detection, 10

D

DarkBERT, 495, 598
Darknet, 494-496
data
chain of custody, 263
encryption. See encryption

as an enterprise and national security
asset, 256-257

governance, 258
protecting, 257
security, 39-40, 530
strategic, 256-257

data classification

synthetic, 93-94
validation, 40
data anonymization, 187, 242
data breaches, penalties, 289-291
data centers
Al design considerations, 472-474
Al workloads, 14-15
Al-ready environment
compute infrastructure, 15-16
infrastructure requirements, 15
networking, 17
storage systems, 16—-17
business continuity, 469
core risks to Al workloads, 474
DR (disaster recovery), 469

FPGA:s (field-programmable gate
arrays), 16

GPUs (graphics processing units), 16

security considerations, 470-471

third-party risk, 311

TPUs (tensor processing units), 16

Zero Trust integration, 469-470
data classification, 177, 525, 599

Al 184

Al development lifecycle, 191

considerations for publicly released
data, 187-189

data labeling, 177, 178, 179

failures, 178-179

lifecycle, 178

metadata, 179

sensitivity labels, 178, 180-181
early, 174

criteria, 175-176

embedding in data governance
and Al governance
frameworks, 176
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securing intellectual property,
175

ethical considerations, 526

governance and legal requirements,
181-183

tools, 176-177

for trustworthy Al, 175
data collection, AI/ML pipeline, 40
data drift, 450, 599
data governance, 241-243, 599
data labeling, 599
data labeling lifecycle, 178

data leakage from generative Al
platforms, 291

data lineage, 599

data poisoning attacks, 74-75, 90,
110-111, 157 241, 457, 519-520,
599

data privacy, 255-256. See also
privacy

data provenance tracking, 40, 242,
599

data residency, 258, 276

data retention, 115-116, 276
data retention policies, 192
data sovereignty, 599
database change control, 135

DDoS (distributed denial-of-service)
attacks, 136-137 343, 498-499

decision-making
Al-driven automation, 258
models, 46
siloed, 38
Deep Locker, 496-497, 599
deepfakes, 92-93, 304, 341
defense in depth, 57

defense industry, Al privacy and
compliance requirements, 275

Deloitte Al incident, 439-440
dependencies
Al third-party, 331-332
model, 286-287
trust, 109
de-perimeterization, 4, 108-109
deployment models
autonomous agent Al, 55
cloud, 387-388
distributed A, 54
edge computing, 388-389
enterprise-controlled Al, 53-54
externally managed Al, 54
hybrid cloud, 388
multi-cloud, 388

design use cases, Al-ready
environments, 362-364

brownfield, 363

greenfield, 362

mergers and divestitures, 363
scaling a network, 364

technology or workload
introduction, 363

technology replacement, 363
devices, IoT (Internet of Things), 48
DevOps, 30, 191, 203, 599

CI/CD (continuous integration/
continuous deployment), 204-205

vs. MLOps, 203-204

DevSecOps, 30, 203, 205-206,
215-216, 599

Dick, Philip K., Do Androids Dream
of Electric Sheep?, 539

differential privacy, 79, 185, 186-187,
270-271, 599

digital sovereignty, 258-259
direct prompt injection, 84



distributed Al, 54,271, 287
distributed intelligence, 260

DL (deep learning), 31, 44, 88-89,

404, 496-497, 599
LLMs, 33
models, 93

DLP (data loss prevention), 37,
137-139, 459, 599

domains, Zero Trust, 5
Analytics, 144
APM, 144-145

asset monitoring and
discovery, 150

auditing, logging, and
monitoring, 145-146

change detection, 146

network threat bebavior
analytics, 147-148

SIEM, 148
threat intelligence, 148-149
traffic visibiliry, 149-150
Enforcement, 135-136
CASB, 136
DDoS attacks, 136-137
DLP, 137-139
file integrity monitoring,
142-143
firewall, 139
IPS, 139-140
proxy, 140-141
segmentation, 143-144
SOAR, 141-142
VPN/RA, 141
Identity, 122
AAA, 122-123
asset management, 127-128

CA (Certificate Authority),
123-124

DR (disaster recovery)

CMDB (configuration
management database),
128-130

IP schemas and addressing,
130-131

MAF (multifactor
authentication), 127

NAC, 124-125

PAM (privileged access
management), 126-127

provisioning, 125-126

Policy and Governance, 112-113

business continuity, 118-119
change control, 113-172

data governance and
encryption, 114-115

data retention, 115-116
disaster recovery, 119-120
qualiry of service, 116-117

redundancy and replication,
117-118

risk classification policy,
120-121

segmentation, 121-122

Vulnerability Management, 131,

133-134
database change control, 135

endpoint protection and
encryption, 132-133

malware prevention and
detection, 133

vulnerability scanning and
threat intelligence, 134-135

DORA (Digital Operational Resilience
Act), 310, 318, 334, 339-340, 600

DR (disaster recovery), 119-120,
599. See also data centers

for Al ecosystems, 345
for Al-enabled applications, 474—475
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626 DR (disaster recovery)

building Al-specific strategies, 476

core challenges for Al-enabled
applications, 475

data centers, 469
recovery preparedness, 233-234
third-party risk, 310

dual use, 502, 600

dynamic DDoS attack, 498-499

E

early data classification, 174. See also
data classification

criteria, 175-176

embedding in data governance and
Al governance frameworks, 176

securing intellectual property, 175
east-west traffic inspection, 17
edge Al 48

edge computing, 19-20, 388-389,
600

EDR (endpoint detection and
response) systems, 497

email
phishing, 499-502
security, 138-139
spam, 32

embedded Al 259-260, 428-430,
600

consequences of data compromise,
289

enforcing access control and policy
verification, 263-264

lifecycle governance, 287-288
Musk Robot Army, 430-431

privacy and security challenges, 262,
293

embodied AI, 155, 600

collaborative, ethical, and societal
risks, 156

securing perception, planning and
action, 155-156

simulation, noise, and real-world
deployment, 156

threat landscape, 157-158
trust gap, 155
emerging technologies
blockchain, 49
IoT (Internet of Things), 48
edge Al, 48
federated learning, 48

PQC (post-quantum cryptography),
50-51

quantum computing, 49-50
employee, training, 233, 237-238

encryption, 50, 114-115, 132-133,
246

homomorphic, 242, 270-271
post-quantum, 268
PQC-based, 271-272
quantum-safe, 161-162
-in-use, 271

endpoint protection, 132-133

energy sector, Al privacy and
compliance requirements, 275

energy-latency attacks, 79-80
enforcement, 600
designing networks for, 366367
policy, 322-323
Zero Trust, 5
Enforcement domain, 135-136

CASB (cloud access security broker),
136

DDoS (distributed denial-of-service)
attacks, 136-137

DLP (data loss prevention), 137-138



email security, 138-139

FIM (file integrity monitoring),
142-143

firewall, 139

IPS (intrusion prevention system),
139-140

proxies, 140-141
segmentation, 143-144

SOAR (security orchestration,
automation, and response),
141-142

VPN/RA, 141
entanglement, 49
enterprise-controlled Al, 53-54
essential skills for the Al era, 44-45

ethical Al, 46, 518, 600. See also
responsible Al

algorithmic bias, 46
core principles, 30
data-driven bias, 45-46
frameworks, 46
actionable recommendations, 47
broad principles, 47
regulations, 47
human bias, 45
ethical requirements, Al, 214-215
ethics
human bias, 45

PPDE (privacy-preserving data
engineering), 269-270

EU (European Union)
Al Act, 3, 7-8, 274, 290, 600
Al governance, 274-275

GDPR (General Data Protection
Regulation), 184, 185, 274

NIS2, 310, 318, 324, 334, 604

evasion attacks, 73-74, 90, 519-520,
600

events, 11

frameworks 627

evolution of Al, 404-405

expanded capability set, Zero Trust,
4-5

explainability, model, 46

externally managed Al, 54

EyeSpy, 497-498, 600

F

failure isolation, 372, 600
fairness, 29, 600
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feature space, 72

federated learning, 48, 79, 260, 271,
600

FIM (file integrity monitoring),
142-143

financial services, Al privacy and
compliance requirements, 275

fine-pruning, 76
fine-tuned models, security, 416-418
fine-tuning, 413, 452, 600

FIPS 203-205, 197,268, 271, 537,
600

firewalls, 139
Forrester Research, 4
foundational model, 83

FPGA:s (field-programmable gate
arrays), 15, 16, 600

frameworks
Al governance, 42

CMMC (Cybersecurity Maturity
Model Certification), 230-232

crosswalks, 319

ethical Al 46
actionable recommendations, 47
broad principles, 47
regulations, 47

MITRE ATLAS, 67, 68, 89, 91, 92
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Secure Software Development, 87

fraud, 92-93, 493-494. See also
deepfakes; theft

FraudGPT, 495, 608

functional requirements, Al-ready
environments, 357-358

future-proofing Al systems, 197-198,
293-294
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GAI (general artificial intelligence),
407

GAN:Ss (generative adversarial
networks), 93-97, 601

gap analysis, 229, 600-601

GDPR (General Data Protection
Regulation), 184, 185, 274

GenAl, 8, 33, 93, 401, 402, 601, 6009.
See also agentic Al

adoption, 406
attacks, 83
ChatAlI applications
enterprise use cases, 411-412

fine-runing of GenAl models,
413

retrieval-augmented
generation, 412-413

security considerations, 411,
414-416

ChatGPT, 8, 403, 406—-407

criminal use of, 493

data leakage, 291

enterprise applications, 406—409
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foundational Zero Trust security,
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model-based generative algorithms,
404

models, 83, 403
multi-modal models, 402
prompt injection attacks, 83-84
direct, 84
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rule-based generative systems,
403-404

securing user interactions, 419-422
use cases, 408
Zero Trust, 410
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leveraging for social engineering
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vulnerabilities, 500
govern function, AI RMF, 36

governance, 318-320, 601.
See also Policy and Governance
domain

adaptive, 595

Al, 38, 42,211-212, 280-281
Al data, 258-259

Al security, 235-236

API, 532

data, 37, 114-115, 241-243
data classification, 181-183
Deloitte Al incident, 439-440
distributed Al, 287



lifecycle, 269, 287-288
third-party risk, 310
GPT-2 replication attack, 188
GPU (graphics processing unit), 15-16
gray-box scenario, 72
greenfield, AI deployment, 362
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ground truth labeling, 10
guardrails, 601
Al agent, 55
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log everything, 56-57
make readable policies, 56
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chatbots, 206
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