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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

Iralic indicates arguments for which you supply actual values.
Vertical bars (|) separate alternative, mutually exclusive elements.
Square brackets ([ ]) indicate an optional element.

Braces ({ }) indicate a required choice.

Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Introduction

Secure Service Edge (SSE), Secure Access Service Edge (SASE), and Zero Trust are a
trifecta of cutting-edge network security paradigms that can work together to provide

a robust security solution if used effectively. This comprehensive guide explores each
of these concepts in depth, offering insights into their core principles, key components,
and practical implementations. This book will serve as a roadmap for understanding and
implementing these critical security paradigms, enabling organizations to safeguard their
networks in an ever-changing digital landscape. Whether you are a seasoned network
professional or just beginning your journey in the world of network security, this book
will equip you with the knowledge and tools necessary to navigate the complex terrain
of network security effectively.

Who Should Read This Book?

This book is written for security and networking professionals who are responsible for
designing, implementing, and operating modern enterprise architectures. It serves as both
a strategic guide and a practical reference for organizations adopting Zero Trust, Secure
Service Edge, and Secure Access Service Edge frameworks.

Security architects, network architects, and enterprise architects will benefit from the
end-to-end view of how identity, networking, and cloud security converge in modern
environments. Engineers and technical practitioners will find detailed explanations of
core technologies, design considerations, and real-world deployment patterns that can be
applied directly to production environments.

Security leaders, CISOs, and IT decision-makers will gain a strategic understanding
of how these architectures support business resilience, enable digital transformation,
and strengthen organizational security posture. The book provides clear guidance for
evaluating solutions, establishing roadmaps, and aligning technical initiatives with
business outcomes.

Consultants, partners, and managed service providers will discover actionable frameworks
for advising customers, improving service offerings, and navigating the rapidly evolving
landscape of cloud-delivered security.

Finally, individuals preparing for advanced security or networking certifications, or
seeking to expand their knowledge of Zero Trust and cloud security architectures, will
find this book an essential resource for both conceptual understanding and practical
application.

How This Book Is Organized

This book provides a structured and practical foundation for understanding and
deploying modern security architectures based on Zero Trust, SSE, and SASE. The
chapters are arranged to guide you from core concepts through design considerations,
implementation decisions, operational models, and future trends. The overall objective is



XXi

to equip architects, engineers, and security leaders with the knowledge required to build
secure, scalable, and adaptive enterprise environments.

Each chapter builds on the last. Early chapters focus on the evolution of the security
landscape and the essential technologies that now define cloud-delivered protection.
Later chapters transition into solution selection, operational excellence, and long-term
sustainability. The final chapter offers a forward-looking perspective on where the indus-
try is heading and what organizations must prepare for next.

Chapter 1, “The Evolving Landscape of Edge Technologies”: This chapter introduces
the historical and technological forces that have reshaped enterprise security. It explains
the transition from traditional perimeter-based models to distributed, cloud-centered
architectures and highlights the challenges this shift creates for visibility, control, and
performance. The chapter presents the foundational ideas that underpin the rest of the
book and establishes why frameworks such as Zero Trust, Secure Service Edge, and
Secure Access Service Edge have become essential for modern environments.

Chapter 2, “Secure Service Edge (SSE) Unveiled”: This chapter examines the core com-
ponents of Secure Service Edge and describes how it provides consistent cloud-delivered
protection for applications, data, and users. It explains the role of Secure Web Gateways,
Cloud Access Security Brokers, and Zero Trust Network Access, and shows how these
functions work together to safeguard Internet access, Software as a Service, and private
applications. This chapter prepares you for the broader architectural integration covered
in the following chapters.

Chapter 3, “Secure Access Service Edge (SASE) Unveiled”: This chapter expands upon
the previous material and explores Secure Access Service Edge as a unified architecture
that integrates networking and security capabilities. You learn how secure wide area
networking, cloud-delivered security controls, and central policy enforcement combine
to create a single operational model. The chapter also compares unified and component-
based approaches and provides practical examples of how Secure Access Service Edge
enhances performance, simplifies management, and supports modern access requirements.

Chapter 4, “The Essence of Zero Trust Network Security”: This chapter presents Zero
Trust as the strategic model driving modern access control. It explains the primary Zero
Trust pillars and provides guidance for implementing identity-based access, segmenta-
tion, continuous verification, and context-aware decision-making. The chapter connects
Zero Trust principles to compliance expectations and operational realities and includes
practical examples to illustrate real-world adoption paths. This chapter forms the strategic
foundation for the integrations described later in the book.

Chapter 5, “Integrating Zero Trust with SSE and SASE”: This chapter brings together
the concepts introduced earlier and explains how to apply Zero Trust principles across
Secure Service Edge and Secure Access Service Edge platforms. You learn how identity,
context, and unified telemetry can be enforced consistently across cloud services, branch
locations, and remote access scenarios. The chapter presents phased adoption models,
operational considerations, and examples of successful enterprise implementations.
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Chapter 6, “Evaluating and Selecting the Right Solution”: This chapter guides you
through the process of selecting an appropriate solution based on business objectives,
regulatory requirements, and technical needs. It outlines a structured evaluation
methodology that includes requirement definition, capability mapping, vendor
comparison, and proof of value testing. The discussion also addresses platform
consolidation, service provider models, and the considerations involved in choosing
between integrated platforms and specialized tools. This chapter concludes with guidance
on building realistic deployment plans that align with organizational readiness.

Chapter 7, “Managing and Maintaining the Edge Solutions”: This chapter focuses on
the operational aspects of Secure Service Edge, Secure Access Service Edge, and Zero
Trust environments. It covers device onboarding, policy configuration, monitoring, trou-
bleshooting, and integration with security operations platforms. It also examines staffing
models, automation strategies, observability practices, and approaches for scaling the
architecture as business requirements evolve. The chapter provides a practical framework
for sustaining a secure and resilient deployment.

Chapter 8, “Future Trends in SSE, SASE, and Zero Trust”: The final chapter examines
emerging technologies and evolving industry practices that will shape the next generation
of security architectures. It explores areas such as cloud-native application protection,
identity-centric workload security, universal Zero Trust Network Access, the impact of
post-quantum cryptography, and the growing influence of artificial intelligence in threat
detection and response. It also addresses new risk considerations introduced by artificial
intelligence tools and discusses long-term planning strategies that help organizations
maintain alignment with industry standards and regulatory expectations.
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Chapter 1

The Evolving Landscape of

Edge Technologies

For decades, organizations built security strategies around a centralized, perimeter-based
model. Firewalls, intrusion prevention systems (IPS), and virtual private networks (VPNs)
formed the primary defense mechanisms for internal applications and data. This model
functioned well when users, devices, and applications remained within corporate data
centers, as shown in Figure 1-1. However, digital transformation over the past decade has
made traditional security strategies ineffective.
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Figure 1-1 Perimeter-centric Defense

Beyond evolving threats, user experience and productivity have become equally power-
ful forces behind this change. As users increasingly work from distributed environments,
older architectures, while secure in principle, often introduce latency, inconsistent access,
and operational friction. Modern organizations now expect connectivity models that are
not only secure but also frictionless, enabling performance and collaboration without
compromising protection.

Cloud computing, remote workforces, and Software as a Service (SaaS) applications have
spread corporate resources across hybrid and multi-cloud environments. As a result, tra-
ditional network perimeters no longer exist. The modern enterprise network constantly
shifts as endpoints, users, and workloads operate across boundaries, as illustrated in
Figure 1-2.
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Users, devices, and apps are everywhere
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Figure 1-2 The Modern Reality: Users, Devices, and Applications Are Everywbere

Security strategies must evolve. Organizations can no longer rely on outdated perimeter
defenses. Instead, they need cloud-delivered security, identity-based authentication,

and contextual access controls. Secure Service Edge (SSE), Secure Access Service Edge
(SASE), and Zero Trust Network Access (ZTNA) have emerged as the leading frameworks
to address these challenges.

The dissolution of the traditional network perimeter is not just a technological shift; it
is the result of decades of evolving security threats, failed trust models, and landmark
cyber incidents that forced enterprises to rethink their defensive strategies.

Historically, network security relied on the assumption that inside meant safe. Trust was
everything. Networks were small, closed systems, often limited to government agencies,
research institutions, and large corporations. Security wasn’t a major concern because
users were few, known, and trusted. The assumption was simple: If you were inside the
network, you belonged there.

But as technology advanced and connectivity expanded, this trust-first approach became
a liability. The following stories highlight how historical events shaped modern network
security, showing how the Internet’s early ideals of openness and accessibility eventually
collided with the harsh realities of cyber threats.

A History of Network Security

Network security did not develop overnight; it evolved in response to decades of inci-
dents, architectural limitations, and shifts in how organizations connected their systems.
The following milestones illustrate how early assumptions of trust were repeatedly chal-
lenged, leading to the modern principles behind SSE, SASE, and Zero Trust.
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The 1980s: The ARPANET Breach—The First Wake-Up Call

In the late 1970s and early 1980s, ARPANET, the precursor to the modern Internet, was a
closed network used by researchers and the U.S. Department of Defense. It was built for
collaboration, not security. There were no passwords, no firewalls—just a trusted group
of users working on academic and defense projects.

That trust was shattered in 1980 when ARPANET suffered a network-wide outage caused
by a malfunction in its routing control system. The issue originated from a sequence of
malformed packets that propagated through the network, overwhelming its Interface
Message Processors (IMPs) and causing many nodes to disconnect. Although not a mali-
cious attack, the event demonstrated how fragile the network was and how easily unin-
tentional behavior could bring it down.

The incident was unintentional, but it proved a critical point:

Networks were vulnerable, even without malicious intent.

This incident led to the introduction of basic password authentication and access con-
trols, marking the first step in network security. But a much bigger challenge lay ahead.

The 1990s: Kevin Mitnick and the Rise of Social Engineering

By the 1990s, businesses and individuals had embraced networking, but the concept of
cybersecurity was still in its infancy. Companies used firewalls, but passwords were often
weak, and trust was still the default mode of operation.

Then came Kevin Mitnick, one of the most infamous hackers in history. Unlike the worms
and viruses that plagued the Internet, Mitnick’s techniques weren’t about brute force;
they were about manipulation. He used social engineering to trick employees into giving
up credentials, bypassing security measures without ever writing a line of malware.

In 1994, he hacked into the systems of Sun Microsystems and Motorola, stealing proprie-
tary software worth millions. He did this not through technical exploits but by exploiting
human trust—convincing employees to provide access, posing as a trusted insider, and
leveraging weak authentication policies.

His arrest in 1995 marked a turning point:

m Companies realized that security wasn't just a technical problem; it was a human
problem.

® The industry began to recognize the need for stronger identity verification beyond
passwords, which would later evolve into the multifactor authentication (MFA) mod-
els widely used today.

m The concept of Zero Trust—the idea that no one should be trusted by default—
started to take shape, though it wouldn’t be formalized until decades later.

Mitnick’s story demonstrated a key lesson: Technology alone isn’t enough to protect a
network. Policies, user training, and access controls matter just as much.
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The 2000s: The Birth of Advanced Persistent Threats (APTs)

As companies moved online and global connectivity exploded, security threats became
more sophisticated and persistent. Governments, cybercriminal organizations, and even
nation-states began launching targeted, long-term cyber campaigns to infiltrate high-value
networks.

One of the earliest and most significant examples was Titan Rain, a series of cyberattacks
against the U.S. Department of Defense in 2003-2005. These attacks, believed to have
originated from China, targeted

m Military databases
m Defense contractor networks

m Critical infrastructure

Unlike earlier hacking incidents, Titan Rain wasn’t about quick break-ins; it was about
staying inside the system for years without detection. This incident marked the beginning
of what we now call advanced persistent threats (APTs)—attacks designed to infiltrate,
persist, and exfiltrate data over extended periods.

This incident triggered a massive shift in network security:

m Governments and corporations began investing in intrusion detection systems (IDSs)
to monitor for suspicious activity.

m The concept of network segmentation—separating systems to prevent attackers from
moving freely—became standard practice.

B Security teams moved from passive defense to active threat hunting, looking for hid-
den breaches before damage could be done.

Titan Rain reinforced the reality that perimeter defenses alone weren’t enough; attackers
could and would find ways inside.

The 2010s: The Target Contractor Breach—The Cost of Trusted
Connections

In 2013, retail giant Target became the victim of one of the most significant data
breaches of the decade. Attackers gained entry not through Target’s own employees, but
through a third-party HVAC contractor with remote network access for system mainte-
nance. Using those stolen credentials, they infiltrated the corporate network and moved
laterally until they reached the point-of-sale environment, where they deployed malware
to harvest credit and debit card data from millions of customers.

The breach exposed more than 40 million payment cards and triggered widespread
scrutiny of vendor access controls across industries. More importantly, it revealed how
dangerous implicit trust could be; even trusted business partners could become uninten-
tional attack vectors.
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The incident marked another evolution in security thinking:

m Perimeter controls alone were not enough; identity and access must be verified
continuously.

m Vendor and contractor access should be isolated through least-privilege and
time-bound policies.

®m Zero Trust principles must extend beyond employees to include partners, suppliers,
and third parties.

m The Target breach became a turning point that accelerated industry movement
toward Zero Trust Network Access (ZTNA) and identity-centric security
architectures.

The 2010s-Present: Zero Trust Becomes the Standard

Fast forward to today, and the traditional perimeter-based “castle-and-moat” security
model—where everything inside the corporate network was implicitly trusted and only
the perimeter firewall mattered— has been completely dismantled. For years, this
castle-and-moat model defined enterprise security: Keep attackers out; assume
everything inside is safe.

But that assumption no longer holds in an era of

m Cloud computing (where data isn’t confined to on-premises networks)
B Remote work (where employees connect from anywhere)

m Sophisticated cyber threats (that bypass traditional defenses)

This evolution has led to the widespread adoption of Zero Trust security frameworks,
based on the principle of “never trust, always verify.”

The SolarWinds Attack (2020): A Modern Reminder of History

The SolarWinds supply chain attack in 2020 was a stark reminder that trust-based
security models are outdated. In that incident, attackers gained access to SolarWinds’
build system and inserted malicious code into updates of the widely used Orion
IT-monitoring software. When thousands of organizations installed those trojanized
updates, the malware, known as SUNBURST, sat dormant for weeks and then contacted
command-and-control servers, enabling its operators to infiltrate corporate and
government networks undetected for months.

The lesson?

m Even trusted sources can be compromised.
m Network security must be built on continuous verification, not assumptions of trust.

m Threat actors no longer prefer to “break in,” but to log in and move laterally.
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Over the decades, similar turning points have reshaped how the industry thinks about
trust and defense. Table 1-1 summarizes the major eras and events that defined this evolu-
tion toward Zero Trust.

Table 1-1 Security Evolution Timeline: Events That Changed the Industry

Era Security Model Key Event Lesson Learned
1980s  Implicit Trust ARPANET Breach (1980) Networks need basic
authentication.
1990s  Perimeter Security ~ Kevin Mitnick’s Social Human factors are the
Engineering (1994) weakest link.
2000s Intrusion Detection  Titan Rain (2003-2005) Threats are persistent and
& APT Defense stealthy.

2010s  Third-Party Access  Target Contractor Breach Vendor credentials can be the
Risks (2013) weakest point; enforce identity
and access segmentation.

2020s  Zero Trust Era SolarWinds Attack (2020)  Trust must be continuously
verified.

Modern cyber threats have become more sophisticated. Phishing attacks, ransomware,
supply chain vulnerabilities, and credential theft have risen dramatically. Attackers have
targeted identities in their campaigns for many years. For example, on-premises identity
directories like Active Directory or VPNs that lack additional protections have fallen vic-
tim to several attacks.

Managing an increased range of identities is not just an indicator of risk; it is a literal
expansion of the attack surface. Talos Incident Response (Talos IR) has repeatedly seen
attackers targeting vendor and contractor accounts (VCAs), which typically have expand-
ed privileges and access. VCAs are often overlooked during account audits due to trust
placed in the third party, making them an easy target for attackers.

The Talos 2023 Year in Review report saw compromised credentials on valid accounts
making up 23% of initial access vectors, with use of valid accounts as the second-most
common MITRE ATT&CK technique observed.

These challenges gave rise to frameworks like Zero Trust, SSE, and SASE, which modern-
ize how security principles are implemented, shifting the focus toward continuous verifi-
cation and identity-driven access.

According to Gartner’s report, “Top 3 Recommendations from the 2024 State of Zero
Trust Adoption Survey,” 63% of organizations worldwide have fully or partially imple-
mented a Zero Trust strategy.

The findings are based on the 2023 Gartner State of Zero Trust Strategy Adoption
Survey, which aimed to assess the current state of Zero Trust adoption across industries
and reduce confusion regarding its scope and maturity worldwide.
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The survey, conducted in the fourth quarter of 2023, included 303 security leaders from
organizations that have already implemented (fully or partially) or are planning to imple-
ment a Zero Trust strategy. It found that 56% of organizations are pursuing Zero Trust
because it is widely cited as an industry best practice.

The Future of Network Security: Adaptive and Intelligent

When we look back, the historical context of network security shows a clear evolution,
from trust-based perimeter defenses to identity-driven and continuously verified access
models.

Building on that foundation, the next phase of network security will focus on intelligence
and adaptability, where defenses learn and evolve in real time rather than rely on static
configurations.

Key areas shaping this next era include

m Al-driven threat detection for real-time responses

m Passwordless authentication with origin binding, reducing reliance on credentials
and mitigating not only credential theft but also session hijacking and token reuse
attacks

m Zero Trust as the default for all organizations

The Proliferation of Remote Users and Application
Placement Options

Remote and hybrid working rapidly became the new standard following the global pan-
demic, prompting organizations to rethink traditional work environments. What began
as a necessary response has evolved into a long-term workforce transformation. Today,
employees, contractors, and partners routinely operate from a wide range of locations:
home offices, coworking spaces, client sites, and on the go, well beyond the boundaries
of a traditional corporate network.

This shift has significantly changed how and where work happens, leading to an ongoing
demand for secure, seamless access to corporate applications and data. Even as offices
reopen, employee preferences continue to favor flexible work arrangements. According to
the Owl Labs Hybrid Work Survey 2022—State of Hybrid Work 2024, the vast major-
ity of employees still prefer hybrid work, with flexibility cited as a key driver of job
satisfaction. Similarly, Cisco’s Embracing the Hybrid Workplace eBook highlights how
employee expectations are shaping the future of work and influencing how organizations
must evolve their IT strategies.

These trends reflect a fundamental and enduring shift in workforce expectations, not a
temporary adjustment. As hybrid work becomes a core part of organizational culture,
the need for secure, high-performance, and identity-aware access to applications from
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anywhere continues to grow. As illustrated in Figure 1-3, most employees now view
hybrid work and flexibility as essential to job satisfaction, reinforcing the long-term need
for secure, seamless access from any location.

of employees want
to have a hybrid
work arrangement.

say that flexibility
88% improves job
satisfaction.

Figure 1-3 Employee Preferences in the Hybrid Work Era

Meeting these expectations is no longer optional. It is critical for enabling productiv-
ity, ensuring security, and maintaining competitive advantage in a distributed, cloud-
connected world.

Application placement has also undergone a major transformation. Organizations no
longer rely solely on private, on-premises data centers to host their critical business appli-
cations. Instead, they are adopting a distributed architecture that spans multiple environ-
ments to gain agility, scalability, and cost efficiency. Workloads are now strategically
placed across a variety of platforms, including

m Cloud service providers such as AWS, Microsoft Azure, and Google Cloud, which
offer elastic infrastructure and global reach

m Software-as-a-Service (SaaS) platforms like Salesforce, Microsoft 365, and Workday,
which provide essential business functions without the overhead of infrastructure
management

m Private cloud and on-premises data centers, which are still used for latency-sensitive,
legacy, cost-optimized, or highly regulated workloads

While this hybrid and multi-cloud approach offers greater flexibility and business conti-
nuity, it also introduces new layers of complexity and risk for IT and security teams. The
decentralization of application hosting has brought several critical challenges that organi-
zations must address:

m Visibility Gaps: As workloads span across diverse environments, security and opera-
tions teams often lack end-to-end visibility into application traffic, user behavior,
and potential threats. Disjointed monitoring tools make it difficult to maintain a uni-
fied view of network activity and application performance.

m Increased Attack Surfaces: The proliferation of remote users, unmanaged devices,
and shadow IT services creates new entry points for attackers. As a result, the
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traditional security perimeter becomes increasingly porous, and the risk of data
breaches and lateral movement grows.

B Performance Bottlenecks: Legacy access models, such as backhauling all traf-
fic through centralized VPN concentrators or data centers, introduce latency and
degrade user experience. These bottlenecks not only affect productivity but also
hinder the adoption of modern cloud-native applications.

To overcome these challenges, organizations need a modern access and security strategy
that aligns with the dynamic nature of today’s application environments, one that ensures
secure access, deep visibility, and optimal performance across all platforms, regardless of
where applications or users reside.

Case Study: A Healthcare Provider’s Shift to Cloud
Security

In 2020, a large healthcare provider faced severe security and connectivity challenges
during the COVID-19 pandemic. Prior to the pandemic, most employees worked within
the hospital network, relying on traditional perimeter-based security such as firewalls,
VPNs, IPS, and endpoint-based controls. However, when thousands of employees, includ-
ing doctors, nurses, administrative staff, and IT teams, had to work remotely almost over-
night, their legacy security infrastructure crumbled under the strain.

The sudden shift to remote work overwhelmed their VPN infrastructure. Employees
reported slow application performance and frequent disconnections. Additionally, secu-
rity teams lacked visibility into who accessed critical patient data from unmanaged
devices.

The Challenges:

VPN Overload and Poor User Experience

The provider’s existing VPN solution was designed for only a fraction of its workforce,
primarily IT staff and occasional remote workers. With a sudden surge in VPN traffic,

employees experienced frequent disconnections, slow application performance, and
productivity bottlenecks.

B Medical staff couldn’t access critical patient data in real time, delaying remote
consultations and administrative workflows.

m [T teams struggled to scale VPN capacity, leading to increased support tickets and
frustrated users.

m Performance issues affected access to cloud-based applications, including SaaS
platforms used for telemedicine and patient management.

Continued
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Lack of Visibility into Remote Access

As employees connected from personal devices and home networks, the security team had
no insight into who was accessing sensitive data. The organization was concerned about

® Unmanaged devices accessing patient records, increasing the risk of HIPAA
violations.

m Potential data leakage from employees using personal laptops or mobile devices.
m Phishing and malware risks, because remote employees were more susceptible to
social engineering attacks.
Increased Compliance Risks (HIPAA and Data Security)

The healthcare provider had to comply with HIPAA regulations, which require strict
controls over patient data. The security team realized that
m VPNs provided broad access rather than granular control, violating the principle of
least privilege.

m There was no way to enforce security policies for remote endpoints, meaning any
compromised device could expose sensitive data.

m Traditional security tools (firewalls, IPS, endpoint AV) were ineffective for cloud-
based applications, leaving critical SaaS platforms unprotected.
By transitioning to SSE, the healthcare provider
B Replaced legacy VPNs with Zero Trust Network Access (ZTNA).
m Used Cloud Access Security Broker (CASB) to monitor SaaS activity.
m Implemented Secure Web Gateway (SWG) for web filtering and malware prevention.

B The outcome? A 50% reduction in VPN-related support tickets and stronger
compliance with HIPAA regulations.

Self-Managed and SaaS Edge

Organizations take different approaches to securing the edge of their networks, depend-
ing on their requirements for control, scalability, and management complexity. These
approaches can be categorized into three primary models: self-managed physical edge,
self-managed virtual edge, and SaaS edge.

The term Self-Managed in this context refers to organizations building, managing, and
maintaining their own security infrastructure, rather than relying on a fully managed
security service. Some businesses prefer this approach for greater control, whereas others
adopt cloud-based solutions to reduce operational complexity.
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Organizations have experimented with different edge security models, each with distinct
benefits and challenges.

Self-Managed Physical Edge

The Self-Managed Physical Edge model involves deploying and managing physical
network appliances on-premises. Organizations maintain complete control over their
network infrastructure, handling everything from configuration to maintenance.

Advantages:

m Complete Control: Organizations can tailor configurations to their specific
requirements.

m Data Sovereignty: Sensitive data remains within the organization’s premises, aiding
compliance with certain regulations.

Challenges:

m High Capital Expenditure: Purchasing and maintaining hardware can be costly.
m Scalability Issues: Scaling requires additional hardware investments.

B Maintenance Overhead: Continuous updates, firmware patching, and hardware
lifecycle management demand dedicated IT resources. Unlike Saa$S solutions, where
software updates are automated, on-prem environments require careful coordination
to stay current with vendor patches and security advisories.

Self-Managed Virtual Edge

In the Self-Managed Virtual Edge approach, organizations utilize virtual appliances or
software-based solutions, often deployed in cloud environments, to manage their network
edges. This method offers flexibility and can reduce reliance on physical hardware.

Advantages:

m Flexibility: It is easily adaptable to changing network requirements.

m Cost Efficiency: It reduces the need for physical hardware, lowering capital
expenses.

® Rapid Deployment: Virtual solutions can be deployed and configured more quickly
than physical appliances.

Challenges:

m Complex Management: It requires expertise to configure and manage virtual
environments effectively.

m Performance Considerations: It may face latency or performance issues depending
on the underlying infrastructure.

11
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SaaS$S Edge

The SaaS Edge model leverages vendor-hosted, cloud-native services to manage and
secure the network edge. In this model, organizations subscribe to a platform that
delivers both connectivity and security capabilities at the edge, rather than building and
maintaining on-premises infrastructure themselves.

At its core this model is aligned with what the Secure Access Service Edge (SASE)
framework describes—namely, a cloud-delivered architecture that converges wide area
networking and security services into a single platform accessible from anywhere.

By using a SaaS Edge offering, businesses can consume SASE capabilities (network +
security) and deploy them with minimal hardware footprint, relying on the vendor’s
distributed infrastructure to ensure performance, scale, and policy consistency.

Advantages:

m Simplified Management: Third-party providers handle infrastructure maintenance
and updates.

m Scalability: This model easily scales with organizational growth without significant
capital investment.

B Advanced Features: It provides access to cutting-edge technologies and security
features.

Challenges:

m Vendor Dependency: It relies on third-party providers for critical network functions.

m Data Compliance and Sovereignty: Although cloud-based models simplify
operations, they introduce challenges around where data is stored and processed.
Organizations must ensure that providers maintain compliance with data protection
and residency requirements, particularly when sensitive data cannot leave specific
jurisdictions.

The Triad of Modern Edge Security Concepts: SSE,
SASE, and Zero Trust

As modern IT environments become increasingly distributed and cloud-centric, security
strategies must evolve beyond traditional network protection models to include dynamic,
identity-driven access controls.

This shift has given rise to three key security frameworks: Secure Service Edge, Secure
Access Service Edge, and Zero Trust. These frameworks help organizations secure access
to resources regardless of location, ensuring that security policies are adaptive, scalable,
and effective across hybrid and multi-cloud environments.
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Secure Service Edge (SSE)

SSE is designed to protect user access to applications and data, regardless of location or
device. It secures connections between users and applications by applying identity-based
security policies, inspecting traffic in real time, and preventing threats.

Key Characteristics of SSE:

m Delivered as a cloud-native security service
m Provides secure access to SaaS, private applications, and the Internet
B Reduces reliance on on-premises security appliances

m Ensures consistent security enforcement regardless of location or device

SSE brings together several core capabilities that once existed as separate tools. These
capabilities include web traffic inspection and filtering, control over cloud application
usage, and secure remote access to internal resources, all delivered through a unified,
identity-driven framework.

These functions are often implemented through technologies such as a Secure Web
Gateway (SWG) to inspect and protect Internet traffic, a Cloud Access Security Broker
(CASB) to govern SaaS usage and data sharing, and Zero Trust Network Access (ZTNA)
to provide secure, direct access to private applications without traditional VPNs.

Together, these components help simplifying management, improving visibility, and pro-
viding consistent security across users and applications.

Secure Access Service Edge (SASE)

SASE builds on SSE by combining its cloud-delivered security capabilities with advanced
networking functionality such as Software-Defined Wide Area Networking (SD-WAN).
In essence, SSE forms the security foundation of SASE, while SD-WAN and related
networking capabilities extend it to optimize connectivity and performance across
distributed environments.

SD-WAN uses centralized, software-defined control to dynamically route traffic across
diverse network paths (MPLS, broadband, 5G, and so on), ensuring that users connect
to applications through the most efficient and reliable route. This integration allows
SASE to deliver both secure access and optimized connectivity within a single, cohesive
framework.

Key Characteristics of SASE:

m Combines networking (SD-WAN) and security (SSE) into a unified model
B Provides low-latency, optimized access to cloud applications
®m Enhances visibility and control over traffic across hybrid environments

m Delivers security and networking functions as a cloud service
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SASE simplifies IT operations by converging networking and security functions into a
single architectural framework. This integration reduces the need to manage separate
infrastructures and policy models, improving consistency and visibility across distributed
environments. Even when implemented through multiple vendors, SASE provides a cohe-
sive design approach where connectivity, inspection, and enforcement work in concert,
streamlining operations and reducing overlap between network and security teams.

Chapter 2, “Secure Service Edge (SSE) Unveiled,” will focus on SSE, while SASE will be
explored in greater depth in Chapter 3, “Secure Access Service Edge (SASE) Unveiled,”
highlighting how it integrates security enforcement with network performance optimization.

Zero Trust

Zero Trust is a strategic security framework that eliminates the traditional assumption
of trust based on network location. Instead, it operates on the principle of “never trust,
always verify.” Unlike legacy perimeter-based security models, Zero Trust assumes that
threats exist both inside and outside the network, requiring continuous verification of
users, devices, and applications before granting access.

Key Characteristics of Zero Trust:

m Identity and Access Management (IAM): All users and devices must authenticate
and be authorized before accessing resources.

m Least-Privileged Access: Users are granted only the minimum level of access
required for their roles.

m Continuous Monitoring and Adaptive Access Controls: Access is not static; it is
continuously evaluated based on risk factors such as user behavior, device security
posture, and location.

B Microsegmentation: Networks are divided into smaller, controlled segments to limit
lateral movement in case of a breach.

m Explicit Verification: Every request to access data or applications is evaluated based
on identity, device posture, and contextual risk factors.

m Secure Access for Hybrid Environments: Zero Trust extends security beyond cor-
porate data centers to cloud applications, SaaS platforms, and remote workforces.

Zero Trust complements both SSE and SASE by reinforcing secure access principles,
ensuring that every interaction between users, devices, and applications is authenti-
cated and continuously verified. Many organizations adopt Zero Trust as a foundational
security approach, layering SSE and SASE on top to provide a holistic security model.
A comprehensive discussion on Zero Trust is presented in Chapter 4.



Summary

Bringing It All Together: How SSE, SASE, and Zero
Trust Work in Unison

SSE, SASE, and Zero Trust are complementary frameworks rather than separate solutions.
Together, they form a comprehensive security strategy that addresses cloud security
challenges from multiple angles. Table 1-2 provides a concise comparison of these three
frameworks and how each contributes to a unified security model.

Table 1-2 Key Characteristics of SSE, SASE, and Zero Trust

SSE Securing user access ~ SWG, CASB, ZTNA  Ensures safe access to SaaS,
to applications private applications, and the
Internet
SASE Converging security ~ SSE + SD-WAN Optimizes cloud connectivity
and networking while enforcing security policies
Zero Trust  Eliminating implicit Least-Privileged Provides identity-driven
trust and enforcing Access, Continuous  security that verifies users,
strict access controls  Authentication, devices, and applications at
Microsegmentation  every stage of access
Key Takeaways:
SSE, SASE, and Zero Trust are not competing concepts but complementary strategies.
m SSE secures access to applications, SASE integrates security with networking, and
Zero Trust enforces continuous verification and least privilege access.
m Organizations must adopt a layered security approach, integrating these frameworks
to enhance cloud security and user protection.
Summary

By following the roadmap described in this book, organizations will gain a comprehen-

sive understanding of Secure Service Edge, Secure Access Service Edge, and Zero Trust,
learning how to effectively integrate these models into a cohesive security strategy that
aligns with modern business needs.

Each chapter is designed to build on the last, ensuring a structured learning path that
transforms foundational concepts into practical, real-world implementation strategies.
You will not only grasp the technical underpinnings of these frameworks but also explore
best practices for deployment, operational management, and continuous security optimi-
zation in dynamic IT environments.

15
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This book serves as a step-by-step guide to securing the modern enterprise in an era when
cloud-first architectures, remote work, and sophisticated cyber threats demand a shift
from traditional perimeter-based defenses to identity-driven, adaptive security models.
Whether you’re a security leader, IT architect, or practitioner, this resource will empower
you to design, deploy, and manage security frameworks that are resilient, scalable, and
future-ready.

References

“2023 Year in Review (Incident Response Report),” Cisco Talos: https://
blog.talosintelligence.com/cisco-talos-2023-year-in-review/

Embracing the Hybrid Workplace (eBook, 2021), Cisco: https://www.cisco.com/c/dam/
en/us/solutions/collateral/collaboration/embracing-the-hybrid-workplace.pdf

“Hackers Attack Via Chinese Web Sites,” The Washington Post:
http://www.washingtonpost.com/wp-dyn/content/article/2005/08/24/
AR2005082402318.html

“Happy Anniversary to the Early Internet’s First Network-Wide Crash,” VICE:
https://www.vice.com/en/article/happy-anniversary-to-the-early-internets-first-
network-wide-crash/

“Kevin Mitnick, Hacker and FBI-Wanted Felon Turned Security Guru, Dead at 59,”
The Associated Press: https://apnews.com/article/mitnick-hacker-ghost-wires-
cybersecurity-social-engineering-5648301b615635cb4c¢781f0c220681d9

“SolarWinds Cyberattack Demands Significant Federal and Private-Sector Response,”
U.S. GAO WatchBlog: https://www.gao.gov/blog/solarwinds-cyberattack-demands-
significant-federal-and-private-sector-response-infographic

“State of Hybrid Work 2023 (Global Report),” Owl Labs: https://owllabs.eu/
state-of-hybrid-work/2023

“Top 3 Recommendations from the 2024 State of Zero Trust Adoption Survey,” Gartner
(No public URL; Gartner research paper).

“Warnings (& Lessons) of the 2013 Target Data Breach,” Red River:
https://redriver.com/security/target-data-breach


http://www.washingtonpost.com/wp-dyn/content/article/2005/08/24/AR2005082402318.html
http://www.washingtonpost.com/wp-dyn/content/article/2005/08/24/AR2005082402318.html
https://www.gao.gov/blog/solarwinds-cyberattack-demands-significant-federal-and-private-sector-response-infographic
https://www.gao.gov/blog/solarwinds-cyberattack-demands-significant-federal-and-private-sector-response-infographic
https://apnews.com/article/mitnick-hacker-ghost-wires-cybersecurity-social-engineering-5648301b615635cb4c781f0c220681d9
https://apnews.com/article/mitnick-hacker-ghost-wires-cybersecurity-social-engineering-5648301b615635cb4c781f0c220681d9
https://www.vice.com/en/article/happy-anniversary-to-the-early-internets-first-network-wide-crash/
https://www.vice.com/en/article/happy-anniversary-to-the-early-internets-first-network-wide-crash/
https://blog.talosintelligence.com/cisco-talos-2023-year-in-review/
https://blog.talosintelligence.com/cisco-talos-2023-year-in-review/
https://owllabs.eu/state-of-hybrid-work/2023%E2%80%9C
https://owllabs.eu/state-of-hybrid-work/2023%E2%80%9C
https://redriver.com/security/target-data-breach
https://www.cisco.com/c/dam/en/us/solutions/collateral/collaboration/embracing-the-hybrid-workplace.pdf
https://www.cisco.com/c/dam/en/us/solutions/collateral/collaboration/embracing-the-hybrid-workplace.pdf

Index

Numerics

“2024 Strategic Roadmap for SASE
Convergence”, 18,73, 97

A

AAA (authentication, authorization,
and accounting), 312

AAC (Adaptive Access Control), 26-27
AAR (application-aware routing), 89

ABAC (attribute-based access
control), 312

access control policies, 26
active threat hunting, 4
adaptability, 7
adoption

PQC, 292-293

Zero Trust, 167

ADR (analytics, detection, and
response), 142
alignment to Zero Trust principles,
144
SIEM (security information and
event management), 143

SOAR (security orchestration,
automation, and response), 143

XDR (extended detection and
response), 143-144

AES (Advanced Encryption
Standard), 44, 312

AH (Authentication Header), 44
Al (artificial intelligence), 283, 311
AlOps, 284-285
for cybersecurity, 285-286
guardrails, 287
joint documents on, 286
model jailbreaking, 287
Shadow, 286-287
for SSE, 286-288
AlOps, 311
alerts, 265
analytics, 265
anomaly-based detection, 21
Ansible, 242-243

API (application programming
interface), 204, 311. See also
WAAP (Web App and API
Protection)

Day-0 onboarding process, 230-235



322 API (application programming interface)

listing devices in the fabric, 233-235
rate limiting and throttling, 232
RESTful, 231

authentication, 231

authorization, 232

benefits, 232

calls, 232-233

client/server model, 231

HTTPS, 231

input validation and
sanitization, 232

logging and monitoring, 232

DNS, 19
DoS (denial of service), 313
nation-state, 303-304
poisoning, 287
ransomware, 302-303
supply chain, 287, 304, 313
authentication, 136, 312
certificate-based, 35
multi-factor, 3, 137, 140
passwordless, 141
RADIUS, 35-36
RESTful API, 231

API-based access to SaaS, 98
API-based control, 311
appliances, SASE, 105
application/s, 150, 164-165

SAML (Security Assertion Markup
Language), 34-35

strong, 137, 139-140
authorization, 312

Al, 287

-aware routing, 89
client-based access, 117-119
clientless access, 119
connecting to SSE, 45-47

connecting to the organization using
SASE, 113-114

connectors, 49-51, 311
decentralized hosting, 8
-level access, 311
repatriation, 150-151

SaaS (Software-as-a-Service), 72-73,
82-83

usage, monitoring, 260

identity-based, 139-140
RESTful API, 232
ZTNA, 29

automation, 242
Ansible, 242-243
Python, 243-245
workflows, 243

back-end connectivity to applications,
45

application connectors, 49-51
private tunnels, 4647

web, 101-103 banners, 240-241
APTs (advanced persistent threats), 4, best practices, change management,
311 217-219

architecture, alignment, 180-181 branch locations

ARPANET, 3, 311 connecting to cloud applications, 76
attacks connecting to SSE, 42-43
DDoS (distributed denial of service), GRE tunnels, 45

313 IPsec tunnels, 43—-45



breaches
ARPANET, 3
Motorola, 3
SolarWinds, 5, 304
Sun Microsystems, 3
Target, 4-5

browser
DOM-based rendering, 25
pixel streaming, 25
virtual, 25

business requirements, aligning with
technical needs, 198

BYOD (bring your own device), 312
byte streaming, 47

C

CA (certificate authority), 312

CAAM (continuous adaptive access
management), 140

CAEP (continuous access evaluation
profile), 140

capturing tools, 274-275

CASB (Cloud Access Security Broker),
10, 13, 25,202-203, 312

AAC (Adaptive Access Control),
26-27

data security, 27

DLP (data loss prevention), 27-28
multimode, 26

tenant control, 27

threat protection, 26

UEBA (User and Entity Behavior
Analytics), 27

visibility and shadow IT reporting, 26

castle-and-moat security, 5, 128-129,
139-140

Cato SASE Cloud, 254-255

client-based redirection, SSE 323

CDN (content delivery network),
99-100

centralized configuration with
centralized enforcement, 120

centralized traffic, enterprise
network, 75

certificate-based authentication, 35

change management, best practices,
217-219

CI/CD pipeline, 165, 304

CISA (Cybersecurity and
Infrastructure Security Agency),
130, 286

“CISA Roadmap for Artificial
Intelligence”, 285-286

joint documents on Al, 286

ZTMM (Zero Trust Maturity
Model), 156-160, 180-181,
196,285-286

Cisco
devices, ZTP, 228-230

“Does Your SSE Understand User
Intent”, 287

Cisco Al Access, 287

Cisco SD-WAN Manger, listing
devices in the fabric, 233-235

Cisco Secure Access, 247
Cisco ThousandEyes, 272-273
Cisco Unified SASE, 253-254
client-based access

to private workloads, 119-123

to SaaS and Internet applications,
117-119

client-based redirection, SSE
to private applications, 34
full tunnel, 34-36
ZTNA, 36-40
to public applications, 40
full tunnel, 40, 55-57



324 client-based redirection, SSE

split tunnel, 40-41, 57
web tunnel, 40, 52-55

clientless access to private
applications, 41, 123-124

client/server model, RESTful API, 231
Closest Vector Problem, 291-292
Cloud

-based management, SD-WAN,
248-249

connecting to branch locations, 76
first mile, 93

healthcare provider, remote work
challenges, 9-10

IaaS (Infrastructure-as-a-Service), 84
last mile, 93
middle mile, 93-94
-native security, 312
private, 8, 114
public, 114
SaaS (Software-as-a-Service), 8, 72-73
web portal, 41
Cloud Onramp
for multi-cloud environments, 83-84
for SaaS, 82-83

CMMC (Cybersecurity Maturity
Model Certification), 313

CNAPP (Cloud-Native Application
Protection Platform), 298-299, 312

core capabilities, 299-300
Posture Control, 301
scope of responsibility, 300

COA (Collaborative Oriented
Architecture) framework, 128

code
curl command, 233-234

infrastructure as, 315. See also IaC
(Infrastructure as Code)

SD-WAN as, 238-241

CoLo (co-location facilities), 76,
115-116, 312

commands, curl, 233-234
company culture, security and, 224
compliance

HIPAA, 10

regulatory, 27, 199-200

comprehensive security integration,
179

alignment, 180-181

automation and continuous
improvement, 177-178

consistent security policy
enforcement, 176

integrated telemetry and visibility,
176

security embedded in connectivity,
177

unified identity and context, 175

configuration. See Day-1
configuration

connector gateway, 49
connectors, application, 49-51
content-filtering, 21-22

continuous verification, 136-137,
139-140, 143-144

control plane, SASE, 104

controller deployments, SD-WAN
(Software-Defined Wide Area
Networking), 248-249

core pillars of Zero Trust, 148-149

applications and workloads,
150-151, 164-165

data, 151, 166

devices, 149-150, 163
identity, 148-149, 162
networks, 150, 163-164

cost and operations, measuring
success, 222



CPE (customer premises equipment),
313

credentials, 149, 313

CRM (customer relationship
management), 313

CSP (cloud service provider), 8, 312

CSPM (Cloud Security Posture
Management), 30, 312

curl command, 233-234
customer-managed SASE, 245
cyber threat intelligence, 313
cybersecurity, Al-assisted, 285-286

D

data exfiltration, 313

data matching, 28

data retention, 269

data sovereignty, 313

Day-0 onboarding process, 228
APIs, 230-235

in disaggregated SASE architecture,
236-237

templates, 230
in unified SASE architecture, 236

ZTP (Zero-Touch Provisioning),
228-230

Day-1 configuration, 237
Ansible, 242-243
banners, 240-241
IaC (Infrastructure as Code), 238
Python, 243-245
SD-WAN as Code, 238-241
Terraform, 239-241

DDoS (distributed denial of service),
313

decentralized networking, security
challenges, 72-73

DNS attacks

declarative IaC, 238

Dell’Oro Group, “SASE and SD-WAN
Forecast Report”, 104

DEM (digital experience monitoring),
30,272-273,313

capturing tools, 274-275
Cisco ThousandEyes, 272-273
Palo Alto Networks DEM, 274

ZDX (Zscaler Digital Experience),
273-274

device trust, 131-132, 143-144
connection context, 134
device type, 133-134
registration status, 134
security posture, 133

UEBA (User and Entity Behavior
Analytics), 134

DH (Diffie-Hellman), 313

DHCP (Dynamic Host Configuration
Protocol), 314

DIA (Direct Internet Access), 57,
72-73,79-80,313

diagnostics, 256
direct peering, 114

disaggregated SASE, 108, 109-111.
See also unified SASE

onboarding edge devices, 236-237
SecOps and NetOps, 252
vs. unified, 251

distributed enforcement, UZTNA,
295-297

DLP (data loss prevention), 27-28,
301,313

data matching, 28
EDM (exact data matching), 28

IDM (indexed document matching),
28

RegEx matching, 28
DNS attacks, 19

325



326 DNS filtering

DNS filtering, 313
DNS protection, 29-30
DNS security, 313

“Does Your SSE Understand User
Intent”, 287

DOM-based rendering, 25
DoS (denial of service), 313
DPC (Device Posture Check), 61-62

DPoP (Demonstrating Proof of
Possession), 60

DSPM (Data Security Posture
Management), 299, 301-302, 313

dual-vendor integrated model, SASE,
108

E

edge access

client-based accessing private
workloads, 119-123

client-based accessing SaaS and
Internet applications, 117-119

clientless access to private workloads,
123-124

clientless accessing SaaS and Internet
applications, 119

on-premises user accessing a private
application, 67

on-premises user accessing Internet
and SaaS applications, 65-66

edge deployment
Day-0 onboarding process, 228
APlIs, 230-235

in disaggregated SASE
architecture, 236-237

templates, 230

in unified SASE architecture,
236

ZTP, 228-230

Day-1 configuration, 237. See also
Day-0 onboarding process

Ansible, 242-243
banners, 240-241
Python, 243-245
SD-WAN as Code, 238-241
Terraform, 239-241
listing devices in the fabric, 233-235
edge security, 10-11
SaaS Edge model, 12

Self-Managed Physical Edge
model, 11

Self-Managed Virtual Edge model, 11
EDM (exact data matching), 28

EDR (endpoint detection and
response), 297 314

Embracing the Hybrid Workplace, 7
emerging technologies
Al 283

AlOps, 284-285
for cybersecuritry, 285-286
guardrails, 287
joint documents on, 286
Shadow, 286-287
for SSE, 286-288

CNAPP (Cloud-Native Application
Protection Platform), 299

core capabilities, 299-300
Posture Control, 301
scope of responsibiliry, 300

DSPM (Data Security Posture
Management), 301-302

PQC (post quantum cryptography),
288

adoption, 292-293
challenges, 288-289
FIPS papers, 289
ML-KEM, 289-292



UZTNA (Universal ZTNA),
293-294

and CNAPP, 298-299

distributed enforcement,
295-297

and DSPM, 299
and EDR, 298
and ITDR, 297
and NDR, 298
ZTNA for OT and IoT, 294-295
encryption, 90-91, 314
endpoint posture assessment, 314
endpoints, SASE, 105
enforcement, 314
distributed, 295-297
security policies, 176-177
enterprise network, 1
centralized traffic, 75

SDCI (Software-Defined Cloud
Interconnect), 95

ESP (Encapsulating Security
Payload), 44, 314

events, monitoring, 258-259
explicit verification, 314

F

federated learning, 320
feedback loop, 222-223
FIDO (Fast Identity Online), 141

financial services firm, replacing
VPN with ZTNA and modernizing
segmentation, 185-186

firewalls. See also FWaa$S
(Firewall-as-a-Service)

feature comparison, 20-21
next-gen web application, 103
first mile, 93

Gartner

first steps, SASE implementation
networking, 107-108
security, 108

Forbes, 284

Forrester
Zero Trust Maturity Model, 160-161

ZTX (Zero Trust Extended)
framework, 153-154

forward proxy, 32
frameworks, 161
Zero Trust, 151
Google BeyondCorp, 152
NIST SP 800-207, 155-156
Zero Trust Extended, 153-154
full tunnel, 34-36, 40

SIA (Secure Internet Access) use
case, 55-57

SPA (Secure Private Access) use case,
62-63

functions, SASE, 104

“The Future of Network Security Is in
the Cloud”, 71, 72

FWaaS (Firewall-as-a-Service), 20,
314

IPS (intrusion prevention system), 21
L7 with application awareness, 21

G

Gartner

“2023 Strategic Roadmap for Zero
Trust Implementation”, 129

2024 State of Zero Trust Adoption
Survey, 6, 200

“2024 Strategic Roadmap for SASE
Convergence”, 18, 73, 97

C-Level Communities survey, 127

“Critical Capabilities for SD-WAN”
report, 230-231

327



328 Gartner

“The Future of Network Security Is
in the Cloud”, 71, 72

“Predicts 2024: Zero Trust Journey to
Maturity”, 197

on UZTNA, 293

“Vendor Guide to the Magic
Quadrant for Security Service
Edge”, 17

GDRP (General Data Protection
Regulation), 314

global retail chain, enabling Zero Trust
across a distributed enterprise,
186-188

Google BeyondCorp, 152

government directives, Zero Trust,
200

GRE tunnels, 45, 90, 314

H

HCL (Hashicorp Configuration
Language), 239

healthcare provider

aligning Zero Trust with clinical
operations, 189-191

cloud security, challenges, 9-10
HIPAA compliance, 10

remote work, 9

transition to SSE, 10

HIPAA (Health Insurance Portability
and Accountability Act), 10, 314

HTTPS (Hypertext Transfer Protocol
Secure), 231

hybrid management models,
SASE, 246

hybrid workforce, 7-8, 71-72.
See also remote work

challenges, 8-9
decentralized application hosting, 8
Hype Cycle for Cloud Security, 17

IaaS (Infrastructure-as-a-Service), 84

IaC (Infrastructure as Code), 238,
315

declarative, 238
imperative, 238
in SASE deployments, 238

TAM (Identity and Access
Management), 139-140, 202, 314

alignment to Zero Trust principles,
142-143

CAAM (continuous adaptive access
management), 140

ITDR (Identity Threat Detection and
Response), 142

MFA (multifactor authentication),
140

passwordless authentication, 141

IdEA (Identity, Entitlement,
and Access Management
Commandments), 128

identity, 148-149, 162, 314

-based authorization, 139-140. See
also TAM (Identity and Access
Management)

-based segmentation, 314
and context, 175

IDM (indexed document matching),
28

IdP (identity provider), 314
IDS (intrusion detection system), 315

IDTR (identity threat detection and
response), 314

IIoT (Industrial Internet of Things),
314

IKE (Internet Key Exchange), 43-44

IMP (Interface Message Processor),
315

imperative [aC, 238



implementing a solution, 213
common pitfalls to avoid, 223-225
phased deployment, 214

full production and
optimization, 216-217

incremental expansion, 215-216
pilot rollout, 215
preparation, 214-215

sustaining the Zero Trust program,
225

implicit trust, 6

incident response, measuring success
and optimization, 222

industry standards, organizational
requirements, 199-200

inline security control, 315

input validation and sanitization,
RESTful API, 232

insider threats, 209, 305
intelligence, 7
IoT (Internet of Things), 315
satellite, 79
ZTNA, 294-295
IPS (intrusion prevention system), 21
IPsec, 315
AH (Authentication Header), 44

connecting SSE to branch locations,
43-45

encryption, 90-91

ESP (Encapsulating Security
Payload), 44

IKE (Internet Key Exchange), 43-44
tunnel mode, 44
ISP (Internet service provider), 315
IT, 315

ITDR (Identity Threat Detection and
Response), 142, 297

ITSM (IT Service Management), 165

logging and reporting 329

J

Jericho Forum

COA (Collaborative Oriented
Architecture) framework, 128

IdEA (Identity, Entitlement,
and Access Management
Commandments), 128

“Visioning White Paper”, 128

JSON (JavaScript Object Notation),
315

K

key characteristics

SASE (Secure Access Service Edge),
13-14

SSE (Secure Service Edge), 13
Zero Trust, 14
Kindervag, John, 127, 128-129, 157

KPI (key performance indicator), 77,
315

L

L2/1L3 segmentation, 91-92

last mile, 93

lateral movement, 315

lattice-based cryptography, 289-292

least-privilege access, 36, 134-135,
140, 315

LER (label edge router), 315
line rate operation, 93
LLM (large language model), 315
load balancing, 86-87
logging and reporting, 266
application logs, 268-269
data retention, 269



logging and reporting

network logs, 267
RESTful API, 232
server logs, 268
LSR (label switching router), 315

M

macrosegmentation, 146
malware
sandboxing, 23
SUNBURST, 5
malware prevention and detection, 315
managed devices, SASE support, 99

MASQUE (Multiplexed Application
Substrate over QUIC Encryption),
37-39,316

maturity assessment, 195-197
maturity models, 161

Forrester Zero Trust Maturity
Model, 160-161

ZTMM (Zero Trust Maturity
Model), 156-160

MDM (mobile device management),
316

membership inference attack, 316
metrics for measuring success and
optimization
cost and operations, 222
incident reduction and response, 222
policy coverage, 221
security incidents/events, 221
user experience, 222
visibility, 222
MFA (multifactor authentication), 3,
137,140, 316

microsegmentation, 138-139,
146-147,203, 316

micro-tunnels, 36-37, 59
middle mile, 93-94, 95-96

MIMO (multiple input/multiple
output), 316

Mitnick, Kevin, 3
ML (machine learning), 315

ML-KEM (module lattice-based
key encapsulation mechanism),
289-292,316

monitoring SASE, 257-258. See
also DEM (digital experience
monitoring); logging and reporting

alerts, 265
application usage, 260
network events, 258-259
security events, 261-264
traffic pattern analysis, 260-261
Moonstone Sleet, 303
Motorola breach, 3

MPLS (Multiprotocol Label
Switching), 77-78, 316

multi-cloud environments, Cloud
Onramp, 83-84

multimode CASB, 26
multi-vendor environment, SASE, 108

N

nation-state actors, 303-304

NDR (network detection and
response), 298, 316

NetOps, 245,316
in disaggregated SASE, 252
in unified SASE, 252-253
NetSkope One SASE, 254
network obfuscation, 101

network segmentation. See
segmentation

networking, SASE first steps,
107-108

network/s, 150, 163-164



automation, 242
Ansible, 242-243
Python, 243-245
workflows, 243

content delivery. See CDN (content
delivery network)

decentralized, security challenges,
72-73

events, monitoring, 258-259

logs, 267

MPLS, 77-78

overlay, 85-86

sandbox, 316

SASE, 104

traffic pattern analysis, 260-261

underlay, 86-87
NGFW (next-generation firewall), 316
NIST SP 800-207, 155-156,317

NOC (network operations center),
256-257

NSA (National Security Agency), 316

O

OAuth (Open Authorization), 317

onboarding edge devices, Day-0
process, 228

APIs, 230-235

in disaggregated SASE architecture,
236-237

templates, 230
in unified SASE architecture, 236

ZTP (Zero-Touch Provisioning),
228-230

operational structure, SASE, 245
customer-managed, 245
hybrid management models, 246
partner-managed, 246

performance

Orion IT-monitoring software, 5

OSI (Open System Interconnection)
model, 317

OT (operational technology),
294-295, 317

out-of-band SaaS control, 317
overlay network, 85-86

OWASP (Open Web Application
Security Project), 317

Owl Labs Hybrid Work Survey
2022,7

P

PaaS (Platform-as-a-Service), 317
PAC files, 33
Palo Alto Networks, 243

DEM, 274

Prisma Access, 247

Prisma SASE, 254

security policies, 103-104

PAM (privileged access management),
317

partner-managed SASE, 246
passkeys, 141

passwordless authentication, 141,
317

PCIDSS, 317
PDP (policy decision point), 155,317
PE (provider edge), 317

PEP (policy enforcement point), 155,
317

performance
analytics, 265
metrics
cost and operations, 222

incident reduction and
response, 222

331



332 performance

policy coverage, 221
security incidents/events, 221
user experience, 222
visibility, 222
network, 256
perimeter-centric defense, 1, 2
phased deployment, 214

full production and optimization,
216-217

incremental expansion, 215-216
pilot rollout, 215
preparation, 214-215
phishing, 10
PII (personally identifiable
information), 151

pilot rollout, 215
pixel streaming, 25
PKI (public key infrastructure), 318
plug and play, 317
PoC (Proof of Concept), 317
poisoning attacks, 287
policy
access control, 26
-based detection, 21
complexity, 223
coverage, 221
data retention, 269
security, 103-104, 176-177
URL filtering, 23-24
ZTNA, 119-123
Posture Control, 301
PoV (proof of concept), 208-210

PQC (post quantum cryptography),
288,317

adoption, 292-293
challenges, 288-289
FIPS papers, 289
ML-KEM, 289-292

“Predicts 2024: Zero Trust Journey to
Maturity”, 197

on-premises management, SD-WAN,
248

on-premises user

SIA (Secure Internet Access) use
case, 65-66

SPA (Secure Private Access) use case,
67

principles, Zero Trust, 130, 131
continuous verification, 136-137
device trust, 131-132

connection context, 134
device bebavior, 134
device type, 133-134
registration status, 134
security posture, 133
least-privilege access, 134-135
segmentation, 137-138
micro-, 138-139
VRE 138
strong authentication, 137

Prisma Access, 247

Prisma SASE, 254

private access, 317

private applications, client-based
redirection, 34

full tunnel, 34-36
ZTNA, 36-40
private cloud, 8, 114
private transports, SASE, 77
MPLS, 77-78
satellite, 77-78

private tunnels, connecting SSE to the
application environment, 46-47

private workloads
client-based access, 119-123
clientless access, 123-124

prompt injection, 287



provisioning, 317
proxy, 318

public applications, client-based
redirection, 40

split tunnel, 40-41
web tunnel, 40

public cloud, connecting to the
organization using SASE, 114

public transports, SASE, 79
DIA, 79-80

segmentation in SD-WAN with DIA,
80-82

Q

QOE (quality of experience), 318
QoS (quality of service), 89, 318

quantum computing, 288. See also
PQC (post quantum cryptography)

quantum-resistant signature, 318
QUIC, 38-39, 318

R

RADIUS, 35-36
ransomware, 302-303, 318

rate limiting and throttling, RESTful
API, 232

RBAC (role-based access control),
318

RBI (Remote Browser Isolation),
24-25,318

RDP (Remote Desktop Protocol), 318
real-time monitoring

alerts, 265

application usage, 260

network events, 258-259

SASE, 257-258

RESTful API

security events, 261-264
traffic pattern analysis, 260-261

recommended/optional capabilities of
SSE, 30-31

RegEx matching, 28
registration, device, 134
regulatory compliance, 27
remote users, 7-8
challenges, 8-9

clientless accessing private
workloads, 63-65

connecting to SSE

forward proxy, 32

PAC files, 33

reverse proxy, 32-33
decentralized application hosting, 8
healthcare provider, 9-10

SIA (Secure Internet Access) use
cases, 51

full tunnel, 55-57
split tunnel, 57
web tunnel, 52-55
SPA (Secure Private Access) use cases
full tunnel, 62-63
ZTNA, 58-62
repatriation, 150-151
resilience, 201
RESTful API, 231, 266
authentication, 231
authorization, 232
benefits, 232
calls, 232-233
client/server model, 231
HTTPS, 231
input validation and sanitization, 232
logging and monitoring, 232
rate limiting and throttling, 232

333



retail

retail. See global retail chain
reverse proxy, 32-33

RFC 8784, 293

RFC 9242, 293

roadmap approach to Zero Trust,
129-130

S

SaaS (Software-as-a-Service), 8,
72-73

API-based access, 98
client-based access, 117-119
clientless access, 119

Cloud Onramp, 82-83

Edge model, 12

SAML (Security Assertion Markup
Language), 34-35, 319

sandbox, 23,316

SASE (Secure Access Service Edge),
2,6,13,15,265-266. See also
selecting the right solution; Zero
Trust, integrating with SSE and
SASE

AlOps, 284-285
analytics, 265
appliances, 105

application environment, connecting,

113-114
application location, 276-279

choosing the right operational
model, 253-255

Cloud Onramp for multi-cloud
environments, 83-84

Cloud Onramp for SaaS, 82-83

continuous monitoring and analysis,
256-257

control plane, 104
core capabilities

line rate operation, 93

SD-WAN, 74-76. See also
SD-WAN (Software-Defined
Wide Area Nerworking)

SSE, 74
customer-managed, 245
Day-0 onboarding process, 228
APIs, 230-235

disaggregated architecture,
236-237

templates, 230
unified architecture, 236

ZTP (Zero-Touch Provisioning),
228-230

Day-1 configuration, 237
Ansible, 242-243
banners, 240-241
IaC, 238
SD-WAN as Code, 238-239
Terraform, 239-241
diagnostics, 256
disaggregated, 108, 109-111

onboarding edge devices,
236-237

SecOps and NetOps, 252
dual-vendor integrated model, 108
endpoints, 105
first steps

networking, 107-108

security, 108
functions, 104
hybrid management models, 246
key characteristics, 13-14
logging and reporting, 266
monitoring, 257-258

alerts, 265

application usage, 260

network events, 258-259



security events, 261-264

traffic pattern analysis,
260-261

multi-vendor environment, 108
network, 104

operational structure, 245
optional capabilities, 100

edge compute protection,
103-104

nerwork obfuscation, 101
WAAP, 101-103

Wi-Fi botsport protection,
100-101

partner-managed, 246
private cloud, connecting, 114
private transports, 77
MPLS, 77-78
satellite, 79
public transports, 79
DIA, 79-80
segmentation in SD-WAN with
DIA, 80-82
recommended capabilities, 97

API-based access to SaaS for
data context, 98

CDN (content delivery
network), 99-100

enbanced Internet and private
backbone support, 99

network sandbox, DNS
protection, and external
DNS, 97

support for managed and
unmanaged devices, 99

SIEM integration, 270

single-vendor integrated solutions,
109

single-vendor unified approach, 109

SDK (software development kit)

site-to-site communications, 85,
86-87. See also SD-WAN
(Software-Defined Wide Area
Networking)

agility, 87-88
consolidation of underlays,
86-87
improved agility, 87-88
improved qualiry, 89
improved security, 89-93
overlay network, 85-86
tunneling, 86
sizing locations, 275-276
SOAR integration, 270-271
and SSE, 18

troubleshooting. See troubleshooting
SASE

unified, 112-113, 251-252

benefits of integration,
250-251

key characteristics, 250

onboarding edge devices, 236

SecOps and NetOps, 252-253
XDR integration, 271-272

“SASE and SD-WAN Forecast
Report”, 104

satellite networks, 77-78
scope, Zero Trust, 181-182
defining, 183-184
overreach, 183
pitfalls of not defining, 182
setting boundaries, 184
scope creep, 224
scripts, Python, 244

SDCI (Software-Defined Cloud
Interconnect), 95, 115, 320

SDK (software development kit), 320

335



336 SD-WAN (Software-Defined Wide Area Networking)

SD-WAN (Software-Defined Wide
Area Networking), 13, 71-72,
74-76, 203

Cloud Onramp for multi-cloud
environments, 83-84

cloud-based management, 248-249
Colo, 76, 115-116
consolidation of underlays, 86-87

Day-0 onboarding process, 228. See
also Day-0 onboarding process

APIs, 230-235

disaggregated SASE
architecture, 236-237

templates, 230
unified SASE architecture, 236

ZTP (Zero-Touch Provisioning),
228-230

Day-1 configuration, 237, 242-243.
See also Day-1 configuration

Ansible, 242-243
banners, 240-241
IaC (Infrastructure as Code), 238
Python, 243-245
SD-WAN as Code, 238-241
Terraform, 239-241
DIA (Direct Internet Access), 79-82
improved agility, 87-88
improved quality
AAR, 89
QosS, 89
WAN optimization, 88
improved security, 89-91
listing devices in the fabric, 233-235
network segmentation, L2/1.3, 91-92
on-premises management, 248
templates, 230
tunneling, 86
vendor deployment models, 249-250

SD-WAN as Code, 238-241
SEA (Secure Equipment Access), 294
SecOps, 245,319
in disaggregated SASE, 252
in unified SASE, 252-253
security
alerts, 265
breaches
ARPANET, 3
Motorola, 3
SolarWinds, 5, 304
Sun Microsystems, 3
Target, 4-5

castle-and-moat, 5, 128-129,
139-140

and company culture, 224
converged enforcement, 177
DNS, 19
edge, 10-11

SaaS Edge model, 12

Self-Managed Physical Edge
model, 11

Self-Managed Virrual Edge
model, 11

intelligent, 7
perimeter-centric, 1, 74
policies, 103-104, 176-177
posture, 133

real-time monitoring, 261-264
SASE first steps, 108
SD-WAN, 89-91

trust-first approach, 2, 5

segmentation, 4, 90, 137-138, 203,
319

alignment to Zero Trust principles,
147-148

financial services firm, modernizing,
185-186



L2/13,91-92
macro-, 146
micro-, 138-139, 146-147, 316

SD-WAN with Direct Internet
Access, 80-82

VREF (virtual routing and forwarding),
138

selecting the right solution, 195. See
also implementing a solution

assessing organizational
requirements, 195

assessing stakeholder alignment and
business priorities, 197-199

capabilities matrix, 204-205
decision-making process, 200-201

clarify business outcomes,
201-202

consider trade-offs between
consolidation and best-of-
breed, 212-213

define required technical
capabilities, 202-205

finalize the best fit, 210-212

perform PoV (proof of concept),
208-210

shortlist vendors and
platforms, 205-208

maturity assessment, 195-197

regulatory and compliance
requirements, 199-200

selective bypass, 22

Self-Managed Physical Edge
model, 11

Self-Managed Virtual Edge model, 11
server logs, 268

session-based access, 319

SHA (Secure Hash Algorithm), 44, 319
shadow AI, 286-287

shadow IT, 25, 319

SSE (Secure Service Edge)

shortlisting vendors and platforms,
205-208

SIA (Secure Internet Access) use
cases

full tunnel, 55-57
on-premises user, 65-66
split tunnel, 57

web tunnel, 52-55

SIEM (security information and event
management), 143, 270, 319

signature-based detection, 21
silos, 179

single-vendor integrated solutions,
SASE, 108, 109

single-vendor unified approach, SASE,
108, 109

site-to-site communications, SASE, 85
consolidation of underlays, 86-87
overlay network, 85-86
tunneling, 86

sizing locations for SASE, 275-276

SLA (service-level agreement), 319

SMB (server message block), 319

SOAR (security orchestration,
automation, and response), 143,
270-271, 319

SOC (security operations center),
256-257,319

social engineering, 3, 320
SolarWinds breach, 5, 304
SPA (Secure Private Access) use cases
full tunnel, 62-63
on-premises user, 67
ZTNA, 58-62
split tunnel, 40-41, 57, 320

SSE (Secure Service Edge), 2, 6, 10,
13, 15,17 74, 144-145, 319. See
also selecting the right solution;
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Zero Trust, integrating with SSE
and SASE

Al-assisted, 286-288
AlOps, 284-285

alignment to Zero Trust principles,
145

back-end connectivity to
applications, 45

application connectors, 49-51
private tunnels, 46-47

client-based redirection to private
applications, 34

full runnel, 34-36
ZTNA, 36-40

client-based redirection to public
applications, 40

full tunnel, 40, 55-57
split runnel, 40-41, 57
web runnel, 40, 52-55

clientless access to private
applications, 41, 63-65

connecting to branch locations,
42-43
GRE runnels, 45
IPsec tunnels, 43-45

core capabilities, 18-20. See also
CASB (Cloud Access Security
Broker); FWaaS(Firewall-as-a-
Service); RBI (Remote Browser
Isolation); ZTNA (Zero Trust
Network Access)

CASB (Cloud Access Security
Broker), 25-28

DNS protection, 29-30

SWG (Secure Web Gateway),
21-25

ZTNA (Zero Trust Network
Access), 28-29

FWaaS (Firewall-as-a-Service)
IPS, 21

L7 with application awareness,

21
hardware-based devices, 41-42
key characteristics, 13
management, 246-247

optimizing the middle mile, 95-96

RBI (Remote Browser Isolation),
24-25

recommended/optional capabilities,

30-31
remote User access
forward proxy, 32
PAC files, 33
reverse proxy, 32-33
and SASE, 18
site interconnect, 96

SWG (Secure Web Gateway), 21-23

selective bypass, 22
threat protection, 23
URL filtering, 23-24
SSH (Secure Shell), 319
SSL (Secure Sockets Layer), 319
SSO (single sign-on), 141, 320

SSPM (SaaS Security Posture
Management), 30-31, 104

stakeholder alignment, assessing,
197-199

steering group, Zero Trust, 198-199
strong authentication, 137, 139-140

Sun Microsystems breach, 3
SUNBURST, 5

supply chain attack, 287 304,
313,320

SWG (Secure Web Gateway), 10, 13,

21-23,202-203, 319
selective bypass, 22
threat protection, 23
URL filtering, 23-24
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Talos 2023 Year in Review report, 6
Talos IR (Incident Response), 6
Target breach, 4-5

TCP/IP, 320

telemetry, 176, 222-223, 320
templates, Day-0, 230

tenant control, 27

Terraform, 239-240, 241

advantages for SASE deployments,
239

Network-as-Code module, 240
workflow, 240
test cases, 208-209
threat intelligence and response, 320
threat landscape, 302
insider threat, 305
nation-state actors, 303-304
ransomware attacks, 302-303
supply chain attacks, 304
threat protection
CASB, 26
SWG, 23
Titan Rain, 4
TLS (Transport Layer Security), 320
traffic pattern analysis, 260-261
traffic visiblity, 320
transports, SASE, 77
private
MPLS, 77-78
satellite, 77-78
public, 79
DIA, 79-80

segmentation in SD-WAN with
DIA, 80-82

US Department of Defense

troubleshooting SASE, 255-256.
See also logging and reporting;
monitoring SASE

alerts, 265
analytics, 265
capturing tools, 274-275

continuous monitoring and analysis,
256-257

real-time monitoring, 257-258
application usage, 260
network events, 258-259
security events, 261-264

traffic pattern analysis,
260-261

webhooks, 265-266
“Trust, but Verify”, 128-129
trust-first approach, 2, 5
tunnel mode, IPsec, 44
tunneling, 86, 90

U

UEBA (User and Entity Behavior
Analytics), 27, 134, 203, 321

UEM (Unified Endpoint
Management), 321

underlay network, 86-87

unified SASE, 112-113, 251-252
benefits of integration, 250-251
vs. disaggregated, 251
key characteristics, 250
onboarding edge devices, 236
SecOps and NetOps, 252-253

unmanaged devices, SASE support, 99

URL filtering, 23-24, 321

US Department of Defense
ARPANET breach, 3
Titan Rain, 4
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340 user experience, measuring

user experience, measuring, 222

users, visibility, 26. See also remote
users

UZTNA (Universal ZTNA), 203,
293-294, 321

distributed enforcement, 295-297

integration with detection and
response tools

CNAPP, 298-299
DSPM, 299
EDR, 297
ITDR, 297
NDR, 298
ZTNA for OT and IoT, 294-295

\'}

VCAs (vendor and contractor
accounts), 6

“Vendor Guide to the Magic
Quadrant for Security Service
Edge”, 17, 24

vendors
AlOps, 284-285
post-sales support, 209
SD-WAN, 249-250
shortlisting, 205-208
Versa Secure Access Fabric, 255
virtual browser, 25
visibility, 26, 201, 203, 224
measuring, 222
telemetry, 176
“Visioning White Paper”, 128
VPC (virtual private cloud), 321

VPN (virtual private network), 9, 29,
30,321

authentication
certificate-based, 35

RADIUS, 35-36
SAML, 34-35
full tunnel, 34-36

VREF (virtual routing and forwarding),
138

VXC (virtual cross connect), 321

W

WAAP (Web App and API
Protection), 101-103, 321

WAF (web application firewall), 103,
321

WAN optimization, 88
web portal, 41
web tunnel, 40, 52-55
webhooks, 265-266
websites, URL filtering, 23-24
Wi-Fi hotspot protection, 100-101
workflow

automation, 243

Terraform, 240
workloads, 150-151, 164-165
workshops, stakeholder, 199

X

XDR (extended detection and
response), 143-144,271-272, 321

XSRF (cross-site request forgery),
313

XSS (cross-site scripting), 313

Y-Z

YAML (YAML Ain’t Markup
Language), 321



ZDX (Zscaler Digital Experience),
273-274

Zero Trust, 3, 5, 6, 14, 15, 127 See
also selecting the right solution

adoption, 167
core pillars, 148-149

applications and workloads,
150-151, 164-165

data, 151, 166

devices, 149-150, 163

identiry, 148-149, 162

networks, 150, 163-164
development timeline, 127-128
frameworks, 151, 161

Google BeyondCorp, 152

NIST SP 800-207, 155-156

Zero Trust Extended, 153-154
government directives, 200
history, 128-129

integrating with SSE and SASE, 171.
See also comprehensive security
integration

comparative overview, 172-175

comprebensive security
integration, 175-178

consistent security policy
enforcement, 176

financial services firm, 185-186
global retail chain, 186-188
milestones, 219-221
misalignment, 179-181

patterns of successful
integration, 191-192

regional bealthcare provider,
189-191

risk of silos, 179
strategies for synergy, 171
unified securiry, 172

Zscaler

Jericho Forum

COA (Collaborative Oriented
Architecture) framework, 128

IdEA (Identity, Entitlement,
and Access Management
Commandments), 128

“Visioning White Paper”, 128
key characteristics, 14
Kindervag’s Zero Trust paper, 128-129
maturity models, 161

Forrester Zero Trust Maturity
Model, 160-161

ZTMM, 156-160

principles, 130, 131. See also
principles, Zero Trust

roadmap approach, 129-130
scope, 181-182

defining, 183-184

overreach, 183

pitfalls of not defining, 182

setting boundaries, 184
steering group, 198-199
strategy, 161-162
technologies, 130, 139

ADR, 142-144

CAAM, 140

IAM, 139-140

ITDR, 142

MEFA, 140

network macro- and
microsegmentation, 146-148

passwordless authentication,
141

SSE, 144-145
Zscaler, 33,36-37, 284, 294
Posture Control, 301
SSE platform, 247
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ZTA (Zero Trust Architecture), MASQUE, 37-39
130,321 micro-tunnels, 36-37, 59

ZTMM (Zero Trust Maturity Model), for OT and IoT, 294-295
130, 180-181, 196, 285-286, policies, 119-123
305,322 ’ ‘

ZTNA (Zero Trust Network Access), SPA (Secure Private A'c‘ces‘s), 58-62
2,5,13,28-29, 36, 156160, ZTP (Zero-Touch Provisioning),
202, 322. See also UZTNA 228-230,321
(Universal ZTNA) ZTX (Zero Trust Extended)

framework, 153-154
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