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Introduction

M ost books take a very low-level approach, teaching you how to use individual classes
and accomplish fine-grained tasks. Through this book, we review the main technolo-
gies that Microsoft offers for deploying different kinds of solutions into Azure. From the most
classic and conservative approaches using Azure Virtual Machines to the latest technologies
implementing event-based or message-based patterns with Azure Event Grid or Azure Service
Bus, this book reviews the basics for developing most types of solutions using Azure services.
The book also provides code examples that illustrate how to implement most of the concepts
covered. This book should be used as an introduction to implementing more complex solu-
tions. Although the book covers some basic concepts, you should have basic programming
experience using ASP.NET, .NET Framework, or .NET Core, as well as using Git.

This book covers every major topic area found on the exam, but it does not cover every
exam question. Only the Microsoft exam team has access to the exam questions, and Microsoft
regularly adds new questions to the exam, making it impossible to cover specific questions.
You should consider this book a supplement to your relevant real-world experience and other
study materials. If you encounter a topic in this book that you do not feel completely comfort-
able with, use the "Need more review?" links you'll find in the text to find more information
and take the time to research and study the topic. Great information is available on MSDN,
TechNet, and in blogs and forums.

Organization of this book

This book is organized by the “Skills measured” list published for the exam. The “Skills
measured” list is available for each exam on the Microsoft Learn website: learn.microsoft.com/
en-us/credentials/certifications/resources/study-guides/az-204. Each chapter in this book
corresponds to a major topic area in the list, and the technical tasks in each topic area deter-
mine a chapter’s organization. If an exam covers six major topic areas, for example, the book
will contain six chapters.

Preparing for the exam

Microsoft certification exams are a great way to build your resume and let the world know
about your level of expertise. Certification exams validate your on-the-job experience and
product knowledge. Although there is no substitute for on-the-job experience, preparation
through study and hands-on practice can help you prepare for the exam. This book is not
designed to teach you new skills.


http://ASP.NET
http://learn.microsoft.com/en-us/credentials/certifications/resources/study-guides/az-204
http://learn.microsoft.com/en-us/credentials/certifications/resources/study-guides/az-204

We recommend that you augment your exam preparation plan by using a combination of
available study materials and courses. For example, you might use the Exam Ref and another
study guide for your at-home preparation and take a Microsoft Official Curriculum course for
the classroom experience. Choose the combination that you think works best for you. Learn
more about available classroom training, online courses, and live events at microsoft.com/learn.

Note that this Exam Ref is based on publicly available information about the exam and the
author's experience. To safeguard the integrity of the exam, authors do not have access to the
live exam.

Microsoft certifications

Microsoft certifications distinguish you by proving your command of a broad set of skills and
experience with current Microsoft products and technologies. The exams and corresponding
certifications are developed to validate your mastery of critical competencies as you design
and develop, or implement and support, solutions with Microsoft products and technologies
both on-premises and in the cloud. Certification brings a variety of benefits to the individual
and to employers and organizations.

NEED MORE REVIEW? ALL MICROSOFT CERTIFICATIONS

For information about Microsoft certifications, including a full list of available certifications,
go to www.microsoft.com/learn.

Access the Exam Updates chapter and online references

The final chapter of this book, "AZ-204 developing solutions for Microsoft Azure exam
updates,” will be used to provide information about new content per new exam topics, content
that has been removed from the exam objectives, and revised mapping of exam objectives to
chapter content. The chapter will be made available from the link below as exam updates are
released.

Throughout this book are addresses to webpages that the author has recommended you
visit for more information. Some of these links can be very long and painstaking to type, so
we've shortened them for you to make them easier to visit. We've also compiled them into a
single list that readers of the print edition can refer to while they read.

The URLs are organized by chapter and heading. Every time you come across a URL in the
book, find the hyperlink in the list to go directly to the webpage.

Download the Exam Updates chapter and the URL list at MicrosoftPressStore.com/
ERAZ2043e/downloads.

xi
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xii

Errata, updates & book support

We've made every effort to ensure the accuracy of this book and its companion content. You
can access updates to this book—in the form of a list of submitted errata and their related
corrections—at:

MicrosoftPressStore.com/ERAZ2043e/errata
If you discover an error that is not already listed, please submit it to us at the same page.
For additional book support and information, please visit MicrosoftPressStore.com/Support.

Please note that product support for Microsoft software and hardware is not offered
through the previous addresses. For help with Microsoft software or hardware, go to
support.microsoft.com.

Stay in touch

Let's keep the conversation going! We're on Twitter: twitter.com/MicrosoftPress.
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Develop for Azure storage

All applications work with information or data. Applications create, transform, model, or
operate with that information. Regardless of the type or volume of data that your application
uses, eventually you need to save it persistently so that it can be used later.

Storing data is not a simple task, and designing storage systems for that purpose is even
more complicated. Perhaps your application must deal with terabytes or even petabytes of
information, or you might work with an application that needs to be accessed from different
countries, and you need to minimize the time required to access it. Cost efficiency is also a
requirement in any project. In general, many requirements make designing and maintaining
storage systems difficult.

Microsoft Azure offers different storage solutions in the cloud to satisfy your application
storage requirements. Azure offers solutions for making your storage cost-effective and for
minimizing latency.

Skills covered in this chapter:
m  Skill 2.1: Develop solutions that use Cosmos DB storage

m Skill 2.2: Develop solutions that use Blob Storage

Skill 2.1: Develop solutions that use Cosmos
DB storage

Cosmos DB is a premium storage service that Azure provides for satisfying your need for
a globally distributed, low-latency, highly responsive, and always-online database service.
Cosmos DB has been designed with scalability and throughput in mind. One of the most
significant differences between Cosmos DB and other storage services offered by Azure is
how easily you can scale your Cosmos DB solution across the globe by merely clicking a
button and adding a new region to your database.

Another essential feature that you should consider when evaluating this type of stor-
age service is how you can access this service from your code and how hard it would be to
migrate your existing code to a Cosmos DB—-based storage solution. The good news is that
Cosmos DB offers different APIs for accessing the service. The best API for you depends on
the type of data that you want to store in your Cosmos DB database. You store your data
using Key-Value, Column-Family, Documents, or Graph approaches. Each of the different
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APIs that Cosmos DB offers allows you to store your data with different schemas. Currently, you
can access Cosmos DB using SQL, Cassandra, Table, Gremlin, and MongoDB APIs.

This skill covers how to
m Perform operations on containers and items by using the SDK
m Set the appropriate consistency level for operations

m Implement change feed notifications

Perform operations on containers and items by
using the SDK

When working with Cosmos DB, you have several layers in the hierarchy of entities managed by
the Cosmos DB account. The first layer is the Azure Cosmos DB account, where you choose the
APl you want to use to access your data. Remember that this API has implications for how the
data is stored in the databases.

The second layer in the hierarchy is the database. You can create as many databases as you
need in your Cosmos DB account. Databases are a way of grouping containers; you can think of
databases like namespaces. At this level, you can configure the throughput associated with the
containers included in the database.

When planning how to store the information that your application needs to work, you must
consider the structure you need to use for storing that information. You may find that some
parts of your application need to store information using a key-value structure. In contrast,
others may need a more flexible, schema-less structure in which you save the information into
documents. One fundamental characteristic of your application might be that you need to
store the relationship between entities and use a graph structure for storing your data.

Cosmos DB offers a variety of APIs for storing and accessing your data, depending on the
requirements of your application:

m NoSQL This is the core and default API for accessing your data in your Cosmos DB
account. This core API allows you to query JSON objects using SQL syntax, which means
you don't need to learn another query language. Under the hood, the SQL API uses the
JavaScript programming model for expression evaluation, function invocations, and typ-
ing systems. You use this APl when you need to use a data structure based on documents.

m Table You can think of the Table API as the evolution of the Azure Table Storage
service. This APl benefits from the high-performance, low-latency, and high-scalability
features of Cosmos DB. You can migrate from your current Azure Table Storage service
with no code modification in your application. Another critical difference between Table
API for Cosmos DB and Azure Table Storage is that you can define your own indexes in
your tables. In the same way you do with the Table Storage service, the Table API allows
you to store information in your Cosmos DB account using a data structure based on
documents.

Develop for Azure storage



m Cassandra Cosmos DB implements the wire protocol for the Apache Cassandra
database into the options for storing and accessing data in the Cosmos DB database.
This allows you to forget about operations and performance-management tasks related
to managing Cassandra databases. In most situations, you can migrate your application
from your current Cassandra database to Cosmos DB using the Cassandra APl by merely
changing the connection string. Azure Cosmos DB Cassandra APl is compatible with
the CQLv4 wire protocol. Cassandra is a column-based database that stores information
using a key-value approach.

m MongoDB You can access your Cosmos DB account by using the MongoDB API.
This NoSQL database allows you to store the information for your application in a
document-based structure. Cosmos DB implements the wire protocol compatible with
MongoDB 3.2. This means that any MongoDB 3.2 client driver that implements and
understands this protocol definition can connect seamlessly with your Cosmos DB
database using the MongoDB API.

m PostgreSQL This service is built on top of native PostgreSQL, which means you can
use your code directly with Azure Cosmos DB for PostgreSQL without any substantial
modification. This is a managed service, so Microsoft takes care of all the details regard-
ing performance, availability, geo-replication, and all the features that the Cosmos DB
service offers.

m Gremlin Based on the Apache TinkerPop graph transversal language or Gremlin, this
API allows you to store information in Cosmos DB using a graph structure. This means
that instead of storing only entities, you store:

m Vertices You can think of a vertex as an entity in other information structures. In a
typical graph structure, a vertex could be a person, a device, or an event.

m Edges These are the relationships between vertices. A person can know another
person, a person might own a type of device, or a person might attend an event.

= Properties These are attributes you can assign to a vertex or an edge.

Beware that you cannot mix these APIs in a single Cosmos DB account. You must define the
APl you want to use for accessing your Cosmos DB account when creating the account. Once
you have created the account, you won't be able to change the API to access it.

Azure offers SDKs for working with the different APIs you can use to connect to Cosmos DB.
Supported languages are .NET, Java, Node.js, and Python. Depending on the API you want to
use for working with Cosmos DB, you can also use other languages such as Spring Data, Spark
V3, or Golang.

NOTE AZURE COSMOS DB EMULATOR

You can use the Azure Cosmos DB emulator during the development stage of your applica-
tion. You should keep in mind that there are some limitations when working with the emulator
instead of a real Cosmos DB account. The emulator is only supported on Windows platforms
or Docker for Windows. You can review all characteristics of the Cosmos DB emulator at
https://docs.microsoft.com/en-us/azure/cosmos-db/local-emulator.

Skill 2.1: Develop solutions that use Cosmos DB storage
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Redis, EXPIRE, 192
transaction, 194
configuration
binding, 51-53
deployment slot, 26—-39
trigger, 59-60
connected registries, 11
connection string, security, 196
ConnectionMultiplexer object, 194, 198-199
connectors, Microsoft Graph, 159
console application
creating, 251-252, 253, 256-257
Event Processor, 246-247
listing all users in your tenant, 161
registering in Microsoft Entra ID, 160-161
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consumer groups, 243
container/s, 2,15
app
creating, 1617
scale rule, 17-18
application lifetime, 16
Cosmos DB
properties, 73-74
throughput, 73

Docker, 2-3

environment, 15

groups, 14

image, 3,9
building in the cloud, 10-11
creating, 3-6

publish to the Azure Container Registry, 8-11
revision, 15-16
run by using an ACI (Azure Container Instance),
12-14
scaling, 2
schema-agnostic, 73
sidecar, 15
volume, 3
content caching, Azure Redis Cache, 194
continuous deployment, 29-30, 41
cookie, 118
COPY instruction, Dockerfile, 6
Cosmos DB, 67-68
account, 68
connection string, 92-93
creating a new collection, 75-77
creating and editing elements, 78
API, 67-68
Cassandra, 68
Gremlin, 68-69
MongoDB, 68
NoSQL, 68, 78-82, 85
PostgreSQL, 68
selecting, 75
Table, 68
change feed notifications, 89-90
all versions and deletes change feed
mode, 90
implementing, 91-92
latest version change feed mode, 90
pull mode, 90
push mode, 90
reading, 91

creating

client authentication, 82
container, 70
properties, 73-74
throughput, 73
databases, viewing, 86
documents
creating, 83-84
managing, 84
querying, 84
partition, 70
hot, 71
key, 70
key, choosing, 71-72
logical, 71
SDK, 69
setting the appropriate consistency level for
operations, 86—-88
Cassandra or MongoDB APIs, 88-89
NoSQL or Table APIs, 88
trade-offs, 88
trigger, 55-56

cost, estimated monthly, 76
creating

ACI (Azure Container Instance), 12-14
APIM instance, 224-225

App Service plan, 22-23

Azure CDN profile, 202

Azure Function App, 44-47

Azure Redis Cache database, 191-192
Azure Web App, 200-202

client application, 136-139

console application, 246, 251-252, 253, 256-257
container app, 1617

container image, 3-6

deployment slot, 43

Dockerfile, 3

event hub, 243-244

namespace, 249-250

policies, 231

queue, 227-256

resource server, 134-136

scale rule, 17-18

subscription, 229-230
system-assigned managed identity, 180-182
topic, 235-236, 250

user delegation SAS, 154-155

web application, 121, 124
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data operation trigger

D

data operation trigger, 54
database
Azure Redis Cache
connecting, 195-199
creating, 191-192
data size, 199
Redis as, 194

viewing in your Cosmos DB account, 86

declaring a binding, 48

DefaultAzureCredential() method, 182-183

DefaultAzureCredential object, 97
dependency injection, 210

deployment slot, Azure App Service, 28, 30

configuration, 26-39
creating, 43
developer portal, APIM, 227-228

diagnostic logging, Azure App Service, 25-27
Docker, 2-3. See also command, Docker

Compose, 7

Desktop, 4

service, 7
docker build command, 4
docker container Is command, 5, 8
docker exec -it command, 8
docker image Is command, 7
docker image rm command, 8
docker pull command, 8
docker push command, 8
docker run command, 8
Dockerfile, 3, 8

CMD instruction, 7

COPY instruction, 6

creating, 3-6

ENTRYPOINT instruction, 7

ENV instruction, 6-7

EXPOSE instruction, 7

FROM instruction, 6

for production environment, 7

RUN instruction, 6

WORKDIR instruction, 6
document/s

creating, 83-84

managing, 84

policy

life cycle management, 107-109
sections, 231
querying, 84
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dotnet new webapi command, 4
dynamic content, 189

E

edges, 69
encryption, key, 164
endpoint
Microsoft Identity platform, 120
topic, 235
creating, 235-236
publishing events to, 236-238
Entra ID, 141
ENTRYPOINT instruction, Dockerfile, 7
ENV instruction, Dockerfile, 6-7
environment, 15
estimated monthly cost, 76
event/s, 235
Application Insights, 208, 210
-driven architecture, 234-235
handler, 235, 241
hub, 248
creating, 243-244
processor, 248
sending and consuming events from,
244-245
processing/processor, 238-240, 246247
publisher, 242
retry policy, 242
source, 235
subscription, 235
topic, 235
creating, 235-236
publishing, 236-238
EXPIRE command, 192
EXPOSE instruction, Dockerfile, 7

F

flow authentication, 163
Forbidden Access Error, 177
form-based authentication, 118
function/s
binding/s

configuration, 51-53

declaring, 48

extensions, 48-49



input, 48, 50-51
output, 48, 50-51
trigger, 47-48, 53-54, 93
configuration, 59-60

Cosmos DB, 55-56
data operation, 54
timer, 56-58

webhooks, 60-63

G

GetDatabase() method, 195
GetMetric() method, 211
GetProperties() method, 97
GetSubscriber() method, 195
GetUserDelegationKey() method, 155
graphs, reviewing, 212-213

Gremlin API, 68-69

H

horizontal scaling, 35
hot partition, 71
HTTP triggers, 60-63
hub. See also Azure Event Hub; event/s
creating, 243-244
sending and consuming events from, 244-245

IfNotExists method, 82-83
image, container, 3
building in the cloud, 10-11
creating, 3-6
publish to the Azure Container Registry, 811
IMDS (Azure Instance Metadata Service), 180
implementing, change feed notifications, 91-92
input binding, 48, 50-51
installation, Docker Desktop, 4
instance, APIM (Azure API Management) service
adding back-end API using OpenAl specification,
225-226
adding back-end API without using a specification,
226-227
creating, 224-225
FROM instruction, Dockerfile, 6

managed identity

instrumentation
Application Insights, adding, 206-207
libraries, 206

J-K

job, 16,194
JWT (JSON web token), 120

key/s

encryption/decryption, 164

label attribute, 166

naming, 166

storing, 177-179

-value pair, 166, 170171, 192
KeyVault API, 172-174, 177-179. See also
Azure Key Vault
Kubernetes, 14
Kudu, 29, 40
Kusto query language, 214, 216. See also query

L

lease, 103-104
lease collection, 55
LFU (Least Frequently Used) algorithm, 193
library
instrumentation, 206
Microsoft Authentication, 120
Library API, applying transformations, 232-233
life cycle management policy, 107-109
Log Analytics, 214-215
log streams, 27
logical partition, 71
logs and logging
diagnostic, 25-27
messages, 212
loose coupling, 234

M

managed identity, 180
Client 1D, 180
Principal ID, 180
system-assigned, 180-182
user-assigned, 180
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memory policy

memory policy, 192-193
message/messaging, 248
Application Insights, 210
-driven architecture, 234
log, 212
namespace, 249
publishing to the Service Bus Topic, 251-252
queuing, 194, 249
topic, 249
metadata, user-defined, 94, 97-98
method
Build(), 170
DefaultAzureCredential(), 182-183
GetDatabase(), 195
GetMetric(), 211
GetProperties(), 97
GetSubscriber(), 195
GetUserDelegationKey(), 155
IfNotExists(), 82—-83
Publish(), 195
Release(), 105
SetSecretAsync(), 177
ToSasQueryParameters(), 156
TrackValue(), 211
UpsertltemAsync(), 83
UseOAuthAuthorizationServer(), 126
metric/s
Application Insights, 208, 210
-based autoscale rule, 36-38
Microsoft Entra ID, 141
application owner, 144-145
managed identity, 180
Client ID, 180
Principal ID, 180
system-assigned, 180-182
user-assigned, 180
registering your console application, 160-161
registering your web application, 142-143
web application authentication, 143-144
Microsoft Graph, 159
connectors, 159
SDK, 163
services, 159
Microsoft Identity platform, 159
components, 120-121
endpoint, 120, 121-122
management portal, 120
OIDC (OpenlD Connect), 141
wizard, 145
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MongoDB API, 68, 88-89
monitoring. See also Application Insights;
Azure Monitor

application, 189

Azure Function, 241

telemetry, 205
MSAL (Microsoft Authentication Library), 120
multifactor authentication, 117

N

namespace, 249-250

network, content delivery. See CDN (Content Delivery
Network)

NoSQL API, 68, 78-82, 85, 88

(0

OAuth, 120
authorization server, creating, 124-134
basic authentication flow, 123-124
creating a client application, 136-139
creating a resource server, 134-136
roles, 122123
testing the application, 140
object
BlobLeaseClient, 105
ConnectionMultiplexer, 194, 198-199
DefaultAzureCredentials, 97, 102
objective mapping, AZ-204 Developing Solutions for
Microsoft Azure exam, 263-264
OIDC (OpenlID Connect), 141-142
OpenAPI, adding back-end APl to APIM instance,
225-226
OpenlD, 120
output binding, 48, 50-52

P

PaaS (Platform as a Service), 1
parameter decorators, 50
parameters, memory policy, 192
partition
Azure Event Hub, 242-243
hot, 71



key, 70
choosing, 71-72
synthetic, 72

logical, 71

physical, 70
passwordless authentication, 82
patterns

autoscaling, 38

binding expression, 51-52
physical partition, 70
policy

account SAS, 150

creating, 231

life cycle management, 107-109

memory, 192-193

retry, 242

scope, 231

sections, 231

Stored Access, 153-154
PostgreSQL API, 68
pricing

ACR (Azure Container Registry), 9

Azure App Configuration store, 165

Azure App Service, 25

Azure Blob Storage, 106-107
Principal ID, 180
processing, event, 246-247
product, associating with an API, 228
production environment

Dockerfile, 7

security, 247
profile

Azure CDN, 200, 202

condition, 36-37
propagation, CDN (Content Delivery Network), 203
properties, 69

Cosmos DB container, 73-74

system, 94
public endpoint, Microsoft Identity platform,
121-122
Publish() method, 195
publishing

event, 236-238

image, 8-11

message, 251-252
pull mode, change feed processor, 90
push mode, change feed processor, 90

running a container

Q

query
Log Analytics, 214-215
SQL, 84

queue, 249
creating, 227-256
message, 194

R

reading, change feed notifications, 91
Redis, 190
as a database, 194
EXPIRE command, 192
as message queue, 195
timeout values, 199
registering your web application in Microsoft Entra ID,
142-143
Release() method, 105
replication, Cosmos DB, setting the appropriate
consistency level for operations, 86-89
resource server, creating, 134-136
resources
autoscaling, 34-35
metric-based autoscale rule, 36-38
patterns, 38
profile condition, 36-37
rules, 35
SAS (shared access signatures), 147
account, 148-150
token, 148, 158
user delegation, 148
user delegation, creating, 154-155
REST API, 224
retry policy, 242
revision, 15-16, 229
roles, OAuth, 122-123
rules
autoscale, 35, 36-38
Scale-in/Scale-out, 38
RUN instruction, Dockerfile, 6
running a container, 12-14
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SAS (shared access signatures)

S

SAS (shared access signatures), 147
account
policy, 150
URI parameters, 148-149
service
blob container, 152-153
URI parameters, 151-152
token, 148, 158
user delegation, 148
creating, 154-155
key, 155-156
scale rule, 17-18, 35
Scale-in/Scale-out rule, 38
scaling
Azure Redis Cache, 191
container, 2
horizontal, 35
vertical, 35
schema
-agnostic, 73
workplace, 214-215
scope
policy, 231
subscription, 229
SDK, 69
Azure Cosmos DB, 82
Microsoft Graph, 163
working with Storage Accounts, 99-106
secret
getting from the key value, 182
storing, 177-179
security. See also Microsoft Identity platform
authentication, 118
API (application programming interface), 229-230
client credentials flow, 163
form-based, 118
Microsoft Entra ID, 143-144
multifactor, 117
OAuth. See OAuth
OIDC (OpenlID Connect), 141-142
token-based, 119-120
web application, 121-122
authorization, 117
connection string, 196
production environment, 247
selecting, Cosmos DB API, 75
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server
authorization, creating, 124-134
resource, creating, 134-136
service, Docker, 7
service SAS
blob container, 152-153
URI parameters, 151-152
service tiers, Azure Redis Cache, 190-191
SetSecretAsync() method, 177
setting the appropriate consistency level for operations,
Microsoft Identity platform, 121-122
settings
Azure App Service, 165
web application, 31-33
authentication, 142-143
Certificates and Secrets, 143
SSL (secure sockets layer), 33-34
shared key authorization, 147
sidecar container, 15
sidecar pattern, 14
SOAP API, 224
SQL, query, 84
SSL (secure sockets layer), web application settings,
33-34
StackExchange.Redis client, 194
static content, 189
static site hosting, Azure Blob Storage, 113-114
storage, 67
authorization, shared key, 147
blob, 93
access tiers, 106-107, 109-110
implement storage policies and data life cycle
management, 106-113
implementing static site hosting, 113-114
interact with data using the appropriate SDK,
99-106
lease, 103-104
set and retrieve properties and metadata, 94-98
Cosmos DB, 67-68. See also Cosmos DB
account, 68
APls, 67-68
Cassandra API, 68
choosing the partition key, 71-72
client authentication, 82
Gremlin API, 68-69
logical partition, 71
MongoDB API, 68
NoSQL API, 68



partitions, 70-71
physical partition, 70
PostgreSQL API, 68
setting the appropriate consistency level for
operations, 86—-89
Table API, 68
partition
hot, 71
key, 70
logical, 71
physical, 70
synthetic key, 72
structure, 68
Stored Access Policy, 153-154
subscription, 229
creating, 229-230
event, 235
scope, 229
synthetic partition key, 72
system properties, 94
system-assigned managed identity, 180-182

-

Table API, 68
setting the appropriate consistency level for
operations, 88
telemetry, Application Insights, adding, 206207
template, webpage, 194
testing
API (application programming interface), 232
OAuth, 140
throughput, Cosmos DB container, 73
timer triggers, 56-58
token
-based authentication, 119-120
SAS (shared access signatures), 148, 158
topic, 235, 249
connecting to, 238-240
creating, 235-236, 250
publishing events to, 236-238
ToSasQueryParameters() method, 156
TrackValue() method, 211
transaction, 194
trigger
configuration, 59-60
Cosmos DB, 55-56

web application

data operation, 54

function, 47-48, 93

timer, 56-58

webhooks, 60-63
troubleshooting, diagnostic logging, 25-27
TTL (time-to-live), Azure Redis Cache, 192

U

updates, AZ-204 Developing Solutions for Microsoft
Azure exam, 261-263
UpsertltemAsync method, 83
URI parameters

account SAS, 148-149

service SAS, 151-152
URL ping test, 216-219
UseOAuthAuthorizationServer() method, 126
user delegation SAS, 148

creating, 154-155

key, 155-156
user experience, 189
user session caching, 194
user-assigned managed identity, 180
user-defined metadata, 94, 97-98

Vv

version
API (application programming interface), 229
Azure Functions, 56

vertical scaling, 35

vertices, 69

Visual Studio, Forbidden Access Error, 177

VM (virtual machine), 2, 21

volume, container, 3

W-X-Y-Z

web application
application owner, 144-145
authentication, 22, 121-122, 143-144
authorization, 124-134, 146
Azure Web App, creating, 200-202
caching, 189-190
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web application, continued

web application, continued static content, 189

creating, 121 URL ping test, 216-219

deploying code to a, 28-30 web server, logging, 26-27

dynamic content, 189 webhooks trigger, 60-63

registering in Microsoft Entra ID, 142-143 webpage template, 194

settings, 31-33 wizard, Microsoft Identity platform, 145
authentication, 142143 WORKDIR instruction, Dockerfile, 6
Certificates and Secrets, 143 workload profile environement, 15
SSL (secure sockets layer), 33-34 workplace schema, 214-215
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