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Introduction
Despite Meraki’s huge success and wide adoption, at the time we started this project, no 
one had written a book about Cisco’s Meraki product lines. After helping organizations 
to deploy Meraki, we realized that it was time for this to change. As a result, we sought 
to create a book that enables more organizations to adopt cloud-managed infrastructure 
and build better, more modern, and more secure networks.

Our goal is to show you that Meraki can be used, not just to build secure networks, but 
as the foundation for a more secure enterprise as a whole. By researching as many of the 
common IT security standards and frameworks as we could find, we gathered together 
over a hundred common security requirements that we believe you can solve with a 
Meraki solution. With this goal in mind, we show how Cisco Meraki, either on its own 
or when easily integrated with complementary products, can be deployed to meet the 
requirements of the most common IT security standards.

Guided by the requirements of industry best practices, the topics in this book stretch 
beyond what might be considered traditional networking roles, perhaps with a view to 
secure networking roles of the future. As such, the target audience includes roles covering 
IT security, networking, and systems, such as:

■■ All new Meraki customers

■■ Experienced networking engineers looking to upskill on cloud-managed networking

■■ The next generation of networking and IT professionals who may be just starting 
their careers and have basic CCNA-level networking knowledge

■■ Multidisciplined, lean IT teams

■■ IT managers looking to streamline and modernize operations

The book is organized as follows:

■■ Chapter 1, Meraki’s History: This chapter recounts the history of Meraki from its 
beginnings as a research project at the Massachusetts Institute of Technology (MIT). 
It charts the intersection of the explosive growth in Wi-Fi devices and broadband 
Internet, with the launch of Meraki as a start-up. The chapter concludes with the 
story of Meraki’s acquisition by Cisco, including an interview with Rob Soderbery, 
then SVP of Cisco’s Enterprise Networking Group.

■■ Chapter 2, Security Frameworks and Industry Best Practices: This chapter opens 
by highlighting the consequences of IT security failures. Common IT standards and 
frameworks are introduced as the conversation shifts to how to minimize IT risk and 
industry best practices. Finally, this chapter identifies the nine key themes that you 
must consider when designing and implementing Meraki solutions.
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■■ Chapter 3, Meraki Dashboard and Trust: This chapter introduces the Meraki man-
agement portal, Meraki Dashboard, before addressing the common considerations 
when adopting cloud-managed infrastructure. This includes discussions around  
privacy, data security, resiliency, compliance, hardware, and software trust. With 
a full understanding of these topics and the steps Cisco has taken to address them, 
organizations should feel confident in adopting Cisco Meraki solutions.

■■ Chapter 4, Role-Based Access Control (RBAC): RBAC is one of the nine key 
themes identified from industry best practices. Being central to the principle of least 
privilege, RBAC receives its own dedicated chapter. This chapter introduces and 
demonstrates the RBAC capabilities available in Meraki Dashboard.

■■ Chapter 5, Securing Administrator Access to Meraki Dashboard: This chapter 
discusses the need for strong authentication and multifactor authentication (MFA) in 
relation to administrator access to Meraki Dashboard. Here, we guide you through 
the configuration of Meraki Dashboard’s native controls. This chapter also demon-
strates the enhanced capabilities available when using SAML single sign-on (SSO). 
This includes a full step-by-step guide, showing how to implement SAML SSO with 
MFA using Meraki, Cisco Duo, and Microsoft Entra.

■■ Chapter 6, Security Operations: This chapter covers the native Meraki toolset to 
support a security operations center. Also covered is the implementation of exter-
nal solutions providing compliance reporting, centralized logging including Cisco 
Splunk, polling, the Meraki Dashboard API, alerting, and incident response.

■■ Chapter 7, User Authentication: User access authentication is an essential part of 
an enterprise’s zero trust architecture. This chapter covers the configuration of the 
authentication infrastructure in support of authenticating user access via wired, 
wireless, and VPN. This includes implementing Meraki Cloud Authentication, 
SAML, and RADIUS (with and without MFA). This chapter covers RADIUS exten-
sively, including the full configuration steps for Cisco Identity Services Engine (ISE) 
and Cisco Duo. This chapter is a prerequisite for Chapter 8.

■■ Chapter 8, Wired and Wireless LAN Security: This chapter covers two main 
topics—first, how to implement authentication for wired and wireless users. This 
includes step-by-step guided configuration of 802.1X, Sentry-based access, and 
MAC Authentication Bypass (MAB). The second major topic discusses those  
network-based security features available on Meraki MS and MR devices. This 
includes the implementation of firewalling, Layer 2 switching features such as port 
isolation, as well as group policies and adaptive policies.

■■ Chapter 9, Meraki MX and WAN Security: Encryption is vital for protecting the 
confidentiality and integrity of data over public networks. This chapter shows how 
various VPN types—client VPN, Sentry VPN, AnyConnect VPN, and site-to-
site VPN (Auto VPN)—can be implemented using Meraki MX. This chapter also 
introduces Meraki virtual MX (vMX), stepping through how to extend your secure 
Meraki SD-WAN into public cloud. This includes a step-by-step guide to setting up 
Meraki vMX in Amazon Web Services (AWS).
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■■ Chapter 10, Securing User Traffic: This chapter discusses the various ways admin-
istrators can secure Internet traffic both natively and using the recently released 
Secure Connect. This includes such features as URL filtering, IDS/IPS, content  
filtering, Advanced Malware Protection (AMP), and much more. Secure Connect is 
a must-have solution bringing advanced functionality that will be new for a lot of 
readers. Of particular interest are the Cloud Access Security Broker (CASB) and Data 
Loss Prevention (DLP) capabilities. This chapter shows how, using these capabili-
ties, administrators can reduce the risk of sensitive data leaving their organization 
via webmail, email attachments, file uploads, and via generative AI platforms like 
ChatGPT.

■■ Chapter 11, Securing End-User Devices: Meraki Systems Manager, Meraki’s own 
mobile device management (MDM) solution, helps organizations manage corpo-
rate devices in line with industry best practices. This chapter shows how Systems 
Manager provides an important role through enabling organizations to take advan-
tage of Sentry-based policies for 802.1X on wired and wireless. You also learn  
how to apply your own profiles to managed devices, simplifying the deployment of 
wireless and VPN access.

■■ Chapter 12, Physical Security: This chapter focuses on the capabilities of Meraki’s 
MV smart camera solution, covering all the topics relevant for monitoring the physi-
cal environment, such as a data center. This chapter addresses important topics like 
privacy, before delving into video walls, motion alerts, motion search, and other 
capabilities required by today’s security operation centers.

■■ Appendix A, Comparison of Common Security Standards and Framework 
Requirements: This book has been created to help you understand today’s IT securi-
ty requirements and how to meet them using Cisco Meraki. This appendix shows the 
mapping between IT security requirements, security standards, and where each topic 
is addressed in this book. This helpful resource enables you to visualize the breadth, 
commonality, and key themes across industry best practices. 
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In this chapter, you learn the following:

 ■ The organizational hierarchy and the built-in access levels available in Meraki 
Dashboard

 ■ The various roles available in Meraki Dashboard

 ■ How to configure role-based access control (RBAC) within Meraki Dashboard to 
adhere to the principle of least privilege

The principle of least privilege and role-based access control (RBAC) are key themes 
across industry best practices. RBAC is an essential feature that enables you to assign 
appropriate access rights to users based on their roles and responsibilities. Practical use 
cases for differentiated administrative roles include the following:

 ■ Providing help-desk staff with limited access to Dashboard to be able to collect vital 
troubleshooting information, thereby enabling incidents to be resolved faster.

 ■ Providing CCTV operators with the access they need to view and edit footage, while 
limiting access to network settings.

 ■ Assigning limited read-write access for junior administrators. Having fewer admins 
with full access at the organizational level reduces the likelihood of mistakes that 
can have a wide-ranging impact.

Meraki Dashboard incorporates RBAC, providing a built-in way to precisely control 
administrative access to specific parts of the Meraki organization. In addition to the 
built-in roles, you can create distinct and granular roles if required. 

Role-Based Access Control 
(RBAC)

Chapter 4
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Meraki Dashboard’s Administration Hierarchy
Meraki Dashboard administrator privileges are controlled at the organization and  
network levels:

 ■ Organization administrators have visibility of the organization and all its networks. 
Organizational admins do not necessarily have the highest permissions. Access can 
be restricted; for example, it is possible to have an organizational administrator with 
only read-only access.

 ■ Network administrators have visibility of individual networks. Network administra-
tors can have complete or limited control over these networks but do not have access 
to organization-level information (licensing, device inventory, and so on) unless 
granted such access at the organization level.

The privileges grant control over what a user can see and do in Meraki Dashboard. 
Permissions granted at the organization level cannot be reduced at the network level.  
If required, a user can have access to multiple networks and multiple organizations.  
We cover how to assign access to multiple networks later in the section titled “Assigning 
Permissions Using Network Tags.”

For more information on the Meraki Dashboard’s hierarchical structure, see https:// 
documentation.meraki.com/General_Administration/Organizations_and_Networks/
Meraki_Dashboard_Organizational_Structure.

Administrator Access Levels for Dashboard 
Organizations and Networks

Three levels of administrative access are available at the organization level:

 ■ None: Users will have no access to the organization, meaning they cannot perform 
any actions or view any configurations at the organization level. They may, however, 
still have privileges assigned at the network level.

 ■ Read-Only: Users with read-only access can view the Dashboard configurations 
for the organization but cannot make any changes. This includes the ability to view 
video footage if the organization has cameras. Be aware that administrators may still 
have privileges assigned at the network level.

 ■ Full: Users with full access have access to all parts of Dashboard (including cameras), 
can make configuration changes, and can even delete the organization. This access 
level should be limited to suitably qualified and trusted personnel.

Four additional levels of access are available when configuring privileges at the network 
level:

 ■ Full: This level grants full access to the target network, including the ability to view 
all of the Dashboard and change any configuration settings (see Figure 4-1).

https://documentation.meraki.com/General_Administration/Organizations_and_Networks/Meraki_Dashboard_Organizational_Structure
https://documentation.meraki.com/General_Administration/Organizations_and_Networks/Meraki_Dashboard_Organizational_Structure
https://documentation.meraki.com/General_Administration/Organizations_and_Networks/Meraki_Dashboard_Organizational_Structure
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Figure 4-1 An Example of an Administrator Configured as a Network-Only Admin

 ■ Read-Only: With this level, users can view all configurations in the target network 
but are restricted from making any modifications.

 ■ Monitor-Only: Administrators with this access level can view a dedicated monitor 
page in the Dashboard but cannot make any changes. Users with this access level 
can monitor and analyze network performance metrics, troubleshoot issues, and gain 
insights into the network’s health and performance.

 ■ Guest Ambassador: This level of access is intended for managing user access to 
Wi-Fi or client VPN access. The most common use case for this role is a hotel 
receptionist or lobby ambassador needing to provide temporary (time-bound) Wi-Fi 
access for guests and visitors. Staff with this access level can manage guest users, 
granting or revoking access as needed. When logging in, the Guest Ambassador 
user is presented with a purpose-built user management portal. It allows them to 
efficiently manage guest user accounts without having access to other parts of the 
Dashboard.

Note You cannot assign full access to a user at the organization level and then assign 
only read-only permissions at the network level. Dashboard will give you a warning if you 
try to do this. If you want to create some network-focused admin users, you can grant 
read-only or no access (none) at the organization level and then the desired access at the 
network level.
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Tip For more information on managing Dashboard administrators and permissions, check 
out https://documentation.meraki.com/General_Administration/Managing_Dashboard_
Access/Managing_Dashboard_Administrators_and_Permissions. Alternatively, search for 
“Managing Dashboard Administrators and Permissions” using Search Dashboard in the top 
right of Meraki Dashboard.

Assigning Permissions Using Network Tags
If you’re not using configuration templates, then here’s a handy little tip that will save 
you a ton of time when it comes to administering admin users. Because you will have a 
network for every location, grouping them together in a logical way will make assigning 
administrative rights far easier. In Dashboard, group networks by assigning them a com-
mon tag. Then, when granting access to administrators, select only the tag name rather 
than all the individual network names. Tagged networks appear with the prefix Tag: in 
the Target list on the Organization Administrators page.

Follow these steps to tag your networks and assign administrator access using them:

Step 1. Log in to Meraki Dashboard (https://dashboard.meraki.com).

Step 2. Navigate to Organization > Overview (under Monitor), as demonstrated in 
Figure 4-2.

Figure 4-2 Navigating to the Organization Overview Page

https://documentation.meraki.com/General_Administration/Managing_Dashboard_Access/Managing_Dashboard_Administrators_and_Permissions
https://documentation.meraki.com/General_Administration/Managing_Dashboard_Access/Managing_Dashboard_Administrators_and_Permissions
https://dashboard.meraki.com
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Step 3. Select the check box or boxes next to the network(s) you want to tag, as  
demonstrated in Figure 4-3.

Figure 4-3 The Organization Overview Page

Step 4. Click Tag and then enter the tag name you would like to create. In the case 
illustrated in Figure 4-4, we used the tag Stores. Click Add. The Add button 
will change to Updating, then quickly turn green, then change to Updated, 
before changing back to Add.

Figure 4-4 Creating New Network Tags

You can now see the tag next to the network name selected previously,  
confirming that the changes have been applied, as demonstrated in Figure 4-5.

Figure 4-5 Confirming Networks Are Now Tagged

Step 5. When updating organization administrator privileges (Organization > 
Administrators), you can now see the Stores group created with the prefix 
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Tag: in the Target list, as demonstrated in Figure 4-6. From here, just assign 
access the same way you would to a regular network, by choosing the access 
level from the Access drop-down menu and clicking Update Admin.

Figure 4-6 Assigning Administrator Access to a Group Using Tags

Port-Level Permissions
In Meraki Dashboard it is possible to provision read-only administrator accounts with 
read-write access to selected switchports. In traditional networks, doing this wasn’t easy, 
so we avoided it. However, now that the capability exists, some immediate use cases 
come to mind:

 ■ Labs, teaching environments, dormitories, and the like. If you have any such environ-
ments in your network, you can now provide limited admin access to staff or stu-
dents without having to provide them with admin access to the rest of the network. 
With the access locked down, if required, you could continue to serve regular users 
off the remaining ports.

 ■ Multitenanted environments like airports or shopping centers. In a multitenanted 
environment where you’re responsible for providing network connectivity to busi-
nesses inside your premises, you could provide tenants with admin access to the 
ports serving just their premises. Because the control is down to the port level, 
potentially you could now share switches between tenants where you previously had 
provided a switch per tenant, reducing costs.
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Follow these steps to tag your ports and configure roles with port-level permissions:

Step 1. Log in to Meraki Dashboard (https://dashboard.meraki.com).

Step 2. Navigate to Switching > Switch Ports (under Monitor), as demonstrated in 
Figure 4-7.

Figure 4-7 Navigating to the Switch Ports Page

Step 3. Select the ports that you want to tag using the check box next to their name, 
as demonstrated in Figure 4-8.

Figure 4-8 Selecting Ports to Tag

Step 4. Click the Tags drop-down menu and enter the name for a new tag or select an 
existing tag. In the example in Figure 4-9, we added the tag Lab. Click Add to 
confirm the changes.

If you have the Tags column enabled (click the spanner symbol on the far-
right column name to customize the columns displayed), you see the new tag 
associated with these ports, as demonstrated in Figure 4-10.

Step 5. Navigate to Network-wide > Administration to open the Network adminis-
tration page, as demonstrated in Figure 4-11.

Step 6. Scroll down to the Port Management Privileges section and click Add a Port 
Management Privilege.

The privilege name is displayed in the Access drop-down menu when this role 
is assigned to administrators, as demonstrated in Figure 4-12. Enter a privilege 
name that makes sense for your use case; then select the port tags that apply.

https://dashboard.meraki.com
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Figure 4-9 Creating Port Tags

Figure 4-10 Showing Port Tags on the Switch Port Page

Figure 4-11 Navigating to the Network Administration Page
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Figure 4-12 Creating a Port Management Role

Step 7. Decide whether this role should be able to do packet captures on these ports 
(the default is Allowed), as demonstrated in Figure 4-13, and then click Save 
in the bottom-right corner. A message at the top of the screen confirms that 
the changes have been saved.

Figure 4-13 Selecting Packet Capture Permissions

Step 8. Navigate to Organization > Administrators to open the Organization admin-
istrators page, as demonstrated in Figure 4-14.

Figure 4-14 Navigating to the Organization Administrators Page
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Step 9. Click the name or email address of an existing administrator that you want to 
modify (or create a new one), as demonstrated in Figure 4-15.

Figure 4-15 The Organization Administrators Page (Port-Based Permissions)

Step 10. Set the Organization access to Read-only or None and then select the target 
network. At the time of writing, the target network cannot be a tagged group 
of networks—that is, one starting with Tag:. In Figure 4-16, you can now 
select the Lab admins role created in the Access drop-down menu.

Figure 4-16 Assigning Port-Level Permissions on the Organization Administrators Page

Step 11. Click Update Admin to save the changes.

Perform the following steps to verify that these changes are now in effect:

Step 1. Log in to Meraki Dashboard as the user that was just configured. In the exam-
ple in Figure 4-17, this is the user John Smith. You can see on the network-
wide administrators page (Network-wide > Administrators) that this user is 
configured with the Lab admins privileges. Note how the X is missing under 
the Actions column, confirming the user has read-only access.
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Figure 4-17 A Network Admin with Lab Admin Privileges

Step 2. Navigate to the switch ports page (Switching > Switch Ports). Here, the Tags 
column is enabled to make it clear which ports you have access to. Select those 
port(s) with the tag to which this user has read-write permissions; then click Edit. 
In this example, the lab admin has selected port 1/9, as shown in Figure 4-18.

Figure 4-18 A Lab Admin Selecting Switch Ports to Modify

Step 3. On the update port page, as shown in Figure 4-19, change the port status to 
Enabled and click Update.

Figure 4-19 A Lab Admin Enabling a Disabled Port
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Thanks to port-level permissions, you have successfully enabled this port, 
despite only having read-only access to the rest of the network (see  
Figure 4-20). If you try to make changes to another port that is not tagged 
correctly, you will receive an error, as demonstrated in Figure 4-21.

Figure 4-20 Verifying That the Lab Admin Was Able to Enable a Port

Figure 4-21 Verifying That the Lab Admin Is Not Able to Edit Other Ports
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Role-Based Access Control for Camera-Only 
Administrators

The Meraki platform features multiple product lines including smart cameras (the MV 
series) and sensors (the MT series), creating a need for additional admin roles beyond the 
traditional network admins.

Camera-only roles are intentionally limited to camera-related functions. When correctly 
configured, local camera-only administrators can log in to both Meraki Dashboard and 
Meraki Vision. The Meraki Vision portal is a purpose-built CCTV portal designed for 
staff who need to monitor CCTV footage. Meraki Vision portal has none of the other 
features of Meraki Dashboard. In Meraki Dashboard, camera-only administrator access is 
limited to read-only access to the cameras page (other menu items are hidden), as demon-
strated in Figure 4-22.

Figure 4-22 A Camera-Only Admin’s Limited View of Meraki Dashboard

In either portal, camera-only admins cannot make changes to camera settings such as 
focus, zoom, or aperture, nor can they create video walls or access the network tab of 
cameras. A camera-only admin’s access is therefore limited to performing only what is 
allowed by the following camera roles (see Figure 4-23):

 ■ No Access: These admins do not have access to any cameras.

 ■ View Live Footage: Admins with this level of access can watch live footage on a 
single camera or video wall.
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 ■ View Any Footage: Admins with this level of access can watch live and historical 
footage on a single camera or video wall.

 ■ View and Export Any Footage: Admins with this level of access can watch all  
footage and manage video exports.

Figure 4-23 Camera Roles for Local Administrators at the Network Level

Local camera-only administrators can be configured at the organization or network level. 
Organization-wide camera admins are configured on the Organization administrators 
page (Organization > Administration). Privileges at the organization level must be set to 
None; otherwise, these privileges will override the camera privileges, giving users more 
access than intended.

Camera-only users should be configured in a purposeful way to limit their scope to what 
is required. You can configure the local camera-only users as outlined in Table 4-1 and 
Figure 4-24 to suit their job requirements.

Table 4-1 How to Configure Camera-Only Users to Suit Their Access Requirements

Access Required How to Configure

The same level of 
access to all cameras  
in the organization

Configure the user’s administrator access as follows:

 ■ Organization Access to None.

 ■ Target to All Cameras in This Organization.

 ■ Access to the highest necessary, such as View and export all footage.

Differentiated levels  
of access to cameras  
in the organization

Configure the user’s administrator access as follows:

 ■ Organization Access to None.

 ■ Target to All Cameras in This Organization.

 ■ Access to the lowest access the user requires, such as View live 
footage.

 ■ On the network-wide administrators page (Network-wide > 
Administration), specify those cameras to which this user needs 
a higher level of access. For camera-only networks, you will also 
find this page under Cameras > General (under Configure) > 
Camera and Sensor Only Admins).
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Access Required How to Configure

Access to only certain 
cameras

The best way to restrict access within the same organization is to 
group the cameras into different networks. For example, create a 
camera-only network for common area devices and another for  
cameras in restricted or sensitive areas. Then configure the  
administrator’s access as follows:

 ■ Organization Access to None.

 ■ Target to the appropriate network containing the cameras you 
want to allow access to.

 ■ Access to the lowest access the user requires, such as View live 
footage.

No access to any  
cameras while retaining 
access to Dashboard

The best way to configure this access would be to have all the  
cameras in their own organization, with another organization for 
all other devices, such as switches and access points. Only camera 
administrators would be given access to the camera organization.  
In this case, you would have two completely standalone instances 
of Meraki Dashboard, with neither team having any visibility of the 
other environment. 

Figure 4-24 An Example of an Administrator Configured as a Camera-Only Admin

We cover more details on this topic in Chapter 12, “Physical Security.”
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Role-Based Access Control for Sensor-Only 
Administrators

Sensor-only administrators are admin accounts that have access to sensor devices and 
nothing else in Dashboard. Three additional roles apply to sensor-only admins, as illus-
trated in Figure 4-25:

 ■ No Access: These users do not have access to any sensors.

 ■ Read-Only Sensor Access: Admins with this level of access can read sensor readings 
and configurations but not make any changes.

 ■ Full Sensor Access: Admins with this level of access can both monitor and edit  
sensor readings and configurations.

Figure 4-25 Sensor Roles for Local Administrators at the Network Level

At the time of writing, access control for sensors is still undergoing heavy development. 
It is important to note the following:

 ■ Sensors connect via a gateway; both the gateway and the sensor need to be in the 
same network. This means you can’t have a true sensor-only network.

 ■ There is no equivalent to All Cameras in This Organization for sensors. This would 
be an elegant solution, so do not be surprised to see it added in the future.

 ■ It is not possible to select a subset of sensors on the network-wide administration 
page.

It is important to remember that sensors are used to collect data such as temperature, 
air quality, and moisture readings, none of which is personally identifiable information. 
Nevertheless, to create a local sensor-only user (this user will have the same level of 
access for all sensors in the organization), configure their administrator profile as follows 
(Organization > Administration):

 ■ Organization Access to None

 ■ Target to the network containing the sensors and their gateways

 ■ Access to the highest access the user requires, such as full access
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When single sign-on is configured, permissions for camera and sensor admins can also  
be assigned using Security Assertion Markup Language (SAML). The organization-wide 
roles used by single sign-on can be defined in Dashboard by navigating to Organization >  
Camera and Sensor Roles. The permissions mapping is done at time of login, and the 
admin user is mapped to one of these locally configured roles. It is recommended to use 
single sign-on for medium to large organizations or where administrators require differenti-
ated access. Configuring single sign-on using SAML is explained in detail in Chapter 5, 
“Securing Administrator Access to Meraki Dashboard.”

For more information on role-based access for cameras and sensors using SAML, see 
https://documentation.meraki.com/MT/MT_General_Articles/Camera_and_sensor-only_
admin_(IoT_Admin).

Role-Based Access Control Using Systems Manager 
Limited Access Roles

There are additional roles known as limited access roles when using Meraki Systems 
Manager for mobile device management (MDM). Limited access roles allow you to create 
roles that have defined privileges, for a defined scope of Systems Manager devices. These 
roles apply only to System Manager commands such as rebooting devices, requesting 
device check-in, and pushing out notifications. These commands are targeted at managed 
end-user devices such as phones, tablets, and computers. Here are some examples of use 
cases where this functionality could come in handy:

 ■ A trainer wants to reboot all classroom devices at the end of a lesson.

 ■ A store manager wants all devices in the store to check in at the start of the day  
(to verify they are functioning and that none have gone missing).

 ■ You may have administrators responsible for end-user technology whom you want to 
give limited access to Meraki Dashboard. You could create a role that provides full 
access to Systems Manager, while limiting their access to the rest of Dashboard.

Limited access roles remain hidden in Meraki Dashboard until all three of these prerequi-
sites are met:

 ■ At least one Systems Manager Agent license has been added.

 ■ A Systems Manager Network has been created.

 ■ At least one device has been enrolled.

Once the prerequisites are in place, follow these steps to tag your Systems Manager 
devices and configure limited access roles:

Step 1. Log in to Meraki Dashboard (https://dashboard.meraki.com).

Step 2. If you want to use the built-in tags such as IOS devices or Android devices, 
you can go straight to Step 5. To use custom tags, navigate to Systems 
Manager > Devices, as demonstrated in Figure 4-26.

https://documentation.meraki.com/MT/MT_General_Articles/Camera_and_sensor-only_admin_(IoT_Admin)
https://documentation.meraki.com/MT/MT_General_Articles/Camera_and_sensor-only_admin_(IoT_Admin)
https://dashboard.meraki.com
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Figure 4-26 Navigating to the Systems Manager Devices Page

Step 3. Select the devices you want to tag, as shown in Figure 4-27, and then click the 
Tag drop-down menu.

Figure 4-27 Selecting Systems Manager Devices to Tag

Step 4. Input the tag name in the Add: text input box and click Add. In the example 
in Figure 4-28, we created a tag called Store_device to identify all the devices 
that are used in retail store locations.

Figure 4-28 Creating a System Manager Tag and Adding It to Our Device(s)
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Step 5. Now create the limited access role by first navigating to Systems Manager > 
General (under Configure) for a standalone Systems Manager (SM) network 
or Network-wide > Administration (under Configure) in a combined network. 
Scroll down to Limited Access Roles (see Figure 4-29).

Figure 4-29 Limited Access Roles on the Network-Wide Administration Page

Step 6. Click Add a New Limited Access Role.

Enter a name for this role in the text input box under Role Name. Then set the 
appropriate scope. In the example shown in Figure 4-30, we created a role for 
a store manager with a scope of With ANY of the Following Tags.

Figure 4-30 Entering Name and Scope to Create a Limited Access Role

Step 7. Select the tags that identify the devices that this admin should have access to. 
In the example in Figure 4-31, we selected the Store_device tag. Click Save in 
the bottom-right corner.

Figure 4-31 Selecting the Tag(s) to Create a Limited Access Role
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The Limited Access Roles section should now look like the screen in  
Figure 4-32. A banner at the top of the page confirms that the changes have 
been saved (not shown here).

Figure 4-32 A Completed Limited Access Role

Step 8. Navigate to the Organization administrators page (Organization > 
Administrators), as demonstrated in Figure 4-33.

Figure 4-33 Navigating to the Organization Administrators Page

Step 9. From page shown in Figure 4-34, click the name or email address of an  
existing administrator that you want to modify (or create a new one).

Figure 4-34 The Organization Administrators Page
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Step 10. In the dialog box shown in Figure 4-35, set the Organization access to 
None. Set the Target to the network containing the Systems Manager  
devices, and under Access, choose the name of the role you have just  
created. Here, we chose the Store Manager role. Finish by clicking  
Update Admin.

Figure 4-35 An Example of an Administrator Configured in a Limited Access Role

Step 11. You now return to the Organization administrators page. Click Save Changes 
for the changes to be applied.

Perform the following steps to verify that the changes are in effect:

Step 1. Log in as the user with the limited access role. Navigate to Systems  
Manager > Devices. Note the limited view of Dashboard that this user has,  
as demonstrated in Figure 4-36.
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Figure 4-36 Navigating to the Systems Manager Devices Page (Limited Access Role)

Step 2. Test that the privileges for this new limited access role are working as intend-
ed by requesting a device check-in. Before starting, to make it possible to 
determine the check-in time, enable the columns for Tags and Last Check-in 
(MDM) by clicking the settings (or sprocket) icon on the far right. Once this 
is done, the Device List page should look like Figure 4-37 with the additional 
columns showing. In this example, you can see that the last check-in time for 
this device was 7:37 a.m.

Figure 4-37 Confirming the Most Recent Check-In Date/Time

Step 3. Check the box on the row for the device(s) you want to check in and select 
Request Check-in from the Command drop-down menu, as demonstrated in 
Figure 4-38.

Step 4. Click Confirm on the pop-up window, as shown in Figure 4-39. You see the 
Devices List page again with confirmation that the check-in request has been 
sent, as demonstrated in Figure 4-40.

You can now see that this device has successfully completed check-in, with a 
new check-in time of 7:54 a.m., as demonstrated in Figure 4-41.
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Figure 4-38 Requesting a Device Check-In with Systems Manager

Figure 4-39 Confirming the Check-In Request

If you would like to know more about limited access roles, please check out https:// 
documentation.meraki.com/SM/Other_Topics/Limited_Access_Roles. For more  
information on Meraki Systems Manager, refer to Chapter 11, “Securing End-User 
Devices.”

http://documentation.meraki.com/SM/Other_Topics/Limited_Access_Roles
http://documentation.meraki.com/SM/Other_Topics/Limited_Access_Roles
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Figure 4-40 Systems Manager Devices Page After Check-In Request Sent

Figure 4-41 Successful Check-In with Updated Time

Summary
Role-based access control (RBAC) is a key requirement of modern security standards.  
In this chapter, we detailed the steps to configure RBAC to adhere to the principle of 
least privilege. This included learning how to configure user access at the organization 
and network levels within the Dashboard hierarchy. We also explained how special roles 
can be created for specific use cases. This included creating roles with control over  
specific ports, camera-only and sensor-only admins, as well as the creation of limited 
access roles for Systems Manager admins.
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passcode, 697–700
password, 16

age, 68–70, 160
reuse, 70–72, 160
strong, 72–74, 160

Restrictions, 700–702
security

IP whitelisting, 161–162
restricting concurrent logins, 

162
Sentry, 446–449
set, 398–403, 430–436

creating for AnyConnect VPN 
in Cisco ISE, 337–342

creating for wired and  
wireless 802.1X in Cisco ISE, 
300–304

Systems Manager, 677, 678–679
web, 631, 638–639, 655–656
wired access control, 439–443
wireless access control, 436–439

polling, 227, 234, 235, 236–240
port isolation, 368–370
port security, 362

Dynamic ARP Inspection, 373–376
MAC allow lists, 362
port isolation, 368–370
SecurePort, 370–373
sticky MAC allow lists, 366–368

port-level permissions, 42–48
principle of least privilege, 15, 37, 60
privacy, 23
privileges

network-level, 38–39
organization-level, 38

PyCharm, setup, 228–233
Python, script, 232–233

Q-R
RADIUS

attributes, 452–459
configuring for AnyConnect VPN 

with Duo MFA, 315–317
configuring for wired and wireless 

802.1X, 295
configuring using Cisco ISE, Cisco 

Duo, and Microsoft Active 
Directory, 276–277,    277–279

confirming functionality for wired 
802.1X, 312–315

confirming functionality on wireless, 
308–312

organization-wide, 295–300
RBAC (role-based access control), 37, 

60
camera-only administrators, 49–51
limited access roles, 53–59
sensor-only administrators, 52–53

read-only access, 38, 39
Real-Time Rules, 657–662. See also 

DLP (Data Loss Prevention)



770 recovering from account lockout

recovering from account lockout, 
97–98

registry, VPN, 494
remote-access VPN, 507

AnyConnect, 519–520
configuring, 520–524
verifying functionality,  

524–529
Client VPN, 508

configuring, 508–510
restricting traffic, 529–531
testing, 510–514

Sentry VPN, 514–515
configuring, 515–517
verifying functionality,  

517–519
reports, 679–681
resiliency, data center, 26
Restrictions policy, 700–702
right to be forgotten, 23
Robertson, Hans, 3
rogue DHCP server detection,  

376–379
Romanski, Hilton, 5
Roofnet, 1–3
routing protocol, SrcRR, 2–3
RTSP (Real-Time Streaming Protocol), 

716
rules, firewall, 504, 559, 560–562. 

See also Layer 3 firewall; Layer 7 
firewall

S
SaaS (Software as a Service), 505
SAML SSO (single sign-on), 53, 98. 

See also SSO (single sign-on)

configure using Cisco Duo and 
Microsoft Entra ID, 102,  
123–140
directory sync, 112–123
prerequisites, 103–112

design, 99–102
IdP-initiated, 140–145, 148–155
login flow, 99–100
SP-initiated, 146–148, 154–159
use cases, 98

SAML-based authentication
configuring, 264–273
verifying configuration, 273–276

SASE (Secure Access Service Edge), 
557

script, Python, 232–233
SDL (Secure Development Lifecycle), 

27, 30
secure boot, 29
SecurePort, 370–373
security, 13. See also authentication

ACLs (access control lists), config-
uring on Meraki MS switches, 
354–357

administrative access
network-level, 38–39
organization-level, 38

alerts, 210–212, 679–681
dismissing, 212
webhooks, 213–222

authentication, 257–259
Meraki Cloud, 260–264
multifactor, 81–97
SAML-based, 264–273

controls, 16
data, 24–26
data center, 26
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DLP (Data Loss Prevention),  
657–665

DNS, 606–608
encryption, 493–494

AES256, 24
disk, 700–701

firewall. See firewall
hardening Meraki MR and MS  

devices, 379–382
industry standards, 13–14
information, 26–27
IP whitelisting, 79–81, 161–162
privacy, 23
reports, 681
restricting concurrent logins, 162
rogue DHCP server detection,  

376–379
shared responsibility model, 32
supply chain, 28–29
switch port, 362

Dynamic ARP Inspection, 
373–376

MAC allow lists, 362
port isolation, 368–370
SecurePort, 370–373
sticky MAC allow lists,  

366–368
as a team sport, 15
trust, 22–23
WPA3, 487
Zero Trust, 15, 257, 382

Security Center, 209–210
self-installation kits, Roofnet, 2
sensor

alerts, 724
door, 725
gateway, 52

-only administrators, role-based 
access control, 52–53

Sensor Sight, 724–727
Sentry LAN, 419

configuring, 419–423
verifying functionality, 422–426

Sentry policy, 446–449
Sentry VPN, 514–515

configuring, 515–517
verifying functionality, 517–519

Sentry Wi-Fi
configuring, 416–417
verifying functionality, 417–419

separation of user and traffic 
management, 20–21

Sequoia Capital, 3
server

DHCP, rogue, 376–379
POS, 483

Service Graph Connector, 241
ServiceNow, 241–245
session timeout, Dashboard, 77–79
setup, PyCharm, 228–233
SGTs (security group tags), 459–460

assigning
client laptop, 480–481
POS server, 483
POS terminal, 480–482
to SSIDs, 472
to switch ports, 473–475
using Cisco ISE, 475–476

creating, 466
creating in Cisco ISE, 469–472
propagation, 461

on Meraki MS switches,  
461–463
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on Meraki MX security  
appliances, 463–465

shared responsibility model, 32
single sign-on, 53
site-to-site VPN, 494–495

hub and spoke, 495
Meraki MX security appliances, 

495–496
using non-Meraki devices, 499–505
verifying functionality, 496–499

sizing, vMX (Virtual MX), 531–532
SMS, MFA (multifactor 

authentication), configuring, 91–95
SNMP, 235–236

polling, 234, 235, 236–240
traps, 224–227, 234
versions, 234

snmpget command, 237
snmpwalk tool, 239–240
SnortML, 581
Soderbery, Rob, 4–5, 6
software, inventory, 248–249
software trust model, 30–31. See also 

hardware trust model
SP-initiated SAML SSO, 146–148, 

154–159
split tunneling, 523
Splunk

add-on, configuring, 182–187
logs, importing, 181–189
verifying integration, 188–189

SrcRR, 2–3
SSL decryption, 604
standards, 13–14, 16

customer data, 14
data center, 26
healthcare, 14

key themes, 15–16
payment, 14
privacy, 23

sticky MAC allow lists, 366–368
storage, log, 171–172
strong passwords, 72–74, 160
SUDI (Secure Unique Device 

Identifier), 29
supervised devices, 700
supply chain security, 28–29
SWG (Secure Web Gateway),  

622–629
switches, 4
synthetic tests, 505–506
syslog, 190–192, 196

T
tags

network, 40–42
port, 42–48
Systems Manager device, 53–59

TAM (trust anchor module), 29
templates, configuration, 249–251
temporary accounts, automatically 

disabling, 165
test/ing

adaptive policy, 483–485
Client VPN, 510–514
penetration, 16, 27
ping, 562–563
software release, 30–31
synthetic, 505–506
wireless 802.1X with EAP-TLS, 

411–415
third-party service providers, 25
ThousandEyes, 505
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dashboard, 505–506
Internet Insights, 505–506
Internet Outages page, 505–506
synthetic tests, 505–506

threat protection
AMP (Advanced Malware Protection)

configuring on Meraki MX 
security appliances, 577–578

verifying functionality, 578–
580

IDS/IPS, 580–581
timestamps, log, 171
tools, snmpwalk, 239–240
topology diagrams, 252–253
TPAT Tier III accreditation, 28–29
Traffic Analytics Page, 566–567
trust, 22–23

U
unique user IDs, 62
updates

Meraki device, 30
operating system, pushing to devices, 

711
upgrades, software, 31
URL filtering

configuring on Meraki MX security 
appliances, 570–571

destination lists, 622–629
user account

API key, creating, 175–180
automatic disable, 163–165
creating in Active Directory,  

281–285
inactive, automatic disable, 162–163
lockout, 74–77, 97–98

restricting concurrent logins, 162
temporary, automatic disable, 165

user IDs, 62

V
video

monitoring
using Meraki Display app, 717
via the Meraki Dashboard, 717
via the Meraki Vision Portal, 

717
motion search, 721–724
-specific privacy controls, 716
walls, 717, 718

visibility, Internet, 505. See also 
ThousandEyes

vMX (Virtual MX), 493, 531
deploying in AWS, 533

configuring the default VPC in 
AWS, 536–541

creating a new vMX network in 
Meraki Dashboard, 533–535

deploying vMX from the AWS 
Marketplace, 541–552

viewing the new vMX in 
Meraki Dashboard, 552

feature support, 532–533
sizing, 531–532

VPN
registry, 494
remote-access, 507

AnyConnect, 519–529
Client VPN, 508–514, 529–531
Sentry VPN, 514–519

site-to-site, 494–495
hub and spoke, 495



774 VPN

Meraki MX security  
appliances, 495–496

using non-Meraki devices, 
499–505

verifying functionality,  
496–499

vulnerability scan, 27, 30

W
web policy, 631, 638–639, 655–656
webhooks, 213–222
Wi-Fi, 3. See also Sentry Wi-Fi
wireless

802.1X

configuring with PEAP,  
383–388

testing with EAP-TLS, 411–415
access point, 1
best path, 2–3

workplace safety, 715–716
WPA3, 487

X-Y-Z
XDR (extended detection and 

response), 192–193
Z series teleworker gateways, 493
Zero Trust, 15, 257, 353, 382
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