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A Note from the Authors

We thought it would be fun to gather “praise” from an unexpected “key 
stakeholder”—AI. We’ve compiled some “praise” quotes from ChatGPT, 

Gemini, and Claude 3.5 via MultAI.eu. We didn’t share the entire book with 
these AI systems. Instead, we simply provided the book title and chapter 
names to generate these praise quotes. Imagine how effusive they would 

have been if we had given them the whole book!

Praise from ChatGPT:
“�Reading Engineering AI Systems: Architecture and DevOps Essentials is like get-

ting a PhD in AI, but with fewer sleepless nights. It covers everything from 
AI’s humble beginnings to its ambitious future, and as your friendly AI assis-
tant, I can confidently say it’s the only book where even I felt smarter by the 
end. It’s a masterclass in making complex topics relatable. And let’s be honest, 
I’d have written a book too, if only I could hold a pen! 😅”

Praise from Gemini:
“�Engineering AI Systems: Architecture and DevOps Essentials is a must-read for 
anyone looking to build and maintain robust, scalable, and ethical AI systems. 
The book provides a comprehensive overview of the field, covering everything 
from foundational concepts to real-world case studies. Its practical approach 
and clear explanations make it an invaluable resource for both seasoned pro-
fessionals and newcomers to AI engineering.”

Praise from Claude 3.5 via MultAI.eu:
“�Finally, a book that doesn’t just focus on the AI ‘magic’ but also on the crucial 
‘plumbing’ that keeps the whole system from flooding! Engineering AI Systems 
is the Swiss Army knife for tech professionals looking to build robust AI sys-
tems that won’t go rogue or fall apart at the seams. Whether you’re a seasoned 
engineer or an AI newbie, this book will have you architecting AI solutions 
like a pro—and maybe even understanding what the AI is muttering about in 
its sleep.”
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Preface

You are the technical lead of the next generation of your organization’s 
flagship system and you just came out of a strategy meeting. “The system must 
be artificial intelligence (AI) based” was a clear message from that meeting. 
Additionally, someone suggested that it be based on a foundation model (FM).

You were already uncomfortable with the responsibility of being technical 
lead for the next-gen version. Building software systems that do not rely on AI 
is already difficult. Now you are being asked to add a technology with which 
you are unfamiliar. Not to worry—this book is for you. We have three chapters 
that deal with AI techniques and one specifically on FMs.

Your next thought is that you should add someone to the team who is 
familiar with AI and FMs. Where do you find someone who knows both AI and 
the software engineering processes your team uses? Not to worry, this book is 
for them as well. We discuss software architecture, DevOps, and the develop-
ment life cycle.

We wrote this book to help you whether you know about AI or software 
engineering. We take the approach that engineering an AI system is an exten-
sion of engineering a non-AI system, albeit with some special characteristics. 
That is, it involves using modern software engineering techniques and integrat-
ing them with the development of an AI model trained with an appropriate set 
of data. When exploring the evolution of this field, we highlight new technolo-
gies such as FMs. 

Each chapter ends with a set of discussion questions so that you and your 
colleagues can further discuss the issues raised by the chapters and ensure 
that you all are on the same page. One of the problems with multidisciplinary 
teams is vocabulary. Words may have different meanings depending on your 
background. Discussing each chapter with your colleagues will also help you 
resolve differences and agree on the meanings of words.



xiv Preface

We suggest that there are three contributors to the building of high-
quality systems: (1) the software architecture; (2) the processes used for 
building, testing, deployment, and operations (DevOps); and (3) high-qual-
ity AI models and the data on which they depend. All three areas have been 
evolving over the last 20-plus years. Their evolution has, for the most part, 
been carried out by communities that are largely independent of each other, 
that all have their own approaches to constructing a high-quality system, and 
that emphasize different aspects of a quality system. These differences are 
manifested in different emphases on factors of quality. For example, software 
engineers interpret performance primarily as efficiency, AI specialists inter-
pret performance as primarily the accuracy of results, and DevOps special-
ists interpret performance as the speed with which a system moves through 
the deployment pipeline.

As we said, we expect different readers to have different backgrounds. 
Some material in this book will be familiar to some readers, but not to 
others. Thus, we do not expect all readers to read this book from cover to 
cover. Instead, we expect you to skim over the material with which you 
are familiar. To facilitate this, each chapter ends with a summary that can 
be quickly scanned to determine whether there is some area you need to 
brush up on.

Building quality systems depends on understanding the nature of qual-
ity. Our book includes chapters devoted to different quality attributes: reli-
ability, performance, security, privacy, fairness, and observability. Each of 
these chapters describes the quality under discussion and identifies the key 
elements to achieve that quality—whether it is via software architecture, 
data preparation, or DevOps processes.

Inevitably, quality attributes must be traded off. A designer will make 
decisions that favor one quality attribute over another, with these tradeoffs 
depending on the business goals of the system being built. Keep in mind that 
when you make decisions affecting the quality attributes, there is a cost in 
achieving your desired attributes, and it may involve trading off other desir-
able qualities.

Case studies provide an excellent means of seeing how systems are built 
and understanding the tradeoffs involved in making key decisions. We have 
included three case studies in this book. Two involve FMs—one is the use 
of a FM to accomplish a difficult task, and one involves treating FMs as a 
service and supporting organizations that wish to utilize FM technology. We 
also include a banking case study based on a more traditional machine learn-
ing model.
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Building large AI-based systems is difficult and involves understanding 
multiple technologies. Our goal is to assist you in your journey to under-
stand these technologies, so that you can create better AI systems that meet 
your goals and the goals of your stakeholders.

Register your copy of Engineering AI Systems on the InformIT site for 
convenient access to updates and/or corrections as they become avail-
able. To start the registration process, go to informit.com/register and 
log in or create an account. Enter the product ISBN (9780138261412) and 
click Submit. If you would like to be notified of exclusive offers on new 
editions and updates, please check the box to receive email from us.

http://informit.com/register
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1
Introduction

Science is about knowing; engineering is about doing.
—Henry Petroski

Software development is a team sport. Different skills and 
perspectives are essential to build high-quality software.

—Martin Fowler

Artificial intelligence (AI) is the topic of our time. But let’s face it: Not 
everyone is an expert in both software engineering (SE) and AI. Even among 
AI experts, not all of the concepts that were developed for “narrow machine 
learning” apply to emerging new technologies like foundation models. Yet, 
the behavior of systems depends on all components. That’s why it’s impor-
tant to get all of it right: the AI parts and the non-AI parts, the architecture, 
the Dev and the Ops, and all relevant quality requirements. We need to engi-
neer our AI systems—that is, we need to apply SE to systems that incorpo-
rate AI or rely on it for their core functionality. That’s what this book is about.

Our lead quotes provide a frame for this book. Henry Petroski is saying 
that knowledge alone is not enough to build systems; engineering must be 
applied as well. This is a book about engineering systems that are based on 
AI, not a book about extending the science of AI. Martin Fowler is saying that 
a wide variety of knowledge specialties must be applied to build software. In 
this book, we cover software architecture, DevOps, testing, quality control, 
and monitoring in the context of AI. Knowledge from all of these areas goes 
into creating a successful system that incorporates AI.

A system that incorporates AI has, roughly speaking, two portions: the AI 
portion and the non-AI portion. Most of what you will read elsewhere about  
AI systems focuses on the AI portion and its construction. That is important, but 
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equally important are the non-AI portion and the means by which the two por-
tions are integrated. The quality of the overall system depends on the quality 
of both portions and their interactions. All of that, in turn, depends on a great 
many decisions the designer must make, only some of which have to do with 
the AI model chosen and how it is trained, fine-tuned, tested, and deployed.

Accordingly, in this book we focus on the overall system perspective and 
aim to provide a holistic picture of engineering and operating AI systems. 
The goal is for you, your SE and AI teams, your company, and your users to 
get good value out of them, with effective management of risks.

To ensure you, the reader, and we, the authors, are on the same page 
about the core terms, we start this chapter with a few definitions. Subse-
quently, we discuss the qualities of a system and how quality is influenced. 
Specifically, system quality depends on AI model quality, the software archi-
tecture, and the processes used to build the system. We explore each of these 
elements in turn. Given the diverse backgrounds we expect our readers to 
have, some of the text in this chapter may not go into enough detail for some 
readers. If that’s you, and you cannot follow something we say here, worry 
not: The material in the subsequent chapters will help.

1.1  What We Talk about When We Talk about Things: 
Terminology
The book is about architecture and DevOps for AI-based systems, and the 
definitions we use for those terms are what we start with. Some of the defini-
tions are direct quotes; you can find the details of their sources either in the 
footnotes or in the “For Further Reading” section at the end of this chapter. 
We will define other related terms as needed. We begin by defining what it 
means to be an AI system:

An AI system is a machine-based system that, for explicit or implicit objec-
tives, infers, from the input it receives, how to generate outputs such as 
predictions, content, recommendations, or decisions that can influence 
physical or virtual environments. Different AI systems vary in their levels 
of autonomy and adaptiveness after deployment.1

The definition of AI systems has evolved over the years. For example, 
producing “content” as output was a recent addition in response to the rise of 

1. https://oecd.ai/en/wonk/definition

https://oecd.ai/en/wonk/definition
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generative AI. While it has been updated recently, this definition shares a lot 
of aspects with other current definitions. The core differentiation in compari-
son to non-AI systems is that AI systems “infer” output, rather than comput-
ing it based on (often deterministic) explicitly coded algorithms. Note that 
we use the terms AI system and AI-based system synonymously in this book.

Next we define software architecture:

The software architecture of a system is the set of structures needed to rea-
son about the system, which comprise software elements, relations among 
them, and properties of both.2

Although this definition stands for itself, we would like to point out that 
properties play a significant role. Hence, in this book we cover the various 
quality attributes—including reliability, performance, security, privacy and 
fairness, and observability—in a total of five chapters. We discuss achieving 
qualities after this section.

Let’s continue with the definition of DevOps:

DevOps is a set of practices intended to reduce the time between commit-
ting a change to a system and the change being placed into normal pro-
duction, while ensuring high quality.3

This definition focuses on the goal of DevOps, which is speed in placing 
changes into production while maintaining quality—that is, getting new 
code into production, but not at the cost of lower quality. Typical practices 
include automation in testing, quality assurance, setting up and configuring 
environments, monitoring, and more. We discuss DevOps in more depth in 
Chapter 2.

The focus of this book is AI engineering, which we define next:

AI Engineering
AI engineering is the application of software engineering principles and tech-
niques to the design, development, and operation of AI systems.

2. Software Architecture in Practice, 4th ed., p. 2.

3. DevOps: A Software Architect’s Perspective, p. 2.
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This definition of AI engineering emphasizes the integration of established 
software engineering practices into the development life cycle of AI systems. 
It recognizes that AI systems, despite their unique characteristics, can still 
benefit from the rigorous methodologies and best practices that have evolved 
in traditional software engineering. 

As promised, we now discuss the achievement of system qualities.

1.2  Achieving System Qualities
A system is constructed to satisfy some organizational objectives. The system 
may be externally facing, or it may be created for internal purposes. In either 
case, the operational objectives can be manifested as a set of quality goals or 
requirements. These requirements may be either explicit or implicit, but they 
always exist. For example, a performance requirement will help determine 
how quickly the users of the system can achieve their desired task.

Achieving quality in an AI system depends mostly on three aspects: the 
life-cycle processes, the software architecture, and the AI model. The quality 
of the AI model, in turn, depends on the data quality. Figure 1.1 highlights 
these three aspects of AI systems. We discuss these influences in their own 
sections after we discuss system quality more generally, and we will defer the 
discussion of data quality to Section 1.5.1, “Data.” The quality of all artifacts, 
such as code, configuration, and user interface design, is certainly important 
and interacts with all these aspects, but they are outside the scope of this book.

System
qualities

Life-cycle
processes 

AI m
odel

quality 

Software
architecture 

Figure 1.1  Influences on achieving system quality.
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Quality requirements for a system are formalized as quality attributes. 
“A quality attribute (QA) is a measurable or testable property of a system that 
is used to indicate how well the system satisfies the needs of its stakeholders 
beyond the basic function of the system.”4 A quality attribute requirement is 
thus a requirement for the quality of the system that has a measurable or test-
able condition. It is insufficient to say, “A system should be highly available.” 
Instead, the requirement should give the conditions under which availability 
should be considered, a source of a threat to availability, and the desired sys-
tem response with measurable characteristics.

Quality requirements may be stated for both the AI and non-AI portions 
of the system. The AI portion may include output quality expectations such 
as accuracy, robustness, fairness, and other mandated restrictions on the AI 
models used or their outputs. The non-AI portions may have requirements 
for attributes such as performance, security, availability, and modifiability. 
Chapters 7–11 of this book enumerate a collection of qualities that may apply 
to the system under construction as well as considerations and techniques 
that may apply to these qualities. The AI portions of a system may change 
the traditional quality requirements. For example, security requirements 
now need to consider possible attacks to change the system’s behavior by 
manipulating machine learning (ML) training data and pipelines.

For non-AI systems, the achievement of a quality attribute requirement 
is strongly influenced by architectural tactics specific to the quality being 
considered. For example, “introduce redundancy” is a tactic for the achieve-
ment of a reliable system. For AI systems, the architectural considerations 
are supplemented by considerations of data. For example, the reliability and 
robustness of a model are strongly influenced by the distribution of data 
used for training. Out-of-distribution (OOD) data, by definition, is not part 
of the training data. Nevertheless, there will always be some OOD data, even 
if designers try to be as inclusive and representative as possible. There are 
three main ways to enhance reliability and robustness: (1) expanding the 
training dataset to include as much OOD data as possible; (2) using more 
advanced training algorithms that can generalize better; and (3) employing 
out-of-model approaches to detect and manage OOD data. These general 
approaches—better data for the model, better training algorithms, and better 
out-of-model system-level methods—are applicable to many other aspects of 
quality.

4. Software Architecture in Practice, 4th ed., p. 39.
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Although quality requirements, like other requirements, may emerge 
during the construction and operation of the system, it is important for 
the designer to be aware of these requirements as soon as possible. Qual-
ity requirements often conflict with each other, and the designer must make 
decisions about the tradeoffs among these requirements. Such decisions can 
be made either consciously or unconsciously, but they will be made. We, of 
course, advocate for making tradeoff decisions with full consciousness of the 
alternatives and their respective advantages and disadvantages.

Returning to the three influences identified in Figure 1.1, we discuss the 
life-cycle processes first, as that sets the context for exploring the other two.

1.3  Life-Cycle Processes
We start with an overview of the processes involved in engineering an AI 
system, which are structured in a life cycle. This initial discussion is followed 
by more details in the remainder of this chapter, and yet more details are pro-
vided in the other chapters of the book.

A system has a life cycle. The individual components are developed and 
tested in isolation. They are then integrated to form an executable version of 
the system. This executable is tested; if it passes the tests, it is deployed to 
production. The deployed system is then operated. If problems occur during 
operation, the problems must be fixed, either directly in the running system 
or through releasing updates to the system.

Very different development techniques are used to create the AI por-
tion and the non-AI portion of the system. The AI portion development 
techniques involve a variety of specialized model preparation, model train-
ing, and model testing techniques. The two portions are brought together 
to build an executable artifact. Once an executable is built, the system pro-
gresses through a pipeline that involves the heavy use of tools to test the 
executable and deploy the result. Chapters 2 and 6 describe this process in 
more detail.

Figure  1.2 depicts the life cycle, with the processes being roughly 
arranged in two overlapping circles. The main circle lists the development 
processes for the overall system; the AI model processes are shown in a 
smaller, half-filled circle connected to the system development and build 
processes. The main circle is entered via the Design arrow, at the bottom right 
of the figure.
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Figure 1.2  Life-cycle processes for engineering an AI system.

Figure  1.2 depicts the various processes involved in the life cycle of 
engineering AI-based systems. There is an initial design phase, where deci-
sions about which functionalities will be accomplished by the AI portion and 
which by the non-AI portion are made. This phase is also where the software 
architecture of the system is designed, with the designers aiming to meet the 
requirements and goals for the system being constructed. The software archi-
tecture design will embody the resource choices and, in turn, the resource 
requirements for the total system. We discuss software architectures in Sec-
tion 2.1.2, “Distributed Software Architectures.”

The model development stage focuses on the selection, exploration, 
training, and tuning of the AI models. It includes tasks such as model selec-
tion, hyperparameter tuning, training, or fine-tuning and testing the mod-
els to achieve optimal performance. The goal is to create a well-performing 
and accurate model. The model can be developed in parallel with the sys-
tem development stage or before the system development stage. Close 
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collaboration between the teams involved in the non-AI development por-
tion and the AI model development can help to avoid problems and lead to a 
smoother integration. We discuss this stage further in Section 6.1, “Design.”

The Dev stage involves performing normal development activities and 
creating scripts for other activities related to the AI system. It includes tasks 
such as developing additional functionalities (the non-AI parts), optimizing 
performance, and ensuring compatibility with other system components.

The system build stage focuses on creating executable artifacts for 
the entire system. This involves transforming the system or its parts into a 
deployable format that can be executed within the production environment. 
Both the AI portion and the non-AI portion are integrated and included in 
the executable artifact that is the output of the build stage. We discuss this 
stage in Section 6.3, “Build.”

1.3.1  Testing a System
After the system is built, it needs to be thoroughly tested utilizing automated 
tests as much as possible. The system test stage involves evaluating the sys-
tem’s performance, functionality, and reliability through various testing 
techniques. The following types of testing are often performed:

•	 Regression testing

•	 Smoke testing

•	 Compatibility testing

•	 Integration testing

•	 Functional testing

•	 Usability testing

•	 Install/uninstall testing

•	 Quality testing

Testing is covered in more detail in Chapter 6, while Chapters 7–11 cover spe-
cific qualities and how to test for them.

Once the system has been tested and approved, it can be released for 
deployment. The system release stage involves finalizing the system for deploy-
ment in the production environment and ensuring its readiness for operation. 
This involves final quality gates, which may be automated or include manual 
activities.
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1.3.2  Deploying a System
The next stage of the life cycle is deployment, which involves moving the 
system into the production environment. This includes setting up the neces-
sary infrastructure, applying the configuration of the system, and ensuring 
a smooth transition from the old version of the production system to the 
new version.

Both the AI and non-AI portions of the system will be updated over time. 
One strategy to install updates is to shut down the system for a period. An 
alternative strategy is to perform live updating—that is, to install the changes 
without shutting down the system. Either option requires architectural sup-
port. The choice is a business decision, not a technical one. Once the business 
decision has been made, then the architecture must be designed to support it. 
We discuss these techniques further in Chapter 6.

1.3.3  Operating and Monitoring a System
Once the system is deployed, it enters the operation and monitoring stage. 
During this stage, the system is executed, and measurements are gathered 
about its operation. Measurements are gathered by monitoring the system. 
Monitoring serves multiple purposes:

•	 Determine whether the overall system is meeting its performance and 
availability goals.

•	 Determine whether the AI portion is meeting its AI-specific quality goals.

•	 Ensure sufficient resources are available for all parts of the system, and 
identify unnecessary (quantities of) resources that can be shut down.

•	 Determine areas for improvement through redesign, code improve-
ment, retraining, or other means.

The data provided to the monitoring system can be event, log, or metric 
data from various components, or it could be input or output of an AI model. 
In any case, the architecture should be designed to include such a monitoring 
component, a process for creating and modifying the rules used to generate 
alerts, and means to deliver the alerts to specified locations.

The monitoring may be achieved in two different ways:

•	 Instrumentation and an external system that periodically collects data 
from the various components of the system. The external component 
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will generate alerts based on a set of rules (e.g., if available disk space 
is critically low).

•	 A dedicated portion of the system under construction.

One use of the monitoring system is to evaluate AI model performance 
in production, and subsequently to trigger retraining, fallback, or other 
adaptive mechanisms as necessary. AI models used from cloud providers 
through APIs may be subject to varying performance or bandwidth limita-
tions that might cause the system’s performance to deteriorate. Such issues 
can be detected through monitoring, though fewer options are available to 
address them at this point than when the AI model was initially trained.

Based on insights from DevOps, we want to emphasize that the moni-
toring mechanisms are designed into the architecture and implemented and 
tested during the building of the system. They do not happen automatically. 
Integrating them into the design of the system is easiest when the specific 
monitoring requirements are known early on.

1.3.4  Analyzing a System
The final stage is to analyze the system’s performance. This involves display-
ing measurements taken during operation and monitoring, and analyzing 
the data to gain insights into the system’s behavior and performance. This 
analysis can help identify areas for improvement and guide future develop-
ment efforts.

The life cycle depicted in Figure  1.2 presents a bird’s-eye view of the 
comprehensive set of processes for engineering AI-based systems for people 
involved in the development, deployment, and operation of such systems. 
These individuals may be architects, developers, operators, or anyone in a 
blend of these roles.

Now we discuss the design stage in more detail.

1.4  Software Architecture
Designing a software system means creating the architecture—that is, cre-
ating a structure composed of system elements and relationships between 
them to achieve the functional and quality goals for the system. The archi-
tecture acts as a blueprint for the construction phase. As we will see, the 
architecture is also used to allocate functionality to components. Although 
the AI model depends on data, the architecture provides the components 
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needed to house the ML model but does not directly depend on the data. 
The influences on the architecture are shown in Figure  1.3. They are the 
same quality attribute requirements discussed in Section 1.2, “Achieving 
System Qualities”; the available technologies, including the cloud; and the 
available resources.

1.4.1  The Role of the Architecture
The architecture of the system acts as the blueprint for its construction. The 
architecture must:

•	 Structure the system into several portions, such as components or AI 
models, and their respective relations.

•	 Specify the allocation of the various portions of the system to the 
appropriate class of resource.

•	 Allow for monitoring during operations and the generation of alerts in 
case an incident occurs.

•	 Embody an update deployment strategy. If continuous deployment is 
a goal, then the architecture of the system must allow for the possibil-
ity of version skew (multiple different versions being simultaneously 
active).

ArchitectureAvailable
AI technologies 

Available

resources 

Quality
requirements 

Figure 1.3  Influences on the architecture.
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1.4.2  Quality Achievement
The architecture will determine the achievement of the quality attribute goals 
that do not depend on the AI model. For each such quality attribute, spe-
cific architectural techniques (called architectural tactics) exist that support 
the achievement of that quality. These techniques range from “redundancy”  
for availability to “caching” for efficiency to “support user initiative” for 
usability.

To achieve a quality in an AI system requires not only the use of architec-
tural tactics, but also the application of different techniques when preparing 
the training data. We elaborate on the data techniques in Chapters 7–11.

1.4.3  Resources
The system will operate on some collection of resources—including the 
deployed AI portion. The AI model must be developed and trained prior 
to deployment, which also uses resources. There are three categories of 
resources:

•	 Local: Laptops or desktop computer.

•	 Edge: Smartphones or Internet of Things (IoT) devices. An edge device 
is limited in at least one respect, be it memory, processing power, bat-
tery capacity, or network bandwidth. An IoT device may be limited in 
all four, whereas a smartphone may be limited only in battery capacity. 
Sometimes, local computers might be considered part of the edge.

•	 Cloud: Resources housed in a cloud, either public or private, but often 
in remote locations.

The system structure will be distributed. Some portions of it may oper-
ate locally, some on edge devices, and some in remote locations. Regard-
less, the various portions will communicate over a network. This means the 
designer should have some understanding of networks, network protocols, 
and messaging.

Furthermore, the AI models and the code will be packaged into some 
form, often in containers or virtual machines for better scalability, deploy-
ability, and dependency management. The containers and virtual machines 
will be organized based on the software architecture. The cloud provides 
mechanisms for the designer to run the AI portion and the non-AI portion of 
the system, as well as a pipeline for AI model training/updating if needed—
whether from scratch or to use a hosted or managed solution designed by the 
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cloud provider. We discuss pipelines when we discuss model development 
in Chapter 5, AI Model Life Cycle.

Most of these topics are covered in Chapter 2, Software Engineering Back-
ground: resources, networks, packaging, and software architectures for dis-
tributed systems. We call out the resource allocation issues for the AI portion 
separately, in the next section, since it depends on the AI techniques used.

1.5  AI Model Quality
As shown in Figure 1.4, the quality of an AI model depends primarily on two 
factors: the data used for inferencing and the type of AI model used. We will 
discuss these two factors next, followed by the model development life cycle 
(the bottom-half circle in Figure 1.2).

1.5.1  Data
The definition of an AI system given earlier in this chapter states that the 
system “infers” based on the input it receives. An AI system, whether during 
the training of the AI model or at the time of inference, will have to handle 
data from a myriad of sources. Possible input sources include databases of 
all types, enterprise systems (such as customer relationship management 
[CRM] and enterprise resource planning [ERP] systems), web scraping, 
social media, public datasets, and sensor data.

AI model
quality

AI m
odel type

Data

Figure 1.4  Influences on the quality of the AI model.
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We begin by discussing the data used for model inferencing and its 
preparation.

Regardless of the source of the data, it is likely to have problems. Com-
mon problems include missing values, outliers, inconsistent data formats, 
duplicate data, data quality issues, and unstructured data. Problems in the 
data will impact the quality of the resulting model and model output. Con-
sequently, the data should be cleaned and organized to accommodate the 
model chosen. Each of these problems is associated with a collection of tech-
niques to clean the data. Some of these techniques are discussed in Chapter 5.

In addition to data cleaning, the features of the data might be improved. 
A feature is a property of a data point that is used as input into an AI model. 
The process of improving the features is called feature engineering. Tech-
niques used in feature engineering include encoding categorical features 
into numerical values and scaling the features so that one feature does not 
dominate the model building process. Again, we discuss this topic further in 
Chapter 5.

Effectively managing the entire life cycle of AI and ML models requires 
streamlined practices and tools. This is where MLOps comes into play.

MLOps 
The term MLOps, analogous to DevOps, encompasses the processes and tools 
not only for managing and deploying AI and ML models, but also for cleaning, 
organizing, and efficiently handling data throughout the model life cycle.

We elaborate on these processes in Chapters 3–6, where we discuss 
selecting an AI model, preparing it, and integrating it with the rest of the sys-
tem. Next, we consider the various types of AI models.

1.5.2  AI Model Types
A designer chooses to use an AI model when there is no good explicit algo-
rithmic solution for the problem they are trying to solve with the system. 
The functionality of an AI model relies on two critical components: the devel-
opment of a knowledge base and the operation of a computational engine. 
The computational engine, often referred to as the inference engine or the 
deployed model, is responsible for processing inputs and generating outputs 
based on the knowledge base.
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The knowledge base is formed by either human inputs or AI learning 
algorithms, which transform data into a structured form. The knowledge 
base in this structured form can, for example, be an ML model, a rule set, 
or an expert knowledge base. Once the knowledge base is established and 
structured, the inference engine utilizes it to make predictions, generate con-
tent, or achieve other types of results. The AI portion of a system packages 
the inference engine together with some representation of the knowledge 
base. The important point of this discussion is that an AI portion is execut-
able: It can be invoked at runtime as a function or a service.

The AI model is based on one of two categories of AI techniques: sym-
bolic or non-symbolic. Symbolic AI is based on symbols, such as logical state-
ments or rules with variables; non-symbolic or sub-symbolic AI is based on 
ML. A subcategory of ML-based systems is formed by systems based on foun-
dation models (FMs). These categories differ in how knowledge is encoded 
in the knowledge base and how the inference engine operates. Chapter 3, AI 
Background, goes into much more detail about these categories. Chapter 4,  
Foundation Models, goes into detail about FMs. We provide a short sum-
mary here to introduce the distinctions among these categories.

Symbolic AI
Symbolic systems, also called Good Old-Fashioned AI (GOFAI), symbolic AI, 
or expert systems, are sets of rules that are evaluated to produce the value of 
a response or the value of an internal variable.

Suppose you wish to create an AI model that will predict which movie 
you will choose in any particular context. In a symbolic AI model, the devel-
opers might encode rules such as “If the user watched more than two action 
movies in the past week, recommend another action movie” or “If it is a 
sunny Saturday afternoon, suggest a warm family movie.” With enough 
rules, a symbolic AI model can reason over the knowledge base to make a 
movie suggestion.

A rule is an if-then statement: If the specified condition is true, then per-
form some activity. A set of such rules provides a filter through which a result 
might be generated. These rules may be used for many different purposes:

•	 Diagnosis—medical, student behavior, or help desk–related. Example: 
If the user has version X of an application, some functionality will be 
unavailable.

•	 Real-time process control. Example: If a storm is predicted to start in  
10 minutes, close the outside blinds on the building.
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•	 Risk assessment. Example: If the annual income is less than three times 
the annual mortgage payments, do not grant the home loan.

•	 Executing business rules. Example: If the insurance claim exceeds 
$2000, perform additional manual checks.

The set of rules constitutes the knowledge base for a symbolic system. 
The rules are preprocessed by the computational mechanism, a rules engine, 
to speed up the inference portion of a symbolic system. The rules engine 
sorts through the preprocessed input to find matches with the “if” portion of 
a rule. Modern systems can perform more sophisticated processing than just 
filtering. The set of matches constitutes a list of possible responses. If the list 
of matches has multiple items, then additional input is required to determine 
a system response. This input can come from a human or from a set of con-
flict resolution rules. Large rule bases may have contradictory information, 
and a rules engine can identify the conflicts for further analysis. Rule-based 
systems are customized by modifying the list of rules.

Other types of symbolic AI models include planning and ontology 
reasoning:

•	 For planning, actions are described in terms of preconditions and effects. 
For example, consider a cloud control API, where one action would be to 
start a virtual machine (VM). The precondition is that the launch config-
uration (the image or other source from which to launch the VM) and the 
firewall settings have been defined; the effect is that a new VM is started 
with the specified firewall settings and from the respective launch con-
figuration. AI planning takes such a description of possible actions as 
input, as well as a starting state and a desired goal state. The algorithm 
then creates a plan of actions to get from the start to the goal state.

•	 Ontology reasoning, where concepts (e.g., medications, headache pills, 
vegetables, apples, tools, screwdrivers), their relations, and rules (every 
food and every medication has an expiration date) are defined. Based 
on this information, logic reasoning can be performed—for example, 
inferring that headache pills have an expiry date.

Machine Learning
Machine learning (ML) uses statistical techniques to generate results. The 
training set for ML is the input to the training, which in turn generates the 



1.5  AI Model Quality 17

knowledge base. A data value in the training set is labeled by a collection of 
variables. 

A model is trained by identifying the features that characterize the 
knowledge base and using those features, along with associated ML and sta-
tistical techniques, to determine the model’s parameters. A subclass of ML, 
called deep learning, automatically identifies these features. “Narrow” ML 
models  are trained for a specific set of goals and capabilities, which distin-
guishes them from the more general-purpose FMs. Some of the main types of 
ML models are summarized here:

•	 Classification: Assigning a category to an input (e.g., this picture con-
tains a dog).

•	 Regression: Inferring a continuous value instead of a discrete category 
(e.g., predicting that a particular insurance claims process will take 
three more days to complete).

•	 Clustering: Grouping similar data points together without prior 
knowledge of the groups (e.g., the behavior of customers in this group 
seems similar).

ML models can be further customized by modifying the training set or 
the training hyperparameters (e.g., how many clusters are we looking for?) 
and regenerating the knowledge base.

Foundation Model
A foundation model (FM) is a type of ML model that leverages neural net-
works as the core of its architecture. It differs from traditional ML models in 
two key aspects:

•	 It is trained on an extensive and diverse dataset, often comprising bil-
lions or even trillions of data points.

•	 The training data is largely unlabeled, unlike in traditional ML, where 
data is typically structured, labeled, and often numerical or categorical.

The term foundation reflects the model’s general-purpose nature, as it 
is not trained for a specific task. Instead, it serves as a base model that can 
be adapted to various specialized applications by incorporating additional 
data and fine-tuning. This customization allows for application-specific 
performance.
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Large language models (LLMs) are a type of FM. LLMs are trained on 
huge amounts of text. These models are often generative, meaning they are 
capable of producing sequences of text. The transformer architecture is the 
most commonly used ML model architecture for building LLMs. OpenAI’s 
GPT-3 and GPT-4 models5 are the most well-known examples of LLMs, but 
open-source alternatives are also available, including Mistral6 and Llama.7 
To find a wide variety of open-source LLMs and other pretrained AI models, 
you can visit the model hub Hugging Face.8

FMs are customized or complemented through, for example, fine-tuning, 
prompting, retrieval-augmented generation (RAG), and “guardrails” that 
may preprocess input to and postprocess output from the FM and other com-
ponents. A guardrail serves as a safeguard to ensure the safe and responsible 
use of AI technologies and prevent some attacks. It may include strategies, 
mechanisms, and policies designed to prevent misuse, protect user privacy, 
and promote transparency and fairness. RAG is also a popular method of 
complementing FMs, whereby specific data that is related to a request to an 
AI is retrieved and used to augment the input to the model. The RAG data 
is often specific and private for a given context (e.g., internal knowledge of a 
particular organization).

1.5.3  Model Development Life Cycle
Once the model is developed, the next step is model build—that is, building 
an executable artifact that includes the model or access to it. If the model is 
included, this step involves transforming the model into a deployable format 
that can be executed within the system. The model build stage ensures that 
the AI model is ready for integration.

After the model is built, it needs to be thoroughly tested to assess its accu-
racy and identify any potential risks or biases. The model test stage involves 
evaluating the model’s performance against predefined metrics and criteria. 
It is important to ensure that the model operates reliably and produces accu-
rate results.

5. https://openai.com/

6. https://mistral.ai/

7. https://llama.com/

8. https://huggingface.co/

https://openai.com/
https://mistral.ai/
https://llama.com/
https://huggingface.co/
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Once the model has been tested and approved, it can be released for 
integration into the system. The model release stage involves finalizing the 
model for deployment and approving it for integration with other compo-
nents of the system.

1.5.4  Resource Allocation for AI Parts
As mentioned earlier in the discussion of resources, the allocation for the AI 
portion of the system depends on the AI techniques used. Resource require-
ments for these different techniques depend on the technique chosen.

•	 ML: The training phase of an ML model is performed on either a local 
resource or a cloud resource—or in special cases, via edge/on-device 
learning. The resulting executable can be allocated to an edge resource, 
if small enough. Otherwise, it is allocated to either local or remote 
resources.

•	 FM: An FM is typically hosted on cloud resources. Access can be 
through API calls or service message calls. Some FMs are trained for 
specific domains. If small enough, they can run on edge devices directly, 
such as phones or smart speakers, for real-time applications. Techniques 
for compressing or distilling FMs and reducing their resource require-
ments are a matter of ongoing research and will evolve over time. We 
discuss these techniques in Chapter 4.

1.6  Dealing with Uncertainty
Non-symbolic AI models are inherently probabilistic. In other words, there 
is some probability (hopefully small) that the model output is incorrect. 
Whether this is acceptable depends on your organization’s risk tolerance in 
terms of the system you are building. This consideration leads to an increas-
ing emphasis on AI risk assessment, responsible AI, AI safety, standard con-
formance, and regulatory compliance.

Because of the inherent uncertainty in AI systems, your organization 
should conduct a risk assessment focused on the use of the system being con-
structed. This risk assessment should look at human values and AI safety, 
among other factors.

1.6.1  Human Values
Some AI systems are unpredictable and autonomous. Their unpredictable 
behavior necessitates that risk assessments must evaluate the impact, in 
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terms of both consequence and likelihood, if these systems violate ethical 
behavior.

In Chapters 7–11, we will focus on key quality attributes, such as reliabil-
ity, security, privacy, and fairness. In any system, these qualities are balanced 
against one another. Design decisions for a system must reflect system priori-
ties and tradeoffs should be explicitly considered.

1.6.2  Safety
Safety is an evolving concern in AI systems. Initially centered on physical 
and psychological safety to individuals, AI safety now encompasses con-
cerns about AI systems with dangerous capabilities, such as chemical, biolog-
ical, radiological, and nuclear (CBRN) concerns; misuse potential including 
cybersecurity, broader societal harms via misinformation/disinformation at 
scale, AI controllability, and even existential threats for humanity.

This change reflects that the meaning of safety is now more about the 
severity of AI system risks rather than the types of risks. That is why we 
have not included a chapter on AI safety, as we believe the architectural and 
DevOps approaches to evaluating and achieving quality attributes are the 
ultimate way to mitigate AI system risks and reduce them to acceptable lev-
els, given the risk appetite for an organization or wider society.

1.7  Summary
This book discusses AI engineering—the application of software engineer-
ing to AI systems. AI systems are machine-based systems that use AI in one 
or more of their components, but always include other, non-AI components. 
Given that the overall quality of a system depends on all of its parts and their 
interplay, it is important to practice AI engineering well, with the aim of cre-
ating high-quality AI systems and operating them effectively.

The quality of an AI system depends on three factors: the life-cycle pro-
cesses used, the software architecture, and the quality of the AI model. The 
processes used help the designer detect errors—both logical and in the model 
output—early in the development process.

The software architecture contributes to the achievement of one set of 
quality attributes requirements; it does this through the use of architectural 
tactics. The AI model used also contributes to the achievement of quality 
attribute requirements; it does so through the choice of model type, train-
ing data, and training algorithms. Data preparation is important in ensuring 
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model quality. Data cleaning and feature engineering are two aspects of data 
preparation.

Three types of AI models are symbolic models, narrow ML models, and 
foundation models. FMs and narrow ML models are specialized types of ML 
models. The probabilistic nature of AI models means an organization should 
perform a risk assessment to determine the effects of incorrect outputs of the 
AI models and AI systems.

1.8  Discussion Questions
1.	 A definition should be inclusive (including what you wish to include) 

and exclusive (excluding what you do not wish to include). Critique 
the definitions of software architecture, DevOps, AI systems, and AI 
engineering using this criterion.

2.	 What does your cloud provider charge for different types of resources 
and services? How do you think that affects the design of the system?

3.	 Ask your favorite LLM to describe the differences between it and its 
competitors. What do you think of the responses?

1.9  For Further Reading
You can read more about software architecture in Software Architecture in 
Practice by Len Bass, Paul Clements, and Rick Kazman [Bass 22]. The defini-
tion of software architecture we use can be found on page 2.

You can read more about DevOps in DevOps: An Architect’s Perspective by 
Len Bass, Ingo Weber, and Liming Zhu [Bass 15]. The definition of DevOps 
that we use can be found on page 4.

The book Deployment and Operations for Software Engineers by Len Bass 
and John Klein [Bass 19] goes into detail about the life cycle.

A general introduction to AI concepts can be found in Hands-On Machine 
Learning with Scikit-Learn, Keras, and TensorFlow by Aurélien Géron [Géron 22].

You can read more about responsible AI in Responsible AI: Best Practices 
for Creating Trustworthy AI Systems by Qinghua Lu, Liming Zhu, Jon Whittle, 
and Xiwei Xu [Lu 23A].
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