EEEEEEEEEEEEE

Exam RewC I\/IS 900


http://www.facebook.com/share.php?u=http://www.informIT.com/title/9780138237110
http://twitter.com/?status=RT: download a free sample chapter http://www.informit.com/title/9780138237110
http://www.linkedin.com/shareArticle?mini=true&url=http://www.informit.com/title/9780138237110

o Microsoft

Exam Ref MS-900:
Microsoft 365
Fundamentals,
Second Edition






Exam Ref MS-900
Microsoft 365
Fundamentals,
Second Edition

Craig Zacker

am Microsoft



Exam Ref MS-900 Microsoft 365 Fundamentals,
Second Edition

Published with the authorization of Microsoft Corporation by:
Pearson Education, Inc.

Copyright © 2024 by Pearson Education, Inc.
Hoboken, New Jersey

All rights reserved. This publication is protected by copyright, and permission
must be obtained from the publisher prior to any prohibited reproduction,
storage in a retrieval system, or transmission in any form or by any means,
electronic, mechanical, photocopying, recording, or likewise. For information
regarding permissions, request forms, and the appropriate contacts within
the Pearson Education Global Rights & Permissions Department, please visit
WWWw.pearson.com/permissions.

No patent liability is assumed with respect to the use of the information con-
tained herein. Although every precaution has been taken in the preparation of
this book, the publisher and author assume no responsibility for errors or omis-
sions. Nor is any liability assumed for damages resulting from the use of the
information contained herein.

ISBN-13: 978-0-13-823711-0
ISBN-10: 0-13-823711-5

Library of Congress Control Number: 2023945794

$PrintCode
TRADEMARKS

Microsoft and the trademarks listed at http.//www.microsoft.com on the
“Trademarks” webpage are trademarks of the Microsoft group of companies.
All other marks are property of their respective owners.

WARNING AND DISCLAIMER

Every effort has been made to make this book as complete and as accurate as
possible, but no warranty or fitness is implied. The information provided is on
an "as is" basis. The author, the publisher, and Microsoft Corporation shall have
neither liability nor responsibility to any person or entity with respect to any
loss or damages arising from the information contained in this book or from
the use of the programs accompanying it.

SPECIAL SALES

For information about buying this title in bulk quantities or for special sales
opportunities (which may include electronic versions; custom cover designs;
and content particular to your business, training goals, marketing focus, or
branding interests), please contact our corporate sales department at
corpsales@pearsoned.com or (800) 382-3419.

For government sales inquiries, please contact
governmentsales@pearsoned.com.

For questions about sales outside the U.S., please contact
intlcs@pearson.com.

CREDITS

EDITOR-IN-CHIEF
Brett Bartow

EXECUTIVE EDITOR
Loretta Yates

ASSOCIATE EDITOR
Shourav Bose

DEVELOPMENT EDITOR
Rick Kughen

MANAGING EDITOR
Sandra Schroeder

SENIOR PROJECT EDITOR
Tracey Croom

COPY EDITOR
Rick Kughen

INDEXER
Timothy Wright

PROOFREADER
Charlotte Kughen

TECHNICAL EDITOR
Ed Fisher

EDITORIAL ASSISTANT
Cindy Teeters

COVER DESIGNER
Twist Creative, Seattle

COMPOSITOR
codeMantra


http://www.pearson.com/permissions
http://www.microsoft.com
mailto:governmentsales@pearsoned.com
mailto:intlcs@pearson.com

Pearson’s commitment to diversity,
equity, and inclusion

Pearson is dedicated to creating bias-free content that reflects the diversity of all learners. We
embrace the many dimensions of diversity, including but not limited to race, ethnicity, gender,
socioeconomic status, ability, age, sexual orientation, and religious or political beliefs.

Education is a powerful force for equity and change in our world. It has the potential to
deliver opportunities that improve lives and enable economic mobility. As we work with
authors to create content for every product and service, we acknowledge our responsibility to
demonstrate inclusivity and incorporate diverse scholarship so that everyone can achieve their
potential through learning. As the world’s leading learning company, we have a duty to help
drive change and live up to our purpose to help more people create a better life for themselves
and to create a better world.

Our ambition is to purposefully contribute to a world where:
m Everyone has an equitable and lifelong opportunity to succeed through learning.

m Our educational products and services are inclusive and represent the rich diversity of
learners.

m  Our educational content accurately reflects the histories and experiences of the learners
we serve.

m  Our educational content prompts deeper discussions with learners and motivates them
to expand their own learning (and worldview).

While we work hard to present unbiased content, we want to hear from you about any

concerns or needs with this Pearson product so that we can investigate and address them.

m Please contact us with concerns about any potential bias at
https://www.pearson.com/report-bias.html.


https://www.pearson.com/report-bias.html




Contents at a glance

CHAPTER1
CHAPTER 2

CHAPTER 3

CHAPTER 4

CHAPTER 5

About the author

Describe cloud concepts
Describe Microsoft 365 apps and services

Describe security, compliance, privacy, and
trust in Microsoft 365

Understand Microsoft 365 pricing and support

MS-900 Microsoft 365 Fundamentals, Second Edition
exam updates

Index

Xifi

23

17
205

251

257




ARARRRRRERERERSNRNNNNANNNNN



Contents

About the author xiii
Introduction xiv

Chapter1 Describe cloud concepts 1
Skill 1.1: Describe the different types of cloud services available ........... 1

Understanding cloud services 2

Describe Microsoft SaaS, laaS, and PaaS concepts and use cases 3

Describe differences between Office 365 and Microsoft 365 8

Skill 1.2: Describe the benefits of and considerations for using cloud,
hybrid, or on-premises services ............c.coiiiiiiiiiininiain.. 9
Describe public, private, and hybrid cloud models 9

Compare costs and advantages of cloud, hybrid, and

on-premises services 14
Describe the concept of hybrid work and flexible work 21
SUMMATY e e e e 22
Thought experiment. ... ... 22
Thought experiment answer ........ ..o 22
Chapter2 Describe Microsoft 365 apps and services 23
Skill 2.1: Describe productivity solutions of Microsoft 365 ............... 23

Describe the core productivity capabilities and benefits of
Microsoft 365, including Microsoft Outlook and Microsoft
Exchange, Microsoft 365 apps, and OneDrive 24

Describe core Microsoft 365 Apps, including Microsoft
Word, Excel, PowerPoint, Outlook, and OneNote 34

Describe work management capabilities of Microsoft 365,
including Microsoft Project, Planner, Bookings, Forms, Lists,
and To Do 47

Skill 2.2: Describe collaboration solutions of Microsoft 365.............. 52




Chapter 3

Describe the collaboration benefits and capabilities of
Microsoft 365, including Microsoft Exchange, Outlook,
Yammer, SharePoint, OneDrive, and Stream

Describe the collaboration benefits and capabilities of
Microsoft Teams and Teams Phone

Describe the Microsoft Viva apps
Describe the ways that you can extend Microsoft Teams by
using collaborative apps
Skill 2.3: Describe endpoint modernization, management
concepts, and deployment options in Microsoft 365................

Describe the endpoint management capabilities of
Microsoft 365, including Microsoft Endpoint Manager
(MEM), Intune, AutoPilot, co-management with SCCM,
and tenant attach

Compare the differences between Windows 365 and
Azure Virtual Desktop

Describe the deployment and release models for
Windows-as-a-Service (Waa$), including deployment rings

Identify deployment and update channels for
Microsoft 365 apps

Skill 2.4: Describe analytics capabilities of Microsoft 365...............
Describe the capabilities of Viva Insights

Describe the capabilities of the Microsoft 365 admin center
and Microsoft 365 user portal

Describe the reports available in the Microsoft 365 admin
center and other admin centers

SUMIMATY e e
Thought experiment. ... e

Thought experiment answers ....... ...,

Describe security, compliance, privacy, and trust in
Microsoft 365
Skill 3.1: Describe identity and access management solutions of
MiCrosoft 365 ... .o

Describe the identity and access management capabilities of
Microsoft Entra ID

53

67
71

74

77

77

88

92

100

104
104



Chapter 4

Describe cloud identity, on-premises identity, and hybrid
identity concepts

Describe how Microsoft uses methods such as multi-factor
authentication (MFA), self-service password reset (SSPR),
and conditional access to keep identities, access, and

data secure

Skill 3.2: Describe threat protection solutions of Microsoft 365........

Describe Microsoft 365 Defender, Defender for Endpoint,
Defender for Office 365, Defender for Identity, Defender
for Cloud Apps, and the Microsoft 365 Defender Portal

Describe Microsoft Secure Score benefits and capabilities

Describe how Microsoft 365 addresses the most common
types of threats against endpoints, applications, and identities

Describe the capabilities and benefits of Microsoft Sentinel and
Microsoft 365 Lighthouse

Skill 3.3: Describe trust, privacy, risk, and compliance solutions

Of MiCrosoft 365 . . ... i

Describe the Zero Trust model

Describe Microsoft Purview and compliance solutions
such as insider risk, auditing, and eDiscovery

Describe how Microsoft supports data residency to
ensure regulatory compliance

Describe information protection features such as
sensitivity labels and data loss prevention

Describe the capabilities and benefits of Microsoft Priva

Describe insider risk management solutions to protect
against internal threats

SUMIMAANY et e e e e
Thought experiment. ... ...

Thought experiment answer ........ ..o

Understand Microsoft 365 pricing and support
Skill 4.1: Identify Microsoft 365 pricing and billing management

OPIONS e

Microsoft 365 subscriptions

123

151

161

. 165
165

177

183

185
188

xi



Describe the pricing model for Microsoft cloud services,
including enterprise agreements, cloud solution providers,

and direct billing 215
Selling Microsoft 365 219
Skill 4.2: Identify licensing options available in Microsoft 365 .......... 227
Cost-benefit analysis for cloud vs. on-premises networks 227
Describe license management 229
Describe the differences between base licensing and add-on
licensing 231
Implementing best practices 231
Skill 4.3: Identify support options for Microsoft 365 services ........... 233
Describe how to create a support request for Microsoft 365
services 233
Describe support options for Microsoft 365 services 236
Describe service level agreements (SLAs), including service
credits 239
Determine service health status by using the Microsoft 365
admin center or the Microsoft Entra admin center 243
SUMIMAANY ettt et 247
Thought experiment. ... 247
Thought experimentanswer ..., 248

Chapter 5 MS-900 Microsoft 365 Fundamentals,

Second Edition exam updates 251
The purpose of thischapter................ i, 251
About possible exam updates 252
Impact on you and your study plan 252

News and commentary about the exam objective updates............. 253
Updated technical content................. i 253
Objective MapPiNg ... o 253
Index 257

xii Contents




About the author

CRAIG ZACKER is the author or co-author of dozens of books, manuals, articles, and websites
on computing and networking, including Exam Ref 70-740 Installation, Storage and Compute
with Windows Server 2016, and Exam Ref 70-744 Securing Windows Server 2076. He has also
been an English professor, editor, network administrator, webmaster, corporate trainer, techni-
cal support engineer, minicomputer operator, literature and philosophy student, library clerk,
darkroom technician, shipping clerk, and newspaper boy.

xiii



Xiv

Introduction

he Microsoft 365 Certified Fundamentals certification is the initial entry point into a hier-

archy of Microsoft 365 certifications. The MS-900 Microsoft 365 Fundamentals exam tests
the candidate’s knowledge of the components and capabilities of the Microsoft 365 products
without delving into specific administrative procedures. With the Fundamentals certification
in place, IT pros can then move up to Associate level certifications that concentrate on specific
areas of Microsoft 365 administration, such as messaging, security, desktop, and teamwork.
The ultimate pinnacle in the hierarchy is the Microsoft 365 Certified: Administrator Expert certi-
fication, achievable by passing the MS-102 exam.

This book covers all of the skills measured by the MS-900 exam, with each of the four main
areas covered in a separate chapter. Each chapter is broken down into individual skill sec-
tions, which cover all of the suggested topics for each skill. It is recommended that you access
a trial version of Microsoft 365 as you work your way through this book. Nothing can replace
actual hands-on experience, and Microsoft provides a fully functional evaluation platform of
Microsoft 365 Enterprise, all the components of which are accessible in the cloud and require
no hardware other than a computer with Internet access. Microsoft also provides a wealth of
documentation for all of the Microsoft 365 components at learn.microsoft.com. With these
tools, as well as some time and dedication, you can prepare yourself for the MS-900 exam and
the first step toward your Microsoft 365 career.

Organization of this book

This book is organized by the “Skills measured” list published for the exam. The “Skills mea-
sured” list is available for each exam on the Microsoft Learn website: microsoft.com/learn. Each
chapter in this book corresponds to a major topic area in the list, and the technical tasks in
each topic area determine a chapter’s organization. For example, if an exam covers six major
topic areas, the book will contain six chapters.

Preparing for the exam

Microsoft certification exams are a great way to build your resume and let the world know
about your level of expertise. Certification exams validate your on-the-job experience and
product knowledge. Although there is no substitute for on-the-job experience, preparation
through study and hands-on practice can help you prepare for the exam. This book is not
designed to teach you new skills.


http://learn.microsoft.com
http://microsoft.com/learn

We recommend augmenting your exam preparation plan by using a combination of avail-
able study materials and courses. For example, you might use the Exam Ref and another study
guide for your at-home preparation and take a Microsoft Official Curriculum course for the
classroom experience. Choose the combination that you think works best for you. Learn more
about available classroom training, online courses, and live events at microsoft.com/learn.

Note that this Exam Ref is based on publicly available information about the exam and the
author’s experience. To safeguard the integrity of the exam, authors do not have access to the
live exam.

Microsoft certifications

Microsoft certifications distinguish you by proving your command of a broad set of skills and
experience with current Microsoft products and technologies. The exams and corresponding
certifications are developed to validate your mastery of critical competencies as you design
and develop, or implement and support, solutions with Microsoft products and technologies
both on-premises and in the cloud. Certification brings a variety of benefits to the individual
and to employers and organizations.

MORE INFO ALL MICROSOFT CERTIFICATIONS

For information about Microsoft certifications, including a full list of available
certifications, go to microsoft.com/learn.

Access the Exam Updates chapter and online
references

The final chapter of this book, “MS-900 Microsoft 365 Fundamentals, Second Edition exam
updates,” will be used to provide information about new content per new exam topics, content
that has been removed from the exam objectives, and revised mapping of exam objectives to
chapter content. The chapter will be made available from the link below as exam updates are
released.

Throughout this book are addresses to webpages that the author has recommended you
visit for more information. Some of these links can be very long and painstaking to type, so
we've shortened them for you to make them easier to visit. We've also compiled them into a
single list that readers of the print edition can refer to while they read.

Xv


http://microsoft.com/learn
http://microsoft.com/learn

xvi

The URLs are organized by chapter and heading. Every time you come across a URL in the
book, find the hyperlink in the list to go directly to the webpage.

Download the Exam Updates chapter and the URL list at MicrosoftPressStore.com/ERMS900
/downloads.

Errata, updates & book support

We've made every effort to ensure the accuracy of this book and its companion content. You
can access updates to this book—in the form of a list of submitted errata and their related
corrections—at

MicrosoftPressStore.com/ERMS900/errata
If you discover an error that is not already listed, please submit it to us at the same page.
For additional book support and information, please visit MicrosoftPressStore.com/Support.

Please note that product support for Microsoft software and hardware is not offered
through the previous addresses. For help with Microsoft software or hardware, go to
support.microsoft.com.

Stay in touch

Let's keep the conversation going! We're on Twitter: twitter.com/MicrosoftPress.


http://MicrosoftPressStore.com/ERMS900
http://MicrosoftPressStore.com/ERMS900/errata
http://MicrosoftPressStore.com/Support
http://support.microsoft.com
http://twitter.com/MicrosoftPress

Describe Microsoft 365 apps
and services

In its original form, introduced in 2017, the Microsoft 365 product was marketed to enterprise
customers and consisted of the following components:

m  Office 365 Enterprise
m  Windows 10 Enterprise
m Enterprise Mobility + Security

The object of the product is to provide users with a comprehensive workflow that
combines cloud-based services, artificial intelligence, and machine learning capabilities.
To do this, these three components actually consist of a variety of front-end and back-end
applications and services, as described in the sections of this chapter.

In 2020, Microsoft announced the rebranding of the Office 365 consumer and business
products to Microsoft 365, so there are now three tiers of Microsoft 365 products: Home,
Business, and Enterprise, which can lead to some naming confusion. As of this writing, Micro-
soft is phasing out the Office brand entirely in favor of Microsoft 365 product names.

Skills in this chapter:
m Skill 2.1: Describe productivity solutions of Microsoft 365
m Skill 2.2: Describe collaboration solutions of Microsoft 365

m Skill 2.3: Describe endpoint modernization, management concepts, and deployment
options in Microsoft 365

m Skill 2.4: Describe analytics capabilities of Microsoft 365

Skill 2.1: Describe productivity solutions of
Microsoft 365

Microsoft Office is the earliest ancestor of Microsoft 365 and includes Microsoft Word, Excel,
and PowerPoint. These became known as productivity applications, which are still at the core
of Microsoft 365 products.
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However, productivity has changed in the decades since the first Microsoft Office release,
and so have the tools that users need to be productive. Microsoft 365 has evolved into a large
collection of applications and services that can provide users with the means to be productive.

Describe the core productivity capabilities and benefits of
Microsoft 365, including Microsoft Outlook and Microsoft
Exchange, Microsoft 365 apps, and OneDrive

Microsoft 365 is not just a collection of workstation applications; it's designed more to be a
comprehensive productivity solution for users, as well as a management solution for adminis-
trators. For users, the most visible element of Microsoft 365 is the familiar set of Office applica-
tions: Outlook, Word, Excel, and PowerPoint, applications they have probably been using for
years. However, many Microsoft 365 components operate beneath the immediately visible
applications, which help to protect the users and their data and provide them with intelligent
communication and collaboration services.

Windows 11 Enterprise

Windows 11 is the operating system that enables users to access both the Office productivity
applications and the services provided by the other Microsoft 365 components. The Microsoft
365 E3 and E5 product plans include an upgrade to the Enterprise edition of Windows 11.

The Enterprise edition of Windows 11 includes security measures, deployment tools, and
manageability functions that go beyond those of Windows 11 Pro, providing administrators of
enterprise networks with centralized and automated protection of and control over fleets of
workstations.

The Windows 11 Enterprise E3 operating system included in Microsoft 365 E3 is an upgrade
to an existing Windows 11 Pro installation. The Microsoft 365 E5 product includes an operating
system upgrade to Windows 11 Enterprise E5, which includes all of the E3 features plus Micro-
soft Defender for Endpoint.

Some of the additional features included in Windows 11 Enterprise are described in the
following sections.

SECURITY

All Windows 11 editions include Windows Defender, which protects the operating system from
various types of malware attacks. However, compared to Windows 11 Pro, Windows 11 Enter-
prise includes several enhancements to the Windows Defender software, including the follow-
ing functions:

= Windows Defender Application Guard This enables enterprise administrators to
create lists of trusted Internet sites, cloud resources, and intranet networks. When a user
accesses an untrusted site using Microsoft Edge or Internet Explorer, Windows 11 auto-
matically creates a Hyper-V-enabled container and opens the untrusted resource within
the protected environment that the container provides. If the untrusted resource turns

Describe Microsoft 365 apps and services



out to be malicious, the attacker is isolated within the container, and the host computer
remains protected.

= Windows Defender Application Control (WDAC) This provides defense against
malicious applications by reversing the standard trust model in which applications
are assumed to be trustworthy until proven otherwise. WDAC prevents a system from
running any applications, plug-ins, add-ins, and other software modules that have not
been identified as trusted using a policy created with Microsoft Intune or Group Policy.
Windows 11 version 22H2 includes Smart App Control, a feature based on WDAC that
uses Microsoft's security service to determine whether an app is too dangerous to run.

m Microsoft Defender for Endpoint Windows 11 includes the client-side compo-
nents of Microsoft Defender, a private cloud-based threat prevention, detection, and
response engine. Windows 11 includes endpoint behavioral sensors, which collect
behavioral information from the operating system and forward it to the Defender back-
end servers in the enterprise’s private cloud for analysis. Defender also protects the files
in key system folders from unauthorized modification or encryption by ransomware and
other attacks, applies exploit mitigation techniques to protect against known threats,
enhances the network protection provided by Windows Defender SmartScreen, and
performs automated real-time investigation and remediation of security breaches.

UPDATES

Windows 10 and 11 perform system updates differently from previous Windows versions,
replacing the major service packs released every few years with semiannual feature updates.
The Windows Update process is automated by default for the typical Windows user, but net-
work administrators can still intervene in the process for testing update releases before they
are generally deployed.

Microsoft provides the following tools for the administration of updates:

® Windows Update for Business This free cloud-based service enables administrators
to defer, schedule, and pause update deployments to specific workstations. Administra-
tors can use the service to allow the installation of updates on designated test systems
only and then deploy the updates later if no problems arise. Administrators can pause
their deployments indefinitely if there are problems with particular updates.

® Windows Server Update Service (WSUS) This free, downloadable service enables
administrators to manage system updates internally by downloading releases to a WSUS
server as they become available, testing them as needed, and then deploying them to
workstations on a specific schedule. WSUS enables administrators to exercise complete
control over the update deployment process. Also, it reduces the update’s Internet
bandwidth used by downloading releases only once and then distributing them using
the internal network. Administrators can install multiple WSUS servers and distribute
update preferences and release schedules among them, making the system highly
scalable.

Skill 2.1: Describe productivity solutions of Microsoft 365
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While administrators can use these tools to manage updates on workstations running any
version of Windows, there are additional enhancements for Windows 11 Enterprise worksta-
tions, including its manageability with the Desktop Analytics tool. Desktop Analytics is an
enhanced service incorporating all the upgrade compatibility and monitoring functionality of
Windows Analytics, along with deeper integration into the Microsoft management tools, such
as Configuration Manager, and a “single pane of glass” interface that provides administrators
with a comprehensive view of the Windows 11 and Microsoft 365 update status.

Some of the update monitoring functions supported by Desktop Analytics are as follows:

m Upgrade Readiness Desktop Analytics collects information about Windows, Micro-
soft 365, and other applications and drivers and analyzes it to identify any compatibility
issues that might interfere with an upgrade.

m Update Compliance Desktop Analytics gathers Windows 11 information about the
progress of operating system update deployments, as well as Windows Defender Antivi-
rus signature and result data, Windows Update for Business configuration settings, and
Delivery Optimization usage data. After analyzing the information, Desktop Analytics
reports any update compliance issues that might need administrative attention.

m Device Health A Desktop Analytics solution that uses the enhanced diagnostic data
generated by Windows 11 to identify devices and drivers causing regular crashes. The
tool also provides potential remediations, such as alternative driver versions or applica-
tion replacements.

NOTE WINDOWS ANALYTICS BECOMES DESKTOP ANALYTICS

Upgrade Readiness, Update Compliance, and Device Health are all part of the Windows
Analytics tool in Microsoft Azure, which was retired in 2020. Desktop Analytics is an enhanced
version of the tool that integrates with SCCM and provides these same functions for Windows
11 Enterprise workstations.

MANAGEMENT

Microsoft 365 provides many enhancements to the enterprise management environment,
enabling administrators to simplify deploying and configuring Windows 11 Enterprise worksta-
tions. One of the primary objectives of Microsoft 365 is to automate many of the routine tasks
that occupy a great deal of an administrator’s time.

m Windows Autopilot This is a cloud-based feature designed to simplify and automate
deploying Windows 11 workstations on an enterprise network. Instead of having to cre-
ate and maintain images and drivers for every computer model, Autopilot uses cloud-
based settings and policies to reconfigure the OEM-installed operating system into a
user-ready workstation, even installing applications and applying a new product key to
transform Windows 11 Pro to the Windows 11 Enterprise edition.

m  Microsoft Application Virtualization (App-V) This enables Windows workstations
to access Win32 applications that are actually running on servers instead of local disks.

Describe Microsoft 365 apps and services



Administrators must install the App-V server components and publish the desired
applications. A client component is also necessary, and Windows 11 Enterprise includes
the App-V client by default, so no additional installation is necessary. However, the
client has to be activated; administrators can activate clients using either Group Policy
settings or the Enable-App cmdlet in Windows PowerShell.

Windows 10 Upgrade

The Microsoft 365 Business plans do not include the full Windows operating system pack-
age because the assumption is that potential deployers already have or will be purchasing
computers with a Windows OEM operating system installed. However, Windows 10 or higher
is required for the end-user workstations to function with the Microsoft 365 services, so the
Microsoft 365 Business plans include upgrade benefits to Windows 10 Pro for computers cur-
rently running Windows 7 or Windows 8.1 Pro.

NOTE MICROSOFT 365 PLAN COMPONENTS

For more information about the components included in the various Microsoft 365 plans,
see Chapter 4, "Understand Microsoft 365 pricing and support.”

Exchange Online

Exchange Online is a cloud-based implementation of Microsoft's flagship messaging and
collaboration server product. All Microsoft 365 Enterprise and Microsoft 365 Business plans
include Exchange Online access for all users. This eliminates the need for organizations to
install and maintain their own on-premises Exchange servers.

As with Microsoft Azure, Exchange Online uses shared servers in Microsoft datacenters to
host the mailboxes and other services for multiple subscribers. The Exchange Online services
available include the following:

m Mailboxes Each user is provided with mail storage, the amount of which is based on
the subscriber’s Microsoft 365 plan. An In-Place Archive provides additional storage for
mail. Exchange also supports shared mailboxes for groups of users who share responsi-
bility for incoming mail.

m Calendars Users can maintain events and appointments and share them with other
users to create a unified scheduling and collaboration environment.

m Shared calendars Users can share their calendars for scheduling, task management,
and conference room booking. Exchange Online also provides a global address book,
group management, and mailbox delegation.

= Exchange Online Protection (EOP) EOP scans incoming email for spam and mali-
cious code and forwards, deletes, or quarantines potentially dangerous messages based
on rules established by administrators.

Skill 2.1: Describe productivity solutions of Microsoft 365
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m Unified Messaging (UM) UM enables administrators to combine email messages

with voice mail so each user can store both message types in a single mailbox. UM pro-
vides standard voice mail features, including call answering, and enables users to listen
to their messages from the Outlook Inbox or by using Outlook Voice Access from any
telephone.

Data Loss Prevention (DLP) DLP enables administrators to create DLP policies that
protect sensitive company information by using deep content analysis to filter messag-
ing traffic based on keywords, regular expressions, dictionary terms, and other criteria
and then take specific actions based on the type of information detected. For example,
a DLP policy can identify email messages containing credit card numbers and either
notify the sender, encrypt them, or block them outright. More complex policies can
identify specific types of company documents and use virtual fingerprinting to identify
their source.

Microsoft maintains two Exchange Online subscription plans: Plan 1, which is included with
Microsoft 365 Business, and Plan 2, which has additional features and is included with Micro-
soft 365 Enterprise. The features included in each plan are listed in Table 2-1.

TABLE 2-1 Exchange Online plans for Microsoft 365

Exchange Online Plan 1 Exchange Online Plan 2

(Microsoft 365 Business) (Microsoft 365 Enterprise)

50 GB of mailbox storage per user 100 GB of mailbox storage per user

In-Place Archive Unlimited additional user storage in In-Place Archive

Access via desktop Outlook, Outlook on the web, Access via desktop Outlook, Outlook on the web, and

and Outlook Mobile Outlook Mobile

Individual user calendars Individual user calendars
Shared calendars Shared calendars

Exchange Online Protection Exchange Online Protection

Unified Messaging

Data Loss Prevention

Microsoft 365 administrators do not have direct access to the Exchange Online servers, but
they can access the Exchange admin center from a link in the Microsoft 365 admin center to
manage Exchange-specific settings using a web-based interface, as shown in Figure 2-1.

In this interface, administrators can perform tasks such as the following:

Create and manage user accounts
Grant management role permissions for administrators and users

Configure mail flow options to integrate on-premises mail servers or third-party mail
services into the message-handling solution

Describe Microsoft 365 apps and services



m Enable calendar sharing with outside organizations or between users on-premises and
in the cloud

®m  Manage hierarchical and offline address books, address lists, and address book policies
m Create and manage a public folder hierarchy for document sharing and collaboration

m Create and manage client access rules to restrict access to Exchange Online based on
client platform, IP address, authentication type, location, and other criteria

= Home > Mailboxes ) Dark mode
@ Home
.
8 Recipients A Manage mailboxes
| Mailboxes Create and manage settings for shared mailboxes. You can also manage settings for user
& mailboxes, but to add or delete them you must go to the Microsoft 365 admin center and do this
Tops on the active users page. Learn mare abou =
Resources
Contacts
& Vil fiow = 7 Mailflow setting <3 Hide from address list &7 Edit
Fa Roles w
@  Displayname | Email address Recipient type Archive status
3 Migration
©  Olivier Renaud olivier._renaud d None
i Mobile w
l=* Reports w
. »

FIGURE 2-1 The Exchange admin center interface

Microsoft Outlook

Users can access Exchange Online services using the Microsoft Outlook application included
with the Office productivity tools, as shown in Figure 2-2, the web-based Outlook client, or
Outlook Mobile. This enables users to access their mail, calendars, and other services from
virtually any device, including smartphones and tablets running iOS, Android, or Windows.

| - | File Send [ Receive  View  Help
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FIGURE 2-2 The Outlook email interface
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SharePoint

Microsoft SharePoint is a web-based collaboration tool originally introduced in 2001 as an
on-premises server product. SharePoint in Microsoft 365 is the cloud-based equivalent
included with nearly all of the Microsoft 365 Business and Enterprise plans.

SharePoint is a service that administrators and workers can use to create document man-
agement, distribution, and collaboration websites. At its simplest, SharePoint users can create a
document library on the web and upload their files to it. The files are then accessible from any
device with access to the site. As SharePoint is part of Microsoft 365, editing a library document
opens it in the appropriate Office application, whether online or installed on a desktop.

Users can share their library files with other users with varying degrees of access by assign-
ing permissions to them. A scenario in which an organization or user wants to post documents
to a library for many users to access is called a communication site. For example, a company
could use SharePoint to create a library of human resources documents for all employees to
access. SharePoint includes customization capabilities that enable administrators to design
websites with modern graphical components, as shown in Figure 2-3.

FIGURE 2-3 A sample SharePoint site

Even more useful, multiple people can edit a single SharePoint document simultaneously,
providing a collaborative environment that enables groups to work together. By creating a
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team site, a designated group of users can work simultaneously on documents that only they
can access. SharePoint maintains multiple versions of the files in a library so users can review
the iterations of a document throughout its history.

Communication and team sites are linked in SharePoint by hub sites, which provide central-
ized navigation to the subordinate sites and downstream searching. The SharePoint service
included in Microsoft 365 can host multiple hub, collaboration, and team sites, as shown in
Figure 2-4.

Hub sites

A communication site
or a team site

Created by admins

Navigation
Theme and logo
Search scope
News and activity rollup

FIGURE 2-4 SharePoint site types

Because SharePoint is integrated with the other Microsoft 365 components, users can take
advantage of their security and manageability features. The documents uploaded to Share-
Point sites are protected against malicious code by the same antimalware engine used by
Exchange Online and Data Loss Prevention. Outlook integration enables users to schedule and
deliver team events to members’ calendars. SharePoint also can control group memberships
and document permissions with user identities taken from Active Directory and Azure Active
Directory.

The SharePoint plan included with the Microsoft 365 Enterprise products includes unlim-
ited personal cloud storage. A SharePoint library can have up to 30 million files and folders,
although there are limitations when the number goes beyond 100,000. Individual files can be
up to 15 GB, and SharePoint can maintain up to 50,000 versions of each file. SharePoint groups
can have up to 5,000 users, and users can be members of up to 5,000 groups. Therefore, Share-
Point supports enormous installations serving as many as 500,000 users.
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OneDrive

OneDrive, shown in Figure 2-5, is Microsoft's cloud-based storage service. All the Microsoft 365
Business subscriptions include one terabyte of cloud storage per user. Microsoft 365 Enterprise
subscriptions include 5 TB of cloud storage per user, with up to 25 TB available by administrator
request.
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FIGURE 2-5 The Microsoft OneDrive online interface

OneDrive is also the default cloud storage location for Microsoft 365 applications. For
example, users can save Word, Excel, PowerPoint, and OneNote documents to OneDrive stor-
age and share them with other users. This allows multiple users to access and edit a document
simultaneously.

OneDrive support is included with the Windows operating systems 8.1 and later. OneDrive
client applications are available for Windows and macOS desktops that provide users with
access to their cloud storage and other features, such as file synchronization. Mobile versions
of the OneDrive app are also available for Android and iOS, which enable users to access their
cloud storage anywhere.

OneDrive is intended to be a personal cloud storage service, while OneDrive in Microsoft
365 is another form of Microsoft cloud storage implemented within SharePoint and provides
additional collaboration features intended for business users, such as Content Approval.

Using the Microsoft 365 admin center

Because Microsoft 365 consists mostly of cloud-based services, administrators use web-based
controls to manage them, and users can use web-based portals to access them. The individual
services included with Microsoft 365, such as Exchange Online and SharePoint, are also avail-

able as separate products, so they have their own administrative portals called admin centers.
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However, the Microsoft 365 admin center is the main administrative portal for the product, and
it provides access to all the individual portals as well.

When you sign on to the Microsoft 365 admin center at admin.microsoft.com, you see the
Home screen shown in Figure 2-6, with a navigation menu in the left pane and a series of cards
containing controls on the right. Administrators can place their most frequently used controls
on the Home page by dragging items from the navigation menu to the right pane to add
more cards.
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FIGURE 2-6 The Microsoft 365 admin center Home screen

The navigation pane contains menus for control categories, with dropdowns for specific
control types. The categories are as follows:

m Users Enablesadministrators to create, manage, and delete user accounts. By assign-
ing licenses to accounts, users will be granted access to Microsoft 365 or other appli-
cations and services. Assigning administrative roles to users grants them privileges to
access certain additional controls.

m Devices Enables administrators to add new devices, individually or in bulk, such as
smartphones and tablets, create policies for securing the devices, and manage individ-
ual devices by resetting them, removing corporate data, or removing them entirely.

m Teams & Groups Enables administrators to create Microsoft Teams teams and various
types of groups, including Microsoft 365, security, mail-enabled security, and distribu-
tion list groups, assign owners to them, and configure privacy settings. They can also
create shared mailboxes for access by all members of a specific group.

m Roles Enablesadministrators to assign built-in Azure Active Directory roles to users to
provide them with access to additional admin centers and other resources.
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Resources Enables administrators to create and configure rooms and equipment for
assignment to meetings and create SharePoint sites and collections.

SharePoint The SharePoint admin center provides full control over SharePoint, but
this interface can control site sharing and remove external users.

Billing Enables administrators to purchase additional Microsoft applications and ser-
vices, manage product subscriptions, monitor available product licenses, and manage
invoices and payments.

Support Enables administrators to find solutions to common Microsoft 365 problems
and create and view requests for service from Microsoft technicians.

Settings Enables administrators to configure service settings and add-ins for the
entire enterprise, configure security settings, and monitor partner relationships.

Setup Enables administrators to monitor their Microsoft products and manage the
licenses for those products, purchase or add Internet domains, and migrate data from
outside email providers into Microsoft 365 accounts.

Reports Enables administrators to generate various reports, such as email activ-
ity, active users, and SharePoint site usage, over intervals ranging from 7 to 180 days.
Reports like these can indicate who is using the Microsoft 365 services heavily, who is
near to reaching storage quotas, and who might not need a license at all.

Health Enables administrators to monitor the operational health of the various Micro-
soft 365 services, read any incident and advisory reports that have been generated, and
receive messages about product update availability and other topics.

Admin Centers Enables administrators to open new windows containing the admin
centers for the other services provided in Microsoft 365, including Security, Compliance,
Azure Active Directory, Exchange, SharePoint, and Microsoft Teams.

NOTE MICROSOFT 365 ADMIN CENTER

Because the admin centers for the Microsoft 365 services are web-based, the product devel-
opers can easily modify them and add features as they become available without interrupting
their users. The figures of the admin center controls in this book are taken from the interface
design as it exists at the time of writing. Design and feature changes might have been intro-
duced since the time of publication.

Describe core Microsoft 365 Apps, including Microsoft
Word, Excel, PowerPoint, Outlook, and OneNote

Much of the Microsoft 365 infrastructure is invisible to end users; their primary exposure is to
the standard Office productivity applications, such as Word and Excel. The selection of produc-
tivity applications included with Microsoft 365 depends on the subscription plan the adminis-
trators choose for the organization.
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Using the Microsoft 365 portal

Once an administrator has given users Microsoft 365 accounts, they can access the Office
productivity applications and sign on to the Microsoft 365 user portal at https://portal.office.
com. After a user signs in with the email address created by the administrator as part of their
account, the Microsoft 365 portal appears, as shown in Figure 2-7.
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FIGURE 2-7 The Microsoft 365 user portal

The Apps tiles on the portal’'s Apps page provide the user access to the web-based versions
of the Office productivity applications: Microsoft Teams, Word, Excel, PowerPoint, Outlook,
OneDrive, and OneNote. Beneath the icons is a Get Work Done area providing the user with
access to recently used, pinned, and shared document files stored in the user’'s OneDrive cloud.

Farther down on the Apps page is an Explore By Category section that displays tiles for
the other Microsoft 365 apps by default, as shown in Figure 2-8.

Clicking one of the application tiles on the Apps page opens the online version of the appli-
cation. All Microsoft 365 subscriptions provide users access to the web and mobile versions of
the Office productivity applications. With these versions, users can access the applications on
virtually any device from any location with Internet access.

If the users’ subscription includes the desktop versions of the applications, the Microsoft
365 portal permits the user to install the Microsoft 365 applications on up to five systems. On
the portal's home page, clicking Install Apps and selecting Premium Microsoft 365 Apps
opens the Get Started With Microsoft 365 page, as shown in Figure 2-9.
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FIGURE 2-8 The Explore By Category section of the Microsoft 365 user portal Apps page
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The installation includes all the on-premises Office applications, including Word, Excel,
PowerPoint, Outlook, OneNote, Access, Publisher, and OneDrive. This is the only way for a
Microsoft 365 user to run the Access and Publisher applications because they don't have web
or mobile versions.

Using the Microsoft 365 Applications

The collection of user productivity applications, now known as Microsoft 365 Apps for Busi-
ness and Microsoft 365 Apps for Enterprise, is one of the core elements of the Microsoft 365
subscription products. Formerly known as Office 365 for Business and Office 365 ProPlus,
this element is most visible to users because it provides the applications they probably use
every day. For administrators, productivity applications are a crucial part of the Microsoft 365
deployment process because they can use all the cloud-based services included in the Micro-
soft 365 product.

The various Microsoft 365 subscription products contain application packages that can
differ slightly. For example, the Microsoft 365 Business Basic subscription includes only the web
and mobile versions of the productivity apps, not the installable desktop versions.

The Office applications for web and mobile use are limited in their advanced features com-
pared to the installed versions, but they enable users with a Microsoft 365 license full access to
their documents using any Internet-connected computer or mobile device with a web browser.
Users can also save documents in their OneDrive cloud storage for access later.

Most of the other Microsoft 365 packages include the desktop versions, and the core
applications are the same; the differences are the additional applications and services that are
included in the bundle. Microsoft 365 subscriptions include the following elements:

m Word Word processing

m Excel Spreadsheetsand charting

m PowerPoint Presentation graphics

m Microsoft Teams Chat, messaging, and collaboration
m Outlook Email and scheduling

m Access Database management

m Publisher Desktop publishing

m OneDrive Cloud storage

Other Microsoft 365 business and enterprise packages include various combinations of the
Microsoft cloud services discussed earlier in this chapter. The Microsoft 365 E5 package, for
example, adds the following:

m Exchange Online This cloud-based email and calendaring service provides enterprise
users with mailboxes and calendars they can access and share using virtually any device.

m SharePoint This cloud-based collaboration tool enables administrators and users to
create websites and maintain document libraries.
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m Viva Connections This cloud-based employee information feed is built on SharePoint
and integrated into Microsoft Teams.

m VivaEngage Thisisa cloud-based enterprise social networking service that Microsoft
is positioning as the successor to Yammer.

m Power Platform This is a low-code end-user development environment that includes
Power Bl Pro, a data mining and business analytics package; Power Apps, an app devel-
opment tool; Power Automate, a tool for automating repetitive tasks; and Power Virtual
Agents, a tool for creating chatbots.

m Stream This video streaming service enables enterprise users to upload, view, and
share video content.

m Planner Thiscloud-based team management application includes file sharing and
communication capabilities.

m ToDo Thisisa cloud-based task management application.

The Microsoft 365 Enterprise E5 package includes all these elements, plus licenses for
Windows 11 Enterprise and Enterprise Mobility + Security. The product is designed to enable all
these components to work together intelligently and provide users with advanced communi-
cation and collaboration capabilities.

EXAM TIP

Microsoft has officially designated the web-based versions of the Office applications as
Office on the Web. They were formerly known as Office Web Apps, and some older sources
might still refer to them by that name.

Comparing Microsoft 365 with on-premises Office

Microsoft 365 is the subscription-based version of the on-premises Microsoft Office applica-
tion suite that has been available for decades. Office was originally designed as an on-premises
business productivity product consisting of Word, Excel, and PowerPoint applications. All these
applications were once standalone products, but by bundling them into the Office package,

a single license gives a user unlimited access to all the applications. This simplifies the deploy-
ment and licensing process for IT purchasers and administrators.

The most recent release of the on-premises bundle is Microsoft Office 2021, but many
corporate IT departments are still using previous versions, such as Microsoft Office 2019 or
2016. The package includes desktop versions of Outlook, Word, Excel, PowerPoint, Publisher,
and Access for either Windows or Macintosh. These Office products are purchased outright,
so no ongoing subscription fee exists. Office 2021 is available in multiple editions with varying
contents. Enterprise administrators typically select Office Professional 2021, which is volume
licensed.
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Microsoft is clearly attempting to urge the Office market toward its subscription-based
products. The list of features and benefits that are not included in the Office 2021 package but
available in Microsoft 365 is a long one and includes the following:

m Automatic feature updates Microsoft 365 packages all receive regular feature,
quality, and security updates at monthly or semiannual intervals determined by the
enterprise administrator. By default, Office 2021 automatically downloads quality and
security updates monthly from the Microsoft Content Delivery Network (CDN), but it
does not receive feature updates. Major upgrades, such as from Office 2019 to Office
2021, require purchasing a new license.

m Licensed devices The Microsoft 365 licenses permit each user to install the Office
productivity applications on up to five devices, meaning a single license can be used for
a user’s office, laptop, and home computers—and even two smartphones or tablets. The
Office 2021 license only permits the installation of the applications on one Windows or
Macintosh computer.

m Operating system support While the Microsoft 365 products include Windows 11
Enterprise and require that operating system for many collaboration features, the Office
2021 product can be installed on any Windows 11 or 10 computer (version 1809 or later).

m OneDrive cloud storage Any registered user can obtain OneDrive cloud storage,
but Microsoft 365 subscribers receive 1 TB of storage. Unlicensed users and Office 2021
licensees are only permitted 5 GB.

m Technical support The Microsoft 365 business packages include 24/7 online and
telephone support and the FastTrack deployment service. The Office 2021 license has
more limited support options.

m Email hosting and calendaring Most Microsoft 365 packages include the Exchange
Online cloud service, which provides email and calendaring. For Office 2021 users, this
service is only available as a separate subscription for an additional fee. There is also an
on-premises Exchange Server product that is sold separately.

m Collaboration tools Most Microsoft 365 packages include cloud-based collaboration
services such as SharePoint and Microsoft Teams. For Office 2021 users, these services
are only available as separate subscriptions for additional fees. SharePoint is also sold
separately as an on-premises server.

®m Reduced functionality mode With Microsoft 365, if a user's subscription lapses,
if an administrator removes a user’s license, or if the computer on which the Office
applications are installed does not connect to the Internet at least once every 30 days,
the Office productivity applications go into reduced functionality mode and display a
message like the one shown in Figure 2-10. In reduced functionality mode, the user can
open, view, and print existing documents, but all editing functions are disabled, and
the user cannot create new documents. The Office 2021 applications never revert to a
reduced functionality mode, and users are not required to connect to the Internet.
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FIGURE 2-10 Microsoft 365 Reduced Functionality Mode warning

While individual users might see these omissions as considerable drawbacks to the Office
2021 product, this is not necessarily so for enterprise administrators. In some cases, adminis-
trators might prefer that the Office applications not receive feature updates because of the
additional support and training issues they might cause. Every new support issue in the enter-
prise is multiplied by hundreds or thousands of users, so the sudden appearance of substantial
changes or new features in the Office applications can be more trouble than it's worth.

As to the additional cloud services provided in many of the Microsoft 365 packages, such
as those providing email and collaboration, many organizations already have solutions for
these services in place and do not want to pay for features they do not need or want. Microsoft
technical support for individual users might also not be necessary because enterprise adminis-
trators typically provide that support themselves. Many large organizations also obtain Office
2021 by purchasing a volume license, which might include incident support, should it
be needed.

Compare core services in Microsoft 365 with corresponding
on-premises services

Microsoft 365 is based primarily on cloud services, but some of the services are also available
as on-premises products. For example, an organization can use Exchange Online for email and
scheduling or install its own servers and run an on-premises version of Exchange. The same is
true for SharePoint and Azure Active Directory, both of which also have on-premises equiva-
lents. As with any trade-off situation, both sides have advantages and disadvantages.

DEPLOYMENT

A cloud-based service is always simpler to deploy than an on-premises server-based product
because the service is provided to the subscriber in an installed and operational state. There is
no need to design an infrastructure, obtain hardware, or install server software. An administra-
tor can begin to work with the service immediately after subscribing to it, creating user objects,
Exchange mailboxes, or SharePoint sites that are up and running in minutes instead of days

or weeks.
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UPDATES

One significant advantage to using the cloud-based version of any of these applications or
services is that they are regularly and automatically updated with the latest software version.
Administrators are relieved of the need to download, evaluate, and deploy updates as they are
released. With a cloud-based solution, an organization subscribes to a service, not a software
product, so the provider is responsible for maintaining and updating the service’s functionality.
In many cases, the cloud-based version of a service receives new features sooner, and on-
premises software products might not receive certain features at all.

For an on-premises service installation, a responsible update strategy requires testing and
evaluation of new software releases and might require service downtime for the actual update
deployments.

COST

Costs—Dboth initial and ongoing—are another decisive factor in deploying any of these ser-
vices. Cloud-based services require the payment of a regular subscription fee, and sometimes
there are additional fees for add-on features. A subscription allows organizations to imple-
ment a service with a minimal initial outlay because no hardware costs or server licenses are
required.

Fees for cloud-based services are predictable and simplify the process of budgeting. Install-
ing the equivalent on-premises service is a more complicated affair. An organization obviously
must first purchase the server software license and the computers on which the software will
run, as well as an operating system license and client access licenses for all the users. This can
be a significant initial outlay.

Depending on the organization’s requirements, there might also be additional costs. A large
enterprise might require multiple servers to support different physical sites, multiplying the
initial outlay cost. Backing up data and storing it also adds to the cost.

There are also fault tolerance and disaster recovery issues to consider. By default, most
cloud-based services from Microsoft are supplied with a 99.9 percent service level agreement
(SLA), meaning the service will experience no more than 0.1 percent of downtime in a given
period. The infrastructure Microsoft uses to maintain that consistent performance is of no con-
cern to the subscriber. Duplicating that performance level with on-premises servers will require
redundant hardware and possibly even datacenters. Not every organization requires this same
level of consistent performance, but even a more modest uptime guarantee will increase the
expenditure for an on-premises solution.

Finally, there is the issue of the people needed to design, install, and maintain on-premises
services. For example, deploying Exchange servers is not a simple matter of just installing the
software and creating user accounts. Depending on the organization’s size, multiple serv-
ers might be needed at each location, and the design and configuration process can require
administrators with advanced skills. These people will be an ongoing expense throughout the
life of the service.
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While cloud-based services can provide a great deal of performance for the price, this is not
to say that they are always cheaper than on-premises servers. In the long term, cloud-based
services can reach a point where they are more expensive. Cloud service fees are ongoing and
perpetual, and while expenditures for on-premises servers might begin with a large initial
outlay, they can come down to a much lower level once the servers and the software have been
purchased and deployed.

A comparison of the relative costs also depends on the organization’s requirements and
existing infrastructure. For a large enterprise that already maintains datacenters in multiple
locations with experienced personnel, deploying a new service in-house might be relatively
affordable. The initial outlay for an on-premises service might be unfeasible for a newly formed
company with no existing IT infrastructure.

ADMINISTRATION

Compared to on-premises server administrators, who can work directly with server software
controls, Microsoft 365 administrators use web-based remote interfaces to work with cloud
services. Microsoft 365 admin center provides access to the various tools for all the services
included in the product, such as Exchange Online admin center and SharePoint admin cen-
ter, as shown in Figure 2-11. These tools enable managing configuration settings and creating
virtual resources, such as mailboxes and directory service objects.
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FIGURE 2-11 Admin center access through Microsoft 365

However, administrators of cloud services do not have access to the underlying resources
on which the services run. They cannot access the operating system of the computers on which
their services are running, nor do they have direct access to the files and databases that form
their service environments. For example, while administrators can create mailboxes for users in
the Exchange Online admin center, they cannot access the mailbox databases containing the
users’ messages.
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The web-based interfaces are not necessarily a drawback for all administrators. It is entirely
possible to manage a cloud-based service without ever requiring access to the service’s under-
lying data structures. In addition, Microsoft maintains responsibility for those data structures,
ensuring their availability and security. In an on-premises service deployment, it is up to the
local administrators to replicate the data structures for high availability purposes and imple-
ment a load-balancing solution to maintain a similar level of performance.

Here again, the differences between the two service environments depend on the expe-
rience and preferences of the people responsible for them. Experienced Exchange Server
administrators, for example, might be wary of using a cloud-based Exchange implementation
that would isolate them from the servers, the operating system, and the traditional Exchange
controls. However, an administrator relatively new to Exchange might welcome the simplified
access the Exchange Online admin center provides.

SECURITY

One of the most critical factors in the decision to use cloud-based or on-premises services
is the location of sensitive data. For many organizations, the security of their data is not just
a matter of their own benefit. Sometimes, contractual and regulatory constraints can make
cloud-based data storage impossible. For example, a company with a government contract
might be required to maintain personal responsibility for its stored data; it cannot pass that
responsibility on to a third-party cloud provider.

However, in cases with no legal constraints, storing data in the cloud can provide protection
equivalent to several different on-premises security products. Antivirus protection, message
encryption, Information Rights Management, and Data Loss Prevention are just some of the
security mechanisms that the Microsoft 365 cloud services can provide, all of which would
require additional maintenance and expense to implement for on-premises servers.

Service comparisons

Not all the cloud services included in Microsoft 365 are available in on-premises versions.
Microsoft Teams and Microsoft Streams, for example, only exist as cloud services. However,
some of the core Microsoft 365 services have existed as standalone server software products
for years, and organizations planning a Microsoft 365 deployment might want to compare the
cloud services to their corresponding on-premises versions, as in the following sections, before
committing to one or the other.

OFFICE APPLICATIONS

As noted earlier, the Microsoft Office suite is a collection of productivity applications available
as a standalone product for many years. Office 365—and, eventually, Microsoft 365—were
introduced as subscription-based products enabling users to access the same applications in
several ways. In most of the Microsoft 365 plans, it is still possible to install the applications on
a Windows or Macintosh computer for online or offline use, but they are also available in the
cloud for access on any device using a web browser. In addition, there are also non-Windows
versions of the applications available for use on Android and iOS devices.

Skill 2.1: Describe productivity solutions of Microsoft 365

43



44

With the standalone Office product, currently called Office 2021, you pay only once and
receive the productivity applications, such as Word, Excel, PowerPoint, Access, Publisher, and
Outlook, but that's all. The Office 2021 license is limited to a single device installation, while
Microsoft 365 enables you to install the applications on up to five devices.

Free security updates to the current versions of the applications are released regularly, but
not as frequently as the updates for Microsoft 365, which can also include new features. In the
event of a major upgrade release, such as from Office 2019 to Office 2021, there is an additional
charge for the standalone product. A Microsoft 365 subscription ensures that you always have
the latest software version.

Office 2021 is available in several versions for different audiences, with differing price points.
Basic versions, such as Office Home & Student 2021, include some of the applications (Word,
Excel, and PowerPoint only), while Office Professional 2021 includes the entire suite of pro-
ductivity applications but none of the Microsoft 365 cloud services. At this point in the life of
the Office product, Microsoft is targeting Office 2021 at enterprises that “are not ready for the
cloud” and that purchase volume licenses for the entire organization. Because Office 2021 is
feature-locked, the applications do not change, which is something that corporate licensees
might prefer to avoid interrupting their users’ productivity with new feature releases.

Microsoft 365 is available in several different subscription plans that provide cloud ser-
vices in addition to the productivity applications, such as Exchange-based online email and
extra OneDrive storage. The version of the productivity applications included in Microsoft
365, called Microsoft 365 Apps for Business, is integrated with all the cloud services described
earlier in this chapter, including Exchange Online, SharePoint, OneDrive for Business, and
Microsoft Teams. Integrating the Office applications with these services provides users with
advanced intelligence and collaboration features unavailable with Office 2021.

EXCHANGE

All the issues described earlier in this section apply to a comparison of Exchange Online with
the on-premises version of Exchange. An Exchange Server deployment can be an elaborate
and expensive affair requiring multiple servers and extensive configuration, while administra-
tors can have Exchange Online up and running in less than a day.

Exchange Online provides each user with 50 or 100 GB of storage. In an on-premises
exchange installation, the size of users’ mailboxes is regulated by the administrators, who often
do not want to expend that much storage space, which many users might never need.

Also, unlike Exchange Server, Exchange Online can create Microsoft 365 groups, enabling
users to work with shared resources. This can be a valuable resource for administrators. For
example, a technical support team can add its members to a Microsoft 365 group. Adminis-
trators then grant the group the permissions necessary to access a shared Exchange mailbox,
a SharePoint team site, and other resources. When members enter or leave the group, the
permissions to access those resources are automatically granted or revoked.

On Exchange Server, by default, user mailboxes exist on one server and are therefore vul-
nerable to hardware failures, system faults, and other disasters that can render them temporar-
ily unavailable or even lead to data loss. For this reason, an enterprise exchange deployment
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often requires additional servers to maintain duplicate mailboxes, a reliable backup strategy,
and in some cases, duplicate datacenters, all of which add to the cost of the installation. By
default, Exchange Online replicates mailbox databases across servers and datacenters, ensur-
ing the continuous availability of the service. This, too, is an issue that some Exchange admin-
istrators would prefer to address themselves rather than leave to a service provider, but the
market for organizations that like the idea of a turnkey solution and are willing to trust cloud
services is growing constantly.

NOTE HYBRID SERVICE DEPLOYMENTS

Another possible solution to the availability issues inherent in on-premises Exchange, Share-
Point, and Active Directory implementations is for an organization to create a hybrid service
deployment using on-premises servers and cloud services together. The cloud service can
therefore function as an availability mechanism that might be more economical than creat-
ing redundant on-premises servers or datacenters. When you replicate mailboxes, sites, or AD
accounts to the cloud, they can take advantage of Microsoft’s security mechanisms. A hybrid
deployment can also function as a migration mechanism for organizations that want to move
from on-premises services to cloud-based ones gradually.

SHAREPOINT

As with Exchange, SharePoint is available as an on-premises server product and as a cloud-
based SharePoint service. The main advantages of the cloud version are the same as those of
the other services: simplified deployment, automatic updating, data redundancy, web-based
administration, and so forth.

Microsoft is presenting its cloud-based products as the next wave in business computing,
and SharePoint in Microsoft 365 is now the flagship of the venerable SharePoint product. New
features like the Modern experience in site design appear in the cloud version of SharePoint
first. However, in the case of SharePoint, this does not mean that SharePoint Server is being left
behind.

SharePoint Server 2019 includes features enabling it to work with Microsoft 365 cloud
services. For example, administrators can redirect the MySites link in SharePoint Server to One-
Drive so that users will be directed to cloud storage rather than to the on-premises server. A
hybrid cloud search capability also causes a Microsoft 365 search to incorporate the index from
an on-premises server into the standard cloud search.

ACTIVE DIRECTORY

Beginning with the Windows 2000 Server release, Active Directory Domain Services (AD DS)
functioned as an identity management solution for enterprise resources. After creating an
AD DS domain controller from a Windows server, administrators create a hierarchy of forests
and domains and populate them with logical objects representing users, computers, applica-
tions, and other resources. With those objects, AD DS functions as an intermediary between
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users and network resources, providing authentication and authorization services when users
attempt to access them. Azure Active Directory (Azure AD or AAD) is an Identity as a Service
(IDaaS) mechanism that performs the same basic authentication and authorization functions
for the Microsoft 365 cloud services, but it does so in a different way.

There are no forests or domains in Azure AD. After an organization subscribes to Microsoft
365 (or any of the individual Microsoft cloud services), an administrator creates a tenant using
the Create A Tenant page, as shown in Figure 2-12. In Azure AD, a tenant is a logical construct
representing an entire organization. Administrators of the tenant can then use the Azure portal
to create user accounts and manage their properties, such as permissions and passwords. The
accounts provide users with single-sign-on capability for all Microsoft services.

= Microsoft Azure £ Search resources, services, and docs (G+/) _

Home > Renaud Ltd | Overview > Manage tenants >

Create a tenant - b

Azure Active Directory

*Basics *Configuration  Review + create

Azure Active Directory and Azure Active Directory (B2C) enable users to access applications published by your organization, and share

same administration experiences. Learn more
Tenant type
Select a tenant type * '/E Azure Active Directory

(O Aaure Active Directory (B2C)

Help me choose

FIGURE 2-12 The Create A Tenant page in the Azure Active Directory portal

AD DS uses protocols such as Kerberos and NT LAN Manager (NTLM) for communication
between domain controllers and the other computers involved in authentication or authori-
zation. This is appropriate for its functions because AD DS functions only within the organi-
zation's premises; it is not designed to work with users outside of the enterprise or manage
cloud-based services like those in Microsoft 365.

Obviously, Azure AD is designed to manage cloud services and can work with users located
anywhere, employing different security protocols, such as Security Assertion Markup Lan-
guage (SAML) and Open Authorization (OAuth). Because they are so different, Azure AD and
AD DS are not functionally interchangeable, as are the cloud-based and on-premises versions
of services such as Exchange and SharePoint.

Thus, for any organization with an existing on-premises AD DS deployment and considering
implementing Microsoft 365, the administrators will have to work with both AD DS and Azure
AD. Fortunately, this does not mean that it will be necessary to create duplicate user accounts
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in each of the directory services. Azure AD Connect links the two and provides each user with
a hybrid identity that spans both on-premises and cloud-based services. This provides the user
with single sign-on capability for all applications and services.

Describe work management capabilities of Microsoft 365,
including Microsoft Project, Planner, Bookings, Forms, Lists,
and To Do

Work management is a software tool class that enables users to organize, schedule, and man-
age tasks and projects. Most Microsoft 365 packages provide access to several work manage-
ment tools, whereas others require an additional subscription.

Microsoft’s guiding philosophy behind these tools is that more time spent managing work
means less time doing work. The work management tools discussed in the following sections
streamline the process of organizing projects, assigning tasks, and creating schedules so that
team members can devote more time to working.

Microsoft Planner

Microsoft Planner is a simple project management tool that enables users to create plans and
populate them with tasks, events, and other elements from various Microsoft 365 services.
The default view of a plan consists of vertical columns called buckets, each of which consists of
tasks, as shown in Figure 2-13. Tasks can contain graphics, links, and files hosted by SharePoint.

Planner

* Plan1 57 Grid Board Charts  Schedule - Members **  Filter (0) ~  Group by Bucket
Plan —

Self-assessment Define the opportunity Evaluate business approach

+  Add task +  Add task +  Add task

() Define business vision () Summarize business approach

— — -

~ Identify available skills, information
]

I ~ and support

FIGURE 2-13 A plan created in Microsoft Planner

Clicking the +Add Task button opens a dialog like that shown in Figure 2-14, in which the
user specifies a task name and a due date and assigns it to specific users.
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::t Planner
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Plan1
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-+ Add task
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IEnter a task name
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& Assign |

Add task

FIGURE 2-14 Creating a task in Microsoft Planner

When a user creates a plan, the tool automatically creates a Microsoft 365 group, the mem-
bers of which are those to whom the plan applies. The opposite is also true; when a user or
administrator creates a Microsoft 365 group, the tool creates a plan for it. As with all Microsoft
365 groups, a group mailbox and calendar are also associated with it; plan users can use them
to schedule appointments and events and receive email notifications.

A Planner plan can also be integrated into Microsoft Teams by adding a new tab to a team’s
General page. Therefore, users can work with planned tasks while contacting other team mem-
bers via chat or call.

Microsoft Project

While Planner provides basic task management capabilities, administrators requiring more
extensive features can run Microsoft Project. Project has existed in various forms (even a DOS
version) since 1984, making it one of the oldest Microsoft software products. Today, a desktop
version, Microsoft Project 2019, is still available in Standard and Professional versions, and a
Microsoft Project Server version is based on SharePoint. However, the primary product is Proj-
ect for the Web, a cloud-based product available for an additional subscription fee.

While Microsoft Project is considered part of the Office environment, it is not included in
any Microsoft 365 subscription products. The cloud-based Project for Web product is available
in three subscription plans: Project Plan 1, Project Plan 2, and Project Plan 3. Plan 1is web-only,
whereas Plan 2 and Plan 3 include the desktop version of the application for up to five users.
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Project includes a grid view similar to Planner’s, in which vertical buckets contain rows of
tasks. However, Project also includes a timeline view with an interactive Gantt chart display, as
shown in Figure 2-15.

Project
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9 Receive notice to proc...

SErEe Pl

+O18FS 19FS
310 0 Submit bond and insu... " }

] (@) Prepare and submit pr..
Prepare and submit sc...
3 &) Obtain building permits

T O Submit prefiminary sh... b 15

s 0O Submit monthly reque... M b OT0s

9 ) ¥ Long Lead Procurement

Add new task

FIGURE 2-15 A sample timeline in Microsoft Project for the web

Project also manages scheduling and budgeting for large-scale projects. Users can establish
dependencies between tasks so a scheduling delay added to one task pushes its dependent
tasks forward in the schedule by the same amount of time. In the same way, changes in costs
for particular tasks are updated in the project’s overall budget.

Project allows administrators to assign tasks to specific users or groups and integrates with
Microsoft Teams so all involved users can receive updated information about the project.
Project is also built on Microsoft Power Platform, enabling users to integrate it with their own
Power Apps apps and create Power Bl dashboards containing real-time project information.

Microsoft Bookings

Microsoft Bookings is a shared scheduling application enabling users to manage their appoint-
ments. The application can integrate with Microsoft Outlook or Microsoft Teams so that users
can access their schedules through their already familiar interfaces.

In Bookings, each user has a booking page, as shown in Figure 2-16, containing the user’s
appointments and availability.

Users can share their booking pages with selected other users or with everyone. Clicking
the plus (+) button on the booking page opens an Edit Meeting Type interface, as shown in
Figure 2-17, where the user can create a new public or private appointment.
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FIGURE 2-16 A user’s booking page in Microsoft Bookings
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FIGURE 2-17 Creating a new meeting in Microsoft Bookings
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Microsoft Forms

Microsoft Forms is a relatively simple application that allows users to create surveys, quizzes, ques-
tionnaires, and registrations using an interface like that shown in Figure 2-18. Users can share the
forms they create in the application with others, who can access them using any web browser.

Questions  Responses B Preview %Sty[e Collect responses

Untitled form d

1. Question
. (__) QOption 1

() option 2

. @ Choice I Text I 4 Rating [ Date IVI

FIGURE 2-18 Creating a new questionnaire in Microsoft Forms

As a form receives replies, the responses appear in the application in real-time. Once all the
responses arrive, the application can analyze the results and export them to Microsoft Excel.

Microsoft Lists

As the name implies, Microsoft Lists is a tool for creating lists of various types, such as the itin-
erary list shown in Figure 2-19, which is based on one of the templates included in the applica-
tion. As with most work management applications, it is possible to integrate lists into Microsoft
Teams or SharePoint.

i3 Microsoft Lists R Search this list

4+ New S Editin grid view 1= Share @ Export ~ - = Event itinerary - grid view* ~ % ®

P My ists
Event itinerary ¥

Session name Session code T Session type Start date and time Description
“Breakfast 001 Meal T/4/2023 800 AM
"Iﬂmup Meetings 003 Breakeut T/4/2023 300 AM
“Lunch 005 Meal 7/472023 100 PM

'l ¥

FIGURE 2-19 Creating a list in Microsoft Lists
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Microsoft To Do

Microsoft To Do is a cross-platform task management application that allows users to cre-
ate and manage task lists integrating information from Outlook, Microsoft Teams, and other
Microsoft 365 applications and services, as shown in Figure 2-20. Once collated, a user’s task
list is then available from any platform, including Android and iOS. Users can also share their
task lists with colleagues and delegate tasks to other users.
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FIGURE 2-20 Creating a task list in Microsoft To Do

Skill 2.2: Describe collaboration solutions of
Microsoft 365

At one time, it was common for workplaces to be divided into offices and cubicles. People
worked alone, only coming together for meetings held in a separate conference room, away
from their workspaces. Then, the open office design became popular; the cubicle walls came
down, and workers were compelled to function as a team all day long. Both extremes tended
to cause problems. Either it was difficult to get the team together for quality collaboration time
because their materials were mostly left back in their workspaces, or people felt cramped and
stifled by being stuck together all the time. Achieving a balance between these two extremes
can enhance both harmony and productivity. Workers who can collaborate when neces-

sary and still spend some time concentrating on their own can often propel a project toward
completion more efficiently.

Microsoft 365 is a product that is designed to provide workers with exactly this kind of flex-
ibility. At first, it might seem to be a simple bundle of applications and services. However, the
combination of Microsoft 365 components is designed to be more than the sum of its parts.
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Microsoft 365 includes both user applications and cloud services, all of which work together
to create an environment that enables people to communicate and collaborate whenever they
need to, from wherever they happen to be. Team members can hold group meetings from
their own workspaces: in the office, at home, or on the road. Users can exchange messages by
whatever medium best suits the team’s purposes: chat, email, voice, or video conference. Users
can store their documents in the cloud to read, edit, or publish them from anywhere, using
any device. Users can work individually, in pairs, or groups of any size, in any combination,
anywhere.

Describe the collaboration benefits and capabilities of
Microsoft 365, including Microsoft Exchange, Outlook,
Yammer, SharePoint, OneDrive, and Stream

This section examines the collaboration capabilities built into the Microsoft 365 components
and then discusses how people can use them to enhance their workflows.

Exchange Online

As the Microsoft email messaging server platform, Exchange is the most frequently used col-
laboration tool for most users, regardless of whether they recognize the name. Email provides
rapid cross-platform communication, but it is often not immediate, and while emails can carry
information between team members, their asynchronous nature prevents them from being the
collaborative equivalent of a face-to-face conversation.

In addition to one-to-one email exchanges, Exchange Online also supports several other
means for users to collaborate using email messaging, such as the following:

m Distribution lists Also known as distribution groups, distribution lists enable users
to send email messages to multiple recipients simultaneously. This collaboration tool
has been available in Exchange for many years, but Microsoft 365 groups now provide a
more powerful alternative.

m Dynamic distribution list This is a variation of a standard distribution list in which the
membership is calculated each time a message is sent to the list based on rules estab-
lished by the list administrator. For example, the rules can specify that all users in a spe-
cific department or location be included as list members. Each time a message is sent to
the list, only the users identified by the rules at that moment are included in the group.

= Mail-enabled security groups Typically, security groups are used to assign permis-
sions to resources, while distribution groups are used for emailing. However, it is pos-
sible to enable mail for a security group so that the users possessing permissions to a
protected resource can be notified by mail if there are issues pertaining to that resource.
For example, if a printer is offline for maintenance or repairs, its users can be notified by
email of its unavailability.
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layers, cloud infrastructure, 3—4 Identity phase, 96-97
least privileges, 167 Networking phase, 96
licenses/licensing, 39 Windows Deployment phase, 97-98
add-on, 231 DLP (Data Loss Protection) engine, 148
assigning to Entra ID users, 127 E5 package, 37-38
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Exchange Online, 27
admin center, 28-29
collaboration capabilities, 53-54
services, 27-28
subscription plans, 28

features and benefits, 39

groups, 55-58

license, assigning to Entra ID users, 127

Lighthouse, 163-165

Microsoft Bookings, 49

Microsoft Forms, 51

Microsoft Graph, collaboration capabilities, 64-67

Microsoft Lists, 51-52
Microsoft Outlook, 29, 54-55
Microsoft Planner, 47-48
Microsoft Project, 48—-49
Microsoft Stream, collaboration capabilities, 61
Microsoft Teams
administration, 70
Teams Chat, 69
Teams Phone, 69-70
Microsoft To Do, 52
modern management tools, 78
OneDrive, 31-32, 60
pay-as-you-go model, 228
portal, 35
app installation, 35-37
Apps page, 35
quarterly uptime percentages, 243
reduced functionality mode, 39-40
Reports/Usage page, 111-113
self-install, 102
selling points
collaboration, 221-223
compliance, 224-226
productivity, 220-221
security, 223-224
SharePoint, 30, 31
collaboration capabilities, 60
communication site, 30
hub site, 31
team site, 30-31
subscriptions, 45. See also subscription/s
feature comparison, 209-211
Microsoft 365 Business, 206—207
Microsoft 365 Education, 212-214
Microsoft 365 Enterprise, 207-208
Microsoft 365 Frontline, 208-209

Microsoft 365 Government, 211-212
support
administrators, 233-234
CSP (Cloud Solution Provider), 237
FastTrack program, 236-237
Microsoft Professional, 237
Microsoft Unified, 237-238
requests, 235-236
severity levels, 236
Software Assurance, 238
volume licensing, 237
UEM (Unified Endpoint Management), 159
update channels, 103
user portal, 108-109
Windows 10 upgrade, 27
Windows 11 Enterprise, 24
management, 26-27
security, 24-25
updates, 25-26
workloads, 99-100
Yammer, 59-60
Microsoft ATA (Advanced Threat Analytics), 159
Microsoft Authenticator, 132
Microsoft Azure, 5
portal, 2,19
Update Management, 5
Microsoft Bookings, 49
Microsoft CSEO (Core Services and Engineering
Operations) group, 192-193

Microsoft Cybersecurity Reference Architecture, 152153

Microsoft Defender, 141-142
Microsoft Defender for Cloud Apps, 146149, 187
Microsoft Defender for Endpoint, 142-144

Microsoft Defender for Identity, 145-146, 188. See also

identity/ies
Microsoft Defender for Office 365, 144-145
Microsoft Endpoint Manager, 81
Microsoft Entra. See Entra ID
Microsoft Forms, 51
Microsoft Graph, collaboration capabilities, 64-67
Microsoft Intune, 81-84, 185-186
Configuration Manager, 86-87
tenant attach, 87-88
Windows Autopilot, 84-85
Microsoft Lists, 51-52
Microsoft Office 2021, 38
Microsoft OneNote, 62
Microsoft Outlook, 29, 54-55



Microsoft Planner, 47-48
Microsoft Priva, 188-189
rights requests, 190-192
risk management, 189-190
Microsoft Project, 48—-49
Microsoft Purview, 179
auditing capabilities, 181-182
Compliance Manager, 179-181
eDiscovery, 182-183
Microsoft Secure Score dashboard, 149-151
Microsoft Sentinel, 161-163
Microsoft Stream, 61
Microsoft Teams, 62—-63, 67-69
add-on licenses, 70
administration, 70
apps, 74-75,76
channels, 68
chat and voice/video calling, 68
Teams Chat, 69
Teams Phone, 69-70
Microsoft To Do, 52
middleware, 3
mobility, enterprise, 79-80
modern management, 77, 78
big switch transition, 79
co-management transition, 79
group-by-group transition, 79
transition to, 78-79
MPSA (Microsoft Products and Services Agreement), 216
MS-900 Microsoft 365 Fundamentals exam
objective mapping, 253-255
updates, 252-253
MSP (managed service provider), 163
multifactor authentication
cellphone-based, 135-136
something you are, 134-135
something you have, 135-136
multiple master replication, 124

N

network. See also endpoint/s
physical, 3
on-premises, TCO (total cost of ownership), 227-229
Zero Trust model, 173-174
Networking phase, Microsoft 365 deployment, 96
New-ADUuser cmdlet, 124

portal

(0

objects, AD DS (Active Directory Domain Services),
121-122, 124-125
ODT (Office Deployment Tool), 101-102
Office 2021, 44
Office productivity applications, 8
comparing cloud-based versus standalone, 43-44
Exchange, 44-45
SharePoint, 45
OKR (objectives and key results (OKR), 73
on-premises identity, 124-125
on-premises services
comparing with Microsoft 365 core services
administration, 42-43
cost, 41-42
deployment, 40
security, 42-43
updates, 41
OneDirive, 31-32, 39, 60
OOBE (out-of-the-box experience), 85
operating system, 3
OpEx (operational expenditures), 227-228

P

PaaS (Platform as a Service), 6-7
password/s
hybrid identity, 127-129
policies, 132, 133-134
potential weaknesses, 131-132
self-service reset, 136-137
pay-as-you-go model, 228
PBX (Private Branch Exchange), 70
perimeter model, 167
physical network, 3
PIPEDA (Personal Information Protection and Electronic
Documents Act), 225
policy/ies
BYOD (Bring Your Own Device), 166
compliance, 83
conditional access, 138140
lifecycle, 199
password, 132, 133-134
portal
Microsoft 365, 35
app installation, 35-37
Apps page, 35
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Microsoft 365 Defender, 152 SCCM (System Center Configuration Manager), 157
Microsoft Purview, 179 SDS (School Data Sync), 213
Service Trust, 178-179 Secure Score, 149-151
PowerShell, cmdlets, New-ADUuser, 124 security. See also authentication; threat protection
pricing cloud-based services, 19
public cloud, 9 comparing cloud-based versus on-premises services,
serverless computing, 7 43
privacy standards, 224-225 domain, 141
private cloud, 11-13 endpoint, 171-172
costs, 13 Microsoft 365 Government subscriptions, 212
customization, 12 perimeter model, 167
hosted, 11-12 private cloud, 12
Internet, 12 as selling point for Microsoft 365, 223-224
security, 12 Windows Defender, 24-25
productivity, 23-24 Zero Trust model, 166, 167, 198
profile, Windows Autopilot, 85 applications, 172173
provider. See also service/service model data, 174-175
cloud, 2 endpoints, 170-172
contract, 15-16 fundamental principles, 166-167
managed service, 163 identity, 167-170
public cloud, 11 infrastructure, 174
SLA (service-level agreement), 15-16, 239-243 network, 173-174
web hosting, 5 self-install, Microsoft 365, 102
public cloud, 9-11, 12 selling points, Microsoft 365
collaboration, 221-223
Q_ R compliance, 224-226
productivity, 220-221
quarterly uptime percentages, Microsoft 365, 243 security, 223-224
serverless computing, 7
reduced functionality mode, Microsoft 365, 39-40 server, 3
regulatory compliance, 183-184 DNS (Domain Name System), 96
reliability, cloud-based services, 18 Exchange, 44-45
remote management, 18-19 Service Health screen, admin center, 243-246
Reports/Usage page, Microsoft 365, 111-113 service/service model, 3. See also architecture
risk management, 151 credits, 242-243
insider, 192 downtime, 242
plan, 189-190 laa$S (Infrastructure as a Service), 4-6
anticipating threats, 199-200 PaaS (Platform as a Service), 6-7
asset inventory, 192-194 SaaS$ (Software as a Service), 7-8, 20
classifying users, 197-199 serverless, 7
hardware inventory, 195-197 servicing channels, WaaS (Windows as a Service), 93-94
updating, 200-201 Set Up School Pcs app, 213
role, AD DS (Active Directory Domain Services), 121, 124 shared public cloud, 10
runtime, 3 shared responsibility model, 3
laa$S (Infrastructure as a Service), 4-5
S PaaS$ (Platform as a Service), 6-7
SharePoint, 30, 31
SaaS (Software as a Service), 7-8, 20, 148 collaboration capabilities, 60
scalability, cloud-based services, 17-18 communication site, 30
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comparing cloud-based and on-premises
versions, 45
hub site, 31
team site, 30—31
SIEM (Security Information and Event Management), 161
single master replication model, 126
Skype for Business, 68
SLA (service-level agreement), 15-16, 41, 239-243
SOAR (security orchestration, automation, and
response), 161
software
licensing, 15
work management, 47. See also work/work
management
Software Assurance, 238
SSO (single sign-on), 128-129
SSPR (self-service password reset), 136-137
Step-up USL, 231
storage, 3
Microsoft Stream, 61
OneDrive, 31-32, 39, 60
STP (Service Trust Portal), 178-179
subscription/s. See also licenses/licensing
AVD (Azure Virtual Desktop), 92
dedicated public cloud, 10
direct billing, 218-219
Exchange Online, 28
laaS (Infrastructure as a Service), 5-6
Microsoft 365, 45
feature comparison, 209-211
purchasing, 215-216
reduced functionality mode, 39-40
Microsoft 365 Business, 206—207
Microsoft 365 Education, 212-214
Microsoft 365 Enterprise, 207-208
Microsoft 365 Frontline, 208-209
Microsoft 365 Government, 211-212
public cloud, 9-10, 11
shared public cloud, 10
system updates, Windows 11 Enterprise, 25-26

o

Take a Test app, 213

TCO (total cost of ownership), on-premises network,
227-229

team site, 30—31

tenant

USL (user subscription license)

attach, 87-88
Azure AD, 46
testing, 6
threat protection
document, 156-157
Microsoft Defender, 141-142
Microsoft Defender for Cloud Apps, 146-149
Microsoft Defender for Endpoint, 142-144
Microsoft Defender for Identity, 145-146
Microsoft Defender for Office 365, 144-145
Microsoft Entra ID Protection, 154-155
tiered cloud service model. See PaaS (Platform as a
Service)
tool/s. See also apps
Adoption Score, 109-111
analytics, 104
client management, 157
Desktop Analytics, 26
EMM (enterprise mobility management), 157-158
EMS (Enterprise Mobility + Security), 81
Microsoft Endpoint Manager, 81
Microsoft Intune, 81-84
Microsoft 365 Defender, 151-152
modern management, 78
UEM (Unified Endpoint Management), 159
Viva apps, 71-74

U

UEM (Unified Endpoint Management), 157-158, 159
UM (Unified Messaging), 28
Update Management, Azure, 5
update/s
channels, 103
chapter, 251-252
exam, 252-253
Microsoft 365, 41
WaaS$ (Windows as a Service), 92-93
Windows 11 Enterprise, 25-26
uptime, Microsoft 365, 243
user objects, AD DS (Active Directory Domain Services),
124-125
user portal, Microsoft 365, 108-109
users, classifying, 197-199
USL (user subscription license), 229
assigning to a user, 230
types, 230-231
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vertical scaling

V updates, 25-26
Windows Defender, 24-25
vertical scaling, 17 Windows 365, 89-90
virtual desktop Windows Autopilot, 26, 84-85
Azure, 90-92 Windows Defender, 24
Windows 365, 89 Application Control, 25
comparing Business and Enterprise cloud Application Guard, 24-25
PCs, 90 for Endpoint, 25
product tiers, 89-90 Windows Hello for Business, 132
virtual network, 3 Windows Update for Business, 25
virtual servers, 10-11 workloads, Microsoft 365, 99-100
Viva Connections, 71 work/work management, 47
Viva Engage, 71-72 flexible, 21
Viva Goals, 73-74 hybrid cloud, 21
Viva Insights, 104-105 Microsoft Bookings, 49
Viva Learning, 72-73 Microsoft Forms, 51
Viva Sales, 74 Microsoft Lists, 51-52
Viva Topics, 73 Microsoft Planner, 47-48
VMs (virtual machines), 4, 5, 6, 7, 16 Microsoft Project, 48—49
volume licensing agreements, 215-216, 237 Microsoft To Do, 52

WSUS (Windows Server Update Service), 25

w

Waa$ (Windows as a Service), 92 X Y Z
servicing channels, 93-94 Yammer, 59-60
update releases, 92-93

Windows
Azure portal, 2
deployment rings, 94

Windows 11 Enterprise, 24
comparing Business and Enterprise cloud PCs, 90
Desktop Analytics, 26
management, 26-27

Zero Trust, 144,166, 167,198
applications, 172-173
data, 174-175
endpoints, 170-172
fundamental principles, 166-167
identity, 167-170
infrastructure, 174
network, 173-174
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