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Command Syntax Conventions
The conventions used to present command syntax in this book are the same conventions 
used in the IOS Command Reference. The Command Reference describes these  
conventions as follows:

 ■ Boldface indicates commands and keywords that are entered literally as shown. In 
actual configuration examples and output (not general command syntax), boldface 
indicates commands that are manually input by the user (such as a show command).

 ■ Italic indicates arguments for which you supply actual values.

 ■ Vertical bars (|) separate alternative, mutually exclusive elements.

 ■ Square brackets ([ ]) indicate an optional element.

 ■ Braces ({ }) indicate a required choice.

 ■ Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Introduction
Do not skip the intro!

You are setting out on a journey to achieve your CCNA certification. For many, that  
step happens at the beginning of a new career path. For others, CCNA validates their 
knowledge and skills already learned on the job.

Regardless of your path, the journey takes some time and effort. I encourage you to 
spend some time in the Introduction to learn more about CCNA and the books so you 
can have the best experience preparing for CCNA! To that end, this introduction  
discusses these main points:

Cisco Certifications and the CCNA

Book Features

Book Elements (Reference)

About Getting Hands-on Skills

About IP Subnetting

Cisco Certifications and the CCNA
Congratulations! If you’re reading far enough to look at this book’s Introduction, you’ve 
probably already decided to go for your Cisco certification. Cisco has been the dominant 
vendor in networking for decades. If you want to be taken seriously as a network engi-
neer, building your Cisco skills using Cisco certifications makes perfect sense. Where to 
start? CCNA.

Cisco Certifications as of 2024
The changes Cisco made in 2020 consolidated the certification tracks from about ten 
tracks down to the five tracks shown in Figure I-1. Cisco next made changes to various 
exams in 2023 and 2024; those changes updated the exams but maintained the same  
five tracks. The CCNA, CCNP, and CCIE certification levels progress through higher 
challenge levels, with CCNA as the foundation for all.

CCIE

CCNP

CCNA 

SecurityCollaboration Data Center Service ProviderEnterprise

SecurityCollaboration Data Center Service ProviderEnterprise

Figure I-1 Cisco CCNA, CCNP, and CCIE Certifications

The following list gives a few details of the history of these certification tracks: They are

CCNA – Cisco Certified Network Associate: Cisco began CCNA with a single CCNA 
certification back in 1998. They later expanded CCNA to include ten different CCNA 
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certifications about different technology areas. Cisco retired all the varieties of CCNA 
back in 2020, leaving us again with a single CCNA certification, now referred to as  
simply “CCNA.”

CCNP – Cisco Certified Network Professional: Cisco followed the same progression 
with different CCNP certifications over time, starting with one in 1998. The big  
changes in 2020 consolidated the lineup to five CCNP certifications, all of which  
benefit from having knowledge of CCNA before moving on to CCNP.  

CCIE – Cisco Certified Internetwork Expert: First introduced in 1993, these expert-
level certifications require both a written exam plus a one-day practical exam with 
extensive hands-on lab challenges. 

Beyond the CCNA, CCNP, and CCIE certifications, Cisco offers two other certification 
tracks, one for network automation and another for cybersecurity. The CCNA certification 
can be helpful as a foundation for those tracks as well. They are

DevNet Certifications: The DevNet Associate, DevNet Professional, and DevNet 
Expert certifications mirror the progression of CCNA/CCNP/CCIE, just without using 
those specific acronyms. The DevNet certifications focus on software development 
and APIs that matter to managing networks.

CyberOps Certifications: The CyberOps Associate and CyberOps Professional  
certifications mirror the progression of CCNA/CCNP. These security exams focus on 
security concepts, security monitoring, host-based analysis, network intrusion analysis, 
and security policies and procedures.

How to Get Your CCNA Certification
As you saw in Figure I-1, all career certification paths now begin with CCNA. So how 
do you get the CCNA certification? Today, you have one and only one option to achieve 
CCNA certification:

Take and pass one exam: The Cisco 200-301 CCNA exam.

To take the 200-301 exam, or any Cisco exam, you will use the services of Pearson VUE. 
The process works something like this: 

1. Establish a login at https://vue.com/cisco (or use your existing login).

2. Register for, schedule a time and place, and pay for the Cisco 200-301 exam, all from 
the VUE website.

3. Take the exam at the VUE testing center or from home with a video proctor  
watching to prevent cheating.

4. You will receive a notice of your score, and whether you passed, before you leave the 
testing center.

Content in the CCNA 200-301 Exam
We’ve all thought it, wondered, for almost every important test we ever took, and maybe 
even asked the teacher: “What’s on the test?” For the CCNA exam, and for all Cisco  
certification exams, Cisco tells us.

https://vue.com/cisco
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Cisco publishes an exam blueprint for every Cisco exam, with the blueprint listing the 
exam topics for the exam. To find them, browse www.cisco.com/go/certifications, look 
for the CCNA page, and navigate until you see the exam topics. And if you haven’t 
already done so, create a bookmark folder for CCNA content in your web browser and 
bookmark a link to this page.

The exam blueprint organizes the exam topics into groups called domains. The docu-
ment also tells us the percentage of points on the exam that come from each domain. For 
instance, every CCNA exam should score 25 percent of your points from the exam topics 
in the IP Connectivity domain. The exam does not tell you the domain associated with 
each question, but the percentages give us a better idea of the importance of the domains 
for the exam. Figure I-2 shows the domains of the CCNA 200-301 Version 1.1 blueprint, 
the percentages, and the number of primary exam topics in each.

Automation and Programmability6

Percent

Security Fundamentals5

IP Services4

IP Connectivity3

Network Access2

Network Fundamentals

Domains

1

10% 15% 20% 25%

Figure I-2 CCNA 200-301 Domains and Percentage of Exam Score

Within each domain, the exam topic document lists exam topics that follow two different 
styles of wording. The main exam topics use a verb in the phrase that tells you the level 
of mastery required; I call those primary exam topics. The exam topics document shows 
subtopics that I refer to as secondary exam topics. Those do not have a verb, but list 
more technology details (nouns), and assume the verb from the primary exam topic. For 
instance, the following excerpt from the exam topics document lists one primary exam 
topic with the describe verb, with more detail added by two secondary exam topics.

1.13 Describe switching concepts 

 1.13.a MAC learning and aging 

 1.13.b Frame switching

Exam Topic Verbs (Depth) and Nouns (Breadth)
Understanding an exam topic requires that you think about each exam topic wording, 
focusing on the verbs and nouns. The nouns identify the technical topics, such as LAN 
switching, IP routing, protocols like OSPF, and so on. The verbs in each primary exam topic 
inform us about the type and depth of knowledge and skill tested per the exam topics.

http://www.cisco.com/go/certifications


For example, consider the following primary exam topic:

Describe IPsec remote access and site-to-site VPNs

I’m sure you know what the word describe means in the normal use of the term. But for 
people who build exams, the verb has special meaning as to what the exam questions 
should and should not require of the test taker. For instance, you should be ready to 
describe whatever “IPsec remote access and site-to-site VPNs” are. But the exam should 
not ask you to perform higher performance verbs, like analyze or configure.

Figure I-3 shows a pyramid with verbs found in Cisco exam blueprints. It shows the 
lower-skill verbs at the bottom and higher skills at the top. An exam topic with a lower 
verb should not be tested with questions from higher knowledge and skill levels. For 
instance, with the exam topic “describe…first hop redundancy protocols,” you should not 
expect to need to configure, verify, or troubleshoot the feature.

Troubleshoot

Configure Verify

Determine Compare

Describe Explain

DefineIdentify Recognize

Skill

Knowledge

Interpret

Figure I-3 Cisco Exam Topic Verbs

Knowing that, how should you study? Well, instead of a many-layer pyramid, think of it 
as two layers: Knowledge and Skill. When learning content whose exam topics use verbs 
from the lower three rows of the pyramid, study the same way no matter which of those 
verbs the exam topic uses. Learn the topic well. Be ready to describe it, explain it, and 
interpret the meaning. For content with exam topics with the verbs configure and verify, 
think of those as including the first level of knowledge, plus also requiring configuration 
and verification skills. Also, think about the common configuration mistakes so you can 
troubleshoot those mistakes. 

Comparing the Exam and Exam Topics
Cisco tells us that the exam can include more technical topics than those listed as nouns 
in the exam topics. Cisco also tells us that the exam topics give us general guidance. 
Once you get into the content, you will understand what they mean: any noun listed in 
the exam topics has many related protocols, standards, features, concepts, or device com-
mands that Cisco did not list in the exam topics. Let’s explore that concept to give you 
some perspective.
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First, to see what Cisco tells us about the exam versus the exam topics, return to  
cs.co/go/certifications or cisco.com/go/ccna. Find the CCNA exam topics and open the 
PDF version (the text we need to consider is currently only in the PDF version). Open the 
PDF and spend 10–15 seconds scanning it.

Did you read the first two paragraphs, the ones before the list of exam topics? Or did 
you skip those and move straight to the long list of exam topics? Many people skip those 
paragraphs. One of those tells us much about the exam versus the exam topics, so I’ve 
copied it here, with emphasis added: 

The following topics are general guidelines for the content likely to be included on the 
exam. However, other related topics may also appear on any specific delivery of the 
exam. To better reflect the contents of the exam and for clarity purposes, the guidelines 
below may change at any time without notice.

Together, the first two emphasized phrases tell us that the exam may go beyond the literal 
words in the exam topics. Let me give you a couple of examples. First, prerequisite knowl-
edge must be inferred from the literal exam topics. For instance, consider this exam topic:

Configure and verify IPv4 addressing and subnetting

The skills to configure IPv4 addresses take only a few minutes to learn. Understanding 
what the numbers mean takes much longer. In fact, I’d say 95 percent of your work will 
be to understand the prerequisite knowledge—but the exam topics do not list those 
prerequisites, like understanding subnetting concepts, applying the subnet mask to an 
address, calculating the range of addresses in a subnet, and so on.

I develop the scope of the books with the preceding in mind. You will certainly read 
about all topics that appear in the exam topics. Consider that view a narrow interpretation 
of the exam topics. But you will also learn about terms, concepts, and product features 
not specifically mentioned in the exam topics, from my broad and deep interpretation of 
the exam topics, based on Cisco’s approach to their exams. We try to predict what Cisco 
will include, starting from the exam topics. Figure I-4 shows the idea.

Other Related Topics

Broad and Deep
Interpretation of Exam Topics

Narrow Literal
Interpretation of Exam Topics

Figure I-4 Scope Concept: Exam Versus Exam Topics

http://cs.co/go/certifications
http://cisco.com/go/ccna


Although we can build a book around the exam topics, we cannot predict every concept 
and command included in the actual CCNA exam. The general nature of the exam topics, 
the allowance of “other related topics,” plus other factors, make predicting all exam  
content impossible. But we do promise to discuss 100 percent of the exam topic details 
and to diligently seek the right balance of a broad interpretation of those topics to make 
you well prepared for the exam.

How to Prepare for the Generalized Exam Topics

Given the possibility of topic areas not listed in the exam topics, how should you go 
about preparing for the CCNA exam? Let me give you a few suggestions.

1. Follow the suggestions in the upcoming section “Your Study Plan” just before  
Chapter 1.

2. Practice hands-on Command Line Interface (CLI) skills. The later section of the 
Introduction titled “About Building Hands-On Skills” discusses some ways to 
practice.

3. Pay close attention to troubleshooting topics in the book. 

4. Practice all math-related skills, over time, until you master them. 

5. Ensure you know all exam topic content as listed in the exam topics. Read the exam 
topics, consider your own literal interpretation, and when uncertain or confused, dig 
in and study further.

6. Trust that the book uses its broad interpretation of the exam topics to help you learn 
as much as possible that might be on the exam.

Types of Questions on the CCNA 200-301 Exam
You can expect the following kinds of questions on the exam; just be aware that the style 
of questions may change over time.

 ■ Multiple-choice, single-answer

 ■ Multiple-choice, multiple-answer

 ■ Drag-and-drop

 ■ Lab

For the multichoice questions, the exam software gives us a few important advantages:

 ■ There is no penalty for guessing.

 ■ Multichoice questions with a single correct answer require you to answer and allow 
only one answer.

 ■ Multichoice questions with multiple correct answers tell you the number of correct 
answers and warn you if you have not selected that many answers.

For instance, if a question tells you there are two correct answers, and you select only 
one and then try to move to the next question, the app reminds you that you should 
choose another answer before moving on.
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As for drag-and-drop, some questions use simple text blocks that you move from one  
list to another. However, you might see questions where you move items in a network  
diagram or some other creative use of drag-and-drop.

Finally, Cisco introduced lab questions (formally called performance-based questions) in 
2022. Lab questions present you with a lab scenario with a lab pod of virtual routers and 
switches running in the background; you get console access to a few devices. Your job: 
find the missing or broken configuration and reconfigure the devices so that the lab  
scenario works. The best way to practice for these questions is to practice in the lab; 
more on that in the section titled “About Building Hands-On Skills.”

As an aside, prior Cisco exams had Sim questions instead of lab questions. Sim questions 
required the same from us: read the scenario and fix the configuration. However, Sim 
questions used simulated Cisco devices with limited command support, which frustrated 
some test takers. The lab questions use real Cisco operating systems running in a virtual 
environment, so they provide a much more realistic experience compared to old Sim 
questions.

Book Features
This book includes many study features beyond the core explanations and examples in 
each chapter. This section acts as a reference to the various features in the book.

The CCNA Books: Volume 1 and Volume 2
The CCNA exam covers a large amount of content, and it does not fit in a single volume. 
As a result, Cisco Press has long published books for the CCNA exam as a two-book 
set. Volume 1 covers about half of the content, and Volume 2 covers the rest, as shown 
in Figure I-5. To best use both books, start in Volume 1 and work through the book in 
order, and then do the same with Volume 2.  

Fundamentals
Ethernet LANs
IPv4 Routing
IPv6 Routing

Wireless LANs
Security
IP Services
Automation
Architecture

Volume 1 Volume 2

Figure I-5 Two Books for CCNA 200-301

When you start each new chapter, review the list of exam topics that begins the chapter. 
The book does not follow the same order of exam topics in the blueprint, but instead 
follows a more effective order for learning the topics. For reference, look to Appendix B, 
“Exam Topics Cross-Reference,” in the back of the book. The appendix includes:

 ■ A list of exam topics and the chapter(s) covering each topic

 ■ A list of chapters and the exam topics covered in each chapter



Exam Blueprint Versions and Book Editions
Cisco made minor changes to the CCNA exam blueprint in 2024, the first change 
to the CCNA 200-301 exam since the year 2020. The much more important change 
(announced in 2023) had to do with the entire Cisco certification program about how 
Cisco announces and releases new exams and exam blueprints. Before 2023, when 
Cisco changed any CCNA or CCNP exam, they also changed the exam number, and the 
announcement was sudden. Those days are gone. 

You should read and understand Cisco’s long-term strategy for being more forthright 
about exam plans as detailed at www.cisco.com/go/certroadmap. Summarizing some 
key points, when Cisco changes an exam in the future, Cisco will keep the same exam 
number. To identify the changes, they will use a major.minor version numbering plan for 
every exam blueprint. More importantly, Cisco tells us when they will consider chang-
ing CCNA each year, but we know when Cisco will announce changes and when the new 
exam will be released, within a few months’ timing.

The exam blueprint version changes based on two determinations: 1) whether Cisco  
will change the exam that year at all, and 2) if so, whether Cisco considers the changes  
to be major or minor. For instance, Cisco considered making a change to CCNA during 
February–April 2023 but chose not to change it, announcing that fact in the May–July 
2023 timeframe. In 2024, Cisco chose to make minor changes to the CCNA blueprint. 
As a result, the former CCNA blueprint version 1.0 (major version 1, minor version 0) 
changed to version 1.1, increasing the minor version by 1.

Looking forward, if the next three future CCNA blueprint changes are also minor, they 
would be blueprint versions 1.2, 1.3, and 1.4. However, if any of them are major, that ver-
sion would move to the next major version (2.0), with subsequent minor version changes 
as 2.1, 2.2, and so on.

Cisco also tells us that each year, internally, Cisco considers what to do with CCNA in 
the February–April timeframe. They will announce their plans to us all between May–
July, and they will release the new exam (if changes are being made) sometime in the six 
months or so following the announcement. 

As for the publishing plans to support that new update cycle, you should read and  
monitor the publisher’s web page at www.ciscopress.com/newcerts. Also, opt in for  
communications on that page so the publisher will email you about future plans and 
updates.

Summarizing a few key points about the publisher’s plans, this book, the second edition, 
was written for version 1.1 of the CCNA 200-301 blueprint, but it should be the book 
used for CCNA for subsequent blueprint versions as well. During the life of this second 
edition book, Cisco may update the CCNA 200-301 exam blueprint a few times, while 
this book (plus the Volume 2 second edition book) may remain unchanged. New exam 
content may be made available as electronic downloads. At some point, a new edition 
will be appropriate. (Figure I-6 shows one example of what might happen over time, with 
downloadable PDFs between editions.)
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200-301 OCG Vol. 1 Second EditionV1.1

Electronic
Downloads

V1.2 New

V1.3

200-301 OCG Vol. 1 Third EditionV2.0

Full Editions
Print and eBooks

New

Blueprint
Versions

Figure I-6 Possible Progression of Book Editions, New Content Release, Versus Exams

NOTE I cannot stress enough: monitor both the Cisco Press and Cisco pages linked in 
the preceding paragraphs, and opt in for communications at those pages, to stay aware of 
any exam and publishing plans. Also, consider watching my blog (www.certskills.com), 
where I expect to post about changes.

When you finish the technology chapters in this book (Chapters 1–29), make sure to also 
read Chapter 30, “Exam Updates.” We post updated versions of that chapter online. We 
use that chapter to deliver small content updates to you as well as to inform you about 
future content updates. Make sure to read through that chapter and learn how to  
download the latest version of the chapter, discovering if new content has been posted 
after this book was published.

Also, just to reduce confusion about the book titles, note that the prior edition of this 
book is nearly identical to this book’s title. Comparing the titles:

 ■ CCNA 200-301 Official Cert Guide, Volume 1 (the prior edition, published in 2019, 
for 200-301 exam blueprint version 1.0)

 ■ CCNA 200-301 Official Cert Guide, Volume 1, Second Edition (this edition,  
published in 2024, for 200-301 exam blueprint version 1.1 and beyond)

Comparing This Edition to the Previous
This book replaces a similar book that applied to the former CCNA 200-301 exam  
blueprint 1.0. Some of you may buy this book but have already begun studying with the 
prior edition. The following list of major changes to this book versus the previous one 
may help you avoid rereading identical or similar content in this book.

Chapter 4: Added a short topic comparing Cisco switch operating systems. Also intro-
duced the WebUI interface for Cisco routers and switches per an exam topic change.

Chapter 6: Explored the differences in the transport input configuration command 
based on device models and operating systems. Also showed how to configure the 
WebUI on a switch per an exam topic change.

Chapter 7: Revised and expanded sections about Ethernet autonegotiation concepts 
and auto-MDIX.
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Chapter 8: Added a large closing section about troubleshooting VLANs and VLAN 
trunks.

Chapter 9: Removed EtherChannel load distribution concept details, and added  
concept details about BPDU Guard, BPDU filter, loop guard, and root guard.

Chapter 10: Expanded/revised the second half of the chapter (Layer 2 EtherChannels), 
and added a new middle section about verifying BPDU Guard, BPDU filter, loop guard, 
and root guard.

Chapter 12: Added a few pages comparing public IP networks and public CIDR 
blocks.

Chapter 15: Added an entire new chapter about subnetting design issues. The chapter 
was in the prior edition but as a PDF-only appendix.

Chapter 16: (Formerly Chapter 15) Expanded the discussion of router interface  
autonegotiation and differences between IOS and IOS XE.

Chapter 17: (Formerly Chapter 16) Added a small section discussing possible mistakes 
with the ip address interface subcommand.

Chapter 18: (Formerly Chapter 17) Added two topics: SVI interface auto-state and the 
configuration of Ethernet switch ports in a router. 

Chapter 19: (Formerly Volume 2, Chapter 7) Moved the chapter to Volume 1 from 
Volume 2 and expanded the discussion of host commands.

Chapters 21–24: (Formerly Chapters 19–21) Chapters 21–24 reorganize and expand 
the OSPF topics. Chapter 24 closes with a revised section about route selection.

Chapter 28: This new chapter contains the final topic of former Chapter 25 (IPv6 
NDP), unchanged. The second half of the chapter has new content about host IPv6 
commands and IPv6 address attributes.

If you find the preceding information useful, consider looking in two other places that 
allow us to provide ongoing updates and to answer questions. First, I expect to post blog 
posts about the new CCNA exam changes, as always, at my blog (www.certskills.com). 
Look there for posts in the News section (click the General menu item and then News), 
for posts made around the time the new exams release.

Second, look to the companion website for this book for details about future exam  
revisions and publishing plans. The companion website gives the publisher a place to list 
details about changes moving forward. See this Introduction’s later section titled “The 
Companion Website for Online Content” for the instructions for finding the site.

Chapter Features
Beginning to study CCNA can be overwhelming at first due to the volume. The best way 
to overcome that reaction requires a change in mindset: treat each chapter as a separate 
study task. Breaking your study into manageable tasks helps a lot.

Each chapter of this book is a self-contained short course about one small topic area, 
organized for reading and study. I create chapters so they average about 20 pages to cover 
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the technology so that no one chapter takes too long to complete. Each chapter breaks 
down as follows:

“Do I Know This Already?” quizzes: Each chapter begins with a pre-chapter quiz so 
you can self-assess how much you know coming into the chapter.

Foundation Topics: This is the heading for the core content section of the chapter, with 
average length of 20 pages.

Chapter Review: This section includes a list of study tasks useful to help you  
remember concepts, connect ideas, and practice skills-based content in the chapter.

Do not read the “Foundation Topics” section of chapter after chapter without pausing to 
review and study. Each “Chapter Review” section uses a variety of other book features to 
help you study and internalize that chapter’s content, including the following:

 ■ Review Key Topics: All the content in the books matters, but some matters more. 
Cisco Press certification guides use a Key Topic icon next to those items in the 
“Foundation Topics” section. The “Chapter Review” section lists the key topics in a 
table. You can scan the chapter to review them or review the Key Topics more  
conveniently using the companion website.

 ■ Complete Tables from Memory: We convert some tables in the book to interactive 
study tables called memory tables. You access memory tables from the companion 
website. Memory tables repeat the table, but with parts of the table removed. You 
can then fill in the table to exercise your memory and click to check your work.

 ■ Key Terms You Should Know: The “Chapter Review” section lists the key terminol-
ogy from the chapter. For a manual process with the book, think about each term 
and use the Glossary to cross-check your own mental definitions. Alternately, review 
the key terms with the “Key Terms Flashcards” app on the companion website.

 ■ Labs: You should practice hands-on skills for any exam topics with the configure 
and verify verbs. The upcoming section titled “About Building Hands-On Skills”  
discusses your lab options. Also, the Chapter and Part Reviews refer you to lab  
exercises specific to the chapter or part.

 ■ Command References: Some book chapters discuss the configure and verify exam 
topics, so they list various router and switch commands. The “Chapter Review”  
section of those chapters includes command reference tables, useful both for refer-
ence and for study. Just cover one column of the table and see how much you can 
remember and complete mentally.

 ■ Review DIKTA Questions: Even if you used the DIKTA questions to begin the  
chapter, re-answering those questions can prove a useful way to review facts. By 
design, I do not mention the DIKTA questions in the “Chapter Review” sections but 
do suggest using them again for all chapters in a part during Part Review. Use the 
Pearson Test Prep (PTP) web app to easily use those questions any time you have a 
few minutes, a device, and Internet access. 

 ■ Subnetting Exercises: Several chapters ask you to perform some math processes 
related to either IPv4 or IPv6 addressing. The “Chapter Review” section asks you 



to do additional practice problems, where applicable. The problems can be found in 
Appendices D through I, in PDF form, on the companion website, along with those 
same exercises as interactive web apps. 

Part Features 
Your second mindset change: Use the book parts as major milestones in your study  
journey. Each part groups a small number of related chapters together. Take the time at 
the end of each part to review all topics in the part, effectively rewarding yourself with a 
chance to deepen your knowledge and internalize more of the content before moving to 
the next part. Figure I-7 shows the concept.

Read
Chapter

Chapter 1

Review
Chapter

Read
Chapter

Chapter 2

Review
Chapter

Read
Chapter

Chapter 3

Review
Chapter

Part
Review

Figure I-7 Part Review: The Second Review of Most Content

The Part Review element at the end of each part suggests review and study activities. 
Spaced reviews—that is, reviewing content several times over the course of your study—
help improve retention. Using the Chapter and Part Review process, the Part Review 
serves as your second review of the content in each chapter. The Part Review repeats 
some Chapter Review activities and offers some new ones, including a reminder to use 
practice questions set aside specifically for Part Review. 

The Companion Website for Online Content 
Some Chapter and Part Review tasks can be done from the book. However, several of 
them work better as an interactive online tool. For instance, you can take a “Do I Know 
This Already?” quiz by reading the pages of the book, but you can also use the PTP  
testing software. As another example, when you want to review the key terms from a 
chapter, you can find all those in electronic flashcards. 

This book’s companion website hosts all the electronic components of the book. The 
companion website gives you a big advantage: you can do most of your Chapter and 
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Part Review work from anywhere using the interactive tools on the site. The advantages 
include

 ■ Easier to use: Instead of having to print out copies of the appendices and do the 
work on paper, you can use these new apps, which provide you with an easy-to-use, 
interactive experience that you can easily run over and over.

 ■ Convenient: When you have a spare 5–10 minutes, go to the book’s website and 
review content from one of your recently finished chapters.

 ■ Good break from reading: Sometimes looking at a static page after reading a  
chapter lets your mind wander. Breaking up your reading with some review from the 
keyboard can help keep you focused on the activity.

The interactive Chapter Review elements should improve your chances of passing as well. 
Our in-depth reader surveys over the years show that those who do the Chapter and Part 
Reviews learn more. Those who use the interactive review elements tend to do the review 
tasks more often. So, take advantage of the tools and maybe you will be more successful 
as well. Table I-1 summarizes these interactive applications and the traditional book  
features that cover the same content.

Table I-1 Book Features with Both Traditional and App Options

Feature Traditional App

Key Topic The “Chapter Review” section lists the 
key topics. To review, flip pages in the 
chapter.

Key Topics Table app with links to 
view each key topic

Config 
Checklist

This list of steps, in text, describes 
how to configure a feature.

Config Checklist app, where you 
complete the checklist by adding 
commands

Key Terms Terms are listed in each “Chapter 
Review” section; review using the end-
of-book Glossary.

Key Terms Flash Cards app

Appendices 
Subnetting 
Practice

Appendices D–I provide static text 
practice problems and answers in the 
PDF appendices.

A variety of apps, one per problem 
type, in the “Memory Tables and 
Practice Exercises” section

In-chapter 
Subnetting 
practice

Look at the problems in the chapter 
and refer to the answer tables at the 
end of the chapter.

App that offers a fill-in-the-blank 
answer space and grades your 
answer

The companion website also includes links to download, navigate, or stream for these 
types of content:

 ■ Pearson Sim Lite Desktop App

 ■ Pearson Test Prep (PTP) Desktop App

 ■ Pearson Test Prep (PTP) Web App

 ■ Videos



How to Access the Companion Website
To access the companion website, which gives you access to the electronic content with 
this book, start by establishing a login at www.ciscopress.com and register your book. To 
do so, simply go to www.ciscopress.com/register and enter the ISBN of the print book: 
9780138229634. After you have registered your book, go to your account page and click 
the Registered Products tab. From there, click the Access Bonus Content link to get 
access to the book’s companion website.

Note that if you buy the Premium Edition eBook and Practice Test version of this  
book from Cisco Press, your book will automatically be registered on your account page. 
Simply go to your account page, click the Registered Products tab, and select Access 
Bonus Content to access the book’s companion website.

How to Access the Pearson Test Prep (PTP) App
You have two options for installing and using the Pearson Test Prep application: a web 
app and a desktop app. To use the Pearson Test Prep application, start by finding the  
registration code that comes with the book. You can find the code in these ways:

 ■ You can get your access code by registering the print ISBN 9780138229634 on  
ciscopress.com/register. Make sure to use the print book ISBN, regardless of wheth-
er you purchased an eBook or the print book. After you register the book, your 
access code will be populated on your account page under the Registered Products 
tab. Instructions for how to redeem the code are available on the book’s companion  
website by clicking the Access Bonus Content link.

 ■ If you purchase the Premium Edition eBook and Practice Test directly from the Cisco 
Press website, the code will be populated on your account page after purchase. Just log 
in at ciscopress.com, click Account to see details of your account, and click the digital 
purchases tab.

NOTE After you register your book, your code can always be found in your account 
under the Registered Products tab.

Once you have the access code, to find instructions about both the PTP web app and the 
desktop app, follow these steps:

Step 1. Open this book’s companion website as shown earlier in this Introduction 
under the heading, “How to Access the Companion Website.” 

Step 2. Click the Practice Exams button.

Step 3. Follow the instructions listed there for both installing the desktop app and 
using the web app.

Note that if you want to use the web app only at this point, just navigate to  
pearsontestprep.com, log in using the same credentials used to register your book or pur-
chase the Premium Edition, and register this book’s practice tests using the registration 
code you just found. The process should take only a couple of minutes.
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Feature Reference
The following list provides an easy reference to get the basic idea behind each book 
feature:

 ■ Practice exam: The book gives you the rights to the Pearson Test Prep (PTP)  
testing software, available as a web app and a desktop app. Use the access code on 
a piece of cardboard in the sleeve in the back of the book, and use the companion 
website to download the desktop app or navigate to the web app (or just go to  
www.pearsontestprep.com). 

 ■ eBook: Pearson offers an eBook version of this book that includes extra practice 
tests as compared to the print book. The product includes two versions of the 
eBook: PDF (for reading on your computer) and EPUB (for reading on your tablet, 
mobile device, or Kindle, Nook, or other e-reader). It also includes additional prac-
tice test questions and enhanced practice test features, including links from each 
question to the specific heading in the eBook file.

 ■ Mentoring videos: The companion website also includes a number of videos  
about other topics as mentioned in individual chapters. Some of the videos explain 
common mistakes made with CCNA topics, whereas others provide sample CCNA 
questions with explanations. 

 ■ Subnetting videos: The companion website contains a series of videos that show 
you how to calculate various facts about IP addressing and subnetting (in particular, 
using the shortcuts described in this book).

 ■ Subnetting practice appendices/web apps: The companion website contains  
appendices with a set of subnetting practice problems and answers. This is a great 
resource to practice building subnetting skills. You can use these same practice prob-
lems with applications from the “Memory Tables and Practice Exercises” section of 
the companion website.

 ■ CCNA 200-301 Network Simulator Lite: This lite version of the best-selling CCNA 
Network Simulator from Pearson provides you with a means, right now, to experi-
ence the Cisco command-line interface (CLI). No need to go buy real gear or buy a 
full simulator to start learning the CLI. Just install it from the companion website.

 ■ CCNA Simulator: If you are looking for more hands-on practice, you might want 
to consider purchasing the CCNA Network Simulator. You can purchase a copy of 
this software from Pearson at http://pearsonitcertification.com/networksimulator 
or other retail outlets. To help you with your studies, Pearson has created a mapping 
guide that maps each of the labs in the simulator to the specific sections in each vol-
ume of the CCNA Cert Guide. You can get this mapping guide free on the Extras tab 
on the book product page: www.ciscopress.com/title/9780138229634.

 ■ Author’s websites: The author maintains a blog site that has a large number of  
free lab exercises about CCNA content, additional sample questions, and other  
exercises. Additionally, the site indexes all content so you can study based on the 
book chapters and parts. To find it, navigate to www.certskills.com. Additionally, 
look for CCNA activities and lectures at his YouTube channel (www.youtube.com/ 
@networkupskill).
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Book Organization, Chapters, and Appendices
This book contains 29 chapters about CCNA topics organized into seven parts. The core 
chapters cover the following topics:

 ■ Part I: Introduction to Networking

 ■ Chapter 1, “Introduction to TCP/IP Networking,” introduces the central ideas 
and terms used by TCP/IP and explains the TCP/IP networking model.

 ■ Chapter 2, “Fundamentals of Ethernet LANs,” introduces the concepts and 
terms used when building Ethernet LANs.

 ■ Chapter 3, “Fundamentals of WANs and IP Routing,” covers the basics of the 
data-link layer for WANs in the context of IP routing but emphasizes the main 
network layer protocol for TCP/IP. This chapter introduces the basics of IPv4, 
including IPv4 addressing and routing.

 ■ Part II: Implementing Ethernet LANs

 ■ Chapter 4, “Using the Command-Line Interface,” explains how to access the 
text-based user interface of Cisco Catalyst LAN switches.

 ■ Chapter 5, “Analyzing Ethernet LAN Switching,” shows how to use the Cisco CLI 
to verify the current status of an Ethernet LAN and how it switches Ethernet frames.

 ■ Chapter 6, “Configuring Basic Switch Management,” explains how to configure 
Cisco switches for basic management features, such as remote access using Telnet 
and SSH.

 ■ Chapter 7, “Configuring and Verifying Switch Interfaces,” shows how to configure 
a variety of switch features that apply to interfaces, including duplex/speed.

 ■ Part III: Implementing VLANs and STP

 ■ Chapter 8, “Implementing Ethernet Virtual LANs,” explains the concepts and 
configuration surrounding virtual LANs, including VLAN trunking.

 ■ Chapter 9, “Spanning Tree Protocol Concepts,” discusses the concepts behind 
IEEE Spanning Tree Protocol (STP), including Rapid STP (RSTP) and how they 
make some switch interfaces block frames to prevent frames from looping  
continuously around a redundant switched LAN.

 ■ Chapter 10, “RSTP and EtherChannel Configuration,” shows how to configure 
and verify RSTP and Layer 2 EtherChannels on Cisco switches.

 ■ Part IV: IPv4 Addressing

 ■ Chapter 11, “Perspectives on IPv4 Subnetting,” walks you through the entire 
concept of subnetting, from starting with a Class A, B, or C network to a  
completed subnetting design as implemented in an enterprise IPv4 network.

 ■ Chapter 12, “Analyzing Classful IPv4 Networks,” explains how IPv4 addresses 
originally fell into several classes, with unicast IP addresses being in Class A, B, 
and C. This chapter explores all things related to address classes and the IP  
network concept created by those classes.
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 ■ Chapter 13, “Analyzing Subnet Masks,” shows how an engineer can analyze the 
key facts about a subnetting design based on the subnet mask. This chapter shows 
how to look at the mask and IP network to determine the size of each subnet and 
the number of subnets.

 ■ Chapter 14, “Analyzing Existing Subnets,” describes how most troubleshooting 
of IP connectivity problems starts with an IP address and mask. This chapter shows 
how to take those two facts and find key facts about the IP subnet in which that 
host resides.

 ■ Chapter 15, “Subnet Design,” discusses IPv4 subnetting from the perspective of 
creating a list of useful subnets, based on a subnet mask, from one Class A, B, or 
C network.

 ■ Part V: IPv4 Routing

 ■ Chapter 16, “Operating Cisco Routers,” is like Chapter 8, focusing on basic 
device management, but it focuses on routers instead of switches.

 ■ Chapter 17, “Configuring IPv4 Addresses and Static Routes,” discusses how to 
add IPv4 address configuration to router interfaces and how to configure static 
IPv4 routes.

 ■ Chapter 18, “IP Routing in the LAN,” shows to a configuration and trouble-
shooting depth different methods to route between VLANs, including Router-on-
a-Stick (ROAS), Layer 3 switching with SVIs, Layer 3 switching with routed ports, 
and using Layer 3 EtherChannels.

 ■ Chapter 19, “IP Addressing on Hosts,” discusses how IP hosts receive their IPv4 
settings from either static configuration or using DHCP.

 ■ Chapter 20, “Troubleshooting IPv4 Routing,” focuses on how to use two  
key troubleshooting tools to find routing problems: the ping and traceroute  
commands.

 ■ Part VI: OSPF

 ■ Chapter 21, “Understanding OSPF Concepts,” introduces the fundamental 
operation of the Open Shortest Path First (OSPF) protocol, focusing on link state 
fundamentals, neighbor relationships, flooding link state data, and calculating 
routes based on the lowest cost metric.

 ■ Chapter 22, “Implementing Basic OSPF Features,” shows the most basic OSPF 
configuration using two methods: OSPF router subcommands and interface  
subcommands. 

 ■ Chapter 23, “Implementing Optional OSPF Features,” discusses a wide variety 
of OSPF configuration options. 

 ■ Chapter 24, “OSPF Neighbors and Route Selection,” examines the conditions 
that must be true before two routers will succeed in becoming OSPF neighbors. 
It also takes a closer look at the choices a router makes when choosing between 
competing routes and how the router uses those routes.



 ■ Part VII: IP Version 6

 ■ Chapter 25, “Fundamentals of IP Version 6,” discusses the most basic concepts 
of IP version 6, focusing on the rules for writing and interpreting IPv6 addresses.

 ■ Chapter 26, “IPv6 Addressing and Subnetting,” works through the two  
branches of unicast IPv6 addresses—global unicast addresses and unique local 
addresses—that act somewhat like IPv4 public and private addresses, respectively.

 ■ Chapter 27, “Implementing IPv6 Addressing on Routers,” shows how to  
configure IPv6 routing and addresses on routers, while discussing a variety of 
special IPv6 addresses.

 ■ Chapter 28, “Implementing IPv6 Addressing on Hosts,” discusses how IPv6 
hosts receive their IPv6 settings from either static configuration, DHCP, or 
SLAAC. It also discusses the NDP protocol suite.

 ■ Chapter 29, “Implementing IPv6 Routing,” shows how to add static routes to an 
IPv6 router’s routing table.

 ■ Part VIII: Exam Updates

 ■ Chapter 30, “CCNA 200-301 Official Cert Guide, Volume 1, Second Edition, 
Exam Updates,” has two purposes. First, the author will update this appendix 
with new content mid-edition as needed.  The appendix details the download 
instructions. Additionally, it discusses Cisco’s open approach to exam revision 
and release, called the Cisco Certification Roadmap.

 ■ Part IX: Appendixes

 ■ Appendix A, “Numeric Reference Tables,” lists several tables of numeric infor-
mation, including a binary-to-decimal conversion table and a list of powers of 2.

 ■ Appendix B, “Exam Topics Cross-Reference,” provides some tables to help you 
find where each exam objective is covered in the book.

 ■ Appendix C, “Answers to the ‘Do I Know This Already?’ Quizzes,” includes the 
explanations to all the “Do I Know This Already” quizzes.

 ■ The Glossary contains definitions for all the terms listed in the “Key Terms You 
Should Know” sections at the conclusion of the chapters.

 ■ Online Appendixes

 ■ Practice Appendices

The following appendixes are available in digital format from the companion website. 
These appendixes provide additional practice for several networking processes that 
use some math.

 ■ Appendix D, “Practice for Chapter 12: Analyzing Classful IPv4 Networks”

 ■ Appendix E, “Practice for Chapter 13: Analyzing Subnet Masks”

 ■ Appendix F, “Practice for Chapter 14: Analyzing Existing Subnets”

 ■ Appendix G, “Practice for Chapter 15: Subnet Design”
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 ■ Appendix H, “Practice for Chapter 25: Fundamentals of IP Version 6”

 ■ Appendix I, “Practice for Chapter 27: Implementing IPv6 Addressing on 
Routers”

 ■ Miscellaneous Appendices

 ■ Appendix J, “Study Planner,” is a spreadsheet with major study milestones, 
where you can track your progress through your study.

 ■ Content from Previous Editions

From edition to edition, some readers have asked that we keep some select chapters 
with the book. Keeping content that Cisco removed from the exam, but that may 
still be useful, can help the average reader as well as instructors who use the  
materials to teach courses with this book. The following appendices hold this  
edition’s content from previous editions:

 ■ Appendix K, “Topics from Previous Editions,” is a collection of small topics from 
prior editions. None of the topics justify a complete appendix by themselves, so we 
collect the small topics into this single appendix.

 ■ Appendix L, “LAN Troubleshooting,” examines the most common LAN switch-
ing issues and how to discover those issues when troubleshooting a network. 

 ■ Appendix M, “Variable-Length Subnet Masks,” moves away from the assump-
tion of one subnet mask per network to multiple subnet masks per network, which 
makes subnetting math and processes much more challenging. This appendix 
explains those challenges.

About Building Hands-On Skills
To do well on the CCNA exam, you need skills in using Cisco routers and switches, 
specifically the Cisco command-line interface (CLI). The Cisco CLI is a text-based 
command-and-response user interface; you type a command, and the device (a router or 
switch) displays messages in response. 

For the exam, CLI skills help you in a couple of ways. First, lab questions require CLI 
skills. Each lab question can take 7–8 minutes if you know the topic, so poor CLI skills 
can cost several minutes per lab question. Additionally, any question type can ask about 
CLI commands, so the more comfortable you are remembering commands, parameters, 
and what they do, the more points you will pick up on the exam.

This next section walks through the options of what is included in the book, with a brief 
description of lab options outside the book.

Config Lab Exercises
I created some lab exercises called Config Labs and put them on my blog. Each Config 
Lab details a straightforward lab exercise. It begins with a scenario, a topology, and exist-
ing configuration. You choose the configuration to add to each device to meet the goals 
of the scenario.

To make the labs accessible to all, the blog has no login requirements and no cost. You 
can do each lab just by viewing the page, reading, and writing your answer on paper or 



typing it in an editor. Optionally, you can attempt most labs in the Cisco Packet Tracer 
Simulator. In either case, the Config Lab page lists the intended answer, so you can check 
your work.

To find the Config Labs, first go to www.certskills.com. Navigate from the top menus for 
“Labs.” Alternatively, use the advanced search link, from which you can combine search 
parameters to choose a book chapter or part, and to search for Config Lab posts. 

Note that the blog organizes these Config Lab posts by book chapter, so you can easily 
use them at both Chapter Review and Part Review. See the “Your Study Plan” element 
that follows the Introduction for more details about those review sections.

A Quick Start with Pearson Network Simulator Lite
The decision of how to get hands-on skills can be a little scary at first. The good news: 
You have a free and simple first step to experience the CLI: install a desktop simulator 
app called Pearson Network Simulator Lite (or NetSim Lite) that comes with this book.

Pearson builds a CCNA Simulator app designed to help you learn most of the CCNA 
configure and verify exam topics. They also make a free lite version of the Simulator, 
included with this book. The lite version gives you the means to experience the Cisco CLI 
just after a 5–10-minute installation process. No need to go buy real gear or buy a full 
simulator to start learning the CLI. Just install the Sim Lite from the companion website.

This latest version of NetSim Lite includes labs associated with Part II of this book, plus 
a few more from Part III. (Part II is the first book part that includes any CLI commands.) 
So, make sure to use the NetSim Lite to learn the basics of the CLI to get a good start.

Of course, one reason that you get access to the NetSim Lite is that the publisher hopes 
you will buy the full product. However, even if you do not use the full product, you can 
still learn from the labs that come with NetSim Lite while deciding about what options to 
pursue.

The Pearson Network Simulator
The Config Labs and the Pearson Network Simulator Lite both fill specific needs, and 
they both come with the book. However, you need more than those two tools.

The single best option for lab work to do along with this book is the paid version of the 
Pearson Network Simulator. This simulator product simulates Cisco routers and switches 
so that you can learn for CCNA certification. But more importantly, it focuses on learn-
ing for the exam by providing a large number of useful lab exercises. Reader surveys tell 
us that those people who use the Simulator along with the book love the learning process 
and rave about how the book and Simulator work well together.

Of course, you need to make a decision for yourself and consider all the options.  
Thankfully, you can get a great idea of how the full Simulator product works by using 
the Pearson Network Simulator Lite product included with the book. Both have the same 
base code, same user interface, and same types of labs. Try the Lite version to decide if 
you want to buy the full product. 

On a practical note, when you want to do labs when reading a chapter or doing Part 
Review, the Simulator organizes the labs to match the book. Just look for the Sort by 
Chapter tab in the Simulator’s user interface. 
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At the time this book was published, Pearson had no plan to update its CCNA Simulator 
product to a new version, as the current edition covers the latest exam topics. A software 
update will be issued that maps the labs to the organization of the new Cert Guide chap-
ter structure by the summer of 2024.

More Lab Options
Many other lab options exist. For instance, you can use real Cisco routers and switches. 
You can buy them, new or used, or borrow them at work. For example, you can buy  
routers and switches that are useful for CCNA learning but are two or three product 
generations old. You can also find sites from which you can rent time on real devices or 
virtual devices.

Cisco also makes a free simulator that works very well as a learning tool: Cisco Packet 
Tracer. Unlike the Pearson Network Simulator, it does not include lab exercises that 
direct you as to how to go about learning each topic. However, you can usually find lab 
exercises that rely on Packet Tracer, like the Config Labs at my blog. If interested in more 
information about Packet Tracer, check out www.certskills.com/ptinstall. 

Cisco offers a virtualization product that lets you run router and switch operating system 
(OS) images in a virtual environment on your PC. This tool, the Cisco Modeling Labs–
Personal Edition (CML PE), lets you create a lab topology, start the operating system for 
each device, and connect to the CLI of real router and switch OS images. There is a fee, and 
you may need a PC hardware upgrade to use it effectively. Check out www.cisco.com/ 
go/cml for more information, and inquire for more information at the Cisco Learning Net-
work’s CML community (learningnetwork.cisco.com).

The next two options work somewhat like CML PE, but with free software but no Cisco 
Operating Systems supplied. GNS3 (gns3.com) and EVE-NG (eve-ng.net) support creat-
ing topologies of virtual routers and switches that run real Cisco operating systems. Both 
have free options. However, both require that you provide the OS images. Also, as with 
CML PE, you may need to buy a small server or at least upgrade your personal computer 
to run more than a few routers and switches in a lab topology.

This book does not tell you what option to use, but you should plan on getting some 
hands-on practice somehow. For people starting with CCNA, many use some simulator 
like Pearson Sim Lite and the free Cisco Packet Tracer simulator. If you go far in your 
Cisco certification journey, you will likely try at least one of the virtualization options 
and also use real gear. The important thing to know is that most people need to practice 
using the Cisco CLI to be ready to pass these exams.

About IP Subnetting
IP addressing and subnetting skills remain as one of the top five most important topics 
for real networking jobs and for the CCNA exam. This book devotes Part IV to the topic, 
with several practice problem appendices to match. You can learn all you need for CCNA 
from those in-book chapters, and you can practice with the appendices. You can even use 
the interactive versions of the appendices on the companion website.

Because IP subnetting is so important, I created a video course called “IP Subnetting 
from Beginning to Mastery LiveLessons.” You can buy the course outright from Cisco 
Press or access the course at O’Reilly Learning (learning.oreilly.com). This video course 

http://www.certskills.com/ptinstall
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teaches IPv4 subnetting from start to finish. The course includes instruction on all 
aspects of IPv4 subnetting, many examples, and close to 100 video practice exercises. 

However, to be clear, you do not need to buy the subnetting course; the book has all you 
need to learn subnetting well. But if you prefer to use the IP Subnetting video course, 
you do not have to use the course and read the chapters in this book’s Part IV. Instead, 
use one of these plans if you get the video course:

 ■ Learn from the first 19 lessons in the course, which cover the same content as Part 
IV of this book—and again ignore the chapters in Part IV.

 ■ Study primarily from the book chapters and supplement your reading with the  
video course. Because the course teaches the topics in a different order, use the 
information in Table I-2 to decide what video course lessons to use.

Table I-2 Using the IP Subnetting Video Course Instead of Volume 1, Part IV

Volume 1 Chapter Video Course Lessons

11 1–3, 10
12 11, 12
13 8, 9
14 4–7
15 13–19

For More Information
If you have any comments about the book, submit them via www.ciscopress.com. Just go 
to the website, select Contact Us, and type your message.

Cisco might make changes that affect the CCNA certification from time to time. You 
should always check www.cisco.com/go/ccna for the latest details.

CCNA 200-301 Official Cert Guide, Volume 1, Second Edition, helps you attain  
CCNA certification. This is the CCNA certification book from the only Cisco-authorized 
publisher. We at Cisco Press believe that this book certainly can help you achieve CCNA 
certification, but the real work is up to you! I trust that your time will be well spent.
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CHAPTER 22

Implementing Basic OSPF Features

This chapter covers the following exam topics:

3.0 IP Connectivity

3.2   Determine how a router makes a forwarding decision by default

3.2.b   Administrative distance

3.2.c   Routing protocol metric

3.4   Configure and verify single area OSPFv2

3.4.a   Neighbor adjacencies

3.4.b   Point-to-point

3.4.c   Broadcast (DR/BR selection)

3.4.d   Router ID

OSPFv2 requires only a few configuration commands if you rely on default settings. To use 
OSPF, all you need to do is enable OSPF on each interface you intend to use in the network, 
and OSPF uses messages to discover neighbors and learn routes through those neighbors. 
OSPF performs many background tasks, and you can discover details about that work using 
a large number of OSPF show commands. However, configuring OSPF, using mostly default 
settings for all the optional features, requires only a few commands. This chapter sets about 
to help you learn those minimal settings.

The first major section of this chapter focuses on traditional OSPFv2 configuration using the 
network command, along with the large variety of associated show commands. This section 
teaches you how to make OSPFv2 operate with default settings and convince yourself that it 
really is working through use of those show commands.

The second major section shows an alternative configuration option called OSPF interface 
mode, in contrast with the traditional OSPF configuration shown in the first section of the 
chapter. This mode uses the ip ospf process-id area area-number configuration command 
instead of the network command.

Along the way, the first major section includes the detail of how to set the OSPF router ID 
(RID). While optional, configuring a predictable and stable OSPF RID allows easier opera-
tion and troubleshooting of OSPF and may be the most important of the optional OSPF 
settings.

“Do I Know This Already?” Quiz
Take the quiz (either here or use the PTP software) if you want to use the score to help you 
decide how much time to spend on this chapter. The letter answers are listed at the bottom 



of the page following the quiz. Appendix C, found both at the end of the book as well as on 
the companion website, includes both the answers and explanations. You can also find both 
answers and explanations in the PTP testing software.

Table 22-1 “Do I Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

Implementing OSPFv2 Using network Commands 1–4
Implementing OSPFv2 Using Interface 
Subcommands

5, 6

1. Which of the following network commands, following the command router ospf 1, 
enables OSPF on interfaces whose IP addresses are 10.1.1.1, 10.1.100.1, and 10.1.120.1?
a. network 10.0.0.0 0.0.0.0 area 0
b. network 10.0.0.0 0.255.255.255 area 0
c. network 10.0.0.0 0.0.0.255 area 0
d. network 10.0.0.0 0.0.255.255 area 0

2. Which of the following network commands, following the command router ospf 
1, tells this router to start using OSPF on interfaces whose IP addresses are 10.1.1.1, 
10.1.100.1, and 10.1.120.1?
a. network 10.1.0.0 0.0.255.255 area 0
b. network 10.0.0.0 0.255.255.0 area 0
c. network 10.1.1.0 0.x.1x.0 area 0
d. network 10.1.1.0 255.0.0.0 area 0

3. Which of the following commands list the OSPF neighbors off interface serial 0/0? 
(Choose two answers.)
a. show ip ospf neighbor
b. show ip ospf interface brief
c. show ip neighbor
d. show ip interface
e. show ip ospf neighbor serial 0/0

4. When reloading and choosing a new OSPF router ID (RID), a router had working 
interfaces loopback 1 with IP address 10.8.8.8, loopback 2 with address 10.7.7.7, and 
GigabitEthernet0/0/0 with 10.9.9.9. The router did not have a router-id command in the 
OSPF process configuration. What RID did the router choose? 
a. 10.7.7.7
b. 10.8.8.8
c. 10.9.9.9
d. The router would fail to choose an RID.
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5. An engineer migrates from a more traditional OSPFv2 configuration that uses  
network commands in OSPF configuration mode to instead use OSPFv2 interface 
configuration. Which of the following commands configures the area number assigned 
to an interface in this new configuration?
a. The area command in interface configuration mode
b. The ip ospf command in interface configuration mode
c. The router ospf command in interface configuration mode
d. The network command in interface configuration mode

6. An enterprise avoids using the OSPF network command, instead preferring to enable 
OSPF per-interface with the ip ospf process-id area area-id interface subcommand. 
Which show command identifies whether an interface has been configured with the  
ip ospf process-id area area-id interface subcommand? (Choose two answers.)
a. The show ip ospf interface command
b. The show ip ospf interface brief command
c. The show ip ospf neighbor command
d. The show ip protocols command

Foundation Topics

Implementing OSPFv2 Using network Commands
After an OSPF design has been chosen—a task that can be complex in larger IP  
internetworks—the configuration can be as simple as enabling OSPF on each router interface 
and placing that interface in the correct OSPF area. This first major section of the chapter 
focuses on the required configuration using the traditional OSPFv2 network command 
along with one optional configuration setting: how to set the OSPF router-id. Additionally, 
this section works through how to show the various lists and tables that confirm how OSPF 
is working. 

For reference and study, the following list outlines the configuration steps covered in this 
first major section of the chapter:

Step 1. Use the router ospf process-id global command to enter OSPF configuration 
mode for a particular OSPF process.

Step 2. (Optional) Configure the OSPF router ID by doing the following:

a. Use the router-id id-value router subcommand to define the router ID, or

b. Use the interface loopback number global command, along with an ip 
address address mask command, to configure an IP address on a loopback 
interface (chooses the highest IP address of all working loopbacks), or

c. Rely on an interface IP address (chooses the highest IP address of all  
working nonloopbacks).

Step 3. Use one or more network ip-address wildcard-mask area area-id router 
subcommands to enable OSPFv2 on any interfaces matched by the configured 
address and mask, enabling OSPF on the interface for the listed area.

Config
Checklist
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Figure 22-1 shows the relationship between the OSPF configuration commands, with the 
idea that the configuration creates a routing process in one part of the configuration, and 
then indirectly enables OSPF on each interface. The configuration does not name the inter-
faces on which OSPF is enabled, instead requiring IOS to apply some logic by comparing 
the OSPF network command to the interface ip address commands. The upcoming example 
discusses more about this logic.

(Indirectly) Enable OSPF Process
on the Interface

Define Process ID

OSPF Mode:

router ospf 1 

Configuration

router-id 1.1.1.1 Set Router ID (Optional)

Define Area Number

network 10.0.0.0 0.255.255.255  area 0

interface S0/0/0
ip address  10.1.1.1  255.255.255.0

Indirect!Interface Mode:

Figure 22-1 Organization of OSPFv2 Configuration with the network Command

OSPF Single-Area Configuration
Figure 22-2 shows a sample network that will be used for most examples throughout this 
chapter. All links reside in area 0, making the area design a single-area design, with four rout-
ers. You can think of Router R1 as a router at a central site, with WAN links to each remote 
site. Routers R2 and R3 might be at one large remote site that needs two WAN links and two 
routers for WAN redundancy, with both routers connected to the LAN at that remote site. 
Router R4 might be a typical smaller remote site with a single router needed for that site. 

10.1.14.4 /24

G0/0/1

G0/0/1

G0/0/2

G0/0/3

G0/0/1

G0/0/1

10.1.12.2 /24 10.1.23.2 /24

10.1.4.4 /24

G0/0/0

G0/0/0

G0/0/0

Area 0

R3

R2

R4

G0/0/0
10.1.1.1 /24 10.1.23.3 /24

10.1.14.1 /24

10.1.12.1 /24

10.1.13.3 /2410.1.13.1 /24
R1

Figure 22-2 Sample Network for OSPF Single-Area Configuration
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Example 22-1 shows the IPv4 addressing configuration on Router R1, before getting into the 
OSPF detail.

Example 22-1 IPv4 Address Configuration on R1

 

interface GigabitEthernet0/0/0

 ip address 10.1.1.1 255.255.255.0

!

interface GigabitEthernet0/0/1

 ip address 10.1.12.1 255.255.255.0

!

interface GigabitEthernet0/0/2

 ip address 10.1.13.1 255.255.255.0

!

interface GigabitEthernet0/0/3

 ip address 10.1.14.1 255.255.255.0

The OSPF configuration begins with the router ospf process-id global command, which 
puts the user in OSPF configuration mode, and sets the OSPF process-id value. The  
process-id number just needs to be unique on the local router, matching between various 
commands in a router. The process-id does not need to match between neighboring routers 
or other routers in the same area. The value can be any integer between 1 and 65,535.

Second, the configuration needs one or more network commands in OSPF mode. These 
commands tell the router to find its local interfaces that match the first two parameters on 
the network command. Then, for each matched interface, the router enables OSPF on those 
interfaces, discovers neighbors, creates neighbor relationships, and assigns the interface to 
the area listed in the network command. (Note that the area can be configured as either an 
integer or a dotted-decimal number, but this book makes a habit of configuring the area 
number as an integer. The integer area numbers range from 0 through 4,294,967,295.)

Example 22-2 shows an example configuration on Router R1 from Figure 22-2. The router 
ospf 1 command enables OSPF process 1, and the single network command enables OSPF 
on all interfaces shown in the figure.

Example 22-2 OSPF Single-Area Configuration on R1 Using One network Command

 

router ospf 1

 network 10.0.0.0 0.255.255.255 area 0

For the specific network command in Example 22-2, any matched interfaces are assigned to 
area 0. However, the first two parameters—the ip_address and wildcard_mask parameter 
values of 10.0.0.0 and 0.255.255.255—need some explaining. In this case, the command 
matches all interfaces shown for Router R1; the next topic explains why.

Wildcard Matching with the network Command
The key to understanding the traditional OSPFv2 configuration shown in this first example 
is to understand the OSPF network command. The OSPF network command compares the 

Answers to the “Do I Know This Already?” quiz:

1 B 2 A 3 A, E 4 B 5 B 6 A, D
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first parameter in the command to each interface IP address on the local router, trying to 
find a match. However, rather than comparing the entire number in the network command to 
the entire IPv4 address on the interface, the router can compare a subset of the octets, based 
on the wildcard mask, as follows:

Wildcard 0.0.0.0: Compare all four octets. In other words, the numbers must exactly 
match.

Wildcard 0.0.0.255: Compare the first three octets only. Ignore the last octet when  
comparing the numbers.

Wildcard 0.0.255.255: Compare the first two octets only. Ignore the last two octets when 
comparing the numbers.

Wildcard 0.255.255.255: Compare the first octet only. Ignore the last three octets when 
comparing the numbers.

Wildcard 255.255.255.255: Compare nothing; this wildcard mask means that all 
addresses will match the network command.

Basically, a wildcard mask value of decimal 0 in an octet tells IOS to compare to see if the num-
bers match, and a value of 255 tells IOS to ignore that octet when comparing the numbers.

The network command provides many flexible options because of the wildcard mask. 
For example, in Router R1, many network commands could be used, with some matching 
all interfaces, and some matching a subset of interfaces. Table 22-2 shows a sampling of 
options, with notes.

Table 22-2 Example OSPF network Commands on R1, with Expected Results

Command Logic in Command Matched 
Interfaces

network 10.1.0.0 0.0.255.255 Match addresses that begin with 10.1 G0/0/0
G0/0/1
G0/0/1
G0/0/2

network 10.0.0.0 0.255.255.255 Match addresses that begin with 10 G0/0/0
G0/0/1
G0/0/1
G0/0/2

network 0.0.0.0 255.255.255.255 Match all addresses G0/0/0
G0/0/1
G0/0/1
G0/0/2

network 10.1.13.0 0.0.0.255 Match addresses that begin with 10.1.13 G0/0/2
network 10.1.13.1 0.0.0.0 Match one address: 10.1.13.1 G0/0/2

The wildcard mask gives the local router its rules for matching its own interfaces. To show 
examples of the different options, Example 22-3 shows the configuration on routers R2, 
R3, and R4, each using different wildcard masks. Note that all three routers (R2, R3, and R4) 
enable OSPF on all the interfaces shown in Figure 22-2.
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Example 22-3 OSPF Configuration on Routers R2, R3, and R4

 

! R2 configuration next - one network command enables OSPF on both interfaces

interface GigabitEthernet0/0/0

 ip address 10.1.23.2 255.255.255.0

!

interface GigabitEthernet0/0/1

 ip address 10.1.12.2 255.255.255.0

!

router ospf 1

 network 10.0.0.0 0.255.255.255 area 0

! R3 configuration next - One network command per interface

interface GigabitEthernet0/0/0

 ip address 10.1.23.3 255.255.255.0

!

interface GigabitEthernet0/0/1

 ip address 10.1.13.3 255.255.255.0

!

router ospf 1

 network 10.1.13.3 0.0.0.0 area 0

 network 10.1.23.3 0.0.0.0 area 0

! R4 configuration next - One network command per interface with wildcard 0.0.0.255

interface GigabitEthernet0/0/0

 ip address 10.1.4.4 255.255.255.0

!

interface GigabitEthernet0/0/1

 ip address 10.1.14.4 255.255.255.0

!

router ospf 1

 network 10.1.14.0 0.0.0.255 area 0

 network 10.1.4.0 0.0.0.255 area 0

Finally, note that OSPF uses the same wildcard mask logic as defined by Cisco IOS access 
control lists. The section titled “Finding the Right Wildcard Mask to Match a Subnet” sec-
tion in Chapter 6 of the CCNA 200-301 Official Cert Guide, Volume 2, Second Edition, 
provides more detail about wildcard masks. 

 

NOTE If the wildcard mask octet in a network command is 255, the matching address 
octet should be configured as a 0. Interestingly, IOS will accept a network command that 
breaks this rule, but if you configure a wildcard mask octet as 255, then IOS changes the 
corresponding address octet to a 0 before putting it into the running configuration file. For 
example, IOS will change a typed command that begins with network 1.2.3.4 0.0.255.255 
to network 1.2.0.0 0.0.255.255.



Chapter 22: Implementing Basic OSPF Features  569

22

Verifying OSPF Operation
As mentioned in Chapter 21, “Understanding OSPF Concepts,” OSPF routers use a three-
step process to eventually add OSPF-learned routes to the IP routing table. First, they create 
neighbor relationships. Then they build and flood LSAs between those neighbors so each 
router in the same area has a copy of the same LSDB. Finally, each router independently 
computes its own IP routes using the SPF algorithm and adds them to its routing table. This 
next topic works through how to display the results of each of those steps, which lets you 
confirm whether OSPF has worked correctly or not.

The show ip ospf neighbor, show ip ospf database, and show ip route commands display 
information to match each of these three steps, respectively. Figure 22-3 summarizes the 
commands you can use (and others) when verifying OSPF.

network and
ip ospf Commands

Discover 
with Hello

Flood LSAs

SPF Calculation

Config

Enabled
Interfaces

RIB

LSDB

Neighbors

show running-config
show ip protocols

show ip ospf interface
show ip ospf interface type number
show ip ospf interface brief

show ip ospf neighbor
show ip ospf neighbor type number

show ip ospf database

show ip ospf rib

Admin Distance

Routes

show ip route
show ip route ospf
show ip route subnet mask
show ip route | section subnet

Figure 22-3 OSPF Verification Commands

Many engineers begin OSPF verification by looking at the output of the show ip ospf 
neighbor command. For instance, Example 22-4 shows a sample from Router R1, which 
should have one neighbor relationship each with routers R2, R3, and R4. Example 22-4 
shows all three.

Example 22-4 OSPF Neighbors on Router R1 from Figure 22-2

 

R1# show ip ospf neighbor

Neighbor ID     Pri   State          Dead Time   Address       Interface

2.2.2.2           1   FULL/DR        00:00:37    10.1.12.2     GigabitEthernet0/0/1

3.3.3.3           1   FULL/DR        00:00:37    10.1.13.3     GigabitEthernet0/0/2

4.4.4.4           1   FULL/BDR       00:00:34    10.1.14.4     GigabitEthernet0/0/3
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The detail in the output mentions several important facts, and for most people, working right 
to left works best in this case. For example, look at the headings:

Interface: This is the local router’s interface connected to the neighbor. For example, the 
first neighbor in the list is reachable through R1’s G0/0/1 interface.

Address: This is the neighbor’s IP address on that link. Again, this first neighbor, the 
neighbor, which is R2, uses IP address 10.1.12.2.

State: While many possible states exist, for the details discussed in this chapter, FULL is 
the correct and fully working state in this case.

Neighbor ID: This is the router ID of the neighbor.

 

NOTE Examples 22-4 through 22-8 use configuration not shown here that sets the RID 
values to easily identify the routers, using 2.2.2.2 for Router R2, 3.3.3.3 for Router R3, and so 
on. The upcoming section “Configuring the OSPF Router ID” shows how to set the RID.

Once OSPF convergence has completed, a router should list each neighbor. On links that use 
a designated router (DR), the state will also list the role of the neighboring router after the / 
(DR, BDR, or DROther). As a result, the normal working states will be: 

FULL/ -: The neighbor state is full, with the “-” instead of letters meaning that the link 
does not use a DR/BDR.

FULL/DR: The neighbor state is full, and the neighbor is the DR.

FULL/BDR: The neighbor state is full, and the neighbor is the backup DR (BDR).

FULL/DROTHER: The neighbor state is full, and the neighbor is neither the DR nor BDR. 
(It also implies that the local router is a DR or BDR because the state is FULL.)

2WAY/DROTHER: The neighbor state is 2-way, and the neighbor is neither the DR nor 
BDR—that is, a DROther router. (It also implies that the local router is also a DROther 
router because otherwise the state would reach a full state.)

Once a router’s OSPF process forms a working neighbor relationship, the routers exchange 
the contents of their LSDBs, either directly or through the DR on the subnet. Example 22-5 
shows the contents of the LSDB on Router R1. Interestingly, with a single-area design, all the 
routers will have the same LSDB contents once all neighbors are up and all LSAs have been 
exchanged. So, the show ip ospf database command in Example 22-5 should list the same 
exact information, no matter on which of the four routers it is issued.

Example 22-5 OSPF Database on Router R1 from Figure 22-2

 

R1# show ip ospf database

 

            OSPF Router with ID (1.1.1.1) (Process ID 1)

 

                 

                 Router Link States (Area 0)
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For the purposes of this book, do not be concerned about the specifics in the output of this 
command. However, for perspective, note that the LSDB should list one “Router Link State” 
(Type 1 Router LSA) for each of the routers in the same area, so with the design based on 
Figure 22-2, the output lists four Type 1 LSAs. Also, with all default settings in this design, 
the routers will create a total of four Type 2 Network LSAs as shown, one each for the sub-
nets that have a DR and contain at least two routers in that subnet (the three WAN links plus 
the LAN to which both R2 and R3 connect).

Next, Example 22-6 shows R4’s IPv4 routing table with the show ip route command. As con-
figured, with all links working, R4 has connected routes to two of those subnets and should 
learn OSPF routes to the other subnets. 

Example 22-6 IPv4 Routes Added by OSPF on Router R4 from Figure 22-2

 

R4# show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 

       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

       E1 - OSPF external type 1, E2 - OSPF external type 2

! Additional legend lines omitted for brevity

 

Gateway of last resort is not set

 

      10.0.0.0/8 is variably subnetted, 9 subnets, 2 masks

O        10.1.1.0/24 [110/2] via 10.1.14.1, 00:27:24, GigabitEthernet0/0/1

C        10.1.4.0/24 is directly connected, GigabitEthernet0/0/0

L        10.1.4.4/32 is directly connected, GigabitEthernet0/0/0

O        10.1.12.0/24 [110/2] via 10.1.14.1, 00:27:24, GigabitEthernet0/0/1

O        10.1.13.0/24 [110/2] via 10.1.14.1, 00:25:15, GigabitEthernet0/0/1

C        10.1.14.0/24 is directly connected, GigabitEthernet0/0/1

L        10.1.14.4/32 is directly connected, GigabitEthernet0/0/1

O        10.1.23.0/24 [110/3] via 10.1.14.1, 00:27:24, GigabitEthernet0/0/1

Link ID         ADV Router      Age         Seq#       Checksum Link count

1.1.1.1         1.1.1.1         431         0x8000008F 0x00DCCA 5

2.2.2.2         2.2.2.2         1167        0x8000007F 0x009DA1 2

3.3.3.3         3.3.3.3         441         0x80000005 0x002FB1 1

4.4.4.4         4.4.4.4         530         0x80000004 0x007F39 2

 

 

                Net Link States (Area 0)

 

Link ID         ADV Router      Age         Seq#       Checksum

10.1.12.2       2.2.2.2         1167        0x8000007C 0x00BBD5

10.1.13.3       3.3.3.3         453         0x80000001 0x00A161

10.1.14.1       4.4.4.4         745         0x8000007B 0x004449

10.1.23.3       3.3.3.3         8           0x80000001 0x00658F
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Any time you want to check OSPF on a router in a small design like the ones in the book, 
you can count all the subnets, then count the subnets connected to the local router, and 
know that OSPF should learn routes to the rest of the subnets. Then just use the show ip 
route command and add up how many connected and OSPF routes exist as a quick check of 
whether all the routes have been learned or not.

In this case, Router R4 has two connected subnets, but six subnets exist per the figure, so 
Router R4 should learn four OSPF routes. Next look for the code of “O” on the left, which 
identifies a route as being learned by OSPF. The output lists four such IP routes: one for the 
LAN subnet off Router R1, one for the LAN subnet connected to both R2 and R3, and one 
each for the WAN subnets from R1 to R2 and R1 to R3. 

Next, examine the first route (to subnet 10.1.1.0/24). It lists the subnet ID and mask, identi-
fying the subnet. It also lists two numbers in brackets. The first, 110, is the administrative 
distance of the route. All the OSPF routes in this example use the default of 110 (see Table 
24-4 in Chapter 24, “OSPF Neighbors and Route Selection,” for the list of administrative 
distance values). The second number, 2, is the OSPF metric for this route. The route also lists 
the forwarding instructions: the next-hop IP address (10.1.14.1) and R4’s outgoing interface 
(G0/0/1).

 

NOTE The section “Floating Static Routes” in Chapter 17, “Configuring IPv4 Addresses 
and Static Routes,” introduced the concept of administrative distance; however, the section 
“Multiple Routes Learned from Competing Sources,” in Chapter 24 discusses the topic in 
more depth.

Verifying OSPF Configuration
Once you can configure OSPF with confidence, you will likely verify OSPF focusing on 
OSPF neighbors and the IP routing table as just discussed. However, if OSPF does not 
work immediately, you may need to circle back and check the configuration. To do so, you 
can use these steps:

 ■ If you have enable mode access, use the show running-config command to examine 
the configuration.

 ■ If you have only user mode access, use the show ip protocols command to re-create 
the OSPF configuration.

 ■ Use the show ip ospf interface [brief] command to determine whether the router 
enabled OSPF on the correct interfaces or not based on the configuration.

The best way to verify the configuration begins with the show running-config command,  
of course. However, the show ip protocols command repeats the details of the OSPFv2  
configuration and does not require enable mode access. Example 22-7 does just that for 
Router R3.
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Example 22-7 Router R3 Configuration and the show ip protocols Command

 

R3# show running-config | section router ospf 1

router ospf 1

  network 10.1.13.3 0.0.0.0 area 0

  network 10.1.23.3 0.0.0.0 area 0

  router-id 3.3.3.3

 

R3# show ip protocols

*** IP Routing is NSF aware ***

 

Routing Protocol is "ospf 1"

  Outgoing update filter list for all interfaces is not set

  Incoming update filter list for all interfaces is not set

  Router ID 3.3.3.3

  Number of areas in this router is 1. 1 normal 0 stub 0 nssa

  Maximum path: 4

  Routing for Networks:

    10.1.13.3 0.0.0.0 area 0

    10.1.23.3 0.0.0.0 area 0

  Routing Information Sources:

    Gateway         Distance      Last Update

    1.1.1.1              110      02:05:26

    4.4.4.4              110      02:05:26

    2.2.2.2              110      01:51:16

  Distance: (default is 110)

The highlighted output emphasizes some of the configuration. The first highlighted line 
repeats the parameters on the router ospf 1 global configuration command. (The second 
highlighted item points out the router’s router ID, which will be discussed in the next sec-
tion.) The third set of highlighted lines begins with a heading of “Routing for Networks:” 
followed by two lines that closely resemble the parameters on the configured network com-
mands. In fact, closely compare those last two highlighted lines with the network configura-
tion commands at the top of the example, and you will see that they mirror each other, but 
the show command just leaves out the word network. For instance:

Configuration: network 10.1.13.3 0.0.0.0 area 0

show Command: 10.1.13.3 0.0.0.0 area 0

IOS interprets the network commands to choose interfaces on which to run OSPF, so it 
could be that IOS chooses a different set of interfaces than you predicted. To check the list 
of interfaces chosen by IOS, use the show ip ospf interface brief command, which lists all 
interfaces that have been enabled for OSPF processing. Verifying the interfaces can be a use-
ful step if you have issues with OSPF neighbors because OSPF must first be enabled on an 
interface before a router will attempt to discover neighbors on that interface. Example 22-8 
shows a sample from Router R1. 
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Example 22-8 Router R1 show ip ospf interface brief Command

 

R1# show ip ospf interface brief

Interface    PID   Area            IP Address/Mask    Cost  State Nbrs F/C

Gi0/0/0      1     0               10.1.1.1/24        1     DR    0/0

Gi0/0/1      1     0               10.1.12.1/24       1     BDR   1/1

Gi0/0/2      1     0               10.1.13.1/24       1     BDR   1/1

Gi0/0/3      1     0               10.1.14.1/24       1     DR    1/1

The show ip ospf interface brief command lists one line per interface, showing all the inter-
faces on which OSPF has been enabled. Each line identifies the OSPF process ID (per the 
router ospf process-id command), the area, the interface IP address, and the number of 
neighbors found via each interface.

You may use the command in Example 22-8 quite often, but the show ip ospf interface 
command (without the brief keyword) gives much more detail about OSPF per-interface 
settings. Example 23-4 in Chapter 23, “Implementing Optional OSPF Features,” shows an 
example of the entire output of that command.

Configuring the OSPF Router ID
While OSPF has many other optional features, most enterprise networks that use OSPF 
choose to configure each router’s OSPF router ID. OSPF-speaking routers must have a router 
ID (RID) for proper operation. By default, routers will choose an interface IP address to use 
as the RID. However, many network engineers prefer to choose each router’s router ID, so 
command output from commands like show ip ospf neighbor lists more recognizable  
router IDs.

To choose its RID, a Cisco router uses the following process when the router reloads and 
brings up the OSPF process. Note that the router stops looking for a router ID to use once 
one of the steps identifies a value to use.

1. If the router-id rid OSPF subcommand is configured, this value is used as the RID.

2. If any loopback interfaces have an IP address configured, and the interface has an 
interface status of up, the router picks the highest numeric IP address among these 
loopback interfaces.

3. The router picks the highest numeric IP address from all other interfaces whose  
interface status code (first status code) is up. (In other words, an interface in up/down 
state will be included by OSPF when choosing its router ID.)

The first and third criteria should make some sense right away: the RID is either configured 
or is taken from a working interface’s IP address. However, this book has not yet explained 
the concept of a loopback interface, as mentioned in Step 2.

A loopback interface is a virtual interface that can be configured with the interface loopback 
interface-number command, where interface-number is an integer. Loopback interfaces are 
always in an “up and up” state unless administratively placed in a shutdown state. For example, 
a simple configuration of the command interface loopback 0, followed by ip address 2.2.2.2 
255.255.255.0, would create a loopback interface and assign it an IP address. Because loop-
back interfaces do not rely on any hardware, these interfaces can be up/up whenever IOS is 
running, making them good interfaces on which to base an OSPF RID.
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Example 22-9 shows the configuration that existed in Routers R1 and R2 before the creation 
of the show command output earlier in this chapter. R1 set its router ID using the direct 
method, while R2 used a loopback IP address. Example 22-10 that follows shows the output 
of the show ip ospf command on R1, which identifies the OSPF RID used by R1. 

Example 22-9 OSPF Router ID Configuration Examples

! R1 Configuration first

router ospf 1

 router-id 1.1.1.1

 network 10.1.0.0 0.0.255.255 area 0

! R2 Configuration next

!

interface Loopback2

 ip address 2.2.2.2 255.255.255.255

Example 22-10 Confirming the Current OSPF Router ID

 

R1# show ip ospf

 Routing Process "ospf 1" with ID 1.1.1.1

! lines omitted for brevity

Routers need a stable OSPF RID because any change to the OSPF RID causes a router to 
close existing neighbor relationships and remove all routes learned through those neighbors. 
To keep the RID stable, a router chooses its RID when the router first initializes (at power-on 
or per the reload command). So the RID might change at the next reload when the router  
re-evaluates the RID choice rules based on the current conditions.

However, routers do support one scenario to update their RID without a reload, which can 
be useful for testing in lab. To do so, configure the OSPF router-id OSPF subcommand  
followed by the clear ip ospf process EXEC command.

Implementing Multiarea OSPF
Even though the current CCNA 200-301 V1.1 exam blueprint mentions single area but not 
multiarea OSPF, you only need to learn one more idea to know how to configure multiarea 
OSPF. So, this chapter takes a brief page to show how.

For example, consider a multiarea OSPF design as shown in Figure 22-4. It uses the same 
routers and IP addresses as shown earlier in Figure 22-2, on which all the examples in this 
chapter have been based so far. However, the design shows three areas instead of the single-
area design shown in Figure 22-2.

Configuring the routers in a multiarea design is almost just like configuring OSPFv2 for 
a single area. To configure multiarea OSPF, all you need is a valid OSPF area design (for 
instance, like Figure 22-4) and a configuration that places each router interface into the  
correct area per that design. For example, both of R4’s interfaces connect to links in area 4, 
making R4 an internal router, so any network commands on Router R4 will list area 4. 
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Area 4

Area 0

Area 23

10.1.14.4 /24

G0/0/1

G0/0/1

G0/0/2

G0/0/3

G0/0/1

G0/0/1

10.1.12.2 /24 10.1.23.2 /24

10.1.4.4 /24

G0/0/0

G0/0/0

G0/0/0

R3

R2

R4

G0/0/0
10.1.1.1 /24 10.1.23.3 /24

10.1.14.1 /24

10.1.12.1 /24

10.1.13.3 /2410.1.13.1 /24
R1

Figure 22-4 Area Design for an Example Multiarea OSPF Configuration

Example 22-11 shows a sample configuration for Router R1. To make the configuration clear, 
it uses network commands with a wildcard mask of 0.0.0.0, meaning each network command 
matches a single interface. Each interface will be placed into either area 0, 23, or 4 to match 
the figure.

Example 22-11 OSPF Configuration on R1, Placing Interfaces into Different Areas

 

router ospf 1

 network 10.1.1.1 0.0.0.0 area 0

 network 10.1.12.1 0.0.0.0 area 23

 network 10.1.13.1 0.0.0.0 area 23

 network 10.1.14.1 0.0.0.0 area 4

Implementing OSPFv2 Using Interface Subcommands
From the earliest days of OSPFv2 support in Cisco routers, the configuration used the OSPF 
network command as discussed in this chapter. However, that configuration style can be 
confusing, and it does require some interpretation. As a result, Cisco added another option 
for OSPFv2 configuration called OSPF interface configuration.

The newer interface-style OSPF configuration still enables OSPF on interfaces, but it does so 
directly with the ip ospf interface subcommand. Instead of matching interfaces with indirect 
logic using network commands, you directly enable OSPFv2 on interfaces by configuring an 
interface subcommand on each interface.

OSPF Interface Configuration Example
To show how OSPF interface configuration works, this example basically repeats the  
example shown earlier in the chapter using the traditional OSPFv2 configuration with  
network commands. So, before looking at the OSPFv2 interface configuration, take a 
moment to look back to review traditional OSPFv2 configuration with Figure 22-2 and 
Examples 22-2 and 22-3. 
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After reviewing the traditional configuration, consider this checklist, which details how to 
convert from the old-style configuration in Example 22-2 and Example 22-3 to use interface 
configuration:  

Step 1. Use the no network network-id area area-id subcommands in OSPF  
configuration mode to remove the network commands.

Step 2. Add one ip ospf process-id area area-id command in interface configuration 
mode under each interface on which OSPF should operate, with the correct 
OSPF process (process-id) and the correct OSPF area number.

Figure 22-5 repeats the design for both the original examples in this chapter and for this 
upcoming interface configuration example.

10.1.14.4 /24

G0/0/1

G0/0/1

G0/0/2

G0/0/3

G0/0/1

G0/0/1

10.1.12.2 /24 10.1.23.2 /24

10.1.4.4 /24

G0/0/0

G0/0/0

G0/0/0

Area 0

R3

R2

R4

G0/0/0
10.1.1.1 /24 10.1.23.3 /24

10.1.14.1 /24

10.1.12.1 /24

10.1.13.3 /2410.1.13.1 /24
R1

Figure 22-5 Area Design Used in the Upcoming OSPF Interface Config Example

Example 22-2 shows a single network command: network 10.0.0.0 0.255.255.255 area 0. 
Example 22-12 follows the steps in the migration checklist, beginning with the removal of 
the previous configuration using the no network 10.0.0.0 0.255.255.255 area 0 command.  
The example then shows the addition of the ip ospf 1 area 0 command on each of the inter-
faces on Router R1, enabling OSPF process 1 on the interface and placing each interface  
into area 0.

Example 22-12 Migrating to Use OSPF Interface Subcommand Configuration

 

R1# configure terminal

Enter configuration commands, one per line.  End with CNTL/Z.

R1(config)# router ospf 1

R1(config-router)# no network 10.0.0.0 0.255.255.255 area 0

R1(config-router)#

*Apr  8 19:35:24.994: %OSPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on GigabitEthernet0/0/1 
from FULL to DOWN, Neighbor Down: Interface down or detached

*Apr  8 19:35:24.994: %OSPF-5-ADJCHG: Process 1, Nbr 3.3.3.3 on GigabitEthernet0/0/2 
from FULL to DOWN, Neighbor Down: Interface down or detached

Config
Checklist



578  CCNA 200-301 Official Cert Guide, Volume 1

When reading the example, read from top to bottom, and also consider the details about  
the failed and recovered neighbor relationships shown in the log messages. Removing the 
network command disabled OSPF on all interfaces on Router R1, causing all three neighbor 
relationships to fail. The example then shows the addition of the ip ospf 1 area 0 command 
on the LAN interface, which enables OSPF but does not cause a neighbor relationship to 
form, because no other OSPF routers exist in that subnet. Then the example shows the  
same command added to each of the WAN links in succession, and in each case, the OSPF 
neighbor available over that WAN link comes up (as noted in the log messages). 

 

NOTE A router’s configuration can include both a network router subcommand and an 
ip ospf interface subcommand that enable OSPF on the same interface. If those commands 
refer to different area numbers, IOS uses the area number from the ip ospf interface subcom-
mand. Additionally, multiple network commands can match the same interface. In that case, 
IOS uses the order in which the commands appear in OSPF configuration mode.

Verifying OSPF Interface Configuration
OSPF operates the same way whether you use the new style or old style of configuration. 
The OSPF area design works the same, neighbor relationships form the same way, routers 
negotiate to become the DR and BDR the same way, and so on. However, you can see a few 
small differences in show command output when using the newer OSPFv2 configuration if 
you look closely.

The show ip protocols command relists most of the routing protocol configuration, so it does 
list some different details if you use interface configuration versus the network command. 
With the ip ospf interface subcommands, the output lists the phrase “Interfaces Configured 
Explicitly,” as highlighted in Example 22-13. The example first shows the relevant parts of the 

*Apr  8 19:35:24.994: %OSPF-5-ADJCHG: Process 1, Nbr 4.4.4.4 on GigabitEthernet0/0/3 
from FULL to DOWN, Neighbor Down: Interface down or detached

R1(config-router)# interface g0/0/0

R1(config-if)# ip ospf 1 area 0

R1(config-if)# interface g0/0/1

R1(config-if)# ip ospf 1 area 0

R1(config-if)#

*Apr  8 19:35:52.970: %OSPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on GigabitEthernet0/0/1 
from LOADING to FULL, Loading Done

R1(config-if)# interface g0/0/2

R1(config-if)# ip ospf 1 area 0

R1(config-if)#

*Apr  8 19:36:13.362: %OSPF-5-ADJCHG: Process 1, Nbr 3.3.3.3 on GigabitEthernet0/0/2 
from LOADING to FULL, Loading Done

R1(config-if)# interface g0/0/3

R1(config-if)# ip ospf 1 area 0

R1(config-if)#

*Apr  8 19:37:05.398: %OSPF-5-ADJCHG: Process 1, Nbr 4.4.4.4 on GigabitEthernet0/0/3 
from LOADING to FULL, Loading Done

R1(config-if)# 
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show ip protocols command when using interface configuration on Router R1, and then lists 
the same portions of the command from when R1 used network commands.

Example 22-13 Differences in show ip protocols Output: Old- and New-Style OSPFv2 
Configuration

! First, with the new interface configuration

R1# show ip protocols
! … beginning lines omitted for brevity

  Routing for Networks:

  Routing on Interfaces Configured Explicitly (Area 0):

    GigabitEthernet0/0/0

    GigabitEthernet0/0/1

    GigabitEthernet0/0/2

    GigabitEthernet0/0/3

  Routing Information Sources:

    Gateway         Distance      Last Update

    4.4.4.4              110      00:09:30

    2.2.2.2              110      00:10:49

    3.3.3.3              110      05:20:07

  Distance: (default is 110)

! For comparison, the old results with the use of the OSPF network command

R1# show ip protocols

! … beginning lines omitted for brevity

  Routing for Networks:

    10.1.0.0 0.0.255.255 area 0

! … ending line omitted for brevity

Another small piece of different output exists in the show ip ospf interface [interface] com-
mand. The command lists details about OSPF settings for the interface(s) on which OSPF is 
enabled. The output also makes a subtle reference to whether that interface was enabled for 
OSPF with the old or new configuration style. Example 22-14 also begins with output based 
on interface configuration on Router R1, followed by the output that would exist if R1 still 
used the old-style network command.

Example 22-14 Differences in show ip ospf interface Output with OSPFv2 Interface 
Configuration

! First, with the new interface configuration

R1# show ip ospf interface g0/0/1
GigabitEthernet0/0/0 is up, line protocol is up 

  Internet Address 10.1.12.1/24, Area 0, Attached via Interface Enable

! Lines omitted for brevity

! For comparison, the old results with the use of the OSPF network command

R1# show ip ospf interface g0/0/1
GigabitEthernet0/0/0 is up, line protocol is up 

  Internet Address 10.1.12.1/24, Area 0, Attached via Network Statement

! … ending line omitted for brevity
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Other than these small differences in a few show commands, the rest of the commands show 
nothing different depending on the style of configuration. For instance, the show ip ospf 
interface brief command does not change depending on the configuration style, nor do the 
show ip ospf database, show ip ospf neighbor, or show ip route commands.

Chapter Review
One key to doing well on the exams is to perform repetitive spaced review sessions. Review 
this chapter’s material using either the tools in the book or interactive tools for the same 
material found on the book’s companion website. Refer to the “Your Study Plan” element for 
more details. Table 22-3 outlines the key review elements and where you can find them. To 
better track your study progress, record when you completed these activities in the second 
column.

Table 22-3 Chapter Review Tracking

Review Element Review Date(s) Resource Used 

Review key topics Book, website
Review key terms Book, website
Answer DIKTA questions Book, PTP
Review Config Checklists Book, website
Review command tables Book
Do labs Blog
Watch video Website

Review All the Key Topics
Table 22-4 Key Topics for Chapter 22

Key Topic 
Element

Description Page 
Number

Figure 22-1 Organization of OSPFv2 configuration with the network 
command

565

List Example OSPF wildcard masks and their meaning 567
Figure 22-3 OSPF verification commands 569
Example 22-4 Example of the show ip ospf neighbor command 569
List Neighbor states and their meanings 570
List Rules for setting the router ID 574
Example 22-14 Differences in show ip ospf interface output with OSPF 

interface configuration
579

Key Terms You Should Know
OSPF neighbor, OSPF router-id
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Command References
Tables 22-5 and 22-6 list configuration and verification commands used in this chapter. As an 
easy review exercise, cover the left column in a table, read the right column, and try to recall 
the command without looking. Then repeat the exercise, covering the right column, and try 
to recall what the command does.

Table 22-5 Chapter 22 Configuration Command Reference

Command Description

router ospf process-id Global command that enters OSPF configuration mode for 
the listed process

network ip-address wildcard-
mask area area-id

Router subcommand that enables OSPF on interfaces 
matching the address/wildcard combination and sets the 
OSPF area

ip ospf process-id area 
area-number

Interface subcommand to enable OSPF on the interface and 
to assign the interface to a specific OSPF area

ip ospf cost interface-cost Interface subcommand that sets the OSPF cost associated 
with the interface

bandwidth bandwidth Interface subcommand that directly sets the interface 
bandwidth (Kbps)

auto-cost reference-bandwidth 
number

Router subcommand that tells OSPF the numerator in the 
Reference_bandwidth/Interface_bandwidth formula used to 
calculate the OSPF cost based on the interface bandwidth

router-id id OSPF command that statically sets the router ID
interface loopback number Global command to create a loopback interface and to 

navigate to interface configuration mode for that interface

Table 22-6 Chapter 22 EXEC Command Reference

Command Description

show ip ospf Lists information about the OSPF process running on the 
router, including the OSPF router ID, areas to which the router 
connects, and the number of interfaces in each area.

show ip ospf interface brief Lists the interfaces on which the OSPF protocol is enabled 
(based on the network commands), including passive 
interfaces.

show ip ospf interface [type 
number]

Lists a long section of settings, status, and counters for OSPF 
operation on all interfaces, or on the listed interface, including 
the Hello and Dead Timers. 

show ip protocols Shows routing protocol parameters and current timer values.
show ip ospf neighbor [type 
number]

Lists brief output about neighbors, identified by neighbor 
router ID, including current state, with one line per neighbor; 
optionally, limits the output to neighbors on the listed 
interface.

show ip ospf neighbor 
neighbor-ID

Lists the same output as the show ip ospf neighbor detail 
command, but only for the listed neighbor (by neighbor RID).
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show ip ospf database Lists a summary of the LSAs in the database, with one line 
of output per LSA. It is organized by LSA type (first type 1, 
then type 2, and so on).

show ip route Lists all IPv4 routes. 
show ip route ospf Lists routes in the routing table learned by OSPF.
clear ip ospf process Resets the OSPF process, resetting all neighbor relationships 

and also causing the process to make a choice of OSPF RID.
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Symbols
? (question mark) command, 101

Numbers
2-way states, 550
10/100 ports, autonegotiation, 161, 

162
10/100/1000 ports, autonegotiation, 

161, 162, 163
10BASE-T

pin pairs, 48
UTP pinouts, 46–47

100BASE-T
pin pairs, 48
UTP pinouts, 46–47

802.1Q trunking, 194–195, 454, 
457–464

802.3 10-Gbps fiber standards, 52
802.3 Ethernet header and trailer 

fields, 53–54

A
AAA servers. See authentication 

servers
abbreviating IPv6 addresses, 647, 

648–649
ABR (Area Border Routers), 556
access interfaces, VLAN, 197–198

Index

access switches, 259
accessing

Cisco IOS XE CLI, 91–101
in privileged (enable) mode, 

96–98
with SSH, 96
with Telnet, 96
in user mode, 96–98

CLI
from Cisco Catalyst switches, 90
Cisco IOS XE CLI, 91–101
password security, 98–99
from WebUI, 99–101

router CLI, 414–415
user mode, switches

external authentication servers, 
141–142

remote access, IPv4, 146–147
remote access, SSH, 142–145

acknowledgement messages, 489
AD (Administrative Distance)

default distances, 623
IPv6 routing

connected routes, 727
static routes, 739–741

additional content (exams), 751
address masks, 496
addressing

Ethernet addressing, 54–55
MAC addresses, 54–55



addressing, IPv4
address exhaustion timeline, IPv4, 

641–642
APIPA IP addresses (169.254.x.x), 490
ARP, 80–81
classes, 328–330
classful addressing, 348
classless addressing, 348
configuring, connected routes, 

435–439
default masks, 330
dividing with subnet masks, 346–348
formats, 330
hosts

DHCP, 488–497
Linux settings, 504–506
macOS settings, 502–504
settings, 497–499
troubleshooting settings, 

506–509
Windows IP settings, 499–502

LLA, 680–684
network broadcast addresses, 331, 

333–334
router interfaces, 418–419 
routing, 76–77

grouping addresses, 76
header fields, 76–77
subnetting, 76

subnetting, 76, 308
broadcast addresses, 358, 359, 

361
ID/addresses, 308, 360
ID/addresses, binary math 

analysis, 362–366
ID/addresses, finding in difficult 

subnet masks, 369–371
range of usable addresses, 361, 

367

troubleshooting, 522–524
unicast IP addresses, 358

addressing, IPv6
abbreviating addresses, 647, 648–649
address formats/conventions, 646
address prefix lengths, 649
anycast addresses, 672–689
configuration summary, 690–691
DAD, 705
DHCP, 706–710
dual stacks, 671
expanding addresses, 648–649
full (unabbreviated) addresses, 

646–647
GUA, 655–664
hexadecimal/binary conversion chart, 

647
on-link prefixes, 703–704
LLA, 680–684
loopback addresses, 689
modified EUI-64, 674–679, 682–683
multicast addresses, 684–688
NA, 699–702, 705
NDP, 698–699

NA, 699–702, 705
NS, 699–702, 705
RA, 702–704
RS, 702–704
summary, 705–706

next-hop addresses, static network 
routes, 730–735

NS, 699–702, 705
permanent IPv6 addresses, 712
prefix discovery, 699
private addresses, 655–664
public addresses, 656–657
RA, 702–704
RS, 702–704



scopes, 686–687
SLAAC, 710–714
solicited-node multicast addresses, 

684, 687–688
special addresses, 680
subnet prefixes, 649–652
temporary IPv6 addresses, 712–714
testing connectivity, 716–718
troubleshooting, 714–718
ULA, 656, 664–666
unicast IP addresses, 670–671

dynamic, 679–680
static, 671–679

unspecified addresses, 689
verifying host connectivity, 718–719

adjacencies, OSPF neighbor, 612–617
adjacent neighbors, 553
adjacent-layer interaction, TCP/IP 

networking models, 25–26
advanced distance vector (hybrid) 

algorithms, 543
advertisements (network), IP routing, 

78
aging MAC addresses, clearing, 

126–127
alternate ports, RSTP, 241–243
anycast IPv6 addresses, IPv6 routing, 

672–689
APIPA IP addresses (169.254.x.x), 490
application layer, TCP/IP networking 

models, 23
HTTP, 23–24
web pages, accessing, 23

areas, OSPF, 555–557
multi-area OSPF, 555–557, 574–575

single-area OSPF, 555–557, 
565–566

ARP (Address Resolution Protocol)
network layer, 80–81
proxy, static routes, 443
tables, routers, 439–440

ASN (AS Numbers), 541
assigning

subnets to different locations, 
320–321

VLAN to interfaces, 197–201, 213
authentication servers, switch security, 

141–142
auto-MDIX (Automatic Medium-

Dependent Interface Crossover), 49, 
170–172

autonegotiation
10/100 ports, 161, 162
10/100/1000 ports, 161, 162, 163
full duplex transmissions, 161
half duplex transmissions, 161
LAN hubs, 165
parallel detection logic, 163–164
routers, Ethernet interface 

autonegotiation, 420–422
switches, 161–169

AS (Autonomous Systems), 542–543
autostate setting, SVI, 467–469
Aux ports, 423

B
backbone areas, 556
backbone routers, 556
backup ports, RSTP, 241, 244
backups, BDR, 552–553
bandwidth

interface bandwidth, 599, 600
reference bandwidth, 599, 600–601
router serial interfaces, 423

842  addressing, IPv6
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basic passwords, configuring, 137–138
BDR (Backup Designated Routers), 

552–553
BDR/DR elections, OSPF, 590–592
Bellman-Ford (distance vector) 

algorithms, 543
BID (Bridge ID), 229–231, 261–262
binary/hexadecimal conversion chart, 

647 
binary masks, 340

DDN mask conversions, 342–344
prefix mask conversions, 341–342

binary math analysis, subnet ID/
address, 362–366

blocking state
STP, 120–121, 238–239
STP/RSTP, 225, 229

Boolean AND/OR operations, subnet 
masks, 367

BPDU (Bridge Protocol Data Units)
STP/RSTP, 230–231, 236–237
superior BPDU, 251
tunneling, 266

BPDU Filter, 248–250, 274–278
BPDU Guard, 248, 269–274
bridging tables. See MAC addresses
broadcast addresses, subnet, 358, 359, 

361
broadcast domains, 191–192
broadcast flags, 489
broadcast frames, flooding, 119–120
broadcast networks, 586–592
broadcast storms, 225–227
broken state, STP, 251
building Ethernet LAN

data-link layer protocols, 53–57
fiber builds, 50–53
UTP builds, 43–49

C
cabling

auto-MDIX, 49
Cisco IOS XE CLI connections, 93–94
crossover cabling, 48–49
Ethernet cabling

auto-MDIX, 49
pinouts, 48

fiber cabling
802.3 10-Gbps fiber standards, 

52
cladding, 50–51
components of, 50–51
Ethernet LAN builds, 50–53
multimode fiber, 51–53
optical transmitters, 50–51
single-mode fiber, 51–53

pinouts, choosing, 48–49
rollover cabling, console connections, 

93–94
straight-through cabling, pinouts, 47
UTP

10BASE-T pinouts, 46–47
100BASE-T pinouts, 46–47
1000BASE-T pinouts, 49
cabling comparisons, 52–53
data transmission, 43–44
Ethernet LAN builds, 43–49
Ethernet links, 44–46

CAM tables. See MAC addresses
campus LAN, 114
Catalyst Edge Platform, 411
certification exams

additional content, 751
Cisco Certification Roadmap,  

751–752
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release dates/information, 751–752, 754
study plans, 753–754
updates, 751–752

changing interface states with STP, 
238–239

channel-group configuration command, 
281–284

choosing
cabling pinouts, 48–49
designated ports for LAN segments, 

234–235
dynamic ranges for subnetting, 

321–322
IP networks, subnetting, 314
masks, subnetting, 314–318
root ports, 232–234
static ranges for subnetting, 321–322
subnet masks, to meet requirements, 

380–386
CIDR blocks

classful networks, 326–328
subnet masks and, 351–352

CIDR masks. See prefix masks
Cisco Catalyst switches, 90

9200 model switches, 91, 94
CLI, accessing, 90

Cisco Certification Roadmap, 751–752
Cisco IOS

enterprise routers, 409–410
help features, 101–102
software configuration, 103–104

Cisco IOS XE
CLI

accessing, 91–101
accessing in privileged (enable) 

mode, 96–98
accessing in user mode, 96–98
accessing with SSH, 96

accessing with Telnet, 96
cabling console connections, 

93–94
enterprise routers, 409–410
terminal emulator configurations, 95

Cisco Meraki switches, 90
Cisco Nexus switches, 90
cladding, 50–51
classes, IPv4 networks, 328–330
classful addressing, 348
classful networks

CIDR blocks, 326–328
classes, 328–330
network broadcast addresses, 331, 

333–334
network ID, 331–334
number of hosts, determining, 331
practicing with, 334–335
public IP networks, setting context of, 

326–328
subnetting, 311–314
WHOIS records, 328

classless addressing, 348
clearing aging MAC addresses, 

126–127
CLI (Command-Line Interface), 88

accessing
from Cisco Catalyst switches, 90
password security, 98–99
from WebUI, 99–101

Cisco IOS XE CLI
accessing, 91–101
accessing in privileged (enable) 

mode, 96–98
accessing in user mode, 96–98
accessing with SSH, 96
accessing with Telnet, 96
cabling console connections, 

93–94
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terminal emulator 
configurations, 95

configuration mode, 103–104
common configuration modes, 

105–106
contexts, 104–106
interface command, 104–105
navigating between modes, 

105–106
submodes, 104–106

EXEC commands, 98
EXEC mode, 103–104
exec-timeout command, 152–153
help features, 101–102
history buffer commands, 151–152
logging synchronous command, 

152–153
no ip domain-lookup command, 

152–153
router CLI, accessing, 414–415
security, 134–135
software configuration, 103–104

clock rates, router serial interfaces, 
423

collisions
Ethernet hubs, 58–59
frame transmissions, 58–59

commands
channel-group configuration 

command, 281–284
com? command, 101
command ? command, 101
command parm <Tab> command, 102
command parm? command, 101
command parm1? command, 102
context-setting commands, 104–106
copy running-config startup-config 

command, 109
debug command, 103

description command, 172–173
editing, 102
EXEC commands, 98
exec-timeout command, 152–153
help commands, CLI, 101–102
history buffer commands, 151–152
hostname command, 109
interface command, 104–105
interface range command, 172–173
ip address command, 436–439
logging synchronous command, 

152–153
network commands, OSPFv2, 564–565

single-area OSPF configuration, 
565–566

wildcard matching, 566–568
no ip domain-lookup command, 

152–153
ping command

basics, 513–514
extended ping, testing LAN 

neighbors, 520–521
extended ping, testing reverse 

routes, 517–519
IP addresses, 522–524
IPv4 routing, 512, 513–524
IPv6 connectivity, 716–718
name resolution, 522–524
problem isolation, 513
strategies/results, 514–521
testing LAN neighbors, 519–520
testing longer routes, 514–517
testing reverse routes, 517–519
testing WAN neighbors, 521

productivity commands, 153
question mark (?) command, 101
recalling, 102
rejected commands example, enable 

(privileged) mode, 97–98
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reload command, switch 
configurations, 109

show command, 103
show interfaces command, 124
shutdown command, 172–173
traceroute command

IPv4 routing, 512, 524–527
IPv6 connectivity, 716–718

tracert command
basics, 524–525
extended traceroute, 526–527
operation of, 525–526
problem isolation, 524

verification commands, OSPFv2, 
568–573

configuration mode, CLI, 103–104
common configuration modes, 105–106
contexts, 104–106
interface command, 104–105
navigating between modes, 105–106
submodes, 103–106

configuring
Cisco IOS software, 103–104
data VLAN, 209–212
DHCP, 493–494

client configurations, 496–497
switches, client configurations, 

495–496
DHCP Relay, 494
embedded switch ports, 478–480
EtherChannel

dynamic EtherChannels, 284–287
interface configuration 

consistency, 287–289
Layer 2 EtherChannel, 281–284 

IPv4
addressing, connected routes, 

435–439
switches, 149–151

Layer 3 Switch SVI, 464–466
OSPF

interface configurations, 
575–578

RID, 573–574
single-area OSPF configuration, 

565–566
passwords, basic, 137–138
RID, OSPF, 573–574
ROAS, 458–461
RSTP, 259
static routes, 440–443
switches

autonegotiation, 161–169
common configuration modes, 

105–106
copying switch configurations, 

109
duplex, manually setting, 

169–170
erasing switch configurations, 

109
interface configurations, 

172–180
IPv4 configurations, 149–151
removing interface 

configurations, 174–176
speed, manually setting, 169–170
storing switch configurations, 

106–108
terminal emulators, 95
VLAN, 197–201

data VLAN, 209–212
voice VLAN, 209–212

connected routes
IPv4, 426–427
IPv6, 724–727

connectivity, high-speed Internet, 
18–19

console passwords, 135–139
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context-setting commands, 104–106
contexts, CLI configuration, 104–106
convergence

dynamic routing protocols, 541, 542
STP, convergence management, 

237–238
converting subnet masks, 340–345
copy running-config startup-config 

command, 109
copying switch configurations, 109
costs

default port costs, 235–236
OSPFv2 metrics, 599–601
port costs, STP, 266–268
root costs, STP, 266–268

crossover cabling, 48–49

D
DAD (Duplicate Address Detection), 

705
data center LAN, 114
data encapsulation

steps of, 31–32
terminology, 31–32

data transmission
single-mode fiber cabling, 51
UTP, 43–44

data VLAN
configuring, 209–212
verifying, 209–212

data-link layer
encapsulation, 74
Ethernet LAN

consistency, 42–43
protocols, 53–57

TCP/IP networking models, 29–31
data-only messages, HTTP, 24

DDN (Dotted-Decimal Notation), 367
binary mask conversions, 342–344
magic numbers, 370
prefix mask conversions, 344
subnet masks, 318, 341

Dead intervals, 602–604, 614–615
debug command, 103
default gateways

DHCP, 496
hosts, 148–149
switches, 148–149

default masks, IP addresses, 330
default port costs, 235–236
default routers, 73
default routes

OSPFv2, 597–599
static routes, 443–445

description command, switch interface 
configuration, 172–173

design view, subnetting, 303–304
designated ports, choosing LAN 

segments, 234–235
designated switches, STP/RSTP, 229
detecting errors, Ethernet, 56–57
DHCP (Dynamic Host Configuration 

Protocol), 488
acknowledgement messages, 489
address masks, 496
APIPA IP addresses (169.254.x.x), 490
broadcast flags, 489
concepts, 488–490
configuring, 493–494

client configurations, 496–497
DHCP Relay, 494
switches, client configurations, 

495–496
default gateways, 496
discover messages, 489–490
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IPv6 hosts, 706–710
offer messages, 489–490
request messages, 489
servers

preconfiguration, 493
stored information, 492–493

stateful DHCPv6, 706–710
stateless DHCPv6, 707, 710, 711–712
subnetting, 321–322
switches, learning IP addresses, 150

DHCP Relay, 490–492, 494
difficult subnet masks, 368, 369–371
Dijkstra SPF algorithm

LSDB, 547–548
route calculation, 553–555

disabled state, STP, 239
disabled/undefined VLAN, 213–215
discarding state, RSTP, 243
discover messages, 489–490
distance vector (Bellman-Ford) 

algorithms, 543
distribution switches as root switches, 

259
dividing IP addresses with subnet 

masks, 346–348
DNS (Domain Name System)

name resolution requests, 79–80, 
152–153

network layer, 79–80
server lists, 500
switches, 149, 152–153

DP (Designated Ports), STP/RSTP, 229
DR/BDR elections, OSPF, 590–592
dual stacks, IPv6 addressing, 671
duplex mismatches, switch interface 

configurations, 177–178
duplex of switches, manually setting, 

169–170
duplex transmissions, autonegotiation, 

161

dynamic auto mode, trunking, 203–204
dynamic desirable mode, trunking, 203
dynamic EtherChannels, configuring, 

284–287
dynamic ranges, choosing for 

subnetting, 321–322
dynamic routing protocols

convergence, 541, 542
EIGRP, 543–545
features, 540
functions, 541–542
ICMPv6, 642
IGP, 542–545
IGRP, 543
NDP, 642
OSPF, 543–545

AD, 623
areas, 555–557
BDR, 552–553
broadcast networks, 586–592
concepts, 546
design terminology, 556
Dijkstra SPF algorithm, 553–555
DR/BDR elections, 590–592
ECMP routing, 621–622
equal-cost routes, 621–622
Hello packets, 548–549
interface configurations, 575–578
IP forwarding, 625–628
IP routing table, 628–630
longest prefix matching, 

625–630
LSA, 546–548, 557–560
LSDB, 546, 547–548, 550–553
MTU, troubleshooting, 618
multi-area OSPF, 574–575
neighbors, 546, 548–553
neighbors, requirements, 611–612
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neighbors, troubleshooting 
adjacencies, 612–617

neighbors, troubleshooting 
missing routes, 619–621

neighbors, troubleshooting 
priority 0, 618–619

network types, troubleshooting, 
618

operation of, 546
point-to-point networks, 586, 

592–594
priority, 590–592
RID, 548
route calculation, 553–555
route selection, 621–630
routing, troubleshooting, 

618–621
shutting down, 615–617
topologies, 546–547

OSPFv2
Dead intervals, 602–604, 

614–615
default routes, 597–599
Hello intervals, 602–604, 

614–615
implementing with interface 

subcommands, 576
interface bandwidth, 599, 600
metrics (cost), 599–601
network commands, 564–568
passive interfaces, 594–597
reference bandwidth, 599, 

600–601
verification commands,  

568–573
OSPFv3, 642
path selection, 540
RIPv2, 543–545

dynamic unicast IP addresses, IPv6 
routing, 679–680

E
easy subnet masks, 367–369
echo requests, ICMP, 81–82
ECMP routing, OSPF, 621–622
edge ports, RSTP, 245
editing, commands, 102
EGP (Exterior Gateway Protocols), 

542–543
EIGRP (Enhanced Interior Gateway 

Routing Protocol), 543–545
EIGRPv6 (EIGRP version 6), 645–646
election process, root switches, 231
embedded switch ports

configuring, 478–480
identifying, 481–482
verifying routing, 480–481

EMI (Electromagnetic Interference), 
43–44

emulators (terminal), configuring, 95
enable (privileged) mode

Cisco IOS XE CLI access, 96–98
rejected commands example, 97–98

enable passwords, 135–139
enable secret passwords, 137
encapsulating

data
steps of, 31–32
terminology, 31–32

data-link layer, 74
IP packets, 68–69
network layer, 74

end-users, high-speed Internet 
connections, 18–19

enterprise LAN, 40–41
enterprise networks (internetworks), 

19, 304
enterprise routers, installing, 408–409, 

412



850  enterprise routers, installing

Catalyst Edge Platform, 411
IOS, 409–410
IOS XE, 409–410
ISR, 410–411
OS, 409–410

equal-cost routes, 621–622
erasing switch configurations, 109
error detection, Ethernet, 56–57
error recovery, TCP/IP networking 

models, 25
EtherChannel

dynamic EtherChannels, configuring, 
284–287

interface configuration consistency, 
287–289

Layer 2 EtherChannel, configuring, 
281–284

load distribution, 289–291
STP, 246

Ethernet
10BASE-T, UTP pinouts, 46–47
100BASE-T, UTP pinouts, 46–47
1000BASE-T pinouts, UTP pinouts, 49
addressing, 54–55
cabling, auto-MDIX, 49
crossover cabling, pinouts, 48
error detection, 56–57
Ethernet Type (EtherType) fields, 56
FCS fields, 56–57
fiber cabling, 52–53
frame format, 53–54
frame transmissions

collisions, 58–59
full duplex transmissions, 57–58, 

59
half duplex transmissions, 

58–60
hubs, 57–60
switches, 57–60

frames, 30
header fields, 53–54, 67
hubs

collisions, 58–59
frame transmissions, 57–60
half duplex transmissions, 58–60

LAN, 36
data-link layer consistency, 42–43
data-link layer protocols, 53–57
fiber builds, 50–53
frame transmissions, 57–60
physical layer standards, 41–42
UTP builds, 43–49

LAN, switching
analyzing, 121–122
finding MAC addresses in tables, 

124–126
flooding unknown unicast/

broadcast frames, 119–120
forwarding known unicast 

frames, 116–118
forward-versus filter decisions, 

118
interfaces, 123–124
learning MAC addresses, 118–

119, 122–123
loop prevention, 120–121
MAC address tables, 116–118
MAC addresses with multiple 

switches, 127–128
managing MAC address tables, 

126–127
summary, 121
verifying, 121–123

Layer 3 EtherChannels, Layer 3 Switch 
Routed Ports, 473–477

network layer protocols, identifying, 
56

NIC, 47
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OUI, 54–55
point-to-point, 60
routers, Ethernet interface 

autonegotiation, 420–422
shared media, 60
static routes, Ethernet outgoing 

interfaces, 443
switches, frame transmissions, 57–60
transceivers, 45
types of, 41–42
unicast addressing, 54–55
UTP, Ethernet links, 44–46
VLAN, 188

access interfaces, 197–198
assigning to interfaces, 197–201, 

213
broadcast domains, 191–192
configuring, 197–201
creating, 197–201
data VLAN, 209–212
disabled/undefined VLAN, 

212–218
forwarding data between VLAN, 

195–197
native VLAN, 195
phone connections, 207–212
routing between VLAN, 195–197
static access interfaces, 197–198
troubleshooting, 212–218
trunking, 192–195, 201–207, 

215–218
undefined/disabled VLAN, 

213–215
voice VLAN, 209–212
VTP, 194, 201–202

WAN, 64, 69
IP routing, 70–71
Layer 2 services, 70

EUI-64 (modified), IPv6 addressing, 
674–679, 682–683

exams
additional content, 751
Cisco Certification Roadmap, 751–752
release dates/information, 751–752, 

754
study plans, 753–754
updates, 751–752

EXEC commands, 98
EXEC mode, CLI, 103–104
exec-timeout command, 152–153
existing subnets

difficult subnet masks, 369–373
easy subnet masks, 367–369
practicing with, 373

expanding IPv6 addresses, 648–649
extended ping, testing

LAN neighbors, 520–521
reverse routes, 517–519

extended traceroute, 526–527
external authentication servers, switch 

security, 141–142

F
FCS (Frame Check Sequence) fields, 

56–57
fiber cabling

802.3 10-Gbps fiber standards, 52
cladding, 50–51
components of, 50–51
Ethernet, 52–53
Ethernet LAN builds, 50–53
multimode fiber, 51–53
optical transmitters, 50–51
single-mode fiber, 51–53 

filtering, forward-versus filter 
decisions, 118
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finding
MAC addresses in tables, 124–126
range of usable subnet addresses, 367
subnet ID/addresses, 369–371, 386–396

floating static routes
IPv4 routing 447–448
IPv6 network routing, 739–741

flooding
routers, 546
switches, 119–120
unknown broadcast/unicast frames, 

119–120
formatting IP addresses, 330
forwarding

data between VLAN, 195–197
unicast frames, Ethernet LAN 

switching, 116–118
forwarding state

RSTP, 225, 229
STP, 120–121, 225, 229, 238–239

forward-versus filter decisions, 
Ethernet LAN switching, 118

frames, 30, 31–32
collisions, 58–59
Ethernet frame format, 53–54
FCS fields, 56–57
full duplex transmissions, 57–58, 59
half duplex transmissions, 58–60
hub transmissions, 57–60
looping frames, 225–227
multiple frame transmissions, STP, 227
switch transmissions, 57–60

full (unabbreviated) IPv6 addresses, 
646–647

full duplex transmissions
autonegotiation, 161
Ethernet frame transmissions, 57–58, 

59
fully-adjacent neighbors, 553

G
gateways, default. See default routers
GET requests, HTTP, 24
global ID, ULA, 665–666
grouping, 73

hosts in subnets, 304–305
IP addressing, 76

GUA (Global Unicast Addresses), 
655–664

H
half duplex transmissions

autonegotiation, 161
frame transmissions, 58–60

HDLC (High-level Data Link Control)
framing, 65–67
header fields, 65–67
leased-line WAN, 66–67

header fields
Ethernet frames, 53–54, 67
HDLC, 65–67
IP, 77

headers, IPv6, 643
Hello BPDU, STP/RSTP, 230–231, 

236–237
Hello, inferior, 231
Hello intervals, 602–604, 614–615
help features, CLI, 101–102
hexadecimal/binary conversion chart, 

647
high-speed Internet connections,  

end-user perspectives, 18–19
history buffer commands, 151–152
host routes, static, 445–447
hostname command, 109
hostnames, 79
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hosts
classful networks, determining number 

of hosts, 331
default gateways, 148–149
IPv4 addressing

DHCP, 488–497
Linux settings, 504–506
macOS settings, 502–504
settings, 497–499
troubleshooting settings, 

506–509
Windows IP settings, 499–502

IPv6 addressing
DAD, 705
DHCP, 706–710
on-link prefixes, 703–704
NA, 699–702, 705
NDP, 698–699
NDP, NA, 699–702, 705
NDP, NS, 699–702, 705
NDP, RA, 702–704
NDP, RS, 702–704
NDP, summary, 705–706
NS, 699–702, 705
permanent IPv6 addresses, 712
prefix discovery, 699
RA, 702–704
RS, 702–704
SLAAC, 710–714
static host routes, 737–739
temporary IPv6 addresses, 

712–714
testing connectivity, 716–718
troubleshooting, 714–718
verifying host connectivity, 

718–719
network layer routing (forwarding) 

logic, 72
routing logic (summary), 429

stateful DHCPv6, 706–710
stateless DHCPv6, 707, 710, 711–712
subnetting

determining number of hosts,  
307

grouping in, 304–305
verifying connectivity, IPv6 

addressing, 718–719
HTTP (HyperText Transfer Protocol)

data-only messages, 24
GET requests, 24
overview of, 23
protocol mechanisms, 23–24
replies, 24
web pages, 24

hubs
collisions, 58–59
Ethernet frame transmissions, 57–60

hybrid (advanced distance vector) 
algorithms, 543

I
ICMP (Internet Control Message 

Protocol)
echo replies, 513
echo requests, 81–82, 513

ICMPv6 (Internet Control Message 
Protocol version 6), 642

ID/addresses, subnetting, 308, 360
binary math analysis, 362–366
finding, 386–396

identifying
embedded switch ports, 481–482
network layer protocols, with 

EtherType fields, 56
port costs, 266–268
roles, 266–268
root switches, 263–266
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states, 266–268
switch priority, 263–266

IEEE (Institute of Electrical and 
Electronics Engineers)

802.3 10-Gbps fiber standards, 52
802.3 Ethernet header and trailer 

fields, 53–54
autonegotiation, 161–169
default port costs, 235–236

IGP (Interior Gateway Protocols), 
542–545

advanced distance vector (hybrid) 
algorithms, 543

distance vector (Bellman-Ford) 
algorithms, 543

EIGRP, 543–544
ICMPv6, 642
IGRP, 543
link-state, 543
NDP, 642
OSPF, 543–545

AD, 623
areas, 555–557
BDR, 552–553
broadcast networks, 586–592
concepts, 546
design terminology, 556
Dijkstra SPF algorithm, 553–555
DR/BDR elections, 590–592
ECMP routing, 621–622
equal-cost routes, 621–622
Hello packets, 548–549
interface configurations, 

575–578
IP forwarding, 625–628
IP routing table, 628–630
longest prefix matching, 

625–630
LSA, 546–548, 557–560

LSDB, 546, 547–548, 550–553
MTU, troubleshooting, 618
multi-area OSPF, 574–575
neighbors, 546, 548–553
neighbors, requirements, 

611–612
neighbors, troubleshooting 

adjacencies, 612–617
neighbors, troubleshooting 

missing routes, 619–621
neighbors, troubleshooting 

priority 0, 618–619
network types, troubleshooting, 

618
operation of, 546
point-to-point networks, 586, 

592–594
priority, 590–592
RID, 548
route calculation, 553–555
route selection, 621–630
routing, troubleshooting, 

618–621
shutting down, 615–617
topologies, 546–547

OSPFv2
Dead intervals, 602–604, 

614–615
default routes, 597–599
Hello intervals, 602–604, 

614–615
implementing with interface 

subcommands, 576
interface bandwidth, 599, 600
metrics (cost), 599–601
network commands, 564–568
passive interfaces, 594–597
reference bandwidth, 599, 

600–601
verification commands, 568–573
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OSPFv3, 642
RIPv2, 543–545

IGRP (Interior Gateway Routing 
Protocol), 543

inferior Hello, 231
installing

enterprise routers, 408–409, 412
Catalyst Edge Platform, 411
IOS, 409–410
IOS XE, 409–410
ISR, 410–411
OS, 409–410

SOHO routers, 412–413
interarea routes, 556
interesting octets (subnet masks), 

predictability in, 368–369
interface command, 104–105
interface ID, LAN switches, 91
interface range command, switch 

interface configuration, 172–173
interface subcommands, OSPFv2 

implementation, 576
interfaces

bandwidth, 599, 600
configuring

EtherChannel, 287–289
OSPF, 575–578

routed interfaces, switches, 470–473
routers

bandwidth, serial interfaces, 423
clock rates, serial interfaces, 423
Ethernet interface 

autonegotiation, 420–422
IPv4 addressing, 418–419
listing interfaces, 416–417
serial interfaces, 423
status codes, 417–418

show interfaces command, 124
states, changing with STP, 238–239

switches, 123–124, 172
administratively controlling 

interface state, 172–173
description command, 172–173
duplex mismatches, 177–178
interface range command, 

172–173
late collisions, 163
layer 1 problems, 178–180
removing, 174–176
routed interfaces, 470–473
shutdown command, 172–173
states, 234–235
status codes, 176–177
VLAN assignments, 197–201, 213

VLAN interfaces, 464–466
internal routers, 556
Internet, high-speed connections, 18–19
Internet layer. See network layer, TCP/

IP networking models
internetworks (enterprise networks), 

19, 304
intra-area routes, 556
IOS

enterprise routers, 409–410
help features, 101–102
software configuration, 103–104

IOS XE
CLI

accessing, 91–101
accessing in privileged (enable) 

mode, 96–98
accessing in user mode, 96–98
accessing with SSH, 96
accessing with Telnet, 96
cabling console connections, 

93–94
enterprise routers, 409–410
terminal emulator configurations, 95
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IP (Internet Protocol). See also IPv4; 
IPv6

addressing
APIPA IP addresses 

(169.254.x.x), 490
ARP, 80–81
basics, 27–28
configuring, connected routes, 

6435–439
IP routing, 76–77
troubleshooting, ping command, 

522–524
forwarding, OSPF, 625–628
groupings, 73
ip address command, 436–439
network broadcast addresses, 331, 

333–334
networks, 73
no ip domain-lookup command, 

152–153
packets, encapsulating/

de-encapsulating, routing, 68–69
postal service analogy, 26–27
public IP networks

setting context of, 326–328
subnetting, 311–313

routing, 71–72, 428
AD, 623
basics, 28–29
default routers, 73
dynamic routing protocols. See 

separate entry
ECMP routing, 621–622
encapsulating/de-encapsulating 

IP packets, 68–69
equal-cost routes, 621–622
Ethernet WAN, 70–71
IP addressing, 76–77
LAN, 67–69, 73–75

network advertisements, 78
network layer routing 

(forwarding), logic, 72–73
OSPF, AD, 623
protocols, 77–78
route selection, OSPF, 621–630
tables, 73, table, 628–630
troubleshooting, IP addresses, 

522–524
troubleshooting, name 

resolution, 522–524
troubleshooting, ping command, 

512, 513–527
troubleshooting, SSH, 527–530
troubleshooting, Telnet, 527–530
troubleshooting, testing LAN 

neighbors, 519–521
troubleshooting, testing longer 

routes, 514–517
troubleshooting, testing reverse 

routes, 517–519
troubleshooting, testing WAN 

neighbors, 521
troubleshooting, traceroute 

command, 512, 524–527
WAN, 67–69, 73–75

subnetting, 73, 76, 314 
switches, 147–149, 150
telephony ports, 208, 212
unicast IP addresses, CIDR blocks, 327

ip address command, 436–439
IPv4 (Internet Protocol version 4)

addresses
APIPA IP addresses 

(169.254.x.x), 490
classes, 328–330
default masks, 330
exhaustion timeline, 641–642
formats, 330
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hosts, DHCP, 488–497
hosts, Linux settings, 504–506
hosts, macOS settings, 502–504
hosts, settings, 497–499
hosts, troubleshooting settings, 

506–509
hosts, Windows IP settings, 

499–502
router interfaces, 418–419
troubleshooting, ping command, 

522–524
classful networks

CIDR blocks, 326–328
classes, 328–330
determining number of hosts, 331
network broadcast addresses, 

331, 333–334
network ID, 331–334
practicing with, 334–335
public IP networks, setting 

context of, 326–328
subnetting, 311–314
WHOIS records, 328

hosts, addressing
DHCP, 488–497
Linux settings, 504–506
macOS settings, 502–504
settings, 497–499
troubleshooting settings, 

506–509
Windows IP settings, 499–502

ip address command, 436–439
routers, support for, 413–423
routing

ARP tables, 439–440
connected routes, 426–427
example of, 431–435
host routing logic (summary), 

429

ip address command, 436–439
IP addressing, configuring with 

connected routes, 435–439
process reference, 429–431
routing logic (summary), 

430–431
static routes, 426–427
static routes, configuring, 

440–443
static routes, Ethernet outgoing 

interfaces, 443
static routes, floating static 

routes, 447–448
static routes, proxy ARP, 443
static routes, static default routes, 

443–445
static routes, static host routes, 

445–447
static routes, static network 

routes, 441–442
static routes, troubleshooting, 

443–445
tables, 426–427
troubleshooting, IP addresses, 

522–524
troubleshooting, name 

resolution, 522–524
troubleshooting, ping command, 

512, 513–524
troubleshooting, SSH, 527–530
troubleshooting, Telnet, 527–530
troubleshooting, testing LAN 

neighbors, 519–521
troubleshooting, testing longer 

routes, 514–517
troubleshooting, testing reverse 

routes, 517–519
troubleshooting, testing WAN 

neighbors, 521
troubleshooting, traceroute 

command, 512, 524–527
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VLAN, Layer 3 Switch Routed 
Ports, 455, 469–477

VLAN, Layer 3 Switch SVI, 455, 
464–469

VLAN, ROAS, 457–464
VLAN, Router 802.1Q Trunks, 

454, 457–464
VLAN, Router LAN Switch Ports, 

455, 477–482
subnetting, 302

assigning to different locations, 
320–321

broadcast addresses, 358, 359, 
361

calculating based on IPv4 format, 
349–350

choosing dynamic ranges, 
321–322

choosing IP networks, 314
choosing static ranges, 321–322
classful addressing, 348
classful networks, 311–314
classless addressing, 348
DDN masks, 367, 370
defined, 302–303
defining, 358
defining size of subnets, 

308–310
design choices, 309–311
design view, 303–304
determining number of hosts, 

307
determining number of subnets, 

305–307
DHCP, 320–321
difficult subnet masks, 368
difficult subnet masks, finding 

subnet ID/addresses, 369–371
dividing IP addresses, 346–348
easy subnet masks, 367–369

existing subnets, difficult subnet 
masks, 369–373

existing subnets, easy subnet 
masks, 367–369

existing subnets, practicing with, 
373

grouping hosts, 304–305
ID/addresses, 308, 360
ID/addresses, binary math 

analysis, 362–366
ID/addresses, finding in difficult 

subnet masks, 369–371
identifying design choices, 

345–346
listing subnets, 318–320
magic numbers, 370, 373–374, 

388–389
masks, 314–318, 387–388
masks, binary masks, 340, 

341–344
masks, Boolean AND/OR 

operations, 367
masks, choosing to meet 

requirements, 380–386
masks, CIDR blocks, 351–352
masks, conversions, 340–345
masks, DDN, 318, 341
masks, DDN masks, 342–344
masks, finding ID addresses, 

386–396
masks, formats of (overview), 

340–341
masks, magic numbers, 370, 

373–374, 388–389
masks, octet values, 342–343
masks, practicing with, 350–351
masks, prefix masks, 341–342, 

344
operational view, 303–304
planning implementations, 320
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predictability in interesting 
octets, 368–369

private IP networks, 313–314
public IP networks, 311–313
range of usable addresses, 361, 

367
resident subnets, 358–359
unicast IP addresses, 358
VLSM, 309–311 

switches
configuring, 149–150
security, remote access, 146–147
verifying configurations, 

150–151
unicast IP addresses, CIDR blocks, 327
VLAN routing

Layer 3 Switch Routed Ports, 
455, 469–477

Layer 3 Switch SVI, 455, 
464–469

ROAS, 457–464
Router 802.1Q Trunks, 454, 

457–464
routing, Router LAN Switch 

Ports, 455, 477–482
IPv6 (Internet Protocol version 6), 640

addressing
anycast addresses, 672–689
configuration summary, 

690–691
DAD, 705
DHCP, 706–710
dual stacks, 671
on-link prefixes, 703–704
LLA, 680–684
loopback addresses, 689
modified EUI-64, 674–679, 

682–683
multicast addresses, 684–688
NA, 699–702, 705

NDP, 698–699
NDP, NA, 699–702, 705
NDP, NS, 699–702, 705
NDP, RA, 702–704
NDP, RS, 702–704
NDP, summary, 705–706
next-hop addresses, static 

network routes, 730–735
NS, 699–702, 705
permanent IPv6 addresses, 712
prefix discovery, 699
RA, 702–704
RS, 702–704
scopes, 686–687
SLAAC, 710–714
solicited-node multicast 

addresses, 684, 687–688
special addresses, 680
static host routes, 737–739
temporary IPv6 addresses, 

712–714
testing connectivity, 716–718
troubleshooting, 714–718
unicast IP addresses, 670–671
unicast IP addresses, dynamic, 

679–680
unicast IP addresses, static, 

671–679
unspecified addresses, 689
verifying host connectivity, 

718–719 
GUA, 655–664
headers, 643
historical reasons for, 640–642
hosts

DAD, 705
DHCP, 706–710
NA, 699–702, 705
NDP, 698–699
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NDP, NA, 699–702, 705
NDP, NS, 699–702, 705
NDP, RA, 702–704
NDP, RS, 702–704
NDP, summary, 705–706
NS, 699–702, 705
RA, 702–704
RS, 702–704
SLAAC, 710–714
static host routes, 737–739
troubleshooting, 714–718
verifying host connectivity, 

718–719
ICMPv6, 642
NDP, 642

NA, 699–702, 705
NS, 699–702, 705
RA, 702–704
RS, 702–704
summary, 705–706

private addresses, 655–664
public addresses, 656–657
routing, 643–645

abbreviating addresses, 647, 
648–649

AD, 727, 739–741
address formats/conventions, 

646
address prefix lengths, 649
anycast addresses, 672–689
configuration summary, 

690–691
connected routes, 724–727
dual stacks, 671
EIGRPv6, 645–646
expanding addresses, 648–649
floating static routes, 739–741
full (unabbreviated) addresses, 

646–647

hexadecimal/binary conversion 
chart, 647

LLA, 680–684
local routes, 724–725, 727–728
loopback addresses, 689
modified EUI-64, 674–679, 

682–683
MP BGP-4, 645–646
multicast addresses, 684–688
OSPFv3, 642, 645
RIPng, 645
scopes, 686–687
solicited-node multicast 

addresses, 684, 687–688
special addresses, 680
static default routes, 735–737
static host routes, 737–739
static network routes, 728–735
subnet prefixes, 649–652
troubleshooting, 741–743
unicast IP addresses, 670–671
unicast IP addresses, dynamic, 

679–680
unicast IP addresses, static, 

671–679
unspecified addresses, 689

ULA, 656, 664–666
ISL VLAN trunking, 194–195
ISR (Integrated Services Routers), 

410–411

L
LACP (Link Aggregation Control 

Protocol), 284
LAN (Local Area Networks). See also 

VLAN; WLAN
campus LAN, 114
data center LAN, 114
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designated ports, choosing, 234–235
enterprise LAN, 40–41
Ethernet LAN, 36

data-link layer consistency, 
42–43

data-link layer protocols, 53–57
fiber builds, 50–53
frame transmissions, 57–60
physical layer standards, 41–42
UTP builds, 43–49

Ethernet LAN, switching
analyzing, 121–122
finding MAC addresses in tables, 

124–126
flooding unknown unicast/

broadcast frames, 119–120
forward-versus filter decisions, 

118
forwarding known unicast 

frames, 116–118
interfaces, 123–124
learning MAC addresses,  

118–119, 122–123
loop prevention, 120–121
MAC addresses with multiple 

switches, 127–128
MAC address tables, 116–118, 

126–127
summary, 121
verifying, 121–123

hubs, autonegotiation, 165
IP routing, 67–69
neighbors, testing, 519–520
network layer routing (forwarding), 

73–75
overview of, 38
SOHO LAN, 39 
switches. See also Ethernet LAN, 

switching

concepts, 114
interface ID, 91
logic, 115–116

wired LAN. See Ethernet LAN
WLAN, 18–19

late collisions, switch interface 
configurations, 163

layer 1 problems, switch interface 
configurations, 178–180

Layer 2 EtherChannel, configuring, 
281–284

Layer 2 services, Ethernet WAN, 70
Layer 3 Switch Routed Ports

Layer 3 EtherChannels, 473–477
routed interfaces, 470–473
VLAN routing, 455, 469–477

Layer 3 Switch SVI
autostate setting, 467–469
configuring, 464–466
troubleshooting, 467–469
verifying configurations, 466
VLAN routing, 455, 464–469

learning
learning state, STP, 239
MAC addresses, 118–119, 122–123
switch learning, 118–119

leased-line WAN, 64–65
conceptual view, 65
data-link details, 66–69
different names for, 65–66
HDLC, 66–67
IP routing, 67–69
physical details, 65–66
PPP, 66–67
routers, 67–69
telcos, 65–66

link types, RSTP, 245
link-state, 543
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Linux host settings, 504–506
listening state, STP, 239
listing

router interfaces, 416–417
subnets, 318–320

LLA (Link Local Addresses), IPv6 
routing, 680–684

load balancing, VLAN, 260
local IPv6 routes, 724–725, 727–728
local usernames/passwords, switch 

security, 139–141
log messages, switches, 141
logging synchronous command, 

152–153
longest prefix matching, IP forwarding, 

625–630
Loop Guard, STP, 251–253, 279–280
loop prevention, Ethernet LAN 

switching, 120–121
loopback IPv6 addresses, IPv6 routing, 

689
looping frames, 225–227
LSA (Link State Advertisements),  

546–548, 557–560
LSDB (Link State Databases), 546, 

550–553
Dijkstra SPF algorithm, 547–548
neighbors, 550–553

M
MAC addresses, 54–55

aging MAC addresses, clearing, 
126–127

Ethernet LAN, switching, 116–118
finding in tables, 124–126
learning, 118–119, 122–123
managing tables, 126–127
STP/RSTP, 227

tables, routers, 481
tables, switches, 103, 127–128

macOS host settings, 502–504
magic numbers, 370, 373–374, 

388–389
managing

convergence, STP, 237–238
MAC address tables, 126–127

masks, subnetting, 314–318, 545
binary masks, 340

DDN mask conversions, 
342–344

prefix mask conversions, 
341–342

Boolean AND/OR operations, 367
choosing to meet requirements, 

380–386
conversions, 340–345
DDN masks, 318, 341

binary mask conversions, 
342–344

DDN masks, 367
prefix mask conversions, 344

design choices, identifying, 345–346
dividing IP addresses, 346–348
easy subnet masks, 367–369
finding ID/addresses, 386–396
formats of (overview), 340–341
magic numbers, 370, 373–374, 

388–389
octet values, 342–343
predictability in interesting octets, 

368–369
prefix masks, 341–342, 344
zero subnet, 387–388

MaxAge timers, STP, 237, 238, 241
metrics (cost), OSPFv2, 599–601
modified EUI-64, IPv6 addressing, 

674–679, 682–683
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moving between configuration modes, 
105–106

MP BGP-4 (Multiprotocol BGP version 
4), 645–646

MSTP (Multiple Spanning Tree 
Protocol), 260, 261

MTU (Maximum Transmission Units)
Ethernet frames, 54
OSPF, troubleshooting, 618

multi-area OSPF, 555, 574–575
multicast IPv6 addresses

IPv6 routing, 684–688
scopes, 686–687
solicited-node multicast addresses, 

684, 687–688
multilayer switches. See Layer 3 Switch 

SVI
multimode fiber, 51–53
multiple frame transmissions, STP, 227
multiple spanning trees, need for, 260

N
NA (Neighbor Advertisements),  

699–702, 705
name resolution

IPv4 routing, troubleshooting, 
522–524

requests, DNS, 79–80, 152–153
native VLAN, 195
navigating between configuration 

modes, 105–106
NDP (Neighbor Discovery Protocol), 

642, 698–699
NA, 699–702, 705
NS, 699–702, 705
RA, 702–704
RS, 702–704
summary, 705–706

neighbors
adjacencies, 553, 612–617
fully-adjacent neighbors, 553
LSDB, 550–553
missing routes, troubleshooting, 

619–621
NA, 699–702, 705
NDP, 642, 698–699

NA, 699–702, 705
NS, 699–702, 705
RA, 702–704
RS, 702–704
summary, 705–706

NS, 699–702, 705
OSPF, 546
priority 0, troubleshooting, 618–619
RA, 702–704
relationships, 553
requirements, 611–612
RS, 702–704

network commands, OSPFv2, 564–565
single-area OSPF configuration, 

565–566
wildcard matching, 566–568

network layer, 79
ARP, 80–81
DNS, 79–80
encapsulation, 74
EtherType fields, identifying layers 

with, 56
ICMP echo requests, 81–82
IP routing, 76–77

grouping addresses, 76
header fields, 76–77
LAN, 73–75
protocols, 77–78
subnets, 76
WAN, 73–75
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ping command, 81–82
routing (forwarding), logic, 72–73
TCP/IP networking model, 22, 26

addressing, basics, 27–28
postal service analogy, 26–27
outing, basics, 28–29

network types (OSPF), troubleshooting, 
618

networking models
defined, 19–20
OSI, 20–21
TCP/IP

development of, 20–21
history of, 20–21
network layer, 22
overview of, 21–23
protocols, 22–23
RFC, 21

networks
advertisements, IP routing, 78
AS, 542–543
broadcast addresses, classful networks, 

331, 333–334
broadcast networks, 586–592
classful networks

broadcast addresses, 331, 
333–334

CIDR blocks, 326–328
classes, 328–330
determining number of hosts, 

331
network broadcast addresses, 

331, 333–334
network ID, 331–334
practicing with, 334–335
public IP networks, setting 

context of, 326–328
subnetting, 311–314
WHOIS records, 328

enterprise LAN, 40–41
enterprise networks (internetworks), 

example of, 19
Ethernet LAN, 36

data-link layer consistency, 
42–43

data-link layer protocols, 53–57
fiber builds, 50–53
frame transmissions, 57–60
physical layer standards, 41–42
UTP builds, 43–49

ID, classful networks, 331–334
IP, 73
LAN, 36

campus LAN, 114
data center LAN, 114
designated ports, choosing, 

234–235
hubs, autonegotiation, 165
IP routing, 67–69
network layer routing 

(forwarding), 73–75
overview of, 38
SOHO LAN, 39
switches, interface ID, 91
switching, concepts, 114
switching, logic, 115–116
testing neighbors, 519–521
WLAN, 18–19

LSA, 558
perspectives on, 18–19
point-to-point networks, 586, 

592–594
private IP networks, subnetting, 

313–314
public IP networks

setting context of, 326–328
subnetting, 311–313



OSPF (Open Shortest Path First)  865

VLAN, 188
access interfaces, 197–198
assigning to interfaces, 197–201, 

213
broadcast domains, 191–192
configuring, 197–201
creating, 197–201
data VLAN, 209–212
disabled/undefined VLAN, 

212–218
forwarding data between VLAN, 

195–197
load balancing with STP, 260
native VLAN, 195
phone connections, 207–212
PVST+260, 261
ROAS, 454
ROAS, configuring, 458–461
ROAS, troubleshooting, 463–464
ROAS, verifying configurations, 

461–463
routing, Layer 3 Switch Routed 

Ports, 455, 469–477
routing, Layer 3 Switch SVI, 455, 

464–469
routing, Router 802.1Q Trunks, 

454, 457–464
routing, Router LAN Switch 

Ports, 455, 477–482
routing between VLAN, 195–197
RPVST+260, 261
static access interfaces, 197–198
switches, IP settings, 147–149
troubleshooting, 212–218
trunking, 192–195, 201–207, 

215–218
undefined/disabled VLAN, 

213–215

voice VLAN, 209–212
VTP, 194, 201–202

WAN, 36, 64
Ethernet WAN, 64, 69–71
leased-line WAN, 64–69
network layer routing 

(forwarding), 73–75
testing neighbors, 521

wired LAN. See Ethernet LAN
WLAN, 18–19

next-hop IPv6 addresses, static 
network routes, 730–735

next-hop routers, 434, 441, 442–443
NIC (Network Interface Cards), 

Ethernet, 47
no ip domain-lookup command, 

152–153
NS (Neighbor Solicitations), 699–702, 

705

O
octet values

IPv4 address classes, 328–330
subnet masks, 342–343

offer messages, 489–490
on-link prefixes, 703–704
operational view, subnetting, 303–304
optical transmitters, 50–51
OS (Operating Systems), routers, 

409–410
OSI networking models, 20–21, 32–34
OSPF (Open Shortest Path First), 

543–545
AD, 623
areas, 555–557

multi-area OSPF, 555, 574–575
single-area OSPF, 555–557, 

565–566
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BDR, 552–553
broadcast networks, 586–592
concepts, 546
configuring

interface configurations, 
575–578

RID, 573–574
single-area OSPF, 565–566

design terminology, 556
Dijkstra SPF algorithm

LSDB, 547–548
route calculation, 553–555

DR/BDR elections, 590–592
ECMP routing, 621–622
equal-cost routes, 621–622
Hello packets, 548–549
interface configurations, 575–578
IP

forwarding, 625–628
routing table, 628–630

longest prefix matching, 625–630
LSA, 546–548, 557–560
LSDB, 546, 547–548, 550–553
MTU, troubleshooting, 618
neighbors, 546, 548–553

requirements, 611–612
troubleshooting, priority 0, 

618–619
troubleshooting adjacencies, 

612–617
troubleshooting missing routes, 

619–621
network types, troubleshooting, 618
operation of, 546
point-to-point networks, 586, 

592–594
priority, 590–592
RID, 548, 573–574

routing
route selection, 621–630
troubleshooting, 618–621

shutting down, 615–617
topologies, 546–547
wildcard matching, 566–568

OSPFv2 (Open Shortest Path First 
version 2)

Dead intervals, 602–604, 614–615
default routes, 597–599
Hello intervals, 602–604, 614–615
implementing with interface 

subcommands, 576
interface bandwidth, 599, 600
metrics (cost), 599–601
network commands, 564–565

single-area OSPF configuration, 
565–566

wildcard matching, 566–568
passive interfaces, 594–597
reference bandwidth, 599, 600–601
verification commands, 568–573

OSPFv3 (Open Shortest Path First 
version 3), 642, 645

OUI (Organizationally Unique 
Identifiers), Ethernet addressing, 
54–55

P
packets, 27, 28–32
PAgP (Port Aggregation Protocol), 284
parallel detection logic, 

autonegotiation, 163–164
passive interfaces, OSPFv2, 594–597
passwords

basic password configurations, 
137–138

CLI access, 98–99
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console passwords, 135–139
enable passwords, 135–139
enable secret passwords, 137
privileged mode, switches, 135–139
shared passwords, 135–139
simple security concepts, 135
switch security, user mode, 139–141
Telnet, 135–139
user mode, switches, 135–139
vty passwords, 135, 137

path selection. See routing, IP
permanent IPv6 addresses, 712
phone connections, VLAN, 207–212
physical layer

Ethernet LAN, standards, 41–42
TCP/IP networking models, 29–31

pin pairs
10BASE-T, 48
100BASE-T, 48

ping command
basics, 513–514
extended ping

testing LAN neighbors, 520–521
testing reverse routes, 517–519

IP addresses, 522–524
IPv4 routing, 512, 513–524
IPv6 connectivity, 716–718
name resolution, 522–524
network layer, 81–82
problem isolation, 513
strategies/results, 514–521
testing

LAN neighbors, 519–520
longer routes, 514–517
reverse routes, 517–519
WAN neighbors, 521

pinouts
choosing, 48–49
crossover cabling, Ethernet cabling 

pinouts, 48
straight-through cabling, 47
UTP

10BASE-T pinouts, 46–47
100BASE-T pinouts, 46–47
1000BASE-T pinouts, 49

planning subnet implementations, 320
point-to-point, Ethernet, 60
point-to-point links/lines. See leased-

line WAN
point-to-point networks, 586, 592–594
point-to-point ports, RSTP, 245
PortFast, STP, 247–248, 269–274
ports

10/100 ports, autonegotiation, 161, 162
10/100/1000 ports, autonegotiation, 

161, 162, 163
Aux ports, 423
costs, STP, 266–268
default costs, 235–236
DP, 229
embedded switch ports

configuring, 478–480
identifying, 481–482
verifying routing, 480–481

IP telephony ports, 208, 212
Layer 3 Switch Routed Ports

Layer 3 EtherChannels, 473–477
routed interfaces, 470–473
VLAN routing, 455, 469–477

root ports, choosing, 232–234
Router LAN Switch Ports

embedded switch ports, 478–482
VLAN routing, 455, 477–482



868  ports

RSTP
alternate ports, 241–243
backup ports, 241, 244
edge ports, 245
point-to-point ports, 245
port roles, 241
states, 243–244
types of ports, 245–246

STP, states, 243–244
postal service, IP analogy, 26–27
PPP (Point-to-Point Protocol), leased-

line WAN, 66–67
predictability in interesting octets, 

subnet masks, 368–369
preferred lifetimes, SLAAC, 712–714
prefixes

discovery, 699
lengths, IPv6 addresses, 649
on-link prefixes, 703–704
longest prefix matching, OSPF, 

625–630
masks, 341

binary mask conversions, 
341–342

DDN mask conversions, 342–344
priority

OSPF, 590–592
switches, identifying, 263–266
values, STP/RSTP, 262

priority 0, troubleshooting OSPF 
neighbors, 618–619

private IP networks, subnetting, 
313–314

private IPv6 addresses, 656–657
private lines. See leased-line WAN
privileged (enable) mode

Cisco IOS XE CLI access, 96–98
rejected commands example, 97–98

switches, security, simple passwords, 
135–139

problem isolation
ping command, 513
tracert command, 524

productivity commands, 153
protocols

ARP, network layer, 80–81
dynamic routing protocols

convergence, 541, 542
EIGRP, 543–544, 545
features, 540
functions, 541–542
ICMPv6, 642
IGP, 542–545
IGRP, 543
NDP, 642
OSPF, 543–545
OSPF, AD, 623
OSPF, areas, 555–557
OSPF, BDR, 552–553
OSPF, broadcast networks, 

586–592
OSPF, concepts, 546
OSPF, design terminology, 556
OSPF, Dijkstra SPF algorithm, 

553–555
OSPF, DR/BDR elections, 

590–592
OSPF, ECMP routing, 621–622
OSPF, equal-cost routes, 

621–622
OSPF, Hello packets, 548–549
OSPF, implementing with 

interface subcommands, 576
OSPF, interface configurations, 

575–578
OSPF, IP forwarding, 625–628
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OSPF, IP routing table, 628–630
OSPF, longest prefix matching, 

625–630
OSPF, LSA, 546–548, 557–560
OSPF, LSDB, 546, 547–548, 

550–553
OSPF, MTU, 618
OSPF, multi-area OSPF, 574–575
OSPF, neighbor adjacencies, 

612–617
OSPF, neighbor priorities, 

618–619
OSPF, neighbor requirements, 

611–612
OSPF, neighbors, 546, 548–553
OSPF, neighbors with missing 

routes, 619–621
OSPF, network types, 618
OSPF, operation of, 546
OSPF, point-to-point networks, 

586, 592–594
OSPF, priority, 590–592
OSPF, RID, 548
OSPF, route calculation, 

553–555
OSPF, route selection, 621–630
OSPF, shutting down, 615–617
OSPF, topologies, 546–547
OSPF, troubleshooting routing, 

618–621
OSPFv2, Dead intervals,  

602–604, 614–615
OSPFv2, default routes, 597–599
OSPFv2, Hello intervals,  

602–604, 614–615
OSPFv2, interface bandwidth, 

599, 600
OSPFv2, metrics (cost), 599–601
OSPFv2, network commands, 

564–568

OSPFv2, passive interfaces, 
594–597

OSPFv2, reference bandwidth, 
599, 600–601

OSPFv2, verification commands, 
568–573

OSPFv3, 642
path selection, 540
RIPv2, 543–545

EIGRP, 543–545
EIGRPv6, 645–646
HTTP

data-only messages, 24
GET requests, 24
overview of, 23
replies, 24
web pages, 24

ICMP, echo requests, 81–82
ICMPv6, 642
IGP, 542–545
IGRP, 543
IP routing, 77–78
LACP, 284
MP BGP-4, 645–646
NDP, 642, 698–699

NA, 699–702, 705
NS, 699–702, 705
RA, 702–704
RS, 702–704
summary, 705–706

network layer protocols, identifying 
with EtherType fields, 56

OSPF, 543–545
AD, 623
areas, 555–557
BDR, 552–553
concepts, 546
design terminology, 556
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Dijkstra SPF algorithm, 553–555
DR/BDR elections, 590–592
ECMP routing, 621–622
equal-cost routes, 621–622
Hello packets, 548–549
interface configurations, 

575–578
IP forwarding, 625–628
IP routing table, 628–630
longest prefix matching, 

625–630
LSA, 546–548, 557–560
LSDB, 546, 547–548, 550–553
MTU, troubleshooting, 618
multi-area OSPF, 574–575
neighbors, 546, 548–553
neighbors, requirements, 

611–612
neighbors, troubleshooting 

adjacencies, 612–617
neighbors, troubleshooting 

missing routes, 619–621
neighbors, troubleshooting 

priority 0, 618–619
network types, troubleshooting, 

618
operation of, 546
OSPF, broadcast networks, 

586–592
point-to-point networks, 586, 

592–594
priority, 590–592
RID, 548
route calculation, 553–555
route selection, 621–630
routing, troubleshooting, 

618–621
shutting down, 615–617
topologies, 546–547

OSPFv2
Dead intervals, 602–604, 

614–615
default routes, 597–599
Hello intervals, 602–604, 

614–615
implementing with interface 

subcommands, 576
interface bandwidth, 599
metrics (cost), 599–601
network commands, 564–568
passive interfaces, 594–597
reference bandwidth, 599, 

600–601
verification commands, 568–573

OSPFv3, 642, 645
PAgP, 284
RIPng, 645
RIPv2, 543–545
TCP/IP networking models, 22–23
VTP, 194, 201–202

proxy ARP, static routes, 443
public IP networks

setting context of, 326–328
subnetting, 311–313

public IPv6 addresses, 656–657
PVST+ (Per VLAN Spanning Tree Plus), 

260, 261

Q
quartets, 646–647
question mark (?) command, 101

R
RA (Neighbor Advertisements), 702–704
range of usable subnet addresses, 361, 

367
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recalling commands, 102
reference bandwidth, 599, 600–601
rejected commands example, enable 

(privileged) mode, 97–98
relationships, neighbors, 553
reload command, switch 

configurations, 109
remote access, switches

IPv4, 146–147
SSH, 142–145

remote subnets, DHCP Relay, 490–492
removing, interface configurations 

from switches, 174–176
replies, HTTP, 24
request messages, 489
resident subnets, 358–359
reverse routes, testing, 517–519
RFC (Requests for Comments), 21
RID (Router ID), OSPF, 548, 573–574
RIPng (RIP next generation), 645
RIPv2 (Routing Information Protocol 

version 2), 543–545
ROAS (Router-On-A-Stick)

configuring, 458–461
verifying configurations, 461–463
VLAN routing, 802.1Q trunking, 

457–464
roles

identifying, 266–268
STP, 238

rollover cabling, console connections, 
93–94

root costs, STP, 266–268
root election, STP/RSTP, 231
Root Guard, STP, 250–251, 278–279
root ports, choosing, 232–234
root switches

designated ports, choosing for LAN 
segments, 234–235

distribution switches as, 259
election process, 231
identifying, 263–266
root ports, choosing, 232–234
STP/RSTP, 229

routers
802.1Q trunking, VLAN routing, 454, 

457–464
ABR, 556
Aux ports, 423
backbone routers, 556
CLI, accessing, 414–415
default routers, 73
DHCP, client configurations, 496–497
encapsulating/de-encapsulating IP 

packets, 68–69
enterprise routers, installing, 408–409, 

412
Catalyst Edge Platform, 411
IOS, 409–410
IOS XE, 409–410
ISR, 410–411
OS, 409–410

interfaces, 415
bandwidth, serial interfaces, 423
clock rates, serial interfaces, 423
Ethernet interface 

autonegotiation, 420–422
IPv4 addressing, 418–419
listing, 416–417
serial interfaces, 423
status codes, 417–418

internal routers, 556
IPv4 support, 413–423
IPv6 addressing

anycast addresses, 672–689
configuration summary, 

690–691
dual stacks, 671
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LLA, 680–684
loopback addresses, 689
modified EUI-64, 674–679, 

682–683
multicast addresses, 684–688
scopes, 686–687
solicited-node multicast 

addresses, 684, 687–688
special addresses, 680
unicast IP addresses, 670–671
unicast IP addresses, dynamic, 

679–680
unicast IP addresses, static, 

671–679
unspecified addresses, 689

ISR, 410–411
Layer 3 Switch Routed Ports

Layer 3 EtherChannels, 473–477
routed interfaces, 470–473
VLAN routing, 455, 469–477

LSA, 558
MAC address tables, 481
next-hop routers, 434, 441, 442–443
ROAS, 454

configuring, 458–461
troubleshooting, 463–464
verifying configurations, 

461–463
Router LAN Switch Ports

embedded switch ports, 478–482
VLAN routing, 455, 477–482

RS, 702–704
SOHO routers, installing, 412–413
WAN data links, 67–69

routing, IPv4, 71–72, 428
addressing, 76–77

configuring with connected 
routes, 435–439

grouping addresses, 76

header fields, 76–77
ip address command, 436–439
network advertisements, 78
subnetting, 76

ARP tables, 439–440
basics, 28–29
BDR, 552–553
connected routes, 426–427
default routers, 73
Dijkstra SPF algorithm, 547–548, 

553–555
dynamic routing protocols

convergence, 541, 542
EIGRP, 543–545
features, 540
functions, 541–542
ICMPv6, 642
IGP, 542–545
IGRP, 543
NDP, 642
OSPF, 543–545
OSPF, AD, 623
OSPF, areas, 555–557
OSPF, BDR, 552–553
OSPF, broadcast networks, 

586–592
OSPF, concepts, 546
OSPF, design terminology, 556
OSPF, Dijkstra SPF algorithm, 

553–555
OSPF, DR/BDR elections, 

590–592
OSPF, ECMP routing, 621–622
OSPF, equal-cost routes, 

621–622
OSPF, Hello packets, 548–549
OSPF, implementing with 

interface subcommands, 576
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OSPF, interface configurations, 
575–578

OSPF, IP forwarding, 625–628
OSPF, IP routing table, 628–630
OSPF, longest prefix matching, 

625–630
OSPF, LSA, 546–548, 557–560
OSPF, LSDB, 546, 547–548, 

550–553
OSPF, MTU, 618
OSPF, multi-area OSPF, 574–575
OSPF, neighbor adjacencies, 

612–617
OSPF, neighbor priorities, 

618–619
OSPF, neighbor requirements, 

611–612
OSPF, neighbors, 546, 548–553
OSPF, neighbors with missing 

routes, 619–621
OSPF, network types, 618
OSPF, operation of, 546
OSPF, point-to-point networks, 

586, 592–594
OSPF, priority, 590–592
OSPF, RID, 548
OSPF, route calculation, 

553–555
OSPF, route selection, 621–630
OSPF, shutting down, 615–617
OSPF, topologies, 546–547
OSPF, troubleshooting routing, 

618–621
OSPFv2, Dead intervals,  

602–604, 614–615
OSPFv2, default routes, 597–599
OSPFv2, Hello intervals,  

602–604, 614–615
OSPFv2, interface bandwidth, 

599, 600

OSPFv2, metrics (cost), 599–601
OSPFv2, network commands, 

564–568
OSPFv2, passive interfaces, 

594–597
OSPFv2, reference bandwidth, 

599, 600–601
OSPFv2, verification commands, 

568–573
OSPFv3, 642
path selection, 540
RIPv2, 543–545

ECMP routing, 621–622
encapsulating/de-encapsulating IP 

packets, 68–69
equal-cost routes, 621–622
Ethernet WAN, 70–71
example of, 431–435
flooding, 546
host routing logic (summary), 429
interarea routes, 556
intra-area routes, 556
ip address command, 436–439
LAN, 67–69, 73–75
logic, 72–73
OSPF, troubleshooting, 618–621
OSPFv2, default routes, 597–599
process reference, 429–431
protocols, 77–78
route selection, OSPF, 621–630
routing logic (summary), 430–431
static routes, 426–427

configuring, 440–443
Ethernet outgoing interfaces, 443
floating static routes, 447–448
proxy ARP, 443
static default routes, 443–445
static host routes, 445–447
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static network routes, 441–442
troubleshooting, 443–445

tables, 73
troubleshooting

IP addresses, 522–524
name resolution, 522–524
ping command, 512, 513–524
SSH, 527–530
Telnet, 527–530
testing LAN neighbors, 519–521
testing longer routes, 514–517
testing reverse routes, 517–519
testing WAN neighbors, 521
traceroute command, 512, 

524–527
VLAN, 195–197

Layer 3 Switch Routed Ports, 
455, 469–477

Layer 3 Switch SVI, 455, 
464–469

ROAS, 454
ROAS, configuring, 458–461
ROAS, troubleshooting, 463–464
ROAS, verifying configurations, 

461–463
Router 802.1Q Trunks, 454, 

457–464
Router LAN Switch Ports, 455, 

477–482
WAN, 73–75

routing, IPv6, 643–645
abbreviating addresses, 647, 648–649
AD

connected routes, 727
static routes, 739–741

address formats/conventions, 646
address prefix lengths, 649
connected routes, 724–727

EIGRPv6, 645–646
expanding addresses, 648–649
floating static routes, 739–741
full (unabbreviated) addresses, 

646–647
hexadecimal/binary conversion chart, 

647
local routes, 724–725, 727–728
MP BGP-4, 645–646
OSPFv3, 645
RIPng, 645
static default routes, 735–737
static host routes, 737–739
static network routes, 728

logic, 728–729
next-hop addresses, 730–735
outgoing interfaces, 729–730
troubleshooting, 741–743

subnet prefixes, 649–652
RPVST+ (Rapid Per VLAN Spanning 

Tree Plus), 260, 261, 266
RS (Router Solicitations), 702–704
RSTP (Rapid Spanning Tree Protocol), 

222, 236, 239–240, 260, 261, 266
alternate ports, 241–243
basics, 224–225
BID, 229–231
blocking state, 225, 229
broadcast storms, 225–227
configurable priority values, 262
configuring, 259
designated switches, 229
discarding state, 243
DP, 229
forwarding state, 225, 229
frames, multiple frame transmissions, 

227
Hello BPDU, 230–231
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link types, 245
looping frames, 225–227
MAC tables, 227
need for, 225–227
operation of, 228–235 
ports

alternate ports, 241
backup ports, 241, 244
edge ports, 245
point-to-point ports, 245
roles, 241
states, 243–244
types of ports, 245–246

role of, 227–228
root switches, 229

designated ports, choosing for 
LAN segments, 234–235

election process, 231
root ports, choosing, 232–234

STA, 228
STP comparisons, 240–241, 243–244
topological influence, configuring, 

235–236
RSTP (Rapid Spanning Tree Protocol). 

See also STP
running-config files, 107–108

S
same-layer interaction, TCP/IP 

networking models, 25–26
scopes, multicast IPv6 addresses, 

686–687
security

CLI, 98–99, 134–135
passwords

basic password configurations, 
137–138

CLI, 98–99

console passwords, 135–139
enable passwords, 135–139
enable secret passwords, 137
privileged mode, switches, 

135–139
shared passwords, 135–139
simple security concepts, 135
switch security, user mode, 

139–141
Telnet, 135–139
user mode, switches, 135–139
vty passwords, 135, 137

switches
CLI, 134–135
privileged mode, simple 

passwords, 135–139
user mode, external 

authentication servers, 
141–142

user mode, local usernames/
passwords, 139–141

user mode, simple passwords, 
135–139

segments, 25–26, 31, 32
selecting paths. See routing, IPv4
serial interfaces, routers, 423
serial links/lines. See leased-line WAN
servers

authentication servers, switch security, 
user mode, 141–142

DHCP servers
preconfiguration, 493
stored information, 492–493

DNS server lists, 500
services (Layer 2), Ethernet WAN, 70
shared media, Ethernet, 60
shared passwords, 135–139
show command, 103
show interfaces command, 124
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shutdown command, switch interface 
configuration, 172–173

shutting down, OSPF, 615–617
single switch topologies, learning MAC 

addresses, 122–123
single-area OSPF, 555, 565–566
single-mode fiber, 51–53
SLAAC (Stateless Address 

Autoconfiguration), 710–714
slash masks. See prefix masks
software configuration, Cisco IOS, 

103–104
SOHO (Small Office/Home Office)

LAN, 39
routers, installing, 412–413

solicited-node multicast addresses, 684, 
687–688

spanning trees (multiple), need for, 260
special IPv6 addresses, IPv6 routing, 

680
speed of switches, manually setting, 

169–170
SPF algorithm

LSDB, 547–548
route calculation, 553–555

SSH (Secure Shell)
Cisco IOS XE CLI access, 96
IPv4 routing, 527–530
status, displaying, 145
switch security, remote access, 

142–145
STA (Spanning Tree Algorithm), 228
startup-config files, 108–109
stateful DHCPv6, 706–710
stateless DHCPv6, 707, 710, 711–712
states, identifying, 266–268
static access interfaces, 197–198
static ranges, choosing for subnetting, 

321–322

static routes, 426–427
configuring, 440–443
Ethernet outgoing interfaces, 443
floating static routes, 447–448, 

739–741
IPv6 network routing

floating static routes, 739–741
logic, 728–729
next-hop addresses, 730–735
outgoing interfaces, 729–730
static default routes, 735–737
static host routes, 737–739
static network routes, 728–735
troubleshooting, 741–743

proxy ARP, 443
static default routes, 443–445
static host routes, 445–447
static network routes, 441–442
troubleshooting, 448–450

static unicast IP addresses, IPv6 
routing, 671–679

status codes
router interfaces, 417–418
switch interface configurations, 

176–177
storing switch configurations, 106–108
STP (Spanning Tree Protocol), 222, 

236, 261
basics, 224–225
BID, 229–231, 261–262
blocking state, 120–121, 225, 229, 

238–239
BPDU Filter, 248–250, 274–278
BPDU Guard, 248, 269–274
broadcast storms, 225–227
broken state, 251
channel-group configuration 

command, 281–284
configurable priority values, 262
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convergence management, 237–238
designated switches, 229
disabled state, 239
DP, 229
EtherChannel, 246

load distribution, 289–291
EtherChannel configurations

dynamic EtherChannels, 
284–287

interface configuration 
consistency, 287–289

Layer 2 EtherChannel, 281–284
forwarding state, 120–121, 225, 229, 

238–239
frames

looping frames, 225–227
multiple frame transmissions, 

227
Hello BPDU, 230–231, 236–237
interface states, changing, 238–239
learning state, 239
listening state, 239
Loop Guard, 251–253, 279–280
loop prevention, 120–121
MAC tables, 227
MaxAge timers, 237, 238, 241
modes, 260–261
MSTP, 261
need for, 225
operation of, 228–235
port costs, 266–268
PortFast, 247–248, 269–274
ports, states, 243–244
PVST+260, 261
role of, 227–228
roles, 238
roles, identifying, 266–268
root costs, 266–268

Root Guard, 250–251, 278–279
root switches, 229

designated ports, choosing for 
LAN segments, 234–235

election process, 231
root ports, choosing, 232–234

RPVST+260, 261, 266
RSTP, 260, 261, 240–241, 243–244
STA, 228
stable network activity, 236–237
standards, 260–261
states, identifying, 266–268
superior BPDU, 251
system ID extensions, 261–262
timers, convergence management, 

237–238
topological influence, configuring, 

235–236
unidirectional links, 252
VLAN, load balancing, 260

STP (Spanning Tree Protocol). See also 
RSTP

straight-through cabling, pinouts, 47
study plans (exams), 753–754
submodes, CLI configuration, 104–106
subnetting

broadcast addresses, 358, 359, 361
calculating based on IPv4 format, 

349–350
classful addressing, 348
classless addressing, 348
defining, 358
DHCP Relay, 490–492
difficult subnet masks, 368, 369–371
existing subnets

difficult subnet masks, 369–373
easy subnet masks, 367–369
practicing with, 373
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GUA, 659–664
ID/addresses, 308, 360

binary math analysis, 362–366
finding in difficult subnet masks, 

369–371
IPv4, 73, 76, 302

assigning to different locations, 
320–321

choosing dynamic ranges, 
321–322

choosing IP networks, 314
choosing static ranges, 321–322
classful networks, 311–314
defined, 302–303
defining size of subnets, 

308–310
design choices, 309–311
design view, 303–304
determining number of hosts, 

307
determining number of subnets, 

305–307
forwarding, 626–628
DHCP, 321–322
grouping hosts, 304–305
listing subnets, 318–320
masks, 314–318
operational view, 303–304
planning implementations, 320
private IP networks, 313–314
public IP networks, 311–313

IPv6 prefixes, 649–652
magic numbers, 370, 373–374
masks, 314–318

binary masks, 340
binary masks, DDN mask 

conversions, 342–344
binary masks, prefix mask 

conversions, 341–342
Boolean AND/OR operations, 367

choosing to meet requirements, 
380–386

CIDR blocks, 351–352
conversions, 340–345
DDN, 318, 341
DDN masks, 341, 342–344, 367, 

370
dividing IP addresses, 346–348
finding ID/addresses, 386–396
formats of (overview), 340–341
identifying design choices, 

345–346
magic numbers, 370, 373–374, 

388–389
octet values, 342–343
practicing with, 350–351
predictability in interesting 

octets, 368–369
prefix masks, 341–344
zero subnet, 387–388

masks, easy subnet masks, 367–369
range of usable addresses, 361, 367
resident subnets, 358–359
ULA, 665–666
unicast IP addresses, 358
VLSM, 309–311, 545

summary LSA, 558
superior BPDU, 251
SVI (Switch Virtual Interfaces), 147

autostate setting, 467–469
Layer 3 Switch SVI

configuring, 464–466
troubleshooting, 467–469
verifying configurations, 466
VLAN routing, 455, 464–469

switches
10/100 ports, autonegotiation, 161, 162
10/100/1000 ports, autonegotiation, 

161, 162, 163
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access switches, 259
auto-MDIX, 170–172
autonegotiation, 161–169
BID, 261–262
broadcast domains, 191–192
Cisco Catalyst switches, 90

9200 model switches, 91, 94
CLI, accessing, 90

Cisco Meraki switches, 90
Cisco Nexus switches, 90
configuring

common configuration modes, 
105–106

copying switch configurations, 
109

erasing switch configurations, 
109

storing switch configurations, 
106–108

default gateways, 148–149
designated switches, 229
DHCP, learning IP addresses, 150
DHCP client configurations, 495–496
distribution switches, as root switches, 

259
DNS, 149, 152–153
duplex, manually setting, 169–170
embedded switch ports

configuring, 478–480
identifying, 481–482
verifying routing, 480–481

erasing configurations, 109
Ethernet frame transmissions, 57–60
Ethernet LAN

analyzing, 121–122
finding MAC addresses in tables, 

124–126
flooding unknown unicast/

broadcast frames, 119–120

forwarding known unicast 
frames, 116–118

forward-versus filter decisions, 
118

interfaces, 123–124
learning MAC addresses, 118–

119, 122–123
loop prevention, 120–121
MAC address tables, 116–118
MAC addresses with multiple 

switches, 127–128
managing MAC address tables, 

126–127
summary, 121
verifying, 121–123

exec-timeout command, 152–153
flooding, 119–120
history buffer commands, 151–152
interface configurations, 123–124, 172

administratively controlling 
interface state, 172–173

description command, 172–173
duplex mismatches, 177–178
interface range command, 

172–173
late collisions, 163
layer 1 problems, 178–180
removing, 174–176
shutdown command, 172–173
status codes, 176–177
VLAN assignments, 197–201

interface states, 234–235
IP settings, 147–149
IP telephony ports, 208, 212
IPv4 configurations, 149–151
LAN switches

concepts, 114
interface ID, 91
logic, 115–116
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Layer 3 Switch SVI
autostate setting, 467–469
configuring, 464–466
troubleshooting, 467–469
verifying configurations, 466
VLAN routing, 455, 464–469

learning, 118–119
log messages, 141
logging synchronous command, 

152–153 
MAC addresses

with multiple switches,  
127–128

tables, 103
no ip domain-lookup command, 

152–153
port costs, 266–268
priority, identifying, 263–266
remote access

IPv4, 146–147
SSH, 142–145

roles, identifying, 266–268
root costs, 266–268
root switches

designated ports, choosing for 
LAN segments, 234–235

distribution switches as, 259
election process, 231
identifying, 263–266
root ports, choosing, 232–234
STP/RSTP, 229

routed interfaces, 470–473
Router LAN Switch Ports

embedded switch ports, 478–482
VLAN routing, 455, 477–482

security
CLI, 134–135

privileged mode, simple 
passwords, 135–139

user mode, simple passwords, 
135–139

single switch topologies, learning 
MAC addresses, 122–123

speed, manually setting, 169–170
states, identifying, 266–268
storing configurations, 106–108, 109
SVI, 147
syslog messages, 149–150, 152
user mode

external authentication servers, 
141–142

local usernames/passwords, 
139–141

VLAN
access interfaces, 197–198
assigning to interfaces, 213
broadcast domains, 191–192
data VLAN, 209–212
disabled/undefined VLAN, 

212–218
IP settings, 147–149
native VLAN, 195
static access interfaces, 197–198
troubleshooting, 212–218
trunking, 192–195, 201–207, 

215–218
undefined/disabled VLAN, 

213–215
voice VLAN, 209–212
VTP, 194, 201–202

WebUI, security, 145–146
switching tables. See MAC addresses
syslog messages, switches, 149–150, 

152
system ID extensions, 261–262
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T
T1. See leased-line WAN
TCP/IP networking models

adjacent-layer interaction, 25–26
application layer, 23

accessing web pages, 23
HTTP, 23–24

data encapsulation, 31–32
data-link layer, 29–31
development of, 20–21
error recovery, 25
history of, 20–21
hostnames, 79
messages, names of, 31–32
network layer, 22, 26

IP, postal service analogy, 26–27
IP addressing, basics, 27–28
IP routing, basics, 28–29

OSIv comparisons, 33–34
overview of, 21–23
physical layer, 29–31
protocols, 22–23
RFC, 21
same-layer interaction, 25–26
transport layer, 24

adjacent-layer interaction, 25–26
error recovery, 25
same-layer interaction, 25–26

technical content (exams), additional 
content, 751

telcos, leased-line WAN, 65–66
Telnet

Cisco IOS XE CLI access, 96
IPv4 routing, 527–530
passwords, 135–139

temporary IPv6 addresses, 712–714
terminal emulators, configuring, 95

testing
IPv6 connectivity, 716–718
LAN neighbors, 519–521
longer routes, 514–517
reverse routes, 517–519
WAN neighbors, 521

timers, STP convergence management, 
237–238

topologies
OSPF, 546–547
single switch topologies, learning 

MAC addresses, 122–123
STP/RSTP configuration, 235–236

traceroute command
IPv4 routing, 512, 524–527
IPv6 connectivity, 716–718

tracert command
basics, 524–525
extended traceroute, 526–527
operation of, 525–526
problem isolation, 524

trailer fields, Ethernet frames, 53–54
transceivers, Ethernet, 45
transmitting data

optical transmitters, 50–51
single-mode fiber cabling, 51
UTP, 43–44

transport layer, TCP/IP networking 
models, 24

adjacent-layer interaction, 25–26
error recovery, 25
same-layer interaction, 25–26

troubleshooting
host settings, IPv4 addressing, 

506–509
IPv4 routing

IP addresses, 522–524
name resolution, 522–524
ping command, 512, 513–524
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SSH, 527–530
Telnet, 527–530
testing LAN neighbors, 519–521
testing longer routes, 514–517
testing reverse routes, 517–519
testing WAN neighbors, 521
traceroute command, 512, 

524–527
IPv6 addressing, 714–718
Layer 3 Switch SVI, 467–469
OSPF

MTU, 618
neighbor adjacencies, 612–617
neighbor priorities, 618–619
neighbors with missing routes, 

619–621
network types, 618
routing, 618–621

priority 0, OSPF neighbors, 618–619
ROAS, 463–464
static routes

IPv4 routing, 443–445
IPv6 routing, 741–743

trunking, 212–218
VLAN, 212–218

trunking
802.1Q trunking, 194–195, 454, 

457–464
administrrative mode options, 203
dynamic auto mode, 203–204
dynamic desirable mode, 203
ISL VLAN trunking, 194–195
operational mode options, 203, 207
troubleshooting, 212–218
VLAN, 192–195, 201–207, 215–218

tunneling, BPDU, 266

U
ULA (Unique Local Addresses), 656, 

664–666
unabbreviated (full) IPv6 addresses, 

646–647
undefined/disabled VLAN, 213–215
unicast Ethernet addresses, 54–55
unicast frames

flooding unknown unicast frames, 
119–120

forwarding, Ethernet LAN switching, 
116–118

unicast IP addresses, 358
CIDR blocks, 327
GUA, 655–664
IPv6 routing, 670–671

unidirectional links, STP, 252
unknown broadcast/unicast frames, 

flooding, 119–120
unspecified IPv6 addresses, IPv6 

routing, 689
updates, exams, 751–752
user interface. See WebUI
user mode

Cisco IOS XE CLI access, 96–98
rejected commands example, 97–98
switch security

external authentication servers, 
141–142

local usernames/passwords, 
139–141

remote access, IPv4, 146–147
remote access, SSH, 142–145
simple passwords, 135–139

usernames, switch security, 139–141
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UTP (Unshielded Twisted-Pair) cabling
10BASE-T pinouts, 46–47
100BASE-T pinouts, 46–47
1000BASE-T pinouts, 49
cabling comparisons, 52–53
data transmission, 43–44
Ethernet LAN builds, 43–49
Ethernet links, 44–46

V
valid lifetimes, SLAAC, 712–713
verifying

broadcast network operations, 
588–590

data VLAN, 209–212
embedded switch port routing, 

480–481
Ethernet LAN switching, 121–123
host connectivity, IPv6 addressing, 

718–719
IPv4 configurations, switches, 

150–151
Layer 3 Switch SVI configurations, 

466
OSPFv2 verification commands, 

568–573
ROAS configurations, 461–463
static network routes, 442
VLAN

data VLAN, 209–212
voice VLAN, 209–212

voice VLAN, 209–212
VLAN (Virtual LAN), 188. See also 

LAN; WLAN
access interfaces, 197–198
assigning to interfaces, 197–201, 213
broadcast domains, 191–192

configuring, 197–201
creating, 197–201
data VLAN

configuring, 209–212
verifying, 209–212

disabled/undefined VLAN, 212–218
forwarding data between VLAN, 

195–197
interfaces, 464–466
load balancing with STP, 260
native VLAN, 195
phone connections, 207–212
PVST+260, 261
routing

Layer 3 Switch Routed Ports, 
455, 469–477

Layer 3 Switch SVI, 455, 
464–469

ROAS, 454
ROAS, configuring, 458–461
ROAS, troubleshooting, 463–464
ROAS, verifying configurations, 

461–463
Router 802.1Q Trunks, 454, 

457–464
Router LAN Switch Ports, 455, 

477–482
routing between VLAN, 195–197
RPVST+260, 261
static access interfaces, 197–198
switches, IP settings, 147–149
troubleshooting, 212–218
trunking, 192–195, 201–207, 215–218
undefined/disabled VLAN, 213–215
voice VLAN

configuring, 209–212
verifying, 209–212

VTP, 194, 201–202
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VLSM (Variable-Length Subnet Masks), 
309–311, 545

voice VLAN
configuring, 209–212
verifying, 209–212

VTP (VLAN Trunking Protocol), 194, 
201–202

vty passwords, 135, 137

W
WAN (Wide Area Networks), 36, 64

Ethernet WAN, 64, 69
IP routing, 70–71
Layer 2 services, 70

leased-line WAN, 64–65
conceptual view, 65
data-link details, 66–69
different names for, 65–66
HDLC, 66–67
IP routing, 67–69
physical details, 65–66
PPP, 66–67

routers, 67–69
telcos, 65–66

neighbors, testing, 521
network layer routing (forwarding), 

73–75
web pages

accessing from, application layer, TCP/
IP networking models, 23

HTTP, 24
WebUI (User Interface)

CLI access, 99–101
security, 145–146

WHOIS records, 328
wildcard characters, matching with 

OSPFv2 network commands, 
566–568

Windows IP host settings, 499–502
wired LAN. See Ethernet LAN
WLAN (Wireless LAN), 18–19

X - Y - Z
zero subnet, 387–388
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