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The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these
conventions as follows:

m Boldface indicates commands and keywords that are entered literally as shown.
In actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

m Iralic indicates arguments for which you supply actual values.

m Vertical bars (|) separate alternative, mutually exclusive elements.

m Square brackets ([ ]) indicate an optional element.

m Braces ({ }) indicate a required choice.

m Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Introduction

You are setting out on a journey to achieve your CCNA certification. For many, that
step happens at the beginning of a new career path. For others, CCNA validates their
knowledge and skills already learned on the job.

Surprisingly for an entry-level exam, the CCNA 200-301 exam includes more content
by volume than many of the CCNP-level exams. As a result, Cisco Press publishes the
Certification Guide for CCNA as two volumes. You can refer to the books as Volume 1
and Volume 2, but more formally, the books are

m CCNA 200-301 Official Cert Guide, Volume 1, Second Edition
m CCNA 200-301 Official Cert Guide, Volume 2, Second Edition (this book)

If you have already used the Volume 1 book and read or skimmed its Introduction, you
do not need to read the entire Introduction to this book. This book has the same features
and style as Volume 1. However, you might be interested to review the section titled
“Book Organization, Chapters, and Appendixes,” for information specific to this book.

Regardless of your path to CCNA, the journey takes some time and effort. I encourage
you to spend some time in the Introduction to learn more about CCNA and the books
so you can have the best experience preparing for CCNA! To that end, this introduction
discusses these main points:

Cisco Certifications and the CCNA
Book Features

Book Elements (Reference)

About Getting Hands-on Skills
About IP Subnetting

Cisco Certifications and the CCNA

Congratulations! If you're reading far enough to look at this book’s Introduction, you’ve
probably already decided to go for your Cisco certification. Cisco has been the dominant
vendor in networking for decades. If you want to be taken seriously as a network
engineer, building your Cisco skills using Cisco certifications makes perfect sense.
Where to start? CCNA.

Cisco Certifications as of 2024
CCNA acts as the entry point to a hierarchy of Cisco certifications. CCNA includes the
foundational topics, with CCNP as the next higher challenge level, followed by CCIE.
Figure I-1 shows the hierarchy, with more detail about each in the list that follows.
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CCI E [Collaboration||Data Center|| Enterprise || Security ||Service Provider]|
CCN P [Coliaboration][Data Center][ Enterprise ][ Security |[Service Provider]

A
CCNA

Figure I-1 Cisco CCNA, CCNP, and CCIE Certifications

CCNA - Cisco Certified Network Associate: Cisco began CCNA with a single
CCNA certification back in 1998. They later expanded CCNA to include ten
different CCNA certifications about different technology areas. Cisco retired all the
varieties of CCNA back in 2020, leaving us again with a single CCNA certification,
now referred to as simply “CCNA.”

CCNP - Cisco Certified Network Professional: Cisco followed the same progres-
sion with different CCNP certifications over time, starting with one in 1998. The big
changes in 2020 consolidated the lineup to five CCNP certifications, all of which
benefit from having knowledge of CCNA before moving on to CCNP.

CCIE - Cisco Certified Internetwork Expert: First introduced in 1993, these expert-
level certifications require both a written exam plus a one-day practical exam with
extensive hands-on lab challenges.

Beyond the CCNA, CCNP, and CCIE certifications, Cisco offers two other certification
tracks—one for network automation and another for cybersecurity. The CCNA certifica-
tion can be helpful as a foundation for those tracks as well. They are

DevNet Certifications: The DevNet Associate, DevNet Professional, and DevNet
Expert certifications mirror the progression of CCNA/CCNP/CCIE, just without using
those specific acronyms. The DevNet certifications focus on software development
and APIs that matter to managing networks.

CyberOps Certifications: The CyberOps Associate and CyberOps Professional
certifications mirror the progression of CCNA/CCNP. These security exams focus on
security concepts, security monitoring, host-based analysis, network intrusion analysis,
and security policies and procedures.

How to Get Your CCNA Certification

As you saw in Figure I-1, all career certification paths now begin with CCNA. So how
do you get the CCNA certification? Today, you have one and only one option to achieve
CCNA certification:

Take and pass one exam: the Cisco 200-301 CCNA exam.

To take the 200-301 exam, or any Cisco exam, you will use the services of Pearson VUE.
The process works something like this:

1. Establish a login at https://vue.com/cisco (or use your existing login).
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2. Register for, schedule a time and place, and pay for the Cisco 200-301 exam, all from
the VUE website.

3. Take the exam at the VUE testing center or from home with a video proctor
watching to prevent cheating.

4. You will receive a notice of your score, and whether you passed, before you leave the
testing center.

Content in the CCNA 200-301 Exam
We’ve all thought it, wondered, for almost every important test we ever took, and maybe
even asked the teacher: “What’s on the test?” For the CCNA exam, and for all Cisco
certification exams, Cisco tells us.

Cisco publishes an exam blueprint for every Cisco exam, with the blueprint listing the
exam topics for the exam. To find them, browse www.cisco.com/go/certifications, look
for the CCNA page, and navigate until you see the exam topics. And if you haven’t
already done so, create a bookmark folder for CCNA content in your web browser and
bookmark a link to this page.

The exam blueprint organizes the exam topics into groups called domains. The docu-
ment also tells us the percentage of points on the exam that come from each domain. For
instance, every CCNA exam should score 25 percent of your points from the exam topics
in the IP Connectivity domain. The exam does not tell you the domain associated with
each question, but the percentages give us a better idea of the importance of the domains
for the exam. Figure I-2 shows the domains of the CCNA 200-301 Version 1.1 blueprint,
the percentages, and the number of primary exam topics in each.

Domains

1 Network Fundamentals |

2 Network Access |

3 | IP Connectivity

4 IP Services |

5 | Security Fundamentals

6 | Automation and Programmabilityl

10% 15% 20% 25%
Percent

Figure I-2 CCNA 200-301 Domains and Percentage of Exam Score

Within each domain, the exam topic document lists exam topics that follow two different
styles of wording. The main exam topics use a verb in the phrase that tells you the level
of mastery required; I call those primary exam topics. The exam topics document shows
subtopics that I refer to as secondary exam topics. Those do not have a verb, but list
more technology details (nouns), and assume the verb from the primary exam topic.
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For instance, the following excerpt from the exam topics document lists one primary exam
topic with the describe verb, with more detail added by two secondary exam topics.

1.11 Describe wireless principles
1.11.a Nonoverlapping Wi-Fi channels
1.11.b SSID

Exam Topic Verbs (Depth) and Nouns (Breadth)
Understanding an exam topic requires that you think about each exam topic wording,
focusing on the verbs and nouns. The nouns identify the technical topics, such as LAN
switching, IP routing, protocols like OSPF, and so on. The verbs in each primary exam topic
inform us about the type and depth of knowledge and skill tested per the exam topics.

For example, consider the following primary exam topic:
Describe IPsec remote access and site-to-site VPNs

I'm sure you know what the word describe means in the normal use of the term. But for
people who build exams, the verb has special meaning as to what the exam questions
should and should not require of the test taker. For instance, you should be ready to
describe whatever “IPsec remote access and site-to-site VPNs” are. But the exam should
not ask you to perform higher performance verbs, like analyze or configure.

Figure I-3 shows a pyramid with verbs found in Cisco exam blueprints. It shows the
lower-skill verbs at the bottom and higher skills at the top. An exam topic with a lower
verb should not be tested with questions from higher knowledge and skill levels. For
instance, with the exam topic “describe...first hop redundancy protocols,” you should not
expect to need to configure, verify, or troubleshoot the feature.

Troubleshoot

/Configure Verify \
Interpret
/Determine Compare\
/Describe Explair\ Knowledge

/dentify Define Recognizc—.\

Figure 1-3 Cisco Exam Topic Verbs

Skill

Knowing that, how should you study? Well, instead of a many-layer pyramid, think of it
as two layers: Knowledge and Skill. When learning content whose exam topics use verbs
from the lower three rows of the pyramid, study the same way no matter which of those
verbs the exam topic uses. Learn the topic well. Be ready to describe it, explain it, and
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interpret the meaning. For content with exam topics with the verbs configure and verify,
think of those as including the first level of knowledge, plus also requiring configuration
and verification skills. Also, think about the common configuration mistakes so you can
troubleshoot those mistakes.

Comparing the Exam and Exam Topics
To understand what Cisco tells us about the exam versus the exam topics, return to
cs.co/go/certifications or cisco.com/go/ccna. Find the CCNA exam topics and open the
PDF version (the text we need to consider is currently only in the PDF version). Open the
PDF and spend 10-15 seconds scanning it.

Did you read the first two paragraphs, the ones before the list of exam topics? Or did
you skip those and move straight to the long list of exam topics? Many people skip those
paragraphs. One of those tells us much about the exam versus the exam topics, so I've
copied it here, with emphasis added:

The following topics are general guidelines for the content likely to be included on the
exam. However, other related topics may also appear on any specific delivery of the
exam. To better reflect the contents of the exam and for clarity purposes, the guidelines
below may change at any time without notice.

The first bold phrase mentions the most obvious point about the exam topics: They make
a general statement. They do not detail every concept, fact, configuration option, and fact
hidden in verification command output. Instead, anyone who cares about a Cisco exam
like CCNA has to make a judgment about exactly what details the exam topic includes
and excludes—and those judgements are subjective.

Our interpretation and expansion of the exam topics dictate what we choose to include and
omit from the books. But we know from long experience that narrow interpretation can
cover a large amount of CCNA content, but leave out too much. To cover as much as pos-
sible, we use a broad and deep interpretation. That has worked well throughout the 25 plus
years for this book and its predecessors. It also matches the overwhelming feedback from
reader surveys. In short, we shoot for the middle box in the concept drawing in Figure I-4.

Narrow Literal
Interpretation of Exam Topics

Figure 1-4 Scope Concept: Exam Versus Exam Topics
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Cisco tells us the exam can ask questions about topics outside the exam topics. Look
back again to the copy of the text that begins the exam blueprint PDF, to the bold phrase
with the term “other related topics.” Yes, the exam might ask things outside even a broad
interpretation of the exam topics, as implied by the outer ring in Figure I-4.

When choosing book content, I also make some predictions as to what those other related
topics might be. Given the policies, we cannot possibly predict and include everything you
might see on your exam. What we do promise is to cover each exam topic based on a broad
and deep interpretation.

How to Prepare for the Generalized Exam Topics

Given the general nature of Cisco exam topics, plus the possibility of topic areas not
listed in the exam topics, how should you go about preparing for the CCNA exam? Most
importantly, strive to master all information and skills implied by the exam topics. On
exam day, you may still see a few questions about topics you have not studied—but you
should know far more than enough to pass the exam.

So, how do you master the topics listed in the exam blueprint? Let me give you a few
suggestions.

1. Follow the suggestions in Volume 1’s section “Your Study Plan” just before Chapter 1
of that book.

2. Practice hands-on CLI skills. The later section of the Introduction titled “About
Building Hands-On Skills” discusses some ways to practice.

3. Pay close attention to troubleshooting topics in the book.
4. Practice all math-related skills, over time, until you master them.

5. Ensure you know all exam topic content as listed in the exam topics. Read the exam
topics, consider your own literal interpretation, and when uncertain or confused, dig
in and study further.

6. Trust that the book uses its broad interpretation of the exam topics to help you learn
as much as possible that might be on the exam.

Types of Questions on the CCNA 200-301 Exam

You can expect the following kinds of questions on the exam; just be aware that the style
of questions may change over time.

m Multiple-choice, single-answer

m Multiple-choice, multiple-answer

Drag-and-drop
m Lab
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For the multichoice questions, the exam software gives us a few important advantages:

m There is no penalty for guessing.

m Multichoice questions with a single correct answer require you to answer and allow
only one answer.

m Multichoice questions with multiple correct answers tell you the number of correct
answers and warn you if you have not selected that many answers.

For instance, if a question tells you there are two correct answers, and you select only
one and then try to move to the next question, the app reminds you that you should
choose another answer before moving on.

As for drag-and-drop, some questions use simple text blocks that you move from one
list to another. However, you might see questions where you move items in a network
diagram or some other creative use of drag-and-drop.

Finally, Cisco introduced lab questions (formally called performance-based questions)

in 2022. Lab questions present you with a lab scenario with a lab pod of virtual routers
and switches running in the background; you get console access to a few devices. Your
job: find the missing or broken configuration and reconfigure the devices so that the lab
scenario works. The best way to practice for these questions is to practice in lab; more on
that in the section titled “About Building Hands-On Skills.”

As an aside, prior Cisco exams had Sim questions instead of lab questions. Sim questions
required the same from us: read the scenario and fix the configuration. However, Sim
questions used simulated Cisco devices with limited command support, which frustrated
some test takers. The lab questions use real Cisco operating systems running in a virtual
environment, so they provide a much more realistic experience compared to old Sim
questions.

Book Features

This book includes many study features beyond the core explanations and examples in
each chapter. This section acts as a reference to the various features in the book.

The CCNA Books: Volume 1 and Volume 2

The CCNA exam covers a large amount of content, and it does not fit in a single volume.
As a result, Cisco Press has long published books for the CCNA exam as a two-book
set. Volume 1 covers about half of the content, and Volume 2 covers the rest, as shown
in Figure I-5. To best use both books, start in Volume 1 and work through the book in
order, and then do the same with Volume 2.

Fundamentals Wireless LANs

Ethernet LANs Security

IPv4 Routing IP Services

IPv6 Routing Automation
Architecture

Volume 1 Volume 2

Figure I-5 Two Books for CCNA 200-301
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When you start each new chapter, review the list of exam topics that begins the chapter.
The book does not follow the same order of exam topics in the blueprint, but instead
follows a more effective order for learning the topics. For reference, look to Appendix B,
“Exam Topics Cross-Reference,” in the back of the book. The appendix includes:

m A list of exam topics and the chapter(s) covering each topic

m A list of chapters and the exam topics covered in each chapter

Exam Blueprint Versions and Book Editions

Cisco made minor changes to the CCNA exam blueprint in 2024, the first change

to the CCNA 200-301 exam since the year 2020. The much more important change
(announced in 2023) had to do with the entire Cisco certification program about how
Cisco announces and releases new exams and exam blueprints. Before 2023, when
Cisco changed any CCNA or CCNP exam, they also changed the exam number, and the
announcement was sudden. Those days are gone.

You should read and understand Cisco’s long-term strategy for being more forthright
about exam plans as detailed at www.cisco.com/go/certroadmap. Summarizing some

key points, when Cisco changes an exam in the future, Cisco will keep the same exam
number. To identify the changes, they will use a major.minor version numbering plan for
every exam blueprint. More importantly, Cisco tells us when they will consider chang-
ing CCNA each year, but we know when Cisco will announce changes and when the new
exam will be released, within a few months’ timing.

The exam blueprint version changes based on two determinations: 1) whether Cisco will
change the exam that year at all, and 2) if so, whether Cisco considers the changes to be
major or minor. For instance, Cisco considered making a change to CCNA during
February—April 2023 but chose not to change it, announcing that fact in the May—-July
2023 timeframe. In 2024, Cisco chose to make minor changes to the CCNA blueprint.
As a result, the former CCNA blueprint version 1.0 (major version 1, minor version 0)
changed to version 1.1, increasing the minor version by 1.

Looking forward, if the next three future CCNA blueprint changes are also minor, they
would be blueprint versions 1.2, 1.3, and 1.4. However, if any of them are major, that
version would move to the next major version (2.0), with subsequent minor version
changes as 2.1, 2.2, and so on.

Cisco also tells us that each year, internally, Cisco considers what to do with CCNA in
the February—April timeframe. They will announce their plans to us all between May—
July, and they will release the new exam (if changes are being made) sometime in the six
months or so following the announcement.

As for the publishing plans to support that new update cycle, you should read and
monitor the publisher’s web page at www.ciscopress.com/newcerts. Also, opt in for com-
munications on that page so the publisher will email you about future plans and updates.
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Summarizing a few key points about the publisher’s plans, this book, the second edition,
was written for version 1.1 of the CCNA 200-301 blueprint, but it should be the book
used for CCNA for subsequent blueprint versions as well. During the life of this second
edition book, Cisco may update the CCNA 200-301 exam blueprint a few times, while
this book (plus the Volume 1 Second Edition book) may remain unchanged. New exam
content may be made available as electronic downloads. At some point, a new edition
will be appropriate. (Figure I-6 shows one example of what might happen over time, with
downloadable PDFs between editions.)

Blueprint Full Editions Electronic
Versions Print and eBooks Downloads
Vi1 : 200-301 OCG Vol. 1 Second Edition | :
l l
vi2 | || New
1 1
I I
V1.3 : : New
1 1
1 1
V2.0 1 200-301 OCG Vol. 1 Third Edition | I
1 1
v v

Figure I-6 Possible Progression of Book Editions, New Content Release, Versus Exams

NOTE 1 cannot stress enough: monitor both the Cisco Press and Cisco pages linked in
the preceding paragraphs, and opt in for communications at those pages, to stay aware of
any exam and publishing plans. Also, consider watching my blog (www.certskills.com),
where I expect to post about changes.

When you finish the technology chapters in this book (Chapters 1-24), make sure to also
read Chapter 25, “Exam Updates.” We post updated versions of that chapter online. We
use that chapter to deliver small content updates to you as well as to inform you about
future content updates. Make sure to read through that chapter and learn how to down-
load the latest version of the chapter, discovering if new content has been posted after
this book was published.

Also, just to reduce confusion about the book titles, note that the prior edition of this
book is nearly identical to this book’s title. Comparing the titles:

m CCNA 200-301 Official Cerr Guide, Volume 2 (the prior edition, published in 2019
for 200-301 exam blueprint version 1.0)

m CCNA 200-301 Official Cerr Guide, Volume 2, Second Edition (this edition,
published in 2024 for 200-301 exam blueprint version 1.1 and beyond)

Comparing This Edition to the Previous

This book replaces a similar book that applied to the former CCNA 200-301 exam
blueprint 1.0. Some of you may buy this book but have already begun studying with the
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prior edition. The following list of major changes to this book versus the previous may
help you avoid rereading identical or similar content in this book.

Chapter 4: (Formerly Volume 1, Chapter 29) Added examples and GUI screenshots for
wireless LAN configuration using a WLC with 10S XE.

Chapter 7: (Formerly Chapter 3) Significant rewrite; added more about rules for ACL
editing, and noted differences with ACLs between IOS and I0S XE.

Chapter 8: New chapter about matching different protocols using ACLs.

Chapter 10: (Formerly Chapter 5) Revised password type discussion and added IOS
versus [0S XE details.

Chapter 13: (Formerly Chapter 9) Added CDP/LLDP timers and LLDP-MED with
TLVs.

Chapter 14: (Formerly Chapter 10) Revised NAT chapter to simplify and strengthen
the examples.

Chapter 16: (Formerly Chapter 12) Split FHRP into a separate chapter, expanding
discussions to give more detail on VRRP and GLBP.

Chapter 17: (Formerly Chapter 12) Split SNMP, FTP, and TFTP from FHRP into a
separate chapter. Expanded the SNMP section and revised the IFS topic with IOS XE
examples.

Chapter 18: (Formerly Chapter 13) Added topics for UTP cabling, multigig Ethernet,
multimode Ethernet for campus LANs, and improved PoE descriptions.

Chapter 19: (Formerly Chapter 14) Updated notes about 5G WAN, and added detail
on IPsec.

Chapter 20: (Formerly Chapter 15) Added concepts of containers and VRFs, and adds
cloud management topics including Meraki.

Chapters 21-22: (Formerly Chapters 16 and 17) Updated for various software version
updates and product rebranding, and adds the AI/ML topic.

Chapter 23: (Formerly Chapter 18) Updated for exam topic change to include API
authentication.

Chapter 24: (Formerly Chapter 19) Updated for exam topic change to replace the
descriptions of Puppet and Chef with new information about Terraform.

If you find the preceding information useful, consider looking in two other places that
allow us to provide ongoing updates and to answer questions. First, I expect to post blog
posts about the new CCNA exam changes, as always, at my blog (www.certskills.com).
Look there for posts in the News section (click the General menu item and then News),
for posts made mid-year 2024 when Cisco should announce their plans.

Second, look to the companion website for this book for details about future exam revi-
sions and publishing plans. The companion website gives the publisher a place to list
details about changes moving forward. See this Introduction’s later section titled “The
Companion Website for Online Content” for the instructions for finding the site.
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Chapter Features
Beginning to study CCNA can be overwhelming at first due to the volume. The best way
to overcome that reaction requires a change in mindset: treat each chapter as a separate
study task. Breaking your study into manageable tasks helps a lot.

Each chapter of this book is a self-contained short course about one small topic area,
organized for reading and study. I create chapters so they average about 20 pages to cover
the technology so that no one chapter takes too long to complete. Each chapter breaks
down as follows:

“Do I Know This Already?” quizzes: Each chapter begins with a pre-chapter quiz so
you can self-assess how much you know coming into the chapter.

Foundation Topics: This is the heading for the core content section of the chapter, with
average length of 20 pages.

Chapter Review: This section includes a list of study tasks useful to help you
remember concepts, connect ideas, and practice skills-based content in the chapter.

Do not read the “Foundation Topics” section of chapter after chapter without pausing to
review and study. Each “Chapter Review” section uses a variety of other book features to
help you study and internalize that chapter’s content, including the following:

B Review Key Topics: All the content in the books matters, but some matters more.
Cisco Press certification guides use a Key Topic icon next to those items in the
“Foundation Topics” section. The “Chapter Review” section lists the key topics in a
table. You can scan the chapter to review them or review the Key Topics more
conveniently using the companion website.

m Complete Tables from Memory: We convert some tables in the book to interactive
study tables called memory tables. You access memory tables from the companion
website. Memory tables repeat the table, but with parts of the table removed. You
can then fill in the table to exercise your memory and click to check your work.

m Key Terms You Should Know: The “Chapter Review” section lists the key terminol-
ogy from the chapter. For a manual process with the book, think about each term
and use the Glossary to cross-check your own mental definitions. Alternately, review
the key terms with the “Key Terms Flashcards” app on the companion website.

m Labs: You should practice hands-on skills for any exam topics with the configure
and verify verbs. The upcoming section titled “About Building Hands-On Skills”
discusses your lab options. Also, the Chapter and Part Reviews refer you to lab
exercises specific to the chapter or part.

m Command References: Some book chapters discuss the configure and verify exam
topics, so they list various router and switch commands. The “Chapter Review”
section of those chapters includes command reference tables, useful both for
reference and for study. Just cover one column of the table and see how much you
can remember and complete mentally.

B Review DIKTA Questions: Even if you used the DIKTA questions to begin the
chapter, re-answering those questions can prove a useful way to review facts.
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By design, I do not mention the DIKTA questions in the “Chapter Review” sections
but do suggest using them again for all chapters in a part during Part Review. Use the
Pearson Test Prep (PTP) web app to easily use those questions any time you have a
few minutes, a device, and Internet access.

Part Features
Your second mindset change: Use the book parts as major milestones in your study
journey. Each part groups a small number of related chapters together. Take the time at
the end of each part to review all topics in the part, effectively rewarding yourself with a
chance to deepen your knowledge and internalize more of the content before moving to
the next part. Figure I-7 shows the concept.

Chapter 1
Read Review
Chapter Chapter
Chapter 2 ¢
Read Review
Chapter Chapter
Chapter 3 ¢
Read Review 3 Part
Chapter Chapter Review

Figure I-7 Part Review: The Second Review of Most Content

The Part Review element at the end of each part suggests review and study activities.
Spaced reviews—that is, reviewing content several times over the course of your study—
help improve retention. Using the Chapter and Part Review process, the Part Review
serves as your second review of the content in each chapter. The Part Review repeats
some Chapter Review activities and offers some new ones, including a reminder to use
practice questions set aside specifically for Part Review.

The Companion Website for Online Content
Some Chapter and Part Review tasks can be done from the book. However, several of
them work better as an interactive online tool. For instance, you can take a “Do I Know
This Already?” quiz by reading the pages of the book, but you can also use the PTP
testing software. As another example, when you want to review the key terms from a
chapter, you can find all those in electronic flashcards.

This book’s companion website hosts all the electronic components of the book. The
companion website gives you a big advantage: you can do most of your Chapter and
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Part Review work from anywhere using the interactive tools on the site. The advantages
include

m Easier to use: Instead of having to print out copies of the appendixes and do the
work on paper, you can use these new apps, which provide you with an easy-to-use,
interactive experience that you can easily run over and over.

m Convenient: When you have a spare 5-10 minutes, go to the book’s website and
review content from one of your recently finished chapters.

m Good break from reading: Sometimes looking at a static page after reading a
chapter lets your mind wander. Breaking up your reading with some review from the
keyboard can help keep you focused on the activity.

The interactive Chapter Review elements should improve your chances of passing as well.
Our in-depth reader surveys over the years show that those who do the Chapter and Part
Reviews learn more. Those who use the interactive review elements tend to do the review
tasks more often. So, take advantage of the tools and maybe you will be more successful
as well. Table I-1 summarizes these interactive applications and the traditional book
features that cover the same content.

Table I-1 Book Features with Both Traditional and App Options
Feature Traditional App

Key Topic The “Chapter Review” section lists Key Topics Table app with links to
the key topics. To review, flip pages | view each key topic
in the chapter.

Config This list of steps, in text, describes Config Checklist app, where you

Checklist how to configure a feature. complete the checklist by adding
commands

Key Terms Terms are listed in each “Chapter Key Terms Flash Cards app

Review” section; review using the
end-of-book Glossary.

Appendixes: | Appendix E provides static text Apps with the same practice
ACL Practice | practice problems and answers in the | problems, found in the “Memory
PDF appendixes. Tables and Practice Exercises”
section

The companion website also includes links to download, navigate, or stream for these
types of content:

m Pearson Sim Lite Desktop App
m Pearson Test Prep (PTP) Desktop App
m Pearson Test Prep (PTP) Web App

m Videos

xliii
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How to Access the Companion Website
To access the companion website, which gives you access to the electronic content with
this book, start by establishing a login at www.ciscopress.com and register your book. To
do so, simply go to www.ciscopress.com/register and enter the ISBN of the print book:
9780138214951. After you have registered your book, go to your account page and
click the Registered Products tab. From there, click the Access Bonus Content link to
get access to the book’s companion website.

Note that if you buy the Premium Edition eBook and Practice Test version of this book
from Cisco Press, your book will automatically be registered on your account page.
Simply go to your account page, click the Registered Products tab, and select Access
Bonus Content to access the book’s companion website.

How to Access the Pearson Test Prep (PTP) App
You have two options for installing and using the Pearson Test Prep application: a web
app and a desktop app. To use the Pearson Test Prep application, start by finding the
registration code that comes with the book. You can find the code in these ways:

B You can get your access code by registering the print ISBN 9780138214951 on
ciscopress.com/register. Make sure to use the print book ISBN, regardless of wheth-
er you purchased an eBook or the print book. After you register the book, your
access code will be populated on your account page under the Registered Products
tab. Instructions for how to redeem the code are available on the book’s companion
website by clicking the Access Bonus Content link.

m If you purchase the Premium Edition eBook and Practice Test directly from the
Cisco Press website, the code will be populated on your account page after pur-
chase. Just log in at ciscopress.com, click Account to see details of your account, and
click the digital purchases tab.

NOTE After you register your book, your code can always be found in your account
under the Registered Products tab.

Once you have the access code, to find instructions about both the PTP web app and the
desktop app, follow these steps:

Step 1.  Open this book’s companion website as shown earlier in this Introduction
under the heading, “How to Access the Companion Website.”

Step 2.  Click the Practice Exams button.

Step 3.  Follow the instructions listed there for both installing the desktop app and
using the web app.

Note that if you want to use the web app only at this point, just navigate to
pearsontestprep.com, log in using the same credentials used to register your book or
purchase the Premium Edition, and register this book’s practice tests using the registra-
tion code you just found. The process should take only a couple of minutes.


http://www.ciscopress.com
http://www.ciscopress.com/register
http://ciscopress.com/register
http://ciscopress.com
http://pearsontestprep.com

Introduction

Feature Reference
The following list provides an easy reference to get the basic idea behind each book feature:

Practice exam: The book gives you the rights to the Pearson Test Prep (PTP)
testing software, available as a web app and a desktop app. Use the access code on
a piece of cardboard in the sleeve in the back of the book, and use the companion
website to download the desktop app or navigate to the web app (or just go to
Www.pearsontestprep.com).

eBook: Pearson offers an eBook version of this book that includes extra practice
tests as compared to the print book. The product includes two versions of the
eBook: PDF (for reading on your computer) and EPUB (for reading on your tablet,
mobile device, or Kindle, Nook, or other e-reader). It also includes additional
practice test questions and enhanced practice test features, including links from each
question to the specific heading in the eBook file.

Mentoring videos: The companion website also includes a number of videos
about other topics as mentioned in individual chapters. Some of the videos explain
common mistakes made with CCNA topics, whereas others provide sample CCNA
questions with explanations.

CCNA 200-301 Network Simulator Lite: This Lite version of the best-selling CCNA
Network Simulator from Pearson provides you with a means, right now, to experi-
ence the Cisco command-line interface (CLI). No need to go buy real gear or buy a
full simulator to start learning the CLI. Just install it from the companion website.

CCNA Simulator: If you are looking for more hands-on practice, you might want

to consider purchasing the CCNA Network Simulator. You can purchase a copy of
this software from Pearson at http://pearsonitcertification.com/networksimulator
or other retail outlets. To help you with your studies, Pearson has created a mapping
guide that maps each of the labs in the simulator to the specific sections in each
volume of the CCNA Cert Guide. You can get this mapping guide free on the Extras
tab on the book product page: www.ciscopress.com/title/9780138214951.

Author’s website and blogs: The author maintains a website that hosts tools and links
useful when studying for CCNA. In particular, the site has a large number of free

lab exercises about CCNA content, additional sample questions, and other exercises.
Additionally, the site indexes all content so you can study based on the book chapters
and parts. To find it, navigate to www.certskills.com. Additionally, look for CCNA
activities and lectures at his YouTube channel (www.youtube.com/@networkupskill).

Book Organization, Chapters, and Appendixes

This book contains 24 chapters about CCNA topics organized into seven parts. The core
chapters cover the following topics:

Part I: Wireless LANs

m Chapter 1, “Fundamentals of Wireless Networks,” includes the foundational
concepts of wireless 802.11 LANS, including wireless topologies and basic
wireless radio communications protocols.

xlv
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m Chapter 2, “Analyzing Cisco Wireless Architectures,” turns your attention to

the questions related to the systematic and architectural issues surrounding how
to build wireless LANs and explains the primary options available for use.

Chapter 3, “Securing Wireless Networks,” explains the unique security
challenges that exist in a wireless LAN and the protocols and standards used to
prevent different kinds of attacks.

Chapter 4, “Building a Wireless LAN,” shows how to configure and secure a
wireless LAN using a Wireless LAN Controller (WLC).

m Part II: IP Access Control Lists

m Chapter 5, “Introduction to TCP/IP Transport and Applications,” completes

most of the detailed discussion of the upper two layers of the TCP/IP model
(transport and application), focusing on TCP and applications.

Chapter 6, “Basic IPv4 Access Control Lists,” examines how standard IP ACLs
can filter packets based on the source IP address so that a router will not forward
the packet.

Chapter 7, “Named and Extended IP ACLs,” examines both named and
numbered ACLs, and both standard and extended IP ACLs.

Chapter 8, “Applied IP ACLs,” shows how to match overhead protocols like
DNS, DHCP, and OSPF with ACLs.

m Part III: Security Services

m Chapter 9, “Security Architectures,” discusses a wide range of fundamental

concepts in network security.

m Chapter 10, “Securing Network Devices,” shows how to secure the router and

switch CLI and introduces the concepts behind firewalls and intrusion prevention
systems (IPSs).

Chapter 11, “Implementing Switch Port Security,” explains the concepts as well
as how to configure and verify switch port security, a switch feature that does
basic MAC-based monitoring of the devices that send data into a switch.

Chapter 12, “DHCP Snooping and ARP Inspection,” shows how to implement
two related switch security features, with one focusing on reacting to suspicious
DHCP messages and the other reacting to suspicious ARP messages.

m Part IV: IP Services

m Chapter 13, “Device Management Protocols,” discusses the concepts and

configuration of some common network management tools: syslog, NTP, CDP,
and LLDP.

m Chapter 14, “Network Address Translation,” works through the complete

concept, configuration, verification, and troubleshooting sequence for the router
NAT feature, including how it helps conserve public IPv4 addresses.
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m Chapter 15, “Quality of Service (QoS),” discusses a wide variety of concepts all
related to the broad topic of QoS.

m Chapter 16, “First Hop Redundancy Protocols,” explains the purpose,
functions, and concepts of FHRPs, including HSRP, VRRP, and GLBP.

m Chapter 17, “SNMP, FTP, and TFTP,” discusses three protocols often used for
managing network devices: SNMP, TFTP, and FTP.

Part V: Network Architecture

m Chapter 18, “LAN Architecture,” examines various ways to design Ethernet
LANS, discussing the pros and cons, and explains common design terminology,
including Power over Ethernet (PoE).

m Chapter 19, “WAN Architecture,” discusses the concepts behind three WAN
alternatives: Metro Ethernet, MPLS VPNs, and Internet VPNs.

m Chapter 20, “Cloud Architecture,” explains the basic concepts and then
generally discusses the impact that cloud computing has on a typical enterprise
network, including the foundational concepts of server virtualization.

Part VI: Network Automation

m Chapter 21, “Introduction to Controller-Based Networking,” discusses many
concepts and terms related to how Software-Defined Networking (SDN) and
network programmability are impacting typical enterprise networks.

m Chapter 22, “Cisco Software-Defined Access (Cisco SD-Access),” discusses
Cisco’s Software-Defined Networking (SDN) offering for the enterprise, including
the Cisco Catalyst Center (formerly Cisco DNA Center) controller.

m Chapter 23, “Understanding REST and JSON,” explains the foundational
concepts of REST APIs, data structures, and how JSON can be useful for
exchanging data using APIs.

m Chapter 24, “Understanding Ansible and Terraform,” discusses the need for
configuration management software and introduces the basics of each of these
configuration management tools.

Part VII: Exam Updates and Final Review

m Chapter 25, “CCNA 200-301 Official Cert Guide, Volume 2, Second Edition,
Exam Updates,” is a place for the author to add book content mid-edition.
Always check online for the latest PDF version of this appendix; the appendix
lists download instructions.

m Chapter 26, “Final Review,” suggests a plan for final preparation after you have
finished the core parts of the book, in particular explaining the many study
options available in the book.

Part VIII: Print Appendixes

m Appendix A, “Numeric Reference Tables,” lists several tables of numeric infor-
mation, including a binary-to-decimal conversion table and a list of powers of 2.

xlIvii
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m Appendix B, “Exam Topics Cross-Reference,” provides some tables to help you
find where each exam objective is covered in the book.

m Appendix C, “Answers to the ‘Do I Know This Already?’ Quizzes,” includes the
explanations to all the “Do I Know This Already” quizzes.

m The Glossary contains definitions for many of the terms used in the book,
including the terms listed in the “Key Terms You Should Know” sections at the
conclusion of the chapters.

m Part IX: Online Appendixes
m Appendix D, “Topics from Previous Editions”
m Appendix E, “Practice for Chapter 6: Basic IPv4 Access Control Lists”

m Appendix F, “Study Planner,” is a spreadsheet with major study milestones,
where you can track your progress through your study.

About Building Hands-On Skills

To do well on the CCNA exam, you need skills in using Cisco routers and switches,
specifically the Cisco command-line interface (CLI). The Cisco CLI is a text-based
command-and-response user interface; you type a command, and the device (a router or
switch) displays messages in response.

For the exam, CLI skills help you in a couple of ways. First, lab questions require CLI
skills. Each lab question can take 7-8 minutes if you know the topic, so poor CLI skills
can cost several minutes per lab question. Additionally, any question type can ask about
CLI commands, so the more comfortable you are remembering commands, parameters,
and what they do, the more points you will pick up on the exam.

This next section walks through the options of what is included in the book, with a brief
description of lab options outside the book.

Config Lab Exercises
I created some lab exercises called Config Labs and put them on my blog. Each Config
Lab details a straightforward lab exercise. It begins with a scenario, a topology, and an
existing configuration. You choose the configuration to add to each device to meet the
goals of the scenario.

To make the labs accessible to all, the blog has no login requirements and no cost. You
can do each lab just by viewing the page, reading, and writing your answer on paper or
typing it in an editor. Optionally, you can attempt most labs in the Cisco Packet Tracer
Simulator. In either case, the Config Lab page lists the intended answer, so you can check
your work.

To find the Config Labs, first go to www.certskills.com. Navigate from the top menus for
“Labs.” Alternatively, use the advanced search link, from which you can combine search
parameters to choose a book chapter or part, and to search for Config Lab posts.


http://www.certskills.com
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Note that the blog organizes these Config Lab posts by book chapter, so you can easily
use them at both Chapter Review and Part Review. See the “Your Study Plan” element
that follows the Introduction for more details about those review sections.

A Quick Start with Pearson Network Simulator Lite
The decision of how to get hands-on skills can be a little scary at first. The good news:
You have a free and simple first step to experience the CLI—install a desktop simulator
app called Pearson Network Simulator Lite (or NetSim Lite) that comes with this book.

Pearson builds a CCNA Simulator app designed to help you learn most of the CCNA
configure and verify exam topics. They also make a free Lite version of the simulator,
included with this book. The Lite version gives you the means to experience the Cisco
CLI just after a 5-10-minute installation process. No need to go buy real gear or buy
a full simulator to start learning the CLI. Just install the Sim Lite from the companion
website.

This latest version of NetSim Lite for Volume 2 (which differs from the NetSim Lite that
comes with Volume 1) includes labs about IP ACLs.

The Pearson Network Simulator
The Config Labs and the Pearson Network Simulator Lite both fill specific needs, and
they both come with the book. However, you need more than those two tools.

The single best option for lab work to do along with this book is the paid version of the
Pearson Network Simulator. This simulator product simulates Cisco routers and switches
so that you can learn for CCNA certification. But more importantly, it focuses on learn-
ing for the exam by providing a large number of useful lab exercises. Reader surveys tell
us that those people who use the simulator along with the book love the learning process
and rave about how the book and simulator work well together.

Of course, you need to make a decision for yourself and consider all the options.
Thankfully, you can get a great idea of how the full simulator product works by using
the Pearson Network Simulator Lite product included with the book. Both have the same
base code, same user interface, and same types of labs. Try the Lite version to decide if
you want to buy the full product.

On a practical note, when you want to do labs when reading a chapter or doing Part
Review, the Simulator organizes the labs to match the book. Just look for the Sort by
Chapter tab in the Simulator’s user interface.

At the time this book was published, Pearson had no plan to update its CCNA Simulator
product to a new version, as the current edition covers the latest exam topics. A software
update will be issued that maps the labs to the organization of the new Cert Guide
chapter structure by the summer of 2024.

More Lab Options
Many other lab options exist. For instance, you can use real Cisco routers and switches.
You can buy them, new or used, or borrow them at work. For example, you can buy
routers and switches that are useful for CCNA learning, but are two or three product
generations old. You can also find sites from which you can rent time on real devices or
virtual devices.
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Cisco also makes a free simulator that works very well as a learning tool: Cisco Packet
Tracer. Unlike the Pearson Network Simulator, it does not include lab exercises that
direct you as to how to go about learning each topic. However, you can usually find lab
exercises that rely on Packet Tracer, like the Config Labs at my blog. If interested in more
information about Packet Tracer, check out www.certskills.com/ptinstall.

Cisco offers a virtualization product that lets you run router and switch operating system
(OS) images in a virtual environment on your PC. This tool, the Cisco Modeling Labs—
Personal Edition (CML PE), lets you create a lab topology, start the operating system for
each device, and connect to the CLI of these real router and switch OS images. There is
a fee, and you may need a PC hardware upgrade to use it effectively. Check out
www.cisco.com/go/cml for more information, and inquire for more information at the
Cisco Learning Network’s CML community (learningnetwork.cisco.com).

The next two options work somewhat like CML PE, but with free software but no Cisco
operating systems supplied. GNS3 (gns3.com) and EVE-NG (eve-ng.net) support creating
topologies of virtual routers and switches that run real Cisco operating systems. Both
have free options. However, both require that you provide the OS images. Also, as with
CML PE, you may need to buy a small server or at least upgrade your personal computer
to run more than a few routers and switches in a lab topology.

This book does not tell you what option to use, but you should plan on getting some
hands-on practice somehow. For people starting with CCNA, many use some simulator
like Pearson Sim Lite and the free Cisco Packet Tracer simulator. If you go far in your
Cisco certification journey, you will likely try at least one of the virtualization options
and also use real gear. The important thing to know is that most people need to practice
using the Cisco CLI to be ready to pass these exams.

For More Information

If you have any comments about the book, submit them via www.ciscopress.com. Just go
to the website, select Contact Us, and type your message.

Cisco might make changes that affect the CCNA certification from time to time. You
should always check www.cisco.com/go/ccna for the latest details.

The CCNA 200-301 Official Cert Guide, Volume 2, Second Edition, helps you attain
CCNA certification. This is the CCNA certification book from the only Cisco-authorized
publisher. We at Cisco Press believe that this book certainly can help you achieve CCNA
certification, but the real work is up to you! I trust that your time will be well spent.
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First Hop Redundancy Protocols

This chapter covers the following exam topics:

3.0 IP Connectivity

3.5 Describe the purpose, functions, and concepts of First Hop Redundancy
Protocols

Any host’s default router serves as the first router, or first hop, in the routing path from
sender to receiver. However, IPv4 did not include high-availability and redundancy features
related to the default router. IP hosts use a single setting with a single default router IP
address. Also, IP did not define a backup or load-sharing mechanism for multiple routers
connected to the same subnet.

First Hop Redundancy Protocols (FHRPs) add the function of redundancy and load sharing
for the default router function in any subnet.

This chapter begins with the concepts central to all FHRPs. All FHRPs define how multiple
routers work together to appear as a single default router, sharing responsibility. All the
FHRPs hide their existence from the hosts, so there is no change to host routing logic. The
second section examines the most popular FHRP: Hot Standby Router Protocol (HSRP).
The final section compares HSRP with the other two FHRPs: Virtual Router Redundancy
Protocol (VRRP) and Global Load Balancing Protocol (GLBP).

“Do | Know This Already?” Quiz

Take the quiz (either here or use the PTP software) if you want to use the score to help you
decide how much time to spend on this chapter. The letter answers are listed at the bottom
of the page following the quiz. Appendix C, found both at the end of the book as well as on
the companion website, includes both the answers and explanations. You can also find both
answers and explanations in the PTP testing software.

Table 16-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

First Hop Redundancy Protocols 1,2
Hot Standby Router Protocol 3,4
VRRP and GLBP Concepts 56




R1 and R2 attach to the same Ethernet VLAN, with subnet 10.1.19.0/25, with
addresses 10.1.19.1 and 10.1.19.2, respectively, configured with the ip address inter-
face subcommand. Host A refers to 10.1.19.1 as its default router, and host B refers to
10.1.19.2 as its default router. The routers do not use an FHRP. Which of the following
is a problem for this LAN?

a.

c.
d.

The design breaks IPv4 addressing rules because two routers cannot connect to
the same LAN subnet.

If one router fails, neither host can send packets off-subnet.

If one router fails, both hosts will use the one remaining router as a default router.
If one router fails, the host that uses that router as a default router cannot send
packets off-subnet.

R1 and R2 attach to the same Ethernet VLAN, with subnet 10.1.19.0/25, with
addresses 10.1.19.1 and 10.1.19.2, respectively, configured with the ip address interface
subcommand. The routers use an FHRP. Host A and host B attach to the same LAN
and have correct default router settings per the FHRP configuration. Which of the
following statements is true for this LAN?

a.

c.
d.

The design breaks IPv4 addressing rules because two routers cannot connect to
the same LAN subnet.

If one router fails, neither host can send packets off-subnet.
If one router fails, both hosts will use the one remaining router as a default router.

If one router fails, only one of the two hosts will still be able to send packets
off-subnet.

R1 and R2 attach to the same Ethernet VLAN, with subnet 10.1.19.0/25, with
addresses 10.1.19.1 and 10.1.19.2, respectively, configured with the ip address inter-
face subcommand. The routers use HSRP. The network engineer prefers to have R1 be
the default router when both R1 and R2 are up. Which of the following is the likely
default router setting for hosts in this subnet?

a.
b.
c.
d.

10.1.19.1

10.1.19.2

Another IP address in subnet 10.1.19.0/25 other than 10.1.19.1 and 10.1.19.2
A host name that the FHRP mini-DNS will initially point to 10.1.19.1

Routers R1, R2, and R3, with addresses 10.1.1.1, 10.1.1.2, and 10.1.1.3, respectively,
are in HSRPv2 group 16, and use VIP 10.1.1.8. R2 is the current HSRP active router.
Which statement is true about HSRP operation in the subnet?

a.

b
c.
d

Traffic from hosts in the subnet balances across all routers (R1, R2, and R3).
Traffic from hosts in the subnet flows into only router R2.

Router R1 only replies to ARP requests for address 10.1.1.8.

The HSRP group uses virtual MAC 0000.0C9EF016.
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5. Routers R1, R2, and R3, with addresses 10.1.1.1, 10.1.1.2, and 10.1.1.3, respectively, are
in VRRPv3 group 32. R3 is the current VRRP active router. Which statements are true
about VRRP operation in the subnet? (Choose two answers.)

a. The current VIP may be 10.1.1.3.

b. The current VIP must be 10.1.1.3.

c. VRRP sends its group messages to multicast address 224.0.0.18.
d. VRRP sends its group messages to multicast address 224.0.0.2.

6. Which answer best describes a mechanism that enables GLBP to achieve active/active
load balancing, with all routers in the group forwarding packets as a default router?

a. By configuring a VIP that matches one of the router’s interface IP addresses
b. By using a different VIP per router in the same group

c. By using a separate GLBP group for each router

d. By using a different virtual MAC address per router in the same group

Foundation Topics

First Hop Redundancy Protocols

When networks use a design that includes redundant routers, switches, LAN links, and WAN
links, in some cases, other protocols are required to take advantage of that redundancy and
prevent problems caused by it.

For instance, imagine a WAN with many remote branch offices. If each remote branch has
two WAN links connecting it to the rest of the network, those routers can use an IP routing
protocol to pick the best routes. The routing protocol learns routes over both WAN links,
adding the best route into the routing table. When the better WAN link fails, the routing pro-
tocol adds the alternate route to the IP routing table, taking advantage of the redundant link.

As another example, consider a LAN with redundant links and switches. Those LANs have
problems unless the switches use Spanning Tree Protocol (STP) or Rapid STP (RSTP). STP/
RSTP prevents the problems created by frames that loop through those extra redundant
paths in the LAN.

This section examines yet another protocol that helps when a network uses some redun-
dancy, this time with redundant default routers. When two or more routers connect to the
same LAN subnet, the hosts in that subnet could use any of the routers as their default
router. However, another protocol is needed to use the redundant default routers best. The
term First Hop Redundancy Protocol (FHRP) refers to the category of protocols that
enable hosts to take advantage of redundant routers in a subnet.

This first major section of the chapter discusses the major concepts behind how different
FHRPs work. This section begins by discussing a network’s need for redundancy in general
and the need for redundant default routers.
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The Need for Redundancy in Networks
Networks need redundant links to improve the availability of those networks. Eventually,
something in a network will fail. A router power supply might fail, or a link might break, or
a switch might lose power. And those WAN links, shown as simple lines in most drawings
in this book, represent the most complicated physical parts of the network, with many indi-
vidual components that can fail as well.

Depending on the design of the network, the failure of a single component might mean an
outage that affects at least some part of the user population. Network engineers refer to any
one component that, if it fails, brings down that part of the network as a single point of
failure. For instance, in Figure 16-1, the LANs appear to have some redundancy, whereas the
WAN does not. If most of the traffic flows between sites, many single points of failure exist,
as shown in the figure.
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Figure 16-1 RI and the One WAN Link as Single Points of Failure

The figure notes several components as a single point of failure. If any of the network’s
noted parts fail, packets cannot flow from the left side of the network to the right.

To improve availability, the network engineer first looks at a design and finds the single
points of failure. Then the engineer chooses where to add to the network so that one (or
more) single point of failure now has redundant options, increasing availability. In particular,
the engineer

m Adds redundant devices and links

m Implements any necessary functions that take advantage of the redundant device or

link

For instance, of all the single points of failure in Figure 16-1, the most expensive over the
long term would likely be the WAN link because of the ongoing monthly charge. How-
ever, statistically, the WAN links are the most likely component to fail. So, a good upgrade
from the network in Figure 16-1 would be to add a WAN link and possibly even connect to
another router on the right side of the network, as shown in Figure 16-2.

Many real enterprise networks follow designs like Figure 16-2, with one router at each
remote site, two WAN links connecting back to the main site, and redundant routers at the
main site (on the right side of the figure). Compared to Figure 16-1, the design in Figure 16-2
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has fewer single points of failure. Of the remaining single points of failure, a risk remains, but
it is a calculated risk. For many outages, a reload of the router solves the problem, and the
outage is short. But the risk still exists that the switch or router hardware will fail and require
time to deliver a replacement device on-site before that site can work again.

Single Points of Failure

VLAN 10
Subnet 10.1.1.0/24 l l l
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Figure 16-2 Higher Availability but with R1 Still as a Single Point of Failure

For enterprises that can justify more expense, the next step in higher availability for that
remote site is to protect against those catastrophic router and switch failures. In this par-
ticular design, adding one router on the left side of the network in Figure 16-2 removes all
the single points of failure noted earlier. Figure 16-3 shows the design with a second router,
which connects to a different LAN switch so that SW1 is no longer a single point of failure.
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Figure 16-3 Removing All Single Points of Failure from the Network Design

NOTE Medium to large enterprise networks work hard to balance high-availability features
versus the available budget dollars. Cisco.com has many design documents that discuss
tradeoffs in high-availability design. If interested in learning more, search Cisco.com for the
Cisco Design Zone section of the site.

The Need for a First Hop Redundancy Protocol
Of the designs shown so far in this chapter, only Figure 16-3’s design has two routers to
support the LAN on the left side of the figure, specifically the same VLAN and subnet.

Answers to the “Do | Know This Already?” quiz:
1D2C3C4B5A,C6D
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While having the redundant routers on the same subnet helps, the network must use an
FHRP when these redundant routers exist.

To see the need and benefit of using an FHRP, first think about how these redundant routers
could be used as default routers by the hosts in VLAN 10/subnet 10.1.1.0/24, as shown in
Figure 16-4. The host logic will remain unchanged, so each host has a single default router
setting. So, some design options for default router settings include the following:

m All hosts in the subnet use R1 (10.1.1.9) as their default router, and they statically
reconfigure their default router setting to R2’s 10.1.1.8 if R1 fails.

m All hosts in the subnet use R2 (10.1.1.8) as their default router, and they statically
reconfigure their default router setting to R1’s 10.1.1.9 if R2 fails.

m Half the hosts use R1 and half use R2 as their default router, and if either router fails,
half of the users statically reconfigure their default router setting.

VLAN 10, Subnet 10.1.1.0/24

s

GW=.129 ‘@L
=

co1 SEE S
oo e ¢,
Figure 16-4 Balancing Traffic by Assigning Different Default Routers to Different Clients

To ensure the concept is clear, Figure 16-4 shows this third option, with half the hosts using
R1 and the other half using R2. The figure removes all the LAN switches just to unclutter
the figure. Hosts A and B use R1 as their default router, and hosts C and D use R2 as their
default router.

All these options have a problem: the users must act. They have to know an outage occurred.
They have to know how to reconfigure their default router setting. And they have to know
when to change it back to the original setting.

FHRPs use the redundant default routers without the end users being aware of any changes.
The two routers appear to be a single default router. The users never have to do anything:
their default router setting remains the same, and their ARP tables remain the same.

To allow the hosts to remain unchanged, the routers must do more work, as defined by one
of the FHRP protocols. Generically, each FHRP makes the following happen:

Key 1. All hosts act like they always have, with one default router setting that never has to
Topic change.
2. The default routers share a virtual IP address in the subnet, defined by the FHRP.
3. Hosts use the FHRP virtual IP address as their default router address.
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4. The routers exchange FHRP protocol messages so that both agree as to which router
does what work at any point in time.

5. When a router fails or has some other problem, the routers use the FHRP to choose
which router takes over responsibilities from the failed router.

The Three Solutions for First-Hop Redundancy
The term First Hop Redundancy Protocol does not name any one protocol. Instead, it
names a family of protocols that fill the same role. For a given network, like the left side of
Figure 16-4, the engineer would pick one of the protocols from the FHRP family.

NOTE First Hop refers to the default router being the first router, or first router hop,
through which a packet must pass.

Table 16-2 lists the three FHRP protocols in chronological order as first used in the mar-
ket. Cisco first introduced the proprietary Hot Standby Router Protocol (HSRP), which
worked well for many customers. Later, the IETF developed an RFC for a similar protocol,
Virtual Router Redundancy Protocol (VRRP). Finally, Cisco developed a more robust
option, Gateway Load Balancing Protocol (GLBP).

Table 16-2 Three FHRP Options

Acronym Full Name Redundancy Load
Approach Balancing
Per...

HSRP Hot Standby Router Protocol | Cisco active/standby subnet

VRRP Virtual Router Redundancy RFC 5798 |active/standby subnet
Protocol

GLBP Gateway Load Balancing Cisco active/active host
Protocol

The CCNA 200-301 version 1.1 blueprint requires you to know the purpose, functions, and
concepts of an FHRP. To do that, the next section takes a deep look at HSRP concepts, while
the final section of the chapter compares VRRP and GLBP to HSRP. (This chapter does not
discuss FHRP configuration, but if you want to learn beyond the plain wording of the exam
topics, note that Appendix D, “Topics from Previous Editions,” contains a short section
about HSRP and GLBP configuration, copied from an earlier edition of the book.)

Hot Standby Router Protocol

HSRP operates with an active/standby model (more generally called active/passive). HSRP
allows two (or more) routers to cooperate, all willing to act as the default router. However,
at any one time, only one router actively supports the end-user traffic. The packets sent by
hosts to their default router flow to that one active router. Then the other routers sit there
patiently waiting to take over should the active HSRP router have a problem.

This next section of the chapter discusses how HSRP achieves its goal of providing default
router redundancy. It progresses briefly through the mechanisms of virtual IP and MAC
addresses, failover, load balancing, object tracking, and HSRP versions.
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HSRP Virtual IP and MAC Addresses
The HSRP active router implements a virtual IP address (VIP) and matching virtual MAC
address. This virtual IP address is part of the HSRP configuration, an additional configura-
tion item compared to the usual ip address interface subcommand. This virtual IP address
is in the same subnet as the interface IP address, but it is a different IP address. The router
then automatically creates the virtual MAC address. All the cooperating HSRP routers know
these virtual addresses, but only the HSRP active router uses these addresses at any one
point in time.

Using HSRP protocol messages between the routers, the routers negotiate and settle in either
the HSRP active or HSRP standby state. The router with the highest HSRP priority wins
and becomes active, with the other router becoming the standby router. If the priorities

tie, the router with the highest IP address wins and becomes active. (Also, note that while
FHRPs often have only two routers in a group, if using three or more, HSRP uses only one
standby router, with the other routers in a listen state, waiting to become the new standby
router one day.)

The active router implements the virtual IP and MAC addresses on its interface in addition to
its configured interface IP address. Hosts refer to the virtual IP address as their default router
address instead of any router’s interface IP address. For instance, in Figure 16-5, R1 and R2
use HSRP. The HSRP virtual IP address is 10.1.1.1, with the virtual MAC address referenced
as VMACI for simplicity’s sake.
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Figure 16-5 All Traffic Goes to .1 (R1, Which Is Active); R2 Is Standby
HSRP Failover

Under normal conditions, with all devices and interfaces working, one HSRP router is the
default router, with another standing by. That might happen for months before the standby
router needs to take over. However, so that the standby router knows when to act, the two
routers continue to send HSRP messages to each other.
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HSRP uses HSRP Hello messages to let the other HSRP routers in the same HSRP group
know that the active router continues to work. HSRP defines a Hello timer, which dictates
how often (in seconds) between successive Hello messages sent by the active router. HSRP
also defines a Hold timer, typically more than three times the Hello timer. When the standby
router fails to receive a Hello from the active router within the time defined by the hold time,
the standby router believes the active router has failed, and begins taking over as the active
router.

For example, Figure 16-6 shows the result when R1, the HSRP active router in Figure 16-5,
loses power. R2 fails to receive additional HSRP Hellos from router R1 for hold time. At that
point, R2, the new active router, starts using the virtual IP and MAC addresses.
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Figure 16-6 Packets Sent Through R2 (New Active) After It Takes Over for Failed R1

The figure shows packets flowing from the hosts toward router R2, with no changes on
the hosts. The host keeps the same default router setting, referencing the virtual IP address
(10.1.1.1). The host’s ARP table does not have to change either, with the ARP entry for the
default router listing the virtual MAC.

No Change

To direct the Ethernet frames that formerly flowed to router R1 to instead flow to router
R2, changes occur on both the routers and the LAN switches. The new active router (R2)
must be ready to receive packets (encapsulated inside frames) using the virtual IP and MAC
addresses. The LAN switches, hidden in the last few figures, must also change their MAC
address tables. Formerly, their MAC tables directed frames destined for VMACI to router
R1, but now the switches must know to send the frames to the new active router, R2.

To make the switches change their MAC address table entries for VMACI1, R2 sends an
Ethernet frame with VMACI1 as the source MAC address. The switches, as normal, learn the
source MAC address (VMAC1) but with new ports that point toward R2. The frame is also
a LAN broadcast, so all the switches learn a MAC table entry for VMACI that leads toward
R2. (By the way, this Ethernet frame holds an ARP Reply message, called a gratuitous ARP,
because the router sends it without first receiving an ARP Request.)
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HSRP Load Balancing

The active/standby model of HSRP means that all hosts send their off-subnet packets
through only one router. In other words, the routers do not share the workload; instead, one
router forwards all the packets. For instance, back in Figure 16-5, R1 was the active router.
All hosts in the subnet sent their packets through R1, and none of them sent their packets
through R2.

HSRP does support load balancing by preferring different routers to be the active router in
different subnets. Most sites that require a second router for redundancy also use several
VLANSs and subnets at the site. The two routers will likely connect to all the VLANS, acting
as the default router in each subnet. The HSRP configuration settings can result in one router
being active in one subnet and another router being active in another subnet, balancing the
traffic. Or you can configure multiple instances of HSRP in the same subnet (called multiple
HSRP groups), preferring one router to be active in one group and the other router to be
selected as active in another.

For instance, Figure 16-7 shows a redesigned LAN with two hosts in VLAN 1 and two in
VLAN 2. R1 and R2 connect to the LAN using a VLAN trunking and router-on-a-stick
(ROAS) configuration. The two routers define two HSRP groups, one to support each of the
two subnets. In this case, R1 wins and becomes active in Subnet 1, while router R2 becomes
active in Subnet 2.
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Subnet 10.1.1.0/24 Active Subnet 1
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Figure 16-7 Load Balancing with HSRP by Using Different Active Routers per Subnet

Note that the design uses both routers and WAN links by having each router act as the
HSRP active router in some subnets.

The example surrounding Figure 16-7 raises the question of where to consider using HSRP.
You should consider an FHRP on any router or Layer 3 switch interface with an IP address
that connects to hosts that rely on a default router setting. If only one router connects to
the subnet, you do not need an FHRP, but if two or more connect to the subnet, you benefit
from using an FHRP.

HSRP Interface Tracking
Another feature supported by all the FHRPs tracks the operational state of other router
features. 10S allows for tracking of interface state, tracking routes in the IP routing table, and
other types of objects. When the tracked interface or object fails, HSRP reduces that router’s

359
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HSRP priority. With well-chosen priority and tracking settings, you can arrange the HSRP
configuration so that when everything works perfectly, one router is active. Later, when
something fails related to that router, another router preempts and takes over as the active
router.

Figure 16-8 shows one classic failure case that can occur without tracking. In this example,
router R1 uses priority 110, with router R2 using 100 (the default), so R1 wins and becomes
HSRP active. However, the one WAN link connected to R1 fails. R1 remains the HSRP active
router. In this failure case, hosts forward packets to router R1, which has to forward them to
router R2, which has the only working WAN link.
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Figure 16-8 Problem: Extra Routing Hop When the R1 WAN Link Fails
A better plan links the HSRP role to the WAN link state. For instance, with interface tracking
and preemption, you can configure HSRP as follows:
If RT’s WAN link is up, make R1 HSRP active.
If R’s WAN link is down, make R2 HSRP active.

To do so, HSRP object tracking on R1 monitors the state of the R1 WAN interface. If the
interface fails, HSRP lowers R1’s HSRP priority, allowing R2 to preempt R1. For example:
R1 notices its WAN interface fails.
2. R1 lowers its HSRP priority by 20 points.

3. HSRP messages allow both R1 and R2 to realize that R2 has a better (higher) priority
and has the right to preempt.

4. R2, using preemption, becomes the HSRP active router.

As a result, while router R1’s WAN link is down, packets from the hosts on the left flow first
to R2 and then out a WAN link. Later, when R1’s WAN link recovers, it preempts router R2
and becomes active again.

HSRP Recovery and Preemption
The HSRP preemption also dictates what happens when a formerly active router recovers,
independent of any HSRP tracking. HSRP disables preemption by default but supports it on
any router.
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First, consider the following scenario:

1. R1 has priority 110, and R2 has priority 100, so R1 wins and becomes active, while R2
becomes standby.

2. Later, R1 fails, so R2 becomes active.

3. When R1 recovers, what happens?

With the default setting of no preemption, R2 remains the active router. With only two
routers in the HSRP group, when R1 recovers, it moves to a standby state, ready to take over
from R2 when R2 next fails. In that case, the operations staff can choose when to make the
failover happen, for instance, off-shift, when a minor outage has no impact.

If you prefer, you can enable preemption. With preemption, in this case, or any case in
which a new router appears in the group that has a better (higher) priority than the active
router, it takes over as the active router. The switch to a new active router is methodical but
quick, without waiting for timers like the Hello and Hold timers to expire, but it might cause
a disruption in packet flow for a second or two. (Note that preemption does not apply to
cases where the priorities tie, but only when the new router has a higher priority.)

HSRP Versions

Cisco routers and Layer 3 switches support two versions of HSRP: versions 1 and 2. The
versions have enough differences, like multicast IP addresses used and message formats, so
routers in the same HSRP group must use the same version. Suppose two routers configured
in the same HSRP group mistakenly use different versions. In that case, they will not under-
stand each other and will ignore each other for the purposes of HSRP.

There are good reasons to use the more recent HSRP version 2 (HSRPv2). HSRPv2 added
IPv6 support. It also supports faster convergence when changes happen using shorter Hello
and Hold timers, while HSRPv1 typically had a minimum of a 1-second Hello timer. Table
16-3 lists the differences between HSRPv1 and HSRPv2.

Key Table 16-3 HSRPv1 Versus HSRPv2
Topic B Feature Version 1 Version 2

IPv6 support No Yes

Smallest unit for Hello timer Second Millisecond
Range of group numbers 0..255 0..4095

Virtual MAC address used (xx or xxx is the 0000.0C07.ACxx 0000.0C9E.Fxxx
hex group number)

IPv4 multicast address used 224.0.0.2 224.0.0.102

Ensure you understand how a router chooses the virtual MAC shown in the table. HSRPv1
supports 256 groups per interface, while HSRPv2 supports 4096. You can represent decimal
values 0..255 with two-digit hexadecimal equivalents of 00..FF, while decimal values 0..4095
require three hex digits from 000..FFE. The HSRP virtual MAC addresses use the hex equiva-
lents of the configured decimal HSRP group number as the last two or three digits of the
virtual MAC address as follows:

HSRPv1: 0000.0C07.ACxx, where xx is the hex group number
HSRPv2: 0000.0C9E.Fxxx, where xxx is the hex group number
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For example, an HSRPv1 group 1 would use virtual MAC address 0000.0C07.AC01, while an
HSRPv2 group would use 0000.0C9EF001. For group decimal 100 (hex 64), they would use
0000.0C07.AC64 and 0000.0C9E.F064, respectively.

VRRP and GLBP Concepts

Now that you have a thorough understanding of the purpose, functions, and concepts of
HSRP, this third major section of the chapter examines the two other FHRPs: VRRP and
GLBP. Both provide the same primary functions as HSRP. VRRP has more similarities with
HSRP, while GLBP goes beyond HSRP with better load-balancing features.

Virtual Router Redundancy Protocol (VRRP)
HSRP and VRRP emerged in the 1990s when TCP/IP and routers first became common in
corporate networks. As is often the case, Cisco saw a need, but with no standards-based
solution, so they defined HSRP as a proprietary solution for first hop router redundancy.
Later, the IETF created VRRP, providing similar features. However, unlike many stories of
Cisco-proprietary pre-standard features, HSRP has not faded into history; you will still find
both HSRP and VRRP support in many Cisco product families.

NOTE While VRRP includes versions 1, 2, and 3, all references in this chapter refer to
VRRPv3 (RFC 5798.)

For similarities, note that VRRP supports all the same functions as HSRP, as described ear-
lier in this chapter. The purpose remains to provide a standby backup for the default router
function, preemption if desired, and load balancing the default router role by using multiple
VRRP groups.

The differences come with default settings, protocol details, and addresses used. Table 16-4
lists some comparison points between HSRP, VRRP, and GLBP (ignore GLBP for now.)

Table 16-4 Comparing Features of the Three FHRP Options
Topic

Acronym HSRPv2 VRRPv3 GLBP

Cisco Proprietary Yes No Yes

VIP must differ from the routers’ Yes No Yes
interface IP addresses

Preemption off by default Yes No Yes
Allows preemption (or not) Yes Yes Yes
Default priority value (decimal) 100 100 100
Supports tracking to change the Yes Yes Yes
priority

Supports I[Pv4 and IPv6 Yes Yes Yes
Active/active load balancing with No No Yes
multiple active routers in one group

IPv4 multicast address used 224.0.0.102 224.0.0.18 224.0.0.102
Group numbers supported in IOS 0-4095 1-255 0-1023
Virtual MAC address pattern 0000.0c9f.fxxx [ 0000.5¢00.01xx | 0007.b40x.xxrT
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You can configure VRRP so that it appears to work like HSRP. Two or more VRRP routers
form a group within one subnet. VRRP routers define one VIP, use multicast messages to
communicate with each other, use an active/standby approach, select the active router with
the same logic as HSRP, allow tracking, and fail over when the master (active) router fails.
(Note that VRRP uses the terms master and backup rather than active and standby.)

One difference comes in the choice of VIP. You can use the same IP address as one of the
VRRP routers’ interface addresses or, like HSRP, use another IP address in the subnet. For
example, the HSRP discussion around Figures 16-5 and 16-6 used VIP 10.1.1.1, with router
addresses 10.1.1.9 and 10.1.1.8. You could do the same with VRRP or use 10.1.1.9 (the same
IP address as router R1’s interface IP address).

VRRP has protocol differences as well. It uses a multicast IPv4 address (224.0.0.18) for its
messages. While it uses a single virtual MAC per group, the MAC address follows a differ-
ent pattern. VRRP configuration uses decimal group numbers from 1 to 255 decimal. The
virtual MAC uses the equivalent two-digit hex group number at the end of the virtual MAC,
with VRRP routers choosing their virtual MAC based on this pattern:

VRRPv3: 0000.5¢00.01xx, where xx is the hex group number

GLBP Concepts
Cisco-proprietary GLBP, defined after HSRP and VRRP, provides the same benefits as HSRP
and VRRP but with different implementation details. But it also includes different internals
that allow much more effective load balancing. So, while used for redundancy (the R in
FHRP), GLBP also adds robust load balancing, per its name.

This GLBP section begins with comparisons to the other FHRPs and then discusses its
improved approach to load balancing.

Similarities of GLBP, HSRP, and VRRP
GLBP provides redundancy for the default router function while hiding that redundancy
from the hosts using that default router address. But most of the core features follow a famil-
iar theme:

m It uses a virtual IP address (VIP), which is the address used by endpoints as their
default router.

m It identifies the best router in the group based on the highest priority.

m It allows for the preemption of the best router when a new router with a better (higher)
priority joins the group.

m It supports tracking, which dynamically lowers one router’s priority, allowing another

router to preempt the first based on conditions like an interface failure.

m It sends messages using multicasts but uses a different address: 224.0.0.102.

GLBP uses virtual MAC addresses differently than the other FHRPs as part of the underly-
ing support for load balancing. Like HSRP and VRRP, a GLBP group has one VIP. Unlike
HSRP and VRRP, the routers in a group do not use one virtual MAC address whose function
resides with the one active router. Instead, GLBP uses a unique virtual MAC address per
GLBP router.
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The MAC address value includes three hex digits to represent the decimal GLBP group
number, with the unique last two digits (01, 02, 03, or 04) representing the four allowed
GLBP routers in a group. The MAC address pattern is 0007.b40x.xxrr. For instance, for two
routers in the same GLBP group:

Router R1: 0007:b400:1401 (Decimal group 20, which is hex group 014, assigned router
number 01)

Router R2: 0007:b400:1402 (Decimal group 20, which is hex group 014, assigned router
number 02)

GLBP Active/Active Load Balancing
With a name like Gateway Load Balancing Protocol, load balancing should be a key feature.
The term gatreway refers to the alternate term for default router (defaulr gateway), so by
name, GLBP claims to load balance across the default routers in a subnet—and it does.

GLBP manipulates the hosts’ IP ARP tables in a subnet so that some hosts forward packets
to one router and some to another. As usual, all the hosts use the same VIP as their default
router address. Under normal conditions, with multiple GLBP routers working in the subnet,
GLBP spreads the default router workload across all GLBP group members. When one of
those routers fails, GLBP defines the methods by which the remaining router or routers take
over the role of the failed router.

To achieve this active/active load balancing, one GLBP performs the role of GLBP active
virtual gateway (AVG). The AVG handles all ARP functions for the VIP. Knowing the vir-
tual MAC addresses of all the routers in the group, the AVG replies to some ARP Requests
with one virtual MAC and some with the other. As a result, some hosts in the subnet send
frames to the Ethernet MAC address of one of the routers, with different hosts sending their
frames to the MAC address of the second router.

All routers serve as a GLBP active virtual forwarder (AVF) to support load balancing. All
the AVFs sit ready to receive Ethernet frames addressed to their unique virtual MAC address
and to route the encapsulated packets as usual. Note that one router serves as both AVG and
AVFE.

Figures 16-9 and 16-10 show the results of two ARP Reply messages from AVG R1. First,
Figure 16-9 shows how a GLBP balances traffic for host A based on the ARP Reply sent by
the AVG (R1). The two AVF routers support virtual IP address 10.1.1.1, with the hosts using
that address as their default router setting.

The figure shows three messages, top to bottom, with the following action:
1. Host A has no ARP table entry for its default router, 10.1.1.1, so host A sends an ARP
Request to learn 10.1.1.1’s MAC address.

2. The GLBP AVG, R1 in this case, sends back an ARP Reply. The AVG includes its virtual
MAC address in the ARP Reply, VMACI.

3. Host A encapsulates future IP packets in Ethernet frames destined for VMACI, so
they arrive at R1 (also an AVF).
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10.1.1.0/24
GLBP Table

. AVG Role Router Address
? Router Address

ARP:10.1.1.17 1
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Figure 16-9 GLBP Directs Host A by Sending Back the ARP Reply with R1’s VMACI1

To balance the load, the AVG answers each new ARP Request with the MAC addresses
of alternating routers. Figure 16-10 continues the load-balancing effect with host B’s ARP
Request for 10.1.1.1. The router acting as AVG (R1) still sends the ARP Reply, but this time
with R2’s virtual MAC (VMAC2).

Key @ GLBP Table
Topic ) - AVG Role Router Address
ARP: 10.1.1.17 1 nole nouter  AAAress
—_— i @ AVG R1 10.1.1.1
l @ VMAC1 “ Forwarder R1 VMAC1
— ARP: VMAC2 AVF Forwarder R2  VMAC2
LTo VMAC2 AVF

VMAC2
A

o

Figure 16-10 GLBP Directs Host B by Sending Back the ARP Reply with R2’s VMAC2
Here are the steps in the figure:

1. Host B sends an ARP Request to learn 10.1.1.1’s MAC address.

2. The GLBP AVG (R1) sends back an ARP Reply, listing VMAC2, R2’s virtual MAC
address.

3. Host B encapsulates future IP packets in Ethernet frames destined for VMAC2, so
they arrive at R2.

Finally, to capture a few related points beyond this GLBP example, note that GLBP uses
priority, preemption, and tracking. However, those rules apply to the AVG only; all GLBP

routers serve as AVFs. So, if the AVG fails, the remaining routers in a GLBP group elect a new
AVG.

That model requires additional logic to deal with AVF failures. When a router serving as
only an AVF fails, the AVG recognizes the failure and causes a still-functional AVF to begin
receiving frames sent to the failed AVF’s virtual MAC address.
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WAN, 650
ETR (egress tunnel router), 649
EVC (Ethernet Virtual Connection), 419

EWC (embedded wireless controller),
650

exam. See CCNA exam 200-301

exploit, 188, 215, 650

extended IP ACL, 144-145, 650
configuration, 150-151

matching packets from web servers,
153-154

matching packets to web servers,
151-153

matching TCP and UDP port numbers,
147-150

FHRP (First Hop Redundancy Protocol)

matching the protocol, source IP, and
destination IP, 145-146

syntax, 145-146

F

fabric, 497-498, 650
border node, 500
control-plane node, 500
edge node, 500, 506
routed access layer design, 502
fake AP, 44-46

FHRP (First Hop Redundancy
Protocol), 350, 352

GLBP (Gateway Load Balancing
Protocol), 362-363

active/active load balancing,
364-365

AVF (active virtual forwarder),
364

AVG (active virtual gateway),
364

similarities with HSRP and
VRRP, 363-364

VIP (virtual IP address), 363
HSRP (Hot Standby Router Protocol)

active/standby model, 356, 359

failover, 357-358

Hello message, 358

Hold timer, 358

interface tracking, 359-360

load balancing, 359

preemption, 360-361

priority, 357

similarities with VRRP, 362

standby state, 357

versions, 361-362

VIP (virtual IP address), 357

virtual MAC address, 357
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680 FHRP (First Hop Redundancy Protocol)

need for, 354-356

VRRP (Virtual Router Redundancy
Protocol), 362-363

similarities with HSRP, 362
VIP (virtual IP address), 363
fiber Internet, 429, 650
fiber uplinks, 406-407
file system, I0S, 376-377,379-381
filtering
DHCP messages, 167-169, 243-244
DNS messages, 163-164
ICMP messages, 164-165
OSPF messages, 165-167
packets
based on destination port, 148
based on source port, 148
SSH (Secure Shell), 169-171
Telnet, 169-171
URI (Uniform Resource Identifier), 217
finalizing WLAN configuration, 86—87
firewall, 211-212, 650
advanced features, 212
DMZ (demilitarized zone), 214
next-generation, 216-218
stateful, 212-213
zones, 213-214
first-match logic, IP ACL, 119
flash memory, 376, 651
FlexConnect Mode, 36-37, 651
flow, 327
flow control, 651
form factor, server, 441
format, log message, 272
forward acknowledgement, 101
forward secrecy, 53
fps (frames per second), 475-476
frame, 329

FTP (File Transfer Protocol), 99,
384-386, 651

active mode, 386-387
client, 385
control connection, 384, 386
copying images, 382-384
passive mode, 387
server, 385
full drop, 347
full mesh, 400, 403, 651
full-duplex mode, 8

G

GCMP (Galois/Counter Mode
Protocol), 51

generative Al, 517-518, 651
Get message, 371

GET response, 108

GetBulk message, 371
GetNext message, 371
GitHub, 557, 651

GLBP (Gateway Load Balancing
Protocol), 356, 362-363, 651

active/active load balancing,
364-365

AVF (active virtual forwarder), 364
AVG (active virtual gateway), 364

similarities with HSRP and VRRP,
363-364

VIP (virtual IP address), 363
gratuitous ARP, 251-252, 651

GRE (Generic Routing
Encapsulation), 432

group key, 45
GTC (Generic Token Card), 49
GUI, Cisco Catalyst Center, 515



H

half-duplex mode, 7-8

hash function
algorithm, 209
enable secret command, 207-208
MD5 (Message Digest 5), 207, 209

HCL (HashiCorp Configuration
Language), 564

header fields
IPv4, 109

TCP (Transmission Control
Protocol), 95

UDP (User Datagram Protocol), 104
hold timer
CDP (Cisco Discovery Protocol), 287

HSRP (Hot Standby Router
Protocol), 358

host mobility, 498

HSRP (Hot Standby Router
Protocol), 356

active/standby model, 356, 359
failover, 357-358

Hello message, 358

Hold timer, 358

interface tracking, 359-360
load balancing, 359
preemption, 360-361, 652
priority, 357, 652
similarities with VRRP, 362
standby state, 357

versions, 361-362

VIP (virtual IP address), 357

HTTP (Hypertext Transfer Protocol),
104, 652

GET response, 108

how an app is chosen to receive
data, 109

Imperative Model 681

request and response, 534
and REST APIs, 533
transferring files, 108-109
verbs, 534
versions
HTTP 1.0 and 1.1, 110
HTTP3.0,111-112
HTTP/2 and TLS, 110-111
HTTP/3, adjusting ACLs for, 154-155
hub and spoke topology, 652
human vulnerabilities, 195-196
pharming, 195
phishing, 195
social engineering, 195
spear phishing, 195
watering hole attack, 195
whaling, 195
hybrid topology, 403
hypervisor, 442, 444, 461, 652

IaaS (Infrastructure as a Service),
451-452, 653

IAC (infrastructure as code), 653

IANA (Internet Assigned Numbers
Authority), 97

IBN (intent-based networking), 483,
486-488, 653

IBSS (independent basic service set),
13-14, 653

ICMP (Internet Control Message
Protocol), message filtering,
164-165

IEEE 80211, 7-8, 18-19
IEEE 802.3, 6

IFS (IOS File System), 653
Imperative Model, 652




Inform message

Inform message, 372
inside global address, 303-304, 653
inside local address, 303-304, 653
inside source NAT, 302-303
integrity, message, 45-46
intercloud exchange, 459-460
interface
access, 642
application programming, 478
southbound, 478-479
tracking, 359-360
user network, 417
interference, wireless network, 7
Internet
access, 426
4G/5G, 428-429
cable, 427-428

DSL (digital subscriber line),
426-427

fiber, 429

VPN, 425-426, 430-431. See also
VPN

10S. See also command/s
ACLs, 173-174

configuring well-known port
numbers, 149

file system, 376-377

filenames, 379

image upgrade, 378
using FTFP, 378-379
verifying code integrity,

381-382

listing files in the file system, 379-381

log messages, 270-271
configuration, 273-274
debug command, 276-277
format, 272
severity levels, 272-273

storing for later review, 271
verification, 274-276
passwords
encrypting, 205-206
securing, 204-205
10S XE. See also command/s; device/s
ACLs, 173-174
common ACL, 175-176
configuration menus, 61-63
WLAN configuration, 67-69

apply the policy tag to some APs,
78-79

map the WLAN and policy
profiles to a policy tag, 77

policy profile, 74-77
profile, 69-74
ip access-group command, 176
ip access-list command, 138-139
ip access-list resequence command, 175

IP ACL (access control list), 116, 118,
331,511

adjusting for HTTP/3, 154-155
building, 155
common ACL, 175-176

comparing in IOS and IOS XE,
173-174

deny any logic, 121
DHCP messages, filtering, 167-169
DNS messages, filtering, 163-164
extended, 144-145
configuration, 150-151
matching packets from web
servers, 153—-154
matching packets to web servers,
151-153
matching TCP and UDP port
numbers, 147-150

matching the protocol, source IP,
and destination IP, 145-146



syntax, 145-146
ICMP messages, filtering, 164-165
implementing, 125, 156
list logic, 119-121
location and direction, 116-117
matching logic, 121-122

matching multiple nonconsecutive
ports with eq parameter, 177

matching packets, 117-118
named, 138

configuration, 139

editing, 140-142

versus numbered, 138-139

verification, 139-140
numbered

editing, 143-144

versus named, 138-139
OSPF messages, filtering, 165-167

resequencing sequence numbers,
174-175

SSH, filtering, 169-171
standard numbered, 119, 125-129
taking action when a match occurs, 118
Telnet, filtering, 169-171
troubleshooting, 129-130
types of, 118-119
wildcard mask, 122-123

binary, 123-124

finding the right one to match a
subnet, 124

ip arp inspection validate command,
258-259

ip arp inspection vlan command, 255
ip dhcp snooping command, 246-248
ip helper-address command, 168

ip inside source static command, 303

ip nat inside source command,
312,315

ip nat pool command, 311
IPP (IP Precedence), 333, 653

IPS (intrusion prevention system),
215-216, 653

next-generation, 218-219
signature database, 215-216
IPsec, 431, 433-434, 653
remote access VPN, 433-434
transport mode, 434
tunnel mode, 434
IPv4
header
fields, 109
marking, 333
private addresses, 300-301

ISDN (Integrated Services Digital
Network), 426

ITR (ingress tunnel router), 506-508

J

key/s

Jinja2, 654
jitter, 325, 654

JSON (JavaScript Object Notation),
541-542, 544, 654

arrays, 547-549
beautified, 550

data serialization, 541-542
key:value pairs, 547
minified, 550

objects, 547-549

K

key/s
:value pair, 547, 654
encryption, 432
WEP (Wired Equivalent Privacy), 47
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label switching

L

label switching, 423
LAN

campus, 398-399, 403. See also
campus LAN

access switches, 399
distribution switches, 399-400
fiber uplinks, 406—407
full mesh, 403
bybrid ropology, 403
partial mesh, 403
star topology, 402
three-tier, 400-402
two-tier, 399-400
collapsed core, 400
core design, 401

SOHO (small office/home office),
407-408

leaf, 654

LEAP (Lightweight EAP), 48-49
lightweight AP (access point), 28
line console 0 command, 221
line vty command, 221

LISP (Locator/ID Separation Protocol),
503, 505-509, 654

list data structure, 532, 654
list logic, IP ACL, 119-121

LLDP (Link Layer Discovery Protocol),
283, 654

configuration, 290-291

examining information learned by,
287-290

MED (Media Endpoint Discovery),
292-293

timer, 287
TLV (type-length-value), 292
verification, 291-292

lldp run command, 290-291
LLM (Large Language Model), 521, 654
LLQ (low-latency queuing), 339-341
load balancing

active/active, 364-365

HSRP (Hot Standby Router
Protocol), 359

local username, 654

log message, 270-271,274-276, 655.
See also syslog

debug command, 276-277

format, 272

severity levels, 272-273

storing for later review, 271
logging buffered command, 271
logging host command, 271
logic

DAI (Dynamic ARP Inspection),

253-254

DHCP snooping, 242-243
login command, 221
login local command, 221
loss, 325, 655

LWAPP (Lightweight Access Point
Protocol), 29

M

MAC (Media Access Control) layer, 28,
655. See also split-MAC architecture

MAC address/es, 8
port security, 229-230
virtual, 357

malware, 194-195
Trojan horse, 194

virus, 194
worm, 194-195
management IP address, 25



management plane, 475, 655
manager, SNMP, 370

man-in-the-middle attack, 44,
191-193, 655

marking, 330, 332, 655
802.1Q header, 333-334

DSCP (Differentiated Services Code
Point)

AF (Assured Forwarding), 336
CS (Class Selector), 336-337
EF (Expedited Forwarding), 336
guidelines, 337

fields, 334

IP header, 333

trust boundary, 334-335

matching, 117-118, 330-331. See also
ACL (access control list); QoS

IP ACL, 331
logic, 121-122

matching TCP and UDP port
numbers, 147-150

taking action when a match occurs, 118
to web servers, 151-153
from web servers, 153-154

MD?5 (Message Digest 5), 207, 209,
381-382, 655

MED (Media Endpoint Discovery),
LLDP (Link Layer Discovery
Protocol), 292-293

memory

flash, 376

ternary content-addressable, 476
Meraki, 462

dashboard, 655

default view, 462—-463

Topology and Path Visualization,
463-464

mesh, 403, 655
mesh AP, 17

MetroE (Metro Ethernet)

message/s
ARP, 251

classification, 329-330. See also
classification

DHCP, filtering, 167-169
DNS, filtering, 163-164

HSRP (Hot Standby Router Protocol),
357-358

HTTP, 534
ICMP, filtering, 164-165
integrity check, 45-46

LLDP (Link Layer Discovery Protocol),
TLV (type-length-value), 292

log, 270-271
debug command, 276-277
format, 272
severiry levels, 272-273
storing for later review, 271
OSPF, filtering, 165-167
privacy, 44-45
SNMP
Get, 371
GetBulk, 371
GetNext, 371
Inform, 372
Trap, 372
MetroE (Metro Ethernet), 416, 655
E-LAN, 419-420
E-Line, 418-419

EVC (Ethernet Virtual
Connection), 419

IEEE Ethernet standards, 417-418
Layer 3 design, 420
using E-LAN, 421-422
using E-Line, 420-421

physical design and topology,
416-418

topology, 418
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686 MIB (Management Information Base)

MIB (Management Information Base),

370,372-374, 655
mitigation technique, 655
ML (machine learning), 517-518
mobile phone, 4G/5G, 428-429
monitoring, configuration, 557-558
more command, 377
MP-BGP (Multiprotocol BGP), 425
MPGBP (Multiprotocol BGP), 656

MPLS (Multiprotocol Label Switching),

422,656
access link technologies, 424
CE (customer edge), 424
PE (provider edge), 424
QoS (Quality of Service), 423
VPN, 422-423

Layer 3, 424-425

physical design and ropologyy,
423-424

MTU (maximum transmission unit),
326, 655

multifactor authentication, 199, 656
multifactor credentials, 197
multigig Ethernet, 405-406, 656
multimode fiber cable, 406
multiplexing, 95-97

multithreading, 442

N

named IP ACL, 138, 656
configuration, 139
editing, 140-142
versus numbered, 138-139
verification, 139-140

narrow Al, 517-518, 656

NAT (Network Address Translation),
300,302, 656

dynamic, 304-306
configuration, 310-312
verification, 312-314

inside global address, 303-304

inside local address, 303-304

inside source, 302-303

Overload, 306-307
configuration, 314-317
verification, 317

static, 303
configuration, 308-309
verification, 309-310

troubleshooting, 317-318

NBAR2 (next-generation Network

Based Application Recognition),
331-332

NBI (northbound interface), 479-481,

490, 494, 657

network/s. See also LAN; WAN;

wireless network/s

baseline, 524

data center, 446

fabric, 497-498

management, 488—491

outage, 353-354

overlay, 497, 498

private, 300-302
programmability, 472
redundancy, need for, 353-354
single point of failure, 353-354
tail drop, 347

traditional versus controller-based,
488-489, 491-492

traffic
bandwidth, 324-325
delay, 325
jitter, 325
rypes of, 325



trust boundary, 334-335

underlay, 497-498

wireless, comparing with wired, 6-7
next-generation firewall, 216-218

NGFW (next-generation firewall),
216-218, 656

NGIPS (next-generation IPS),
218-219, 657

NIC (network interface card), 443

NIST (National Institute of Standards
and Technology), 51, 448-449

NMS (Network Management System),
370,374,514-517, 656

no cdp enable command, 286

no enable secret command, 208, 221
no shutdown command, 237, 248
nonoverlapping channels, 18, 20, 657
nslookup command, 194

NTP (Network Time Protocol),
277-278, 656-657

client/server mode, 281
configuration, 279-281
reference clock, 281

setting the time and time zone,
278-279

stratum, 281-282

synchronization, 280
ntp master command, 279, 281-282
ntp server command, 278-279
numbered IP ACL

editing, 143-144

versus named, 138-139

O

objects, JSON, 547-549
OfficeExtend, 37
OID (object ID), 372

password/s

OM (Optical Multimode), 406-407, 657
on-demand self-service, 657

open authentication, 46

Open SDN, 481-482

OpenDaylight controller, 482-483
OpenFlow, 482, 657

operational network management, 489
ordered data transfer, 657

OSC (Open SDN Controller), 483

OSI model, transport layer, 94

OSPF (Open Shortest Path First),
165-167, 474-475

outdoor bridge, 16
output queuing, 338
outside global, 658

overlay, 497-498, 658. See also Cisco
SD-Access

P

PaaS$ (Platform as a Service),
453-454, 658

packet/s, 329. See also IP ACL (access
control list); traffic

complex matching, 330-331
filtering
based on destination port, 148
based on source port, 148
matching, 117-118
MTU (maximum transmission unit), 326
VolIP (voice over IP), 327-328
partial mesh, 400, 403, 658
passive mode, FTP, 387
passive scanning, 9, 658

password/s. See also enable password
command; enable secret command

alternatives, 196
biometric credentials, 197
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688 password/s

digital cerrificate, 197
multifactor credentials, 197
brute-force attack, 196
clear-text, 207
dictionary attack, 196
enable, encoding with hashes, 206
encrypting, 205-206
guessing, 658
I0S, securing, 204-205
policy, 196
SNMP, 374-375
vulnerabilities, 196

PAT (Port Address Translation),
306-307

configuration, 314-317
troubleshooting, 318
verification, 317
PD (powered device), 409, 659
PE (provider edge), 424, 660
PEAP (Protected EAP), 49

personal mode, WPA (Wi-Fi Protected
Access), 52-53

pharming, 195, 658

PHB (per-hop behavior), 322, 658
phishing, 195, 658

physical access control, 200

physical ports, WLC (wireless LAN
controller), 63-65

ping command, 164
PKI (Public Key Infrastructure), 50
playbook, Ansible, 563

PoE (Power over Ethernet), 408-409,
658-659

and LAN design, 411
power classification, 410
power detection, 409-410
standards, 411
point-to-point bridged link, 16, 658

policing, 340, 342-344, 658
policy
Cisco SD-Access, 513
password, 196
profile, 74-77
tag, 68
PoP (point of presence), 417, 658
port security, 224-225, 659
configuration, 225-228
MAC addresses, 229-230
protect mode, 233-234
restrict mode, 234-235
shutdown mode, 231-233
sticky secure MAC addresses, 225
verification, 228-229
violation modes, 230-231
port/s, 659
distribution system, 64
ephemeral, 97
number, 96-98
untrusted, 665
user, 97
well-known, 97, 99, 149
Postman, 537-541
practicing CLI skills, 593-595
predictive analytics, 524

preemption, HSRP (Hot Standby
Router Protocol), 360-361

on-premise cloud. See private cloud
prioritization, 338

priority queue, 340, 659

privacy, message, 44-45

private cloud, 449-450, 659
private networks, 300-302

private WAN, connecting to the cloud
with, 458-459

probe request, 659



profile
configuration, 67
policy, 74-77
WLAN configuration, 69-74
programming, variables, 530-531
data structure, 477
simple, 531
protect mode, port security, 233-234

protocol, connectionless/connection-
oriented, 100-101

provider, 660

PSE (power sourcing equipment),
409, 659

public cloud, 450-451, 460, 660
intercloud exchange, 459-460

private WAN and Internet VPN access
to the, 458—459

using Internet to connect to the,
457-458

public IPv4 addresses, 300
pull model, 660
push model, 563, 660
pwd command, 380-381
Python
dictionary data structure, 532
list data structure, 532

Q

QFP (Quantum Flow Processor), 476
QOE (quality of experience), 326

QoS (Quality of Service), 322, 324,
660. See also traffic

CAC (call admission control), 340-341
classification, 329-330

NBAR?2 (next-generation
Nerwork Based Application
Recognition), 331-332

on routers, 331-332

rapid elasticity 689

congestion avoidance, 346-347
DiffServ, 333, 335
AF (Assured Forwarding), 336
CS (Class Selector), 336-337
EF (Expedited Forwarding), 336

guidelines for DSCP marking
values, 337

marking, 330, 332
802.1Q header, 333-334
fields, 334
IP bheader, 333

MPLS (Multiprotocol Label
Switching), 423

policing, 342-344
queuing, 337-338
class-based weighted fair, 339
classifier function, 338
low-latency, 339-341
output, 338
prioritization, 338-339
round-robin scheduling, 338-339
on routers and switches, 329
shaping, 341-342, 344-346
trust boundary, 334-335
WLAN, configuring, 85
queuing, 329-330, 337-338, 660
class-based weighted fair, 339
classifier function, 338
low-latency, 339-341
output, 338
prioritization, 338
QUIC, 660

R

radio, AP, 19
RADIUS, 199-200, 660
rapid elasticity, 660



rate limit, DAl (Dynamic ARP Inspection)

rate limit, DAI (Dynamic ARP
Inspection), 257-258

RC4 cipher algorithm, 47
RCA (Root Cause Analysis), 524
read-only community, 660
read-write community, 660
reassociation frame, 13, 661
reconnaissance attack, 661
recursive DNS lookup, 107-108, 661
redundancy

need for, 353-354

single point of failure, 353-354

reference clock, NTP (Network Time
Protocol), 281

reflection attack, 191, 661

reliability, TCP (Transmission Control
Protocol), 101-102

remote access VPN
with IPsec, 433-434
with TLS, 434-435
repeater, 14

resequencing ACL sequence numbers,
174-175

resource pooling, 448, 661

RESTful API/s, 480-481, 510,
528-529

cacheable, 530
client/server architecture, 529
CRUD actions, 533-534
and HTTP, 533
stateless operation, 530
URIs, 534-536
restrict mode, port security, 234-235
RF signals, 7
RF tag, 78-79
RFC (Request for Comments)
791, 333
793, 95

1065, “Structure and Identification of
Management Information for TCP/
IP-based Internets”, 370

1918, 301
2475, 335
3986, 535-536
7348, 498
roaming, 13, 661
round-robin scheduling, 338-339, 661
round-trip delay, 325
routed access layer, 502

router/s, 505. See also device/s; I0S;
10S XE

classification, 331-332

data plane processing, 473
default, 352, 355

filtering for vty access, 171-173
flash memory, 376

FTP password and username
configuration, 383-384

ingress tunnel, 506-508
login security, 204
QoS, 329

VRF (virtual routing and forwarding),
455-456

wireless, 407
rules, DHCP snooping, 241, 243

S

SaaS (Software as a Service),
452-453, 663

SAE (Simultaneous Authentication of
Equals), 53

SBI (southbound interface),
478-479, 494

scheduling, round-robin, 338-339
scoring, exam, 587
SD-Access, 663



SDN (Software-Defined Networking),
472, 663. See also controller

ACI (Application Centric
Infrastructure), 484

APIC (Application Policy
Infrastructure Controller), 487

EPG (endpoint group), 486

operating model with intent-
based networking, 486—488

spine and leaf design, 484—485
automation, 489-491
controller, 477
NBI (northbound interface), 479-481

ONF (Open Networking Foundation)
model, 481-482

OpenDaylight controller, 482-483
SBI (southbound interface), 478—479

security. See also attack/s;
authentication; port security

exploit, 188
firewall, 211-212
advanced features, 212
next-generation, 216-218
stateful, 212-213
zones, 213-214
group-based, 513-514

IPS (intrusion prevention system),
215-216

next-generation, 218-219
signature database, 215-216
mitigation techniques, 188
password, 10S, 204-205
program, 200
shared-key, 47
threat/s, 188
vulnerability, 187-188
wireless

TKIP (Temporal Key Integrity
Protocol), 50-51

show cdp neighbors command

WPA (Wi-Fi Protected Access),
51-52

WPA2, 52
WPA3, 52
WPA-Personal mode, 52-53
WLAN, configuration, 83-84
zones, 213-214
segment, 662
self-healing wireless coverage, 32
self-service, 448

send time, CDP (Cisco Discovery
Protocol), 287

sender hardware address, 662

serial console, 461

server. See also VM (virtual machine)
blade, 441
Cisco hardware, 440-441
form factor, 441
FTP (File Transfer Protocol), 385
NIC, 443
NTP (Network Time Protocol), 281
rack, 440
UCS (Unified Computing system), 485
virtualization, 441-443
web, 667

service password-encryption
command, 205, 206, 221

severity level, log message, 272-273
SGT (scalable group tag), 513-514, 661
SHA-256, 209

SHAS512, verifying IOS code integrity,
381-382

shaping, 341-342, 344-346, 662
shared key, 47, 662

show access-lists command, 126-127
show cdp commands, 283

show cdp neighbors command,
284-285
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692 show cdp neighbors detail command

show cdp neighbors detail command,
285-286

show flash command, 379-381

show ip access-list command, 126-127,
132,153

show ip arp inspection command, 256

show ip arp inspection statistics
command, 257

show ip dhcp snooping command, 247,
249, 256

show ip interface command, 153

show ip nat statistics command,
312-313

show ip nat translations command,
309,312,314,317

show lldp command, 291

show lldp entry command, 289-290
show lldp neighbors command, 288
show logging command, 271, 274-275

show ntp associations command,
281-282

show ntp status command, 280, 282
show port-security command, 232

show port-security interface command,
228-229,232,234-235

show running-config command, 126,
139-140, 155, 164, 168, 205-206,
208,227 234,308-309, 311,
316,377

shutdown command, 231, 237, 248

shutdown mode, port security,
231-233

signature database, IPS (intrusion
prevention system), 215-216

signatures, application, 332
simple variable, 531

single point of failure, 353-354. See
also FHRP (First Hop Redundancy
Protocol)

site tag, 78-79

site-to-site VPN, 430-433, 662
sliding window, 102, 662
smishing, 195

SNMP (Simple Network Management
Protocol), 99, 662-663

ACLs, 374

agent, 370

clear-text password, 374-375
communities, 375

Get message, 371

GetBulk message, 371
GetNext message, 371
Inform message, 372
manager, 370

MIB (Management Information Base),
370, 372-374, 655

NMS (Network Management System),
370,374

securing, 374-375
Trap notification, 372
versions, 375

snooping, DHCP, 240-241
binding table, 244

configuration, 245-246, 249. See also
configuration, DHCP snooping

filtering DISCOVER messages based
on MAC address, 243-244

filtering messages that release IP
addresses, 244-245

limiting DHCP message rates,
248-249

logic, 242-243

rules, 241
social engineering, 195, 663
socket, 97 See also port/s
software container. See container

SOHO (small office/home office),
407-408, 663

source NAT, 663



SP (service provider), 662

access link, 417

intercloud exchange, 459-460
spear phishing, 195, 664
spine and leaf design, 484-485, 664

split-MAC architecture, 28-32,
36-37 664

CAPWAP (Control and Provisioning of
Wireless Access Points), 29-31

WLC functions, 32

spoofing attack, 188-189, 664
amplification attack, 191
denial-of-service, 189-190
man-in-the-middle, 44, 191-193
reflection, 191

SSH (Secure Shell), 169-171, 204

SSID (Service Set Identifier), 8-9,
44, 662

autonomous AP, 25

supporting multiple on one AP, 11-12
STA (station), 664
standalone mode, 664

standard numbered IP ACL, 119,
125-129

standards
IEEE 802.11, amendments, 18—-19
PoE (Power over Ethernet), 411
star topology, 402, 664
stateful firewall, 212-213
stateless operation, 664

static NAT (Network Address
Translation), 303

configuration, 308-309
troubleshooting, 317
verification, 309-310
sticky secure MAC addresses, 225
storage, variable, 542-543
STP (Spanning Tree Protocol), 474

synchronization, NTP (Network Time Protocol)

stratum, 281-282
subnet, matching with an ACL, 124

switch/es. See also device/s; I0S;
10S XE

access, 399, 402

ASIC (application-specific integrated
circuit), 476

core, 402

data plane, 475-476

distribution, 399-400, 402

fps (frames per second), 475-476

LAN, 222

Layer 2, 505

login security, 204

port security, 224-225
configuration, 225-228
MAC addresses, 229-230
protect mode, 233-234
restrict mode, 234-235
shutdown mode, 231-233
sticky secure MAC addresses, 225
verification, 228-229
violation modes, 230-231

QoS, 329

TOR (Top of Rack), 446

virtual, 443-444

switchport mode access
command, 227

switchport mode command, 236

switchport port-security access
command, 227

switchport port-security mac-address
command, 236-237

switchport port-security maximum
command, 237

SYN flag, 100

synchronization, NTP (Network Time
Protocol), 280
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syntax

syntax
access-list command, 125
extended IP ACL, 145-146
syslog, 270, 664
configuration, 273-274
debug command, 276-277
verification, 274-276

T

TACACS+, 199-200
tag

policy, 68

RF, 78-79

site, 78=79
tail drop, 347

TCAM (ternary content-addressable
memory), 476, 664

TCP (Transmission Control Protocol),
94, 95

congestion avoidance, 346-347
connection establishment, 100
connection termination, 100-101

error recovery and reliability;,
101-102

forward acknowledgement, 101

header fields, 95

multiplexing, 95-96

popular applications and their well-
known port numbers, 99

port numbers, 96-98, 147-150

socket, 97

windowing, 102-103, 346-347

TCP/IP. See also TCP (Transmission
Control Protocol); UDP (User
Datagram Protocol); web browser

DNS (Domain Name System), 98-99,

105-106
recursive lookup, 107-108

resolution and requesting a web
page, 106-107

HTTP (Hypertext Transfer
Protocol), 104

how an app is chosen to receive
data, 109

transferring files, 108-109
model, transport layer, 94

SNMP (Simple Network Management
Protocol), 99

TFTP (Trivial File Transfer
Protocol), 99

URI (Uniform Resource Identifier),
104-105

WWW (World Wide Web), 98
Telnet, 169-171, 204
template, configuration, 559-561
terminal monitor command, 296
Terraform, 563-565, 664

TFTP (Trivial File Transfer Protocol),
99, 387-388, 665. See also FTP
(File Transfer Protocol)

threats, 188, 194-195, 665. See also
attack/s

three-tier campus LAN, 400-402

TIA (Telecommunications Industry
Association), 404

time
interval, shaper, 345-346
NTP, setting, 278-279

TKIP (Temporal Key Integrity
Protocol), 50-51

TLS (Transport Layer Security),
434-435, 665

TLV (type-length-value), LLDP (Link
Layer Discovery Protocol), 292

tools. See also QoS (Quality of Service)

API development environment,
536-541

ChatGPT, 518-523



configuration management
Ansible, 562-563
Terraform, 563-565

congestion avoidance, 347

development, 453
topology

hybrid, 403

MetroE (Metro Ethernet), 418

MPLS VPN, 423-424

star, 402
TOR (Top of Rack) switch, 446
ToS (type of service) byte, 333
traffic

bandwidth, 324-325

batch, 326

data application, 325-326

delay, 325

flow, 327

jitter, 325

prioritization, 341

types of, 325

voice and video application, 327-328
transport input command, 221
transport input ssh command, 205
transport layer, 94
Trap notification, 372
Trojan horse, 194, 665
troubleshooting

IP ACL (access control list), 129-130

NAT (Network Address Translation),
317-318

trust boundary, 334-335
trusted port, 665
tunnel

CAPWAP (Control and Provisioning of
Wireless Access Points), 29-31

VPN, 430

UTP (unshielded twisted-pair)

tunneling, VXLAN, 504
two-tier campus LAN, 399-400
full mesh, 403
hybrid topology, 403
star topology, 402
uplinks, 403

U

UCS (Unified Computing system), 441,
485, 665

UDP (User Datagram Protocol), 94, 103
data transfer, 103-104
header, 104
multiplexing, 95-96
port numbers, matching, 147-150

underlay, 497-498, 665. See also Cisco
SD-Access

UNI (user network interface), 417

unidirectional communication, wireless
network, 7

untrusted port, 665

updates, exam, 572-576
upgrade, 10S image, 378-379
uplink, fiber, 406-407

UPoE (Universal Power over
Ethernet), 665

URI (Uniform Resource Identifier),
104-105, 665-666

format, 535-536

using with REST to specify the
resource, 534-536

URL (Universal Resource Locator),
105, 217

user ports, 97
username password command, 210, 221
username secret command, 210, 221

UTP (unshielded twisted-pair),
404-405, 666
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696 UTP (unshielded twisted-pair) cabling

UTP (unshielded twisted-pair) cabling,
403-404

uWGB (universal workgroup bridge), 16

'}

variable, 530-531
configuration, 560-561

data structure, 477. See also data
structure

simple, 531

storing, 542-543
vCPU (virtual CPU), 442, 666
vendors

container, 445

virtualized data center, 443
verbs, HTTP, 534
verification

CDP (Cisco Discovery Protocol),
286-287

dynamic NAT (Network Address
Translation), 312-314

LLDP (Link Layer Discovery Protocol),
291-292

named IP ACL, 139-140

NAT (Network Address Translation),
309-310

PAT (Port Address Translation), 317
port security, 228-229
syslog, 274-276
verify command, 381-382
version/s
control, 555-557

HSRP (Hot Standby Router Protocol),
361-362

SNMP, 375

video
prioritization, 341
QoS requirements, 328

violation mode, 230-231, 666
VIP (virtual IP address), 357 363, 666
virtual console, 461
virtual MAC address, 357
virtualization
data center, 446-448
hypervisor, 442, 444, 461
server, 441-443
vendors, 443
virus, 194, 215-217, 666
vishing, 195

VLAN (virtual local-area network),
10-11, 25

VM (virtual machine), 442, 447, 666
versus container, 444
PaaS (Platform as a Service), 453
vNIC (virtual NIC), 443, 666
VoIP (voice over IP)
prioritization, 341
QoS requirements, 327-328
VPN, 430-431, 458, 666
Internet, 425-426
IPsec, 431

MPLS (Multiprotocol Label
Switching), 422-423

Layer 3, 424-425

physical design and topologyy,
423-424

remote access
with IPsec, 433-434
with TLS, 434-435
site-to-site, 430-433
tunnel, 430

VREF (virtual routing and forwarding),
425,454-456, 666

VRRP (Virtual Router Redundancy
Protocol), 356, 362-363

vSwitch (virtual switch), 443-444, 666



vty, access control, 171-173
vulnerability/ies, 187-188, 667
human, 195-196
pharming, 195
phishing, 195
social engineering, 195
spear phishing, 195
watering hole artack, 195
whaling, 195
password, 196
VXLAN, 498, 503-505, 667

W

WAN. See also MetroE (Metro
Ethernet)

connection to the cloud, 456

accessing public cloud services
using the Internet, 456-457

using Internet to connect to the
public cloud, 457-458

link, 37

MPLS (Multiprotocol Label
Switching), 422

access link technologies, 424
CE (customer edge), 424
PE (provider edge), 424
QoS, 423
VPN, 422-423
private, 430, 458—459
Software-Defined, 484
watering hole attack, 195, 667
web browser, 104
DNS recursive lookup, 107-108

DNS resolution and requesting a web
page, 106-107

how an app is chosen to receive
data, 109

wireless network/s 697

transferring files with HTTP, 108-109
web server, 104-105, 667

web-based GUI, WLC (wireless LAN
controller), 59-61

well-known ports, 97, 99, 149
WEP (Wired Equivalent Privacy), 47, 50
WGB (workgroup bridge), 15-16, 667
whaling, 195, 667
whitespace, 550
whois command, 194
Wi-Fi, generational names, 20
Wi-Fi Alliance, 51-53, 407
wildcard mask, 122-123, 667
binary, 123-124

finding the right one to match a
subnet, 124

windowing, 102-103, 346-347

wireless network/s. See also WLC
(wireless LAN controller)

2.4-GHz band, 17
4G/5G, 428-429
5-GHz band, 17
ad hoc, 14

AP (access point). See also AP (access
point); autonomous AP; Cisco AP/s

association request/response,
9,19

autonomous, 24-25

beacon frame, 8

BSA (basic service area), 8

BSS (basic service set), 8
cloud-based architecture, 26-27

IBSS (independent basic service
set), 13-14

infrastructure mode, 8
management platform, 26
mesh, 17

outdoor bridge, 16
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radios, 19
repeater mode, 14
roaming, 13

supporting multiple SSIDs on,
11-12

architecture
autonomous AP, 24-25
cloud-based AP, 26-27
split-MAC, 28-32, 36-37
authentication, 43
802.1x/EAP, 47-48
AP (access point), 44
client, 43-44

EAP-FAST (EAP Flexible
Authentication by Secure
Tunneling), 48—49

EAP-TLS (EAP Transport Layer
Security), 50

LEAP (Lightweight EAP), 48-49
open, 46
PEAP (Protected EAP), 49

WEP (Wired Equivalent
Privacy), 47

bands, 17

bidirectional communication, 7

BSS (basic service set), 8-9
distribution system (DS), 10-12
rraffic flows, 9

channel, 17-18

comparing with wired networks, 6-7

encryption, 45

CCMP (Counter/CBC-MAC
Prorocol), 51

GCMP (Galois/Counter Mode
Prorocol), 51

ESS (extended service set), 12-13
interference, 7
MIC (message integrity check), 45-46

RF signals, 7
secure connection, 42

security, WPA (Wi-Fi Protected
Access), 51-53

self-healing, 32

SOHO (small office/home office),
407-408

WGB (workgroup bridge), 15-16
WLAN

configuration, 65-67
advanced settings, 85-86
on AireOS WLC, 79-83
finalizing, 86-87
on I0S-XE WLC, 67-79
QoS, 85

open authentication, 46

WLC (wireless LAN controller), 29, 32,
667 See also 10S-XE WLC

AireOS, 79
configuring the WLAN, 81-83

configuring WLAN security,
83-84

create a new WLAN, 80-81

creating a dynamic interface,
79-80

CAPWAP (Control and Provisioning of
Wireless Access Points), 29-31

centralized deployment, 32
cloud-based deployment, 32
configuration, 61-63
deployment models, 35
distributed deployment, 33-34
embedded wireless controller (EWC)
deployment, 34
IOS-XE
apply the policy tag to some APs,
78-79
configuring a policy profile,
74-77



mapping the WLAN and policy
profiles to a policy tag, 77

WLAN configuration, 67-79
physical ports, 63-65
virtual interface, 65
web-based GUI, 59-61
WLAN configuration, 65-67

apply the policy tag to some APs,
78-79

map the WLAN and policy
profiles to a policy tag, 77

policy profile, 74-77

profile, 69-74

WMI (wireless management
interface), 65

WMI (wireless management
interface), 65

worm, 194-195, 667
WPA (Wi-Fi Protected Access), 51-52

ZTP (zero touch provisioning)

client authentication modes, 52
personal mode, 52-53
versions, 52

write community, 667

WWW (World Wide Web), 98, 104

X-Y-Z

X.509 certificate, 30

XML (eXtensible Markup Language),
544-545, 667

YAML, 545-546, 667

zone
demilitarized, 214
firewall, 213-214
ZTP (zero touch provisioning), 462, 667
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